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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,

governmen

tal and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the 1ISO/
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Clause 8, “Data centre spaces and access routes”, has been revised to focus on the design of data

the content of Clause 9, “Fire compartments, fire barriers and fire suppression systems”, has been

Annex B on physical protection against external hazards has been revised as Annex A “Building
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— anew Annex B summarizing the requirements and recommendations of Clause 5 has been added.
Alist of all parts in the ISO/IEC 22237 series can be found on the ISO and IEC websites.

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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Introduction

The unrestricted access to internet-based information demanded by the information society has led to an
exponential growth of both internet traffic and the volume of stored/retrieved data. Data centres house
and support the information technology and network telecommunications equipment for data processing,
data storage and data transport. They are required both by network operators (delivering those services to

customer p

remises) and by enterprises within those customer premises.

Data centres need to provide modular, scalable and flexible facilities and infrastructures to easily
accommodate the rapidly changing requirements of the market. In addition, the energy consumption of data
centres has become critical, both from an environmental point of view (reduction of carbon footprint), and
with respect to economic considerations (cost of energy) for the data centre operator.

The implenlentation of data centres varies in terms of:

e (enterprise, co-location, co-hosting or network operator facilities);
y level;

1] size; and

a) purpos
b) securit
c) physics
d) accom
NOTE

odation (mobile, temporary and permanent constructions).

loud services can be provided by all data centre types mentioned(

The needs jof data centres also vary in terms of availability of sérvice, the provision of secur

objectives

building co
security. E
defined neg

The ISO/IE
involved in
facilities an

or energy efficiency. These needs and objectives influerce the design of data centres

ds and objectives.

C 22237 series specifies requirements dnd recommendations to support the vari

d infrastructures within data centres. These parties include:

and commissioning agents;

1) owner}
2) consulf
3) supplig
4) installg
The inter-r
shown in F

rs of equipment; and

rs and maintainers.

oure 1.

hstruction, power distribution, environmental comtiel, telecommunications cabling a
fective management and operational informatign“are required to monitor achieve

the design, planning, procurement, integration, installation, operation and mai

, operators, facility managers, IET managers, project managers and main contractors

ants, architects, building designers and builders, system/installation designers, ay

blationshipofthe various documents within the ISO/IEC 22237 series at the time of pt

ty, and the
in terms of
ind physical
ment of the

bus parties
itenance of

ditors, test

iblication is
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Information technology — Data centre facilities and
infrastructures —

Part 2:
Building construction

1 Scope

This document specifies requirements and recommendations for the construction ofrbuildings and other
structures [which provide accommodation for data centres based on the criteria\ahd classification for
“physical s¢curity” within ISO/IEC 22237-1 in support of availability.

This docunjent specifies requirements and recommendations for the following:
a) locatiop and site selection (taking in to account natural environmentand adjacencies);

b) protection from environmental risks;

c) site conpfiguration;

d) building construction;

e) building configuration;

f) provision of access;

g) physical intrusion protection;

h) physical fire protection;

i) protection against damage from-water;
j) quality] construction measures.

Safety and |electromagnetic(ompatibility (EMC) requirements are outside the scope of this do¢ument and
are coveredl by other standards and regulations. However, information given in this document can be of
assistance In meeting these standards and regulations.

Conformange of data centres to the present document is covered in Clause 4.

2 Normiative references

The following documents are referred to in the text in such a way that some or all of their content constitutes
requirements of this document. For dated references, only the edition cited applies. For undated references,
the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 22237-1, Information technology — Data centre facilities and infrastructures — Part 1: General
concepts

ISO/IEC 22237-3, Information technology — Data centre facilities and infrastructures — Part 3: Power
distribution

ISO/IEC 22237-4, Information technology — Data centre facilities and infrastructures — Part 4: Environmental
control

© ISO/IEC 2024 - All rights reserved
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ISO/IEC 22237-6, Information technology — Data centre facilities and infrastructures — Part 6: Security
systems

ISO/IEC 30129, Information technology — Telecommunications bonding networks for buildings and other
structures

IEC 62305-3, Protection against lightning - Part 3: Physical damage to structures and life hazard

ISO/IEC TS 22237-5, Information technology — Data centre facilities and infrastructures — Part 5:
Telecommunications cabling infrastructure

[SO/IEC TS 22237-7, Information technology — Data centre facilities and infrastructures — Part 7: Management
and operational information

ISO/IEC T§ 22237-30, Information technology — Data centre facilities and infrastructures. + Part 30:
Earthquakdrisk and impact analysis

3 Terms, definitions and abbreviated terms

3.1 Terms and definitions

For the pugposes of this document, the terms and definitions given in ISO/IEC 22237-1 and the following
apply.

ISO and IE( maintain terminology databases for use in standardizatien at the following addresssg

v

— ISO Online browsing platform: available at https://www.is6:org/obp

— IEC Electropedia: available at https://www.electropedid.org/

3.1.1
effective height of free-standing barrier
he

shortest digtance between any point on the top@f'the permanent part of the free-standing barrier (excluding
any toppings) and the surface of the supporting ground when measured in the plane of the barri¢r

3.1.2
free-standing barrier
wall, fence, [gate, turnstile or other similar self-supporting barrier, and their associated foundatior}s, designed
to prevent ¢ntry to a space of a given Protection Class

3.1.3

topping
constructidn, added t@.the top of a free-standing barrier, and designed to be an effective intruder-deterrent
or for a decprative digplay of security

3.14
pathway
defined route of different media between identified points

Note 1 to entry: Examples of media are bus bars, cables, conduits, ducts, pipes.

3.1.5

raised access floor

system consisting of completely removable and interchangeable floor panels that are supported on an
adjustable substructure to allow the area beneath the raised access floor panels to be used by building
services

3.2 Abbreviated terms
For the purposes of this document the following abbreviated terms apply:

© ISO/IEC 2024 - All rights reserved
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AHU air handling unit

ffs for further study

HVAC heating, ventilation, air conditioning
IT information technology

M&E mechanical and electrical

PDU power distribution unit

RC resistance class

UPS ininterruptible power system

4 Conformance
For a data dentre to conform to this document:

a) its location shall have been selected following a site assessment as required in Clause |5 (see also
Annex B);

b) it shallfconform to the site requirements of Clause 6;
c) itshalljmeet the requirements of Clause 7 where the data centre spaces are outside buildings;

d) itshalljmeet the building construction requirements of Clause 8 where the data centre spaceg are within
buildinlgs;

e) it shall meet the building configuration and construction requirements detailed in Cljuse 9 and
Clause|10;

f) it shalllmeet the requirements of physical fire*protection of Clause 11.

5 Locatjon

5.1 Assessment of location

5.1.1 Requirements

The locatiopn of a site fer\a‘data centre can be assessed either for a “green field” construction ofla new data
centre or the evaluatien of a “brown field” existing site. The location shall be assessed against the following
criteria:

a) geographicatlocation (see 5.2);

b) natural environment and adjacencies (see 5.3);

c) utility provision (see 5.4);

d) budgetary factors such as site costs and cost to bring utilities to the site.
5.1.2 Recommendations

Availability of personnel (operational personnel, security personnel) and public transport opportunities
should be considered.

© ISO/IEC 2024 - All rights reserved
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5.2 Geographical location

5.2.1 Requirements

The impact of the elevation above sea level, which can have a direct influence on the performance of
equipment, shall be considered. If equipment is being installed outside, the impact of ambient temperature

and other e

nvironmental factors on performance and functionality shall also be considered.

5.2.2 Recommendations

sing the location of a new data centre, the following points should be considered:

ent of its impact on the environment;

When choo
a) assess
b) accept:
c) any op

geothe

gas ang
d) anyop
e) anyop
5.3 Envi
5.3.1 Gel
An environ
adjacencies

The results
Where the
these influg

ince by the local community;

portunities to take advantage of renewable sources of energy (e.g. windsnsolar, a
Fmal, hydrothermal and ocean energy, hydropower, biomass, landfill gas, sewage trea
| biogas);

bortunities to take advantage of reclaimed water sources.
ronmental risk analysis

heral

mental risk analysis shall be undertaken addressing the natural environment (seq
(see 5.3.3).

of the environmental risk analysis shall be considered during the design of the d
placement of a data centre in a location with negative environmental influences is
nces shall be mitigated by protectivé constructional, technical, and/or organizationa

brothermal,
tment plant

bortunities to take advantage of the reuse of energy (e.g. thermal) produced by the d4qta centre;

5.3.2) and

ata centre.
avoidable,
measures.

5.3.2 Natural environment

5.3.2.1 jequirements

An environmental risk analysis shall be conducted which, as a minimum, considers the followjing natural

environmeft items:

a) flooding, precipitation and surface waters, including the failure of any man-made flood| protection
systemls;

b) seismi¢ aetivity and earthquakes (requirements and recommendations of ISO/IEC TS 22237-30 shall
apply);

¢) high wind velocities;

d) lightning;

e) air contamination by natural causes [volcanic activities (e.g. ashes), smoke from wildfires, dust and
sand, excessive pollen, etc.];

f) proximity to coast lines;

g) lower than sealevel;

h) special purpose flood plains;

© ISO/IEC 2024 - All rights reserved
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es;

hurricanes, cyclones, typhoons, etc.

5.3.2.2 Recommendations

The environmental risk analysis should take into account the effects of climate change.

5.3.3 Adjacencies (e.g. human-made environment)

5.3.3.1 Requirements

An environ

items:

a) facilitig
or toxi
betwese

b)
etc.;

c) transp

d) airport
flight s

e) source

f)

g) places

h) tall st
they co

i) othern

j)  crimin
classes

entalrisk :\nn]ycic shallbe conducted urhir‘h’ asaminimum, considersthe Fn”nuring

s storing, processing or in other ways dealing with nuclear, radioactive, explgsive,

n the different types of nuclear plants;

air contamination by adjacency to open-air strip mining, agricultural use, construction s

brtation arteries such as waterways, highways, railway tracks;

hall be kept);

5 of vibration (e.g. hammer mills, railroad tracks);

electromagnetic interference (e.g. created by high-valtage lines or transmitter stations);

bf public interest, civil unrest, gatherings.6b political/potential terrorist targets;

llapse);

ot-related or non-essential opérations (e.g. uncontrolled operations in multi-tenant p

for walls, doors, windows, etc.

5.3.3.2 Recommendations

Sufficient s
and a secuy

Data centrd
including, h

e perimeter.

utnot limited to, the following:

landing and take-off approaches (a minimum distance~0f’1 000 m to runways and

h] or destructive intentions”(e.g. intrusion or sabotage) which could require higher

pace shouldwbe provided around the area or the building to enable the creation of b

s should be located in close proximity to potentially advantageous infrastructure or i1

djacencies

flammable

© substances or other hazardous materials. The environmental risk analysis, shall differentiate

tes, traffic,

aircraft in

uctures (e.g. telecommunication towers and installations that could damage the data centre if

"emises);

resistance

uffer zones

nstallations

a)
b) vendor

¢) monito

emergency response services;

support and service personnel;

ring stations of external security providers.

Future development plans and land designation should be checked to avoid future unexpected adjacent

hazards.
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5.4 Utility provision

5.4.1 Requirements

Consideration shall be given to access to all utility supplies (e.g. electricity, telecommunications
infrastructure, water, sewage and gas) that will be required over the intended lifetime of the data centre in

terms of:
a)
b)
9]

accessibility (existence of utility services);
redundancy (services originating from different sources);

availability (reliability based on historical trends, if available);

d)

capacitly (e.g. electricity, water, sewage).

5.4.2 Re¢ommendations

In order to pe able to reuse the heat generated by the data centre, consideration should be given
district hegting networks. Long term availability of water should consider climate|trends and impacts on the

local com

Access to 1
owner shou

6 Site c(

nities.

elecommunication infrastructure from specific network serviCe providers as requ
1d be considered.

pnfiguration

6.1 Gengral

The typicall

For inform
Classes, see

6.2 Site

data centre spaces are described and shown'schematically in ISO/IEC 22237-1:2021,

htion on the designation of spaces within the data centre building regarding their
ISO/IEC 22237-6.

selection

6.2.1 Requirements

The size an|

A site surv

d shape of a new site'shall be suitable for accommodating the intended functions.

ey shall be commissioned to include both surface and geotechnical aspects. The re
| be relevant(i.e. based on current information).

nical survey shall include the following items which could potentially influence the c
on of the data centre:

Lo access to

red by the

Figure 3.

Protection

sults of the

bnstruction

survey sha
The geotec
and operat
a) safelo
b) buried
c¢) buried
d)
e)
f)
g)

dbearing canacity:
o r J7
cavities (natural or man-made);

utility infrastructures;

measurements, and expected variations of, soil resistivity and ground water conditions;
presence of contamination;
unexploded munitions;

risk associated with seismic activity according to ISO/IEC TS 22237-30.
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The site survey report shall be used to assist in the design of:

1) foundation configurations (taking account of any load increases due to possible building growth);

2) drainage infrastructure;

3) anaqui

fer thermal energy storage system when part of the design intent.

The design of the earthing system shall consider the soil resistivity information determined by the
geotechnical survey.

The site survey shall consider any need to provide spaces for support equipment such as underground fuel
tanks (e.g. diesel or natural gas) to supply the generator(s), HVAC heat rejection systems, etc.

The selectipn of a Site shall take INto account any Testrictions that could exist concerning 1a

environme
storage anc

6.2.2 Req
The design

the buildin
account po

6.3 Asse

6.3.1 Requirements

The suitab
needs of th

The results
a)
b)

arevie

it was

6.3.2 Req

The assessment of existing drainage and foundation systems should be based on information pr

geotechnic
6.4 Utili

6.4.1 Gel

The requirg

htal impact aspects of any gaseous emissions and sound generation that could"r
generator operation.

rfommendations

of adequate drainage and foundation systems that will be required,dver the intendec
b should be based on the information provided by the geotechnigal survey and shou
sible future expansion.

ssment of existing premises

lity of the existing premises shall be determined by a risk analysis which reflects
b proposed data centre, including assessment of'the criteria listed in Clause 5.

of an existing survey shall only be used.if
v has been undertaken to identify any changes;

onducted with a similar objective to that of Clause 5.

rfommendations

il survey.
ties

heral

ments and recommendations for implementation and physical separation of redundar

hd use and
estrict fuel

| lifetime of
d take into

the specific

pvided by a

t pathways

for a given

Tty Serving the power SUppiies to the data Centre are specified Im ISO/TEC22237-3:

The requirements and recommendations for implementation and physical separation of redundant
pathways for a given utility serving the environmental control system of the data centre are specified in
ISO/IEC 22237-4.

The requirements and recommendations for implementation and physical separation of redundant
pathways for a given utility serving the telecommunications infrastructure of the data centre are specified
in ISO/IEC TS 22237-5.
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6.4.2 Requirements

The provision of external utilities to the premises including, but not restricted to, electricity, gas, water and
telecommunications shall be adequate for the intended Availability Class of the data centre as defined in
ISO/IEC 22237-1.

The telecommunication carrier or utility provider requirements of the customer shall be identified prior
to site selection to ensure that the appropriate telecommunication carriers or utility providers are able to
provide network or other services to the site as required by the customer.

The minimum distance of separation between pathways of different utilities are expected to be in accordance

with national or local regulations, but not less than a minimum of 1,2 m.

Documentationshallbe collated q]]n\/\ling therisktodata centre operation arising from utilitvinfrastructures
to be assessed.

A composite utilities plan showing all underground and above-ground utilities shall be providedl according
to ISO/IEC ['S 22237-7.

6.4.3 Reg¢ommendations

Recommenfations for the selection of pathways for electricity supply are provided in ISO/IEC 22237-3.

In general, where under control of the premises owner, the pathways within the premises should be located

underground, unless the risk of accidental excavation is considered-higher than the risk of atmospheric

disturbanc

Redundant
physically s
that a singl
separation

7 Outsi

7.1 Acce

e or deliberate or accidental physical damage.

pathways for the same utility serving the data-géntre, other than those of 6.4.1
eparated between the boundary of the premisesyand the point of entry into building
e incident will not cause damage to both pathsiand entrance facilities. Any additional
between pathways of different utilities shotld’be based upon risk analysis.

le spaces

Ss routes

7.1.1 Requirements

The numbe
delivery of
and constr
exterior ing
example by

The bound

r of access routes to.the site shall take into account the risk of blockage which ca
[abour and materials and the accessibility for emergency services to the data centre.
iction of accesS routes shall consider expected loads and dimensions of vehicles. Ab
tallations relevant to the data centre infrastructure (e.g. cooling towers) shall be pr
guard rails:

requireme

against vehd

hries-between access routes and the data centre spaces and surrounding areas shd
tsfor Protection Classes of ISO/IEC 22237- 6 The protectlve measures shall prov1de

should be
s to ensure
distance of

h affect the
The design
bve-ground
ptected, for

1l meet the
protection

failure), v1brat10n created by heavy vehlcles etc ].

7.1.2 Recommendations

oll (e.g. break

Blockages resulting from extreme weather conditions (heavy snowfall, hail, flood, ice, etc.) and infrastructure
repairs (bridges, roads, etc.) should be considered.
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7.2 Parking

7.2.1 Requirements

The security requirements for the location and access restrictions to parking areas are specified in
ISO/IEC 22237-6.

The layout and construction of parking areas shall consider expected loads, number and dimensions of
vehicles, and environmental exposure. The parking area shall be designed to allow for positive drainage.

7.2.2 Recommendations

Recommen

ations for the location and access restrictions to parking areas are specified in ISO/I

C 22237-6.

Considerat
emergency

7.3 Tem

on should be given to any additional parking facilities which would be necgss
situations, including those involving disaster recovery scenarios.

porary facilities

7.3.1 Requirements

The operat|
intermitter
materials.

Spaces allo
be:

a) design
b) design
c) enable
d) located

the dat

Spaces allo

1) design

2) design
3) located

facilitig
4)

on and growth of data centres can rely on the use of equipmént which are only pr
t or temporary basis (e.g. portable generators, UPS, chillers))and also the temporary

rated to items of equipment which are only presenton-an intermittent or temporary

ited as reserved space which shall not be used-for other purposes;
bd with, or to enable the temporary constryction of, an adequate load bearing surface
unobstructed connection of the equipment to the relevant data centre infrastructure

so that when the equipment is ifroperation it does not impact the operation of other
a centre and maintains the Protection Class.

Cated to temporary storage.of materials shall be:
hted as reserved space which shall not be used for other purposes;
bd with, or to emrable the temporary construction of, an adequate load bearing surface

so that delivery or removal of the stored materials does not impact the operati
s of thedata centre;

without hazard to adjacent facilities, infrastructures and premises.

ary during

bsent on an
y storage of

basis shall

facilities of

bn of other

7.3.2 Recommendations

Temporary facilities should not be located in spaces which are designated expansion areas of the data centre.

7.4 Fuel

storage facilities and infrastructure

7.4.1 Requirements

The construction of fuel storage facilities, pumps and refill stations shall meet the requirements of the
applicable Protection Class for the power supply and power distributions systems (see ISO/IEC 22237-3 and
ISO/IEC 22237-6).

© ISO/IEC 2024 - All rights reserved

9


https://iecnorm.com/api/?name=45fa0a104c925c87f8e1c6bfd60713b5

The design
a)
b)
)
d)
e)
f)

the lim

ISO/IEC 22237-2:2024(en)

of bulk fuel storage facilities (both above and underground) shall consider:

the use of double-walled tanks to minimize leakage to the surrounding environment;
the hazard to adjacent facilities, infrastructures and premises;

the leakage detection system for the storage tank and fuel pipes to the generators;

itations on the volume of the fuel allowed to be stored on-site;

the hazard of frost to fuel pipes (i.e. depth of running underground pipes, insulation, heating of pipes);

the structure or device to contain leakage during the refuelling process (permanent or temporary).

7.4.2 Re{
If above-gr]

shading sh
with moist

7.5 Undg

fommendations

pund fuel tanks are exposed to the sun or other heat sources, shielding from-heat
puld be considered. If generators are located inside a building, a sloped floor £o a d1
ire detection should be considered for the generator room.

erground facilities

7.5.1 Re]]

Vehicular
appropriats

7.5.2 Reg¢

Undergrou

future builgling expansion areas.

Undergrou
can be easi

7.6 Peri)

7.6.1 Gel

ISO/IEC 27
data centrg
boundaries
constructid
reference t
location of

uirements

raffic shall not be routed over underground facilities\ufiless the facilities are pt
e constructional measures.

rfommendations

nd fuel storage tanks should be installed in proximity to the generator(s) but outside

hd fuel storage systems (tanks, piping, etc.) should be installed in locations where the ¢
y replaced or removed after their lifetime.

meter design and Protection Class boundaries

heral

237-3, ISO/IEC 22237-4 and ISO/IEC 22237-6 specify required Protection Clas
b spaces and areas. Requirements and recommendations for each Protection Cla
between them)are specified in ISO/IEC 22237-6. The following subclauses specify {]
nal requirements and recommendations of boundaries of these areas in outside s
D the Priotection Class of ISO/IEC 22237-6. Requirements and recommendations re
boundaries are given in ISO/IEC 22237-6.

sources or
'y sump pit

otected by

pof potential

omponents

bes for the
bs (and the
he relevant
paces with
barding co-

Subclause §

4 eontains requirements for all materials used to construct the boundaries of space

s of a given

Protection Class. These are based on a minimum time of intrusion resistance using a specified set of tools as
defined in Table 1.
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Table 1 — Intrusion resistance

Resistance |Type of intruder Tools of intruder Resistance |Description
Class (examples) time 2
RC1 opportunistic intruder, not|n/a n/a RC offers only limited protection
determined against physical force
RC2 opportunistic intruder screwdrivers, knife, pipe |3 min attack with some preparation
with simple, basic tools wrench, pliers and wedges and a number of tools, allowing
to make some but not prolonged
noise
RC3 experienced intruder with |additional second screw- |5 min deliberate intrusion attempt of a
heavy duty tools driver, crowbar, hammer well-protected data centre facil-

ity, using a variety of tools with

little regard for noise

a2 Time peq

RC4 experienced intruder strike axe, crowbar, ham- |10 min experienced attempt$ at forced
using power tools mer, chisel, battery drills entry of a data)centrd facility,
with no regdrd for ndise
RC5 experienced intruder drill hammer, jigsaw or 15 min.
using power drill and cut- |reciprocating saw, angle
ting tools grinder
RC6 experienced intruder drill hammer, jigsaw or 20 min
using power drill and cut- |reciprocating saw, angle
ting tools grinder
NOTE This tdble is based on European Standard EN 1627. [

iod of uninterrupted intrusion attempt.

Six Resistance Classes (RC) for physical intrusion resistancepr@perties of constructional elements, including

but not lim

combination of the three factors: type of intruder, tools.efiintruder and resistance time.

There are 4
Applicable

NOTE1 K

ted to walls, roofs, gates, doors, windows and:free-standing barriers, are defined in Table 1 by a

i number of internationally recognized assessment and audit schemes for intrusion|resistance.
regional and national standards, respéctively, shall be taken into consideration.

or Europe, EN 1627[3] is applicable, with its principles extended to other constructional elements including

but not limi

NOTE 2

d to those listed above.

r the US, UL 752[21] applies.

The resistapnce times shall be taken into account in the design of the response system following identification

of a potential intruder (see 8.4%for interior Protection Class boundaries).

The need for visual or acoustic screening of the data centre perimeters, exterior installations or individual

exterior dafa centre areas shall be assessed.

The numbeyr of penetrations of the external physical barriers of Protection Classes should be mirjimized.

Where extdrnal areas exist, they shall be maintained. Buffer zones should be created to minimize disturbance

to or by neighbours.

7.6.2 Free-standing barriers

The minimum effective height of free-standing barriers, h,, is specified in Table 2. Table 2 also contains
requirements for the height to which optimum penetration resistance is provided.

© ISO/IEC 2024 - All rights reserved
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Table 2 — Heights and topping requirements for free-standing barriers

Resistance | Minimum effective height, Minimum height above finished Topping
Class h,, above finished ground or | ground or floor surface up to which
floor surface as defined in the barrier shall provide optimum
Figure 2 penetration resistance
m m

RC2 2,0 2,00 No
RC3 2,4 2,25 No
RC4 2,8 2,25 Yes

The installation of the components of the barrier shall ensure that the intended intrusion resistance of the

axr-dinalaaiceiar 1o on o2 H 2|
Complete fl’\.\, otauulus Darricr S uu:uutcuu\.u.

The installgtion of the free-standing barrier shall prevent intrusion under, over and around thefr¢e-standing
barrier for p time equal to or greater than the time associated with the Resistance Class.

A horizontpl distance of at least 2 m shall be maintained between the free-standing barrier and any
structures |of height of up to h, that could allow intruders to gain access over the barrier. Thd horizontal
distance bgtween the free-standing barrier and any structures of height of more-than h, shall pnsure that

intruders cpnnot gain access over the barrier.
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Figure 2 — Examples of free-standing barriers and minimum effective height

7.6.3 Protection Class 1

The external boundary of areas designated Protection Class 1 shall be provided with an identifiable physical
barrier. So far as is practicable, the construction of the boundary of an area of Protection Class 1 together
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with the surveillance systems surrounding that space shall be designed to prevent intrusion. Resistance
Class 2 of 7.6.1 should be applied.

NOTE

restrict the opportunity to prevent all intrusion attempts.

The ability to provide extensive and distant surveillance outside the boundaries of Protection Class 1 can

Pedestrian access to an area of Protection Class 1 shall be physically separated from the pedestrian access
to any contained areas of Protection Class 2.

If vehicular access is required for an area or space of Protection Class 2, vehicular access to an area of

Protection

Class 1should be physically separated.

7.6.4 Protection Class 2

The extern
barrier. Th

intrusion detection and response systems of ISO/IEC 22237-6 surrounding that space shall be

prevent int

Any penetr
prevent un

If vehiculal
Protection

7.6.5 Pr¢tection Class 3

The extern
barrier. An)
shall preve

A minimun
stringent r¢

The constr
and respon

7.6.6 Protection Class 4

The extern
barrier. An)
shall preve

A minimun
stringent r¢

The constr

il boundary of areas designated Protection Class 2 shall be provided with an identifia
b construction of the boundary of an area of Protection Class 2together with ¢he’s

Fusion. Resistance Class 2 of 7.6.1 should be applied.

ations of the physical barrier defining the outer boundary of an area.of Protection
huthorized access.

access is required for an area or space of Protection Class3; vehicular access to
Class 2 shall be physically separated.

il boundary of areas designated Protection Class 3-shall be provided with an identifia
’ penetrations of the physical barrier defining tHe’otiter boundary of an area of Protec
ht unauthorized access to spaces of the data centre.

W of Resistance Class 2 of 7.6.1 shall be@pplied unless the risk assessment indic3
bquirement. Resistance Class 3 of 7.6.1 should be applied.

iction of the boundary of Protectieff Class 3 together with the surveillance, intrusio
se systems of ISO/IEC 22237-6 surrounding that space shall be designed to prevent in

hl boundary of areasidesignated Protection Class 4 shall be provided with an identifia
’ penetrations of the:physical barrier defining the outer boundary of an area of Protec
ht unauthorized accCess to spaces of the data centre.

1 of Resistance Class 2 of 7.6.1 shall be applied unless the risk assessment indica
bquirement: Resistance Class 3 of 7.6.1 should be applied.

ble physical
irveillance,
Hesigned to

lass 2 shall

an area of

ble physical
tion Class 3

tes a more

n detection

trusion.

ble physical
tion Class 4

tes a more

ictign)of the boundary of Protection Class 4 together with the surveillance, intrusi

and respon

se Systems of [SO/IEC 22237-6 surrounding that space shall be designed to prevent i

detection

0
trusion.

8 Building construction

8.1 Load-bearing structure

8.1.1 Requirements

Load bearing structures shall be designed to support the anticipated point and distributed loading for the
intended life of the data centre. Consideration shall be given to requirements for expansion.

Based on the risk assessment regarding seismic activity, relevant measures of ISO/IEC TS 22237-30 shall

apply.
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8.1.2 Recommendations

If an expansion of the data centre can be anticipated, the layout of the load-bearing structure should
incorporate additional future loads. Alternatively, the structure should allow for modifications without risks
to data centre operation (vibration, etc.). Consideration should be given to prevent a progressive collapse of

the data centre building.

8.2 Building materials and finishes

8.2.1 Requirements

All open or rough surfaces shall be sealed to prevent dust or chemically-active particles from being

distribute

The design
systems sh

The designl
provide the

Building m
operation @

Building m
Building m
Building m

Materials s

The amounit of thermal insulation shall consider botlrthe ambient environmental conditions an

equipment

Based on th
taken into 4

8.2.2 Req

The buildin
will have 1
substances

8.3 Elect

Considerat
operation

TIIC-COTTIS T T o T 10VY it off - COTaT oottt patctos

of, and the materials used to construct, spaces intended to contain gaseous fire|ex
h1l provide the required level of air-tightness.

of, and the materials used to construct, spaces that have an identified\risk of flo
required level of water tightness (see also 10.1).

hterials shall be selected which minimize the particulate matter,produced during ca
r alterations.

hterials shall be selected to minimize mould growth and rodent damage.
hterials that can produce conductive particles shall be avoided.
hterials shall be selected to minimize repetitive maintenance tasks.

hall be selected with consideration of their reaction to fire (e.g. limit smoke and flame

heat output.

e risk assessment regarding seismicactivity, relevant measures of ISO/IEC TS 22237
iccount.

rfommendations

g should be insulated thermally to minimize operating cost. Building materials in g
pw levels of fresh%air circulation should be selected to minimize the emission of]

romagnétic interference

on shall*be given to sources of electromagnetic interference which could disrupt tl
bf/data processing, data storage and data transport. Assessment of the elect

tinguishing

oding shall

nstruction,

spread).

d technical

30 shall be

reas which
hazardous

e effective
romagnetic

environme

nt'shall be undertaken in order to determine the need for any specific constructio

mitigation

measures (e.g. upgrading the shielding).

Any aspects of building construction necessary to implement the telecommunication system bonding
requirements of ISO/IEC 30129 shall be implemented.

8.4 Protection Class boundaries

8.4.1 General

ISO/IEC 22237-6 specifies Protection Classes for the data centre spaces. Requirements and recommendations
for each Protection Class (and the boundaries between them) are specified in ISO/IEC 22237-6. The following
subclauses specify the relevant constructional requirements and recommendations of the boundaries of
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these areas with reference to the Protection Class against intrusion to data centre spaces of ISO/IEC 22237-6.
Requirements and recommendations regarding co-location of boundaries are specified in ISO/IEC 22237-6.
The requirements for cabinets, racks and frames are specified in ISO/IEC 22237-6.

8.4.2 Protection Class 1

The external boundary of areas designated Protection Class 1 shall be provided with an identifiable physical
barrier.

Pedestrian access to an area of Protection Class 1 shall be physically separated from the pedestrian access
to any contained areas of Protection Class 2.

So far as is practicable, the construction of the boundary of an area of Protection Class 1 together with the
surveillancp Systems surrounding that space shall be deslgned to prevent Intrusion.

NOTE T
restrict the

he inability to provide extensive and distant surveillance outside the boundaries of Protectioph Class 1 can

pportunity to prevent all intrusion attempts.

he external
of Table 1,

Based on t
boundary
Resistance

e necessary security level, all doorsets, windows, grilles and shutters which form t
f Protection Class 1 and all other boundary materials should meet the objectives
Class 2.

8.4.3 Protection Class 2

The extern
barrier.

If the boun
Protection
Class 2.

The constr

detection and response systems of ISO/IEC 22237-6 surrounding that space shall be designed

intrusion.

Based on the necessary security level, all doorsets, windows, grilles and shutters which form t

boundary ¢
Table 1, Rej

Any penety
shall preve
enable nor
extinguish
design of th

8.4.4 Protection'Class 3

]illrllg systems) where the prevention mechanisms shall be taken into account in thg

1l boundary of areas designated Protection Class 2 shall heprovided with an identifia

dary of an area of Protection Class 2 is co-located with one or more boundaries
Class 1 then the boundary of the lower ProtectiotyClass shall meet the requirements o

iction of the boundary of an area of Protéction Class 2 together with the surveillanc

f an area of Protection Class 2-and all other boundary materials should meet the o
istance Class 2, unless the tisk assessment indicates a more stringent requirement.

ations of the physical barrier defining the outer boundary of an area of Protect
ht unauthorized aceess. Such penetrations include those which are open or could b
al or emergeney-function of the data centre infrastructures (such as pressure relief

e penetration:

ble physical

of areas of
F Protection

e, intrusion
to prevent

he external
bjectives of

on Class 2
e opened to
for gaseous
functional

The extern

h[\boundary of areas designated Protection Class 3 shall be provided with an identifia

ble physical

barrier.

The construction of the boundary of an area of Protection Class 3 together with the surveillance, intrusion
detection and response systems of ISO/IEC 22237-6 surrounding that space shall be designed to prevent
intrusion.

Based on the necessary security level, all doorsets, windows, grilles and shutters which form the external
boundary of an area of Protection Class 3 and all other boundary materials shall meet the objectives of
Table 1, Resistance Class 2, unless the risk assessment indicates a more stringent requirement. Table 1,
Resistance Class 3 should be applied.

Any penetrations of the physical barrier defining the outer boundary of an area of Protection Class 3 shall
prevent unauthorized access to spaces of the data centre. Such penetrations include those which are open or
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could be opened to enable normal or emergency function of the data centre infrastructures (such as pressure
relief for gaseous extinguishing systems) where the prevention mechanisms shall be taken into account in
the functional design of the penetration.

Access to areas of Protection Class 3 from docking bays, for receipt and dispatch of materials and equipment,
should be separate from personnel entrances to areas of Protection Class 3.

8.4.5 Protection Class 4

The external boundary of areas designated Protection Class 4 shall be provided with an identifiable physical
barrier.

The construction of the boundary of an area of Protection Class 4 together with the surveillance, intrusion

detection
intrusion.

Based on t
boundary

Table 1, Re
Resistance

Any penetr
prevent un
could be op
relief for g3
the functio

Based on t
apply.

8.5 Foun

nd response systems o

surrounding

dat space sha

€ designe

to prevent

e necessary security level, all doorsets, windows, grilles and shutters whigh ferm t
f an area of Protection Class 4 and all other boundary materials shall imeet the o
sistance Class 2, unless the risk assessment indicates a more stringefityrequireme
Class 3 should be applied.

ations of the physical barrier defining the outer boundary of an@pea of Protection C
huthorized access to spaces of the data centre. Such penetrations.include those which
ened to enable normal or emergency function of the data centrg infrastructures (such
seous extinguishing systems) where the prevention mechanisms shall be taken inta
hal design of the penetration.

he risk assessment regarding seismic activity, releyant measures of ISO/IEC TS 222

dations

8.5.1 Requirements

Any foundg

consideratipn the result of the site sunvey (see 6.2). When looking into a floor below grade

infiltration
continuous

Based on t}
taken into 4

The layout
where req
building’s ¢
parameters

tions used to support the structure(s) accommodating the data centre spaces sh

issues shall be considered, including height below surrounding drainage systems,
vapour barriers, and water and vapour extraction systems.

e risk assessment regarding seismic activity, relevant measures of ISO/IEC TS 22237
jccount.

of the building’s foundation and structure shall incorporate the earthing and bond
hired, as-protection against lightning and electromagnetic interference. The de
arthing'system can vary according to the required Lightning Protection Level and
including the soil resistivity. For protection against lightning, IEC 62305-3 shall be a

he external
bjectives of
nt. Table 1,

lass 4 shall
are open or
As pressure

account in

37-30 shall

| take into

p
evel, water

secure and

30 shall be

ing system,
bign of the
to the site
pplied.

8.5.2 Recommendations

The design strength and extent of any foundations should consider any forecast expansion of the data centre

spaces (ver

tical or lateral).

8.6 Exterior walls

8.6.1 Requirements

Based on the result of required risk assessments in ISO/IEC 22237-6, exterior walls shall provide the desired

degree of p

hysical protection against intrusion and external environmental events.
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Exterior walls shall be designed and constructed to be resistant to the predicted external climatic conditions
and external environmental events including fire, electromagnetic interference, vibration (including seismic
activity and earthquake measures of ISO/IEC TS 22237-30), flooding, gas and dust hazards during the
lifetime of the enclosed data centre spaces. During any repair of the exterior walls, the combination of any
external protection provided to the repair together with the construction of the exposed material shall
maintain the design performance.

Any fittings attached to penetrations of the Protection Class 2 boundaries with the intention of restricting
access from areas of Protection Class 1 (intrusion bars fitted to windows) shall be designed to prevent
attachment of towing cables, etc.

Where exterior walls provide the boundary of Protection Classes, the number of openings shall be minimized
in accordance with the access requirements during both operation and emergency situations. Openings in
walls and tjre doorsInm transportation routes shatt be of sufficient width and hefght to atfow for] the largest

pieces of ed

Any penetr
to enable 7
gaseous ex
might dam

uipment expected to be transported.

ations of the boundaries to areas of a given Protection Class which are open or can
ormal or emergency function of the data centre infrastructures (suchjas'pressur
inguishing systems) shall be provided with physical protection to prevefit ingress of
hge or restrict that function. When closed, they shall provide protection against the

contaminants (particulate, liquid or gaseous). Such physical protection shall ‘be taken into acd

functional

Where thel
activity) fr

a)

sealing;

lesign of the penetration.

e is an identified risk of ingress of contaminants (includifg'water resulting from
m other spaces, mitigation shall be provided in the form.of;

b) detectipn;

c¢) draina
The positig
shall be ad

wall penetr
considered

8.6.2 Req

None.

8.7 Inteil

4CH

P

ressed in the design phase. When calculating the size of openings in walls (e.g. pre
ations), the reduction of the clear;dpening by security features (i.e. lattices, grates, e

rfommendations

'ior walls and barriers

8.7.1 Requirements

The numbq

br of Oopenings at Protection Class boundaries shall be minimized according to

be opened
e relief for
bbjects that
b ingress of
ount in the

firefighting

n and size of openings that will providgé pressure relief for gaseous fire extinguishing systems

ssure relief
tc.) shall be

the access

requiremerrts during both operation and emergency situations.

Based on the result of the required risk assessments in ISO/IEC 22237-6, interior walls at the boundary of
Protection Classes shall provide the desired degree of physical protection and maintain their function when
subject to internal fire and internal environmental events including vibration (relevant seismic activity
and earthquake measures of ISO/IEC TS 22237-30 shall apply), flooding, gas, dust and electromagnetic
interference. They shall provide a barrier against the ingress of contaminants (particulate, liquid or gaseous)
including water resulting from firefighting activity.

Interior walls shall be constructed in such a way as to allow for modifications, while at the same time
providing the required intrusion resistance. Consideration shall be given to protection against surreptitious
attacks to gain access to or damage the data stored, processed or transported which could require additional
wall linings to detect or prevent this form of penetration.

Boundaries constructed from free-standing barriers shall meet the requirements of 7.6.2.
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Openings in walls and the doors in transportation routes shall be of sufficient width and height to allow for

the largest

pieces of equipment expected to be transported.

All doors and door furniture shall have the same level of security as the boundary they are part of.

8.7.2 Recommendations

Mitigation measures against environmental events should be implemented by the use of construction
methods and materials.

8.8 Roofs

8.8.1 Regquirenrents

Where a 7
shall be dg
conditions
ISO/IECTS

The design
provide the

The constrr]i

by any ele
The constr
the data ce

The requir
calculation

Roofs and
climatic cd
vibration (
directly or

During any|
with the co

Based on the result of required risk’assessments in ISO/IEC 22237-6 the roof structure of each

Class shall
events.

8.8.2 Req

The roof an

the roof amd ,sub-structures should be avoided over spaces for data processing, data stora

oof covers, directly or indirectly, any data centre spaces, the roof and its,'su
signed and constructed to protect the data centre spaces from predicted extery
And from air-borne debris. Furthermore, relevant seismic activity and earthquake n
22237-30 shall apply.

of sub-structures of the roof shall take into account the need for the répair of the ro
required protection during the repair process.

ction of the roof and its sub-structure shall be capable of supparting any additional lo

iction of the roof and its sub-structure shall also provide permanent access to any
htre facilities and infrastructures that are to be accommodated at roof level.

pments for visual screening of roof-top facilitiesvand infrastructure shall be inclu
5 of loads to be supported.

heir sub-structures shall be designed and>constructed to be resistant to the predict
nditions and external environmental\events including fire, electromagnetic ij
ncluding earthquakes), flooding, gasistrong winds and dust hazards during the lifdg
ndirectly covered data centre spacés.

repair of the roofs, the combination of any external protection provided to the reps:
hstruction of the sub-structure shall maintain the design performance.

provide the desired degree of physical protection against intrusion and external env

rfommendations

eas should be considered for installation of renewables (e.g. solar panels). Penetratic

b-structure
1al climatic
heasures of

bf and shall

ads created

ents of the data centre facilities and infrastructures thatare to be accommodated ajt roof level.

blements of

ded in any

ed external
iterference,
time of the

lir together

Protection
ironmental

ns through
ge or data

transport,

rover spaces for electrical distribution equipment

8.9 Water drainage

8.9.1 Requirements

The roof and any sub-structure for the drainage of rain water from the roof or elsewhere shall be designed
and constructed:

a) to avoid accumulation of rain water which could affect data centre spaces;

b) to ensure that all rain water is carried through a drainage system of appropriate capacity, taking into
account expected seasonal and climatic changes.
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The drainage system shall be designed and constructed to facilitate inspection, cleaning and repair.

Drainage systems and other piping systems (including those of the environmental control systems of
ISO/IEC 22237-4) shall not be present in areas of Protection Class 2 and above unless suitable mitigation is
applied in case of leakage.

8.9.2 Recommendations

Areas where leakage can occur should be fitted with a drainage detection system (see ISO/IEC 22237-6)
and/or drainage facility.

The re-use of rainwater (e.g. roof top collected rainwater) should be considered (e.g. for data centre cooling
or in sanitary systems).

8.10 Floors

8.10.1 Requirements

Based upon the risk analysis, relevant seismic activity and earthquake measurés of ISO/IEC T|S 22237-30
shall apply.

The floors and floor covering materials shall be capable of supporting the reqgiiired static and dyrlamic loads.
Floor coverjing materials shall be resistant to the expected levels of abrasjon.

If a floor is|part of a drain system, it shall be sloped accordingly (1 %:to 3 %). In case of a levellgd floor, the
flatness of any finished floor shall have less than 3 mm height différence per any given m2.

The load bearing capacity for respective areas of flooringncluding the weight of any raised access floor
plus any materials installed thereon, shall be designed and installed in accordance with Table 3,|taking into
account applicable regional and national standards, respectively. If requirements differ, the more stringent
figure governs.

NOTE1 For Europe, EN 1991-1-1[7] is applicable.
NOTE 2  For the US, ASCE 7[14] is applicable.
NOTE 3  Hor Japan, The Building Standard.Law of Japan[22l is applicable.

The requir¢d load bearing capacity(shall be communicated to, and coordinated with, the structurpl engineer.

Table3*— Load capacity guidance for building structures

Data centre spaces and access routes to those spaces
Computer room space 2 Docking bay P Other spades
Required ¢ Recommended Required ¢ Recommended Required ¢ Recommended

Floor Upiforni 7,2 12,0 10,0 ffs 5,0 ffs

lopd#

(NAn?)

Point load 5,0 7,5 7,5 12,0 3,0 ffs

(kN)
Ceiling Uniform 1,2 2,4 — — 1,2 2,4

hanging

load d

(kN/m?)

NOTE Access routes include any paths and spaces used to transport or store equipment for installation in the specified spaces.

a The floor loading capacity for the electrical and mechanical spaces, and equipment access routes to support equipment replacement through the building
to the electrical and mechanical spaces, shall be designed to meet the electrical and mechanical equipment located within the spaces (e.g. indoor generators,
switchgear, battery strings, chillers, pumps, etc.).

b If the building is designed to support the loading or unloading of heavy components and the use of heavy loading or unloading devices such as an industrial
fork lift, the docking bay load capacity shall be increased accordingly.

¢ If the minimum requirements are not met, it can be necessary to provide structural measures to distribute the loads.

d For interfloor structures the uniform load for floor and ceiling shall be added.
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8.10.2 Recommendations

The load bearing capacity for respective areas of flooring, including the weight of any raised access floor
plus any materials installed thereon, should meet the recommendations of Table 3.

In order to minimize the risk of electrostatic discharge to electronic equipment, floor surfaces should have
an electrical resistance in accordance with regional and national standards, respectively.

For Europe, the electrical resistance should be less than (1 x 109) Q in accordance with EN 1081:2018 + Al:

2020, meth

od B (resistance to earth, R2).[3]

For the US, the flooring should meet ANSI/ESD S$20.20-2021,[11] with electrical resistance less than (1 x 109)
Q in accordance with ANSI/ESD STM 97.1-2015,[12] and charge generation less than 100 V in accordance with

TM 972-2016 [13]

ANSI/ESD

PVC is not 1

8.11 Rais

ecommended as flooring material.

bd access floors

8.11.1 Requirements

The need fq
since it affe

r a raised access floor within any data centre space shall be considered during the d
cts delivery of the infrastructures and any decision can be irrévetsible.

bsign phase

Where usel, raised access floors shall take into consideration applieable regional and national standards,
respectivelly.

NOTE For Europe, EN 128258l is applicable.

The load bedaring capacity for respective areas shall be determined according to the anticipated lpading. The
load class df a raised access floor shall be indicated at the’entrance to the space.

The assembly shall be levelled and locked at a seleeted height, preventing vibrating displacement.
Consideratjon shall be given to prevent a progressive collapse of the raised access floor. This cgncerns the
implementation of the assembly as well as operational procedures.

The raised pccess floor shall have a sufficient height above the slab to accommodate all projected services.
Ventilation[panels shall be selected\to provide the required airflow and support the required loaf.

ISO/IEC 30[129 contains additional requirements in relation to the management of electrostatir discharge
within the fonstruction of/raised access floors.

8.11.2 Regommendations

If stringers|are used, they should be fixed.

NOTE 1 For Euxepe Where used, for raised access floors EN 12825:2001, class 6 is applicable. [8]

NOTE 2  For Japan, raised access floor systems are tested in accordance with JIS A 1450.[17]

8.12 Ceilings

8.12.1 Requirements

The load bearing capacity for respective areas of ceiling, including the weight of any suspended ceilings,
M&E equipment and containment, shall be determined and shall meet the requirements of Table 3. The
required load bearing capacity shall be communicated to, and coordinated with, the structural engineer.
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Where suspended ceilings are installed in data centre spaces, a ceiling system constructed
particulating materials shall be installed.

Relevant seismic activity and earthquake measures of ISO/IEC TS 22237-30 shall apply.

8.12.2 Recommendations

The minimum clear height of computer rooms between finished floor to ceiling or ceiling beams
the environmental control concept and other infrastructure details (e.g. raised floor, overhead c
should be a minimum of 3,0 m.

In rooms conditioned by freely circulated air, the underside of the ceiling should be even without

from non-

depends on
abling) and

any beams,

etc. If beams are present, they should run parallel to the airflow in order not to present any obstruction to

air circulatfom. If beams run at a right angle to the airilow, a suspended celling should be conside

Suspended |ceiling systems should also be considered in areas permanently occupied by pérson
centre, offices, lobby, etc.) for acoustical reasons. Electrical and mechanical rooms-should

suspended | ceiling. For the computer room and telecommunication spaces a suspended ce
recommended unless there are functional reasons, e.g. suspended ceiling space to Beysed for ref

8.13 Corrjidors and doors

8.13.1 Requirements

Access roufes along which equipment and other goods are to be delivered to and from the data cej
shall be of qufficient width and height to allow for the largest pieces-of equipment expected to be t1
Doors shal] have no door sill and double doors shall have necentre post. If door sills are re
electromagnetic protection, contaminant ingress protectien; smoke tightening, etc.), measur

red.

hel (control
not have a
ling is not
urning air.

ntre spaces
fansported.
uired (e.g.
es shall be

taken into gccount to address the occasional need for mowving equipment, e.g. a door threshold rajmp.

Relevant sdismic activity and earthquakes measures@f ISO/IEC TS 22237-30 shall be taken into i

The fire repistance rating of doors or windows.ih a wall shall conform to the fire resistance r
walls and bfarriers as specified in 11.1.

The constrjiction of escape routes shall take into account the expected Protection Classes to b
the data ceftre spaces (see ISO/IEC 22237-6).

8.13.2 Re¢ommendations

Doors withjn access routes-along which equipment and other goods are to be delivered to and fr
centre spades should previde a minimum vertical clearance of 2,4 m. Consideration should be g
need for dguble-widthydoors. Surfaces of access routes and corridors should be of smooth mate
damage to fransported equipment on castors or wheels. Thresholds should be avoided.

8.14 Tran

iccount.

hting of the

e applied to

bm the data
riven to the
ial to avoid

sportation lifts

8.14.1 Requirements

Lift shafts and cabins shall be integrated into the Protection Class concept (see ISO/IEC 22237-6).

The requirements of interior wall openings shall apply to the height and width of the lift door.

For transportation lifts, the safety requirements of applicable regional and national standar
applied, respectively.
NOTE1 For Europe, the EN 81 seriesl!l is applicable.

NOTE2  For the US, ASME A17.1[153] is applicable.
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Recommendations

For Japan, the Building Standard Law of Japan, [22] JIS A 4302[18] and related regulation are applicable.

The cabin and its dimensions should allow for IT and technical components that are normally transported
during daily operations. The load bearing capacity of the lift should be at least 1 500 kg. For other
components, there should be a concept for alternative vertical transport routes.

9 Design of data centre spaces

9.1 Accommodation

9.1.1 General

The numbefr and types of data centre spaces depends upon the size and complexity of the-data ce

Based on the risk assessment, data centre spaces need to be protected from (including, but not
the following:

a)

b) wateri

9
Regarding

intrusi

The constr
needed to §i

the impact of fire (flames spread, heat release, smoke and acid gas releage);

gress (leakage, floods, fire-fighting water);
DN
beismic activity and earthquakes, relevant measures,of ISO/IEC TS 22237-30 shall apy

ictional challenge is to combine the required protection level with the flexibility and
e able to keep up with rapidly changing and growing IT demands.

9.1.2 Requirements

The requir

bment for dimensions and unobstructed clearances in areas within the data centr

reserved for data centre spaces shall be determined based on:

ironmental control conceptfrom ISO/IEC 22237-4;

hfrastructure details siich as cabinet heights, the requirements of raised access flog
ys;

ng of transport routes for moving and/or replacing equipment and of areas for m
es;

a) the eny
b) otheri
pathwyj
c) the siz
activiti
d)

the requirementsfor emergency exit and evacuation.

The provisjion ©f;'on-site monitoring and/or management functionality shall be considered f

centres.

ntre.

limited to)

ly.

modularity

e structure

ring and of

aintenance

or all data

Consideration shall be given to locating toilet facilities in such a way as to minimize the necessity for
personnel to cross the boundaries of Protection Classes.

9.1.3

Recommendations

The accommodation of data centre spaces should consider the impact of:

a) new technologies (flexibility);

b) adaptation to changing parameters (adaptability);

9

increasing demands for space (scalability);
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d) air containment systems.

The spatial relationship between the different data centre spaces should facilitate the overall operation
based on adjacency factors.

The floor plan should minimize the amount of demolition during any expansion phase.

The organization of the building, the room program and the arrangement and adjacencies of rooms should
mirror the functional and security requirements of data centre operations. For the supply of the building
with utility and data services, this includes redundant and separate entrance rooms for telecommunication
links, fuel lines, water and sewage. For the technical operation of the building this includes spaces for
electrical and mechanical systems.

9.2 Conjron TOOIm space
1

The contrdl room space typically houses computer system and network traffic monitdrs,”and building
automatior] systems and security systems monitoring equipment.

As needed| office(s) and meeting rooms should be provided adjacent to the centrol room space for
supervisory functions and to form an emergency trouble-shooting area.

9.3 Computer room space

9.3.1 Requirements

The compuger room space shall be designed to provide adequate space for initial and predicted quantities of
information technology and network telecommunications equipment and support equipment. T%:e design of
the computfer rooms shall consider the specific requirements ‘of the system’s components (size, dlear height,
floor loading, vibration, cooling/ventilation, etc.).

Factors to determine the location of a computer roongspace include:
a) proxinlity to power to reduce lengths of bus bars or cabling;
b) proxintity to mechanical distribution rooms to reduce length of pipes and air ducts;

c) proxinjity to the communications distribution point (carrier entrance rooms) of the building.

9.3.2 Re¢ommendations

Cabinets, racks and frames §hould be aligned in rows to create aisles. Computer room cabinet|row length
should not gxceed 20 cabinets, racks or frames.

The installation of nen-IT systems in computer rooms such as electrical (PDUs, etc.) or mecharfical (AHUs,
etc.) compdnents and)systems should be limited and associated risks should be mitigated.

9.4 Electrical space

9.4.1 Requirements

For layout of the rooms for the data centre’s main electrical systems, the compartmentalization as described
in ISO/IEC 22237-1 and ISO/IEC 22237-3 shall be applied. The design of the electrical rooms shall consider
the specific requirements of the system’s components (size, clear height, floor loading, vibration, cooling/
ventilation, etc.).

9.4.2 Recommendations

The ease of accessibility of electrical systems during maintenance and emergencies should be considered.
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9.5 Mechanical space

9.5.1 Requirements

For layout of the rooms for the data centre’s main mechanical systems, the compartmentalization as
described in ISO/IEC 22237-1 and ISO/IEC 22237-4 shall be applied. The design of the rooms shall consider
the specific requirements of the system’s components (size, clear height, floor loading, vibration, electrical

supply, etc.).

9.,5.2 Recommendations

The ease of accessibility of mechanical systems during maintenance and emergencies should be considered.

9.6 Telecommunications space

For requirgments on telecommunications space, the requirements of ISO/IEC TS 22237-5/shalll be applied
and its recqmmendations should be considered.

9.7 Spages for firefighting systems

9.7.1 General

For requirgments and recommendations for firefighting systems, seedSO/IEC 22237-6.

9.7.2 Requirements

If the fire protection concept includes a system that requites pumps, compressors, valves, containers, etc.
(clean agenlt, oxygen reduction, water mist), space shall be'provided for the placement of these Jomponents
of a fire extlinguishing or prevention system.

If the fire pfotection concept includes a pre-action double-interlocked sprinkler system, the sprinkler valves
for the computer room shall be valved separatgely from other sprinkler systems. Valves controlling water to
the compufer room sprinkler system shall be‘labelled and easily identified as being separate from valves
controlling|sprinkler water to the rest of the building.

9.7.3 Re¢ommendations

With most $ystems, the storage‘eontainers of the fire extinguishing medium should be installed ip their own
room or segured space and{depending on the fire extinguishing medium, in close proximity tp the space
they protedt. The same applies to the central components of oxygen reduction systems.

Even if no fire prevention or extinguishing system is considered initially, an appropriate spac¢ should be
allocated.

9.8 Stor:|1ge space

9.8.1 Requirements

If removable digital media (e.g. tape drives) are stored on site or kept until disposal, a secure storage room
shall be considered during design. The room shall conform to appropriate requirements regarding climate
control, intrusion resistance, access control and fire protection.

9.8.2 Recommendations

If general storage rooms are provided, they should be located near receiving rooms and/or equipment
rooms. Sufficient storage should be provided for all anticipated items such as hardware, spare parts, paper,
cabling, etc.
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If the data centre has an IT storage room for high value IT media or IT media with highly classified content
and the media is picked up for disposal, separate pathways should be considered to ensure that these
personnel have no contact with the other data centre staff.

9.9 Testing and holding spaces

As an intermediate space between the docking bay and the computer room, arriving information technology
and network telecommunications equipment shall be uncrated and prepared in this space before installation
in the computer rooms, in order to prevent or minimize the induction of contaminants into the computer

room.

The space should be a separate room and typically has similar security requirements to a computer room.

9.10 Docljﬁing bay

9.10.1 Requirements

A data cent
can be takgq
the largest

9.10.2 Req

The docking bay should provide shading and other protection against all types of precipitatio]

environme
commercia
greater phy

9.11 Gengral office space

Office area
visibility.

10 Const

10.1 Prot

10.1.1 Requirements

Where the
part below
mitigation

Fe shall have an area where deliveries can be brought into the data centre and equipme
n out of the data centre. A docking bay shall be designed to accommodate the larges
quantity of items, expected to be delivered or removed from the data.centre during o

rfommendations

htal events. A docking bay should be designed to accommodate all sizes of locall

sical security and protection from environmental'elements.

5 should be at or near the main building entrance on the building perimeter to all

ruction of data centre spaces

pction against flooding

accommodation of the data centre spaces and pathways connecting them lies w
the predicted range of ground water level or is at identified risk of flooding, water
hnd extraction systems shall be considered. See also 8.5.1.

nt or waste
L items, and
beration.

h and other
y standard

delivery vehicles. Receiving areas internal to the facility should be considered, as they provide

ow outside

holly or in
infiltration

10.1.2 Re¢

fomnmendations

Data centre spaces and connecting pathways should avoid areas that lie wholly or in part below the predicted
range of ground water level or that are at identified risk of flooding. See also 8.5.1.

10.2 Acce

ss to data centre spaces

10.2.1 Requirements

In data centre spaces and in access routes to those spaces along which equipment and goods will be
transported, stairs shall be avoided in favour of ramps or lifts.

The width of ramps and lift doors shall be in accordance with those of doors in interior walls as specified in

8.13.
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Ramps intended specifically for the transport of equipment and goods shall have a maximum inclination of

1:12.

10.2.2 Recommendations

Surfaces of access routes and corridors should be of smooth material to avoid damage to transported
equipment on castors or wheels. Thresholds should be avoided.

10.3 Vapour density

10.3.1 Requirements

Arisk asseg
environme
The vapour

10.3.2 Re¢

Since vapo
humidified

facilitate any on-going expansion. Therefore, it is necessary to analyse and,clearly identify the 3

need vapouy

If approprig

methods for

data centrg

regional and national standards

NOTE K

11 Firec

11.1 Fire

STITETTt COTCET TG VAPOUT SEdl IECESSIties sitathbeconducted withregardto botiradja
htal conditions and equipment requirements, and measures shall be implemented’e
seal shall maintain a humidity level or prevent vapour infiltration to the controlled s

rfommendations

ir barriers are difficult to install and to seal off in existing buildings, areas that co
in the future should have barriers installed during new construetion. Flexibility is

r barriers or which could require them in the future.

ite due to high fire loads, identified in the immediate adjacencies to data centre areas, c
room partitions that prevent extreme heat radiation-and extended vapour relief iq
spaces should be considered, e.g. dedicated roomicell systems in accordance with

or Europe, EN 1047-2[2] is applicable for room cell'systems.

pmpartments and fire barriers

compartments

11.1.1 ReJ]

This subcl
compartme
aspects wit

The data c
boundarieg
with appro
(smoke and

uirements

use addresses the management of fire barriers together with the constructional asy
nts and associatedspaces related to specific extinguishing systems. For information g
h regard to firefighting systems, see ISO/IEC 22237-6.

bntre spacesitogether with the access routes and infrastructure pathways that pe
betweemnthose spaces shall comprise defined fire compartments bounded in three
priate-evels of fire performance in order to prevent the spread of fire and combustic
toxic gases) and to minimize the extent of loss.

rent spaces,
ccordingly.
paces.

1ld become
required to
reas which

bnstruction
to adjacent
applicable

ects of fire
n technical

netrate the
dimensions
n products

The select

ONn_Oof compartment boundaries shatt take Inmto account tie impact of fire

ithin each

compartment. Fire compartments shall, as a minimum, be defined by the boundaries of the Protection
Classes of ISO/IEC 22237-6. The walls and barriers separating the fire compartments shall have a minimum
fire rating in accordance with the requirements of the highest Protection Class present at the boundary of
the fire compartment.

When pressurized fire suppression systems are implemented, the boundaries of the protected space shall
have sufficient structural strength and integrity to contain the extinguishant discharge, and pressure relief
shall be used to prevent excessive over- or under-pressurization of the protected space.

The ability to resist the impact of firefighting water shall be taken into account.

© ISO/IEC 2024 - All rights reserved

26


https://iecnorm.com/api/?name=45fa0a104c925c87f8e1c6bfd60713b5

	Foreword 
	Introduction 
	1 Scope 
	2 Normative references 
	3 Terms, definitions and abbreviated terms 
	3.1 Terms and definitions 
	3.2 Abbreviated terms 

	4 Conformance 
	5 Location 
	5.1 Assessment of location 
	5.1.1 Requirements 
	5.1.2 Recommendations 

	5.2 Geographical location 
	5.2.1 Requirements 
	5.2.2 Recommendations 

	5.3 Environmental risk analysis 
	5.3.1 General 
	5.3.2 Natural environment 
	5.3.3 Adjacencies (e.g. human-made environment) 

	5.4 Utility provision 
	5.4.1 Requirements 
	5.4.2 Recommendations 


	6 Site configuration 
	6.1 General 
	6.2 Site selection 
	6.2.1 Requirements 
	6.2.2 Recommendations 

	6.3 Assessment of existing premises 
	6.3.1 Requirements 
	6.3.2 Recommendations 

	6.4 Utilities 
	6.4.1 General 
	6.4.2 Requirements 
	6.4.3 Recommendations 


	7 Outside spaces 
	7.1 Access routes 
	7.1.1 Requirements 
	7.1.2 Recommendations 

	7.2 Parking 
	7.2.1 Requirements 
	7.2.2 Recommendations 

	7.3 Temporary facilities 
	7.3.1 Requirements 
	7.3.2 Recommendations 

	7.4 Fuel storage facilities and infrastructure 
	7.4.1 Requirements 
	7.4.2 Recommendations 

	7.5 Underground facilities 
	7.5.1 Requirements 
	7.5.2 Recommendations 

	7.6 Perimeter design and Protection Class boundaries 
	7.6.1 General 
	7.6.2 Free-standing barriers 
	7.6.3 Protection Class 1 
	7.6.4 Protection Class 2 
	7.6.5 Protection Class 3 
	7.6.6 Protection Class 4 


	8 Building construction 
	8.1 Load-bearing structure 
	8.1.1 Requirements 
	8.1.2 Recommendations 

	8.2 Building materials and finishes 
	8.2.1 Requirements 
	8.2.2 Recommendations 

	8.3 Electromagnetic interference 
	8.4 Protection Class boundaries 
	8.4.1 General 
	8.4.2 Protection Class 1 
	8.4.3 Protection Class 2 
	8.4.4 Protection Class 3 
	8.4.5 Protection Class 4 

	8.5 Foundations 
	8.5.1 Requirements 
	8.5.2 Recommendations 

	8.6 Exterior walls 
	8.6.1 Requirements 
	8.6.2 Recommendations 

	8.7 Interior walls and barriers 
	8.7.1 Requirements 
	8.7.2 Recommendations 

	8.8 Roofs 
	8.8.1 Requirements 
	8.8.2 Recommendations 

	8.9 Water drainage 
	8.9.1 Requirements 
	8.9.2 Recommendations 

	8.10 Floors 
	8.10.1 Requirements 
	8.10.2 Recommendations 

	8.11 Raised access floors 
	8.11.1 Requirements 
	8.11.2 Recommendations 

	8.12 Ceilings 
	8.12.1 Requirements 
	8.12.2 Recommendations 

	8.13 Corridors and doors 
	8.13.1 Requirements 
	8.13.2 Recommendations 

	8.14 Transportation lifts 
	8.14.1 Requirements 
	8.14.2 Recommendations 


	9 Design of data centre spaces 
	9.1 Accommodation 
	9.1.1 General 
	9.1.2 Requirements 
	9.1.3 Recommendations 

	9.2 Control room space 
	9.3 Computer room space 
	9.3.1 Requirements 
	9.3.2 Recommendations 

	9.4 Electrical space 
	9.4.1 Requirements 
	9.4.2 Recommendations 

	9.5 Mechanical space 
	9.5.1 Requirements 
	9.5.2 Recommendations 

	9.6 Telecommunications space 
	9.7 Spaces for firefighting systems 
	9.7.1 General 
	9.7.2 Requirements 
	9.7.3 Recommendations 

	9.8 Storage space 
	9.8.1 Requirements 
	9.8.2 Recommendations 

	9.9 Testing and holding spaces 
	9.10 Docking bay 
	9.10.1 Requirements 
	9.10.2 Recommendations 

	9.11 General office space 

	10 Construction of data centre spaces 
	10.1 Protection against flooding 
	10.1.1 Requirements 
	10.1.2 Recommendations 

	10.2 Access to data centre spaces 
	10.2.1 Requirements 
	10.2.2 Recommendations 

	10.3 Vapour density 
	10.3.1 Requirements 
	10.3.2 Recommendations 


	11 Fire compartments and fire barriers 
	11.1 Fire compartments 
	11.1.1 Requirements 
	11.1.2 Recommendations 

	11.2 Fire barriers 
	11.2.1 Requirements 
	11.2.2 Recommendations 

	11.3 Protection Class boundaries 
	11.3.1 General 
	11.3.2 Protection Class 1 
	11.3.3 Protection Class 2 
	11.3.4 Protection Class 3 
	11.3.5 Protection Class 4 


	Annex A (informative)  Building materials 
	Annex B (informative)  Summary of data centre location requirements and recommendations of Clause 5 
	Bibliography 

