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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
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INTERNATIONAL STANDARD ISO/IEC 22123-3:2023(E)

Information technology — Cloud computing —

Part 3:
Reference architecture

1 Scope

This flocument specifies the cloud computing reference architecture (CCRA).

2 ormative references

The following documents are referred to in the text in such a way that'some or all of their content
constlitutes requirements of this document. For dated references, only the edition cited|applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 22123-1, Information technology — Cloud computing — Part 1: Vocabulary
ISO/IEC 22123-2, Information technology — Cloud computing-*~ Concepts

3 Terms and definitions

For the purposes of this document, the terms and'definitions given in ISO/IEC 22123-1 and the following
apply

ISO apd [EC maintain terminology databases for use in standardization at the following adfresses:

]

50 Online browsing platform: ayailable at https://www.iso.org/obp

]

EC Electropedia: available athittps://www.electropedia.org/

3.1 |Terms related tosecurity and privacy

3.1.1
personally identifiable information
PII
any information‘that (a) can be used to establish a link between the information and the ngtural person
to whom such information relates, or (b) is or can be directly or indirectly linked to a natural person

Note | to.entry: The “natural person” in the definition is the PII principal. To determine whether & PII principal
is identifiable, account should be taken of all the means which can reasonably be used by the privacy stakeholder
holding the data, or by any other party, to establish the link between the set of PII and the natural person.

[SOURCE: ISO/IEC 29100:2011/Amd.1:2018, 2.9]

3.2 Terms relating to architecture

3.21

architecture

fundamental concepts or properties of a system in its environment embodied in its elements,
relationships, and in the principles of its design and evolution

[SOURCE: ISO/IEC/IEEE 42010:2011, 3.2]

© ISO/IEC 2023 - All rights reserved 1
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4 Symbols and abbreviated terms

For the purposes of this document, the symbols and abbreviated terms given in ISO/IEC 22123-2 and
the following apply.

CCRA cloud computing reference architecture
KPI key performance indicator

MSA master service agreement

0SS Gperational supportsystems

QoS quality of service

ToS tlerms of service

VLAN yirtual local area network

5 ConveJltions
The following conventions apply:

1) Diagranjs are used throughout this document to help illustrdate the cloud computing refefence
architecdture (CCRA). Figure 1 provides the conventions in the diagrams.

NOTE In|Figure 1, “Aspect” is to be understood as referring to6¢/Cross-cutting aspect”.

Role

Sub-Role
Functional
component

Figure 1 — Conventions for CCRA diagrams

2) This CCRA uses the term ICT (information and communication technology as defined in
ISO/IEC/IEEE 24765:2017, 3.1853) and ICT systems. ICT is used to make it clear that the CCRA
covers not only the compute and storage technologies associated with computer systems, but also
the communications networks that link systems together.

6 Cloud computing reference architecture goals and objectives

Cloud computing is a paradigm for enabling network access to a scalable and elastic pool of shareable
physical or virtual resources with self-service provisioning and administration on-demand (see
ISO/IEC 22123-1).

2 © ISO/IEC 2023 - All rights reserved
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The CCRA presented in this document provides an architectural framework that is effective for
describing the cloud computing roles, sub-roles, cloud computing activities, cross-cutting aspects, as
well as the functional architecture and functional components of cloud computing.

The CCRA serves the following goals:
— to describe the community of stakeholders for cloud computing;
— to describe the fundamental characteristics of cloud computing systems;

— to specify basic cloud computing activities and functional components, and describe their
relationships to each other and to the environment;

—

b identify principles guiding the design and evolution of the CCRA.
The JCRA supports the following important standardization objectives:
— tp enable the production of a coherent set of international standards for ¢loud computing;

— tp provide a technology-neutral reference point for defining standards fer cloud comptiting;

— tp encourage openness and transparency in the identification of eloud computing benefjits and risks.

The (CRA focuses on the requirements of “what” cloud services provide and not on “how to” design
cloud-based solutions and implementations. The CCRA does natrepresent the system arcHitecture of a
speciEc cloud computing system, although it can put constraints on a specific system. The CCRA does
not define prescriptive solutions and is not tied to any specific vendor products, services|or reference
implgmentation.

The (JCRA is also intended to:
— fhcilitate the understanding of the operational intricacies of cloud computing;
— illustrate and provide understanding;ef'various cloud services and their provisioning and use;

— pgrovide a technical reference to enable the international community to understdgnd, discuss,
ategorize and compare cloud services;

Q

— Be a tool for describing, discussing, and developing a system-specific architecture using a common
framework of reference;

— fhcilitate the analysis of candidate standards in areas including security, intdroperability,
gortability, reversibility, reliability and service management, and support analysis |of reference
inplementations.

7 (CRAYyiewpoints

7.1 General

This document defines a CCRA that can serve as a fundamental reference point for cloud computing
standardization and which provides an overall framework for the basic concepts and principles of a
cloud computing system.

This clause provides an overview of the architectural approaches that are used in this document. The
cloud computing paradigm is composed of key characteristics, cloud computing roles and activities,
cloud capabilities types and cloud service categories, cloud deployment models, and cloud computing
cross cutting aspects.

7.2 CCRA architectural views

Cloud computing systems can be described using a viewpoint approach.

© ISO/IEC 2023 - All rights reserved 3
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Four distinct viewpoints are used in the CCRA (see Figure 2):

— userview;

— functional view;

— implementation view;

— deployment view.

Table 1 prov

P . P . .
USCI VIEW - FUuIICuolidl vicw

u

Deployment view |<4m view

Implementation

Figure 2 — Cloud computing architectural'viewpoints

ides a description of each of these views.

Table 1 — CCRA views

CCRAview Description.efthe CCRA view Scope
User view The system context;, the parties, the roles, the Within scope
sub-roles and.the cloud computing activities
Funftional view The functiens necessary for the support of Within scope
cloud gemiputing activities
Impjementation view |The functions necessary for the implemen- Out of scope

tation of a cloud service within service parts
and/or infrastructure parts

Dep|

oyment view

How the functions of a cloud service are tech-
nically implemented within already-existing
infrastructure elements or within new ele-
ments to be introduced in this infrastructure

Out of scope

NOT]
impl

E Whilé details of the user view and functional view are addressed within this document, the
emeéntation and deployment views are related to technology and vendor specific cloud computing

imp

TIETTtAtioONS annd actudl depioyIENts ald are therefore out of SCOPE Of tTiS QOCUITETt:

Figure 3 shows the transition from the user view to the functional view. Details are presented in 7.5.
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Multi-layer

Layer functions
[

Functional functions
| component ; ,
¥ ~ |
Sub-Role Sub-Role | Layer functions Funetiional J
Functional comppnent
component

Qctivity
@ Layer functions

[
@ Functional
component

Activity

User view Functional view

Figure 3 — Transition fromuser view to functional view

7.3 |User view of cloud computing

7.3.1] General

The yser view addresses the folowing cloud computing concepts:
— parties;

— r1ples and sub-rales;

— doud computing activities;

— dloud services;

lotdrdeployment models;

|
Q

— cross-cutting aspects.

Figure 4 illustrates the relationships among parties, roles and sub-roles and their relationship to
activities and cross-cutting aspects.

© ISO/IEC 2023 - All rights reserved 5
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7.3.2 Clou
ISO/IEC 221
Cloud compy
Activities in

Cloud compy

Activity

Figure 4 — User view entities

d computing activities

P3-1 defines a cloud computing activity as@specified pursuit or set of tasks.

ting activities have a purpose and deliver one or more outcomes.

a cloud computing system are canducted using functional components (see 7.4.2).

ting activities are identified;and described in more detail in 8.3.

7.3.3 Partlies

ISO/IEC 221
group of eith
following m3

Cloud ss
Cloud sd

P3-1 defines a party as a natural person or legal person, whether or not incorporatec
er. Parties in@ cloud computing system are its stakeholders. ISO/IEC 22123-2 identifig
jjor parties-of:cloud computing:

rvice customer (CSC)

rvice partner (CSN)

,0ra
bs the

Cloud service provider (CSP)

ISO/IEC 22123-2 further describes that these parties are entities that play roles (and sub-roles). A
party can play more than one role at any given point in time and can only engage in a specific subset of
activities of that role.

7.3.4 Roles and sub-roles

ISO/IEC 22123-1 defines a role as a set of cloud computing activities that serves a common purpose.

ISO/IEC 22123-2 identifies the following as the major cloud computing roles:

cloud service customer role (CSC role);

© ISO/IEC 2023 - All rights reserved
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loud service provider role (CSP role);

loud service partner role (CSN role).

A sub-role is a sub-set of the cloud computing activities for a given role.

Different sub-roles can share the cloud computing activities associated with a given role.

Descriptions of the cloud computing roles are provided in 8.1.

7.3.5

Cloud services

Cloud
1SO/1

Cloud
resou

— application capabilities type;

— 0
— i
Cloud

Cloud
possé

— i
— B
— 5
— 1

Thes

abovg.

Othel

7.3.6
Cloud

Cloud
conty

services are the essential elements of a cloud computing system. Cloud services_ ar
EC 22123-2.

services can be described in terms of the cloud capabilities types which they.offer,
rces provided by the cloud service. The CCRA focuses on the following cloud capabilit

latform capabilities type;
hfrastructure capabilities type.
capabilities types are described in ISO/IEC 22123-2:2023,5.3.

services are also grouped into categories, where €ach category is a group of cloud
ss some common set of qualities. Representative-cloud service categories include:

hfrastructure as a services (IaaS);
latform as a service (PaaS);
pftware as a service (SaaS);
etwork as a service (NaaS).

ervices in these categories can include capabilities from one or more of the cloud capa

h

cloud service categgries are described in ISO/IEC 22123-2:2023, 5.4 and Annex A.

Cloud deployment models
deployment models are defined in ISO/IEC 22123-1 and described in ISO/IEC 22123

deployment models are a way in which cloud computing systems can be organized
ol‘and sharing of physical or virtual resources.

e covered in

based on the
ies types:

tervices that

bilities types

:2023, 5.5.

based on the

The CCRA focuses on the following cloud deployment models:

— public cloud;

— private cloud;

— C

ommunity cloud;

— hybrid cloud.

NOTE
additi

Additional cloud deployment models include multi-cloud and federated cloud. See ISO/IEC 5140 for

onal details.
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7.3.7 Cloud computing cross-cutting aspects

Cross-cutting aspects are behaviours or capabilities which need to be coordinated across roles and
implemented consistently in a cloud computing system.

Cross-cutting aspects can be shared and can impact multiple roles, cloud computing activities and
functional components.

Cross-cutting aspects apply to multiple individual roles or functional components.

Cross-cutting aspects of cloud computing described in ISO/IEC 22123-2:2023, Clause 7 include:

7.4 Functional view of cloud coniputing

7.4.1 General

auditabittty;

availability;

governapce;

interopgrability;

maintenjance and versioning;

performfance;

portabiljty;

protectipn of personally identifiable information;
regulatdry;

resiliengy;

reversibility;

securityj

service levels and service level agreeménts.

The functioral view is a technology neutral view of the functions necessary to form a cloud computing
system. Thel|functional/iew describes the distribution of functions necessary for the support of cloud

computing aftivities
The functioral afchitecture also defines the dependencies among the functional components.

i ] xaradd 3 1o PEES 1+
The functlor al ‘V lC \A4 al/ll/ll COOC O LllC 1011\1 \A4 lllg \SJqvaviavy \,Umputing lLCmS-

nnnnnnnnnnnnnnnn

functional layers;
functions;
functional components;

multi-layer functional components.

For the purposes of this document, the term “functional component” is used to represent a set of one or
more functions.

Figure 5 illustrates the concepts of functions, layers and functional components.

© ISO/IEC 2023 - All rights reserved
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Layer functions Multi-layer
functions

I
Functional

component

|
Layer functions Functional
' component

Functional
component

The @

7.4.2

[SO/1
activ

The ¢
comp

Func

7.4.3
Alay
The f]
Ther

— U
(

— a
i

Layer functions
[

Functional
component

Figure 5 — Functional layering

loud computing functional architecture is described in subclause 9.1.

Functional components

EC 22123-1 defines a functional component as a fanctional building block needed to
ty, backed by an implementation.

apabilities of a cloud computing system are*fully defined by the set of implementsg
onents.

ional components are further described in subclause 9.2.

Functional layers
b1 is a set of functional components that provide similar capabilities or serve a comm
inctional architecture is partially layered (i.e. has layers and a set of multi-layer func
e are four distinetlayers defined in the CCRA:

ser layer, which includes functional components that support the cloud computing
SCs and €SNs;

ccess Jlayer, which includes functional components that facilitate function disti

engage in an

d functional

n purpose.

tions).

activities of

ibution and

htérconnection;

— service layer, which includes functional components that provide the cloud services themselves plus
related administration and business capabilities, and the orchestration capabilities necessary to

r

ealize them;

— resource layer, which includes the functional components that represent the resources needed to
implement the cloud computing system.

Not all layers or functional components are necessarily instantiated in a specific cloud computing
system.

7.4.4

Multi-layer functions

The multi-layer functions include functional components that provide capabilities that are used across

multi

ple functional layers
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Multi-layer functional components can be classified on the basis of their purpose:

— development support;

— integration;

— security systems;

— operational support systems;

— business support systems.

Functional ¢

7.5 Relat

Figure 6illug
within the fi

onship between the user view and the functional view

trates how the user view provides the set of cloud computing activities thatare repres
Inctional view (and realized using the technologies of the implementation yiew).

Role

o

Activity

User View

Layer functions

Functional
component

Multi-layer
functions

\ /

Layer functions
—ayer unction

Functional
component

Functional

Layepfunctions
ol ane on

component

Functional
component

Functional View

Further deta

7.6 Relat

Cross-cuttin|

Cross-cutting aspects apply to roles and sub-roles in the user view and directly or indirectly affe

Figure 6 — Frem user view to functional view

activities which'those roles perform.

ils on the relationship between the user view and functional view can be found in clau

onship of thé user view and functional view to cross-cutting aspects

aspects;@s-their name implies, apply across both the user view and across the funcf
view of cloudl computing.

bnted

ional

Ct the

Cross-cutting aspects also apply to the functional components within the functional view, which are
used when performing the activities described in the user view.

Clause 8.2 provides additional information on cross-cutting aspects.

7.7 Implementation view of cloud computing

While details of the user view and functional view are addressed within this document, the
implementation view is out of the scope of this document.

10
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7.8 Deployment view of cloud computing

While details of the user view and functional view are addressed within this document, the deployment
view is out of the scope of this document.

8 User view

8.1 C(Cloud computing roles and sub-roles

8.1.1 __General

It is qften necessary to differentiate requirements and issues for the following major clould computing
partigs: CSC, CSP, and CSN.

When playing a role, the party can restrict itself to playing one or more sub-roles./Sub-roleq are a subset
of thg cloud computing activities of a given role.

In addition to the CSC role, CSP role, and CSN role (see 7.3.4), ISO/IEC_22123-2 identifies [a set of sub-
roles(for each and uses a naming convention in which the name of a sub-role has the prefix of “CSC:” for
CSC sub-roles, “CSN:” for CSN sub-roles, or “CSP:” for CSP sub-roles:and then the sub-role name. Table 2
shows the prefix for each of the three cloud computing roles.

Table 2 — Cloud computingsub-roles

Role Sub-role prefix Example

CSCrole “CSc” CSC:cloud service admin-
istrator

CSP role “CSP” CSP:network provider

CSN role “CSN:" CSN:cloud auditor

Roleg and sub-roles are sets of activities (see 8.2).

Figure 7 shows the roles of cloud\gomputing, with their associated sub-roles.

© ISO/IEC 2023 - All rights reserved 11
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/ Cloud service \

partner role

Cloud service customer role (CSC role)

- )

risk manager

: CSC: CSC: CSC:
CSN role esc: .
( ) cloud service cloud service ClOUd_Seerce cloud service
user administrator business integrator
CSN: manager
cloud service
developer ) )
Cloud service provider role (CSP role)
CSP: CSP: CSP: CSP:
cloud se.rvice cloud service cloud service cloud.servicv
operations deployment manager business
manager manager manager
dSN: CSP: CSP: CSP: CSP:
. customer . cloud service
cloud service inter-cloud . network
. securityzand
brjoker provider

provider /

Figure 7 — Roles and sub-roles

Additional information is provided on the CSC role in 8.1.2, the CSP role in 8.1.3, and the CSN rple in

8.1.4.

8.1.2 Clouyd service customer role

8.1.2.1 General

ISO/IEC 221P3-1 defines a CSC as a party-that is acting in the cloud service customer role (CSC{role).
The CSC is i a business relationship-with a CSP or a CSN for the purpose of using cloud serviceg. The
CSC role can|include ensuring the smooth operation of the cloud services, acquisition and use of cloud
services, and integration of cloud'services with a CSC’s existing ICT systems.

Figure 8 sholzvs the common sub-roles for the CSC role as well as the associated activities; the actiyities

listed are noft exhaustive.

12
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security service
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Handle problem Request
reports audit report

Administer tenancies

il

Figure 8 — Sub-roles and activities for the CSC role

2 CSC:cloud service user

SC:cloud service user is a sub-role ofithe CSC role which is associated with a CSC th
Ces.

SC:cloud service user's cloud computing activities include: use cloud service (8.2.2.1)

3 CSC:cloud service'administrator

[SC:cloud service-administrator is a sub-role of the CSC role which has a main goal
Ffective use of eloud services and that those cloud services are running well with th
ng ICT systems.and applications. The CSC:cloud service administrator oversees all the
sses relating-to the use of cloud services and acts as the focal point for technical com
pen the CSC and one or more CSPs.

SC:¢loud service administrator’s cloud computing activities include:

it uses cloud

of ensuring
e customer’s
e operational
munications

erform service triat (0.4.4.2),

— monitor service (8.2.2.3);

— a

dminister service security (8.2.2.4);

— handle problem reports (8.2.2.5);

— provide billing and usage reports (8.2.2.6);

— a

dminister tenancies (8.2.2.7).
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C:cloud service business manager

The CSC:cloud service business manager is a sub-role of the CSC role which aims to meet the business
goals of the CSC through the acquisition and use of cloud services in a cost efficient way. The CSC:cloud
service business manager is concerned with financial and legal aspects of the use of cloud services. This
includes approval to operate as well as on-going ownership of, and accountability for, meeting business

goals.

The CSC:cloud service business manager's cloud computing activities include:

— perform business administration (8.2.2.8);

select ay

request

8.1.2.5 CS

The CSC:cloy
with a CSC’s

1d purchase cloud service (8.2.2.9);

hudit report (8.2.2.10).

C:cloud service integrator

d service integrator is a sub-role of the CSC role that supports integration of cloud sej
[CT systems, including applications, functions and data.

The CSC:cloyid service integrator's cloud computing activities include: connect ICT systems to

services (8.2

2.11).

8.1.3 Cloy

d service provider role

8.1.3.1 General

ISO/IEC 221

P3-1 defines a CSP as a party that is acting irithe cloud service provider role (CSP role

CSP is in a byisiness relationship with a CSC or a CSN.fot’the purpose of providing cloud services.

The CSP role
necessary td
as cloud ser}
services, de
Specific desq
8.1.3.9.

Figure 9 sho
listed are no

14

is a set of activities that make cloud‘services available. The CSP role focuses on acti
provide a cloud service and activities necessary to ensure its delivery to the CSC a
Fice maintenance. The CSP rolecincludes an extensive set of activities including. prov
ploying and monitoring senvices, managing business plans, providing audit data
riptions of sub-roles for €CSP'role and associated activities are described in 8.1.3.2 thi

I‘t/vs the common sub=roles for the CSP role as well as the associated activities; the acti
exhaustive.

vices

cloud

. The
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5 well
iding
, etc.
ough
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Cloud service provider role (CSP role)

CSP:cloud service

operations manager CSP:cloud service CSP:cloud service CSP:cloud service

deployment manager manager business manager

Provide services Manage
business plan
Deploy and Manage customer
provision services relationships
Perform service level Manage financial
procéssing

Prepare systems

Define environment

- and processes
Monitor and

administer services

Define and gather
Manage assets metrics

and inventory

Define
deployment steps
Provide audit data

management

il

CSP:customer CSP:inter-cloud CSP:cloud service CSP:network
support and care provider Sec“gglglglgrr“k provider
representative -
Manage peer Manage security Provide nfft\{vork
Handle customer cloud services and risks connectiyvity
requests berform Design@nd Deliver nefwork

services

implement
service.continuity

Ensure
compliance

peering, federation,
intermediation,
aggregation and
arbitrage

twork
services

Provide ne
management]

Figure 9 — Sub-rolesand activities for the CSP role

8.1.3|2 CSP:cloud service operations manager

The {SP:cloud service operations- manager is a sub-role of the CSP role which is regponsible for
performing all operational precesses and procedures of the CSP, ensuring that all gervices and
assodiated infrastructure meet operational targets.

The (SP:cloud operatipns:manager's cloud computing activities include:
— pdrepare systems(8.2.3.1);
— r1honitor and administer services (8.2.3.2);

— nmandge‘assets and inventory (8.2.3.3);

_ rovide audit data (Q 23 A)

8.1.3.3 CSP:cloud service deployment manager

The CSP:cloud service deployment manager is a sub-role of the CSP role which has responsibility for
the planning of the deployment of a service into production. This includes defining the operational
environment for the service, the initial steps for deployment of the service and its dependencies, and
the enablement of operations processes which are used during the running of the service.

The CSP:cloud service deployment manager’s cloud computing activities include:
— define environment and processes (8.2.3.5);

— define and gather metrics (8.2.3.6);
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define deployment steps (8.2.3.7).

8.1.3.4 (CSP:cloud service manager

The CSP:cloud service manager is a sub-role of the CSP role which has responsibility for ensuring that
the CSP's services are available for use by CSCs, and that they function correctly and comply with targets
specified in the service level agreement. The CSP:cloud service manager is also responsible for ensuring
the smooth operation of the CSP's business support system and operational support system, as well as
the operation of the other functionalities offered to the CSCs and CSNs for management, administration
and other cloud computing activities.

The CSP:cloydservice mammager s tloud computing activities inctude:

— providelservices (8.2.3.8);

— perfor

8.1.3.5 (CSP:cloud service business manager

The CSP:clo
for the busil
creates and
relationship

The CSP:clou

manage

manage

manage

8.1.3.6 CS

The CSP:cus
for the CSC y
cost efficien
to the CSC.

The CSP:cus
customer re

8.1.3.7 CS

deploy and provision services (8.2.3.9);

service level management (8.2.3.10).

d service business manager is a sub-role of the CSP role which has overall responsibility

ness aspects of offering cloud services to CSCs. The CSP¢loud service business ma
tracks the business plan, defines the service offering strategy and manages the bus
with CSCs.

d service business manager's cloud computing activities include:
business plan to provide cloud services (8.2:3)11);
customer relationships (8.2.3.12);

financial processing (8.2.3.13).

P:customer support and caré.representative

omer support and care representative is a sub-role of the CSP role that is the main inte
vith the CSP and is responsible for reacting to customer issues and queries in a timel
E way, with the goal.of maintaining customer satisfaction with the cloud service pro

tomer support and care representative’s cloud computing activities include: h
quests (8.243:14).

P:primary inter-cloud provider

hager
iness

rface
y and
vided

hndle

The CSP:pri; Tary inter=cloud P oviderisasub-roteof the €SP rotethat reliesomronmeormore bct,Ulldary
CSPs to provide part or all of the cloud services offered to CSCs by that CSP:primary inter-cloud
provider. The CSP:primary inter-cloud provider's main activities are the intermediation, aggregation,
or arbitrage of secondary CSPs' cloud services and their business and administration capabilities from
the CSC viewpoint - so that the CSC only uses the service, business and administration interfaces of the
primary cloud service provider.

The CSP:primary inter-cloud provider's cloud computing activities include:

— manage

cloud services from secondary inter-cloud providers (8.2.3.15);

— perform intermediation, aggregation and arbitrage (8.2.3.16).

16
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8.1.3.8 CSP:cloud service security and risk manager

The CSP:cloud service security and risk manager is a sub-role of the CSP role which has the responsibility
of ensuring that the CSP appropriately manages the risks associated with the development, delivery,
use and support of cloud services. This includes ensuring that the information security policies of the
CSC and the CSP are aligned and meet security requirements stated in the SLA.

The CSP:cloud service security and risk manager's cloud computing activities include:
— manage security and risks (8.2.3.17);

— design and implement service continuity (8.2.3.18);

— address regulatory compliance obligations (8.2.3.19).

8.1.3|]9 CSP:network provider

The (SP:network provider is a sub-role of the CSP role which is to provide.network connectivity and
netwprk services for the CSC, CSN and CSP. The CSP:network provider canpriovide network connectivity
betwken systems within the CSP's data centre, or provide network connectivity between the CSP's
systems and systems outside the provider's data centre, for example/GS€ systems or systems belonging
to other CSPs.

The (SP:network provider’s cloud computing activities include:

— grovide network connectivity (8.2.3.20);

— deliver network services (8.2.3.21);
— provide network management services (8.2.3.22).

The (SP:network provider can also choose to.pffer dynamic control of network connectivity as a NaaS.
8.1.4| Cloud service partner role

8.1.4/1 General
ISO/IEC 22123-1 defines a CSN/as a party that is acting in the cloud service partner role (C$N role).

The (SN role is a set of\activities that support, or are auxiliary to, either the CSP role or the CSC role,
or bojth. Activities of a;€SN role vary depending on the type of partner and their relationghip with the
CSP rple and the CSCrole (see ISO/IEC TR 23187). Specific descriptions of sub-roles for the CSN role and
assodiated activities are described in 8.1.4.2 through 8.1.4.4.

Figurle 10 shows the common sub-roles for the CSN role as well as the associated activities; the activities
listed are'not exhaustive.
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Cloud service partner role (CSN role)

C

service components

CSN:cloud
service broker

Acquire and assess
customers

CSN:cloud
auditor

SN:cloud service
developer

Design, create
and maintain

Perform audit

Report audit
results

Compose services

Assess market place
Set.up
legal‘agreement

Figure 10 — Sub-roles and activities for the CSN role

8.1.4.2 CSN:cloud service developer

The CSN:cloud service developer is a sub-role of the €SN role which is responsible for designing,
developing, festing, and maintaining the implementation of a cloud service. This can involve compjosing
the service implementation from existing service implementations.

The CSN:cloyd service developer’s cloud computing activities include:

— design, ¢reate and maintain service.components (8.2.4.1);

— composg services (8.2.4.2);

— testseryices (8.2.4.3).

NOTE1 CSN:cloud servicelintegrator and CSN:cloud service component developer describe sub-roles of
CSN:cloud service developer;swhere CSN:cloud service integrator deals with the composition of a servicq from
other servicep, and whefe-CSN:cloud service component developer deals with the design, creation, testing and
maintenance pf individual service components.

NOTE 2  This dncludes service implementations and service components that involve interactions| with

secondary cld

8.1.4.3 CS

ud sérvice providers.

N:cloud auditor

The CSN:cloud auditor is a sub-role of the CSN role with the responsibility to conduct an audit of the
provision and use of cloud services. A cloud audit typically covers operations, performance and security
and examines whether a specified set of audit criteria are met. There are a variety of specifications for
the audit criteria, for example, ISO/IEC 27002 addresses security considerations.

The CSN:cloud auditor’s cloud computing activities include:

— perform audit (8.2.4.4);

— reporta

18

udit results (8.2.4.5).
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The CSN:cloud auditor’s cloud computing activities are security audit, privacy impact audit and
performance audit. For all of these cloud computing activities, the CSN:cloud auditor can obtain audit
evidence from the CSP. The form of the audit evidence can vary depending on the type of audit and
the standard(s) that apply to the audit (see ISO/IEC TR 3445 for details on cloud audit). The evidence
can take the form of procedural documents, or the form of log records. In any case, the CSP can have a
means by which the CSN:cloud auditor can obtain the required evidence.

8.1.4

.4 CSN:cloud service broker

The CSN:cloud service broker is a sub-role of the CSN role that negotiates relationships between CSCs
and CSPs. The cloud service broker is not itself a CSP and should not be confused with the role of CSP:

prim
with

The d
— a
— a
— 5

The 1
CSPs
detai

In eif
betw
servi

8.2

8.2.1

A clo
need

Givern
relatg

— 4d

hiry 1nter-cloud provider (see clause 8.1.3.7). The CSN:cloud service broker role can
pr operate independently of the role of CSP:primary inter-cloud provider.

loud computing activities of a CSN:cloud service broker include:
cquire and assess customers (8.2.4.6);

ssess marketplace (8.2.4.7);

et up legal agreement (8.2.4.8).

harketplace assessment can happen prior to customer acquisition, creating pre-agre
and this can enable CSCs to select CSPs from a servige\catalogue, possibly negoti:
s (e.g. service level objectives) at selection time.

her case, the CSN:cloud service broker only aefs during the contracting phase of|
ben the CSC and CSP. The CSN:cloud service broker is not involved during the consun
Ce. In such cases, the activities involve CSP role activities.

Cloud computing activities

General

d computing activity is defined as a specified pursuit or set of tasks. Cloud comput
to have a purpose and deliver one or more outcomes.

that distributed services and their delivery are at the core of cloud computing, all cloy
d activities can be\categorized into three main groups:

— ]ctivities thatwse cloud services and are associated with the CSC role (8.2.2);

ctivitiesthiat provide cloud services and are associated with the CSPC role (8.2.3);

ctivities that support cloud services and are associated with the CSN role (8.2.4).

be combined

ements with
iting service

the service,
hption of the

ng activities

d computing

8.2.2

8.2.2

Activities associated with the CSC role

.1 Use cloud service

The use cloud service activity involves using the services of a CSP in order to accomplish some tasks.

The use cloud service activity typically involves:

— the provision of user credentials to enable the CSP to authenticate the user and grant access to the

C

loud service;

— the invocation of the cloud service, which then operates and delivers its specified outcomes.
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8.2.2.2 Perform service trial

The perform service trial activity involves using the services of a CSP in order to ensure that the cloud
service is fit for the CSC’s business needs. The cloud services are used on a trial basis, with mutual
agreement and understanding between the CSP and CSC.

The perform service trial activity involves:

— The provision of the user credentials to enable the CSP to authenticate the user and grant access to
the “trial” cloud service;

— The invocation of the “trial” cloud service, which can be tested by the CSC for business purposes.

8.2.2.3 Monitor service

The monitor service activity monitors the delivered service quality with respect to‘service Jevels
as defined if the service level agreement (SLA) between CSC and CSP. This activity‘ufilizes intfinsic
monitoring flunctions of the cloud services. This activity involves:

— keepingftrack of usage (measured) of each cloud service, and by which users:This provides assufance
that thejuse is appropriate;

— monitorfng the integration of the cloud services with customer’s existing ICT systems to ensurg that
businesg goals are being met;

— defining of measurement points and performance indicators related to the service in question (e.g.
service availability, service outage frequency, mean time to yépair, responsiveness of the provjder’s
help desk, etc.);

— monitorfng, analysing and archiving of these indicator data;
— comparing the actual service quality that is delivered with the agreed service quality;

— evaluatq and monitor data transfer in compliance to regulatory and other legal requirements

8.2.2.4 Administer service security

The adminisfter service security activity involves:
— ensuring appropriate secufity for CSC data that is placed into a cloud computing environment;
— putting |n place plans for-data backup and recovery, and potentially for data duplication and failover;
— adminisfering security policies;

— defining encryption and integrity technologies to apply to the CSC data both at rest and also in
motion;

— defining the handling of any personally identifiable information (PII) in the CSC data.

8.2.2.5 Handle problem reports

The provide billing and usage reports activity involves preparing reports of the usage of cloud services
by the customer organization and associated reports of the billing/invoice data which relate to that
usage. These reports are provided to the CSC:business manager.

8.2.2.6 Provide billing and usage reports

The handle problem reports activity involves the customer-side handling of any reported problems
associated with the usage of cloud services, which includes:

— assessing of the impact of each problem;
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troubleshooting to determine the cause(s) of the problem;
opening a problem report(s) with the CSP and tracking to resolution;
developing workarounds to address the problem;

escalating problems that are not fixed within agreed timescales or which have serious business
impacts.

8.2.2.7 Administer tenancies

The administer tenancies activity involves administering the tenancies of the CSC with the CSP. This

activity involves:

8.2.2|8 Perform business administration

Q

onfiguring and controlling security aspects including user accounts, security roles, ilentities and
germissions;

—

lentifying and controlling data that is shared between users within the tenancy;

(@]

reating and removing tenants;
managing users and allocated resources of tenants;

defining enforcement policies for each tenant.

The gerform business administration activity involves the management of the business agpects of the
use of cloud services including the accounting and financial management. This activity includes:

8.2.2|9 Select and purchase service

The select and purchase service activity involves:

job)

djusting business plan to accommodate use of cloud services;

—

racking the use of the services and dealing with accounting and financial managemenit;

=

andling billing/invoices received from the CSP for the use made of cloud services;
gnsuring that billing matches:the actual usage of cloud services made by the CSC;
making payments to the '€8P;

Keeping accounts in\relation to the use of cloud services.

examining the cloud service offerings of (one or more) CSPs to determine if the sefvice offered
meets the business and technical requirements of the CSC. This typically involves the| reading of a
product catalogue and the documentation for each service, which can include technical information
about the service and its SLAs, plus business information including pricing;

negotiating the terms for the cloud service (if the CSP permits variable terms for the service);

accepting the contract for the cloud service and performing registration with the CSP.

8.2.2.10 Request audit report

The request audit report activity involves the CSC requesting the report of an audit of the cloud service,
typically conforming to a particular audit standard or scheme. The CSC can request the report from
a cloud auditor, or possibly from the CSP, although it is expected that the audit report is prepared by
an entity independent of the CSP both before a purchase is completed and also periodically once the
service is in use.
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8.2.2.11 Connect ICT systems to cloud services

The connect ICT systems to cloud services activity includes the integration between existing ICT
systems and cloud services and involves the connection of existing ICT component(s) and applications
with the target cloud service(s) and also the connection of the customer monitoring and management
systems with the CSP's monitoring and control of cloud services.

The connection of existing ICT components and applications with the target cloud service(s) involves:

8.2.3 Acti

8.2.3.1 Pr

This activity
deployment;

— assessinlg the impact of new servi¢e deployments or increase in use of existing services;

8232 M

This activity focuseSon monitoring and administering services and the associated infrastrul
which includes user-and system privileges. This activity involves:

22

assessing the impact of cloud service(s) on existing processes, systems and services;

mapping of business data between CSC's existing ICT systems and cloud services;

invoking cloud service operations from existing ICT components and applications, with sup
input data and handling of output data;

provisi

defining
of data f

integrat
permiss

creating
cloud se

integrat
and mar

modifyi

ing of access rights for CSC:cloud service users;

and implementing security related requirements, including the confidentidlity and int¢
lows;

ing customer facilities for the administration of user accounts, security roles, identitie
jons with the equivalent facilities for the cloud services;

and monitoring specific user accounts and identities for use of management interfac
Fvices;

ing logging and security incident management hetween cloud services and CSC monit
agement infrastructure.

yities associated with the CSP role

Epare systems

is focused on preparing the systems of the provider’s environment for new cloud sg
. This activity involves:

monitorfngthe services and infrastructure of the CSP;

nitor and administer services

bly of

grity

s and

es for

oring

rvice

g or expanding thewrésources in the data centre to meet the needs of new deploymenits.

cture

capturing events and data that are significant to the business of the provider and presenting this
data in a form that is significant to the CSP:cloud service business manager. Such information
includes items such as the usage of the cloud services by CSCs and the cost of provision of those

services

)

administering network infrastructure including routers, domain name servers, IP addresses, virtual
private networks (VPNs), firewalls, and content filtering;

allocating and administering storage;

administering user and system privileges;

configuring and maintaining operating systems and hypervisors;
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administering virtualization environment;

and that provided cloud services are meeting the terms of the SLA;

monitoring the behaviour of the ICT environment of the CSP to ensure that it is running correctly

recording problems, reporting problems appropriately (which can involve a message being sent to

one or more customers), and following problem resolution processes until the problem is fixed.

8.2.3

.3 Manage assets and inventory

This activity involves:

K
t
i

o 0 = o

8.2.3

This
secut
stand

(e

iy
H

8.2.3

This
when

Q Qo o

o

eeping track of all compute, storage, network and software assets and the relationg
hem. This includes tracking aspects such as versions and patch levels, plus/c
hformation, where relevant;

n-boarding of new assets and disposal of old assets. This can include ensiFing that ng
t for purpose and have been properly checked from a security and manageability st3
an include the disposal of assets no longer required. This can include appropriate sec
f any assets that can hold data.

4 Provide audit data

hctivity is the collection and provision of data relevant to an audit request, such as th

ard that is being used. This activity involves:
reating and sending appropriate audit information from logs;

edacting information from any log records’or other data that can contain sensitive in
IL.

5 Define environment and processes

hctivity focusses on defining the required technical environment and operational pr
a service is running. This-activity involves:

efining the required technical environment in terms of compute, storage and netwot
he software dependenicies including configuration;

efining policies-and processes for scaling up and scaling down the use of resources in
hanging usage'demand;

ssuringthat the cloud service conforms to appropriate standards relating to security 3

efining the processes to follow when the service is running, including plans for fixes, u

hip between
onfiguration

w assets are
ndpoint and
ure disposal

ht relating to

ity controls or to service performance. The data requested can depend on the auditing scheme or

formation or

bcesses used

k resources,

response to

nd business;

pgrades and

8.2.3

hioration
O

.6 Define and gather metrics

This activity focuses on defining service level metrics and management. This activity involves:

r

eflected in the SLA relating to those services;

designing how the metrics are captured for each cloud service;

met.
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8.2.3.7 Define deployment steps

This activity focuses on defining the steps for deployment of services. This activity involves describing
each of the steps that need to be taken by the operations and support teams in order to get the service
implementation deployed and ready for use by CSCs.

8.2.3.8 Provide services

This activity involves all steps required to deliver a cloud service to its CSCs. The provide services
activity includes accepting and processing service invocations from the user with associated
authentication and authorlzatlon of the user 1dent1ty Processmg of a service invocation is done by
means of an[1T i i i and
calling of other services as determined by the deSIgn and conflguratlon of the service 1mplementa ion.

The provideservices activity also involves the following:
— managi:[g service fault handling process;
— managing the business support system and the operational support system;

— maintaihing service and underlying infrastructure;

— automatling system processes;
— managing long term capacity and performance trends;

— installinlg, configuring and performing maintenance updates on required hardware for conjpute,
storage pnd network capabilities for the CSP's data centte;

— installing and configuring software required to runiithe cloud provider's data centre and support
cloud sefvice implementations. This includes applying fixes, updates and upgrades to that software,
as requifed.

8.2.3.9 Ddploy and provision services

This activity involves getting a servicelimplementation running, making it available at a network
endpoint acdessible to the CSC:cloud.sexvice users and able to handle service requests from users| This
activity inclgdes: following the deployment processes defined for the service.

NOTE This activity also covers.the processes required to un-deploy and de-provision a cloud service.

8.2.3.10 Pefrform servicelevel management
This activity] focuses.on managing compliance with SLA targets. This activity involves:

— monitorfing the metrics for each service and comparing them with the service targets requirgd by
the SLA fox'the service;

— taking action when the metrics do not meet the values required by the SLA, to bring the service
back into compliance with the SLA; for example by following procedures laid down by the CSP:cloud
service deployment manager;

— reporting a problem if compliance cannot be maintained.

8.2.3.11 Manage business plan
This activity involves:

— defining service offering, describing the technical aspects of the offering (functional interfaces,
SLAs, etc.) and business aspects of the offering;

24 © ISO/IEC 2023 - All rights reserved


https://iecnorm.com/api/?name=1b1c6b3ac075caa59e0ff6624d6864d3

ISO/IEC 22123-3:2023(E)

NOTE When establishing the service offering, the CSP takes into account aspects related to the interaction
with secondary cloud service providers.

8.2.3]12 Manage customer relationships

creating a business plan which covers the offering of one or more cloud services to customers,
handling both financial and technical aspects of the services, the target customer set, contracts and
SLAs, channels to market, sales targets;

tracking the sales and service usage against the plan to ensure that financial targets are achieved
for the CSP;

preparing a business plan and adjusting the business plan to provide cloud services.

This activity involves the management of the business relationship of the CSP with the-CSQincluding:

8.2.3|13 Manage financial processing

This fctivity involves:

8.2.3|14 Handle customer fequests

(@]

reating and maintaining content of a product catalogue;

acquiring customers;

droviding the point of contact for the customer for all business madtters;
discussing and resolving concerns or problems raised by the/customer;

fdrocessing change requests (e.g. entitlement changes).

Handling of billing updates or challenges;

generating billing information and/or.ah invoice for charges relating to the use of cloud|services and
transmitting the billing information'er invoice to the CSC;

handling the receipt of payments-from the CSC and their accounting.

This [activity involves: <handling of support requests, reports, and incidents from CSCs, however
receiyed. Customers.can be provided with a variety of means to communicate, from forims through
email, customer suppert desk system or web portals to real-time communication with proyider support

persdnnel.

NOTH Some’requests or reports can only require the provision of information, or clarificatjon of details.
Otherlrequeésts and reports can require problem analysis, or can involve the creation of a change rgquest.

8.2.3.T5 Manage cloud services from secondary inter-cloud providers

This activity focuses on managing the usage of cloud services of a secondary inter-cloud service
provider. This activity involves:

selecting and using one or more services of a secondary inter-cloud service provider;

monitoring and managing the secondary inter-cloud service provider’s cloud services to ensure
that they meet agreed SLA targets including the reporting and resolution of problems with those
services;

managing the business aspects of the cloud services of a secondary inter-cloud service provider,
including the business plan and financial processing;
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— keeping track of how much use is being made of each cloud service of a secondary inter-cloud
service provider, and by which users; including assurance that the use is appropriate and within the
business plan;

— monitoring the integration of the cloud services of a secondary inter-cloud service provider with
service implementations to ensure that business goals are being met;

— ensuring security and privacy protection obligations are met;

— coordinating identity and security credentials between the CSC and all the secondary inter-cloud
service providers.

8.2.3.16 Pefrform intermediation, aggregation and arbitrage

This activity involves the use of secondary inter-cloud service provider’s cloud services in part

ways:

— interme
the clou

Hiation involves a CSP offering a cloud service which is based on conditioning or enha

cular

ncing

[ service of a secondary inter-cloud service provider. Examples of,enhancements injclude

managing access to cloud services, providing a cloud service applicatiorr programming intgrface

(API) fa

— aggrega
services

— arbitrag
fromag

8.2.3.17 Mg4nage security and risks

This activit]
delivery, use

ade, identity management, performance reporting, enhanced séclirity, and so on;

Fion involves a CSP offering a cloud service which is based‘on the composition of a
provided by secondary inter-cloud service providers;

roup offered by secondary inter-cloud service providers.

r focuses on the management of security and risks associated with the develop
and support of cloud services. This agtivity involves:

— defining
and reg

— assessinginformation security risksrelating to the cloud service and the approach to those risk

meets t
risks ha
risks, in|
order to

— making
address
cover a {

information security policy - taking into consideration the service requirements, stat
latory requirements and contractual and SLA obligations;

e business goals of the CSP. A significant point here is that managing information seq
5 an associated costand that the provider can take a business position of not handling
stead passing over)responsibility for those risks to the CSC via the service agreeme
address the costrequirements of some part of the marketplace;

design decisions and selecting the associated information security controls requir

et of categories, such as:

set of

e involves a CSP offering a cloud service which is based on selecting one service offering

ment,

utory

s that
urity
some
nt, in

ed to

risks assaciated with the service provision and design decisions. The controls typjically

— ide

titw'and access managpmpnr-

— disc

over, categorize, protect data and information assets;

— information systems acquisition, development, and maintenance;

— secure infrastructure against threats and vulnerabilities;

— problem and information security incident management;

— security governance and compliance;

— physical and personnel security;

— security of networks and communications;
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— isolation (between tenants in a multi-tenant situation).

infrastructure;

S

designing, implementing and evaluating system and application security;

ervice providers;

ensuring that the identified controls are in place for the deployed service and the underlying

managing, designing, implementing and evaluating security of cloud services of secondary cloud

evaluating the effectiveness of the implemented controls and make changes based on experience;

8.2.3

This
infra

SSUTing that operating amd busimess supportsystents provide data access to €SP staff
articular CSCs tenants they provide service to.

18 Design and implement service continuity

Activity involves considering potential modes of failure of a cloud service and the
structure and putting in place recovery processes that can enable the ¢loud service to

within the terms of the SLA, through techniques such as failover and reduirdancy.

8.2.3
This

€
I

w o o

8.2.3

This

inclu
syste]
dedid

Netw
of Se
the c

8.2.3

19 Ensure compliance
hctivity involves implementing regulatory compliance andistandards conformance, in

nsuring that the implementation of the cloud serviée and its supporting infrastructu
equirements of any standards that need to be supported;

nsuring that the implementation of the cloud service and its supporting infrastructu
ata handling) meets any regulatory obligations that can exist for the service or for th
tored or processed by the service.

20 Provide network connectivity

activity involves the setting“up of requested network connections and related
ling (amongst others) connections between the CSC and the CSP’s system and betwe
m and another CSP's syStem. This can include the establishment of facilities such as
ated bandwidth connections.

ork capabilities include the ability to provide appropriate bounded delay, jitter, bandw
'vice and reliability for all cloud service categories and for both cloud and non-cloud
hse of NaasS.

21 Deliver network services

This

hetivity involves the provision of network related services such as firewalls or load ba

ased on the

e supporting
be available

cluding:
re meets the

re (including
e data that is

capabilities,
en one CSP's
a VPN, or of

idth, Quality
purposes in

lancing.

8.2.3

.22 Provide network management services

This activity focuses on managing the network infrastructure used to carry cloud services. This
activity provides methods, tools and procedures allowing operation, administration, maintenance and

provi

sioning of the cloud network infrastructure. It includes tasks for:

keeping the network up and running smoothly;

keeping track of resources in the network and how they are allocated;

functions;

C

onfiguring resources in the network to support a cloud service.
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8.2.4 Activities associated with the CSN role

8.2.4.1 Design, create and maintain service components

This activity involves:

designing and creating software components that are part of the implementation of a service;

creating the functionality which is offered to users of the service, which also involves connecting
the service components to the provider's operational support systems, so that the service
implementation can be monitored and controlled;

processi
providiy

providiy

ng problem reports relating to the operation of a service implementation;
g fixes to service implementations;

g enhancements to service implementations.

8.2.4.2 Compose services

This activity

creating
provide

describi

designir]

offeringp

focuses on composing services using existing services. This activity involves:

service functionality by means of composing together-one or more existing sej
| elsewhere;

hg the technical aspects of the service (functional interfaces, SLAs, etc.);

g an interface to the CSC representing the composed services from across multipl

b)

performiing composition which can involve intermeédiation, aggregation or arbitrage of the ex

services

8.2.4.3 Te

This activity
This activity

Kt services

focuses on testing the components and services created by the cloud service deve
involves:

performliing tests of the components that make up a service implementation to assure that

perform|
ensurin

testing
operate
of the C{

the functionality-efithe service completely and correctly;
b interoperability with the cloud services provided by a secondary cloud service prov

Vhich sheuld include checking that the connections to the CSP's operational support sys
correctly™- as a result, it is typically necessary to perform some of the testing in a tes
P's data centre.

vices

e CSP

sting

oper.
they
der;

tems
area

8.2.4.4 Perform audit

This activity involves:

28

requesting or obtaining audit evidence;

conducting any required tests on the system being audited;

obtaining evidence programmatically, through a set of interfaces provided by the system being

audited;

redacting the evidence, if necessary, in order to protect sensitive information or information subject
to regulatory control;
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— comparing the obtained audit evidence against the audit criteria as described by the audit scheme
or standard that is being used.

The type of audit evidence and the criteria used to evaluate it are determined by the audit scheme or
standard being used. Examples include data relating to security controls and performance data for
particular services. In addition to obtaining data, the perform audit activity can be asked to evaluate
the services provided by a CSP which includes security controls, privacy impact, performance, and
other cloud service related cloud computing activities identified by the audit requestor. The request can
come from the CSP itself, where the CSP wants proof of the quality of its cloud services which can then
be presented to potential CSCs.

8.2.4[5 Report audit results

This
on a

hctivity involves providing a documented report of the results of performing an‘audit
biven cloud service or on a CSP or on a CSC’s use of a cloud service. The fopm of the

for example
documented

repoit can be prescribed by the audit scheme that is being used. The results of the‘audit cah be given to

the CPP, or possibly on request to a CSC, depending on the business situation, 6t the legal cdntext.

8.2.4]6 Acquire and assess customers

This activity includes the tasks required to market and sell cloud-séxVices up to the point{where a CSC

agreds a contract to use one or more services. This cloud computing activity includes:

— groviding information to potential customers about ayailable services and associated SLAs and
dontract terms;

— regotiating terms and prices with customer;

— adssessing the customer’s needs and requirements for cloud services.

NOTE The CSC needs assessment activity, includes the actions taken to determine and addfess the CSC’s

requirements as identified by a gap analysis performed looking at the customer’s current capabilities and their

desirgd future capabilities.

8.2.4]7 Assess marketplace

This
meet

hctivity focuses on assessing the current cloud services marketplace to find cloud se
the customers’ requirements. This cloud computing activity includes:

Fvice (s) that

(%)

=

urveying the product offerings of CSPs, obtaining both technical and business inform
ubscribingfo-and receiving notifications of changes to the content of CSPs' product ca

hatching-the product offerings to the customer's needs and requirements, includii

htion;
talogues;

g technical,

usinéss and regulatory aspects.

8.2.4.8 Setuplegal agreement

This activity concerns the service agreement between the CSC and the chosen CSP(s). This involves
negotiating the service agreement between the CSC and the chosen CSP(s), aiming to meet the
customer’s needs.

8.3 Cross-cutting aspects

8.3.1 General

Cross-cutting aspects include both architectural and operational considerations: Cross-cutting aspects
apply to multiple elements within the description of the CCRA or in connection with its operation as
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an instantiated system. These cross-cutting aspects are shared issues across the roles, activities and
functional components.

Some cross-cutting aspects can apply to other cross-cutting aspects, so, for example, governance
applies to functional elements as well as to the cross-cutting aspects of performance and security.

For the CCRA, the cross-cutting aspects shall be as described in ISO/IEC 22123-2:2023, Clause 7. The
following clauses further elaborate on critical cross-cutting aspects.

8.3.2 Auditability

The capabilj
operation an
of cloud ser}
associated s
by means o
certification|
the CSNs.

The audit it
availability

records and
governing ag

8.3.3 Gov

d use of a cloud service, for the purpose of conducting an audit. Related to the gover:
Fices is the assurance that those services are provided and used in consistency,wit

independent audits of services. An audit typically consists of an audit, ceport or
made available to the parties of the associated service agreements: the CS€s, the CSP

elf depends upon data and evidence being available, relating ta the usage, environ
ind performance of services and associated resources. Such.data and evidence ind
logs of activities and conditions of the operational environments of all parties (
reements. These records and logs need to be collected and'maintained in a secure ma

ernance

h the

brvice agreements between the CSCs, CSPs and CSNs. This assurance is most often achfieved

audit
s and

ment,
ludes
f the
nner.

The individfial governance practices used by CSCs and CSPs exist on a continuum from simple to

sophisticate
governance
requirement
contractual

8.3.4 Inte

Interoperabi
service and
Typically, int
one that is p

] and are encapsulated within their role. It.is\the responsibility of each role to imple
hccording to their needs. Cloud governanceg,is cited as a cross-cutting aspect because

for transparency and the need to ratiofialize governance practices with SLAs and
blements of the CSC to CSP relationship.

roperability

lity in the context of cloud computing includes the ability of a CSC to interact with a
exchange information dc¢ording to a prescribed method and obtain predictable re
eroperability implies that the cloud service operates according to an agreed specific

ment
bf the
other

cloud
sults.
htion,

pssibly standardized.The CSC should be able to use widely available ICT facilities in-house

when interafting with the eloud services, avoiding the need to use proprietary or highly specidlized
software.
Interoperability also-includes the ability for one cloud service to work with other cloud services, ¢ither

through an (
services in s

SP:primary inter-cloud provider relationship, or where a CSC uses multiple different
pme(form of composition to achieve their business goals.

bhaoyzond sl o 3z amcalizag o tha i

Qider cbyn

cloud

Interoperab

tohbhnc d oy acth dolca 3ol o oo ot
llL)’ SDLICLLUIICU O U\/)’ UITU LUIIU CIUUU SUT VICUOS LIIVITIOUIVO O dITU dIoU TIIVIUUL O LIICU ITItCTI dL LIvIl

bf the

CSC with the cloud service management facilities of the CSP. Ideally, the CSC should have a consistent
and interoperable interface to the cloud service management functionality and be able to interact with
two or more CSPs without needing to deal with each provider in a specialized way.

Standards are implemented in order to support interoperability between components or to support the
portability of data or of program components. The implementations should support the evolution of the
standards used, both from an earlier version of a standard to a later version, or from one standard to a
different one, while minimizing disruptive changes.

8.3.5 Maintenance and versioning
A significant item relating to governance is the maintenance of services and underlying resources.

Maintenance can take place for a variety of reasons, including the need to fix faults and also the need to
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upgrade or extend facilities for business reasons. Maintenance actions can have the effect of changing
the behaviour of cloud services - in particular changes can affect how a service operates when used by
a customer.

It is important to distinguish between maintenance performed by the CSP and maintenance performed
by the CSC. In the case of a SaaS service, it is likely that virtually all maintenance actions are to be
performed by the provider. In the case of [aaS and PaaS services, the application components belong to
the CSC and the CSC is responsible for the maintenance of those components. The provider is responsible
for the environment in which the application components run, which varies depending on the details
of the service, but which can include such elements as the hardware resources, operating system, or
middleware.

On th
or fix

e one hand, it can be in the customer's interests that a service or service platforimpe upgraded

ed. On the other hand, any changes to the behaviour of a service can have a negatiy
1stomer, possibly requiring changes to application components and to customer IC’
g for retraining of customer service users. As a result, it is important that maintenanc
ject to governance practices that are transparent to the customer.

the c
callin
is suh

fenance practices should be documented in the SLA for the cloud services and shoul
ility for the customer to report problems and request fixes and@lso a mechanism f

system level used in an IaaS$ service), so that it is clear to the €ustomer that a particular
use. It is important that the service be given a new version‘label when maintenance of a ¢
occups

d be available in parallel with the new versions for an agreed period of time.

8.3.6| Performance

Perfo
folloy

rmance includes a set of non-functional facets, relating to the operation of a cloud
ving can also apply:

vailability of the service;
esponse time to complete service requests;
ata centre netwdrR IP address pool and/or virtual local area network (VLAN) range ¢

Whet
apply

e the servicelinvolves running an application (IaaS, PaaS) then the same facets of
to the behaviour of the application running in the CSP's environment.

Depe
accor]

hding“on the charging model, the ability of the cloud service to scale its use of
dahce’ with the terms of the SLA can also be an important facet of performance

ye impact on
[ systems or
e of services

1 include the
r the CSP to

he operating
version is in
loud service

f the service

service. The

apacity.

berformance

resources in
Performance

should ] ]
should be monitored durmg operation of the cloud service to ensure that the servic
performance terms of the SLA.

8.3.7 Portability

hese metrics
e meets the

Portability is significant in cloud computing since prospective CSCs are interested in avoiding lock-
in when they choose to use cloud services. CSCs need to know that they can move CSC data or their
applications between multiple CSPs at low cost and with minimal disruption. The amount of cost and
disruption that is acceptable can vary based upon the type of cloud service that is being used.

For example, if a CSC organization is considering moving from one IaaS CSP to another, the CSC should
be able to take its data and the virtual machine (VM) image and get it up and running on an equivalent
[aaS service in a relatively straightforward manner. In a SaaS environment, when a CSC organization
wants to move a SaaS application to a different CSP (i.e. switch SaaS service providers), the CSC needs to
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be able to take their data with them, but the rest of the switching cost can include exporting, mapping
and importing the data into the new CSP's SaaS application, and that cost is a function of how well the
data models and formats of the two SaaS CSPs line up. Ideally, SaaS CSPs should adopt standard data
interchange format(s) relevant to their application domain. Changing between SaaS applications can
also involve the CSC adapting to a new service interface (which relates to the interoperability of the
service).

However, since different cloud capabilities types can have different requirements related to portability,
it is more useful to focus on specific types of portability such as cloud data portability and cloud

application portability.

CSC data is 3

the ability t
storage devi

Cloud applig
instance or 3
components
support of |
about the re
components

8.3.8 Protection of Personally Identifiable Information

Protection of PIl is described in ISO/IEC 22123-2, 7.9.

CSPs should
disposition d

One of an or
information
and informa
the CSPs.

In many juri
cloud servic

Statutory, ré
change the 1
to governan

8.3.9 Revs

The principl
they indicatg
CSC to retrig

class of data nh}'or‘fc under-the control of the CSC. Cloud -data pnrt‘:\hi]ify allows the

h copy CSC data into or out of a cloud service by network access or physical trans
Ces.

machine image (IaaS service) from one CSP to another CSP, or the migration of applig
(PaaS service) from one CSP to another. In both cases, there is a rélated aspect
portability of metadata relating to the application components, providing inform
ationships of program components and about the required infrastgucture for the pro
(e.g. load balancing configuration, firewall settings).

protect the assured, proper, and consistent colléction, processing, communication, us
f personally identifiable information (PII) in f€lation to cloud services.

banization's key business imperatives is t&’ensure the protection of personally identi
(PII). Though cloud computing provides:a flexible solution for shared resources, soft

s to store and process Pll.gften has to conform to those rules and regulations).

gulatory, and legal requirements vary by market sector and jurisdiction, and the
esponsibilities of beth CSCs and CSPs. Compliance with such requirements is often re
fe and risk management activities.

ersibility

b of the-right to be forgotten" can also apply, in that the CSC has a right to expect that

CSCs
fer of

ation portability allows the migration of items such as a fully-stopped virtual malchine

ation

of the

ation
gram

e and

fiable
ware

Fion, it also poses additional confidentiality challenges to CSCs using cloud services and for

sdictions, there are strict rules and regulations applied to the handling of PII (any yse of

y can
lated

once

 to the CSP their intention to cease use of the service(s), there is an orderly process

|

ve eloud service customer data and their application artefacts and that the CSP delefes all

r the

copies and does not retain any materials belonging to the CSC after an agreed period.

8.3.10 Security

8.3.10.1 General

It is critical to recognize that security is a cross-cutting aspect of the architecture that spans across all
views of the reference model, ranging from physical security to application security. Therefore, security
in cloud computing architecture is not solely a cross-cutting aspect under the control of CSPs, but also
affects CSCs and CSNs.

Cloud computing systems can address security requirements such as authentication, authorization,
availability, confidentiality, non-repudiation, identity management, integrity, audit, security monitoring,
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incident response, and security policy management. This clause describes cloud computing specific
perspectives to help analyse and implement security in a cloud computing system.

Security capabilities for cloud services include: access control, confidentiality, integrity and availability.
Security for cloud computing is described in detail in other specifications.

Security capabilities also include the management and administration functions which are used to
control cloud services, underlying resources and the use of cloud services, with particular attention
applied to access control for users of these functions. This is in addition to:

— facilities to enable early detection, diagnosis and fixing of cloud service and resource related
problems;

— secure logging of access records, activity reports, session monitoring and packet inSpeftions on the
rnetwork;

— rovision of firewalling, and malicious attack detection and prevention forythe CSPs’ §ystems. One
user should not be able to disrupt other users’ use of cloud services.

Intrapet level security should be provided on the network connecting the CSC to the CSP [e.g. through
the upe of VPN capabilities).

Secufity measures in cloud computing exist to address a series of threats that relate to thd use of cloud
servifes by CSCs, which affect both CSCs and CSPs. These thfeats are more fully descriped in other
specifications, such as ISO/IEC 27018.

8.3.10.2 Distribution of security responsibilities

A CSP and a CSC have differing degrees of control‘over the computing resources in a cloud computing
system. Compared to traditional information technology systems, where one organization has control
over the whole stack of computing resources and the entire life-cycle of the systems, C3Ps and CSCs

The split of control means that both\roles now share the responsibilities in providihg adequate
protections to the cloud computing-systems. Security is a shared responsibility. Secuifity controls,
i.e., measures used to provide protections, need to be analysed to determine which role {s in a better
positjon to implement such €ontrols. This analysis needs to include considerations frgm a service
category perspective, where-different cloud service categories imply different degreds of control
betwgen CSPs and CSCs. [t\is important to provide a clear definition of the responsibilities of both the
custgmer and the provider and to ensure that all aspects of security are covered, to avoid r¢sponsibility

For ekample, a€eoeuint management controls for initial system privileged users for an laa$ service are
typicplly performed by the IaaS CSP meanwhile application user account management for the application
deplgyed to'that laaS service is typically the responsibility of the CSC who deploys the appljcation using
the [qaS/service. By contrast, for a SaaS apphcatlon service, the account management controls for all
types s third party
authentlcatlon)

8.3.10.3 Cloud service category perspectives

A cloud service category defined in ISO/IEC 22123-1 is a group of cloud services that possess some
common set of qualities. Cloud service categories present CSCs with different types of service
management operations and expose different entry points into cloud computing systems, which in turn
also create different attack surfaces for adversaries. Hence, it is important to consider the impact of
cloud service categories and their different issues in security design and implementation.

For example, SaaS provides users with accessibility of cloud computing offerings using a network
connection, possibly over the Internet and through a Web browser. There has been an emphasis on Web
browser security in SaaS cloud computing system security considerations. CSC:cloud service users of
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[aaS services are typically provided with VMs that are executed on hypervisors on the hosts, therefore,
hypervisor security for achieving VM isolation has been studied extensively for [aaS CSPs that use
virtualization technologies.

8.3.10.4 Implications of cloud deployment models

The different cloud deployment models have important security implications. One way to look at the
security implications from the deployment model perspective is the differing level of exclusivity of
tenants in the deployment model. A private cloud is dedicated to one CSC organization, whereas a public
cloud can have tenants from many different organizations co-existing with each other.

Another wa
boundaries. |For example, an on-site private cloud service can or cannot need additional boundary
controllers at the cloud service boundary when the private cloud service is hosted on-Sit& within
the CSC organization's network boundary, whereas an outsourced private cloud tendsto requiie the
establishment of such perimeter protection at the boundary of the cloud services.

8.3.10.5 Data protection strategy and responsibility

Protection of data assumes a new dimension in cloud computing. An organization can opt to stdre its
data in cloud service but then the data protection responsibility and accotihtability needs to be aokreed
upon clearly] The first step that the CSC takes is to properly catalogue the'data and identify its sensitivity
and the risk to the business of its leakage, loss or corruption. (See ISOAEC 27002 as a reference for how
to identify the sensitivity of data).

Encryption
where the C
responsible

8.3.11 Sery
Service level

The cloud cd
and a CSC ba
delivered. It

s a potential technique to use but then key management has to be given considej
5C or any third party manages the keys. If the.kéys are managed by the CSP then the
for logical and physical control of the keys ag-well as the data.

ice levels and service level agreements
s and service level agreements aredéscribed in ISO/IEC 22123-2, 7.14.

mputing service level agreemernt (cloud SLA) is a service level agreement between
sed on a taxonomy of cloudcomputing specific terms to set the quality of the cloud ser
characterizes quality of the cloud services delivered in terms of:

— aset of measurable properties specific to cloud computing (business and technical);

a given d

For instance
cloud servic
remedies for
explicitly no

et of cloud comiputing roles (CSC and CSP and related sub-roles).

CSCs needa cloud SLA to specify the technical performance requirements of one or
ps. A clod)SLA can cover terms regarding the quality of service, security, performand
failures'to meet the terms of SLA. A CSP can also list within the cloud SLA a set of pro
I nfade to CSCs, i.e. limitations and obligations that CSCs need to accept. A cloud SLA s

ation
y are

h CSP
vices

more
e and
mises
hould

define the c

ssification of data objects (i.e cloud service customer data, cloud service provider

data,

and cloud service derived data), who has access and control of data objects in these data classifications
and how they can be used.

The service level agreement should specify information relating to the availability of the services, the
confidentiality and integrity of the services and the access controls which apply to the services. The
service level agreement should specify how any personally identifiable information is to be handled in
relation to the cloud services.

The service agreement - alternatively known as the master service agreement (MSA), terms of
service (ToS), terms and conditions (T & C), or simply “the contract” - is the higher order document in
agreements between parties and the service level agreement (SLA) is subservient. This is an important
distinction because the SLA acronym is frequently, and incorrectly, used to reference the contractual
relationship as a whole - a role that an SLA alone is incapable of performing. The service agreement
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addresses the whole of the contractual relationship and therefore contains contractual elements not
directly related to cloud computing.

9 Functional view

9.1 Functional architecture

9.1.1 General

The functional architecture for cloud computing describes cloud computing in terms of a high level set
of fulpctional components. The functional components represent sets of functions that ar¢ required to

perform the cloud computing activities described in 8.2 for the various roles and sub-rple

cloud computing.

The

5 involved in

nctional architecture describes functional components in terms of a layering framgwork where

specific types of functions are grouped into each layer and where there are/interfaces

funct
9.1.2

9.1.2

Thel
layer

The f]
Thel

U

E

S|

I

ional components in successive layers.
Layering framework

1 General

hyering framework used in the CCRA has four layers;y plus a set of functions which spa
5. The four layers are:

ser layer;

ccess layer;

ervice layer;

esource layer.

linctions which span the layers are called the multi-layer functions.

hyering framework is shown diagrammatically in Figure 11.

between the

s across the

User layer Multi-layer
functions

Access layer

Service layer

Resource layer

Figure 11 — Cloud computing layering framework
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Each of the layers in the framework is described in the following sub-clauses.

9.1.2.2 User layer

The user layer is the user interface, through which a CSC role interacts with a CSP role and with cloud

services, per

NOTE

form customer related administrative activities, and monitors cloud services.

service user) and any available cloud service.

9.1.2.3 Access layer

The user layer represents all of the functions required for the interface between a CSU (a CSC:cloud

The access 14
available in
the administ

The access

mechanisms
which can |
access layer
The Access

and for valid
responsible

The access |}

user layer (¢

services).

The access 13
accepts CSC

9.1.2.4 Se

The service
contains ang
hypervisors
users via thd

The service
in the resout
SLA relating

9.1.2.5 Re

The resourcs

yer provides a common interface for both manual and automated access to the capab

ration and business capabilities.

ayer is responsible for presenting cloud service capabilities over ome -6r more 3
- for example, as a set of web pages accessed via a browser, or as a, set of web se
e accessed programmatically, on secure communication. Another|responsibility
is to apply appropriate security functionality to the access to,¢loud service capabi
[Layer is responsible for authenticating the request through:thé use of user crede
ating the authorization of the user to use particular capahilities. The access layer i
for handling encryption and checking for request integrity, where required.

g. service requests to the CSP) and the traffic towards the user layer (e.g. output of

yer passes on validated requests to the components in the services layer. The access
br CSP’s cloud service consumption requests to access CSPs’ services and resources.

rvice layer

layer contains the implementation of the services provided by a CSP. The service
| controls the software compenents that implement the services (but not the undet
host operating systems, device drivers, etc.), and arranges to offer the cloud servi
access layer.

mplementation software in the service layer in turn relies upon the capabilities av
ce layer to provide the services that are offered and to ensure that the requirements
to the servicés are met, for example through the use of sufficient resources.

source layer

3

lities

the services layer. These capabilities include both the capabilities of the servicesydnd also

ccess
vices
f the
lities.
ntials
b also

ayer can also be responsible for enforcing QoS pglicies on the traffic coming froyn the

cloud

layer

layer

lying
es to

lable
fany

P layer 1ncludes equlpment typlcally used in a data centre such as servers, network sw

and routers
operating sy

stems hyperv1sors dev1ce drivers and generic systems management software

The resource layer also includes the cloud transport network functionality which is required to provide
underlying connectivity between the CSP and the CSC(s), as well as within the CSP and among peer
CSPs.

For a CSP to provide services consistent with the cloud SLA, the CSP can require dedicated and/or
secure connections between CSUs and the CSP.
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9.1.2.6 Multi-layer functions

The multi-layer functions include a series of functional components that interact with functional
components of the above four other layers to provide supporting capabilities including and not limited
to:

— operational support systems capabilities (runtime administration, monitoring, provisioning and
maintenance);

— business support systems capabilities (product catalogue, billing and financial management);

— security systems capabilities (authentication, authorization, auditing, validation, encryption);

— ihtegration capabilities (linkage of different components to achieve required functionality);

— development support capabilities (involving the creation, testing and lifecycle mahagement of
ervices and service components).

(%)

9.2 |Functional components

9.2.1] General

This flause describes the cloud architecture in terms of the cominon set of cloud computing functional
components. A functional component is a functional element of the CCRA which is used t¢ perform an
activity or some part of an activity and which has an implefnentation artefact in a concrete realization
of thq architecture, e.g. a software component, a subsystém or an application.

Figurne 12 presents a high level overview of the CCRA functional components organized by means of the
layer|ng framework.

User layer Multi-layer functions
User Business Administrator Integration Security Operational Business Development
function function function systems support support support
systems systems
Security /Authentication| Service Product Developer
Access layer integration and identity catalogue catalogue environment
management
Access control OqpAection Provisioning
management
. Account
Monltorm‘g management
Monitoring Authorization and reporting
integration and
security policy|| || Service policy )
Service layer management || [| management ||| subscription Build
management management
Service Business Administration Service
capabilities capabilities capabilities automation
Service
integration Encryption Service level Billing
Service management management
orchestration Incident and
problem Test
management
Resource layer - g Accounts management
]?eer service Platform and
Resource abstraction integration virtualization
and control management
- Peer service
Physical management
resources

Figure 12 — Functional components of the CCRA
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9.2.2 User layer functional components

9.2.2.1 General

The user layer functional components include:

business

user function;

function;

administration function.

The cloud s{
categories, f
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5 and administration services.

e that is presented to the user of the cloud service encompasses the primary/function
. This is distinct from the interface that is used to manage the use of the cloud servic

uTction functional component supports the CSC:cloud service-user to access and use

hager including the selection and purchase of cloud services; the accounting and fing

rvices that are presented to CSC:cloud service users can be broken down into twe_l

cloud services, tailored for different types of capabilities.

r function

use service activity). In some cases the user function functional component can be as s
running on a user device. However, in other cases, it can involve a sophisticated enter
ing business processes, applications, middleware and associated infrastructure.

siness function

s function functional component suppeikts the cloud computing activities of the

| relating to the use of cloud servig¢es. It should be noted that business capabilitie
ffered via cloud services.

ministration function

tration function functienal component supports the cloud computing activities ¢
rvice administrator\This includes functions for the administration of user identitie
monitoring of séryvice activity and usage, event handling and problem reporting.
on capabilities‘apve only accessed using cloud services.
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The access layer functional components include:

busi
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access control:

service access;

ness access;

administration access;
development access.

connection management.
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9.2.3.2 Access control

Access control limits users to the use of particular services. Principally, access control involves
authentication of a user, through the presentation and validation of credentials, followed by the
authorization of this authenticated user to use specific services. Associated with this is identity
management.

Access control for cloud services, the resources they depend on, and the related control functions
should be provided.

9.2.3.3 Service access

The gervice access functional component provides access to the cloud services offered by the CSP.

9.2.314 Business access

The Qusiness access functional component provides access to business capabilities offere¢l by the CSP,
as implemented by the business support systems.

9.2.3|5 Administration access

The administration access functional component provides access\to administration capabilities offered
by the CSP, as implemented by the operational support systems,

9.2.316 Development access

The development access functional component<provides access to a set of capabilities within
the provider's system that supports the development, test and maintenance of cloud service
impldmentations.

9.2.3{7 Connection management

The gonnection management functional component provides enforcement of QoS policies regarding the
traffic from and/or to the user layer functional components. The connection management functional
component interacts with the multi-layer functions to retrieve policies stored there and epforces them
locally in the access layer.

9.2.4| Service layer functional components

9.2.4]1 General

The service layer functional components include:

— service capabilities;

— business capabilities;
— administration capabilities;

— service orchestration.

9.2.4.2 Service capabilities

The service capabilities functional component consists of the necessary software required to implement
the service offered to CSCs. It implements the functionality defined by the service interface, i.e. the
interface offered to CSCs, independent of the service implementation.
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9.2.4.3 Business capabilities

The business capabilities functional component provides a set of capabilities for accessing the business
function related to the provision of cloud services. The business function itself is contained within the
business support systems functional components.

9.2.4.4 Administration capabilities

The administration capabilities functional component provides a set of capabilities for accessing the
administration function related to the provision of cloud services.

The adminis iness

support systlems functional components.

9.2.4.5 Sefvice orchestration

jon of
cifies

The service ¢rchestration functional component provides coordination, aggregation ahd composit
multiple seryice components in order to deliver the cloud service. Service orchestration also spe
the required cloud resources and the dependencies between the resources.

9.2.5 Resgurce layer functional components

9.2.5.1 General

The resourc¢ layer functional components include:

resourcg¢ abstraction and control;

— physicalresources.

9.2.5.2 Resource abstraction and control

The resourc
physical con
efficient, sec
component ¢
specifies the

The resourc
rapid elastid
functional ¢

b abstraction and control functional component is used by CSPs to provide access
hputing resources through, software abstraction. Resource abstraction needs to e
ure, and reliable usage of thé€ underlying infrastructure. The control feature of the funcf
bnables the managemerit of the resource abstraction features. Service orchestratior
required cloud resources and the dependencies between the resources.

ity, resource,pooling and on-demand self-service. The resource abstraction and cq
bmponent €an ‘include software elements such as hypervisors, virtual machines, v

o the
nsure
ional
1 also

e abstraction and_control functional component enables a CSP to offer qualities sulch as

ntrol
rtual

data storage} and timessharing.

The resourde abistraction and control functional component enables control functionality, eng
monitoring gnd management capabilities implemented in the operational support systems functional
component (See 9:2:6.3) For example, there cam be a centratized atgorithmm to comntrol, corretate and
connect various processing, storage and networking units in the physical resources so that together
they deliver an environment where NaaS$, [aa$, PaaS or SaaS cloud service categories can be offered.
The controller can decide which CPUs and/or racks contain which virtual machines executing which
parts of a given cloud service’s workload, and how such processing units are connected to each other,
and when to dynamically and transparently reassign parts of the workload to new units as conditions

change.

bling

The decision whether the physical resources are virtualized or not depends on the workload
characteristics to be run. For many cloud services’ workloads (e.g. related to Compute as a Service and
Data Storage as a Service) it is convenient to virtualize the underlying physical resources, especially
since virtualization enables some scenarios which basically cannot be realized with a physical
infrastructure (e.g. scenarios related to image management or dynamic scaling of CPU capacity as
needed). For other workloads (e.g. analytics and/or search) it is required to have maximum compute
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capacity and use hundreds or thousands of nodes to run a single specialized workload. In such cases
non-virtualized physical resources can be more appropriate.

9.2.5.3 Physical resources

The physical resources functional component represents the elements needed by the CSP to run and
manage the cloud services that they offer.

Physical resources include hardware resources, such as computers (CPU and memory), networks
(routers, firewalls, switches, network links and network connectors), storage components (hard disks)
and other physical computing infrastructure elements. These resources can include those that reside
inside . i . . i - networks),
and those that reside outside of data centres, typically networking resources, such as inter-data centre
netwprks and core transport networks.

All the elements of the physical resources are managed from the operational support systems functional
component, with the capability to place instances of each cloud service onto the’resourceg as required
to safisfy customer requirements. Typically, the operational support systems functional component
itselffruns on some part of the physical resources.

9.2.6/ Multi-layer functions
9.2.6/1 Integration functional components

9.2.6/1.1 General

The Integration functional components are respensible for connecting functional components in
the 4qrchitecture to create a unified architecture. The integration functional compongnts provide
messhge routing and message exchange meghdanisms within the cloud architecture and its functional
complonents as well as with external functional components. Message routing can be baseld on various
criteria, e.g. context, policies.

The iptegration functional componenbs include:
— security integration;

— nmonitoring integration;

— sgrvice integration;

— [peer servicedntegration.

9.2.6/1.2 . Security integration

The decurity integration functional component provides integration to security capabilitjes including
authenttcatiomr—authorizatiom—encr yption arrdt ttegrity—ver Hfeatiomrand—to puliLy fnrecHanisms that
relate to security capabilities.

9.2.6.1.3 Monitoring integration

The monitoring integration functional component provides connection from functional components in
the access layer, services layer and resource layer to the monitoring and reporting capabilities of the
operational support systems.

9.2.6.1.4 Service integration

The service integration functional component provides connections to services running within
the provider's environment. The service integration functional component is an essential aspect of
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virtualizing the services so that, for example, their location and implementation details are hidden
from the components that depend on those services.

9.2.6.1.5 Peer service integration

The peer service integration functional component is used to connect to services of peer CSPs in a
controlled fashion, with appropriate security and with appropriate accounting for the usage, linking
back to the identity of the CSC. The peer service integration functional component also virtualizes the
links to the target services, so that the details of those services can change dynamically without impact
on the functional components that reference the services.

9.2.6.2 Sefurity systems functional components

9.2.6.2.1 (eneral

r systems functional components are responsible for applying security related comtrols
the security threats in cloud computing environments. The security'systems functional
encompass all the security facilities required to support cloud serviges.

The security
to mitigate
components

The security] systems functional components include:

authentication and identity management;

authoriz

ation and security policy management;

encryptjon management

9.2.6.2.2 Authentication and identity management

The authent|
user identiti
their related

ication and identity management functional component provides capabilities relating to
bs and the credentials required to authenticate users when they access cloud servicels and
administration and business capabilities.

Identity maagement can involve federated-identity management to permit users to employ the [same

identity and
and unified {

9.2.6.2.3 4

The authori
the control
policy mana

credentials to access multiple cloud services, providing capabilities such as single si
quthentication.

\uthorization andssecurity policy management

vation and security policy management functional component provides capabilitie
hind application of authorization for users to access specific capabilities or data. Se
bement provides for the definition and application of security policies which relate to

bn-on

s for
rvice
cloud

services.

9.2.6.2.4 Encryption management

The encryption management functional component provides capabilities relating to the encryption
of data, whether data at rest or data in motion. Encryption key management and encryption scheme
selection are some of the capabilities provided.

9.2.6.3 Operational support systems functional components

9.2.6.3.1 General

The operational support systems functional components encompass the set of operational related
management capabilities required in order to manage and control the cloud services offered to
customers.
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The operational support systems functional components include:
— service catalogue;

— provisioning;

— monitoring and reporting;

— service policy management;

— service automation;

J— sarvice level managomont:
Ty ree ey e 5 Srrrerre 5

— ifcident and problem management;
— platform and virtualization management;

— peer service management.

9.2.6/3.2 Service catalogue

The dervice catalogue functional component provides a listing of-all the cloud services of|a particular
CSP. A service catalogue can contain/reference all relevant teehnical information required to deploy,
provision and run a cloud service.

9.2.6/3.3 Provisioning

The provisioning functional component provides:the capabilities for provisioning services, both
in terms of the provisioning of service implementations and of access endpoints and the workflow
required to ensure that elements are provisioned in the correct sequence.

Provisioning also includes managing cloudiresource requirements and allocating quotas.

9.2.6{3.4 Monitoring and reporting
The onitoring and reportingfunctional component provides capabilities for:

monitoring the cloud computing activities of other functional components throughqut the CSP's
system. This includés-the functional components that are involved in the direct use of cloud services
By the CSC:cloud ‘service users such as the service access and service implementatiion (e.g. the
ihvocation of aicloud service operation by a particularuser). Thisalsoincludes functionalcomponents
involved inthe'support of cloud services, such as functional components in the operatipnal support
slystems (OSS) itself like the service automation functional component (e.g. the provjisioning of a
servicesinstance for a particular customer);

— previding reports on the behaviour of the CSP's system, which can take the form [of alerts for
behaviour which has a time-sensitive aspect (e.g. the occurrence of a fault, the completion of some
task), or can take the form of aggregated forms of historical data (e.g. service usage data);

— storage and retrieval of monitoring and event data as logging records.

There is a need to guarantee the availability, confidentiality and integrity of the logging records held
by the monitoring and reporting functional component. For multi-tenant cloud services, there is also
a need to design access to the records so that particular tenants can only gain access to information
about their own tenancy and about no other tenancy.
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9.2.6.3.5 Service policy management

The service policy management functional component provides capabilities to define, store and
retrieve policies that apply to cloud services. Policies can include business, technical, security, privacy
and certification policies that apply to cloud services and their usage by CSCs.

Some policies can be general and apply to a cloud service irrespective of the customer concerned. Other
policies can be specific to a particular customer.

9.2.6.3.6 Service automation
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functional component holds the service templates which define the cloud. ©eomp

 workflows required to provision and deliver a specific entry in the service catalogu

e provisioning can be automated in order to support scalable resource operations, incl
h and charging.

e administration activities of the CSC can be capable of being@utomated and nee
ntervention by the CSP.

hutomation functional component works with the provisioning functional componen
ration functional component to achieve its goals.

ervice level management

level management functional component provides capabilities for managing the sg
irticular cloud service, aiming to ensure that-the cloud service meets the requireme
th applies to the service.

evel management functional componént manages the capacity and performance relat
ce. This can involve the application’of service policies (e.g. a placement rule which ai
points of failure).

level management functional component obtains monitoring information fron

(PIs) for the cloud service. Capacity is allocated or de-allocated based on the basis of

level management functional component also keeps track of the overall state of allo
b resources,~The comparison of allocated capacity against cloud service performance
the identification of current or potential bottlenecks, in support of capacity planning
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9.2.6.3.8 Ilncident and problem management

The incident and problem management functional component provides capabilities for the capture of
incident or problem reports and managing those reports through to resolution.

Incidents and problems can be detected and reported by the CSP's systems, or they can be detected and

reported by

CSCs.

9.2.6.3.9 Platform and virtualization management

The platform and virtualization management functional component provides the capabilities for
managing the underlying resources of the CSP (compute, storage, networking) and for virtualizing the

use of those

44

resources (e.g. by means of hypervisors).
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esources are typically organized into resource pools with key characteristics:

— standardized hardware componentry and configuration;

— readily expandable through the additional of new hardware capacity;

— a

utomated shifting of resources as workload needs change;

— protection and isolation of neighbouring workloads and data;

-3:2023(E)

— reduce and/or eliminate downtime through movement of workloads and data between resources;
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3.10 Peer service management

eer service management functional component provides capabilities for connécting tl
tional support systems and business support systems to the administration cap
ess capabilities of peer CSPs, in respect of peer cloud services that areyused by the pr

eer service management functional component is responsible for{establishing the coj
5) required, and for passing appropriate identity and credentials'with requests mad

4 Business support systems components

4.1 General

business support systems functional components encompass the set of bus
gement capabilities dealing with customers and supporting processes.

usiness support systems functional cemponents include:
roduct catalogue;

ccount management;

ubscription management;

netering and billing;

ccounts.

4.2 Product catalogue

nergy use).

he provider's
hbilities and
vider.

nmunication
e to the peer

ness-related

L of available

roduct catalogue functional component provides capabilities for CSCs to browse a lis

servi

ce.0fferings which they can purchase, plus a set of capabilities for the management of the content

of the catalogue which are available to staff of the CSP. It can also serve as a service entry for cloud
products for customers to create resources.

Product catalogue entries consist of technical information about each of the service offerings
(capabilities provided by the service, interface definitions for the service including available service
operations, security information), plus related business information such as pricing or rating.

9.2.6

4.3 Account management

The account management functional component provides capabilities for managing CSC relationships,
including:

— mnanagement of contracts;
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— subscriptions to cloud services;

— entitlements;

— service pricing, which can involve customer-specific terms such as discounts;
— the policies that apply to the treatment of cloud service customer data.

The account management functional component and its related database(s) are subject to stringent
requirements for availability and security due to the importance and the sensitivity of the data related
to customer accounts.

9.2.6.4.4 Subscription management

The subscription management functional component handles subscriptions from CSCs to ‘particular
cloud servidges, aiming to record new or changed subscription information from thefeustomef and
ensure the delivery of the subscribed service(s) to the customer.

9.2.6.4.5 etering and billing
The metering and billing functional component has capabilities for:

— the metg¢ring and rating of the use of cloud services by CSCs - where-metering is the measurgment
of the cqnsumption of cloud services by each CSC and rating is the:application of pricing sche(dules
to the mietering data. The form of the metering data depends ofithe nature of the cloud servide and
the pricing schedules can involve customer-specific terms-{g.g. discounts) and require algorithmic
applicatjon against the metering data;

— the gendration of invoices based on the charges for thelise of cloud services created by the meflering
and ratipg function, and the transmission of the invoices to the CSCs. Invoice data is also 1gdged
with thg accounts functional component and the account management functional component;

— metering management provides cloud resaurce order information and consumption details of|CSCs.
Order information records the order information about the CSC’s creation, allocation and destryction
of resoufces. The consumption details‘tecord the CSC's resource consumption information inf each
metering cycle;

— costaccpunting and apportionment of cloud products and cloud services cost element arrangement,
cost unif price calculation and cost apportionment.

9.2.6.4.6 ccounts

The accounts functietial component holds the capabilities relating to general ledger and general
accounting functiehs;’including accounts receivable and accounts payable. The accounts functional
component if uséd for accounting for the CSP organization itself and does not deal with the maintenance
of individua] cuStomer accounts (those are handled by the account management functional compohent).

9.2.6.5 Development support functional components

9.2.6.5.1 General

The development support functional components support the cloud computing activities of the
cloud service developer. This includes support of the development and/or composition of service
implementations, build management and test management.

The development support functional components include:
— developer environment;

— build management;
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