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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

Everybody, who processes confidential, personal and/or sensitive data, for themselves or on behalf of
others, is obliged to ensure an adequate and secure disposal and destruction of data carrier.

Secure destruction means in this regard, that the data carriers, on which the information in need of
protection is represented, are destroyed in a way, that the reproduction of the represented information
are either impossible or most widely aggravated (ISO/IEC 21964-1 and ISO/IEC 21964-2).

Not just the secure destruction itself should be noted, but also the whole process from the point of origin
through to the environmentally friendly recycling/disposal in accordance with laws and regulations
currgntly in force.

© ISO/IEC 2018 - All rights reserved v
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3.2 Procdss definition

Figure 1 — Datagarrier destruction

Variety 1 (Variety 2 Variety 3 h
Data carrier destruction Data carrier destruction Data carrier destruction
directly by the on-site by a off-site by a
data controler service provider service provider
Organisation and staff Organisation and staff Organisation and staff
Collection point for data Collection point for data Collection point for data
carrifr destruction carrier destruction carrier destruction
collection, collection, where collection, whete
where necessary necessary storage necessary storage
storage l l
on-site Transport to the external
Transport service provider
collection,
where necessary
storage
diredt data carrier on-site data carrier, destruc- off-site data carrier, destruc-
Y dlestruction ) Y tion by a service proyvider tion by a service providef

/

The identified technical and organizational measures, resulting from a risk analysis, shall ehsure

the protectipn requirements by considering the state-of-the-art of restoration technologies.

u

[hese

protection requirements shall be\adequate for the risks that may emerge by the destruction prjpcess
itself, and the kind of data to protect.

To protect data from misuse, it requires a security- and control system, which ensures a reliable
quality of thie destruction process either on-site at the data controller or off-site at a service proyider.
The protective purpese is the prevention of data abuse. Taking into account economical and adequacy
consideratiopns, the'data carriers intended to be destroyed, should be separated into protection classes
(see ISO/IEC|21964-1, Protection classes 1 to 3).

If there are data carriers which require different security levels, it is recommended to separate them
according to the different security levels at the collection point for economic and ecological reasons.

3.3 Determination of the risk structure

Data has to be categorized to its sensitivity according to ISO/IEC 21964-1.

In principle an impairment of the basic functionality of data carrier should take place in the early
process steps of the destruction process.

For electronic and magnetic data carriers, it is recommended to erase or overwrite them prior to the
destruction. This reduces the attraction of stealing and it originates a basic security for the subsequent
process steps. Considering the protection requirement a lower security level can then be chosen. If an

© ISO/IEC 2018 - All rights reserved
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impairment of the basic functionality resp. erasing/overwriting is not possible, the necessary security
level of the chosen protection class shall apply.

When using one of the process varieties, it needs to be verified in advance, whether the technical and
organizational requirements of the corresponding protection class and security levels are met.

The data controller defines the protection requirements and the protection class. Therefore the
following questions shall be answered:

— Which information is worth being protected and categorized in which protec- What?

tion class
— Destruction according to which security level How?
— Destruction by the data controller directly or by an external service provider Who?
— Destruction on-site or off-site by an external Wihere

— service provider

— Technical and organizational measures at the collection point, How?
uring transport and at the service provider

([@W

The riesult determines the operational processing (security confeept).

3.4 |Process execution

A prerequisite for the proper execution of the processds a detailed organization in which the process is
documented, the responsibilities defined, the legal and operational framework conditions gpecified and
the r¢quirements for the personnel employed in,the process defined.

The process shall be designed in such a way*that, after the decision of the data controllgr to destroy
the data carrier, no unauthorized persons obtain knowledge of the data, taking into|account the
protgction requirement. According to the local terms and conditions and the protection r¢quirements,
the cdonditions for the collection, storage, transportation and destruction of data carrlers shall be
determined.

If data carriers are transported, they have to be protected against unauthorized access| Beyond the
usagg¢ of secured containers and vehicles, particular measures during transfer and stordge are to be
considered according to\the protection requirements (see Clause 4).

3.5 |Inspection-and testing

3.5.1] Requirements to the data controller

The dataontroller shall design and verify the whole destruction process under consideration of legal
and operational requirements to ensure a proper destruction.

The data controller has to convince itself of the process reliability of the service provider, before the
contract is awarded, and to verify this regularly.

3.5.2 Process reliability

The processing and the process steps within the responsibility of the service provider shall be recorded
in written form by the service provider.

The documentation of the processing shall be provided to the data controller.

In an audit, the processing and the process steps, shall be checked and confirmed against the
requirements of this standard and if applicable against other agreements.

© ISO/IEC 2018 - All rights reserved 3


https://iecnorm.com/api/?name=3812f1e01359e22da9b9c5885e3dfebc

ISO/IEC 21964-3:2018(E)

3.5.3 Requirements to certificates of service providers

The corresponding audits for obtaining or renewing a certificate should be conducted by an accredited
certifying company, on-site at the service provider. The results shall be recorded.

Certificates of service providers are to be limited to a duration of three years.

4 Process criteria

4.1 General

In the following tables criteria will be given for the three varieties. There might be special sé€érlarios
where it car] be reasonable to apply combined criteria from several varieties. Furthermore, thg data
controller and the service provider may agree on additional criteria.

4.2 Critenia for all varieties of data carrier destruction

Table 1 spec|fies criteria which has to be applied for all varieties of data carrier destruction.

Table 1 — General process criteria

Aecomplishment of the criterion
for compliance with the protec-
tion class

1 2 3

Scppe Criterion

Determination of security levels depending
on the protection requirement accoerdingto | Required | Required | Requlired
ISO/IEC 21964-1.

Orgarfisation - -
The service provider / thedata controller
shall check the proper déstruction by taking | Possible Required | Requlired
samples on a regular.basis.

Destiluction Usage of equipmentfor destruction of data Required | Required | Requlired

carriers accordihg ISO/IEC 21964-2.

4.3 Criteria for variety 1

The criterial|which shall be_kept for variety 1, data carrier destruction through the data contfoller
directly, arespecified in Tablé 2.

Table 2 — Criteria for variety 1

Accomplishment of the criterion
L is necessary for compliance with

Scope Criterion ol —— 1

x LI lJl OteTCTtIoON CIass

1 2 3

Technical and organisational measures are
to be defined for the destruction process
(collection point, collection, storage and
destruction).

Organisation Required | Required | Required

A proof shall be provided, that appropriate
Destruction equipment is used for the data carrier cate- | Required | Required | Required
gories to be destroyed.

It is recommended to make persons, involved in the process, aware of the protection requirements of
the data carriers and if necessary, oblige them to data secrecy.

4 © ISO/IEC 2018 - All rights reserved
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4.4 Criteria for variety 2

Table 3 — Criteria for variety 2

Accomplishment of the criterion
is necessary for compliance with

Scope Criterion the protection class
1 2 3
Staff All employees of the service provider have Required | Required | Required

been obligated to data secrecy.

oo et Crrreororrtror o orroore oot

measures defined for the destruction pro-
Organisation cess (collection point, collection, storage,
(Data controller) and destruction). The data controller deter-
mines which process steps and tasks shall be
fulfilled by the service provider.

Required | Required|| Required

Technical and organizational measures are
defined (in terms of the surrounding) for the | Required | Required|| Required
destruction facility.

An evidence shall be provided, that appro-
priate machinery is used for the data carriery| Required | Required|| Required

Organisation categories being destroyed.
(¥ervice provider) The service provider grants the respensible
authority the right to supervise hé destruc- Possible Possible | | Required

tion of data carrier.

Redundancy and availability of the destruc-
tion facility shall be ensuréd by a contingen- | Possible Required|| Required
cy plan.

For the collection, storage and transport
Cqllection/Storage/ |of data carrier, closed and locked security
Transport containers, aredsed, which are adequate to
the protectivérequirements.

Possible | Required|| Required

For transport, vehicles with a closed and

Transport locked; ftxed body are used.

Possible Required || Required

In‘principle, the operating staff shall not
have access to data carriers with pres-
entation in original size (ISO/IEC 21964-2,
Category P). The machine, used for the de-
struction of the data carrier, is fed either by
dumping the content out of the security con-
tainers directly into the machine or hopper
or by a appropriately secured feed device.

Possible Possible | | Required

Déstruction Video surveillance of the discharging pro-

cedure respectively the infeed-opening or Possible Possible || Required
feed device.

The data controller is entitled to take or
be handed a sample of his destroyed data Possible Possible | Required
carrier.

The vehicle with the machine for the destruc-

tion of data carriers shall have a fixed body. Required | Required | Required

4.5 Criteria for variety 3

The criteria which shall be kept for variety 3, data carrier destruction off-site by a service provider, are
specified in Table 4.

© ISO/IEC 2018 - All rights reserved 5
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Table 4 — Criteria for variety 3

Scope

Criterion

Accomplishment of the criterion
is necessary for compliance with
the protection class

2

Staff

Everyone involved in the process and all
persons with access to the security zone
have been obliged to data secrecy.

Required

Required

Required

Visitors or deliverers are escorted by an em-
ployee of the service provider, during their

Required

Required

Required

stay in the security zone.

Visitors are provided with a visitors ID.

Required

Required

Requlired

(Data cd

Organlisation

ntroller)

There are technical and organizational
measures defined for the destruction pro-
cess (collection point, collection, storage,
transport and destruction). The data con-
troller determines which process segments
and tasks shall be fulfilled by the service
provider.

Required

Reguired

Requiired

(Service

Organlisation

provider)

Technical and organizational measures are
defined (in terms of the surrounding) for the
destruction facility.

Required

Required

Requfired

An evidence shall be provided that appro-~
priate machinery is used for the data catrgier
categories being destroyed.

Required

Required

Requfired

The availability of the destructionachine
shall be ensured by a contingency-plan.

Possible

Required

Requfired

The service provider grants:the data con-
troller the right to superwvise the destruction
of the data carriers.

Possible

Possible

Requfired

Collection/Storage/

For the collection, storage and transport of
data carriers, closed and locked containers,
are used, whichjare adequate to the protec-
tive requigements.

Possible

Required

Requfired

The receipt of data carriers or security con-
tainetrs\by the service provider is recorded
in-atake-over protocol.

Required

Required

Requiired

Tle handling of loose data carriers (such as
reloading or emptying) is permitted only
within a secured area. As a basic principle, it
is not allowed for the operating staff to have
access to data carriers with presentation in
original size (ISO/IEC 21964-2, Category P).

Possible

Required

Requfired

Transport

The service provider shall apply the highest
agreed security level for the whole truck-
load, if the content of security containers
with different security levels is tipped into a
secured collection vehicle.

Possible

Required

Required

The storage (until destruction) and emptying
of the security containers takes place only in
a closed and controlled area (security zone).

Possible

Required

Required

When undestroyed data carriers are stored
unattended, the operations building shall
be equipped with an intruder detection
system which is connected to an emergency
assistance.

Possible

Required

Required
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