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Foreword

ISO (the International Organization for Standardization) and IEC (the International
Commission) form the specialized system for worldwide standardization. National bodies that a

Electrotechnical

re members of

ISO or IEC participate in the development of International Standards through technical committees

established by the respective organization to deal with particular fields of technical activity.
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0 Introduction

0.1 General

A wide variety of organizations practice security engineering in the development of computer programs,
whether as operating systems software, security managing and enforcing functions, software, middleware or
applications programs. Appropriate methods and practices are therefore required by product developers,
service providers, system integrators, system administrators, and even security specialists. Some-of these
organizations Heal with high-level issues (e.g., ones dealing with operational use or system architecture),
others focus op low-level issues (e.g., mechanism selection or design), and some do both. Organizations may
specialize in alparticular type of technology or a specialized context (e.g., at sea).

The SSE-CMM® is designed for all these organizations. Use of the SSE-CMM should notimply that ong focus
is better than gnother or that any of these uses are required. An organization's business focus need|not be
biased by use pf the SSE-CMM®.

Based on the [focus of the organization, some, but not all, of the security engineering practices defined will
apply. In addition, the organization may need to look at relationships between different practices wiﬁin the
model to detefmine their applicability. The examples below illustrate ways in which the SSE-CMM® inay be
applied to softyvare, systems, facilities development and operation by @variety of different organizations.

This International Standard has a relationship to ISO/IEC 15504 particularly ISO/IEC 15504-2, as bpth are
concerned with process improvement and capability maturity’ assessment. However, ISO/IEC 19504 is
specifically focused on software processes, whereas the SSE-CMM is focused on security.

This Internatignal Standard has a closer relationship. with the new versions of ISO/IEC 15504, parfjcularly
ISO/IEC 15504-2, and is compatible with its approaches and requirements.

Security service providers

To measure the process capability of an~organization that performs risk assessments, several grqups of
practices comle into play. During system development or integration, one would need to assgss the
organization with regard to its ability’ to determine and analyze security vulnerabilities and assgss the
operational impacts. In the operational case, one would need to assess the organization with regarf to its
ability to monifor the security posture of the system, identify and analyze security vulnerabilities and fhreats,
and assess th¢ operational.mpacts.

Countermeaspre developers

In the case of| algroup that focuses on the development of countermeasures the process capablllt of an
organization i
to address determining and analyzmg securlty vulnerabilities, assessing operatlonal impacts, and providing
input and guidance to other groups involved (such as a software group). The group that provides the service
of developing countermeasures needs to understand the relationships between these practices.

Product developers

The SSE-CMM® includes practices that focus on gaining an understanding of the customer's security needs.
Interaction with the customer is required to ascertain them. In the case of a product, the customer is generic
as the product is developed a priori independent of a specific customer. When this is the case, the product
marketing group or another group can be used as the hypothetical customer, if one is required.

Vi © ISO/IEC 2008 — All rights reserved
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Practitioners in security engineering recognize that the product contexts and the methods used to accomplish
product development are as varied as the products themselves. However, there are some issues related to
product and project context that are known to have an impact on the way products are conceived, produced,
delivered and maintained. The following issues in particular have significance for the SSE-CMM®:

e type of customer base (products, systems, or services);

e assurance requirements (high vs. low); and

e support for both development and operational organizations.

The differences between two diverse customer bases, differing degrees of assurance requirements, and the
impacts of each of these differences in the SSE-CMM® are discussed below. These are,pgrovided as an
example of how an organization or industry segment might determine appropriate use of the’ SSE-CMM® in
their efivironment.

Specifjc industry segments

mizing the role
ncepts can be

Every industry reflects its own particular culture, terminology and communication’style. By mini
dependencies and organization structure implications, it is anticipated that,the SSE-CMM® cg
easily franslated by all industry segments into their own language and culture.

0.2 ow should the SSE-CMM® be used?

The S$E-CMM® and the method for applying the model (i.es~appraisal method) are intended tg be used as a:

-

tod 5 and define

im

| for engineering organizations to evaluateX\their security engineering practice
brovements;

bvaluators can
rity assurance;

mq
es
an

thod by which security engineering evaluation organizations such as certifiers and
ablish confidence in the organizational;eapability as one input to system or product secu

stgndard mechanism for customers to evaluate a provider's security engineering capability.

The sqope of the assessment ‘'should be defined by the assessment organization and discyissed with the

ng suppliers, if
the model and
D/IEC 15504-4,
rovement and

0.3

The trend for security is a shift from protecting classified government data to a broader spectrum of concerns
including financial transactions, contractual agreements, personal information and the Internet. A
corresponding proliferation of products, systems and services that maintain and protect information has
emerged. These security products and systems typically come to market in one of two ways: through lengthy
and expensive evaluation or without evaluation. In the former case, trusted products often reach the market
long after their features are needed and secure systems are being deployed that no longer address current
threats. In the latter case, acquirers and users must rely solely on the security claims of the product or system
developer or operator. Further, security engineering services traditionally were often marketed on this caveat
emptor basis.

© ISO/IEC 2008 — Al rights reserved vii
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This situation calls for organizations to practice security engineering in a more mature manner. Specifically,
the following qualities are needed in the production and operation of secure systems and trusted products:

e continuity
°
[

efficiency

To provide fo

- knowledge acquired in previous efforts is used in future efforts;

repeatability - a way to ensure that projects can repeat a successful effort;

- a way to help both developers and evaluators work more efficiently; and

assurance - confidence that security needs are being addressed.

these requirements. a mechanism is needed to guide organizations in understandi

ng and

improving theif
advance the s
of and reducin
particular, the

To engineering

Engineering ofganizations include System Integrators, Application Developers, Product Vendors and

Providers. Ben
e savings w|
e credit for t
e focusonr

To acquiring o

Acquirers inclu

end users. Benefits of the SSE-CMM® to these organizations include:

e reusable s

e reducedri
e predictabl
To evaluation

Evaluation org

fewer protests due to uniform-assessments based on industry standard; and

security engineering practices. To address these needs, the SSE-CMM® is being devel
ate of the practice of security engineering with the goal of improving the quality and.avz
g the cost of delivering secure systems, trusted products and security engineering-serv
ollowing benefits are envisioned.

organizations:

efits of the SSE-CMM® to these organizations include:

th less rework from repeatable, predictable processes and practices;
Fue capability to perform, particularly in source selections; and
heasured organizational competency (maturity) and improvements.
rganizations:

de organizations acquiring systems, pr@ducts and services from external/internal sourg

tandard Request for Proposal language and evaluation means;

ks (performance, cost, schedule) of choosing an unqualified bidder;

b, repeatable level of confidence in product or service.
Drganizations:

apizations include system certifiers, system accreditors, product evaluators, and

assessors. Be

pefits of the SSE-CMM® to these organizations include:

bped to
ilability
ces. In

Service

es and

broduct

capability-

viii

reusable process appraisal results, independent of system or product changes;

confidence in security engineering and its integration with other disciplines; and

based confidence in evidence, reducing security evaluation workload.

© ISO/IEC 2008 — All rights

reserved


https://iecnorm.com/api/?name=22b689ee49feb716585258597f18a93b

INTERNATIONAL STANDARD

ISO/IEC 21827:2008(E)

Information technology — Security techniques — Syste
Security Engineering — Capability Maturity Model®
(SSE-CMM®)

1 Sc¢ope

This Ipternational Standard specifies the Systems Security Engineering — Capability Ma
(SSE-CMM®). The SSE-CMM® is a process reference model focused uporn the reg

ms

turity Model®
uirements for

implementing security in a system or series of related systems that are the information techgology security

(ITS) domain. Within the ITS domain, the SSE-CMM® is focused on the processés used to ach
specifigally on the maturity of those processes. There is no intent within ther"SSE-CMM® to di
proces
organization making use of the SSE-CMM® should use its existing processes, be those prg
upon any other ITS guidance document. The scope encompasses;

[
co
ins|

plete life cycle of concept definition, requirements analysis, design, developme
tallation, operation, maintenance and de-commissioning;

re
prd

uirements for product developers, securecsystems developers and integrators, org
vide computer security services and computer security engineering; and

=

all
ac

types and sizes of security engingéring organization, from commercial to govern
deme.

While the SSE-CMM® is a distinct model to improve and assess security engineering capability
imply that security engineering(should be practised in isolation from other engineering disci
contray, the SSE-CMM® promotes integration, taking the view that security is pervas
enginepring disciplines (e:g@.;>systems, software and hardware) and defining components o
address such concerns{ The Common Feature “Coordinate Practices” recognizes the nesg
security with all disciplines and groups involved on a project or within an organization. Similar

ieve ITS, most
ctate a specific

to be used by an organization, let alone a specific methodology. Rather the intg¢nt is that the

cesses based

the system security engineering activities for a securé¢product or a trusted system addressing the

nt, integration,

hnizations that

ment and the

, this does not
plines. On the
ve across all

the model to
d to integrate
v, the Process

Area “Coordinate Security” defines the objectives and mechanisms to be used in coordinating the security

enginepring actjvities.

2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced

document (including any amendments) applies.

ISO/IEC 15504-2, Information technology — Process assessment — Part 2: Performing an assessment

© ISO/IEC 2008 — All rights reserved
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3 Terms and definitions

For the purpos

3.1

es of this document, the following terms and definitions apply.

accountability

property that e
[ISO/IEC 7498

3.2
accreditation

nsures that the actions of an entity can be traced uniquely to the entity

-2:1989]

formal declara
security mode

NOTE Thig
definition is: Pro|
out specific task

3.3
assessment

fion by a designated approving authority that a system is approved to operate in apd
using a prescribed set of safeguards

definition is generally accepted within the security community; within 1ISO the meare -genera
cedure by which an authoritative body gives formal recognition that a body or person,is|ecompetent
5 [ISO/IEC Guide 2].

verification of @ product, system or service against a standard using the corresponding assessment meg

establish comg

NOTE Ada

3.4
asset
anything that h

[ISO/IEC TR 1

3.5
assurance
grounds for co

NOTE1  Ada

NOTE 2  This
definition is: Ad
requirements [I9

3.6
assurance Ar

liance and determine the assurance

bted from ISO/IEC TR 15443-1:2005.

as value to the organization

3335-1:1996]

hfidence that a deliverable meéts its security objectives
bted from ISO/IEC 15408-1:2005.

definition is generally-accepted within the security community; within 1ISO the more genera
tivity resulting in~astatement giving confidence that a product, process or service fulfills §
O/IEC Guide 2}

gument

set of structu

assurance nedgdshave been satisfied

rticular

ly used
to carry

thod to

ly used
pecified

d,assurance claims, supported by evidence and reasoning, that demonstrate cleafly how

3.7

assurance Claim
assertion or supporting assertion that a system meets a security need

NOTE

threats (e.g. system code has minimal flaws).

3.8
assurance Ev

idence

data on which a judgment or conclusion about an assurance claim may be based

NOTE The

evidence may consist of observation, test results, analysis results and appraisals.

© ISO/IEC 2008 — All rights
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3.9
authenticity
property that ensures that the identity of a subject or resource is the one claimed

NOTE 1 Authenticity applies to entities such as users, processes, systems and information.
NOTE 2  Adapted from ISO/IEC TR 13335-1:1996.
3.10

availability
property of being accessible and useable upon demand by an authorized entity

[ISO/IFC7498-271989]

3.1
baseline
specifigation or product that has been formally reviewed and agreed upon, that thereafter serves as the basis
for further development, and that can be changed only through formal change conifol procedurgs

[[EEE-ptd. 610]

3.12
certifigation
procesp, producing written results, of performing a comprehensive evaluation of security features and other
safeguprds of a system to establish the extent to which the desigh’and implementation meet a $et of specified
security requirements

NOTE This definition is generally accepted within the security community; within 1ISO the more| generally used
definitign is: Procedure by which a third party gives writtén-assurance that a product, process or serjice conforms to
specified requirements [ISO/IEC Guide 2].

313
confidpntiality
proper{y that information is not made available or disclosed to unauthorized individuals, entities jor processes

[ISO/IHC 7498-2:1989]

3.14
consistency

or parts of a

ows that the

y req
implementation of the requirement is correct

3.16

customer

recipient of a product provided by the supplier

NOTE 1 In a contractual situation, the customer is called the purchaser.

NOTE 2 The customer may be, for example, the ultimate consumer, user, beneficiary or purchaser.

NOTE 3  The customer can be either external or internal to the organization. See ISO 9000 and ISO/IEC 15504.

© ISO/IEC 2008 — All rights reserved 3
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3.17
effectiveness

property of a system or product representing how well it provides security in the context of its proposed or
actual operational use

3.18

engineering group
collection of individuals (both managers and technical staff) which is responsible for project or organizational
activities related to a particular engineering discipline

NOTE Engineering disciplines include the following: hardware, software, software configuration management,

software quality

assurance, systems, system test, system security.

3.19

evidence
directly measu
that a specific

3.20
integrity
property of saf

3.21

maintenance
process of ma
attributes, or a

[[EEE-Std. 610

3.22

methodology
collection of 4§
development g

3.23
penetration p

definition of thg activities required to effect a penetration

3.24
procedure
written descrip
[IEEE-Std. 610

3.25

rable characteristics of a process and/or product that represent objective, demonstrabl
bctivity satisfies a specified requirement

eguarding the accuracy and completeness of information and processing methods

difying a system or component after delivery to correct flaws, improve performance d
Hapt to a changed environment

]

tandards, procedures and supporting~methods that define the complete approach
f a product or system

rofile

tion of a course of action to be taken to perform a given task

]

process

e proof

r other

to the

set of interrelated activities which transform inputs into outputs

NOTE Adapted from ISO/IEC 15288:2002.

3.26
reliability

property of consistent behaviour and results

[ISO/IEC TR 13335-1:1996]

© ISO/IEC 2008 — All rights
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3.27
residual risk
risk that remains after safeguards have been implemented

[ISO/IEC TR 13335-1:1996]

NOTE This definition differs from that used in ISO/IEC Guide 73.
3.28

risk

potential that a given threat will exploit vulnerabilities of an asset or group of assets to cause loss or damage
to the assets

[ISO/IHC TR 13335-1:1996]
NOTE This definition differs from that used in ISO/IEC Guide 73.

3.29
risk analysis
procesk of identifying security risks, determining their magnitude and identifying areas needing $afeguards

[ISO/IHC TR 13335-1:1996]
NOTE This definition differs from that used in ISO/IEC Guide 73.

3.30
risk management
procesp of assessing and quantifying risk and establishing an acceptable level of risk for the ordanization

[ISO/IHC TR 13335-1:1996]
NOTE This definition differs from that used.insdlSO/IEC Guide 73.

3.31
security policy
rules, [directives and practices_that govern how assets, including sensitive information, @are managed,
protected and distributed within‘an organization and its systems, particularly those which impact the systems
and aspociated elements

3.32
security related requirements
requirgments which have a direct effect on the secure operation of a system or enforce corjfformance to a
specified security\policy

3.33
system
discrete, distinguishable entity with a physical existence and a defined purpose, completely composed of
integrated, interacting components, each of which does not individually comply with the required overall
purpose

NOTE 1 Adapted from ISO/IEC 15288.

NOTE 2 In practice, a system is “in the eye of the beholder” and the interpretation of its meaning is frequently clarified
by the use of an associative noun (e.g. product system, aircraft system). Alternatively the word system may be substituted
simply by a context dependent synonym (e.g. product, aircraft), though this may then obscure a system principles
perspective.

NOTE 3  The system may need other systems during its life cycle to meet its requirements. For example, an operational
system may need a system for conceptualization, development, production, operation, support or disposal.
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3.34
threat

capabilities, intentions and attack methods of adversaries, or any circumstance or event, whether originating
externally or internally, that has the potential to cause harm to information or to a program or system, or to
cause these to harm others

3.35
threat agent

originator and/or initiator of deliberate or accidental man-made threats

3.36
validation
confirmation b

intended use 4

NOTE Ada
3.37
verification

confirmation b
fulfilled

NOTE Ada

3.38
vulnerability
includes a weg

[ISO/IEC TR 1

3.39
work product
artifact associg

[ISO/IEC 1550

NOTE Aw

4 Backgrq

The Systems
characteristics
engineering. T
generally obse

L axamination-and-nrovision-of-obicctive-avidence-that tha - nartictlar roaauiramaente-for o
CxarHretr oo proYISiB - or-Soje v e-eviiae et repartSuarregquiremer 1o

re fulfilled

bted from ISO/IEC 15288.

y examination and provision of objective evidence that specified /requirements hav

bted from ISO/IEC 15288.

kness of an asset or group of assets which can be exploited by a threat

3335-1:1996]

ted with the execution of a process
1-1]

brk product might be used, produeed or changed by a process.

pund

Security Engineering Capability Maturity Model® (SSE-CMM®) describes the es
of an organization's security engineering process that must exist to ensure good s
he SSE:CMM® does not prescribe a particular process or sequence, but captures pr
rved iniindustry. The model is a standard metric for security engineering practices coveri

e the entire

ife.cycle, including development, operation, maintenance, and decommissioning activitie

specific

b been

sential
ecurity
actices

ng:

S;

the whole

organization, including management, organizational, and engineering activities;

test engineering; system management, operation, and maintenance; and

interactions with other

organizations, including acquisition, system management,

accreditation, and evaluation.

concurrent interactions with other disciplines, such as system, software, hardware, human factors, and

certification,

The SSE-CMM® Model Description provides an overall description of the principles and architecture upon
which the SSE-CMM® is based, an executive overview of the model, suggestions for appropriate use of the
model, the practices included in the model, and a description of the attributes of the model. It also includes the
requirements used to develop the model. The SSE-CMM® Appraisal Method describes the process and tools
for evaluating an organization's security engineering capability against the SSE-CMM®.
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4.1 Reason for Development

Both customers and suppliers are interested in improving the development of security products, systems, and
services. The field of security engineering has several generally accepted principles, but it currently lacks a
comprehensive framework for evaluating security engineering practices. The SSE-CMM®, by identifying such
a framework, provides a way to measure and improve performance in the application of security engineering
principles.

It must be stressed that security engineering is a unique discipline, requiring unique knowledge, skills, and
processes which warrants the development of a distinct CMM® for security engineering. This does not conflict
with the premise that security engineering is done in context with systems engineering. In fact, having
well-defined and accepted systems engineering activities will allow security engineering to be practised
effectijely in all contexts.

Modern statistical process control suggests that higher quality products can be producedymore
by emphasizing the quality of the processes that produce them, and the maturity of the
practices inherent in those processes. More efficient processes are warranted, given,the incre
time required for the development of secure systems and trusted products. The operation and r
secure| systems relies on the processes that link the people and technologies. [Fhese interdep
be mampaged more cost effectively by emphasizing the quality of the processes’being used, and
the organizational practices inherent in the processes.

The o
measu

jective of the SSE-CMM® Project is to advance security, €ngineering as a defined
rable discipline. The SSE-CMM® model and appraisal methods are being developed to &

fo
an

tused investments in security engineering tools, training, process definition, managen
] improvements by engineering groups;

ca
grg

pability-based assurance, (i.e. trustworthiness based on confidence in the maturity of
up's security practices and processes); and

=

S€|
ca

ection of appropriately qualified providers of security engineering through differentiat
bability levels and associated programmatic risks.

4.2 The Importance of Security Engineering
With t
increas
The fo
government data to dbroader applications including financial transactions, contractual agreem
information, and theilnternet. These trends have elevated the importance of security engineerin

e increasing reliance’ of society on information, the protection of that information
ingly important. Mafy-products, systems, and services are needed to maintain and protg

4.3 Consensus

cost-effectively
organizational
Bsing cost and
naintenance of
endencies can
the maturity of

, mature, and
nable:
hent practices,

hn engineering

ng bidders by

is becoming
ct information.

cus of security engineering has expanded from one primarily concerned with safeguarding classified

ents, personal
.

The S$E-CMM® Model was developed by over 50 organizations, many of them multinationd

| corporations.

The Project had representatives from several Nations, notably Australia, Canada, Europe and the US. In
addition, the SSE-CMM® project continually sought participation through various venues, including
presentations and booths at conferences and through the public website www.ssecmm.org.

The participants were organized into a Steering Group, and a number of Working Groups. The maijority of the
development was performed by the Working Groups, while the Steering Group was responsible for overall
project progress and approval of Project deliverables.

The SSE-CMM® model was developed by a consensus process. All member organizations could send
representatives to the working group meetings, and the majority did. Contributions were sent electronically to
all members of the working group in the intervening period between meetings. Meetings were held on a
monthly basis where input suggestions were discussed, revised and agreed. The results of any votes that
were necessary were recorded in the working group meeting minutes issued for each meeting. These records
have been maintained.
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Each version of the SSE-CMM® Model was first approved by the working group tasked with development. It
was then reviewed and approved by the Steering Group. After the Steering Group had approved the version it
was then sent to a group of “Key Reviewers” drawn from the ITS community at large for their review and
comment. Each version was then released for public review and feedback. Based on the feedback from the
Key Reviewers and the community at large, the Steering Group made a determination of the final release of
that version of the SSE-CMM® Model.

The SSE-CMM® Model has been approved first at the working group level, second at the Steering Group
level, third at the Key Reviewer level, and finally at the community level. Thus, in essence, four levels of
approval have been obtained.

Additional approval and consensus has been achieved during the Pilot Appraisals through the impact of

application of {he ModeT 1o different application domains. The Alternative Assurance VWorking Group. (PAWG)
of the Commoh Criteria Project has reviewed the SSE-CMM® Model for applicability as an alternative to the
generation of gssurance by evaluation and provided IT systems security community consensus.feedback to
the project.

Each major release of the Model was reviewed by a set of independent reviewers who had’not been involved
in its developnent. Their comments were consolidated, reviewed and incorporated in the Model. Finally, each
version of thel document was subjected to public review, the Critical Design Review and the two| public
workshops, and the comments received, addressed.

5 Structure of the Document

Clause 4 discysses some of the background of the document and,the reasons for its development. Clause 6
addresses the| architecture of the SSE-CMM Model and the role*of systems security engineering. Clause 7
describes the $ystems security engineering process areas and.base practices in detail. Annex A describes the
capability matyrity levels and generic practices, while Annex B describes the project and organization grocess
areas and basg practices. Annex C discusses the concepts of capability maturity models.

6 Model Architecture

The SSE-CMNI® is a compilation of the seCurity engineering best practices. To understand this model, some
background in[ security engineering is(required. This section provides a high level description of gecurity
engineering, ahd then describes how the architecture of the model reflects this basic understanding.

6.1 Security Engineering

6.1.1 What I$ Security'Engineering?

The drive toward pervasive interconnectivity and interoperability of networks, computers, applications, and
even enterprispsiis, Creating a more plvotal role for security in all systems and products The focus of gecurity
has moved from inancial

transactions, contractual agreements personal |nformat|on and the Internet As a result it is necessary that
potential security needs are considered and determined for any application. Examples of needs to consider
include confidentiality, integrity, availability, accountability, privacy, and assurance.

The shift in focus of security issues elevates the importance of security engineering. Security engineering is
becoming an increasingly critical discipline and should be a key component in multi-disciplinary, concurrent,
engineering teams. This applies to the development, integration, operation, administration, maintenance, and
evolution of systems and applications as well as to the development, delivery, and evolution of products.
Security concerns must be addressed in the definition, management, and re-engineering of enterprises and
business processes. Security engineering can then be delivered in a system, in a product, or as a service.

© ISO/IEC 2008 — All rights reserved


https://iecnorm.com/api/?name=22b689ee49feb716585258597f18a93b

ISO/IEC 21827:2008(E)

6.1.2 Description of Security Engineering

Security engineering is an evolving discipline. As such, a precise definition with community consensus does
not exist today. However, some generalizations are possible. Some goals of security engineering are to:

e gain understanding of the security risks associated with an enterprise;
e establish a balanced set of security needs in accordance with identified risks;

e transform security needs into security guidance to be integrated into the activities of other disciplines
employed on a project and into descriptions of a system configuration or operation;

e esfablish confidence or assurance in the correctness and effectiveness of security mechanisms;

o determine that operational impacts due to residual security vulnerabilities in a systémor it$ operation are
tolgrable (i.e. determine acceptable risks); and

e integrate the efforts of all engineering disciplines and specialties into a eombined undergtanding of the
truptworthiness of a system.

6.1.3 |Security Engineering Organizations

Security engineering activities are practised by various types of organizations, such as:
e dgvelopers;

e propduct vendors;

e integrators;

e acquirers (acquisition organization or end’user);

e segurity evaluation organizations (system certifier, product evaluator, or operation accreditqr);
e sygtem administrator;

o It

=

Usted third parties (certification authority); and
e cohsulting/service ‘erganizations.

6.1.4 |Security' Engineering Life Cycle

Securify engineering activities are practised during all life cycle phases, including:

e  concept stage;

e development stage;
e production stage;

e Utilization stage;

e support stage; and

e retirement stage.
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6.1.5 Security Engineering and Other Disciplines

Security engineering activities interface with many other disciplines, including:

enterprise

systems e

engineering;

ngineering;

software engineering;

human factors engineering;

communid
hardware

test engin

e system ad

NOTE 1  With
from a systems

NOTE 2  With
security from a g

Security engin
acceptability g
acquirer, user
across a broa
other engineer

6.1.6 Securi

While Security
current securi
Security and A

ations engineering;
engineering;

bering; and
ministration.

respect to systems engineering, further information can be found in ISONEC 15288 which views
berspective.

respect to software engineering, further information can be, fouhd in ISO/IEC 12207:1995 whig
oftware perspective.

eering activities must be coordinated with many:external entities because assurance 2
independent evaluator, and other groups. {t,is these interfaces and the requisite intg

 set of organizations that make security.'engineering particularly complex and differe
ng disciplines.

y Engineering Specialties
Engineering and Information Technology Security are very often the driving disciplines

y and business environment, other more traditional security disciplines, such as P
ersonnel Security should not be overlooked. Security Engineering will need to draw upo

and many oth

performance of their work. The list.below gives a few examples of specialty security sub-disciplines like
required, along with a short deseription of each, including:

operationg Security targets the security of the operating environment, and the maintenance of a
operating posture;

information“Security pertains to information and the maintenance of security of the information dy

r specialist sub-disgiplines if they are to achieve the most efficient and effective results

security

h views

nd the

f residual operational impacts are established\in conjunction with the developer, intgegrator,

raction
ht from

in the
hysical
n these
in the
y to be

secure

ring its

manipulation and processing;

information communicated over networks;

systems;

10

physical Security focuses on the protection buildings and physical locations;
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e communications Security (content and traffic security) is related to the communication of information
between security domains, specifically the protection of information while it is being moved through the
transport medium,;

e emanation Security deals with undesired signals generated by all machines that can transmit information
outside the security domain; and

e computer Security deals specifically with security computing devices of all types.

6.2 Security Engineering Process Overview

The S§E-CMM®@ divi g g—ihtc —risk—8 —ahd-gssurance, see
Figure 1. While these areas are by no means independent from one another, it is possible fo|consider them
separafely. At the simplest level, the risk process identifies and prioritizes dangers inherent-to|the developed
or system. The security engineering process works with the other engineering,disciplings to determine
plement solutions to the problems presented by the dangers. Finally~the assufance process
establighes confidence in the security solutions and conveys this confidence to the‘¢ustomers.

Product, System,
or Service
Engineering
Process

Assurange Risk Process I —

Process —

Assurance Risk
Argument Informatipn

Figure 1 — The security engineering process has three main areas

Together, these three areas work together with the goal of ensuring that the security engineering process
results achieve the goals described above.

6.2.1 Risk

A major goal of security engineering is the reduction of risk. Risk assessment is the process of identifying
problems that have not yet occurred. Risks are assessed by examining the likelihood of the threat and
vulnerability and by considering the potential impact of an unwanted incident, see Figure 2. Associated with
that likelihood is a factor of uncertainty, which will vary dependent upon a particular situation. This means that
the likelihood can only be predicted within certain limits. In addition, the impact assessed for a particular risk
also has associated uncertainty, as the unwanted incident may not turn out as expected. Because the factors
may have a large amount of uncertainty as to the accuracy of the predictions associated with them, planning
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and the justification of security can be very difficult. One way to partially deal with this problem in a
cost-effective manner is to implement techniques to detect the occurrence of an unwanted incident.

An unwanted incident is made up of three components: threat, vulnerability, and impact. Vulnerabilities are
properties of the asset that may be exploited by a threat and include weaknesses. If either the threat or the
vulnerability is not present there can be no unwanted incident and thus no risk. Risk management is the all the
activities that need to be coordinated to direct and control an organisations risk management activities. It
includes establishing an acceptable level of risk for an organisation and identifying, analysing, evaluating and
treating risks accordingly. Managing risk is an important part of the management of security.

PAO4:Assess
Threat

‘
Ll

Threat
Information

PAO5:Assess N N PAO03:Assess N
Vulnerability . Security Risk
Vulnerability Risk
|nformation |nf0rmati0n

PA02:Assess
Impact

¢
i

Impact
Information

Figure 2 — The security risk process involves threats, vulnerabilities, and impact.

Risks are treajed by the implementation of safeguards, which may address the threat, the vulnerability, the
impact, or the [risk itself. However, /it is not feasible to treat all risks or completely mitigate any particular risk.
This is in largd part due to the cost of risk treatment, and to the associated uncertainties. Thus, some residual
risk must alwals be accepted. In the presence of high uncertainty, risk acceptance becomes very probjematic
due to its inexact nature=~©One of the few areas under the risk taker's control is the uncertainty associated with
the system. The SSE-CMM® process areas include activities that ensure that the provider organization is
analyzing threats, Yulnerabilities, impacts, and associated risk.

NOTE The
order not to infer any sequence or precedence in the ordering of the Process Areas.

s done in

6.2.2 Engineering

Security engineering, like other engineering disciplines, is a process that proceeds through concept, design,
implementation, test, deployment, operation, maintenance, and decommission. Throughout this process,
security engineers must work closely with the other parts the system engineering team. The SSE-CMM®
emphasizes that security engineers are part of a larger team and need to coordinate their activities with
engineers from other disciplines. This helps to ensure that security is an integral part of the larger process,
and not a separate and distinct activity.
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Using the information from the risk process described above, and other information about system
requirements, relevant laws, and policies, security engineers work with the customer to identify security needs,
see Figure 3. Once needs are identified, security engineers identify and track specific requirements.

The process of creating solutions to security problems generally involves identifying possible alternatives and
then evaluating the alternatives to determine which is the most promising. The difficulty in integrating this
activity with the rest of the engineering process is that the solutions cannot be selected on security
considerations alone. Rather, a wide variety of other considerations, including cost, performance, technical
risk, and ease of use must be addressed. Typically, these decisions should be captured to minimize the need
to revisit issues. The analyses produced also form a significant basis for assurance efforts.

Risk
Information

PA10: Specify PA08: Monitor
Security Needs | €—— D— Security Post(re

' 1

Requirements PAO7: Coordinate,, Configurgtion
Policy, etc... Security Informatjon
PAQ9: Provide PAO1: Administer).
Security Input —> e Security ControlsS
Solutions,

Guidance, etc...

Figure 3 — Security is an integral part of the overall engineering process

Later ip the lifecycle, the~Security engineer is called on to ensure that products and systems are properly
configyred in relation‘to.the perceived risks, ensuring that new risks do not make the system ungafe to operate.

6.2.3 |Assurance

Assurance is” defined as the degree of confidence that securlty needs are satlsfled [NIST94p]. It is a very
C S I® contributes
to one aspect the confldence in the repeatablhty of the results from the secunty engmeerlng process. The
basis for this confidence is that a mature organization is more likely to repeat results than an immature
organization, see Figure 4. The detailed relationship between different forms of assurance is the subject of
ongoing research.
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PAT1: Verily and
Vuliduie Securily

Verification and

Validation PAO6: Ruild
Fvidence Assurdance —>
Argipment
Assurance
| Argument

Many otherPAs

Evidence

Figure 4 — The assurance process builds an argument establishing confidence

Assurance do
confidence th

Assurance ca
confidence de
property that t
property that t
the mechanis

Assurance is
properties of {
documentation

The SSE-CMN

process documentation can indicate that the development has followed a well-defined and mature engi

process that i
establishing th

Many of the e
evidence. Modg
be produced 1
maturity of the

s not add any additional controls to counter risks related to security,)but it does prov
the controls that have been implemented will reduce the anticipated.risk.

h also be viewed as the confidence that the safeguards-will function as intende
rives from the properties of correctness and effectiveness, Correctness can be view
he safeguards, as designed, implement the requirements.-Effectiveness can be viewed
e safeguards provide security adequate to meet the Customer's security needs. The strg
also plays a part but is moderated by the level of protection and assurance being sough

ften communicated in the form of an argument.” The argument includes a set of claims
e system. These claims are supported bycevidence. The evidence is frequently in the
developed during the normal course of security engineering activities.

I® activities themselves involve the\production of assurance relevant evidence. For ex

5 subject to continuous impreyement. Security verification and validation play a large
e trustworthiness of a produict-or system.

ample work products.included within the process areas will contribute to, or form part
ern statistical process' control suggests that higher quality and higher assurance produ
hore cost effectively and repeatedly by focusing on the process used to produce the
organizationalpractices will influence and contribute to the process.

M® Architecture Description

ide the

. This
as the
as the
ngth of
t.

5 about
form of

ample,
heering
role in

of that
Cts can
m. The

ization's

¢parate

basic charactenstlcs of the securlty englneerlng process from its management and |nst|tut|onaI|zat|on

characteristics.

In order to ensure this separation, the model has two dimensions, called “domai

“capability” which are described below.

n” and

Importantly, the SSE-CMM® does not imply that any particular group or role within an organization must do
any of the processes described in the model. Nor does it require that the latest and greatest security
engineering technique or methodology be used. The model does require, however, that an organization have
a process in place that includes the basic security practices described in the model. The organization is free to
create their own process and organizational structure in any way that meets their business objectives.
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6.3.1 The Basic Model

The SSE-CMM® has two dimensions, “domain” and “capability”. The domain dimension is perhaps the easier
of the two dimensions to understand. This dimension simply consists of all the practices that collectively define
security engineering. These practices are called “base practices”. The structure and content of these base
practices are discussed below.

The capability dimension represents practices that indicate process management and institutionalization
capability. These practices are called “generic practices” as they apply across a wide range of domains. The
generic practices represent activities that should be performed as part of doing base practices.

Figure 5 illustrates the relationship between base practices and generic practices. A fundamental part of
security engineering is the ideniification of security vulnerabilities. This aclivity is captured in.tle SSE-CMM®
in Base¢ Practice 05.02, “Identify System Security Vulnerabilities.”

One why to determine an organization's ability to do something is to check whetherAhey have a process for
allocating resources to the activities they claim to be doing. This “characteristic’-6f mature organizations is
reflectgd in the SSE-CMM® in Generic Practice 2.1.1, “Allocate Resources.”

Putting the base practice and generic practice together provides a way to check an organization's capability to
perform a particular activity. Here an interested party might ask, “does your‘erganization allocate resources for
identifying system security vulnerabilities?” If the answer is “yes,” the)interviewer learns a |ittle about the
organization's capability.

Answefing all the questions raised by combining all the base practices with all the generig¢ practices will
provide a good picture of the security engineering capability‘f)the organization in question.

Base Practice 05.0
Identify System
Security Vulnerabilitie)

Generic Practice 2.1.
Allocate Resources

CApability Dimension
(Gzngzric Practices)

Domain Dimension
(Base Practices)

Figure 5 — The model evaluates each process area against each common feature.
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6.3.2 TheB

ase Practices

The SSE-CMM® contains 129 base practices, organized into 22 process areas. Of these, 61 base practices,
organized in 11 process areas, cover all major areas of security engineering. The remaining 68 base practices,
organized in 11 process areas, address the project and organization domains. They have been drawn from
the Systems Engineering and Software CMM®. They are required to provide a context and support for the
Systems Security Engineering process areas. The base practices for security were gathered from a wide
range of existing materials, practice, and expertise. The practices selected represent the best existing practice
of the security engineering community, not untested practices.

Identifying security engineering base practices is complicated by the many different names for activities that
are essentially the same. Some of these activities occur later in the life cycle, at a different level of abstraction,

or are typicall

have achieved|a base practice if it is only performed during the design phase or at a single level ofcabs

perirorme owever, an organization cannot be consi

ered to
raction.

Therefore, thg SSE-CMM® ignores these distinctions and identifies the basic set of practices that are

essential to th

A base practic

practice of good security engineering.

A%

e applies adross the life cycle of the enterprise;

e does not

gverlap with other Base Practices;

e represent$ a “best practice” of the security community;

e does not

gimply reflect a state-of -the-art technique;

e is applicable using multiple methods in multiple businessicontexts; and

e does not

gpecify a particular method or tool.

The base practices have been organized into process areas in a way that meets a broad spectrum of §

engineering o
One might try

rpanizations. There are many ways.to divide the security engineering domain into proces
o model the real world, creatingprocess areas that match security engineering services

strategies attempt to identify conceptual areas that form fundamental security engineering building bloc
SSE-CMM® compromises between these competing goals in the current set of process areas.

Each process

brea has a set of goals that represent the expected state of an organization that is succ

performing the|process area. An'organization that performs the base practices of the process area shod
achieve its goals.

A process areg:

e assembles related activities in one area for ease of use;

ecurity
5 areas.
. Other
s. The

pssfully
Id also

e relates to Valuabie Security engineerng Services,

e applies across the life cycle of the enterprise;

e can be implemented in multiple organization and product contexts;

e can be improved as a distinct process;

e can be improved by a group with similar interests in the process; and

e includes all base practices that are required to meet the goals of the process area.

16
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The eleven systems security engineering process areas of the SSE-CMM® are listed below. Note that they
are listed in alphabetical order to discourage the notion that the process areas are ordered by lifecycle phase
or area. These process areas and the base practices that define them are described in Clause 7, and listed
below:

e PAO1 Administer Security Controls;

PAO02 Assess Impact;
e PAO03 Assess Security Risk;

e PA04 Assess Threat:

o PAO5 Assess Vulnerability;

e PAOG6 Build Assurance Argument;
e PAO7 Coordinate Security;

e PAO8 Monitor Security Posture;

e PAOQ9 Provide Security Input;

e PA10 Specify Security Needs; and
e PA11 Verify and Validate Security.

The S$E-CMM® also includes eleven process areas-related to project and organizational prpctices. These
procesp areas were adapted from the SE-CMM®:These process areas and the base practi¢es that define
them are described in Annex B, and listed below:

e PA12 - Ensure Quality;

e PA13 - Manage Configuration;

e PA14 - Manage Project Risk;

e PA15 - Monitor and Control Technical Effort;

e PA16 - Plan Technical Effort;

e PA17 - Define Organization's Systems Engineering Process;

e PA184/Improve Organization's Systems Engineering Process;

e PA19 - Manage Product Line Evolution;
e PAZ20 - Manage Systems Engineering Support Environment;
e PA21 - Provide Ongoing Skills and Knowledge; and

e PA22 - Coordinate with Suppliers.

NOTE These PAs have been placed in an annex to facilitate future enhanced alignment with ISO/IEC 15288.

© ISO/IEC 2008 — All rights reserved 17


https://iecnorm.com/api/?name=22b689ee49feb716585258597f18a93b

ISO/IEC 21827:2008(E)

6.3.3 The Generic Practices

Generic practices are activities that apply to all processes. They address the management, measurement, and
institutionalization aspects of a process. In general, they are used during an appraisal to determine the
capability of an organization to perform a process.

Generic practices are grouped into logical areas called “Common Features” which are organized into five
“Capability Levels” which represent increasing organizational capability. Unlike the base practices of the
domain dimension, the generic practices of the capability dimension are ordered according to maturity.
Therefore, generic practices that indicate higher levels of process capability are located at the top of the
capability dimension.

The common ffeatures are designed o describe major shifts in an organization's characteristic ma
performing wofk processes (in this case, the security engineering domain). Each common featurechas
more generic [practices. The lowest common feature is 1.1 Base Practices are Performed. This c
feature simply Ichecks whether an organization performs all the base practices in a process area.

Subsequent cgmmon features have generic practices that help to determine how well alpreject manag

process area as a whole. The generic practices, described in Annex A, are grod
y major shift in an organization's characteristic manner of doing security engineering. Table 1
Ciples captured in the generic practices.

improves eac
emphasize an
lists some prin

Table 1 — Capability dimension principles

hner of
one or
bmmon

es and
ped to

Principle

How Expressed in SSE-CMM®

You have to do

it before you can manage it

The Performed Informally level focuses on whether an
organizationperforms a process that incorporates the base
practices.

Understand wh
products are
processes.

at's happening on the project (where the
) before defining organizationwide

The{ Planned and Tracked level focuses on projectlevel

definition, planning and performance issues.

Use the best of
create organizg

what you've learned from your projects to
tionwide processes.

The Well Defined level focuses on disciplined tailorin
defined processes at the organization level.

g from

You can't meas|

ure it until you know what “it” is:

Although it is essential to begin collecting and using basic
project measures early (i.e., at the Planned and Tracked
level). Measurement and use of data is not ejpected
organization wide until the Well Defined and particularly the
Quantitatively Controlled levels have been achieved.

Managing with
you're measurir

measurement ‘is -only meaningful when
g the right things

The Quantitatively Controlled level focuses on measurements
being tied to the business goals of the organization.

A culture of
foundation of
processes, and

continuous improvement requires a
sound \~management practice, defined
meéasurable goals.

all the
earlier
ain the

The Continuously Improving level gains leverage from
management practice improvements seen in the
levels, then emphasizes the cultural shifts that will sus
gains made

The common features below represent the attributes of mature security engineering necessary to achieve
each level. These common features and the generic practices that define them are described in Annex A.

Level 1:
[ ]
Level 2:

2.1 Planni

18

1.1 Base Practices are Performed.

ng Performance;

2.2 Disciplined Performance;
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2.3 Verifying Performance; and

2.4 Tracking Performance.

Level 3:

3.1 Defining a Standard Process;
3.2 Perform the Defined Process; and

3.3 Coordinate Practices.

Level 4:

4.

Establishing Measurable Quality Goals; and

e 4.2 Objectively Managing Performance.
Level §:
¢ 5.1 Improving Organizational Capability; and

5.‘

P Improving Process Effectiveness.

The SSE-CMM® also does not imply specific requireménts for performing the generic|practices. An
organization is generally free to plan, track, define, control, and improve their processes [n any way or
sequerce they choose. However, because some higherlevel generic practices are dependent{on lower level
generi¢ practices, organizations are encouraged te-work on the lower level generic practices before
attemptfing to achieve higher levels.

6.3.4 |The Capability Levels

There |s more than one way to groupxpractices into common features and common features|into capability
levels. [The following discussion addresses these common features.

The or
of som
Before
experie
for an ¢
project

Hering of the common features stems from the observation that implementation and ins
e practices benefit from the presence of others. This is especially true if practices are w
an organization canydefine, tailor, and use a process effectively, individual projects sho
nce managing the performance of that process. Before institutionalizing a specific estin
bntire organization, for example, an organization should first attempt to use the estimatio
However{ Jsome aspects of process implementation and institutionalization should

togethgr (not one jordered before the other) since they work together toward enhancing capabilit

Comm

bn/features and capability levels are important both in performing an assessment and

itutionalization
pll established.
uld have some
nation process
n process on a
be considered

y.

improving an

ation's process capability. In the case of an assessment where an organization has so

e, but not all

organiz

common features implemented at a particular capability level for a particular process, the organization usually
is operating at the lowest completed capability level for that process. For example, an organization that
performs all but one of the Level 2 generic practices for some process area should receive a Level 1 rating.
An organization may not reap the full benefit of having implemented a common feature at any given capability
level if the common features at lower capability levels have not been implemented. An assessment team should
take this into account in assessing an organization's individual processes.

In the case of improvement, organizing the practices into capability levels provides an organization with an
“improvement road map,” should it desire to enhance its capability for a specific process. For these reasons,
the practices in the SSE-CMM® are grouped into common features, which are ordered by capability levels.

An assessment should be performed to determine the capability levels for each of the process areas. This
indicates that different process areas can and probably will exist at different levels of capability. The
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organization will then be able to use this process-specific information as a means to focus improvements to its
processes. The priority and sequence of the organization's activities to improve its processes should take into
account its business goals.

Business goals are the primary driver in interpreting a model such as the SSE-CMM®. But, there is a
fundamental order of activities and basic principles that drive the logical sequence of typical improvement
efforts. This order of activities is expressed in the common features and generic practices of the capability
level side of the SSE-CMM® architecture.

0 1

Bask,
pragtices
performed

Perform&g Irfformally

2

Performed Planned &
Tracked

Planning Performancs

Disciplined
Performance

Verifying Performance
Tracking Performancs

3

Well
Defined

4 5
Qualitatively Continugqusly
Controlled Improvihg

Defining a Standard
Process

Perform a Defined
Process

Coordinate Practices|

Establishing
Measurable

Qoality Goals apabi

Objectively Managing

Performance Effectiveness

Improving Procesp

6nprovmg Organigational

Figure|6 — Capability levels representthe maturity of security engineering organizations

The SSE-CMM® contains five levels, which are depicted in Figure 6, and detailed in Annex A.

6.3.5 Capabljlity Dimension/Measurement Framework Mapping

The capability|

dimension~of*the SSE-CMM® and the measurement framework of ISO/IEC 15504-2
somewhat in t¢rms of structure, but very little in terms of the detail and intent.

differ

In the case of the SSEHCMM®

the capability dimension-is organized into a number of “capability levels”. Each capability level is made |up of a
number of “conmon features”, which in turn are made up of one or more “generic practices”; see Figur¢ 10. In

the case of IS
consisting of a

of the SSE-CMM® to the levels of 155042.

20

D/IEC 15504-2 measurement framework, this is made up of a number of “levels” with eac¢h level

levels
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Table 2 — Capability Dimension to Measurement Framework Mapping

SSE-CMM® Capability Dimension 155042 Measurement Framework

[Not explicitly defined in the SSE-CMM®, but implicitly Level 0: Incomplete process

inferred].

Capability Level 1 Performed Informally Level 1: Performed process

Common Feature 1.1 Base Practices are performed PA 1.1 Process performance attribute
Capability Level 2 Planned and Tracked Level 2: Managed process

Common Feature 2.1 Planning Performance PA 2.1 Performance management attribute

Commeon Feature 2.4 Tracking Performance

Common Feature 2.2 Disciplined Performance PA 2.2 Work product management attribute

Commen Feature 2.3 Verifying Performance

Capabllity Level 3 Well Defined Level 3: Established process

Commen Feature 3.1 Defining a Standard Process PA 3.1 Process definition attribute

Common Feature 3.2 Performing the Defined Process

[Not specifically addressed at this point, however these |PA 3.2 Process fesource attribute
aspects are addressed earlier in the following GPs].

GP 2.1].1 Allocate Resources
GP 2.1.2 Assign Responsibilities
GP 2.1|.5 Ensure Training

Common Feature 3.3 Coordinate Practices [No direct equivalent].

Capabllity Level 4 Quantitatively Controlled Level 4: Predictable process

Commpn Feature 4.1 Establishing Measurablel‘Quality | PA 4.1 Measurement attribute
Goals

Commen Feature 4.2 Objectively Managing (Performance PA 4.2 Process control attribute

Capabllity Level 5 Continuously Improving Level 5: Optimizing process
Common Feature 5.1 Improving Orgahization Capability PA 5.2 Continuously improving attribute
Commpn Feature 5.2 Improving ‘Process Effectiveness PA 5.1 Process change attribute

6.3.6 |Relationship to ISO/IEC 15288 - System Life Cycle Processes

This Internatignal Standard the SSE-CMM® has been developed outside the normal ISO/IEC environment.
This means-that some differences in the use of terminology and detail exist between ISO/IEC 21827 and
ISO/IELC 15288. In addition, ISO/IEC 21827 is targeted at a different domain and discipline, systems security
engineering, which inevitably, gives rise to some differences, which are minor and are noted where applicable.
However, the underlying concepts and approaches used by both ISO/IEC 21827 and ISO/IEC 15288 are very
similar.

Some examples of relationships include:

e ISO/IEC 21827 Process Areas relate directly to ISO/IEC 15288 Processes;

e ISO/IEC 21827 Base Practices relate directly to ISO/IEC 15288 Activities;

e ISO/IEC 21827 Work Products relate directly to ISO/IEC 15288 Outcomes; and

e ISO/IEC 21827 Process Descriptions are identical to ISO/IEC 15288 process descriptions.
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Table 3, below, maps the major relationships of the Process Areas of ISO/IEC 21827 to the processes of
ISO/IEC 15288.

NOTE 1 A row containing multiple “x” indicates that the particular process of ISO/IEC 15288 is covered in more than
one process area of ISO/IEC 21827.

NOTE 2 A column containing multiple “x” indicates that the particular process area of ISO/IEC 21827 is covered in
more than one process of ISO/IEC 15288.

Table 3 — ISO/IEC 21827 Process Areas to ISO/IEC 15288 Processes Relationship

21827 Process Areas to 15288 Proces=ses Relationships

- Prncessesl-F 21827 Frocess areas

BN IR R I I I T I I I I SN S F ISR GE LG E A L L A S E i s v
Acquisition
Supply B
Enwvironment
Tt a 3 &
Investment higt NRE

Systemn L-C higt i i
Rasourca higt b o
Project Planning i
Projeot
Fesessment
Mroject Control » ]
Decizion hiaking i
Filsk higt %
Configuration
hoige A
Infarmation higt i i
stakeholder
Fequ Def. i
Hequirement=
Analysis & i i a
Archtecturs
Dezign i
Implementation NRE
Integration NRE
“rfication b
Transition NRE
“Jalidation b
MNpearatinn a 2
hintenance
Dizpa=al b
Fmks MFRE| MFRE| HRE
Legend: = = & relationship ssisbetwesn the Mrocess Area and the Mrocess HRLC = Mo real Cquivalent

=e

"l
o

6.4 Summary Chart

This chart repriesents the model at a high level of abstraction. The practitioner is cautioned that each grocess
area consists Ef a/number of base practices, which are described in detail in Clause 7 and Annex B. Also,
each common Teature consists of @ number of generic practices, which are described In detail In Annex A. Itis

up to each individual organization to select a combination of process areas to be applicable.
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Figure 7 — Summary of Process Areas and Common Features relationshipg

7 Security Base Practices

This clause contains the practices:considered essential to the conduct of basic security engingering (i.e., the
base practices). Note that the process areas are numbered in no particular order since the SSE-CMM® does
not preiscribe a specific process-or sequence.

An orgpnization can be assessed against any one single process area or combination of procg¢ss areas. The
procesp areas together, however, are intended to cover all base practices for security enginegring and there
are mgny inter-relationships between the process areas. At present, the SSE-CMM® compriges 11 security
procesp areas,(each of which contains a number of base practices. Each process area is identified in the
following subseetions.

The ggneral format of the process areas is shown in Figure 8. The summary description cpntains a brief
overview of the purpose of the process area. Each process area is decomposed into a set of base practices.
The base practices are considered mandatory items (i.e.,, they must be successfully implemented to
accomplish the purpose of the process area they support). Each base practice is described in detail following
the process area summary. Goals identify the desired end result of implementing the process area.
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7.1 PA01 Administer Security Controls

711

71141

The purpose (¢
integrated into

71.1.2

e security controls are properly configured and used:

7113

BP.01.01

BP.01.02

BP.01.03

BP.01.04

71.1.4

BP.

PAOl - Process Area Title (in verb-noun form)

Summary Description — An overview of the process area

Goals — A list indicating the desired results of implementing this process area
Base Practices List — A list showing the number and name of each base practice
Process Area Notes — Any other notes about this process area

01.01 - Base Practice Title (in verb-noun form)

Descriptive Name — A sentence describing the base practice

Description — An overview of this base practice

Example Work Products — A list of examples illustrating some possible output
Notes — Any other notes about this base practice

BF.UL.U

Procegs Area

Summary Description

Godgls:

Basle Practice List

Figure 8 — Process Area Format

f Administer Security Controls is to ensure that thefintended security for the system th
the system design is in fact achieved by the resultant system in its operational state.

Manage the configuration of system security controls.

Manage security awareness, training, and education programs for all

administrators.

Manage periodic maintenance and administration of security services and
mechanisms.

use

Process Area Notes

at was

Establish responsibilities.;and accountability for security controls and communicate them to
everyone in the organization.

s and

control

This process area addresses those activities required to administer and maintain the security control
mechanisms for a development environment and an operational system. Further this process area helps to
ensure that, over time, the level of security does not deteriorate. The management of controls for a new facility

should integrate with existing facility controls.

When tracking the performance of this process area, reviewing trends among different Base Practices may

indicate if an assurance argument is being satisfied. Refer to PA06.

24
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7.1.2 BP.01.01 - Establish Security Responsibilities

Establish responsibilities and accountability for security controls and communicate them to everyone in the
organization.

71.21 Description

Some aspects of security can be managed within the normal management structure, while others require
more specialized management.

The procedures should ensure that those charged with responsibility are made accountable and empowered
to act. It should also ensure that whatever security controls are adopted are clear and consistently applied. In
additiop, they should ensure that whatever structure is adopted is communicated, not only teythose within the
structure, but also the whole organization.

71.2.2 Example Work Products:

e an organizational security structure chart - identifies the organization members related fo security and
thgir role;

e dgcuments describing security roles - describe each of the organizational roles related fo security and
thgir responsibilities;

e ddgcuments describing security responsibilities - describe’ each of the security responsibjlities in detail,
induding what output is expected and how it will be reviewed and used;

e dgcuments detailing security accountabilities - describe who is accountable for security related problems,
enguring that someone is responsible for all risks; and

¢ ddgcuments detailing security authorizations, -*identify what each member of an organization is allowed to
do

7.1.2.3] Notes
Some prganizations establish a security engineering working group which is responsible for regolving security

related|issues. Other organizations identify a security engineering lead who is responsible for making sure that
the segurity objectives are attained.

7.1.3 |BP.01.02 - Manage Security Configuration

Managg the configuration of system security controls.

7.1.31 Description

Security configuration of all devices requires management. This base practice recognizes that system security
relies to a great extent on a number of interrelated components (hardware, software, and procedures) and that
normal configuration management practices may not capture the interrelated dependencies required for
secure systems.

71.3.2 Example Work Products:

e records of all software updates - tracks licenses, serial numbers, and receipts for all software and
software updates to the system, including date, person responsible, and a description of the change;

e records of all distribution problems - contains a description of any problem encountered during software
distribution and a description of how it was resolved;
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and comm

unications, including their location, the individual assigned, and related information;

system security configuration - a database describing the current state of the system hardware, software,

system security configuration changes - a database describing any changes to the system security

configuration, including the name of the person making the change, a description of the change, the

reason for

noting any

the change, and when the change was made;

difficulties and action items;

or having an effect on security, to help ensure that changes and their effects are intentional;

periodic summaries of trusted software distribution - describes recent trusted software distribution activity,

security changes to requirements - tracks any changes to system requirements made for security reasons

security ¢
reasons of

control im
configurati

security re

implementgation; and

control dis
plans.

71.3.3 Not
This BP includ
of configuring
currency of th
distributed sys
security. Effeq
mechanisms f{
changes to ar
posture.

Procedures ar
module of soft
software is dif
corrupted in th

This base prac
reference vers
security contro

nanges to design documentation - tracks any changes to the system design madg.for s
plementation - describes the implementation of security controls within thesystem, in
bn details;

views - describe the current state of the system security controls relative to the intended

posal - describes the procedure for removing or disabling security controls, including tra

D

S

es the establishment of the security controls configurations, if required, however the actu
the security control is likely to be performed when the control is implemented. Mair]
e configuration of security controls in any-'system is a complex task, particularly for
tem. Some aspects of the configuration itself are of vital importance to the mainteng
tive security requires the recording of certain information related to the security
hat make up the system and, mot normally used by other disciplines. Similarly, pr
existing system must be assessed to determine the impact on the overall system s

4

e required, particularly in a distributed environment, to ensure that all copies of a p3
vare or application-are the appropriate version, and are the same. In addition, particular
btributed over the ‘network itself, it is essential to ensure that the software has not b
b distribution procéss. These requirements apply to all software.

tice shodld“ensure that the software performs only those functions that are intended; a
ion issmaintained; all copies of the software are the same; updates are confirmed; 3
Is configuration is known and maintained.

having an effect on security, to help ensure that changes and their effects are intentional;

ecurity

cluding

control
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al task
taining
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control
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7.1.4 BP.01.03 - Manage Security Awareness, Training, and Education Programs

Manage security awareness, training, and education programs for all users.

71.41 Des

cription

The security awareness, training and education of all staff requires management in the same way that other
awareness, training and education needs to be managed.

7142 Exa

mple Work Products:

security awareness and training material;

26

© ISO/IEC 2008 — All rights

user review of security training material - describes the effectiveness, applicability, and relevance of the

reserved


https://iecnorm.com/api/?name=22b689ee49feb716585258597f18a93b

ISO/IEC 21827:2008(E)

logs of all awareness, training and education undertaken, and the results of that training - tracks user
understanding of organizational and system security;

periodic reassessments of the user community level of knowledge, awareness and training with regard to
security - reviews the organizational understanding of security and identifies possible areas to focus on in
the future; and

catalogues of training, awareness and educational material - collection of security relevant training
material which can be reused throughout an organization. Can be integrated with other organizational
training materials.

7.1.4. Notes

In this pontext the term users is taken to include not only those individuals who work directly wjth the system,
but alsp includes all individuals who receive information from the system, either directly| or indirectly, plus all

management.

It is vifally important that users are aware of the reasons that security is inplace and the[reasons for a
particular security mechanism or control. In addition, it is essential that the users understand how to use the
mechahism or control correctly. Thus users require initial, periodic refresher,"and revised sessjons when new
mechahisms and controls are introduced. All users require security awareness, some users require training in
the usg of security mechanisms, and a few users require much morecin depth security knowledge and are thus

candidates for security education.

7.1.5 |BP.01.04 - Manage Security Services and Control‘Mechanisms

Managg periodic maintenance and administration of security services and control mechanisms.

7151 Description

The ggneral management of security services' and mechanisms is similar to other service ahd mechanism
management. This includes the protection-of the services and mechanisms from corruption, either accidental

or delierate, and appropriate archival if.compliance with legal and policy requirements.

7.1.5.2] Example Work Products:

maintenance and administrative logs - record of maintenance, integrity checks, and operational checks
performed on systeni security mechanisms;

periodic mainfenance and administration reviews - contains analysis of recent system security
adinistration@nd maintenance efforts;

administnation and maintenance failure - tracks problems with system security admjnistration and
mgint€nance in order to identify where additional effort is required;

administration and maintenance exception - contains descriptions of exceptions made to the normal
administration and maintenance procedures, including the reason for the exception and the duration of the
exception;

sensitive information lists - describes the various types of information in a system and how that
information should be protected;

sensitive media lists - describes the various types of media used to store information in a system and how
each should be protected; and

sanitization, downgrading, and disposal - describes procedures for ensuring that no unnecessary risks
are incurred when information is changed to a lower sensitivity or when media are sanitized or disposed.
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7153 Notes

Some examples of these services are identification and authentication (I&A); access mediation/control; and
key management.

Each of the security services must involve establishing appropriate security parameters, implementing those

parameters, m

onitoring and analysing performance, and adjusting the parameters.

These requirements are particularly applicable to such security services as Identification and Authentication
for the maintenance of users and authentication data, and access control for the maintenance of permissions.

Information as

sets, a subset of assets, are defined as the software, and data that belong to an organization.

Some informatfion assets may require the sensitive portions to be removed so that the remainder can He used

for less sensiti

Ve purposes. Sanitization ensures that information is released to individuals who have\a‘need to

know. This may be achieved by downgrading the information or by selective removal of specific s¢nsitive

information.

Electronic meq

ia can retain residual traces of information even when it is overwritten with”other inforpnation.

Some media fnay need to be sanitized before it can be used for other less sensitivespurposes. Once the

useful life of m
the residual in
permit the reus

disposal requifements are dependent upon the specific community and applicable regulations.

7.2 PAO02 -

7.2.1 Procegs Area

7211 Sun
The purpose (¢

assess the lik
financial penal

7.21.2 Gosg

e the securi

7.21.3 Basie Practice List

BP.02.01

agnetic media is complete it should be disposed of in a manner appropriate to the sensitivity of
formation, which may necessitate the destruction of the media:Some communities [do not
e of media for less sensitive information. The specific details of sanitization, downgrading, and

Assess Impact

hmary Description
f Assess Impact is to identify impacts;that are of concern with respect to the system|and to

blihood of the impacts occurring. impacts may be tangible, such as the loss of revgnue or
ies, or intangible, such as loss of(reputation or goodwill.

Is:

y impacts of risks to.the system are identified and characterized.

Identify;\@analyse, and prioritize operational, business, or mission capabilities leveraged by
the system.

BP.02.02

Identify and characterize the system assets that support the key operational capabilities or

BP.02.03

BP.02.04

BP.02.05

BP.02.06

28
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Select the impact metric to be used for this assessment,

Identify the relationship between the selected measurements for this assessment and metric
conversion factors if required,

Identify and characterize impacts.

Monitor ongoing changes in the impacts.
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7.21.4 Process Area Notes

Impact is the consequence of an unwanted incident, caused either deliberately or accidentally, which affects
the assets. The consequences could be the destruction of certain assets, damage to the IT system, and loss
of confidentiality, integrity, availability, accountability, authenticity or reliability. Possible indirect consequences
include financial losses, and the loss of market share or company image. The measurement of impacts
permits a balance to be made between the results of an unwanted incident and the cost of the safeguards to
protect against the unwanted incident. The frequency of occurrence of an unwanted incident needs to be
taken into account. This is particularly important when the amount of harm caused by each occurrence is low
but where the aggregate effect of many incidents over time may be harmful. The assessment of impacts is an
important element in the assessment of risks and the selection of safeguards.

ith the threat
information from PAO4 and vulnerability information from PAQ05. While the activities involved|with gathering
threat, | vulnerability, and impact information have been grouped into separate process afeas, they are
interdependent. The goal is to find combinations of threat, vulnerability, and impact thal are deemed
sufficigntly risky to justify action. Therefore, the search for impacts should be guided to'a certain extent by the
existerjce of corresponding threats and vulnerabilities.

Since Impacts are subject to change, they must be periodically monitored 'to)ensure that the|understanding
generated by this process area is maintained at all times.

When [racking the performance of this process area, reviewing trends among different Base [Practices may
indicatg if an assurance argument is being satisfied. Refer to PAQG:

7.2.2 |BP.02.01 - Prioritize Capabilities

Identify, analyse, and prioritize operational, business,rmission capabilities leveraged by the system.

7221 Description

Identify, analyse, and prioritize operationaly‘business, or mission directives. The influence of the business
strategjes should also be considered. These will influence and moderate the impacts to which the organization
may be¢ subjected. This in turn is likely 10 influence the sequence in which risks are addressed in other base
practices and process areas. It is therefore important to factor in these influences when the pgtential impacts
are being examined. This base practice is related to the activities of PA10.

7.2.2.2 Example Work-Products:
e sygtem priority lists and impact modifiers; and

o sygtem capability profile - describes the capabilities of a system and their importance to the objective of
thg system:

7.2.2.3L~Notes

Functional and information assets can be interpreted to their value and criticality in the defined environment.
Value can be the operational significance, classification, sensitivity level, or any other means of specifying the
perceived value of the asset to the intended operation and use of the system. Criticality can be interpreted as
the impact on the system operation, on human lives, on operational cost and other critical factors, when a
leveraged function is compromised, modified, or unavailable in the operational environment. An asset's value
may also be defined in relation to their applicable security requirements. For example, an asset's value may
be defined as the confidentiality of a client list, the availability of interoffice communication, or the integrity of
payroll information. Many assets are intangible or implicit, as opposed to explicit. The risk assessment method
selected should address how capabilities and assets are to be valued and prioritized.

© ISO/IEC 2008 — Al rights reserved 29


https://iecnorm.com/api/?name=22b689ee49feb716585258597f18a93b

ISO/IEC 21827:2008(E)

7.2.3 BP.02.02 - Identify System Assets

Identify and characterize the system assets that support the key capabilities or the security objectives of the

system.

7.2.31 Des

cription

Identify system resources and data necessary to support the security objectives or the key capabilities
(operational, business, or mission functions) of the system. Define each of these assets by assessing the

significance of

7.23.2 Exa

e product a
operation
e system a
operation

7.2.3.3 Not

Assets are brd
Assets also i

communication,

defined as th
environment. |

7.24 BP.02.
Select the imp

7.241

A number of
predetermine |

7.24.2

7.24.3

Description

Example Work Produects:

selected inpact measurements.

Notes

each asset in providing such support within a defined environment.

mple-Work-Products:

5set analysis - contains an identification of the product assets and their significance
pf the system; and

bset analysis - contains an identification of the system assets and theirsignificance
f the system

D

S

adly construed to include the people, environment, technolegy’ and infrastructure in a s
hclude data and resources. This includes not only infermation, but also systems
data retrieval, applications, or printing resources). The importance of these assets
bir significance to the value and criticality of the<{capabilities they support in the

N some cases, this practice is a review of the work from PA09 and PA11.

D3 - Select Impact Metric(s)

hct metric(s) to be used for this assessment.

measurements can be useéd'to measure the impact of an event. It is advantagg
vhich measurements will beyused for the particular system under consideration.

A limited set ¢
Quantitative a

assigning

e the use of

to the

to the

ystem.

(e.9.,
can be
Hefined

ous to

ments.

Df con3|stent measurements m|n|m|zes the dlfﬂculty in deallng with dlvergent measurg

establishing the financial cost;

an empirical scale of severity, (e.g., 1 through 10); and

adjectives selected from a predefined list, (e.g., low, medium, high).

7.2.5 BP.02.04 - Identify Metric Relationship

Identify the relationship between the selected measurements for this assessment and metric conversion
factors if required.
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7.251 Description

Some impacts may need to be assessed using different measurements. The relationship between different
measurements needs to be established to ensure a consistent approach for all exposures throughout the
impact assessment. “Exposure” refers to a combination of a threat, vulnerability, and impact that could cause
significant harm. In some cases it will be necessary to combine measurements to be able to produce a single
consolidated result. Thus an approach for consolidation needs to be established. This will usually vary on a
system to system basis. When qualitative measurements are in use, rules also need to be established to
guide the combination of qualitative factors during the consolidation phase.

7.25.2 Example Work Products:

e impact metric relationships lists - describes the relationships between the measurements;gnd

e impact metric combination rules - describes the rules for combining impact measuréments.

7.2.5.3] Notes
As an ¢xample if the exposure was to a meteor destroying a house, one potential impact migh{ be the cost to
rebuild| the house, 100,000 US dollars. Another impact might be the loss{ef shelter until the|house can be

rebuilt,|6 months. These two impacts can be combined if the cost of shelter per month is established, 250 US
dollars|per month. The total impact for this exposure would then be 104,500 US dollars.

7.2.6 |BP.02.05 - Identify and Characterize Impacts

Identify and characterize the impacts of unwanted incidentswith either multiple measurements ¢r consolidated
measufements as appropriate.

7.2.6.1 Description
Starting with the assets and capabilities ideftfified in BP.02.01 and BP.02.02, identify the congequences that
would fause harm. For each asset, these*might include unauthorised disclosure, modificatign, loss and/or
destrugtion. Impacts to capabilities might-include interruption, delay, or reduced resilience.
Once 3 relatively complete list has.been created, the impacts can be characterized using the measurements

identified in BP.02.03 and BP.02:04. This step may require some research into actuarial tableg, almanacs, or
other spurces. The uncertainty in the measurements should also be captured and associated with each impact.

7.2.6.201 Example Work Products:

e exposure impact lists - a list of potential impacts and the associated measurements.

7.2.6.3 Notes

The impact assessment is performed based on the impact measurements determined in BP.02.03 and the
impacts are combined based on the rules established in BP.02.04. In most cases there will be some
uncertainty associated with the measurements and likelihood that a specific impact will occur within the
specified environment. It is generally more effective to keep the factors of uncertainty separate so that when
actions are taken to refine the working data it can be seen whether the refinement is to data itself or the
uncertainty associated with the data.

7.2.7 BP.02.06 - Monitor Impacts

Monitor ongoing changes in the impacts.
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7271 Description

The impacts applicable to any location and situation are dynamic. New impacts can become relevant and the

characteristics of existing impacts can change. It is therefore important to monitor both existing impacts
check for the potential for new impacts on a regular basis. This base practice is closely linked
generalized monitoring activity in BP.08.02.

7.2.7.2 Example Work Products:
e impact monitoring reports - describes the results of monitoring impacts; and

e impact change reparts - describes changes ta impacits

and to
to the

7.2.7.3 Notps
Because impagts can change, the impact assessment activity should be iterative and should be cor

multiple times| in the defined environments. However, impact assessment repetition,stiould not s
impact monitofing.

7.3 PAO3 - Assess Security Risk

7.3.1 Procegs Area

7.3.1.1  Summary Description

The purpose ¢f Assess Security Risk is to identify, analyse :and evaluate the security risks involvg
relying on a system in a defined environment. This process aréa focuses on ascertaining these risks b3
an established|understanding of how capabilities and asset§’are vulnerable to threats. Specifically, this
involves identifying and assessing the likelihood of thé-occurrence of exposures. This set of actiy
performed any time during a system's life cycle to support decisions related to developing, maintain
operating the gystem within a known environment,

7.3.1.2 Godls:

e anunderstanding of the security risk-associated with operating the system within a defined environ
achieved; gnd

e risks are grioritized accordingto a defined methodology.

7.3.1.3 Basle PracticeList

BP.03.01 | Select the methods, techniques, and criteria by which security risks for the syste
defined environment are identified, analysed, evaluated, and compared.

ducted
Lipplant

ed with
sed on
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ing, or

ment is

m in a

BP.03.02 Identify threat/vulnerability/impact triples (exposures),

BP.03.03 Assess the risk associated with the occurrence of an exposure.
BP.03.04 Assess the total uncertainty associated with the risk for the exposure.
BP.03.05 Order risks by priority.

BP.03.06  Monitor ongoing changes in the risk spectrum and changes to their characteristics.
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7.31.4 Process Area Notes

Security risk is the likelihood that the impact of an unwanted incident will be realized. While related to project
risks involving cost and schedule, security risk deals specifically with protection against impacts to the assets
and capabilities of a system.

Risk estimates always include a factor of uncertainty, which will vary dependent upon a particular situation.
This means that the likelihood can only be predicted within certain limits. In addition, the impact assessed for
a particular risk also has associated uncertainty, as the unwanted incident may not turn out as expected. Thus
the majority of factors have uncertainty as to the accuracy of the predictions associated with them. In many
cases these uncertainties may be large. This makes planning and the justification of security very difficult.

Anythifig that can reduce the uncertainty associated with a particular situation is of considerallle importance.
For thig reason, assurance is important as it indirectly reduces the risk of the system.

The risk information produced by this process area depends on the threat information/from PAQ4, vulnerability
information from PAO5, and impact information from PAO2. While the activities invglved with gathering threat,
vulnergbility, and impact information have been grouped into separate process areas, they are [nterdependent.
The gaqal is to find combinations of threat, vulnerability, and impact that are deemed sufficiently risky to justify
action.| This information forms the basis for the definition of security need_in PA10 and the| security input
provided by PAQ9.

Since risk environments are subject to change, they must be pertiodically monitored to ehsure that the
understanding of risk generated by this process area is maintained‘at all times.

When [racking the performance of this process area, reviewing trends among different Base [Practices may
indicatg if an assurance argument is being satisfied. Referto PA0G.

7.3.2 |BP.03.01 - Select Risk Analysis Method

Select the methods, techniques, and criteria byswhich security risks for the system in a defingd environment
are ideptified, analysed, evaluated, compared,and prioritized.

7.3.21 Description

This base practice consists of defining the method for identifying security risks for the system in a defined
environment in a way that permits them to be identified analysed, evaluated, and comparef. This should
includg a scheme for categorizing and prioritizing the risks based on threats, operatignal functions,
establighed system vulnerabilities, potential loss, security requirements, or areas of concern.

e risk assessment formats - describes the format in which risks will be documented and tracked, including a
description, significance, and dependencies.

7.3.2.3 Notes

Method can be an existing one, tailored one, or one specific to the operational aspects and defined
environment for the system. The methodology used for the risk assessment should interface with the
methodologies selected for the threat, vulnerability, and impact assessments.

7.3.3 BP.03.02 - Exposure ldentification

Identify threat/vulnerability/impact triples (exposures).
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7.3.3.1 Des

cription

The purpose of identifying the exposures is to recognize which of the threats and vulnerabilities are of concern
and to identify the impact of an occurrence of the threat and vulnerability. These are the exposures that will
need to be considered in the selection of safeguards to protect the system.

7.3.3.2 Example Work Products:
e system exposure lists - describes the exposures of the system.
7.3.3.3 Notes

This base prag

7.3.4 BP.03.

Assess the risk

7.3.41

Determine the
produce a risk

7.3.4.2

exposure

7.3.43 Not

The likelihood
vulnerability. In

impact, must @lso be factored in. In all cases.there will be uncertainty associated with measuremen

more effective
data it can be
can often imp4
data gathered
either multiple

7.3.5 BP.03.

Assess the total uncertainty associated with the risk for the exposure.

Description

Example Work Products:

tice depends on the outputs of the threats, vulnerability, and risk process areas.

D3 - Assess Exposure Risk

associated with each exposure.

consequences and likelihood of occurrence for each expesure, combine these va
estimate, and evaluate the risk against pre-determined criteria;

risk list - a list of the calculated risks.

D

S

of an exposure is a combination. of;the likelihood of the threat and the likelihood
many cases the likelihood of a spegcific magnitude or generalized magnitude, or the seV

to keep the factors of uncertainty separate so that when actions are taken to refine the v
been whether the refinementis' to the data itself or the uncertainty associated with the da
ct the strategies adopted.to address the risks. This base practice makes use of the lik
in BP.04.05, BP.05.03 and BP.02.05 to assess impact of the realization of an exposuy
measurements or eensolidated measurements as appropriate.

D4 - Assess.Jotal Uncertainty

7.3.5.1

Deﬁcription

ues to

of the
erity of
ts. It is
vorking
a. This
elihood
re with

Each risk will have uncertainty associated with it. The total risk uncertainty is a cumulation of the uncertainties
that have been identified for the threats, vulnerabilities, and impacts and their characteristics in BP.04.05,
BP.05.03 and BP.02.05. This base practice is closely associated with the activities of PAO6 as assurance can
be used to modify and in some cases reduce uncertainty.

7.3.5.2 Example Work Products:

exposure risk with associated uncertainty - a list of risks showing the measure of risk along with a
measure of the uncertainty.
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7.3.5.3 Notes

If uncertainty is not kept separate from the likelihood of an occurrence of an exposure then safeguards may
well be implemented that will not achieve the benefit perceived or risk may be mitigated when in fact there
was no need to do so.

7.3.6 BP.03.05 - Prioritize Risks

Order risks by priority.

7.3.6.1 Description

The rigks that have been identified should be ordered based on the organization prioritieg, likelihood of
occurrgnce, uncertainty associated with them and funds available. A risk can be (mitigated, avoided,
transfefred or accepted. Combinations of these can also be used. The mitigation can, address the threat,
vulnergbility, impact, or the risk itself. Actions should be selected with due regard to the.stakehdlders needs as
identified in PA10, business priorities, and the overall system architecture.

7.3.6.2] Example Work Products:

e  risk priority list - a list prioritizing the risks;
e safeguard requirement lists - lists of potential safeguards that-can help mitigate the risks; apd
o ralionale for prioritization - a description of the prioritization'scheme.
7.3.6.3] Notes

This step can be highly complex and often requires multiple iteration. Safeguards may addresq multiple risks,

or multiple threats, vulnerabilities and impacts: This aspect can have the effect of changing the effective
ordering of the risks to be addressed. Therefare, this process area is closely related to PA10 and PAO9.

7.3.7 |BP.03.06 - Monitor Risks and Their Characteristics

Monitol ongoing changes in the risk spectrum and changes to their characteristics.

7.3.71 Description

The risk spectrum applicable to any location and situation is dynamic. New risks can become relevant and the
characferistics of¢existing risks can change. It is therefore important to monitor both existing [risks and their
characferistics,(and to check for new risks on a regular basis. This base practice is closely linked to the
generdlized-monitoring activity in BP.08.02.

7.3.7.2__Example Work Products:

e risk monitoring reports - reports describing the current risk spectrum; and

e risk change reports - describes the operational capabilities of a system and their importance to the
objective of the system.

7.3.7.3 Notes

Because risks can change, the risk assessment activity should be conducted multiple times in the defined
environments. However, risk assessment repetition should not supplant risk monitoring. Note that the term
“spectrum” is used to denote new risks, and the term “characteristics” refers to the properties of existing
identified risks.
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7.4 PAO04 - Assess Threat

7.4.1 Process Area

7.41.1 Summary Description

The purpose of the Assess Threat process area is to identify security threats and their properties and
characteristics.

7.41.2 Goals:
e threats to fhe security of the system are identified and characterized.
7.41.3 Base Practice List
BP.04.01| Identify applicable threats arising from a natural source.
BP.04.02 | Identify applicable threats arising from man-made sources, either accidental or deliberate.
BP.04.03 | Identify appropriate units of measure, and applicable ranges, in 'a\specified environment.
BP.04.04 | Assess capability and motivation of threat agent for threats\arising from man-made sodirces.
BP.04.05| Assess the likelihood of an occurrence of a threat event.
BP.04.06 | Monitor ongoing changes in the threat spectrum and changes to their characteristics.
7.41.4 Profess Area Notes
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7.4.2 BP.04.01 - Identify Natural Threats

Identify applicable threats arising from a natural source.

7.421

Description

Threats arising from natural sources include earthquakes, tsunami, and tornadoes. However, not all natural
based threats can occur in all locations. For example it is not possible for a tsunami to occur in the centre of a
large continent. Thus it is important to identify which natural based threats can occur in a specific location.
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7.4.2.2 Example Work Products:
e applicable natural threat tables - tables documenting the character and likelihood of natural threats.

7.4.2.3 Notes

Much of the information required for this assessment can be obtained from actuarial lists and natural
phenomena occurrence databases. While this information is valuable, it should be used with caution as it may
be highly generalized and therefore may need to be interpreted to address the specific environment.

7.4.3 BP.04.02 - Identify Man-made Threats

Identify applicable threats arising from man-made sources, either accidental or deliberate.

7431 Description
Threat$ arising from man-made sources require a somewhat different type of approach. Therg are basically
two types of man-made threats: those that arise from accidental sources and those that|result from a

deliberpte act. Some man-made threats may not be applicable in the target’environment. These should be
elimingdted from further considerations in the analysis.

7.4.3.20 Example Work Products
o threat scenario descriptions - descriptions of how the threat works; and

o thieat severity estimates - measurements of likelihaed ‘associated with a threat.

7.4.3.3] Notes
In sone cases, to aid in the understanding;ef* a deliberate threat it can be helpful to develop a scenario

descrifling how the threat might occur. Use-of generic man made threat databases should b¢ assessed for
complgteness and relevancy.

7.4.4 |BP.04.03 - Identify Threat .Units of Measure

Identify appropriate units of measure, and applicable ranges, in a specified environment.

7441 Description

The majority of natural threats and many man-made threats have units of measure associated with them. An
example is the Richter scale for earthquakes. In most cases the total range of the unit of meagure will not be
applicdble in a.particular location. It is therefore appropriate to establish the maximum, and in spme cases the
minimyms,magnitude or frequency of an event that can occur in the particular location under consideration.

7.4.4.2 Example Work Products:
e threat table with associated units of measure and location ranges.

7.4.4.3 Notes

In cases where a unit of measure for a particular threat does not exist an acceptable unit of measure should
be created that is specific to the location. The associated range, if applicable, and the unit of measure should
be described in testable terms.
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7.4.5 BP.04.04 - Assess Threat Agent Capability

Assess capability and motivation of threat agent for threats arising from man-made sources.

7451 Description

This process area focuses on the determination of a potential human adversary's ability and capability of
executing a successful attack against the system. Ability addresses the adversaries knowledge of attacks (e.g.,
do they have the training/knowledge). Capability is a measure of the likelihood that an able adversary can
actually execute the attack (e.g., do they have the resources).

7452 Ex

o threat agent descriptions - capability assessments and descriptions.

7.4.5.3 Notes

Deliberate man-made threats are to a large extent dependent upon the capability of the-threat agent @and the
resources that|the threat agent has at their disposal. Thus a relatively inexperienced hacker who has jaccess
to the hacking|tools of much more experienced and capable hackers, is a much.more dangerous thrgat, but
not as dangerqus as the experienced hacker themselves. However, the inexpérienced hacker may wel| cause
unintended damage which the experienced hacker is less likely to do. In addition to the agent capability, an
assessment of| the resources that the agent has available should be considered along with their motivation for
performing the act which may be affected by the agent's likely assessment of the attractiveness of the target
(asset).

A threat agent|may use multiple attacks in sequence or concurrently to achieve the desired goal. The gffect of

multiple attacks occurring in sequence or concurrently needs to be considered. The development of scenarios
can assist in performing this task.

7.4.6 BP.04.p5 - Assess Threat Likelihood

Assess the likglihood of an occurrence of a threat'event.

7.4.6.1 Description

Assess how likely a threat event is-to occur. Many factors need to be considered in making this assegsment
ranging from the chance occurrence of a natural event to the deliberate or accidental act of an indjvidual.
Many of the factors to be considered do not lend themselves to calculation or measurement. A consistent
metric for reporting is desirable.

7.4.6.2 Example Work Products:

e threat eventilikelihood assessment - report describing the likelihood of threat events.

7.4.6.3 Notes

This is a complicated probability calculation as, many of the factors involve varying probabilities. Associated
with any estimate of likelihood is a factor of uncertainty as to the accuracy and validity of that assessment.
The uncertainty of the assessed likelihood should be reported separately to reduce potential confusion. In all
cases there will be uncertainty associated with the measurements and likelihoods. It is normally more effective
to keep the factors of uncertainty, which is also a compound expression, separate so that when actions are
taken to refine the working data it can be seen whether the refinement is to the data itself or to the uncertainty
associated with the data.
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BP.04.06 - Monitor Threats and Their Characteristics

r ongoing changes in the threat spectrum and changes to their characteristics.

Description

The threat spectrum applicable to any location and situation is dynamic. New threats can become relevant
and the characteristics of existing threats can change. It is therefore important to monitor both existing threats
and their characteristics, and to check for new threats on a regular basis. This base practice is closely linked
to the generalized monitoring activity in BP.08.02.

7.4.7.2— Example Work Products:
e thieat monitoring reports - documents describing the results of the threat monitoring effort;
o thieat change reports - documents describing changes in the threat spectrum.

7.47.3] Notes

Becauge threats can change, the threat assessment activity should be conducted multiple timeg
environments. However, threat assessment repetition does not supplant threat monitoring.

7.5 PAO05 - Assess Vulnerability

7.51

7.51.1

The purpose of Assess Vulnerability is to identify and characterize system security vulne

proces
of the
used d
system
implen
indepe
system
enviror

7.5.1.2

. an

7.51.3

Process Area

Summary Description

pverall system vulnerability. The terms associated with security risk and vulnerability a
ifferently in many contexts. For(the purposes of this model, “vulnerability” refers to 3
that can be exploited for purpéses other than those originally intended, weaknesses, s€
entation flaws within a system that are likely to be attacked by a threat. These vul
ndent of any particular threat instance or attack. This set of activities is performed any
's life-cycle to support the decision to develop, maintain, or operate the system wit
ment.

Goals:
understanding of system security vulnerabilities within a defined environment is achieve

Base Practice List

and

in the defined

rabilities. This

5 area includes analysing system assets, defining specific vulnerabilities, and providing an assessment
5sessment are

n aspect of a

curity holes, or
nerabilities are

time during a

hin the known

BP.05.01

defined environment are identified and characterized.

BP.05.02 Identify system security vulnerabilities.

BP.05.03 Gather data related to the properties of the vulnerabilities.

BP.05.04 Assess the system vulnerability and aggregate vulnerabilities that result

BP.05.05

vulnerabilities and combinations of specific vulnerabilities.
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7.51.4 Process Area Notes

The analyses and practices associated with this process area are often “paper-studies”. Discovery of system
vulnerabilities by active tools and techniques is another method that supplements but does not replace other
vulnerability analysis techniques. These active techniques may be viewed as a specialized form of
vulnerability analysis. This type of analysis can be useful when trying to validate the security vulnerability of a
system after a significant system upgrade, or to identify security vulnerabilites when two systems are
interconnected. Active vulnerability analysis is needed in some cases to validate the security posture of a
system and to increase the perception and understanding of existing security vulnerabilities. Active
vulnerability analysis, sometimes referred to as penetration testing, is a process in which security engineers
attempt to circumvent the security features of the system. The security engineers typically work under the
same constraints applied to ordinary users but may be assumed to use all design and implementation
documentatiorf- The process of attacking Security IS not exnaustive and It Is constrained by limited regources
(time, money, personal, etc.).

The vulnerabilfty information produced by this process area is intended for use in PAQO3, along with thg threat
information from PAO4 and impact information from PA02. While the activities involved with| gathering|threat,
vulnerability, and impact information have been grouped into separate process areas, they'are interdepgendent.
The goal is to find combinations of threat, vulnerability, and impact that are deemed sufficiently risky tg justify
action. Therefpre, the search for vulnerabilities should be guided to a certain extent, by the existgnce of
corresponding|threats and impacts.

Since vulnerapilities are subject to change, they must be periodically”monitored to ensure that the
understanding|generated by this process area is maintained at all times.

When tracking the performance of this process area, reviewing trénds among different Base Practicgs may
indicate if an assurance argument is being satisfied. Refer to PA06,

7.5.2 BP.05.p1 - Select Vulnerability Analysis Method

Select the methods, techniques, and criteria by which system security vulnerabilities in a defined envirpnment
are identified gnd characterized.

7.5.21 Description

This base pragtice consists of defining the*method for establishing security vulnerabilities for the system in a
way that permits them to be identified, and characterized. This may include a scheme for categorizing and
prioritizing the vulnerabilities based on threats and their likelihood, operational functions, gecurity
requirements, [or other areas oficoncern when provided. Identifying the depth and breadth of the gnalysis
allows the seclirity engineers and the customer to determine target systems to be part of the exercise|and its
comprehensivgness. Analysis should be performed within the framework of a known and recorded
configuration ¢luring a,prearranged and specified time period. The methodology for the analysis [should
included expegted results. Specific objectives for the analysis should be clearly stated.

7.5.2.2 Example Work Products:

e vulnerability analysis method - identifies the approach for finding and addressing system security
vulnerabilities, including the analysis, reporting, and tracking process;

e vulnerability analysis formats - describes the format of the results of a vulnerability analysis to ensure a
standardized approach;

e attack methodology and philosophy - includes objectives and the approach for performing the attack
testing;

e  attack procedures - detailed steps for performing the attack testing;

attack plans - includes resources, schedule, description of the attack methodology;
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nerabilities; and

ack scenarios - description of the specific attacks that will be attempted.

Notes

penetration study - the analysis and implementation of attack scenarios targeted at identifying unknown

The vulnerability analysis method can be an existing, tailored, or one specific to the operational aspects and
defined environment for the system. It often is based on or compliments the risk analysis methodology
selected in PAO3. Note that understandings about threats, capabilities, and value may not be provided, in
which case the methodology must either narrow its scope or adopt a set of suitable assumptions.

The m
vulnersd
written

At lea
approa
approa
is inclu
that arg
exploit
qualita
should

7.5.3

Identify

7.5.3.1

System vulnerabilities may be found in both security and non-security related parts of the sy

cases,
are foJ
should
be recq

7.5.3.2

7.5.3.3

ethod used to analyse the vulnerabilities may be qualitative or quantitative. Oft
bilities includes a reflection of likelihood that the vulnerability exists. Attack results-¢an
report but attacks may also be demonstrated in a presentation.

ches are characterized as analysis based approaches or testing based“approaches.

ches are good for identifying vulnerabilities that are present and for which'there is a knoy
ded in the test sets. Analysis based approaches are best for identifying new vulnerabil
e not immediately available for exploitation, but which can be available once another pro
bd. Other options that should be considered when selecting_a vulnerability metho
ive or quantitative based approaches. The ability to control the“completeness of the ang
also be considered.

BP.05.02 - Identify Vulnerabilities
system security vulnerabilities.

Description

non-security mechanisms that support security functions or work in concert with securif
nd to have exploitable vulnerabilities. The methodology of attack scenarios as develop
be followed to the extent thatvulnerabilities are validated. All system vulnerabilities disd
rded.

Example Work Products:
nerability list._describes the vulnerability of the system to various attacks; and

netration.profile includes results of the attack testing (e.g., vulnerabilities).

Notes

er,
e conveyed in

analysis of

5t two fundamentally different approaches exist for the identification ofovulnerabilitigs. These two

Testing based
n threat which
ties and those
blem has been
jology include
lysis or testing

stem. In many
y mechanisms
ed in BP.05.01
overed should

In this practice, vulnerabilities are seen as inherent to the system without consideration of the likelihood of any
threats. The ordering of such vulnerabilities may be prioritized in accordance with threat analysis. Attacks that
are not reproducible make the task of developing countermeasures difficult.

Vulnerabilities are identified in part based on prioritized risks from PAQ3, and the business priorities and
objectives identified in PA10. In addition the assets considered in PAO2 need to be taken into account.

7.5.4

Gather

BP.05.03 - Gather Vulnerability Data

data related to the properties of the vulnerabilities.
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7541 Description

Vulnerabilities have properties associated with them. The intent of this base practice is to gather data
associated with those properties. In some cases a vulnerability may have Units of Measure similar to those
associated with threats, see BP.04.03. The ease with which the vulnerability can be exploited and the

likelihood that the vulnerability exists should be identified and gathered.

7542 Exa

[ ]
system.

mple Work Products:

vulnerability property tables - tables that document the characteristics of vulnerabilities of the product or

7.54.3 Not

Much of the d

D

S

a gathered during this activity will be used later to perform PAOQ3. It is thus impartant {

t
data is gather}d and stored in a format that will be usable by PA03. In all cases there will be unc

associated wi
separate so th
the data itself

7.5.5 BP.05.

Assess the sy
combinations (¢

7.5.5.1

Analyse which
should identifyj
and the chang
may also be in

h the measurements and likelihoods. It is normally more effective to keep the unc
it when actions are taken to refine the working data it can be seen whether'the refinems
br the uncertainty associated with the data.

D4 - Synthesize System Vulnerability

stem vulnerability and aggregate vulnerabilities that restilt from specific vulnerabiliti
f specific vulnerabilities.

Description

vulnerabilities or combination of vulnerabilities result in problems for the system. A
additional characteristics of the vulnerability; such as the likelihood of vulnerability expl

cluded in the results.

hat the
ertainty
prtainty
ntis to

bs and

nalysis
Ditation

e for successful exploitation. Recommendations for addressing the synthesized vulnerabilities

7.5.5.2 Example Work Products:

e vulnerability assessment report - in€ludes a quantitative or qualitative description of the vulnerabilitles that
result in a [problem for the system; including the likelihood of attack, likelihood of success, and the|impact
of the atta¢k; and

e attack reports - documents’the results and analysis of the results including vulnerabilities founfd, their
potential fgr exploitation;-and recommendations.

7.5.5.3 Notps

Results of an gnalysis and attack exercise need to be captured. Any vulnerabilities found and their pptential

for exploitation need to be identified and documented in sufficient detail to allow the customer to make
decisions about countermeasures.

7.5.6 BP.05.05 - Monitor Vulnerabilities and Their Characteristics

Monitor ongoing changes in the applicable vulnerabilities and changes to their characteristics.

7.5.6.1

Description

The vulnerability spectrum applicable to any location and situation is dynamic. New vulnerabilities can become
relevant and the characteristics of existing vulnerabilities can change. It is therefore important to monitor both
existing vulnerabilities and their characteristics, and to check for new vulnerabilities on a regular basis. This
base practice is closely linked to the generalized monitoring activity in BP.08.02.
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7.5.6.2 Example Work Products:

e vulnerability monitoring reports - documents describing the results of the vulnerability monitoring effort;
and

¢ vulnerability change reports - documents describing new or changed vulnerabilities.

7.5.6.3 Notes

Because vulnerabilities can change, the vulnerability assessment activity should be conducted multiple times
in the defined environments. However, this should vulnerability assessment repetition should not supplant
vulnerahility monitaring

7.6 PAO06 - Build Assurance Argument
7.6.1 [Process Area

7.6.1.1 Summary Description
The purpose of Build Assurance Argument is to clearly convey that the-customer's security neefds are met. An
assurahce argument is a set of stated assurance objectives that are_supported by assuranceg evidence that
may bg derived from multiple sources and levels of abstraction.
This process includes identifying and defining assurance related requirements; evidence production and

analysis activities; and additional evidence activities needed\to support assurance requirements. Additionally,
the eviflence generated by these activities is gathered, packaged, and prepared for presentation.

7.6.1.2 Goals:

o thé work products and processes clearly-provide the evidence that the customer's security needs have
begn met.

7.6.1.3] Base Practice List
BF.06.01 Identify the security assurance objectives.
BR.06.02 Define @ security assurance strategy to address all assurance objectives.
BR.06.03  Defihe measures to monitor security assurance objectives.
BR.06.04 . \_Identify and control security assurance evidence.

BR.06:05 Perform analysis of security assurance evidence.

BP.06.06 Provide a security assurance argument that demonstrates the customer's security needs are
met.

7.6.1.4 Process Area Notes

Activities involved in building an assurance argument include managing the identification, planning, packaging,
and presentation of security assurance evidence.

When tracking the performance of this process area, reviewing trends among different Base Practices may
indicate if an assurance argument is being satisfied.
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7.6.2 BP.06.01 - Identify Assurance Objectives

Identify the security assurance objectives.

7.6.21 Description

Assurance objectives, as determined by the customer, identify the level of confidence needed in the system.
The system security assurance objectives specify a level of confidence that the system security policy is
enforced. Adequacy of the objectives is determined by the developer, integrator, customer, and those who will

approve the operation of the system, if any.

Identification

f new. and modification to_existing, security assurance objectives are coordinated

wvith all

security-relate
organization (e

The security
modification in
system securit

Security assur
are included o

7.6.2.2

statement
confidencs

7.6.2.3

In cases wher
related to a s
ambiguity.

7.6.3 BP.06.

Define a secur

7.6.3.1

The purpose

implemented 3
strategy shoul
manage the s
development g

Example Work Products:

Notes

Description

I groups internal to the engineering organization and groups external to the engi
.g., customer, systems security certifier, user).

assurance objectives are updated to reflect changes. Examples of changes requ
security assurance objectives include changes in the level of acceptable riskiby the cu
y certifier, or user, or changes in the requirements or interpretations of the requirements.

ance objectives must be communicated so as to be unambiguous, Applicable interpre
developed if necessary.

of security assurance objectives - identifies the customer's requirements for the |
needed in a system's security features.

e a specific claim is not mandated, it is helpful if the assurance objectives can be st
becific assurance claim to be achieved*or met. This helps to reduce misunderstandin

D2 - Define Assurance Strategy

ty assurance strategy to address all assurance objectives.

Df a securityassurance strategy is to plan for and ensure that the security objectiy
nd enforeed correctly. Evidence produced through the implementation of a security asg
| provide an acceptable level of confidence that the system security measures are adeq
pcurityyrisk. Effective management of the assurance related activities is achieved throd

heering

iring a
stomer,

tations

evel of

ated or
gs and

es are
urance
uate to
gh the

nd<enactment of a security assurance strategy. Early identification and definition of ass

urance

related requir

STTENtS TS essentia—to—producing—theTrecessary supporting—evidence: Urderstardir

g and

monitoring the satisfaction of customer assurance needs through continuous external coordination ensures a
high quality assurance package.

7.6.3.2 Exa

[ ]
and identif

7.6.3.3

mple Work Products:

ies the responsible parties.

Notes

security assurance strategy - describes the plan for meeting the customer's security assurance objectives

The security assurance strategy is coordinated with all affected internal engineering groups and external
groups (e.g., customer, systems security certifier, or user) as defined in PAQ7.
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7.6.4 BP.06.03 - Define Security Measures

Define measures to monitor security assurance objectives.

7.6.4.1 Description

Measures are used to facilitate decision making and improve performance and accountability through
collection, analysis, and reporting of relevant performance-related data. The purpose of measuring
performance is to monitor the status of security processes and facilitate improvement in those processes by
applying corrective actions, based on observed measurements. Measures will facilitate monitoring of
accomplishing assurance strategy and assurance objectives, and therefore, will support the assurance
argument.

7.6.4.2 Example Work Products:

e lisfing of measurements aligned with assurance objectives and assurance strategy:

7.6.4.3 Notes

Measures need to be quantitative in nature, such as numbers and practical data. The measufes need to be
within reason of the cost of the project (i.e. the cost of collecting the data should not exceed tie value of the
data cpllected). Measures should be verifiable by third-party reviewers for concurrence of [results. Some
measufes may be applicable for trend analysis and tell a story of impact changes overtime| The resulting
measufes should be useful in making decisions about focusing project efforts. They should be ¢ollected at the
lowest|level possible and not divisible into another format. Lastly, measures should be well-defined using such
characteristics as frequency, formula, evidence, and indicators. For this BP, it is advisable |to understand
measufements required by external influences (i.e., government, industry, etc.)

7.6.5 |BP.06.04 - Control Assurance Evidence

Identify and control security assurance evidefce.

7.6.5.1 Description
Security assurance evidence is gathered as defined in the security assurance strategy through interaction with

all secprity engineering process areas to identify evidence at various levels of abstraction. This evidence is
controlled to ensure curreney,with existing work products and relevancy with security assurance objectives.

7.6.5.20 Example Work Products:

e  segurity asSurance evidence repository - stores all evidence generated during development, testing, and
use. Could-take the form of a database, engineering notebook, test results, or evidence log.

7.6.5.3_Notes

Assurance work products can be developed from the system, architecture, design, implementation,
engineering process, physical development environment, and physical operational environment.

Security assurance evidence can be used to measure the efficiency, effectiveness, capacity, and impact of
security. Identifying and controlling security assurance evidence will enable collection of higher quality data

and more effective communication of the resulting analysis to a broader audience providing an objective
mechanism to continually measure and improve the performance and results of the overall security processes.

7.6.6 BP.06.05 - Analyse Evidence

Perform analysis of security assurance evidence.
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7.6.6.1 Description

Assurance evidence analysis is conducted to provide confidence that the evidence that is collected meets the
security objectives, thus satisfying the customer's security needs. An analysis of the assurance evidence
determines if system security engineering and security verification processes are adequate and complete
enough to conclude that the security features and mechanisms are satisfactorily implemented. Additionally,
the evidence is analysed to ensure that the engineering artifacts are complete and correct with respect to the
baseline system. In the event of insufficient or inadequate assurance evidence, this analysis may necessitate
revisions to the system, security work products and processes that support the security objectives.

7.6.6.2 Example Work Products:

e assurancg evidence analysis results - identify and summarize the strengths and weaknesses of-evidence
in the repdgsitory.

7.6.6.3 Notps

Some assurange evidence can only be generated from a consolidation of other systemcengineering artifacts or

inferred from 4

7.6.7 BP.06.

Provide a secU

consolidation of other assurance.

D6 - Provide Assurance Argument

rity assurance argument that demonstrates the customer's_Security needs are met.

7.6.7.1

Description

An overall asdurance argument is developed to demonstrate.compliance with security assurance obj

ectives

and provided [to the customer. An assurance argument js a set of stated assurance objectives that are
supported by @ combination of assurance evidence that{may be derived from multiple levels of abstraction.
The assurancg argument should be reviewed for deficiencies in the presentation of evidence as wel| as for

deficiencies in

7.6.7.2
e assurancs
various pis
7.6.7.3 Not
The high-level
Other possiblg

addressed. E3
applicable sta

meeting security assurance objectives:

Example Work Products:

argument with supporting,evidence - a structured set of assurance objectives suppo
ces of assurance evidence.

2
=

S

parts of the assurance argument might address how threats to system assets hav
ch of the assurance objectives is supported by relevant and sufficient evidence to m
ndard_of proof. The assurance argument may be used by the customer, systems

q

4

rted by

security assurance argument might be that objectives of the relevant criteria have beg¢n met.

e been
pet the
ecurity

certifier, and u

BelS?

7.7 PAO7 -

7.71

7.711

Coordinate Security

Process Area

Summary Description

The purpose of Coordinate Security is to ensure that all parties are aware of and involved with security
engineering activities. This activity is critical as security engineering cannot succeed in isolation. This
coordination involves maintaining open communications between all project personnel and external groups.
Various mechanisms may be used to coordinate and communicate the security engineering decisions and
recommendations between these parties, including memoranda, documents, e-mail, meetings, and working
groups.
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Goals:

o all members of the project team are aware of and involved with security engineering activities to the
extent necessary to perform their functions; and

e decisions and recommendations related to security are communicated and coordinated.

7.71.3

Base Practice List

BP.07.01 Define security engineering coordination objectives and relationships.

BP.Q7.02 ldentify coordination mechanisms for security engineering

BHR

BR

.07.03 Facilitate security engineering coordination.

.07.04 Use the identified mechanisms to coordinate decisions and recommendat
security.

7.71.4 Process Area Notes

This pfocess area ensures that security is an integral part of the total-engineering effort. Sec

should

be part of all major design teams and working groups.Clii-is especially importan

enginepring establishes relationships with other engineering teams early in the life cycle when

decisio
organij

ns are made. This process area can be equally applied to both development a
ations.

When [racking the performance of this process area, reviewing trends among different Base
indicatg if an assurance argument is being satisfied. Refer to PAQG.

7.7.2

Define

7.7.21

Many ¢
inform

BP.07.01 - Define Coordination Objectives
security engineering coordination objectives and relationships.
Description

roups need to be aware of and involved with security engineering activities. The objecti
tion with these groups.is determined by examining the project structure, information nee

requirgments. Relationships*and commitments with the other groups are established. Successf
take mpny forms, but must be acknowledged by all the involved parties.

7.7.2.2

Example ' Work Products:

e information sharing agreements - describe a process for sharing information between gro
thq pafties involved, media, format, expectations, and frequency;

ons related to

Lirity engineers

that security
critical design
nd operational

Practices may

ves for sharing
ds, and project
Ul relationships

Iips, identifying

e working group memberships and schedules - describe the organization's working groups, including their
membership, roles of members, purpose, agenda, and logistics; and

e organizational standards - describe the processes and procedures for communicating security related
information between the various working groups and with the customer.

7.7.2.3

Notes

Coordination objectives and relationships should be defined as early as possible in the project to ensure that
communication lines are well established. All engineering groups should define roles for security engineers in
day to day operations (e.g., sit in on reviews, attend training, review designs). If this is not done, the risk of
missing a key aspect of security increases.
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7.7.3 BP.07.02 - Identify Coordination Mechanisms

Identify coordination mechanisms for security engineering.

7.7.31 Description

There are many ways that the security engineering decisions and recommendations can be shared with all
engineering groups. This activity identifies the different ways that security is coordinated on a project.

It is not uncommon to have multiple security personnel working on the same project. In these situations, all
security engineers should be working toward a commonly understood goal. Interface identification, security
mechanism selection, training and development efforts need to be conducted in such a way as to ensure that
each security [component operates as expected when placed in the operational system. Additionally, all
engineering tgams must understand the security engineering efforts and engineering activities-to)allow for
clean integratipn of security into the system. The customer must also be aware of events and activities |related
to security to ensure that requirements are identified and addressed appropriately.

7.7.3.2 Example Work Products:

e communidation plans - include the information to be shared, meeting times, processes and procedures to
be used between members of working groups and with other groups;

e communidation infrastructure requirements - identify the infrastructére*and standards needed tq share
information between working group members and with other groups effectively; and

e templates|for meeting reports, message, memoranda - describe the format for various documents, to
ensure stapdardization and efficient work.

7.7.3.3 Not

114
(7]

None.

7.7.4 BP.07.D3 - Facilitate Coordination

Facilitate secufity engineering coordination.

7.741 Description

Successful relationships rely on good facilitation. Communication between different groups with different
priorities may [result in cenflicts. This base practice ensures that disputes are resolved in an appropriately
productive manner.

7.7.4.2 Exar-nple Work Products:

e procedures for conflict resolution - identify the approach for efficiently resolving conflicts within and
between organizational entities;

e meeting agendas, goals, action items - describes the topics to be discussed at a meeting, emphasizing
the goals and action items to be addressed; and

e action item tracking - identifies the plan for working and resolving an action item, including responsibility,
schedule, and priority.

7.7.4.3 Notes

None.
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BP.07.04 - Coordinate Security Decisions and Recommendations

Use the identified mechanisms to coordinate decisions and recommendations related to security.

7.7.5.1

Description

The purpose of this base practice is to communicate security decisions and recommendations among the

various

7.7.5.2

e degisi

me

security engineers, other engineering groups, external entities, and other appropriate parties.

Example Work Products:

5 HHFy vie—meeting reports,
moranda, working group minutes, e-mail, security guidance, or bulletin boards; and

e regommendations - communication of security related recommendations to affected’groups such as via

mq

7.7.5.3

None.

7.8 PAO08 - Monitor Security Posture

7.81

7.8.1.1
The pU

that cd
enviror

7.8.1.2

e bo

e ing
e ch
ob

7.8.1.3

eting reports, memoranda, working group minutes, e-mail, security guidancesor‘bulletin boards.

Notes

Process Area

Summary Description
rpose of Monitor Security Posture is to ensure that all breaches of, attempted breaches pf, or mistakes

uld potentially lead to a breach of security are identified and reported. The external and internal
ments are monitored for all factors that,may have an impact on the security of the system.

Goals:
th internal and external segcurity related events are detected and tracked;
idents are responded.to in accordance with policy; and

anges to the operational security posture are identified and handled in accordance with the security
ectives.

Base Practice List

BP.08.01 Analyse event records to determine the cause of an event, how it proceeded, apd likely future

events.

BP.08.02 Monitor changes in threats, vulnerabilities, impacts, risks, and the environment.

BP.08.03 Identify security relevant incidents.

BP.08.04  Monitor the performance and functional effectiveness of security safeguards.

BP.08.05 Review the security posture of the system to identify necessary changes.

BP.08.06  Manage the response to security relevant incidents.

BP.08.07 Ensure that the artifacts related to security monitoring are suitably protected.
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7.8.1.4 Process Area Notes

The security posture indicates the readiness of the system and its environment to handle current threats, and
vulnerabilities and any impact to the system and its assets. This process area then involves the activities in
PAO5 and PAO3. The data gathered about both the internal and external environment is analysed both in its
own context and in relation to other data that may result from events occurring before, in parallel with, or after
an event in question. The process area addresses both the target environment intended for the system and
the environment in which the system is developed. Any particular system has to function in conjunction with
existing systems which can affect its overall security, thus these existing systems should be included in the
monitoring.

When tracking the performance of this process area, reviewing trends among different Base Practices may
indicate if an afsurance argument Is being satisiied. Refer 10 PAUG.

7.8.2 BP.08.p1 - Analyse Event Records

Analyse event|records to determine the cause of an event, how it proceeded, and likely future-events.

7.8.21 Description
Examine historical and event records (compositions of log records) for security relevant informatign. The

events of interpst should be identified along with the factors used to correlate-events among multiple records.
Multiple event fecords can then be fused into a single event record.

7.8.2.2 Example Work Products:
e descriptions of each event - identify the source, impact, and\importance of each detected event;
e constituent log records and sources - security related@event records from various sources;

e event idertification parameters - describe which’events are and are not being collected by various parts
of a syster;

e listing of 3ll current single log record alarm states - identifies all requests for action based on single log
records;

o listing of gll current single eventialarm states - identifies all requests for action based on events which are
formed from multiple log records;

e periodic ré¢port of all alarm states that have occurred - synthesizes alarm listings from multiple systems
and does preliminary‘analysis; and

e log analydis and summaries - performs analysis on the alarms that have occurred recently and repgrts the
results for preéad consumption.

7.8.2.3 Notes

Many audit logs are likely to contain information related to a single event. This is particularly the case in a
distributed/networked environment. Often an event leaves a trace in multiple locations across the network. To
ensure that individual records are valuable and contribute to a complete understanding of the event and its
behaviour, the individual log records need to be combined or fused into a single event record.

Analysis can be performed on single records and on multiple records. Analysis of multiple records of the same
type often uses statistical or trend analysis techniques. Analysis of multiple records of different types may be
performed on log records and event (fused) records, although it is more normal to perform multiple event
record analysis on the same type of events.
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Alarms, (i.e., requests for action based on a single occurrence), should be determined for both log records
and fused event records. Log and event records from the development environment also need to be included
in the analysis.

7.8.3 BP.08.02 - Monitor Changes
Monitor changes in threats, vulnerabilities, impacts, risks, and the environment.

7.8.3.1 Description

Look for any changes that may impact the effectiveness of the current security posture, either positively or
negatiyehy

The sejcurity implemented for any system should be in relation to the threats, vulnerabilities,;-impacts and risks
as they relate to its environment both internal and external. None of these are static and changes influence
both the effectiveness and appropriateness of the system's security. All must be mopitared for ghange and the
changgs analysed to assess their significance with regard to the effectiveness of the)security.

7.8.3.2] Example Work Products:

e report of changes - identifies any external or internal changes thdt may affect the security| posture of the
system; and

e periodic assessment of significance of changes - performs analysis on changes in secuyrity posture to
determine their impact and need for response.

7.8.3.3 Notes

Both internal and external sources should be‘examined as well as the development apd operational
environpments.

When ¢hanges are noted a response should be triggered, usually a review of the risk analysis pr part thereof.
See PAO3.

7.8.4 |BP.08.03 - Identify Security Incidents

Identify security relevant ingidents.

7.8.4.1 Description

Determine if a security relevant incident has occurred, identify the details, and make a repoit if necessary.
Securify relevant incidents may be detected using historical event data, system configuration| data, integrity
tools, and other system information. Since some incidents occur over a long period of time, this analysis is
likely t¢ invblve comparison of system states over time.

7.8.4.2 Example Work Products:

incident list and definitions - identifies common security incidents and describes them for easy
recognition;

e incident response instructions - describes the appropriate response to security incidents that arise;

e incident reports - describes what incident occurred and all relevant details, including source of the
incident, any damage, response taken, and further action required;

e reports related to each intrusion event detected - describes each intrusion event detected and provides all
relevant details, including the source, any damage, response taken, and further action required; and
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e periodic incident summaries - provides a summary of recent security incidents, noting trends, areas that
may require more security, and possible cost savings from lowering security, keeping in mind the potential

for increased risk.

7.8.4.3 Notes

Security incidents can occur in both the development and operational environment. These incidents can
impact the system being developed or the operational system in different ways. Deliberate technical attacks
by hackers or malicious code (viruses, worms, etc.) necessitate a different approach than protection against
random events. Analysis of the system configuration and state is required to detect the attacks. Appropriate
response plans should be prepared, tested and put into action. Many technical attacks require rapid,

predefined res

onse to minimize the ongoing spread of the damage. In many cases uncoordinated res

ponses

can make the
BP.08.06.

7.8.5 BP.08.

Monitor the pe

7.8.5.1

Examine the p

situation worse. In the cases that necessitate it, the response should be identified and

D4 - Monitor Security Safeguards

[formance and functional effectiveness of security safeguards.

Description

brformance of safeguards to identify changes in the performance of the safeguard.

Hefined

7.8.5.2 Example Work Products:

e periodic spfeguard status - describes the state of the existing safeguards in order to detect possible
misconfigyration or other problems; and

e periodic spfeguard status summaries - provides assummary of the state of existing safeguards,| noting
trends, ne¢ded improvements, and possible cost savings from lowering security.

7.8.5.3 Notps

Safeguards protecting the development and_operational environments should be monitored. Many safgguards

can be left in Bn inappropriate or non-gffective state after use. Many safeguards provide indications pf their

current status] effectiveness and maintenance requirements. All three aspects need to be reviewefd on a

periodic basis.

7.8.6 BP.08.

Review the se

D5 - Review Security Posture

Curity posture of the system to identify necessary changes.

7.8.6.1

Deslcription

The security posture of a system is subject to change based on the threat environment, operational
requirements, and system configuration. This practice re-examines the reasons why security was put in place
and the requirements security places on other disciplines.

7.8.6.2 Exa

mple Work Products:

posture, and an analysis of whether the two are compatible; and

operating the system is acceptable.
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7.8.6.3 Notes

A review of the security posture should be conducted in the light of the current operational environment and
changes that have occurred. If other events, such as changes, have not triggered a complete review of
security, a review should be triggered based on the time since the last review. Time triggered reviews should
be in compliance with appropriate policy and regulations. The review should lead to a reassessment of the
adequacy of current security and the appropriateness of the current level of risk acceptance. The review
should be based on the organizations approach to security assessment, see PA05. In the same manner that
the operational environment is reviewed, the development environment in which the systems is created should
also be periodically reviewed. In fact, the development environment can be considered as an operational
environment for the development of systems.

7.8.7 |BP.08.06 - Manage Security Incident Response

Managg the response to security relevant incidents.

7.8.71 Description

ability fo respond to disruption is essential. A contingency plan requiresthe identification off the maximum
period [of non-functionality of the system; the identification of the essential elements of the system for
functiopality; the identification and development of a recovery strategy-and plan; testing of thg plan; and the
maintepance of the plan.

In marly cases, the continued availability of systems is critical. Many events can not be prevInted, thus the

In some cases contingencies may include incident response.and active engagement of hostile agents (e.g.,
viruseq, hackers etc.).

7.8.7.20 Example Work Products:

e sygtem recovery priority list - contains a, description of the order in which system functions will be
pratected and restored in the case of an incident causing failure;

o test schedule - contains the dates for periodic testing of the system to ensure that security related
furjctions and procedures are opefrational and familiar;

o test results - describe the results of periodic testing and what actions should be taken to keep the system
segure;

e maintenance schedule - contains the dates for all system maintenance, both upgrades ar|d preventative
and is typically integrated with the test schedule;

>

e ingident reports - describe what incident occurred and all relevant details, including source [of the incident,
any damage, response taken, and further action required;

° p i0dic reviews - descrihe the prnr\nr’lnrn to he pnrfnrmnr'l r*lnring parinr'lir\ reviews of the security of the

system, including who is to be involved, what checks will be made, and what the output will contain; and
e contingency plans - identify the maximum acceptable period of system downtime, the essential elements

of the system, a strategy and plan for system recovery, business resumption, situation management, and
procedures for testing and maintenance of the plan.

7.8.7.3 Notes
Future events can not be pre-determined but, unless they are to cause chaos, they must be managed. If the

situation falls outside the pre-identified scenarios, it is elevated to the appropriate business management
decision level.
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7.8.8 BP.08.07 - Protect Security Monitoring Artifacts

Ensure that the artifacts related to security monitoring are suitably protected.

7.8.8.1

Description

If the products of monitoring activities can not be depended upon they are of little value. This activity includes
the sealing and archiving of related logs, audit reports and related analysis.

7.8.8.2 Exa

mple Work Products:

1 idantifi bk axtif. '3 =Y
TUCTIUTICS WITeTS artractS assSutiat

ed with

a listing
security m

and identif]

comments

periodic re
selected |
monitoring

7.8.8.3 Not
The majority

immediately o
aid in the unds
should be mar
from tamperin
When the log
that may be rg
should be arch

7.9 PAO09 -
7.9.1

7911  Sun

The purpose 0
the security in

periodic r¢sults of spot checks of logs that should be present in archive - describe any, missing

es the appropriate response;

usage of archived logs - identifies the users of archived logs, including time of access, purpose, g
and
sults of testing the validity and usability of randomly selected afchived logs - analyse ra

Procegs Area

asrabivaedlacae—and—a iatad—roariad f rotantion
aroimv e U TOgyS alnmu— asSSoUtIatC U PTTTOU— U ToTTTTauoUT

bnitoring are stored and when they can be disposed of;

bgs and determine whether they are complete, correct,.'ahd useful to ensure ad
of system security.

D

S

bf monitoring activities, including auditing, produce output. This output may be acte
recorded for later analysis and further action. The contents of the logs should be desig

aged in compliance with applicable policy and regulations. Logs must be reliable and pr
) or accidental damage. When the log;is full it must be replaced with a new one or e
is changed any records that are not required should be removed and other reduction
quired performed. Logs should‘be’sealed, to prevent any changes from going undetect
ived for the proscribed period.

Provide Security Input

nmary Description

f Provide Security Input is to provide system architects, designers, implementers, or use
ormation they need. This information includes security architecture, design, or impleme

reports

nd any

hdomly
equate

d upon
jned to

rstanding of what occurred during an incident, and to detect changes in trends. The oufput log

btected
mptied.
actions
ed and

rs with
ntation

alternatives ar

d sécurity guidance. The input is developed. analysed. provided to and coordinated v

ith the

appropriate organization members based on the security needs identified in PAO1.

7.9.1.2

goals;

and
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Goals:

the solution reflects the security input provided.
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7.9.1.3 Base Practice List
BP.09.01 Work with designers, developers, and users to ensure that appropriate parties have a
common understanding of security input needs.
BP.09.02 Determine the security constraints and considerations needed to make informed engineering
choices.
BP.09.03 Identify alternative solutions to security related engineering problems.
BP.09.04 Analyse and prioritize engineering alternatives using security constraints and considerations.
BR-69-05—FProvidesecurity retatedguidance-totheotherengineeringgroups:
BF.09.06 Provide security related guidance to operational system users and administratgrs.
7.9.1.4 Process Area Notes
This process area provides security input to support system design and implementation activitigs. The focus is

on hoy
practic
commy
applicg

This p
(users
single
abstrag
Some
the syg

All bas
life cyc

When
indicat

7.9.2

Work v
of secU

7.9.2.1

Securif

U security is an integral part of system development and not an, end unto itself. Ead
s uses input from the entire engineering organization, produces security specifi
nicates those results back to the entire engineering organization. The processes
ble to the development of new systems or the operation and maintenance of existing one

ocess area covers security input to both development, (designers and implementors)
and administrators). In addition, by combining the de€sign and implementation security
process area, it emphasizes that these activities’ are very similar, but are at diffg
tion. The alternative solutions range in scope from full system architectures to individug
aspects of security requirements impact the environment in which the system is develoq
tem itself.

e practices within this process area can-be iterative and all occur at multiple points thro
e.

fracking the performance of this\process area, reviewing trends among different Base
b if an assurance argument.is’being satisfied. Refer to PA0G.

BP.09.01 - Understand Security Input Needs

ith designers, developers, and users to ensure that appropriate parties have a common
rity input needs.

Description

y engineering is coordinated with other disciplines to determine the types of security|

helpful

h of the base
C results, and
identified are
S.

and operation
hctivities into a
trent levels of
| components.
ed rather than

gh the system

Practices may

understanding

input that are

to.those disciplines. Security input includes any sort of guidance, designs, documents, g

r ideas related

to security that should be considered by other disciplines. Input can take many forms, including documents,
memoranda, e-mail, training, and consultation.

This input is based on the needs determined in PA10. For example, a set of security rules may need to be
developed for the software engineers. Some of the inputs are more related to the environment than the
system.

7.9.2.2

Example Work Products:

provide input to other disciplines (e.g., documents, memoranda, training, consulting); and
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7.9.2.3 Notes

Assurance objectives may have an influence on the specific security needs, particularly in such aspects as
dependencies. They may also provide additional justification to security needs. In this case, security
engineering needs to provide the other disciplines with guidance on how to produce the appropriate evidence.

7.9.3 BP.09.02 - Determine Security Constraints and Considerations

Determine the security constraints and considerations needed to make informed engineering choices.

7.9.31 Description

The purpose of this base practice is to identify all the security constraints and considerations neededtp make
informed engimeering choices. The security engineering group performs analysis to determinecany gecurity
constraints ahd considerations on the requirements, design, implementation, configuratior], and
documentation]. Constraints may be identified at all times during the system's life. They may\be idenfified at
many differeni levels of abstraction. Note that these constraints can be either positive‘(alivays do this) or
negative (never do this).

7.9.3.2 Example Work Products:

e security design criteria - security constraints and considerations that7are needed to make dgcisions
regarding pverall system or product design;

e security implementation rules - security constraints and considéerations that apply to the implementation of
a system qgr product (e.g., use of specific mechanisms, coding-standards); and

e documentption requirements - identification of specific documentation needed to support gecurity
requirements (e.g., administrator's manual, user's manual, specific design documentation).

7.9.3.3 Notps
These constrgints and considerations are used to identify security alternatives BP.09.03 and to provide

security enging¢ering guidance BP.09.05. Acmajor source of the constraints and considerations is the gecurity
relevant requirements, identified in PA10:

7.9.4 BP.09.03 - Identify Security-Alternatives

Identify solutions to security related engineering problems.

7.9.41 Description

The purpose df this-base practice is to identify alternative solutions to security related engineering prgblems.
This process ip itefative and transforms security related requirements into implementations. These sglutions
can be provided in many forms, such as architectures, models, and prototypes. This base practice involves
decomposing, analysing, and recomposing security related requirements until effective alternative solutions
are identified.

7.9.4.2 Example Work Products:

e security views of system architecture - describe, at an abstract level, relationships between key elements
of the system architecture in a way that satisfies the security requirements;

e security design documentation - includes details of assets and information flow in the system and a
description of the functions of the system that will enforce security or that relate to security;
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e security models - a formal presentation of the security policy enforced by the system; it must identify the
set of rules and practices that regulate how a system manages, protects, and distributes information; the
rules are sometimes expressed in precise mathematical terms [NCSC88];

e security architecture - focuses on the security aspects of a systems architecture, describing the principles,
fundamental concepts, functions, and services as they relate to the security of the system; and

e reliance analysis (safeguard relationships and dependencies) - a description of how the security services
and mechanisms interrelate and depend upon one another to produce effective security for the whole
system; identifies areas where additional safeguards may be needed.

7.9.4.

Notes

The s
alterna
The al
securit
guidan

7.9.5
Analys

7.9.5.1

blution alternatives include architecture, design, and implementation solutions. T
fives should be consistent with the constraints and considerations previously identifie
ernatives are also a part of the trade-off comparisons BP.09.04. This activity, is relate
y engineering guidance BP.09.05 insomuch as once the preferred altefpative has |
Ce to the other engineering disciplines is required.

BP.09.04 - Analyse Security of Engineering Alternatives

b and prioritize engineering alternatives using security constraints and considerations.

Description

The pyrpose of this base practice is to analyse and prigritize engineering alternatives. Usir
constrgints and considerations previously identified . in*BP.09.02, security engineers can

engine
engine

These

bring alternative and come up with a recommendation for the engineering group
ers should also consider the engineering guidance from other engineering groups.

engineering alternatives are not limited,to the security alternatives identified BP.09.03, &

alternatives from other disciplines as well.

7.9.5.2 Example Work Products:

o trdde-off study results and” recommendations - includes analysis of all engineerin

co

nsidering security constraints and considerations as provided in BP09.02; and

e end-to-end trade-off’ study results - results of various decisions throughout the life cyclg
sygtem, or process, focusing on areas where security requirements may have been redu
mget other pbjectives (e.g., cost, functionality).

7.9.5.3 Notes

None.

7.9.6

hese security
d in BP.09.02.
d to providing
been selected,

g the security
evaluate each
The security

ut can include

g alternatives

of a product,
ced in order to

BP.09.05 - Provide Security Engineering Guidance

Provide security related guidance to engineering groups.

7.9.6.1

Description

The purpose of this base practice is to develop security related guidance and provide it to the engineering
groups. Security engineering guidance is used by the engineering groups to make decisions about

archite

cture, design, and implementation choices.
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7.9.6.2

Example Work Products:

system architecture that satisfies the security requirements;

system;

design recommendations - identify principles or constraints that guide the design of the system;

architecture recommendations - identify principles or constraints that will support the development of a

implementation recommendations - identify principles or constraints that guide the implementation of the

security architecture recommendations - identify principles or constraints that define the security features

of the system;

e philosophy of protection - high-level description of how security is enforced, including automated, physical,
personnel,land administrative mechanisms;

e design standards, philosophies, principles - constraints on how the system is désigned (e.g|, least
privilege, i$olation of security controls); and

e coding stgndards - constraints on how the system is implemented.

7.9.6.3 Notps

The amount off

of the other e

development ¢

7.9.7 BP.09.

Provide securi

7.9.71

The purpose d
administrators
configure, ope|
development g

Description

hgineering disciplines with security. In many cases¢much of the guidance may relate
nvironment rather than the system under development.

D6 - Provide Operational Security Guidance

y related guidance to operational system\users and administrators.

This operational guidance-tells the users and administrators what must be done to

f the operational seeurity guidance should start early in the life cycle.

guidance required and the level of detail depends on the knowledge, experience and familiarity

to the

f this base practice is to develop security related guidance and provide it to system usgrs and

install,

rate, and decommission the system in a secure manner. To ensure that this is possible, the

7.9.7.2 Example Work Products:

e administrdtor's manual - description of system administrator functions and privileges for ingtalling,
configuring, operating, and decommissioning the system in a secure manner;

e user's mahual- description of the security mechanisms provided by the system and guidelines fpr their
use;

7.9.7.3

security profile - security environment (threats, organizational policy); security objectives (e.g., threats to
be countered); security functional and assurance requirements; rationale that systems developed to these
requirements will meet the objectives; and

system configuration instructions - instructions for configuration of the system to ensure its operation will
meet the security objectives.

Notes

The development environment is considered to be an operational environment for the development of systems.
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7.10 PA10 - Specify Security Needs
7.10.1 Process Area

7.10.1.1 Summary Description

The purpose of Specify Security Needs is to explicitly identify the needs related to security for the system.
Specify Security Needs involves defining the basis for security in the system in order to meet all legal, policy,
and organizational requirements for security. These needs are tailored based upon the target operational
security context of the system, the current security and systems environment of the organization, and a set of
security objectives are identified. A set of security-related requirements is defined for the system that becomes

the bar alina for cacuritv aathin tha ovctam tinan anneayal
FJEMCTOT—oCCuTrTty vy It tHiC- oy ot p oo pprovar:

7.10.12 Goals:

e A pcommon understanding of security needs is reached between all parties, including the customer.

7.10.1.3 Base Practice List

BF.10.01 Gain an understanding of the customer's security needs:

BF.10.02 Identify the laws, policies, standards, external influénces and constraints that govern the
system.

BF.10.03 Identify the purpose of the system in order o determine the security context.
BF.10.04 Capture a high-level security oriented.view of the system operation.
BF.10.05 Capture high-level goals that define the security of the system.

BF.10.06 Define a consistent set of statements which define the protection to be implgmented in the
system.

BF.10.07 Obtain agreement.that'the specified security requirements match the customgr's needs.

7.10.14 Process Area Notes

This pfocess area covers-the "activities defining all aspects of security in the entire information system (e.g.,
ed and refined
development,
to account the
y this process
9), in order to

Practices may

7.10.2 BP.10.01 - Gain Understanding of Customer's Security Needs

Gain an understanding of the customer's security needs.

7.10.2.1 Description

The purpose of this base practice is to collect all information necessary for a comprehensive understanding of
the customer's security needs. These needs are influenced by the importance to the customer of security risk.

The target environment in which the system is intended to operate also influences the customer's needs with
regard to security.
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7.10.2.2 Example Work Products:
e customer security needs statement - high-level description of security required by the customer.

7.10.2.3 Notes

The term customer may refer to a specific recipient of a product, system, or service, or may refer to a
generalized recipient based upon market research or product targeting. Different groups of customers may
need to be identified and distinguished. For example, ordinary users may have different needs from
administrators.

7.10.3 BP.10.

Identify the laws, policies, standards, external influences and constraints that govern the system.

7.10.3.1 Description

The purpose of this base practice is to gather all external influences which affect the security of the sygtem. A
determination pf applicability should identify the laws, regulations, policies and commercial standardg which
govern the target environment of the system. A determination of precedence betwé&en global and local policies
should be performed. Requirements for security placed on the system by (the system customer must be
identified and fhe security implications extracted.

7.10.3.2 Example Work Products:

e security cpnstraints - laws, policies, regulations, and other constraints that influence the security of a
system; and

e security pfofile - security environment (threats, organizational policy); security objectives (e.g., thieats to
be counterled); security functional and assurance requirements; rationale that systems developed tp these
requirements will meet the objectives.

7.10.3.3 Not

D

S
Particular congideration is required when the system will cross multiple physical domains. Conflict may occur

between laws pnd regulations that are’applicable in different countries and different types of business. As part
of the identification process, confli¢ts\should at a minimum, be identified and resolved if possible.

7.10.4 BP.10.p3 - Identify System Security Context

Identify the purpose of the 'system in order to determine the security context.

7.10.4.1 Deslcription

The purpose of this base practice is to identify how the system's context impacts security. This involves
understanding the purpose of the system (e.g., intelligence, financial, medical). Mission processing and
operations scenarios are assessed for security considerations. A high-level understanding of the threat to
which the system is or may be subject to is required at this stage. Performance and functional requirements
are assessed for possible impacts on security. Operating constraints are also reviewed for their security
implications.

The environment might also include interfaces with other organizations or systems in order to define the

security perimeter of the system. Interface elements are determined to be either inside or outside of the
security perimeter.
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Many factors external to the organization also influence, to varying degrees, the security needs of the
organization. These factors include the political orientation and changes in political focus, technology
developments, economic influences, global events, and Information Warfare activities. As none of these
factors are static, they require monitoring and periodic assessment of the potential impact of change.

7.10.4.2 Example Work Products:

e expected threat environment - any known or presumed threats to the system assets against which
protection is needed; include threat agent (expertise, available resources, motivation), the attack (method,

vul

nerabilities exploited, opportunity), the asset; and

. target of evaluation - description of the system or product whose security features are t

be evaluated

(ty
7.10.4.
The sg
perime
wheres

enable
technid

7.10.5
Captur|

7.10.5.

The pu

pe, intended application, general features, limitations of use) [CCEB96].
3 Notes
curity perimeter of the system is not necessarily identical to the system, boundary (e.

ter could contain the facility in which the system resides and the personnel operati
s the system boundary may stop at the human-machine interface). This expanded seq
5 physical measures to be considered as effective safeguards for‘access control in ad
al measures.

BP.10.04 - Capture Security View of System Operation
b a high-level security oriented view of the system opération.
1 Description

rpose of the base practice is to develop a‘high-level security oriented view of the enter

roles, fesponsibilities, information flow, assets;xesources, personnel protection, and physical g

descrig
system
should
Requir
7.10.5.

o S€|
as

° CO|

7.10.5.

requirements. This view of the system is typically provided in a security concept of
include a high-level security view of the system architecture, procedures, and thg
bments related to the system development environment are also captured at this stage.

2 Example Work Products:

curity concept of-‘operations - high-level security oriented view of the system (roles, 1
bets, informatign'flow, procedures); and

hceptualsseeurity architecture - a conceptual view of the security architecture; see BP.09

3 ~Notes

j., the security
ng the system
urity perimeter
lition to purely

brise, including
rotection. This

tion should include a discussion of -hiow the enterprise can be managed within the constraints of the

bperations and
environment.

esponsibilities,

03.

None.

7.10.6

BP.10.05 - Capture High-Level Security Goals

Capture high-level goals that define the security of the system.

7.10.6.

1 Description

The purpose of this base practice is to identify what security objectives should be met to provide adequate
security for the system in its operational environment. The assurance objectives of the system, determined in
PA06 may influence the security objectives.
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7.10.6.2 Example Work Products:

[ ]
managed,

protected, and distributed within and external to an organization; and

and distributed by a system or product.

7.10.6.3 Notes

operational/environmental security policy - rules, directives, and practices that govern how assets are

system security policy - rules, directives, and practices that govern how assets are managed, protected,

The security objectives should be, as far as possible, independent of any particular implementation. If
particular constraints are present due to the existing environment they should be addressed in PAQ9 when

security constr
objectives sho
and reliability n

7.10.7 BP.10.

Define a consi

7.10.71

The purpose ¢
should ensure
security and ¢
the system inc
to define or sp
The requirem
requirements s
whenever pos
requirements g

7.10.7.2 Example Work Products:

[ ]
system or

traceabilit
implement

7.10.7.3 Not

Description

security re¢lated requirements - requirements which have a direct effect on the secure operatiq

aints and considerations for making informed engineering choices are determined. The-g
uld as a minimum address the availability, accountability, authenticity, confidentiality, i
equirements of the system and information.

D6 - Define Security Related Requirements

stent set of requirements which define the protection to be implementéd,in the system.

f this base practice is to define the security-related requjrements of the system. The
each requirement is consistent with the applicable pglicy, laws, standards, requiremg

uding those requirements to be provided through . nen-technical means. It is normally ned
ecify the boundary of the target, logical or physical, to ensure that all aspects are add
bnts should be mapped or related to the objectives of the system. The security-
hould be clearly and concisely stated andsshould not contradict one another. Security
Sible, minimize any impact on the system“functionality and performance. The security-
hould provide a basis for evaluating the security of the system in its target environment.

enforce conformance to.a specified security policy; and

matrix - mapping of security needs to requirements to solutions (e.g., architecture,
ation) to tests andtest results.

D

Many require
area, therefor

requirements are.

ents_apply to multiple disciplines, so few requirements are exclusively security. This

ecurity
ntegrity

ractice
nts for

bnstraints on the system. These requirements should completely define the security ng¢eds of

essary
ressed.
related
should,
related

n of a

design,

rocess

, Yéquires a great deal of coordination with other disciplines to work out exactly what the

7.10.8 BP.10.07 - Obtain Agreement On Security

Obtain agreement that the specified security requirements match the customer's needs.

7.10.8.1

Description

system

The purpose of this base practice is to obtain concurrence between all applicable parties on the security
requirements. In cases where a generic group is identified, rather than a specific customer, the requirements
should satisfy the objectives set. The specified security requirements should be a complete and consistent
reflection of governing policy, laws, and customer needs. Issues should be identified and reworked until
concurrence is gained.

62 © ISO/IEC 2008 — Al rights reserved


https://iecnorm.com/api/?name=22b689ee49feb716585258597f18a93b

ISO/IEC 21827:2008(E)

7.10.8.2 Example Work Products:

e approved security objectives - stated intent to counter identified threats and/or comply with identified
security policies (as approved by the customer); and

e security related requirements baseline - the minimum set of security related requirements as agreed to by
all applicable parties (specifically the customer) at specified milestones.

7.10.8.3 Notes

It is important to ensure that what is agreed is truly understood by all concerned and that all have the same
unders i i i i i i ame thing to all

those ihvolved in the process.

7.11 PA11 - Verify and Validate Security

7.11.1 |Process Area

71111 Summary Description
The purpose of Verify and Validate Security is to ensure that solutions.are verified and validate¢d with respect
to sedqurity. Solutions are verified against the security requirements, architecture, and| design using

observption, demonstration, analysis, and testing. Solutions are validated against the customer's operational
security needs.

71112 Goals:
e sojutions meet security requirements; and

e soJutions meet the customer's operational.security needs.

7.11.13 Base Practice List

BR.11.01 Identify the solution-to be verified and validated.
BR.11.02 Define the approach and level of rigour for verifying and validating each solutiop.

BF.11.03 Verify Ahat the solution implements the requirements associated with the higher level of
abstraction.

BR.11.04 ,\alidate the solution by showing that it satisfies the needs associated with the| previous level
of abstraction, ultimately meeting the customer's operational security needs.

BR.11.05 Capture the verification and validation results for the other engineering groups.

7.11.1.4 Process Area Notes

This process area is an important part of system verification and validation and occurs at all levels of
abstraction. Security architectures and designs are normally arranged hierarchically each succeeding level
providing more detail about the design that the previous one. Solutions include everything from operational
concepts to architectures to implementations and span the entire information system, including environment
and procedures.

In the interest of obtaining objective results, the verification and validation group should be a group that is
different than the engineering groups; however, the group may be working side-by-side with the engineering
groups. The results of both verification and validation may be fed back to the entire engineering groups at any
time during the solution life cycle. Verification and validation are sometimes associated with the concepts of
correctness and effectiveness.
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When tracking the performance of this process area, reviewing trends among different Base Practices may

indicate if an a

ssurance argument is being satisfied. Refer to PA06.

7.11.2 BP.11.01 - Identify Verification and Validation Targets

Identify the sol

7.11.21

ution to be verified and validated.

Description

The purpose of this base practice is to identify the targets of the verification and validation activities.
Verification demonstrates that the solution is correctly implemented, while validation demonstrates that the

solution is effe

7.11.2.2 Example Work Products:

[ ]
schedule,

7.11.2.3 Notes

Many work pr
These include
test plans. Wqg
validated, incly

7.11.3 BP.11.

Define the app

7.11.31

The purpose 0
solution. Identi
of rigour shou
influenced by
cursory inspe
examination.

The methodol
security needs

7.11.3.2 Example-Work Products:

verification and validation plans - definition of the verification and validation effort (includes res

Description

vork products to be verified and validated).

pducts can be verified and validated, spanning a wide range‘of abstraction and com

rk products associated with operation and maintenance ofj'a system can also be verifi
ding system configuration, user documentation, training.materials, and incident response

D2 - Define Verification and Validation Approach

roach and level of rigour for verifying and validating each solution.

f this base practice is to define thé approach and level of rigour for verifying and validatin
fying the approach involves selecting how each requirement is verified and validated. Th
d indicate how intense thé.scrutiny of the verification and validation effort should be
the output of the assurance strategy from PAO6. For example, some projects may re
ction for compliancewith the requirements and others may require much more r

bgy should also~include a means to maintain traceability from the customer's ope
to securitymequirements to solutions to validation and verification results.

e test, anal

purces,

plexity.

requirements, designs, architectures, implementations, hardware items, software items, and

ed and
plans.

g each
e level
and is
quire a
gorous

rational

sis "demanstration _and ohservation plans - definition of the verification and validation m

ethods

to be used

(e.g., testing, analysis) and the level of rigour (e.g., informal or formal methods);

test procedures - definition of the steps to be taken in the testing of each solution; and

customer's security needs and requirements.

7.11.3.3 Notes

traceability approach - description of how verification and validation results will be traced to the

The security verification and validation approach should be compatible with the overall system verification and
validation approach. This will require significant coordination and interaction. Activities related to coordination

are described i
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7.11.4 BP.11.03 - Perform Verification

Verify that the solution implements the requirements associated with the higher level of abstraction.

7.11.4.1 Description

The purpose of this base practice is to verify that the solution is correct by showing that it implements the
requirements associated with the higher level of abstraction including the assurance requirements identified
as a result of PAO6. There are many methods of verifying requirements, including testing, analysis,
observation, and demonstration. The method to be used is identified in BP.11.02. Both the individual
requirements and the overall system are examined.

7.11.42 Example Work Products:

e ray data from test, analysis, demonstration, and observation - results from any [appropches used in
verifying that the solution meets the requirements; and

e prpblem reports - inconsistencies discovered in verifying that a solution meets the requiremients.
7.11.43 Notes
None.
7.11.5|BP.11.04 - Perform Validation

Validate the solution by showing that it satisfies the needs associated with the higher level [of abstraction,
ultimatgly meeting the customer's operational security.needs.

7.11.51 Description

The purpose of this base practice is to validate that the solution satisfies the needs associated with the higher
level of abstraction. Validation demonstrates that the solution meets these needs effectively. There are many
ways {o validate that these needs have been met, including testing the solution in an [operational or
representative test setting. The method to be used is identified in BP.11.02.

7.11.52 Example Work Products:
e prpblem reports - inconsistencies discovered in validating that a solution meets the securityl need;
e ingonsistenci€s-> areas where the solution does not meet the security needs; and

o ingffective solutions - solutions that do not meet the customer's security needs.

7.11.5.3—Notes

This practice is related to traceability.
7.11.6 BP.11.05 - Provide Verification and Validation Results
Capture the verification and validation results for engineering groups.

7.11.6.1 Description
The purpose of this base practice is to capture and provide the verification and validation results. The

verification and validation results should be provided in a way that is easy to understand and use. The results
should be tracked so that the traceability from needs, to requirements, to solution, and to test results is not lost.
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7.11.6.2 Example Work Products:
e test results - documentation of outcome of testing; and

e traceability matrix - mapping of security needs to requirements to solutions (e.g., architecture, design,
implementation) to tests and test results.

7.11.6.3 Notes

None.
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Annex A
(normative)

Generic Practices

Generic Practices are specified in ISO/IEC 15504-2. The original contents of this Annex have been moved to
a new Annex D, which is informative. It is retained for backwards compatibility purposes.
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Annex B
(normative)

Project and Organizational Base Practices

B.1 General

The SSE-CMN® Includes the Project and Organization process areas adapied from the SE-CMM®.| These
process areas|are an important part of the SSE-CMM® and for interpreting the generic practices.

Each process area includes a “security considerations” section that indicates some considerations for applying
the process afea in the context of security engineering. This section also references related SSELCMM®
process areas

B.2 Gener3dl Security Considerations

In addition to |the specific considerations on the interpretation sheet for ‘each process area, the fgllowing
sections inclufle general considerations with respect to security engineering for all of the Projgct and
Organization process areas.

t Risk vs. Security Risk

Organization process areas use the term Afisk.” In these cases, the reference to “Proje¢t Risk”
is risk related fo the successful completion of a project, ‘addressing issues related to cost and schedule. The
systems secufity engineering process areas address “Security Risk” activities as determining whether
operational impacts due to residual security risks‘are tolerable. Results of security risk assessmenfs may
provide input fo, and influence project risk management activities, though project and Organization grocess
areas do not agdress management of security risks referenced in the Engineering process areas.

B.2.2 Appligability to Operational'‘Phase

Although the wording of the Prgject and Organization process areas seems to imply applicability fo only
development gspects, the process areas apply equally to the operation and maintenance phase of a lifeé cycle.
The process afeas will need‘to-be interpreted for assessment or improvement purposes based on the yiew of
the process areas that @re* applicable to an organization. The few exceptions are noted in the gecurity
considerations|area.

B.2.3 Security.Engineering vs. Systems Engineering

The term “Systems Engineering” is used throughout the Project and Organization process areas (for example,
“Improve Organization's Systems Engineering Processes”). The use of these process areas, however, is
broadly applicable. The term “Systems Engineering” should be substituted with the term “Security
Engineering” when the process areas are applied in the context of security engineering. Process areas also
need to address the security engineering perspective by ensuring the integration of security engineering with
other engineering disciplines.

B.2.4 Engineering Relationships
Systems engineering and security engineering relationships are indicated for each process area. Note there

are many relationships between the various process areas (in these sections only the major relationships are
identified).
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B.3 PA12 - Ensure Quality
B.3.1 Process Area

B.3.1.1 Security Considerations

PAO6 is related to ensure quality. Assurance can be considered a specific type of security related quality.

B.3.1.2 Summary Description

The purpose of Ensure Quality is to address not only the quality of the system, but also the quality of the
procesp being used to create the system and the degree to which the project follows the defineql process. The
underlying concept of this process area is that high-quality systems can only be consisténthy produced if a
procesp exists to continuously measure and improve quality. In addition, this processymust [pe adhered to
througlhout the system life cycle. Key aspects of the process required to develop high*qualify systems are
measufement, analysis, and corrective action.

B.3.1.3 Goals:
e prpcess quality is defined and measured; and

e expected work product quality achieved.

B.3.1.4 Base Practice List

The foljowing list contains the base practices that are essential elements of good systems engineering:
BR.12.01 Identify quality requirements forgeach work product.
BRF.12.02 Ensure the defined systemcengineering process is adhered to during the systém life cycle.
BF.12.03 Evaluate work produet.measures against the requirements for work product gliality.
BR.12.04 Measure the quality of the systems engineering process used by the project.

BR.12.05 Analyse (quality measurements to develop recommendations for quality improvement or
corrective action as appropriate.

BRF.12.06 Obtain employee participation in identifying and reporting quality issues.
BR.12.07 Initiate activities that address identified quality issues or quality improvement ppportunities.

BR.12.08 Establish a mechanism or a set of mechanisms to detect the need for corregtive actions to

ol 4
PIruLtooTo Ul TUUULLS.

B.3.1.5 Process Area Notes

A successful quality program requires integration of the quality efforts throughout the project team and support
elements. Effective processes provide a mechanism for building in quality and reduce dependence on end-
item inspections and rework cycles.

This is not meant to imply that those managing and/or assuring the quality of work products and processes
are solely responsible for the quality of the work product outputs. On the contrary, the primary responsibility
for “building in” quality lies with the builders. A quality management process helps to ensure that all aspects of
quality management are seriously considered and acted upon by the organization and reflected in its products.
This increases the confidence of developers, management, and customers in the system's quality.
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The kinds of quality variances that may be addressed by this process area include technical content, such as
the particular values of derived or allocated requirements; and form issues (e.g., such as whether the
customer prefers instructions on product use to be in paper or electronic form). Higher than planned costs and
delays in the schedule can also be considered defects and would be dealt with as are other defects.

Organizations may wish to determine the variances, from expected values, of technical and other issues in
increments that correspond to the schedule commitments of the organization (e.g., if the organization has
committed to deliver or roll-out a product during a given week, then it would be wise to measure or determine
its progress, by measuring variances, on a weekly basis).

When tracking the performance of this process area, reviewing trends among different Base Practices may
indicate if an assurance argument is being satisfied. Refer to PA06.

The topics ani content of Process Area 12 Ensure Quality are addressed in the Project Control(Pragess of
ISO/IEC 15288.

B.3.2 BP.12/01 - Identify the requirements for work product quality
Identify quality|requirements for each work product.

B.3.2.1 Desg¢ription

Different typeg of work products and different specific work products may<have different quality requirgments.
These quality trequirements should be identified when the work product is-defined.

B.3.2.2 Example Work Products:

e work product quality requirements; and

e generic work product quality requirements lists.
B.3.2.3 Notgs

None.

B.3.3 BP.12)02 - Monitor Conformance to the Defined Process

Ensure the defined system engineering process is adhered to during the system life cycle.

B.3.3.1 Desg¢ription

Ensure that the preject's execution follows the defined system engineering process. Compliance should be
checked at regular intervals. Deviations from the defined process and the impact of the deviation shTuId be
assessed and recorded

B.3.3.2 Example Work Products:
e recorded deviations from defined systems engineering process;
e recorded impact of deviations from defined systems engineering process; and

e quality handbook (paper or on-line).
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B.3.3.3 Notes

The defined process can be monitored in a number of ways (e.g., a designated auditor/reviewer can
participate in or observe all (or a sample percentage of) process activities, or an auditor/reviewer may inspect
all (or a sample percentage of) in-process work products).

B.3.4 BP.12.03 - Measure Quality of the Work Product

Evaluate work product measures against the requirements for work product quality.

B.3.4.1 Description

MeasutLing the characteristics of the work product, related to conformance with requirements)and standards,
correcthess and timeliness, provides an indication of the quality of the system. MeasUremants should be
designgd to assess whether the work product will meet customer and engineering requirements. Product
measufements should also be designed to help isolate problems with the system dewvelopment process.

B.3.4.3 Example Work Products:
e assessment of the quality of the product; and

e prpduct quality certification.

B.3.4.3 Notes
Example approaches to measurement of work product quality include:
o statistical process control of product measureménts at various points in the development process; and
e measurement of a complete set of processiresults against requirements such as:
e | specification value,
e | planned value,
e | tolerance band,
e | demonstratedvalde,
e | demonstfated technical variance,

e | current estimate, and

° prpdir*hnd technical variance

B.3.5 BP.12.04 - Measure Quality of the Process

Measure the quality of the systems engineering process used by the project.

B.3.5.1 Description

The process that is used to create a quality product is as important as the quality of the product. It is important
to have a system development process that is checked by measurement so that degrading conditions are
identified early, before the final work product is produced and found to not meet requirements. Thus, having a
process that is measured may lead to less waste and higher productivity.
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B.3.5.2 Example Work Products:

e process quality certification.

B.3.5.3 Notes

Examples of tools to use in measuring the process include:

e process flow chart: can be used to determine which characteristics should be measured and to identify
potential sources of variation, in addition to defining the process;

isti nrocess-control on nrocess narameters: and
e statistical p p ;

e design of gxperiments.

B.3.6 BP.12/05 - Analyse Quality Measurements

Analyse quality using the measurements to develop recommendations for quality improvement or cofrective
action, as appiopriate.

B.3.6.1 Desg¢ription

Careful examipation of all of the available data on product, process, @nd project performance can| reveal
causes of proljlems. This information will then enable improvement of‘the process and product quality.

B.3.6.2 Example Work Products:

e analysis of deviations;

e failure anglysis;

e defect repprts;

e system qyality trends;

e corrective|action recommendations; and
e cause and effect diagrams.

B.3.6.3 Notgs

Examples of measurements that support quality improvement include:

° trend ana ya;a, strch—as—thre—tdentification—of cquiplllcl t—catibration—isstres bdub;lly a—stow—creep in the
product parameters; and

e standards evaluation, such as determining if specific standards are still applicable due to technology or
process changes.

B.3.7 BP.12.06 - Obtain Participation

Obtain employee participation in identifying and reporting quality issues.
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B.3.7.1 Description
The development of a quality work product, using a quality process that is adhered to, requires the focus and

attention of all of the people involved. Ideas for improving quality need to be encouraged, and a forum needs
to exist that allows each employee to raise process quality issues freely.

B.3.7.2 Example Work Products:
¢ environment that promotes quality; and

e captured inputs and resolutions from workers.

B.3.7.3 Notes

A quality environment can be fostered by:
e prpcess action teams;

e a quality assurance group with a reporting chain of command that is independent of the project; and

e anlindependent channel for reporting quality issues.

B.3.8 |BP.12.07 - Initiate Quality Improvement Activities

Initiate|activities that address identified quality issues or quality improvement opportunities.
B.3.8.1 Description

In ordgr to continuously improve quality, specificzactions must be planned and executed. Spegific aspects of

the sygtem development process that jeopardize product or process quality need to be |identified and
corrected. This would include minimizing cumbersome or bureaucratic systems.

B.3.8.42 Example Work Products:

e regommendations for improving the systems engineering process;
e quality improvement(plan; and

e prpcess revisions:

B.3.8.3 Notes

Effectiyelimplementation of quality improvement activities requires input and buy-in by the work jproduct team.

B.3.9 BP.12.08 - Detect Need for Corrective Actions

Establish a mechanism or a set of mechanisms to detect the need for corrective actions to processes or
products.

B.3.9.1 Description

Such a mechanism must be available throughout the life cycle of the product (development through
manufacturing through customer use). Mechanisms may include online reporting systems, workshops,
periodic reviews, customer focus groups, etc. Mechanisms must be available to all affected groups, including
design, manufacturing, customers, customer support, etc.
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B.3.9.2 Example Work Products:

ongoing database or repository containing identified needs, process improvements, and product
improvements;

[ ]
clearly described processes, methods, and avenues for getting identified needs into a database or
repository;

identified needs for process improvement;

identified needs for product improvement; and

trouble reﬂ)orts.

B.3.9.3 Notgs

This base pragtice is critical to the effective use of systems engineering in the production, operations, and

maintenance li
Needs for corr

Trouble report

B.4 PA13 -

B.4.1 Proces$s Area

B.4.1.1

In BP.13.02 th
the level of det

Manage Confi
should itself b4

B.4.1.2 Summary Description

The purpose d
and to analyg
configuration
customers.

Securrity Considerations

fe-cycle phases.
pctive action are detected in this base practice. Corrective actions ar€ directed in PA15.

5 also flow into this base practice from PA11.

Manage Configurations

e determination of the level of configuration units identified for a system/project should ¢
il required by the assurance objectives in PAOG.

gurations provides evidence.to PA06. Also, the configuration management system s
managed according to PA0O1.

f Manage Configurations is to maintain data on and the status of identified configuratio
e and coftrol changes to the system and its configuration units. Managing the
nvolves (providing accurate and current configuration data and status to develope]

bnsider

elected

N units,

system
rs and

This process

red is applicable to all work products that are placed under configuration managem

pnt. An

example set of work products that may be placed under configuration management could include hardware

and software ¢

onfiguration items, design rationale, requirements, product data files, or trade studies.

B.4.1.3 Goals:

Control over work product configurations is maintained.

B.4.1.4 Base Practice List

The following |

BP.13.01

74

ist contains the base practices that are essential elements of good systems engineering:

Decide on an appropriate method for configuration management.
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BP.13.02 Identify the indivisible units for configuration management.

BP.13.03 Maintain a repository of work product baselines.

BP.13.04 Control changes to established configuration units.

BP.13.05 Communicate status of configuration data, proposed changes, and access information to

affected groups.

B.4.1.5 Process Area Notes

throug
establi

When
need {(

When
indicat

pfiguratio ont-function-supporis-traceab ity by allowing-the-confi ion-to-be traced back
the hierarchy of system requirements at any point in the configuration life cycle;|Traceability is
thed as part of the practices in PA10.

he practices of this process area are used to manage requirements, changes, to those requirements
be iterated through PA10 to communicate the impact of changes to the customer or the|r surrogate.

fracking the performance of this process area, reviewing trends among 'different Base |Practices may
b if an assurance argument is being satisfied. Refer to PA0G.

The topics and content of PA 13 addressed in the Configuration Management Process of ISO/IEC 15288.

B.4.2

Decidég

B.4.2.1

Three
manag

o the level of detail at which the configuration units are identified;

e wh

o the¢ level of formalization required for the configuration management process.

B.4.2.2

e gu

o timeline forplacing configuration units under configuration management;

. S€]

BP.13.01 - Establish Configuration Management Method

on an appropriate method for configuration managemeht.

Description

primary trade-off considerations will have an impact on the structure and cost of configuration
ement, including:

en the configuration units aré placed under configuration management; and

Example Work-Products:

idelines for-identifying configuration units;

ected configuration management process; and

° se

lected configuration management process description.

B.4.2.3 Notes

Example criteria for selecting configuration units at the appropriate work product level include:

e need to maintain interfaces at a manageable level;

. un

ique user requirements such as field replaceable units;

e new versus modified design; and

. ex

pected rate of change.
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These criteria will affect the level of visibility into the design effort.

Exampile criteri

costand s

a for determining when to place work products under configuration management include:

portion of the development life cycle that the project is in;
if system element is ready for test;

degree of formalization selected;

chedule limitations; and

e customer
Example criter
e portion of
impact of
impact of

impact of

requireme

B.4.3 BP.13

Identify the ind

B.4.3.1 Des:
A configuratio
management.
established in
level that ben
burden on the

B.4.3.2 Example Work Products:

e work prod

identified

Fequirements.

a for selecting a configuration management process include:
the development life cycle;

Change in system on other work products;

change in system on procured or subcontracted work products;
change in system on program schedule and funding; and

nts management.

02 - Identify Configuration Units
ivisible units for configuration managementt
Cription

N unit is one or more work products that are treated as an indivisible unit for config
The selection of work products for configuration management should be based on
the selected configuration ;management strategy. Configuration units should be select

pfits the developers and, customers, but that does not place an unreasonable admini
developers.

Lict configuration; and

configuration units.

uration
criteria
bd at a
strative

B.4.3.3 Notes

Configuration units in the area of requirements management could vary from individual requirements to
groupings of requirements.

Configuration units for a system that has requirements on field replacement should have an identified

configuration u

B.4.4 BP.13.

nit at the field-replaceable unit level.

03 - Maintain Work Product Baselines

Maintain a repository of work product baselines.
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Description

This practice involves establishing and maintaining a repository of information about the work product
configuration. Typically, this consists of capturing data or describing the configuration units. This could also
include an established procedure for additions, deletions, and modifications to the baseline, as well as
procedures for tracking/monitoring, auditing, and the accounting of configuration data. Another objective of
maintaining the configuration data is to provide an audit trail back to source documents at any point in the

system

life cycle.

B.4.4.2 Example Work Products:

e de

cision database:

° CO|

e 1rg

B.4.4.3
In the

trade s
and ch

Softwa
and req

B.4.5

Contro

B.4.5.1

Contro
each o

Identifi
the im
produc
identifi

Chang
are nof

hfiguration baseline; and

ceability matrix.

Notes

case of hardware configuration units, the configuration data would ¢ensist of specificati
tudy data, etc. Optimally, configuration data can be maintained in\electronic format to fa
Bnges to supporting documentation.

re configuration units typically include source code files,, requirements and design data,
ults.

BP.13.04 - Control Changes
changes to established configuration units(

Description

{s. If, based upon_analysis, the proposed change to the work product is accepted,
pd for incorporating the change into the work product and other affected areas.

bd configuration units are released after review and formal approval of configuration cha
official’until they are released.

B.4.5.2

Example Work Products:

pns, drawings,
Cilitate updates

and test plans

is maintained over the work product configuration baseline. This includes tracking the gonfiguration of
f the configuration units, approyving a new configuration, if necessary, and updating the baseline.

bd problems with the work product or requests to change the work product are analysed to determine
bact that the change\will have on the work product, program schedule and cost, and other work

a schedule is

nges. Changes

L] ne

w work-product baselines.

B.4.5.3 Notes

Change control mechanisms can be tailored to categories of changes (e.g., the approval process should be
shorter for component changes that do not affect other components).

B.4.6

BP.13.05 - Communicate Configuration Status

Communicate status of configuration data, proposed changes, and access information to affected groups.
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B.4.6.1 Description

Inform affected groups of the status of configuration data whenever there are any status changes. The status
reports should include information on when accepted changes to configuration units will be processed, and
the associated work products that are affected by the change. Access to configuration data and status should

be provided to

developers, customers, and other affected groups.

B.4.6.2 Example Work Products:

e status reports.

B.4.6.3 Nots
Examples of a
e provide ag

e make bas

B.5 PA14 -

S

Ctivities for communicating configuration status include:
cess permissions to authorized users; and

bline copies readily available to authorized users.

Manage Project Risks

B.5.1 Proces$s Area

B.5.1.1 Security Considerations

Manage Proje
related to co
determining w
activities may

PAO7 should b

ct Risks refers to risk related to the successful’completion of the project, addressing
5t and schedule. The Engineering process areas address “Security Risk” activit
nether operational impacts due to residual~security risks are tolerable. Results of secu
brovide input to and influence project risk management activities.

e taken into account to ensure that)security issues are addressed.

B.5.1.2 Su

The purpose

mary Description

Manage Project Risks is to identify, assess, monitor, and mitigate risks to the success

the systems emgineering activities and the overall technical effort. This process area continues through

life of the proj
systems engin
project cannot

B.5.1.3 Goa

ct. Similar to PA16 and PA15 process areas, the scope of this process area includes b
bering activities.and the overall technical project effort, as the systems engineering effort
be considered successful unless the overall technical effort is successful.

S:

issues
es, by
ity risk

of both
out the
oth the
on the

e risks to th

el ey Il Il b Il 1l e P |
C Proygraiit arc 1actiuncu, uriuci stuuU, dariua Timrydatcu.

B.5.1.4 Base Practice List

The following list contains the base practices that are essential elements of good systems engineering:

BP.14.01

BP.14.02

BP.14.03

78

Develop a plan for risk management activities that is the basis for identifying, assessing,

mitigating, and monitoring risks for the life of the project.

Identify project risks by examining project objectives with respect to the alternatives and

constraints, and identifying what can go wrong.

Assess risks and determine the probability of occurrence and consequence of realization.
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BP.14.04 Obtain formal recognition of the project risk assessment.
BP.14.05 Implement the risk mitigation activities.
BP.14.06  Monitor risk mitigation activities to ensure that the desired results are being obtained.

B.5.1.5 Process Area Notes

All system development efforts have inherent risks, some of which are not easily recognized. Especially early
on, the likelihood of known risks and the existence of unknown risks should be sought
management is often C|ted as a prlmary reason for unsatisfied customers and cost or sche

portant to note the distinction among risk types, analysis, and management’ approz

The topics and content of PA14 are addressed in the Risk Management Process of ISO/IE

important to understand that neither PA14 nor the Risk Management Process of ISO/IEC 14
Securify Risk, but are exclusively focused on the risks that aris€ to the performance of the proje

B.5.2 |BP.14.01 - Develop Risk Management Approach

Develgp a plan for risk management activities that' is the basis for identifying, assessing,
monitofing risks for the life of the project.

B.5.2. Description

The purpose of this base practice is to-develop an effective plan to guide the risk management
projectl Elements of the plan should-include identification of members of the risk management
respongibilities; a schedule of regular risk management activities, methods, and tools to be e
identification and mitigation; ‘and methods of tracking and controlling risk mitigation activities. T
also prpvide for the assessment of risk management results.

out. Poor risk
dule overruns.
anced state of

ch. Good risk

ment operates on all three dimensions (e.g., analysing developer risk -primarily deals with the

is concerned

Practices may

C 15288. It is
288 deal with
Ct.

mitigating, and

activities of the
team and their
nployed in risk
he plan should

B.5.2.4 ExampleWork Products:
e risk management plan.
B.5.2.3 “ Notes

Examples of risk management approaches include:

use a spiral management approach where the objectives for the next cycle and the obj
overall project are clarified and documented periodically;

at the end of each cycle, review progress made in reducing each risk.

© ISO/IEC 2008 — All rights reserved
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formally identify and review risks at the beginning of each cycle and develop mitigation approaches; and
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B.5.3 BP.14.02 - Identify Risks

Identify project risks by examining project objectives with respect to the alternatives and constraints, and
identifying what can go wrong.

B.5.3.1 Description

Examine the project objectives, the project plans (including activity or event dependencies), and the system
requirements in an orderly way to identify probable areas of difficulties and what can go wrong in these areas.
Sources of risk based on past experience should be considered to identify potential risks. This activity is
enacted during PA16. Establishing critical development dependencies and providing tracking and corrective
action is performed in PA15

B.5.3.2 Example Work Products

e list of identified risks.

B.5.3.3 Notes
Examples of agtivities to identify risks include:

e develop 4§ common risk classification scheme or risk taxonomy to\categorize risks. This tajonomy
contains the history of risks for each category, including probabilities of occurrence (which pystem
elements gontribute most to risk), estimated cost of occurrence, and mitigation strategies. This practice is
very usefu] in improving risk estimates and in reusing successful risk-mitigation [Charette 89].;

e focus mitigation resources and controls on system elements‘which contribute most to risk;
e collect allfthe information specifying project and systems engineering objectives, alternative technical
strategies,| constraints, and success criteria. Ensute that the objectives for the project and the systems
engineering effort are clearly defined. For each/alternative approach suggested to meet the objectives,
document|items that may prevent attainment* of the objectives: these items are risks. Following this
procedure|results in a list of risks per alterfnative approach. Note that some risks will be common across all
the alterngtives; and

e interview fechnical and management personnel to uncover assumptions and decisions leading fto risk.
Use historical data from similar.projects to find out where problems have arisen in similar contexts.

B.5.4 BP.14]03 - AssessRisks
Assess risks and determine the probability of occurrence and consequence of realization.

B.5.4.1 Desg¢ription

Estimate the chance of potential loss (or gain) and the consequence if the previously identified risks occur.
Analyse the risks independently of one another and understand the relationships between different individual
risks. The analysis methodology should take into account factors such as the probability of failure due to the
maturity and complexity of the technology.

B.5.4.2 Example Work Products:

e risk assessment.
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B.5.4.3 Notes

Examples of activities to assess risks include:

e develop standards for estimating the probability and cost of risk occurrence. Possible standards range
from a simple high-moderate-low qualitative scale to quantitative scales in dollars and probability to the

nearest tenth of a percent; and

o establish a practical standard based on the project's size, duration, overall risk exposure, system domain,
and customer environment [Charette 89].

B.5.5 BP.14.04 - Review Risk Assessment

Obtain|formal recognition of the project risk assessment.

B.5.5.1 Description

Review adequacy of the risk assessment and obtain a decision to proceed, madify, or cancel the effort based
on riskg. This review should include the potential risk mitigation efforts and their probability of syccess.

B.5.5.4 Example Work Products:

[
=

isk mitigation strategy.

B.5.5.3 Notes

Examples of activities to review the risk assessment include:

e hdld a meeting of all stakeholders of the project internal to the company to present the rigk assessment.
To|help communicate a sense of control-6yver the risks, present possible mitigation strategies along with

ea¢h risk; and

e obtain agreement from the attendees that the risk estimates are reasonable and that no obvious
mifigation strategies are being-overlooked.

B.5.6 |BP.14.05 - Execute Risk Mitigation
Implement the risk mitigation activities.

B.5.6.1 Description

Risk miitigation activities may address lowering the probability that the risk will occur or lowering the extent of

the damage the risk causes when it does occur. For risks that are of particular concern, several risk mitigation
activitilé—ma*be—%a%ed—a(—ﬂ%—s&me—ﬂm—' #i HAe-

B.5.6.2 Example Work Products:

e risk mitigation plan.

B.5.6.3 Notes

Examples of activities to mitigate risks include the following:

o to address the risk that the delivered system will not meet a specific performance requirement, build a

prototype of the system or a model that can be tested against this requirement. This type of mitigation
strategy lowers the probability of risk occurrence;
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e to address the risk that the delivery schedule will slip due to a subsystem not being available for
integration, develop alternative integration plans with different integration times for the risky subsystem. If
the risk occurs (i.e., the subsystem is not ready on time), the impact of the risk on the overall schedule will
be less. This type of mitigation strategy lowers the consequence of risk occurrence; and

e use predetermined baselines (risk referents) to trigger risk-mitigation actions [Charette 89].

B.5.7 BP.14.

Monitor risk mi

06 - Track Risk Mitigation

tigation activities to ensure that the desired results are being obtained.

B.5.7.1 Desg l;ptiun

On a regular Qasis, examine the results of the risk mitigation that have been put into effect, tomeas
results, and dgtermine whether the mitigation have been successful.

B.5.7.2 Exa
e risk status
e risk taxon
B.5.7.3 Notg
For a project W

the probability

B.6 PA15 -

B.6.1 Process Area

B.6.1.1 Securrity Considerations

PAO8 and PA(
the system.

PAO7 should b

B.6.1.2 Summary Déscription

The purpose

ple Work Products:
; and
DMy .
S

ith a development schedule of about six months, re=assess risks every two weeks. Re-e
and consequence of each risk occurrence.

Monitor and Control Technical Effort

1 need to be taken into’ account both during the development effort and during the oper:

e taken into account to ensure that security issues are addressed.

f Monitor and Control Technical Effort is to provide adequate visibility of actual progre

ure the

stimate

ation of

ss and

risks. Visibility

encourages timely corrective action when performance deviates significantly from plans.

Monitor and Control Technical Effort involves directing, tracking and reviewing the project's accomplishments,
results, and risks against its documented estimates, commitments, and plans. A documented plan is used as
the basis for tracking the activities and risks, communicating status, and revising plans.

B.6.1.3 Goals:

e the technical effort is monitored and controlled.
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B.6.1.4 Base Practice List

The following list contains the base practices that are essential elements of good systems engineering:

BP.15.01 Direct technical effort in accordance with technical management plans.

BP.15.02 Track actual use of resources against technical management plans.

BP.15.03 Track performance against the established technical parameters.

BP.15.04 Review performance against the technical management plans.

BF

BR

B.6.1.5

Similan
engine

Progre
plan w
plans 3

the actual accomplishments and replanning the remaining work, or taking actions to improve f

reduce

When
indicat

The td
Assess

B.6.2

Direct {fechnical effort in accordance with technical management plans.

B.6.2.1

.15.05 Analyse issues resulting from the tracking and review of technical parameter
corrective actions.

P.15.06 Take corrective actions when actual results deviate from plans.

Process Area Notes

to PA16, this process area applies to the project's technical activities as well as t
bring effort.

5s is primarily determined by comparing the actual effort, work product sizes, cost, and g
re not being met, corrective actions are taken. Thesg actions may include revising the
risks.

fracking the performance of this process area, reviewing trends among different Base
b if an assurance argument is being satisfied. Refer to PA0G.

pics and content of PA15 are addressed in two processes of ISO/IEC 15288, n
ment Process and Project Control'Process.

BP.15.01 - Direct Technical Effort

Description

Carry
involv

B.6.2.

ut the teehinical management plans created in the Plan Technical Effort process ared
technical direction of all of the engineering activities of the project.

s to determine

b the systems

chedule to the

hen selected work products are completed and at selected’milestones. When it is detefmined that the

blans to reflect
erformance or

Practices may

amely Project

. This practice

Example Work Products:

e matrix of responsibilities;

e work authorizations.

B.6.2.3 Notes

Effective technical direction includes the use of appropriate communication mechanisms and timely
distribution of technical information to all affected parties. All technical direction must be captured to preserve
the basis for decisions and actions.
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B.6.3 BP.15.02 - Track Project Resources

Track actual use of resources against technical management plans.

B.6.3.1 Description

Provide current information on the use of resources during the project to help adjust the effort and plans when
needed.

B.6.3.2 Example Work Products:

o resource ysage:

B.6.3.3 Notgs

Tracking cost |ncludes comparing the actual costs to the estimates documented in the proeject plan to jdentify
potential overriins and underruns.

B.6.4 BP.15)03 - Track Technical Parameters

Track performance against the established technical parameters.

B.6.4.1 Desg¢ription
The actual pefformance of the project and its products is tracked“by measuring the technical pargmeters
established in| the technical management plan. These measurements are compared to the thrgsholds

established in| the technical management plan so that watrings of problems can be communicated to
management.

B.6.4.2 Example Work Products:
e profile of technical performance management.

B.6.4.3 Notgs

Example Pracfice: For each technical parameter, define a bench marking activity that will be used tg obtain
the measurement. Use persons.from outside the control of the project manager to perform the bench marking
activities to enpure objective measurements. Periodically perform the bench marking activity and compgre the
actual measurg¢ment with the'planned values of the parameters.

B.6.5 BP.15)04 - Review Project Performance

Review performanee against the technical management plans.

B.6.5.1 Description

The performance of the project and its products is reviewed periodically and when technical parameter
thresholds are exceeded. The results of analysing the measurements of technical performance are reviewed,
along with other indicators of technical performance, and corrective action plans are approved.

B.6.5.2 Example Work Products:
e change requests for the technical management plan; and

e approved corrective actions.
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B.6.5.3 Notes
Examples of reviewing performance include:

¢ holding a meeting of all stakeholders of the project internal to the organization to present analyses of
performance and suggested corrective actions; and

e writing a status report which forms the basis of a project review meeting.

B.6.6 BP.15.05 - Analyse Project Issues

Ana|ys iIssues rest |H’ing from the. fror\lzing and review of tachnical paramoi‘nre to-determine-corrective actions.

B.6.6.1 Description

New ploject issues surface frequently and continuously through the project life cycle. Timely identification,
analysis, and tracking of issues is crucial to controlling project performance.

B.6.6.4 Example Work Products:
e analysis of project performance issues; and

e approved corrective actions.

B.6.6.3 Notes

New irfformation is integrated with historical project‘data. Trends that are hurting the project| are identified,
along With new issues that indicate risks to the prgjéect's success. Obtain more detailed data, ps needed, for
issues [and trends that are inconclusive. Analysis‘frequently requires modelling and simulation tpols as well as
outsidg expert opinions.

B.6.7 |BP.15.06 - Take Corrective.Action

Take dorrective actions when technical parameters indicate future problems or when actual fesults deviate
from plans.

B.6.7.1 Description

When |corrective agtiohs are approved, take the corrective actions by reallocating resources, changing
methodls and progedures, or increasing adherence to the existing plans. When changes tq the technical
management plan are necessary, employ the practices of PA16 to revise the plan.

B.6.7.3 - “Example Work Products:

e resource reallocation;

e changes to methods and procedures; and
e change orders.

B.6.7.3 Notes

This base practice covers whatever actions are needed to prevent anticipated problems or to correct the
problems discovered. The possible actions taken under this base practice are varied and numerous.
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B.7 PA16 -

Plan Technical Effort

B.7.1 Process Area

B.7.1.1 Security Considerations

PAOQ7 should be taken into account, particularly during the performance of BP.16.05 for the entire life cycle of
the project, and BP.16.06 to support effective interaction with the customers and suppliers.

B.7.1.2 Sum

mary Description

The purpose
controlling, trg
development,

pf Plan Technical Effort is to establish plans that provide the basis for scheduling;
cking, and negotiating the nature and scope of the technical work involved(in

comprehensivg technical planning for the entire project.

Plan Technics
commitments f

B.7.1.3 Goa

e all aspects

rom interfacing groups, and defining the plan to perform the work.
s:

b of the technical effort are planned.

B.7.1.4 Base Practice List

The following |
BP.16.01

BP.16.02

BP.16.03
BP.16.04
BP.16.05

BP.16.06

BP.16.07

Identify resources that are critical to theteehnical success of the project.

project.
Develop cost estimates forall technical resources required by the project.
Determine the technical'process to be used on the project.

Identify technicalyactivities for the entire life cycle of the project.

supplier(s).

Develop technical schedules for the entire project life cycle.

Eotabliak.

manufacturing, use, and disposal. System engineering activities must be integraty

| Effort involves developing estimates for the work to be performed, obtaining neq

st contains the base practices that are essential elements of good systems engineering:

Develop estimates for the factorscthat affect the magnitude and technical feasibility

Define specific processes to support effective interaction with the customer(

osting,
system
ed into

essary

of the

5) and

BP.16.08

BP.16.09

BP.16.10

86
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Use the information gathered in planning activities to develop technical management plans
that will serve as the basis for tracking the salient aspects of the project and the systems

engineering effort.

Review the technical management plans with all affected groups and individuals, and obtain

group commitment.
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B.7.1.5 Process Area Notes

Planning begins with an understanding of the scope of the work to be performed, along with the constraints,
risks, and goals that define and bound the project. The planning process includes steps to estimate the size of
work products, estimate the resources needed, produce a schedule, consider risks, and negotiate
commitments. Iterating through these steps may be necessary to establish a plan that balances quality, cost,
and schedule goals.

When tracking the performance of this process area, reviewing trends among different Base Practices may
indicate if an assurance argument is being satisfied. Refer to PA0G.

The topics and content of PA16 are addressed in the Project Planning Process of ISO/IEC 15288.

B.7.2 [BP.16.01 - Identify Critical Resources

Identify resources that are critical to the technical success of the project.

B.7.2.1 Description
Criticall resources are resources that are essential to the success of the prgject and that may npt be available
for the| project. Critical resources may include personnel with specialskills, tools, facilities, dr data. Critical

resour¢es can be identified by analysing project tasks and scheddles, and by comparing this project with
similar|projects.

B.7.2.4 Example Work Products:
e identified critical resources.
B.7.2.3 Notes

Example practice: Examine the project schedules and think of the types of resources required at each point in

time. list resources that are not easjly “obtainable. Cross check and augment this list py thinking of
enginepring skills that are required to synthesize the system and work products.

B.7.3 |[BP.16.02 - Estimate Project Scope

Develgp estimates for the-factors that affect the magnitude and technical feasibility of the project.

B.7.3.1 Description

The prpject's s¢ope and size can be estimated by decomposing the system into component elgments that are
similar|to these"of other projects. The size estimate can then be adjusted for factors such ag differences in
complgxity, or’other parameters.

Historical sources often provide the best available information to use for initial size estimates. These estimates
will be refined as more information on the current system becomes available.

B.7.3.2 Example Work Products:

e estimates of the scope of the system;
e number of source lines of code;

e number of cards of electronics;

e number of large forgings; and

e number of cubic yards of material to be moved.
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B.7.3.3 Notes

Example practice: Analyse the available project documentation, and interview project personnel to determine
the main technical constraints and assumptions. Identify the possible highest level technical approaches and
the factors that may keep the project or the systems engineering effort from being successful. Identify the

major technical parameters and estimate the acceptable range for each parameter.

B.7.4 BP.16.

03 - Estimate Project Costs

Develop cost estimates for all technical resources required by the project.

B.7.4.1 Desg¢ription

A detailed estjmate of project costs is essential to good project management, whether or not™a-cystomer
requires it. Estimates of project costs are made by determining the labour costs, material cos{s, and
subcontractor gosts based on the schedule and the identified scope of the effort. Both directcosts and |ndirect
costs (such a$ the cost of tools, training, special test and support items) are included.)For labour costs,
historical parameters or cost models are employed to convert hours to dollars based an job complexity, tools,
available skills and experience, schedules, and direct and overhead rates. Appropriate reserves are
established, based on identified risks.

B.7.4.2 Example Work Products:

o total labodr cost by skill level and schedule;

e cost of mgterial by item, vendor, and schedule;

e cost of subcontracts by vendor and schedule;

e cost of toqls;

e cost of trajning; and

e supporting rationale.

B.7.4.3 Notgs

A considerablg amount of project-data such as scope, schedule, and material items must be collected prior to
estimating cos}s. Checklists and-historical data from other projects can be used to identify cost items that may
otherwise be gverlooked. Variance reports and “lessons-learned” documents are typically good sourceg of this
type of informgtion.

B.7.5 BP.16]/04 --Determine Project's Process

Determine the

B.7.5.1

technical process to be used on the project.

Description

At the highest level, the technical process should follow a life-cycle model based on the characteristics of the
project, the characteristics of the organization, and the organization's standard process. Typical life-cycle
models include waterfall, evolutionary spiral, and incremental. In the process definition, include process
activities, inputs, outputs, sequences, and quality measures for process and work products.

B.7.5.2 Example Work Products:

e selected systems engineering process for the project.
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B.7.5.3 Notes

Establish and maintain an integrated management plan that defines the project's interaction with all internal
and external organizations (e.g., the subcontractor) performing the technical effort. Include the planned project
life-cycle model for the project and specific project activities.

B.7.6 BP.16.05 - Identify Technical Activities

Identify technical activities for the entire life cycle of the project.

B.7.6.1 Description

Project and systems engineering activities may be selected from applicable standards, known best practice
within fthe industry segment, reference models such as the SSE-CMM®, or the organizafjon's historical
experignce.

B.7.6. Example Work Products:

e id¢ntified technical activities.

B.7.6.3 Notes

Use historical records from similar projects, where possible, t0)'develop the list of activitigs and to gain
confidgnce that the list is complete. Use the “rolling wave” paradigm for planning. The “rolling wave” paradigm
is used to define near-term activities more precisely than activities that start later in the project.

Example Practice: The systems engineering activities,. would be decomposed into activities glanned for the
next three months until each activity is approximately two weeks in duration. Activities 3 to 13 months away
should|be planned at approximately a month incduration. Activities starting more than a year away can be
descried at a very high level, approximatelyrstwo months in duration. For the non systenjs engineering
technidal activities, use this same method while working with other disciplines according to th¢ process area
PAQ9.

B.7.7 |BP.16.06 - Define Project Interface

Define|specific processes tosupport effective interaction with customer(s) and supplier(s).

B.7.7.1 Description

Projec interfaces(include all those with organizations and individuals who are necessary to sudcessful project
executlon, whether they are inside or outside the project group. Types of interaction include information
excharge, tasking, and deliveries. Methods and processes (including controls) for interaction are established
as appfopriate for the parties that are interacting.

B.7.7.2 Example Work Products:
o defined processes for project interfaces.

B.7.7.3 Notes

For the project, identify the groups internal and external to your organization that the project needs to interact
with in order to be successful. For each group, perform the base practices of PA09 to define and implement
each interface in terms of interaction mechanisms, interaction frequency, and problem resolution mechanisms.
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B.7.8 BP.16.

07 - Develop Project Schedules

Develop technical schedules for the entire project life cycle.

B.7.8.1

Description

Project schedules include system and component development, obtaining procured items, training, and
preparing the engineering support environment. Schedules are based on verifiable effort models or data for
identified tasks, and they must allow for task interdependencies and the availability of procured items.
Schedules should also include slack time appropriate for identified risks. All affected parties must review and
commit to the schedule.

B.7.8.2 ExanL1pIe Work Products:

project sc

B.7.8.3 Notgs

Schedules typ

Example Prad
define system
system capab
increment.

To create a s
proportional to|

hedules.

cally include both customer and technical milestones.

tice: Within project constraints (contractual, market timing, .customer-provided inputs
ncrements consistent with the overall technical approach. Eack/increment should provid
ity from the user's point of view. Estimate the additional staff hours required to develg

chedule that uses resources at a level rate, select dates for completion of each ing
the amount of work required to develop the increment. Derive detailed schedules for te)

activities withip each increment by sequencing the activities from the start of the increment and tak

account depern
For an event-

necessary to
resource peak

B.7.9 BP.16

dencies between activities.

driven schedule, the loading is typically not level. For non critical path activities, it 1
hdjust the activity duration, activity~sequencing, or activity start dates to avoid unacc
ng.

08 - Establish Technical Parameters

Establish tech

B.7.9.1

ical parameters with-thresholds for the project and the system.

Desg¢ription

Establish key fechnical"parameters that can be traced over the life of the project and that will servd
progress indicators fersmeeting the ultimate technical objectives. Key technical parameters can be id
through interagtion‘with the customer, customer requirements, market research, prototypes, identified r

historical exp

, etc.),
e more
p each

rement
chnical
ng into

nay be
pptable

as in-
entified
sks, or

ience on similar projects. Each technical parameter to be tracked should have a thres

hold or

tolerance beyond which some correclive action would be expected. Key technical parameters shoul
pre-planned assessments scheduled at useful points in the project schedule.

B.7.9.2 Example Work Products:

technical parameters; and

technical parameter thresholds.

Examples of technical parameters include:

90

payload capacity of cargo aircraft;

sensor resolution;
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e portable stereo weight;
e automobile gas mileage; and
e video monitor distortion.

B.7.9.3 Notes

Example Practice: Identify aspects of the system that are primary drivers of system performance. Develop a
metric for each aspect that can be tracked over time while the system is being developed.

B.7.1Q0BP16:09=Devetop Technicat- Mamagement Ptan

Use the information gathered in planning activities to develop technical management plans that will serve as
the basis for tracking the salient aspects of the project and the systems engineering effort:

B.7.10|1 Description

Establish and maintain an integrated management plan that defines project-interaction with all internal and
externgl organizations (e.g., the subcontractor) performing the technical éffort.

B.7.10]2 Example Work Products:

e teg¢hnical management plan.

B.7.10|3 Notes
Technifpal management plans typically include:
e plans for developing the system; and

e plans for interacting with other organizations (e.g., subcontractors) performing the technicall effort.

B.7.11 BP.16.10 - Review and ‘Approve Project Plans

Review the technical management plans with all affected groups and individuals, and| obtain group
commifment.

B.7.11]1 Description

The objective-of project plan reviews is to ensure a bottom-up, common understanding of the process,
resourges; 'schedule, and information requirements by affected groups and individuals throughout the project.
Inputs |on‘.the project plan are solicited from all responsible organizational elements and project staff.
Whenever possible, TRESE INputs are mcorporated 1o bulld team ownership of the plans. It an input is rejected
or modified, feedback is provided to the individual who gave the input. Interim and completed project plans are
distributed for review. A commitment to the project plans should be obtained from all groups comprising the
project team.

B.7.11.2 Example Work Products:
e interface issues between disciplines/groups;
e  risks;

e project plan inputs;
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e project plan comments; and

e project plan issues and resolutions.
B.7.11.3 Notes

Affected groups and individuals typically include:
e software engineering;

e hardware engineering;

e manufactyring;
e management;
e customersg;
e users;
e partners; and

e subcontraftors.
Example Pracfice: Identify questions that each group should answet.as part of their review (the questions may
be different for different groups.) Communicate to the groups how. the review will be conducted. Provide the

technical manggement plans to the groups and, at the prerartanged time, meet with them to discuss their
comments. Prgduce a list of issues from the reviewers' comments and work on each issue until it is res¢lved.

B.8 PA17 -|Define Organization's Systems Engineering Process

B.8.1 Proces$s Area

B.8.1.1 Securrity Considerations

This process grea uses the term(“Systems Engineering”. However, this process area is broadly applicable and
the term “Sys{ems Engineering” can be replaced with the term “Security Engineering” when assesging an
organization's pecurity engineering capability.

Base practices need t0_address the integration of security engineering with systems engineering anfl other
engineering disciplines. Therefore, PAO7 should be taken into account when defining the organization's
security engingering-process.

B.8.1.2 Summary Description

The purpose of Define Organization's Systems Engineering Process is to create and manage the
organization's standard systems engineering processes, which can subsequently be tailored by a project to
form the unique processes that it will follow in developing its systems or products.

Define Organization's Systems Engineering Process involves defining, collecting, and maintaining the process
that will meet the business goals of the organization, as well as designing, developing, and documenting
systems engineering process assets. Assets include example processes, process fragments, process-related
documentation, process architectures, process-tailoring rules and tools, and process measurements.
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B.8.1.3 Goals:

o A standard systems engineering process is defined for the organization.

B.8.1.4 Base Practice List

The following list contains the base practices that are essential elements of good systems engineering:

BP.17.01 Establish goals for the organization's systems engineering process from the organization's
business goals.

BRAZL02 Collect and maintain eycfnme nnginnaring process assets

BR.17.03 Develop a well-defined standard systems engineering process for the organization.

BF

B.8.1.5

This process area covers the initial activities required to collect and (maintain process assets

organiz
organiz

When
indicat

The td

addres
some (¢

B.8.2
Establi

B.8.2.1

The sy
order t
quality

B.8.2.2

.17.04 Define guidelines for tailoring the organization's standard systems engineeri
project use in developing the project's defined process.

Process Area Notes
ation's standard systems engineering process. The imprevement of the process 4
ation's standard systems engineering process are covered-in PA18.

fracking the performance of this process area, reviewing trends among different Base
p if an assurance argument is being satisfied. Referto PA0G.

pics and content of Process Area 17 Define Organization's Systems Engineering

sed in two Processes of ISO/IEC 15288, namely System LifeCycle Management (pa
f the activities of the Resources Management Process.

BP.17.01 - Establish Process Goals

Description
stems engineering-process operates in a business context, and this must be explicitly

b institutionalize the organization's standard practice. The process goals should considsg
human resoeurce, and marketing issues important to the success of the business.

Example Work Products:

° go

ng process for

, including the
ssets and the

Practices may

Process are
t thereof) and

5h goals for the organization's Systems engineering process from the organization's business goals.

recognized in
r the financial,

[s of the organization's systems engineering process:

requirements for the organization's standard systems engineering process;
requirements for the organization's process asset library; and

process asset library.

B.8.2.3 Notes

Establishing goals may include determining the tradeoff criteria for process performance based on time-to-

market

, quality, and productivity business issues.
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B.8.3 BP.17.02 - Collect Process Assets

Collect and maintain systems engineering process assets.

B.8.3.1 Description

The information generated by the process definition activity, both at the organization and project levels, needs
to be stored (e.g., in a process asset library), made accessible to those who are involved in tailoring and
process design efforts, and maintained so as to remain current.

B.8.3.2 Example Work Products:

e instructions for use of a process asset library;

e designsp

o process a

B.8.3.3 Notgs

The purpose ¢
useful in defin
been defined,

pcifications for a process asset library; and

5sets.

tailor the orgarnization's standard systems engineering process when, defining the project's process.

Process asset:

e the organi
e the appro
e project prd

e guidelines

5 typically include:

zation's standard systems engineering process;

ed or recommended development lifeceycles;

and criteria for tailoring the organization's standard systems engineering process;

e process-r¢lated reference documentation; and

e measurenents of the project's process.

B.8.4 BP.17

Develop a wel

03 - Develop Organization's Systems Engineering Process

-defined standard systems engineering process for the organization.

f a process asset library is to store and make available process assets that projects
ng the process for developing the system. It should containnexamples of processes that have
and the measurements of the process. When the organization's standard systems engi
process has bg¢en defined, it should be added to the process asset libtary, along with guidelines for pro|

cesses together with measurements collected during the execution of the processes;

vill find

heering
ects to

B.8.4.1 Description

The organization's standard systems engineering process is developed using the facilities of the process
asset library. New process assets may be necessary during the development task and should be added to the
process asset library. The organization's standard systems engineering process should be placed in the

process asset

library.

B.8.4.2 Example Work Products:

e organization's standard systems engineering process;

e inputs to training; and

e inputs to systems engineering process improvement.
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B.8.4.3 Notes

The standard systems engineering process should include the interfaces to the organization's other defined
processes. In addition, references used to define the systems engineering process (e.g., military standards,
IEEE standards) should be cited and maintained.

To develop the standard systems engineering process, an organization can identify all the process elements
or activities of the organization's system engineering process. The organization must evaluate the process
elements for consistency of inputs and outputs, redundant activities, and missing activities. Inconsistencies
must be resolved between process elements and provision made for appropriate sequencing and verification
features. The resulting process should be well defined.

A well-fefined process includes:
e readiness criteria;
e inputs;
e standards and procedures; and
e verification mechanisms:
e | peer reviews,
e | outputs, and

e | completion criteria [SPICE94].

B.8.5 [BP.17.04 - Define Tailoring Guidelines

Define|guidelines for tailoring the organization's standard systems engineering process for |project use in
developing the project's defined process.

B.8.5.1 Description
Since the organization's standard systems engineering process may not be suitable for ¢very project's
situatign, guidelines for tailoring it are needed. The guidelines should be designed to fit a variely of situations,

while pot allowing projécts to bypass standards or substantial and important practices |prescribed by
organization policy thatmust be followed.

B.8.5.4 Example Work Products:

o tailoring guidelines for the organization's standard systems engineering process.

B.8.5.3 Notes

Guidelines should enable the organization's standard systems engineering process to be tailored to address
contextual variables such as the domain of the project; the cost, schedule, and quality tradeoffs; the
experience of the project's staff; the nature of the customer; the technical difficulty of the project, etc.
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B.9 PA18 - Improve Organization's Systems Engineering Processes
B.9.1 Process Area

B.9.1.1 Security Considerations

In Improve Organization's Systems Engineering Processes, the term “Systems Engineering” is used. This
process area however, is broadly applicable and the term Systems Engineering is substituted with the term
“Security Engineering” when assessing an organization's security engineering capability. In addition, base
practices need to address the integration of security engineering with systems engineering disciplines.

B.9.1.2 Summary Description
The purpose df Improve Organization's Systems Engineering Processes is to gain competitive-advanfage by
continuously improving the effectiveness and efficiency of the systems engineering proces$es”used|by the
organization. I} involves developing an understanding of the organization's processes in,the contex{ of the

organization's |business goals, analysing the performance of the processes, and explicitly planning and
deploying improvements to those processes.

B.9.1.3 Goals:

e Improvements to the standard systems engineering process are planned-and implemented.

B.9.1.4 Bas¢ Practice List
The following l|st contains the base practices that are essential elements of good systems engineering:

BP.18.01 Appraise the existing processes being~performed in the organization to understand their
strengths and weaknesses.

BP.18.02 Plan improvements to the organization's processes based on analysing the impact of
potential improvements on achieving the goals of the processes.

BP.18.03 Change the organization's standard systems engineering process to reflect targeted
improvements.

BP.18.04 Communicate process improvements to existing projects and to other affected grolips, as
appropriate.

B.9.1.5 Progess Area-Notes

This process preal covers the continuing activities to measure and improve the performance of slystems
engineering processes in the organization. The initial collection of the organization's process assets and the

definition of the—of gat rization's-standard oyatcl et |y;| Yeerit 1o Process is—coverecHr AT~

Guidance on improving the standard process may be obtained from several sources, including lessons
learned, application of the generic practices, and appraisals of the standard process against the SE-CMM®.
The resulting profile of capability levels against process areas will point to the most needed areas for
improvement. Incorporating the generic practices in these process areas will be useful.

When tracking the performance of this process area, reviewing trends among different Base Practices may
indicate if an assurance argument is being satisfied. Refer to PA06.

The topics and content of PA18 are addressed in the remaining activities of System LifeCycle Management
Process of ISO/IEC 15288.
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BP.18.01 - Appraise the Process

Appraise the existing processes being performed in the organization to understand their strengths and
weaknesses.

B.9.2.1

Description

Appraise the existing processes being performed in the organization to understand their strengths and
weaknesses.

B.9.2.2 Example Work Products:

e pr
e pr
e ap
e g4
B.9.2.3
An ex3

SE-CM
proces

If delay

may fo
criteria

B.9.3

hbcess maturity profiles;
bcess performance analyses;
praisal findings; and
p analyses.
Notes
mple appraisal scenario: Appraise the organization's current systems engineering proce
M® and its associated appraisal method. Use the_fesults of the appraisal to estab
5 performance goals.
s and queues occur in the execution of the existing systems engineering process, then 3

cus on them as starting points for cycle-time>reduction. Recheck such process feature
inputs, and verification mechanisms.

BP.18.02 - Plan Process Improvements

Plan improvements to the organization's’ processes based on analysing the impact of potential

on ach

B.9.3.1

Apprai
improv|
improv|
plannir]

eving the goals of the processes.

Description
5ing the process$ provides momentum for change. This momentum must be harnesse

ement plans_provide a framework for taking advantage of the momentum gained in
g should include targets for improvement that will lead to high-payoff improvements in th

Organi

sses using the
lish or update

n organization
5 as readiness

improvements

d by planning

ements that will -provide the most payback for the organization in relation to its busingss goals. The

appraisal. The
P process.

ations may take this opportunity to “mistake-proof” the process and eliminate waslled effort. It is
important.t6_ make the process stable (i.e., performed consistently by everyone). Deployment

s commonly a

challenge. In making improvements, be careful to avoid optimizing locally, and thereby creating problems in

other a

reas.

B.9.3.2 Example Work Products:

e  process improvement plan.

B.9.3.3 Notes

Perform tradeoffs on proposed process improvements against estimated returns in cycle time, productivity,
and quality. Use the techniques of PAQ9.
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B.9.4 BP.18.03 - Change the Standard Process

Change the organization's standard systems engineering process to reflect targeted improvements.

B.9.4.1 Description
Improvements to the organization's standard systems engineering process, along with necessary changes to

the tailoring guidelines in the process asset library, will preserve the improved process and encourage
projects to incorporate the improvements for new products.

B.9.4.2 Example Work Products:

e organizatipn's standard systems engineering process; and

e tailoring gpidelines for the organization's standard systems engineering process.

B.9.4.3 Notgs

As improvemeénts to the standard systems engineering process are implemented and evaluated, the
organization should adopt the successful improvements as permanent changes”’to the standard slystems
engineering prpcess.

B.9.5 BP.18]04 - Communicate Process Improvements

Communicate process improvements to existing projects and to other‘affected groups, as appropriate.
B.9.5.1 Desg¢ription

Some proces$ improvements may be useful to existing projects, and they can incorporate the| useful
improvements|into their current project's process depending upon the status of the project. Others who are

responsible fgr training, quality assurance, meéasurement, etc., should be informed of the process
improvements

B.9.5.2 Example Work Products:

e instructions for use of the process asset library;

e tailoring gpidelines for the'organization's standard systems engineering process;

e enumeratipn and ratighale for changes made to the systems engineering process; and

e schedule for inCorporating the process changes.

B.9.5.3 Notes

Process improvements, as well as the rationale and expected benefits of the changes, should be
communicated to all affected projects and groups. The organization should develop a deployment plan for the
updated processes and monitor conformance to that deployment plan.
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B.10 PA19 - Manage Product Line Evolution
B.10.1 Process Area

B.10.1.1 Security Considerations

Product lines consisting of security products have special requirements which include: stringent configuration
management practices; personnel clearance requirements for the development of secure code; and obtaining
certification and accreditation of secure products. All of these requirements add to the length of the product
development cycle and life cycle costs.

PAO6 satso Tefevantimordertoensure thatTewor modified—products—contimuetomeet the customer's
security needs.

B.10.1]2 Summary Description
The pyrpose of Manage Product Line Evolution is to introduce services, equipment, and new technology to
achieve the optimal benefits in product evolution, cost, schedule, and performance over time jas the product
line evplves toward its ultimate objectives.
An orgpnization must first determine the evolution of a product. Then.the/organization has to dgcide how it will

design|and build those products including critical components, cost-effective tools, and efficier|t and effective
procespes.

B.10.1|{3 Goals:

e Prpduct lines are evolved towards their ultimate objectives.

B.10.1]/4 Base Practice List
The foljowing list contains the base practices-that are essential elements of good systems engineering:
BF.19.01 Define the types ofproducts to be offered.

BR.19.02 Identify new product technologies or enabling infrastructure that will help tHe organization
acquire, develop, and apply technology for competitive advantage.

BF.19.03 Makeé the necessary changes in the product development cycle to support the development
of new products.

BR.19.04 Ensure critical components are available to support planned product evolution.

BR.19:05 Insert new technology into product development, marketing, and manufacturing.

B.10.1.5 Process Area Notes

The Manage Product Line Evolution process area is needed “...to ensure that product development efforts
converge to achieve strategic business purposes, and to create and improve the capabilities needed to make
research and product development a competitive advantage over the long term.” [Wheelwright 92].

This process area covers the practices associated with managing a product line, but not the engineering of the
products themselves.

When tracking the performance of this process area, reviewing trends among different Base Practices may
indicate if an assurance argument is being satisfied. Refer to PA0G.
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The topics and content of PA19 are addressed in two Processes of ISO/IEC 15288, namely some of the

activities of En

vironment Management and Operation.

B.10.2 BP.19.01 - Define Product Evolution

Define the types of products to be offered.

B.10.2.1 Description

Define the product lines that support the organization's strategic vision.

Consider the ¢
technologies.
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B.10.2.2 Example Work Products:

e  product lin

B.10.2.3 Notsg
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Identify new p
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B.10.3.1 Desq

Identify new [
sources and 1
maintenance s

e definition.

S

Lt lines enable a more effective reuse approach and allow investments with high potentia

.02 - Identify New Product Technologies

roduct technologies or enabling infrastructure thatwill" help the organization acquire, d
nology for competitive advantage.

Cription
roduct technologies for potential introduction into the product line. Establish and m

hethods for identifying new technology and infrastructure improvements, such as facil
ervices.

B.10.3.2 Example Work Products:

e reviews of

e improvem

B.10.3.3 Notgs

This practice i

product-line technology; and

ents recommended by process teams.

hvolves identifying, selecting, evaluating, and pilot testing new technologies. By maintai

awareness of

ailable

payoff.

pvelop,

aintain
ities or

ning an

teehnology innovations and systematically evaluating and experimenting with the

m, the

organization selects appropriate technologies to improve the quality of its product lines and the productivity of
its engineering and manufacturing activities. Pilot efforts are performed to assess new and unproven
technologies before they are incorporated into the product line. Infrastructure improvements such as facilities
upgrades or enhancements to the service of the distribution chain may also provide opportunities for evolving
a product line toward its future objectives.

B.10.4 BP.19.03 - Adapt Development Processes

Make the necessary changes in the product development cycle to support the development of new products.

100

© ISO/IEC 2008 — All rights

reserved


https://iecnorm.com/api/?name=22b689ee49feb716585258597f18a93b

ISO/IEC 21827:2008(E)

B.10.4.1 Description

Adapt the organization's product development processes to take advantage of components intended for future
use.

B.10.4.2 Example Work Products:
e adapted development processes.

B.10.4.3 Notes

mechanisms for

identifyfing and retrieving components.

B.10.5 BP.19.04 - Ensure Critical Component Availability

Ensurg critical components are available to support planned product evolution.

B.10.5|1 Description
The or@anization must determine the critical components of the productline and plan for their ayailability.
B.10.5|2 Example Work Products:
e product-line components.

B.10.5{3 Notes

The aVailability of critical components can be_ensured by incorporating considerations for the¢ future use of
these pomponents into the product line .requirements. Appropriate resources must be allpcated by the
organization to maintain the components on.a continuous basis.

B.10.6 BP.19.05 - Insert Product-Technology

Insert new technology into product development, marketing, and manufacturing.

B.10.6]1 Description

Manage the introduction of new technology into the product lines, including both modificatipns of existing
product-line components and the introduction of new components. Identify and manage risks gssociated with
product design:changes.

B.10.6{2" Example Work Products:

e new product-line definition.

B.10.6.3 Notes

The objective of this practice is to improve product quality, increase productivity, decrease life-cycle cost, and
decrease the cycle time for product development.
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B.11 PA20 - Manage Systems Engineering Support Environment

B.11.1 Process Area

B.11.1.1 Security Considerations

The development of products in the communications security and trusted software development environments
will present unique requirements in BP.20.02, BP.20.03 and BP.20.04, such as assurance needs, cleared
personnel and chain of custody.

The Security Engineering Support Environment should be included in the activities of PA03. PA06 should be
affirmed throu i i i TTVITOTTITTEL,

B.11.1.2 Summary Description
The purpose df Manage Systems Engineering Support Environment is to provide the technolegy envirpnment
needed to devglop the product and perform the process. Development and process technology is inserfed into
the environmept with a goal of minimizing disruption of development activities while. upgrading to make new
technology available.

The technologly needs of an organization change over time, and the efforis\described in this procegs area
must be re-exgcuted as the needs evolve.

B.11.1.3 Goals:

e The systens engineering support environment maximizes process effectiveness.

B.11.1.4 Bas¢ Practice List
The following l|st contains the base practices that are;essential elements of good systems engineering:
BP.20.01 Maintain awareness of the technologies that support the organization's goals.

BP.20.02 Determine requirements.for the organization's systems engineering support envirpnment
based on organizational needs.

BP.20.03 Define, developyor create a systems engineering support environment that meets the
requirements established in Determine Support Requirements by using the practices in the
Analyse Candidate Solutions process area.

BP.20.04 Tailor_the systems engineering support environment to individual project's needs.

BP.20.05 Insert new technologies into the systems engineering support environment based|on the

oraanization's business-aoals and the nroiects' neads
J J ~ J N

BP.20.06 Maintain the systems engineering support environment to continuously support the projects
dependent on it.

BP.20.07 Monitor the systems engineering support environment for improvement opportunities.
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B.11.1.5 Process Area Notes

This process area addresses issues pertaining to the systems engineering support environment at both a
project level and at an organizational level. The elements of a support environment consist of all the
surroundings of the systems engineering activities, including:

e computing resources;

e communications channels;

e analysis methods;

o the organization's structures, policies and procedures;
e machine shops;

e chemical process facilities;

e environment stress facilities;

e syptems engineering simulation tools;

e  software productivity tools;

e proprietary systems engineering tools; and

e  wark space.

When [racking the performance of this process ar€a, reviewing trends among different Base [Practices may
indicatg if an assurance argument is being satisfied. Refer to PA0G.

The topics and content of PA20 are addressed in the remaining activities of the Environment Management
Process of ISO/IEC 15288.

B.11.2 BP.20.01 - Maintain Fechnical Awareness

Mainta|n awareness of the technologies that support the organization's goals.

B.11.2]1 Description

Awaremess of the\current state of the art or state of the practice is a necessary element| for assessing
improvement.options. Therefore, to insert new technology, a sufficient awareness of new techrnology must be
present in.the organization. Such awareness may be maintained internally or acquired.

B.11.2.2 Example Work Products:
e reviews of support environment technology.

B.11.2.3 Notes

Maintaining awareness may be accomplished by reading industry journals, participating in professional
societies, and establishing and maintaining a technical library.

B.11.3 BP.20.02 - Determine Support Requirements

Determine requirements for the organization's systems engineering support environment based on
organizational needs.
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B.11.3.1 Description
An organization's needs are primarily determined by assessing competitiveness issues. For example, does
the organization's support environment hinder the organization's competitive position? Does each major

element of the organization's support environment allow systems engineering to operate with sufficient speed
and accuracy?.

B.11.3.2 Example Work Products:

e requirements for systems engineering support environment.

B.11.3.3 Notes

Determine the|organization's needs for computer network performance, improved analysis methods;-computer
software, and process restructuring.

B.11.4 BP.2(.03 - Obtain Systems Engineering Support Environment
Define, develpp or create a systems engineering support environment that ‘meets the requirements

established in|Determine Support Requirements by using the practices in the ‘Analyse Candidate Solutions
process area.

B.11.4.1 Desg¢ription

Determine thg evaluation criteria and potential candidate solutions for the needed systems engineering
support environment. Then, select a solution using the practicestin process area PAQ9. Finally, obtain and
implement the|chosen systems engineering support environment:

B.11.4.2 Example Work Products:
e systems gngineering support environment.

B.11.4.3 Notgs

The systems gngineering support environment may include many of the following: software productivity tools,
tools for simulfiting systems engineering, proprietary in-house tools, customized commercially availablg tools,
special test equipment, and new facilities.

B.11.5 BP.2(.04 - Tailor.Systems Engineering Support Environment

Tailor the syst¢ms engineering support environment to individual project's needs.

B.11.5.1 Desg¢ription

The total support environment represents the needs of the organization as a whole. An individual project,
however, may have unique needs for selected elements of this environment. In this case, tailoring the
elements of the systems engineering support environment elements can allow the project to operate more
efficiently.

B.11.5.2 Example Work Products:

e tailored systems engineering support environment.
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B.11.5.3 Notes

Tailoring allows an individual project to customize its systems engineering support environment. For example,
project A does not involve signal processing, so signal processing automation tools are tailored out of (i.e., not
provided to) this project's automation tool set. Conversely, project B is the only project in the organization that
has a need for automated requirements tracing, so the appropriate tools are tailored into (i.e., provided in
addition to) this project's automated tool set.

B.11.6 BP.20.05 - Insert New Technology

Insert new technologies into the systems engineering support environment based on the organization's
business goals and the projects' needs

B.11.6]1 Description

The organization's systems engineering support environment must be updated withrnew technologies as they
emerg¢ and are found to support the organization's business goals and the projects"needs.

Training in the use of the new technology in the systems engineering suppart environment mus{ be provided.
B.11.6]2 Example Work Products:

e ngw systems engineering support environment.
B.11.6{3 Notes

Inserting new technologies into the organization's¢support environment presents several [(difficulties. To
minimige these difficulties, follow the steps below:

o test the new technology thoroughly;

e decide whether to insert the improvement across the entire organization or in selected portions of the
ordanization;

e provide early notification of the'impending change to those who will be affected;
e prpvide any necessary*how to use” training for the new technology; and

e monitor the acceptance of the new technology.

B.11.1 BP.20!06 - Maintain Environment

Mainta|n the-systems engineering support environment to continuously support the projects dependent on it.

B.11.7.1 Description

Maintain the systems engineering support environment at a level of performance consistent with its expected
performance. Maintenance activities could include computer system administration, training, hotline support,
availability of experts, evolving/expanding a technical library, etc.

B.11.7.2 Example Work Products:

e performance report for the systems engineering support environment.
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B.11.7.3 Notes

Maintenance of the systems engineering support environment could be accomplished several ways, including:
e hire or train computer system administrators;

e develop expert users for selected automation tools;

e develop methodology experts who can be used on a variety of projects; and

e develop process experts who can be used on a variety of projects.

B.11.8 BP.2(.07 - Monitor Systems Engineering Support Environment
Monitor the systems engineering support environment for improvement opportunities.

B.11.8.1 Desg¢ription

Determine thelfactors that influence the usefulness of the systems engineering support environment, including
any newly inserted technology. Monitor the acceptance of the new technology.'and of the entire systems
engineering sypport environment.

B.11.8.2 Example Work Products:
e reviews of the technology used in the systems engineering support environment.

B.11.8.3 Notgs

Design most nponitoring to be an automated, background.activity, so that users of the support environment do
not need to provide data consciously. Also provide-a way for users of the systems engineering support
environment tp consciously provide inputs on the-usefulness of the current systems engineering support
environment apd to suggest improvements.

B.12 PA21 - Provide Ongoing Skills and Knowledge
B.12.1 Procegss Area

B.12.1.1 Security Consjderations

Training needq to be«provided in the organization's security engineering process.

B.12.1.2 Summary Description

The purpose of Provide Ongoing Skills and Knowledge is to ensure that projects and the organization have
the necessary knowledge and skills to achieve project and organizational objectives. To ensure the effective
application of these critical resources that are predominantly available only from people, the knowledge and
skills requirements within the organization need to be identified, as well as the specific project's or
organization's needs (such as those relating to emergent programs or technology, and new products,
processes, and policies).

Needed skills and knowledge can be provided both by training within the organization and by timely

acquisition from sources external to the organization. Acquisition from external sources may include customer
resources, temporary hires, new hires, consultants, and subcontractors.
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B.12.1.3 Goals:

e The organization has the skills necessary to achieve project and organizational objectives.
B.12.1.4 Base Practice List

The following list contains the base practices that are essential elements of good systems engineering:

BP.21.01 Identify needed improvements in skills and knowledge throughout the organization using
the projects' needs, organizational strategic plan, and existing employee skills as guidance.

BR

medge—g ils—with respect to

traini rotrsrce. -
BF.21.03 Ensure that appropriate skills and knowledge are available to the systems endineering effort.
BR.21.04 Prepare training materials based upon the identified training needs.
BR.21.05 Train personnel to have the skills and knowledge needed fo perform their assligned roles.
BR.21.06 Assess the effectiveness of the training to meet the identified training needs.

BR.21.07 Maintain records of training and experience.

BF.21.08 Maintain training materials in an accessible repository.

B.12.1{5 Process Area Notes

The choice of training source, internal or external\for the needed skills and knowledge is often|determined by
the availability of training expertise, the project's schedule, and business goals. Successful internal training
programs result from an organization's comamitment. In addition, they are administered in @ manner that
optimiZes the learning process, and that is‘repeatable, assessable, and easily changeable to meet new needs
of the grganization. Training is not limited"to “classroom” events: it includes the many vehicles that support the
enhangement of skills and the building of knowledge. When internal training is not a viable approach due to
scheddle or availability of training-resources, external sources of the needed skills and knowledge are pursued.

When [racking the performance of this process area, reviewing trends among different Base [Practices may
indicatg¢ if an assurance dargument is being satisfied. Refer to PAQG.

The topics and content of PA 21 are addressed in the some of the activities of the Resourc¢ Management
Procegs of ISO/IEC-15288.

B.12.2 BP.21.01 - Identify Training Needs

Identify needed improvements In sKills and knowledge throughout the organization using the projects' needs,
organizational strategic plan, and existing employee skills as guidance.

B.12.2.1 Description

This base practice determines the improvements that are needed in skills and knowledge within the
organization. The needs are determined using inputs from existing programs, the organizational strategic plan,
and a compilation of existing employee skills. Project inputs help to identify existing deficiencies which may be
remedied through training or acquisition of skills and knowledge by other means. The organizational strategic
plan is used to help identify emerging technologies, and the existing skills level is used to assess current
capability.
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Identification of skills and knowledge needs should also determine training that can be consolidated to achieve
efficiencies of scale, and increase communication via the use of common tools within the organization.
Training should be offered in the organization's systems engineering process and in tailoring the process for
specific projects.

B.12.2.2 Example Work Products:

e  project sKi

B.12.2.3 Notgs

The organizat
identified by th
according to a
its training neeg

B.12.3 BP.21

Evaluate and
sources.

B.12.3.1 Desq

The purpose 0

organization's training needs; and

lls or knowledge.

on should identify additional training needs as determined from appraisal findihgs
e defect prevention process. The organization's training plan should be developed-and

ds.

.02 - Select Mode of Knowledge or Skills Acquisition

select the appropriate mode of acquiring knowledge or skills.Wwith' respect to training g

Cription

f this practice is to ensure that the most effectiveumethod is chosen to make needed sk

and as
revised

documented procedure. Each project should develop and maintain a trainingecplan that specifies

r other

lls and

knowledge available to projects in a timely manner. Project@nd organizational needs are analysed, and the

methods of H
knowledge acq

A09 are employed to choose among alternatives such as consultants, subcont
uisition from identified subject matter experts, or training.

B.12.3.2 Example Work Products:

survey of

trade-stud

B.12.3.3 Notsg

heeded skills or knowledge; and

y results indicating the maost effective mode of skills or knowledge acquisition.

S

Example critefia which may 'be used to determine the most effective mode of acquiring knowledge ¢

acquisition inc

ude:

time available to prepare for project execution;
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actors,

r skills

bUSineSS @hjbr‘fi\/nc
availability of in-house expertise; and

availability of training.
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B.12.4 BP.21.03 - Assure Availability of Skills and Knowledge

Ensure

B.12.4.

that appropriate skills and knowledge are available to the systems engineering effort.

1 Description

This practice addresses acquisition of the full range of skills and knowledge which must be made available to
the project systems engineering effort. Through deliberate assessment and preparation, plans can be
developed and executed to make available the range of required knowledge and skills, including functional
engineering skills, application problem-domain knowledge, interpersonal skills, multi disciplinary skills, and
process-related skills. After the needed skills have been identified, evaluations of the appropriate mode of
knowledge or skills acquisition can be used to select the most effective approach

B.12.4

o assessment of skills types needed by skills category;

e prpject knowledge acquisition plan;

° trg
e lis
B.12.4

Approq
knowle
breakd

An ex
satellit
with re
organiz
busine

B.12.5 BP.21.04 - Prepare Training Materials

Prepar

B.12.5

Develo
organij

2 Example Work Products:

ining plan; and

of identified and available subject matter experts.

3 Notes

riate coverage of the full range of skills and knowledge types can be addressed with

pwhn structure.

mple of ensuring the availability of the appropriate application problem domain kn|
weather data processing), would be @ plan to interview identified subject matter expert
quirements interpretation or system design. Such an approach would be approp
ation does not have the required expertise available (as with the first program in
5S).

b training materials.based upon the identified training needs.

1 Description

p thetraining material for each class that is being developed and facilitated by peqd
ationh,-or obtain the training material for each class that is being procured.

a checklist of

dge types (e.g., functional engineering, problem domain, etc.) against each element of the work

owledge (e.g.,
5 in connection
iate when an
a new line of

ple within the

B.12.5.2 Example Work Products:

. Cco

urse descriptions and requirements;

e training material.

B.12.5.3 Notes

Course description should include:

e int

ended audience;

e preparation for participation;
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e training objective;

e length of training;

e lessonpla
e criteria for

Prepare:

ns; and

determining the students' satisfactory completion.

e procedures for periodically evaluating the effectiveness of the training and special considerations, such as

piloting an

field testing the training course;

e needs for
e materials
e materials

e  materials
tools and t

e review thsg
programs,

B.12.6 BP.21

refresher training, and opportunities for follow-up training;
or training a specific practice to be used as part of the process (e.g., method technique);
or training a process;

for training in process skills such as statistical techniques, statistical process control,
echniques, descriptive process modelling, process definition, and process measurement;

training material with instructional experts, subject matters<experts, and students from t
as appropriate.

.05 - Train Personnel

Train personngl to have the skills and knowledge needed to-perform their assigned roles.

B.12.6.1 Desq

Personnel are

Cription

trained in accordance with the training plan and developed material.

B.12.6.2 Example Work Products:

e trained pe

B.12.6.3 Notg

Offer the traini
skills level:

e a proced(

rsonnel.

S

hg in a timely-manner (just-in-time training) to ensure optimal retention and the highest p

quality
and

ne pilot

ossible

hing to

determine
employee)

° a process

re{should exist to determine the skills level of the employee prior to receiving the trai

exists to provide incentives and motivate the students to participate in the training; and

to the

e online training/customized instruction modules accommodate different learning styles and cultures, in

addition to
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transferring smaller units of knowledge.
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B.12.7 BP.21.06 - Assess Training Effectiveness

Assess the effectiveness of the training to meet the identified training needs.

B.12.7.1 Description

A key aspect of training is determining its effectiveness. Methods of evaluating effectiveness need to be
addressed concurrent with the development of the training plan and training material; in some cases, these
methods need to be an integral part of the training material. The results of the effectiveness assessment must
be reported in a timely manner so that adjustments can be made to the training.

B.12.7 2—Example-Werk-Produets:

e analysis of training effectiveness; and
e magdification to training.

B.12.7|3 Notes

A procgdure should exist to determine the skills level of the employee afterreceiving the training to determine
the sugcess of the training. This could be accomplished via formal testing, on-the-job skills demonstration, or
assesgment mechanisms embedded in the courseware.

B.12.§ BP.21.07 - Maintain Training Records
Mainta|n records of training and experience.

B.12.8|1 Description

Records are maintained to track the trainingthat each employee has received and the employee's skills and
capabilities.

B.12.8|2 Example Work Products:
e trdining and experience records.

B.12.8/3 Notes

Records are kept of-all students who successfully complete each training course or other approved training
activityl Also, records of successfully completed training are made available for consideration in the
assignment of the staff and managers.

B.12.9 BP.21.08 - Maintain Training Materials

Maintain training materials in an accessible repository.

B.12.9.1 Description

Courseware material is maintained in a repository for future access by employees and for maintaining
traceability in changes in course material.

B.12.9.2 Example Work Products:
e baseline training materials; and

e revisions to training materials.
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B.12.9.3 Notes

Maintain a repository of training materials and make it available to all employees (e.g., the organization's
library could make books, notebooks, videotapes, etc., available; soft-copy training materials could be
maintained in a public file server.) Incorporate lessons learned into training materials and the training program.
Update process training materials with all process changes and improvements.

B.13 PA22 - Coordinate with Suppliers

B.13.1 Process Area

B.13.1.1 Security Considerations

The assessed [organization acts as the customer when the supplier executes PA10.

B.13.1.2 Summary Description

The purpose df Coordinate with Suppliers is to address the needs of organizations to effectively manage the

portions of pr

area should b
organization th
take the form g

In addition to
must have 2
developer/sup
relationship be
mutual unders

B.13.1.3 Goa

o effective s

B.13.1.4 Base¢ Practice List

The following |

BP.22.01

BP.22.02

coordination of schedules, processes, and deliveries\of work products, affected organi

integrated
blier product teams, to prime contractor/subeontractor, to vendors, and more. A su%essful
tween an organization and a supplier depends on the capability of both organizations, a

uct work that are conducted by other organizations. Decisions.made as a part of this
made in accordance with a defined process. The general term-supplier is used to ide
at develops, manufactures, tests, supports, etc., a compenent of the system. Supplie
f vendors, subcontractors, partners, etc., as the business organization warrants.

shared vision of the working relationship.: Relationships can range from

anding of the relationship and expectations.
s:

uppliers are selected and used.

st contains the base practices that are essential elements of good systems engineering:

Identify néeded system components or services that must be provided by other/
organizations.

Identify suppliers that have shown expertise in the identified areas.

rocess
ntify an
s may

zations

dona

butside

BP.22.03

Choaose cnlnlnlinre inaccordance with a defined process

BP.22.04

BP.22.05

Provide to suppliers the needs, expectations, and measures of effectiveness held
organization for the system components or services that are to be delivered.

Maintain timely two-way communication with suppliers.

B.13.1.5 Process Area Notes

by the

When suppliers deliver products that do not meet an organization's needs, the organization has the option to
change to another supplier, lower its standards and accept the delivered products, or help the supplier or
vendor meet the organization's needs.
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The organization acts as the customer when the supplier executes the process area PA10. The organization
should help the supplier to achieve full understanding. If the supplier does not have the processes to execute
this process area, the organization should coach the supplier in getting the necessary information.

When tracking the performance of this process area, reviewing trends among different Base Practices may
indicate if an assurance argument is being satisfied. Refer to PAQG.

The topics and content of PA22 is spread over three Processes of ISO/IEC 15288, specifically the Acquisition

Process, some of the activities of the Supply Process and some of the activities of the Project Planning
Process.

B.13.2 BP.22.01 - Identify Systems Components or Services

Identify needed system components or services that must be provided by other/outside organizations.

B.13.2]1 Description

Rarely|does an organization make every component of the system. Make v§) buy analyses|and decisions
determliine which items will be procured. System needs that will be satisfied outside the ornganization are
genergllly those in which the organization has little expertise or interest.

B.13.2|2 Example Work Products:

e make vs. buy tradeoff study;

e lisf of system components;

e sub set of system components for outside orgapizations to address;
e lis of potential suppliers; and

e beginnings of criteria for completion of needed work.

B.13.2|3 Notes

Example practices include:

e Pdrform trade study;.and

¢ Examine own organization to determine missing expertise needed to address system requifements.

B.13.3 BP:22.02 - Identify Competent Suppliers or Vendors

|dentify ellpplinre that have shown nvlr_\nrficn inthe identified areas

B.13.3.1 Description

The capabilities of the supplier should be complementary and compatible with those of the organization.
Issues that may be of concern include competent development processes, manufacturing processes,
responsibilities for verification, on-time delivery, life-cycle support processes, and ability to communicate
effectively over long distances (video teleconferencing, electronic file transfers, e-mail and the like).
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B.13.3.2 Example Work Products:

list of suppliers;
advantages and disadvantages of each supplier; and

potential ways of working over physical distances with suppliers.

B.13.3.3 Notes

Example practices include:

Read trad

[ ]
Use avails

e Use orgar

B.13.4 BP.22

Choose suppli

B.13.4.1 Desq

Suppliers are
supplier that W
identified.

B journals;
ble library services; and

izational knowledge-base (perhaps an online system).
.03 - Choose Supplier or Vendors

ers in accordance with a defined process.

Cription

belected in a logical and equitable manner to meet'product objectives. The characterist
ould best complement the organization's abilities:are determined, and qualified candida

B.13.4.2 Example Work Products:

e organizati
characteri
supplier re
customer

selected ¢

captured 1

B.13.4.3 Notsg

bn weaknesses which might be mitigated by a supplier;
stics of the desired working relationships with the supplier;
quirements;

requirements to beprovided to supplier;

upplier; and

ationale for selected supplier.

S

cs of a
tes are

An important consideration in the selection of the supplier is the expected working relationship. This could
range from a highly integrated product team to a classical “meet the requirements” relationship. The selection
criteria are likely different, depending of the desired relationship.

B.13.5 BP.22.04 - Provide Expectations

Provide to suppliers the needs, expectations, and measures of effectiveness held by the developing
organization for the system components or services that are to be delivered.
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B.13.5.1 Description

The contracting organization must clearly identify and prioritize its needs and expectations, as well as any
limitations on the part of the suppliers. The organization works closely with suppliers to achieve a mutual
understanding of product requirements, responsibilities, and processes that will be applied to achieve program
objectives.

B.13.5.2 Example Work Products:

eds statement;

hnical performance parameters: and

e ne
o te
o ve
B.13.5
Examp
supplie
o g

e fommal contracts;

e in-
e joi
e p4
B.13.6
Mainta
B.13.6
The or
Charag

open 3
relatior

for communications, security, privacy, and distribution expectations. The need for “face-to-facq

distand

rification specifications.

3 Notes

les of techniques and forums for providing needs, expectations, and’ measures of e
rs or vendors include:

de studies;

process reviews;

ht meetings; and

yment milestones.

BP.22.05 - Maintain Communications

n timely two-way communications with suppliers.

1 Description

hanization and supplier establish a mutual understanding of expected and needed comm
nd subject/fo no restrictions, the types of information subject to restrictions (e.g., policy
ships),.the expected timeliness of information requests and responses, tools and meth

e” communications, and the need and mechanism for archiving communications are alsd

ffectiveness to

Lnications.

teristics of communications that are established include the types of information that are considered

or contractual

bds to be used
” versus “at-a-
considered.

B.13.6.2 Example Work Products:

° co

. CcOo

. COo

° co

ntractually required communication;
mmunications tools;
mmunications plans; and

mmunications distribution lists.
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