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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental, in
liaison with ISP—amd—tEC,atsotake partmthe—work—nmthe—fretd—of frformration icbillluiugy, 1S6&—=nd IEC have

established a jpint technical committee, ISO/IEC JTC 1.

International Sfandards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 3.

The main task|of the joint technical committee is to prepare International Standards. Draft_Internationgl Standards
adopted by thg joint technical committee are circulated to national bodies for voting. Pablication as an |nternationa
Standard requires approval by at least 75 % of the national bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this International Standard may be the subject of
patent rights. IBO and IEC shall not be held responsible for identifying any ofall'such patent rights.

ISO/IEC 21827 was prepared by the International Systems Security Engineering Association (ISSEA) $ormerly the
Systems Seclrrity Engineering — Capability Maturity Model®?) Project) and was adopted, und¢r the PAS
procedure, by|Joint Technical Committee ISO/IEC JTC 1, Information technology, in parallel with its Japproval by
national bodieg of ISO and IEC.

Annexes A and B form a normative part of this InternationalStandard. Annex C is for information only.

1) ®CMM and Capability Maturity Model are Service Marks of Carnegie Mellon University
Not-for-profit corporation

5000 Forbes Avenue, Pittsburgh, PA 15213
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Introduction

A wide variety of organizations practice security engineering in the development of computer programs, whether as
operating systems software, security managing and enforcing functions, software, middleware of applications programs.
Appropriate m ' i ; ' ' ; em integrators,
system administrators, and even security specialists. Some of these organizations deal with high-level igsues (e.g.,
ones dealing with operational use or system architecture), others focus on low-level issues (e.g., mechapism selection
or design), and some do both. Organizations may specialize in a particular type of technology, ofr a.spedalized context
(e.g. at sea).

The SSE-CMM® is designed for all these organizations. Use of the SSE-CMM should net imply that ond focus is better
than another i or that any of these uses are required. An organization's business focus néed not be biagsed by use of
the SSE-CMMP.

Based on the fpcus of the organization, some, but not all, of the security engineering practices defined will apply. In
addition, the ofganization may need to look at relationships between different-practices within the model|to determine
their applicabilfty. The examples below illustrate ways in which the SSE-CMM® may be applied to software, systems,
facilities develgpment and operation by a variety of different organizatiens:

Security Servijce Providers

To measure thp process capability of an organization that performs risk assessments, several groups of|practices come
into play. Durirlg system development or integration, one would need to assess the organization with regard to its ability
to determine apd analyze security vulnerabilities and assess the operational impacts. In the operational fase, one would
need to assesg the organization with regard to its ability~to monitor the security posture of the system, identify and

analyze securify vulnerabilities, and assess the operational impacts.

Countermeasre Developers

In the case OfI group that focuses on the ‘development of countermeasures, the process capability of an organization
would be characterized by a combination-of SSE-CMM® practices. The model contains practices to address

determining arld analyzing security vulnerabilities, assessing operational impacts, and providing input arjd guidance to
other groups irfvolved (such as a seftware group). The group that provides the service of developing coyntermeasures
needs to understand the relationships between these practices.

Product Devefopers

The SSE-CMM® includes practices that focus on gaining an understanding of the customer's security ngeds. Interaction
with the custorer.i§ required to ascertain them. In the case of a product, the customer is generic as the product is
developed a ptiierilindependent of a specific customer. When this is the case, the product marketing grolip or another
group can be i i i f

Practitioners in security engineering recognize that the product contexts and the methods used to accomplish product
development are as varied as the products themselves. However, there are some issues related to product and project
context that are known to have an impact on the way products are conceived, produced, delivered, and maintained. The
following issues in particular have significance for the SSE-CMM®:

+  Type of customer base (products, systems, or services);

*  Assurance requirements (high vs. low);

»  Support for both development and operational organizations.

The differences between two diverse customer bases, differing degrees of assurance requirements, and the impacts of
each of these differences in the SSE-CMM® are discussed below. These are provided as an example of how an
organization or industry segment might determine appropriate use of the SSE-CMM® in their environment.

Vi © ISO/IEC 2002 — All rights reserved
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Specific Industry Segments

Every industry reflects its own particular culture, terminology, and communication style. By minimizing the role
dependencies and organization structure implications, it is anticipated that the SSE-CMM® concepts can be easily
translated by all industry segments into their own language and culture.

How Should the SSE-CMM® Be Used?

The SSE-CMM® and the method for applying the model (| e, appralsal method) are mtended to be used as a:
 Tool f provements;

4 Software
Engineering|— Process Assessment — Part 4: Guidance on use for Process Improvement and Procgss Capability

Benefits ¢f Using the SSE-CMM®

The trend for security is a shift from protecting classified government data to a broader spectrum of cgncerns including
financial trapsactions, contractual agreements, personal informationiand the Internet. A corresponding proliferation of

being deployed that no longer address current threats. In the Tatter, acquirers and users must rely solely on the security
claims of the¢ product or system developer or operator. further, security engineering services traditionplly were often

This situatio 'caIIs for organizations to practice security engineering in @ more mature manner. Specifically, the

+  Contindity - knowledge acquired in preyious efforts is used in future efforts;
Repeatability - a way to ensure that projects can repeat a successful effort;
Efficienfy - a way to help both developers and evaluators work more efficiently;
Assurance - confidence that security needs are being addressed.

To provide fpr these requirements, a mechanism is needed to guide organizations in understanding apd improving their
security engineering practices.,To address these needs, the SSE-CMM® is being developed to advar]ce the state of the
practice of security engineering with the goal of improving the quality and availability of and reducing the cost of
delivering sg¢cure systems; trusted products, and security engineering services. In particular, the following benefits are
envisioned:

To Engineefling Organizations:

Engmeermn nr'nsmnnhnne include Q\/Qham Infnnrnfnrc Annlmnhnn nn\/nlnnnre Product Vendors andiService

Providers. Benefits of the SSE-CMM® to these orgamzatlons include:

+  Savings with less rework from repeatable, predictable processes and practices;
»  Credit for true capability to perform, particularly in source selections;

*  Focus on measured organizational competency (maturity) and improvements.

To Acquiring Organizations:

Acquirers include organizations acquiring systems, products, and services from external/internal sources and end
users. Benefits of the SSE-CMM® to these organizations include:

+ Reusable standard Request for Proposal language and evaluation means;

Reduced risks (performance, cost, schedule) of choosing an unqualified bidder;

Fewer protests due to uniform assessments based on industry standard;

Predictable, repeatable level of confidence in product or service.

© ISO/IEC 2002 — All rights reserved vii
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To Evaluation Organizations:

Evaluation organizations include System Certifies, System Accreditors, Product Evaluators, and Product Assessors.
Benefits of the SSE-CMM® to these organizations include:

* Reusable process appraisal results, independent of system or product changes;

+  Confidence in security engineering and its integration with other disciplines;

+  Capability-based confidence in evidence, reducing security evaluation workload.

viii © ISO/IEC 2002 — All rights reserved
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Information technology — Systems Security Engineering —
Capability Maturity Model (SSE-CMM®)

1 Scop

The SSE-CMM® is a process reference model. It is focussed upon the requirements for implementin

system or s
focussed on
within the S
methodolog

ries of related systems that are the ITS domain. Within the ITS domain the SSE-CMM®
the processes used to achieve ITS, most specifically on the maturity of those processes.
BE-CMM® Model to dictate a specific process to be used by an organization; let alone a s
. Rather the intent is that the organization making use of the SSE-CMM®'Model should

processes, e those processes based upon any other ITS guidance document. dhe’scope encompas

lifecycle
mainter

comput
applies
acaden

While the S§
that security
SSE-CMME

the sysfem security engineering activities for a secure product or a trusted’/system addressing the

of: concept definition, requirements analysis, design, development, integration, installatiq
ance end de-commissioning;

requirements for product developers, secure systems developers and integrators, organizations t

br security services and computer security engineering;
to all types and sizes of security engineering organizations from commercial to governme
e.

bE-CMM® is a distinct model to improve and @ssess security engineering capability, this s

) security in a
Model is

There is no intent
pecific
Lise its existing
ses:

complete
n, operation,

hat provide

nt and the

hould not imply

engineering should be practised in isolation-from other engineering disciplines. On the cq
promotes such integration, taking the view that security is pervasive across all engineeri

ntrary, the
g disciplines

(e.g., systems, software and hardware) and defining components of the model to address such concerns. The Common

Feature "Co
involved on
and mecharn

This Interna
improvemen
whereas the

This Interna
compatible

isms to be used in coordinating-the security engineering activities.

ional Standard has a relationship to TR 15504, particularly part 2, as both are concerned

SSE-CMM is focussed on security.

ional Standard has a closer relationship with the new versions of 15504, particularly CD 1
vith its appreaches and requirements.

prdinate Security Practices" recognizes the need to integrate security with all disciplines gnd groups
B project or within an organization:-Similarly, the Process Area "Coordinate Security" defines the objectives

with process

t and capability maturity assessment. However, TR 15504 is specifically focussed on soffware processes,

5504-2, and is

2 NormTtive references

The following normative documents contain provisions which, through reference in this text, constitute provisions

of this International Standard. For dated references, subsequent amendments to, or revisions of, any of these
publications do not apply. However, parties to agreements based on this International Standard are encouraged to
investigate the possibility of applying the most recent editions of the normative documents indicated below. For undated
references, the latest edition of the normative document referred to applies. Members of ISO and IEC maintain registers
of currently valid International Standards.

ISO/IEC 12207, Information technology — Software life cycle processes

ISO/IEC TR 13335-1, Information technology — Guidelines for the management of IT Security — Part 1: Concepts and
models for IT Security

ISO/IEC 15288, Systems engineering — System life cycle processes
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ISO/IEC TR 15504-2, Information technology — Software process assessment — Part 2: A reference model for

processes and

process capability

ISO/IEC TR 15504-4, Information technology — Software process assessment — Part 4: Guide to performing

assessments

ISO/IEC 17799: 2000, Information technology — Code of practice for information security management

3 Terms dnd definitions

For the purposes of this International Standard, the following terms and definitions apply.

3.1

3.2
In the context
operate in a pz

Note: This defi
is: Procedure |
specific tasks.

3.3 Asse
Verification of
establish comg

3.4 Asse
Anything that

3.5 Assu
In the context
15408-1] .

Note: This defi
is: Activity resy
[ISO/IEC Guid

3.6 Assu
A set of structd
needs have be

Accolntability
The property that ensures that the actions of an entity can be traced uniquely to the entityl\[ISO 7498-2:

Accreditation
f this document: formal declaration by a designated approving authority that a system is @pproved to

rance Argument

rticular security mode using a prescribed set of safeguards.

hition is generally accepted within the security community; within ISO the more generally
y which an authoritative body gives formal recognition that\a body or person is competen
[ISO/IEC Guide 2].

sment
product, system, or service against a standaré using the corresponding assessment me
liance and determine the assurance. [ISO/IEC;15443-1].

as value to the organization [ISO 13335-1:1996].

ance
f this document: Grounds for-confidence that a deliverable meets its security objectives.

hition is generally accepted within the security community; within ISO the more generally
Iting in a statement-giving confidence that a product, process or service fulfills specified r
b 2]

red assurance claims, supported by evidence and reasoning, that demonstrate clearly hg
en satisfied.

3.7 Assu
An assertion o

ance Claim

988]

ised definition
to carry out

thod to

ISO/IEC

ised definition
bquirements.

W assurance

reats (e.g.,

system data are protected from attacks by outsiders) and indirect threats (e.g., system code has minimal flaws).

3.8 Assu

rance Evidence

Data on which a judgment or conclusion about an assurance claim may be based. The evidence may consist of

observation, te

3.9

st results, analysis results and appraisals.

Authenticity

The property that ensures that the identity of a subject or resource is the one claimed. Authenticity applies to entities

such as users,

3.10

processes, systems and information. [ISO 13335-1:1996].

Availability

The property of being accessible and useable upon demand by an authorized entity. [ISO 7498-2: 1988].
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Baseline

A specification or product that has been formally reviewed and agreed upon, that thereafter serves as the basis for
further development, and that can be changed only through formal change control procedures. [IEEE-STD-610].

3.12

Certification

In the context of this document, the process producing written results of performing a comprehensive evaluation of
security features and other safeguards of a system to establish the extent to which the design and implementation meet
a set of specified security requirements.

Note: This d
is: Procedur
requirement

3.13 Co
The property
[1ISO 7498-2

3.14 Co

The degree
component.

3.15 Co

For specifieq
requirement

3.16
Recipient of

Customer

Efinition is generally accepted within the security community; within ISO the more geneéral
b by which a third party gives written assurance that a product, process or serviceconforr
5. [ISO/IEC Guide 2]

hfidentiality

that information is not made available or disclosed to unauthorized individuals, entities, g
1988].

nsistency

bf uniformity, standardization, and freedom from contradictiomamong the documents or p
[[EEE-STD-610].

frectness

is correct.

a product provided by the supplier.

NOTE 1:In

NOTE 2: The customer may be, for example;ithe ultimate consumer, user, beneficiary or purchaser.
NOTE 3: The customer can be either external or internal to the organization. [ISO 8402] [ISO/IEC TR|

317
operational
3.18 En

A collection
related to a
quality assu

Effectiveness
A property of a system or product.representing how well it provides security in the context of its propo

contractual situation, the customer-is called the purchaser.

Se.

pjineering Group
pf individuals (both managers and technical staff) which is responsible for project or orgar

ance, systems, system test, system security).

y used definition
hs to specified

I processes

arts of a system or

security requirements, the representation of a product or system that shows the implemgntation of the

15504]

sed or actual

izational activities

particular-engineering discipline (e.g. hardware, software, software configuration management, software

3.19 Ev

denee

Directly measurable characteristics of a process and/or product that represent objective, demonstrable proof that a
specific activity satisfies a specified requirement.

3.20

Integrity

Integrity is defined as safeguarding the accuracy and completeness of information and processing methods.

3.21 Ma

intenance

The process of modifying a system or component after delivery to correct flaws, improve performance or other
attributes, or adapt to a changed environment. [[EEE-STD-610].

3.22

Methodology

A collection of standards, procedures and supporting methods that define the complete approach to the development of

a product or

system.
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3.23 Penetration Profile
A definition of the activities required to effect a penetration.

3.24 Procedure
A written description of a course of action to be taken to perform a given task. [[IEEE-STD-610].

3.25 Process
A set of interrelated activities, which transform inputs into outputs. [ISO/IEC 15288].

3.26 Reliability
The property of consistent behaviour and results. [ISO 13335-1:1996].

3.27 Residual Risk
The risk that rgmains after safeguards have been implemented [ISO 13335-1:1996].

3.28 Risk
The potential that a given threat will exploit vulnerabilities of an asset or group of assets to cause loss orfldamage to the
assets [ISO 13335-1:1996].

3.29 Risk Analysis
The process of| identifying security risks, determining their magnitude, and-identifying areas needing safg¢guards.
[ISO 13335-1:1996].

3.30 Risk Management
Process of asspssing and quantifying risk and establishing acceptable level of risk for the organization.
[ISO 13335-1:1996].

3.31 Security Policy
Within the context of this document; rules, directives'and practices that govern how assets, including sensitive

information, ar¢ managed, protected and distributed within an organization and its systems, particularly those which
impact the systems and associated elements.

3.32 Security Related Requiremerits
Requirements Which have a direct effect on the secure operation of a system or enforce conformance to|a specified
security policy.

3.33 System
A discrete, distjnguishable-entity with a physical existence and a defined purpose, completely composed| of integrated,
interacting conmjponents;each of which does not individually comply with the required overall purpose.
[ISO/IEC 15288].

Note 1: In praclic€,a system is 'in the eye of the beholder' and the interpretation of its meaning is frequgntly clarified
by the use of a y y y y ay be
substituted simply by a context dependent synonym, e. g product, alrcraft though this may then obscure a system
principles perspective.

Note 2: The system may need other systems during its life cycle to meet its requirements. Example - an operational
system may need a system for conceptualization, development, production, operation, support or disposal.

3.34 Threat
Capabilities, intentions and attack methods of adversaries, or any circumstance or event, whether originating externally
or internally, that has the potential to cause harm to information or a program or system or cause those to harm others.

3.35 Threat Agent
The originator and/or the initiator of deliberate or accidental man-made threats.
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Confirmation by examination and provision of objective evidence that the particular requirements for a specific intended
use are fulfilled. [ISO/IEC 15288].

3.37

Verification

Confirmation by examination and provision of objective evidence that specified requirements have been fulfilled.
[ISO/IEC CD 15288].

Vulnerability

3.38
Includes a \]
3.39 Wi

An artefact 4

Note: A worl

4 Backg

The System
an organizat
does not pre
is a standarg
The ent
The wh

eakness of an asset or group of assets which can be exploited by a threat [ISO 13335:A:

rk Product
ssociated with the execution of a process. [ISO/IEC TR 15504-9].

product might be used, produced or changed by a process.

round

5 Security Engineering Capability Maturity Model® (SSE-CMM®) describes the essential

scribe a particular process or sequence, but captures/practices generally observed in ind
metric for security engineering practices covering:
re life cycle, including development, operation, maintenance, and decommissioning activ

Concur

ble organization, including management, organizational, and engineering activities;
ent interactions with other disciplines, such as’system, software, hardware, human factor

enginedring; system management, operation, and maintenance;

Interactfons with other organizations, including-acquisition, system management, certification, acq

evaluatipn.

The SSE-C

SSE-CMM®
included in t
the model. T}
engineering

4.1 Reason

Both custom
The field of §

M® Model Description provides an overall description of the principles and architecture |
ne model, and a description)of the attributes of the model. It also includes the requiremen

he SSE-CMM® Appraisal Method describes the process and tools for evaluating an orga
capability against the.SSE-CMM®.

for Development

996].

characteristics of

ion's security engineering process that must exist to ensure-good security engineering. The SSE-CMM®

stry. The model
ties;
5, and test

reditation, and

pon which the

is based, an executive overview of the model, suggestions for appropriate use of the moglel, the practices

s used to develop
hization's security

ers and suppliers are interested in improving the development of security products, syste
ecurity-engineering has several generally accepted principles, but it currently lacks a co

framework

1

way to meagure’and improve performance in the application of security engineering principles.

r evalyating security engineering practices. The SSE-CMM®, by identifying such a fram

f

ms, and services.
rehensive
ork, provides a

It must be stressed that security engineering is a unique discipline, requiring unique knowledge, skills, and processes
which warrants the development of a distinct CMM® for security engineering. This does not conflict with the premise
that security engineering is done in context with systems engineering. In fact, having well-defined and accepted systems

engineering

activities will allow security engineering to be practised effectively in all contexts.

Modern statistical process control suggests that higher quality products can be produced more cost-effectively by
emphasizing the quality of the processes that produce them, and the maturity of the organizational practices inherent in
those processes. More efficient processes are warranted, given the increasing cost and time required for the
development of secure systems and trusted products. The operation and maintenance of secure systems relies on the
processes that link the people and technologies. These interdependencies can be managed more cost effectively by
emphasizing the quality of the processes being used, and the maturity of the organizational practices inherent in the

processes.
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The objective of the SSE-CMM® Project is to advance security engineering as a defined, mature, and m
discipline. The SSE-CMM® model and appraisal methods are being developed to enable:

improvements by engineering groups;
security practices and processes;

levels and associated programmatic risks.

easurable

Focussed investments in security engineering tools, training, process definition, management practices, and
Capability-based assurance, that is, trustworthiness based on confidence in the maturity of an engineering group's

Selection of appropriately qualified providers of security engineering through differentiating bidders by capability

4.2 The Importance of Security Engineering

With the incregsing reliance of society on information, the protection of that information is becoming-incr:
important. Many products, systems, and services are needed to maintain and protect information..The fg
engineering hajs expanded from one primarily concerned with safeguarding classified government data t
applications in¢luding financial transactions, contractual agreements, personal information;.and the Inter|
trends have elgvated the importance of security engineering.

4.3 Consensuys

The SSE-CMM® Model was developed by over 50 organization, many of them.multi-national corporatior
had representgtives from several Nations, notably Australia, Canada, Europe and the US. In addition, th
project continuglly sought participation through various venues, includinig presentations and booths at co
through the public website www.sse-cmm.org.

The participanfs were organized into a Steering Group, and a number of Working Groups. The majority

pasingly

cus of security
b broader

net. These

s. The Project
e SSE-CMM®
nferences and

Df the

development was performed by the Working Groups, while the Steering Group was responsible for overall project

progress and gpproval of Project deliverables.

The SSE-CMM® model was developed by a consensus process. All member organizations could send
to the working group meetings, and the majority did\*Contributions were sent electronically to all membe
working group |n the intervening period betweeneetings. Meetings were held on a monthly basis whe
suggestions were discussed, revised and agreed. The results of any votes that were necessary were re
working group mmeeting minutes issued for.each meeting. These records have been maintained.

representatives
rs of the

e input

corded in the

Each version of the SSE-CMM® Model was first approved by the working group tasked with developme
reviewed and gpproved by the Steering Group. After the Steering Group had approved the version it w

t. It was then
then sent to a

group of “Key reviewers” drawn4rom the ITS community at large for their review and comment. Each version was then
released for puplic review and feedback. Based on the feedback from the Key reviewers and the commuinity at large,

the Steering Gyoup made a‘determination of the final release of that version of the SSE-CMM® Model.

The SSE-CMM® Modelhas been approved first at the working group level; second at the Steering Group level, third at
the Key Reviewer lével, and finally at the community level. Thus, in essence, four levels of approval have been

obtained.

Additional approval and consensus has been achieved during the Pilot Appraisals through the impact of

application of

the Model to different application domains. The Alternative Assurance Working Group (AAWG) of the Common Criteria
Project has reviewed the SSE-CMM® Model for applicability as an alternative to the generation of assurance by

evaluation and provided IT systems security community consensus feedback to the project.

Each maijor release of the Model was reviewed by a set of independent reviewers who had not been involved in its
development. Their comments were consolidated, reviewed and incorporated in the Model. Finally, each version of the
document was subjected to public review, the CDR and the two public workshops, and the comments received,

addressed.
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5 Structure of the Document

Clause 4 discusses some of the background of the document and the reasons for it development. Clause 6 addresses

the architecture of the SSE-CMM Model and the role of systems security engineering. Clause 7 descr

ibes the systems

security engineering process areas and base practices in detail. Annex A describes the capability maturity levels and

generic practices, while Annex B describes the project and organization process areas and base prac

tices. Annex C

discusses the concepts of capability maturity models. ISO/IEC TR 15504-4 can also be applied to the use of the

SSE-CMM®.

6 Model Architecture

The SSE-CNIM® is a compilation of the best-known security engineering practices. To understand thi
background [in security engineering is required. This section provides a high level deseription of secur
and then degcribes how the architecture of the model reflects this basic understanding.

6.1 Securjity Engineering

6.1.1 WHat Is Security Engineering?

The drive to
enterprises i
safeguardin

vard pervasive interconnectivity and interoperability of networks, computers, applications,
5 creating a more pivotal role for security in all systéms’and products. The focus of securi
classified government data, to a wider application;. including financial transactions, contr

5 model, some
ty engineering,

and even
y has moved from
actual

agreements) personal information, and the Internet. As a result, it is necessary that potential security peeds are

considered gnd determined for any application. Examples:of needs to consider include confidentiality,
availability, accountability, privacy, and assurance.

The shift in focus of security issues elevates the importance of security engineering. Security enginee
an increasingly critical discipline and should be.a key component in multi-disciplinary, concurrent, eng
This applies|to the development, integration, eperation, administration, maintenance, and evolution of
applicationsjas well as to the development, delivery, and evolution of products. Security concerns mus
the definitior), management, and re-engineering of enterprises and business processes. Security engi
be delivered|in a system, in a product, or as a service.

6.1.2 Desgription of Security Engineering

Security endineering is,an-evolving discipline. As such, a precise definition with community consensus
today. Howgver, some generalizations are possible. Some goals of security engineering are to:

erstanding of the security risks associated with an enterprise;
igh\a\balanced set of security needs in accordance with identified risks;

integrity,

ing is becoming
neering teams.
systems and

t be addressed in
heering can then

does not exist

Transform security needs into security guidance to be integrated into the aclivities of other discipl
a project and into descriptions of a system configuration or operation;
Establish confidence or assurance in the correctness and effectiveness of security mechanisms;

(acceptable risks);
trustworthiness of a system.
6.1.3  Security Engineering Organizations
Security engineering activities are practised by various types of organizations, such as:

Developers;
Product vendors;
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nes employed on

Determine that operational impacts due to residual security vulnerabilities in a system or its operation are tolerable

Integrate the efforts of all engineering disciplines and specialties into a combined understanding of the


https://iecnorm.com/api/?name=9f0d7ceb5965779f127838ed81db434c

ISO/IEC 21827:2002(E)

* Integrators;

»  Acquirers (acquisition organization or end user);

»  Security evaluation organizations (system certifier, product evaluator, or operation accreditor);
+  System administrator;

»  Trusted third parties (certification authority);

»  Consulting/service organizations.

6.1.4  Security Engineering Life Cycle

Security engingering activities are practised during all life cycle phases, including:
+  Concept sjage;

+  Developmgnt stage;

*  Production stage;

»  Utilization [stage;

*  Support sthge;

*  Retirement stage.

6.1.5 Security Engineering and Other Disciplines

Security engingering activities interface with many other disciplines, including:
+  Enterprise|engineering;

+  Systems gngineering;

+  Software gngineering;

*  Human fagtors engineering;

+  Communigations engineering;

*  Hardware engineering;

»  Test engineering;

+  System administration.

Note 1: With respect to systems engineering, furtherinformation can be found in ISO/IEC 15288 which Yiews security
from a systemg perspective.
Note 2: With rgspect to software engineering;further information can be found in ISO/IEC 12207:1995 which views
security from a|software perspective.

Security engingering activities must be coordinated with many external entities because assurance and {he acceptability
of residual opefational impacts are~established in conjunction with the developer, integrator, acquirer, usgr, independent
evaluator, and pther groups. It is these interfaces and the requisite interaction across a broad set of orggnizations that

make security €ngineering partictlarly complex and different from other engineering disciplines.

6.1.6 Security Engineering Specialties

While Security [Engineering and Information Technology Security are very often the driving disciplines in[the current

security and bysiness environment, other more traditional security disciplines, such as Physical Security|land Personnel

Security should not be overlooked. Security Engineering will need to draw upon these and many other specialist

sub-disciplines if they are to achieve the most efficient and effective results in the performance of their work. The list

below gives a few examples of specialty security sub-disciplines likely to be required, along with a short description of

each. Examples of security specialty sub-disciplines include:

«  Operations Security targets the security of the operating environment, and the maintenance of a secure operating
posture;

+ Information Security pertains to information and the maintenance of security of the information during its
manipulation and processing;

*  Network Security involves the protection of network hardware, software, and protocols, including information
communicated over networks;

*  Physical Security focuses on the protection buildings and physical locations;

»  Personnel Security is related to people, their trustworthiness and their awareness of security concerns;

+ Administrative Security is related to the administrative aspects of security and security in administrative systems;
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+  Communications Security is related to the communication of information between security domains, specifically the
protection of information while it is being moved through the transport medium;

+  Emanation Security deals with undesired signals generated by all machines that can transmit information outside
the security domain;

«  Computer Security deals specifically with the security computing devices of all types.

6.2 Security Engineering Process Overview

The SSE-CMM® divides security engineering into three basic areas: risk, engineering, and assurance, see figure 1.
While thesefreas are by no means independent from one another, it is possible to consider them separately. At the
simplest lev¢l, the risk process identifies and prioritizes dangers inherent to the developed productorgystem. The
security eng|neering process works with the other engineering disciplines to determine and implemen{ solutions to the
problems prgsented by the dangers. Finally, the assurance process establishes confidence. in‘thé secrity solutions and
conveys thig confidence to the customers.

Product, System,
or Service

Engineering
Process C

Assurance

Process N
7\

Risk Process

Assurance Risk

Argument u Information

Figure 1 -)The security engineering process has three main areas.

Together, these three-areas work together with the goal of ensuring that the security engineering procgss results
achieve the goals described above.

6.2.1 Riﬂk

A major goal of security engineering is the reduction of risk. Risk assessment is the process of identifying problems that
have not yet occurred. Risks are assessed by examining the likelihood of the threat and vulnerability and by considering
the potential impact of an unwanted incident, see figure 2. Associated with that likelihood is a factor of uncertainty,
which will vary dependent upon a particular situation. This means that the likelihood can only be predicted within certain
limits. In addition, impact assessed for a particular risk also has associated uncertainty, as the unwanted incident may
not turn out as expected. Because the factors may have a large amount of uncertainty as to the accuracy of the
predictions associated with them, planning and the justification of security can be very difficult. One way to partially deal
with this problem in a cost-effective manner is to implement techniques to detect the occurrence of an unwanted
incident.

An unwanted incident is made up of three components: threat, vulnerability, and impact. Vulnerabilities are properties of

the asset that may be exploited by a threat and include weaknesses. If either the threat or the vulnerability is not
present there can be no unwanted incident and thus no risk. Risk management is the process of assessing and
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quantifying risk, and establishing an acceptable level of risk for the organization. Managing risk is an important part of
the management of security.

PAO04:Assess —_—
Threat E—
Threat
Information
PA0S:Assess 5 \ PA03:Assess
Vulnerability . - Security Risk -
Vulnerability Risk
Information Information
PA02:Assess 3 .
Impact
Impact
Information

Figure 2 - The security risk process invelves threats, vulnerabilities, and
impact.

Risks are mitighted by the implementation of safeguards, which may address the threat, the vulnerability, the impact, or
the risk itself. However, it is not feasible to mitigate all risks or completely mitigate all of any particular risk. This is in
large part due {o the cost of risk mitigation, and to"the associated uncertainties. Thus, some residual risklmust always
be accepted. I the presence of high uncertainty, risk acceptance becomes very problematical due to its|inexact nature.
One of the few|areas under the risk taker's;control is the uncertainty associated with the system. The SSE-CMM®
process areas |nclude activities that ensure that the provider organization is analyzing threats, vulnerabilties, impacts,
and associated risk.

6.2.2 Engineering

Security engingering, like©ther engineering disciplines, is a process that proceeds through concept, desjgn,
implementatior), test, déployment, operation, maintenance, and decommission. Throughout this process| security
engineers mus} work'closely with the other parts the system engineering team. The SSE-CMM® emphasizes that
security engingers are part of a larger team and need to coordinate their activities with engineers from ofher disciplines.
This helps to epsuré that security is an integral part of the larger process, and not a separate and distincl activity.

Using the information from the risk process described above, and other information about system requirements, relevant
laws, and policies, security engineers work with the customer to identify security needs, see figure 3. Once needs are
identified, security engineers identify and track specific requirements.

The process of creating solutions to security problems generally involves identifying possible alternatives and then
evaluating the alternatives to determine which is the most promising. The difficulty in integrating this activity with the rest
of the engineering process is that the solutions cannot be selected on security considerations alone. Rather, a wide
variety of other considerations, including cost, performance, technical risk, and ease of use must be addressed.
Typically, these decisions should be captured to minimize the need to revisit issues. The analyses produced also form a
significant basis for assurance efforts.
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6.2.3

Assurance i
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Risk
Information
PA10: Specify
Security Needs <+— 4—

!

PA08: Monitor
Security Posture

1

Solutions,
Guidance, etc...

Requirements PA07: Coordinate Configuratidn
Policy, etc... Security Inforuration
PA09: Provide PA((} minister
Security Input —> —> 81; ity Controls

Figure 3 - Security is an integral part of the 'overall engineering process.

e perceived risks, ensuring that new risks do not make the system unsafe to operate.

Assurance

defined as the degree of confidence that security needs are satisfied [NIST94a]. It is a v

fecycle, the security engineer is called on to @€nsure that products and systems are properly configured in

bry important

product of s¢curity engineering. There are-many forms of assurance. The SSE-CMM® contributes to dne aspect, the

confidence ip the repeatability of the resuilts from the security engineering process. The basis for this ¢onfidence is that
a mature organization is more likely to'repeat results than an immature organization, see figure 4. Thg detailed
relationship petween different forms, of assurance is the subject of ongoing research.
PA11 %’{fy and ; p—
Vdlidate Security] —
A@ —
Verification and
Validation PA06:Build —
Evidence Assurance —> | —/——
Argument —
Assurance
| Argument
I
—>
Many othePAs
Evidence

Figure 4 - The assurance process builds an argument establishing confidence.

Assurance does not add any additional controls to counter risks related to security, but it does provide the confidence
that the controls that have been implemented will reduce the anticipated risk.
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Assurance can also be viewed as the confidence that the safeguards will function as intended. This confidence derives
from the properties of correctness and effectiveness. Correctness is the property that the safeguards, as designed,
implement the requirements. Effectiveness is the property that the safeguards provide security adequate to meet the
customer's security needs. The strength of the mechanism also plays a part but is moderated by the level of protection

and assurance

being sought.

Assurance is often communicated in the form of an argument. The argument includes a set of claims about properties of
the system. These claims are supported by eV|dence The ewdence is frequently in the form of documentation

developed duri

The SSE-CMM
documentation
subject to cont
trustworthiness

Many of the ex|
Modern statisti
cost effectively|
practices will in

6.3 SSE-CMM® Architecture Description

The SSE-CMM
maturity across
characteristics
to ensure this 9

Importantly, th

processes desgribed in the model. Nor does it require that the latest and greatest security engineering tg
methodology be used. The model does require, however, that an organization have a process in place th

basic security
structure in any
6.3.1 The H

The SSE-CMM
dimensions to

engineering. These practices ate called "base practices." The structure and content of these base practi

discussed belog

The capability
These practice
represent activ|

IU l.hU LAY IIIGI CUUTOU UI LT UUl IL_y ol Iull corn I\\.’ GUlIVII.IUO
® activities themselves involve the production of assurance relevant evidence. For exam

nuous improvement. Security verification and validation play a large role in establishing th
of a product or system.

bmple work products included within the process areas will contribute to, or form part of th
Cal process control suggests that higher quality and higher assurance products can be pri
and repeatedly by focussing on the process used to produce them.The maturity of the o
fluence and contribute to the process.

® architecture is designed to enable a determination ©f'\a security engineering organizatic
the breadth of security engineering. The goal of thearchitecture is to clearly separate ba
of the security engineering process from its management and institutionalization characte
eparation, the model has two dimensions, called*"domain" and "capability" which are des

SSE-CMM® does not imply that any particular group or role within an organization must
ractices described in the model. The organization is free to create their own process and
way that meets their business, objectives.
asic Model

® has two dimensions;."domain" and "capability." The domain dimension is perhaps the ¢
inderstand. This diménsion simply consists of all the practices that collectively define sec

W.
jimension represents practices that indicate process management and institutionalization

5 are_called "generic practices" as they apply across a wide range of domains. The gener
ties that should be performed as part of doing a base practices.

ble, process

can indicate that the development has followed a well-defined and mature engineering process that is

e

at evidence.
duced more
ganizational

n's process
Sic

ristics. In order
Cribed below.

do any of the
chnique or

at includes the
organizational

asier of the two
urity
Ces are

capability.
c practices

Figure 5 illustrates the relationship between base practices and generic practices. A fTundamental part of security
engineering is the identification of security vulnerabilities. This activity is captured in the SSE-CMM® in Base Practice

05.02, "ldentify

System Security Vulnerabilities."

One way to determine an organization's ability to do something is to check whether they have a process for allocating
resources to the activities they claim to be doing. This "characteristic" of mature organizations is reflected in the

SSE-CMM® in

Generic Practice 2.1.1, "Allocate Resources."

Putting the base practice and generic practice together provides a way to check an organization's capability to perform a
particular activity. Here an interested party might ask, "does your organization allocate resources for identifying system
security vulnerabilities?" If the answer is "yes," the interviewer learns a little about the organization's capability.

Answering all the questions raised by combining all the base practices with all the generic practices will provide a good
picture of the security engineering capability of the organization in question.
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Generic Practice 2.1.1
Allocate Resources
Base Practice 05.02
Identify System
Security Vulnerabilitie

Capability Dimgnsion
(Generic Practices)

A\ 4

Domain Dimension
(Base Practices)

Figure 5 - The model evaluates each process area against each
common feature.

6.3.2 Thé¢ Base Practices

The SSE-CMM® contains 129 base practices, organized into 22 process areas. Of these 61 base practices, organized
in 11 procesp areas, cover all major areas of securitytengineering. The remaining 68 base practices, prganized in 11
process areas, address the project and organizatijof’ domains. They have been drawn from the Systems Engineering
and Software CMM®. They are required to provide a context and support for the Systems Security Emgineering process
areas. The base practices for security were gathered from a wide range of existing materials, practicg, and expertise.
The practices selected represent the best-existing practice of the security engineering community, noffuntested
practices.

Identifying security engineering hase practices is complicated by the many different names for activitigs that are
essentially the same. Some of these activities occur later in the life cycle, at a different level of abstragtion, or are
typically performed by individuals in different roles. However, an organization cannot be considered to have achieved a
icg if it is only pérfermed during the design phase or at a single level of abstraction. Therefqre, the
SSE-CMM®) ignores these distinctions and identifies the basic set of practices that are essential to the practice of good
security eng|neering.

A base pracfice:

* Appliesfacross the life cycle of the enterprise;

Does notoverlap with other Base Practices,

Represents a "best practice” of the security community;

Does not simply reflect a state-of -the-art technique;

Is applicable using multiple methods in multiple business contexts;
Does not specify a particular method or tool.

The base practices have been organized into process areas in a way that meets a broad spectrum of security
engineering organizations. There are many ways to divide the security engineering domain into process areas. One
might try to model the real world, creating process areas that match security engineering services. Other strategies
attempt to identify conceptual areas that form fundamental security engineering building blocks. The SSE-CMM®
compromises between these competing goals in the current set of process areas.

© ISO/IEC 2002 — Al rights reserved 13
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Each process area has a set of goals that represent the expected state of an organization that is successfully
performing the process area. An organization that performs the base practices of the process area should also achieve
its goals.

A process area:

* Assembles related activities in one area for ease of use;

Relates to valuable security engineering services;

Applies across the life cycle of the enterprise;

Can be implemented in multiple organization and product contexts;

Can be ”’T‘II IUVUd do d dIOtIIIUt HIUUUOO,

Can be improved by a group with similar interests in the process;

Includes all base practices that are required to meet the goals of the process area.

The eleven sygtems security engineering process areas of the SSE-CMM® are listed below. Note that they are listed in
alphabetical orfler to discourage the notion that there the process areas are ordered by lifecyclé phase dr area. These
process areas pnd the base practices that define them are described in Clause 6., and listed below:
inister Security Controls;

PAQO2 Assgss Impact;

PAO3 Assgss Security Risk;

PA04 Assgss Threat;

PAO5 Assgss Vulnerability;

PAQG6 Builg Assurance Argument;

PAOQ7 Coofdinate Security;

PAO08 Monitor Security Posture;

PAOQ9 Proyide Security Input;

PA10 Spetify Security Needs;

PA11 Verify and Validate Security.

The SSE-CMM® also includes eleven process areas relateddo project and organizational practices. These process
areas were adapted from the SE-CMM®. These process areas and the base practices that define them are described in
Annex B, and l|sted below:

PA12 - Enpure Quality;

PA13 - Mgdnage Configuration;

PA14 - Mgdnage Project Risk;

PA15 - Mdnitor and Control Technical.Effort;
PA16 - Plgn Technical Effort;

U
>
<
>
a

-
=
\‘
1
o

Note: These PAs have been placed in an annex to facilitate future enhanced alignment with 15288.

6.3.3 The Generic Practices

Generic practices are aclivifies that apply fo all processes. They address the management, measurement, and
institutionalization aspects of a process. In general, they are used during an appraisal to determine the capability of an
organization to perform a process.

Generic practices are grouped into logical areas called "Common Features" which are organized into five "Capability
Levels" which represent increasing organizational capability. Unlike the base practices of the domain dimension, the
generic practices of the capability dimension are ordered according to maturity. Therefore, generic practices that
indicate higher levels of process capability are located at top of the capability dimension.

The common features are designed to describe major shifts in an organization's characteristic manner of performing
work processes (in this case, the security engineering domain). Each common feature has one or more generic
practices. The lowest common feature is 1.1 Base Practices are Performed. This common features simply checks
whether an organization performs all the base practices in a process area.
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Subsequent common features have generic practices that help to determine how well a project manages and improves
each process area as a whole. The generic practices, described in Clause 5, are grouped to emphasize any major shift
in an organization's characteristic manner of doing security engineering. Table 3.1 lists some principles captured in the
generic practices.

Table 1 — Capability dimension principles

Principle

How Expressed in SSE-CMM®

You have to do it before you can manage it

The Performed Informally level focuses on whether an
arganization performs a process that incorporates the base

create orgg

nization-wide processes. defined processes at the organization level.

practices.
Understand what's happening on the project (where the The Planned and Tracked level focuses-an_pragject-level
products are!) before defining organization-wide processes. definition, planning and performance issues.
Use the bept of what you've learned from your projects to The Well Defined level focuses on.disciplined tailoring from

You can’t n

neasure it until you know what “it” is. Although it is essential to begin collecting and
measures early (i.e., at the Plahned and Track
Measurement and use of‘data is not expected
until the Well Defined and particularly the Qua

Controlled levels have'been achieved.

using basic project
ed level).
organization wide
ntitatively

Managing Wwith measurement is only meaningful when you're | The Quantitatively.Controlled level focuses on|measurements
measuring the right things being tied to the business goals of the organizgtion.
A culture of continuous improvement requires a foundation The Contihuously Improving level gains leverage from all the

of sound management practice, defined processes, and managément practice improvements seen in the earlier levels,
measurabl¢ goals. then‘emphasized the cultural shifts that will sugtain the gains
made.
The common features below represent the attributes of‘mature security engineering necessary to achieve each level.

These comnpon features and the generic practices that define them are described in Clause 5.

Level 1:

Level 2:

1.1

Base Practices are Performed;

Planning Performance;
Disciplined Performance;
Verifying Performance;
[racking Performance;

Defining a Standard Process;
Perform thé/Befined Process;
Coordinate/the Process;

Establishing Measurable Quality Goals;

Dbjectively Managing Performance;

Level 5:

511
521

mproving Organizational Capability;
mproving Process Effectiveness.

The SSE-CMM® also does not imply specific requirements for performing the generic practices. An organization is
generally free to plan, track, define, control, and improve their processes in any way or sequence they choose.
However, because some higher level generic practices are dependent on lower level generic practices, organizations
are encouraged to work on the lower level generic practices before attempting to achieve higher levels.

6.3.4 The

Capability Levels

There is more than one way to group practices into common features and common features into capability levels. The
following discussion addresses these common features.

© ISO/IEC 2002 —
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The ordering of the common features stems from the observation that implementation and institutionalization of some
practices benefit from the presence of others. This is especially true if practices are well established. Before an
organization can define, tailor, and use a process effectively, individual projects should have some experience
managing the performance of that process. Before institutionalizing a specific estimation process for an entire
organization, for example, an organization should first attempt to use the estimation process on a project. However,
some aspects of process implementation and institutionalization should be considered together (not one ordered before
the other) since they work together toward enhancing capability.

Common features and capab|I|ty levels are |mportant both in performmg an assessment and |mprovmg an organization's
process capabitity—tr-the-ecase-of-anassessmen i A-features

[ a partlcular capablllty level for a partlcular process, the organlzatlon usually is operatlng at the lowest
completed capgbility level for that process. For example, an organization that performs all but one of:the|Level 2 generic
practices for sqme process area should receive a Level 1 rating. An organization may not reap the full bg¢nefit of having
implemented alcommon feature if it is in place, but not all common features at lower capability levels. Anf assessment
team should take this into account in assessing an organization's individual processes.

In the case of improvement, organizing the practices into capability levels provides an-organization with gn
"improvement foad map," should it desire to enhance its capability for a specific pratess. For these reaspns, the
practices in thg SSE-CMM® are grouped into common features, which are ordered\by capability levels.

An assessment should be performed to determine the capability levels for each/of the process areas. Thjs indicates that
different procegs areas can and probably will exist at different levels of capability. The organization will thhen be able to
use this proceds-specific information as a means to focus improvements t¢’its processes. The priority and sequence of
the organization's activities to improve its processes should take intoaccount its business goals.

Business goalq are the primary driver in interpreting a model suchas the SSE-CMM®. But, there is a fundamental order
of activities andl basic principles that drive the logical sequenceé.of typical improvement efforts. This ordef of activities is
expressed in the common features and generic practices of the capability level side of the SSE-CMM® grchitecture.

0 1 2 3 4 5
Not Performed Planne8\& Well Qualitatively Continupusly
Performed Informally Tracked l Defined Controlled Improying
Base Committing to Defining a standard Estanlushmu Establishing
praCiices perform process g quantitative pfocess
od affoctivanacs oh
Planning performancg  Tailoring standard goals
Disciplined process Determining process Improving process
L capability to effectiveness
2 (1) 4 > o (qate v J
performance Using data achievegoals
< ino { P Perfe a defi i . . .
Tracking performande l)ﬁ(l;i(éls*;n a defined Objectively managing
Verifying performande I performance

Figure 6 - Capability levels represent the maturity of security engineering organizations.

The SSE-CMM® contains five levels, which are depicted in Figure 6.

These five levels are informally described below, and detailed in Annex A.
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. Level 1, "Performed Informally," focuses on whether an organization or project performs a process that
incorporates the base practices. This level can be characterized by the statement, "you have to do it before you
can manage it."

. Level 2, "Planned and Tracked," focuses on project-level definition, planning, and performance issues. This
level can be characterized by the statement, "understand what's happening on the project before defining
organization-wide processes."

. Level 3, "Well Defined," focuses on disciplined tailoring from defined processes at the organization level. This
level can be characterized by the statement, "use the best of what you've learned from your projects to create
organization-wide processes."

2l 4_"Quantitatively Controlledfocuses-on-measy e ing-tied inress-goa Is of the
orggnization. Although it is essential to begin collecting and using basic project measures €arly, measurement
and|use of data is not expected organization wide until the higher levels have been achieved.|This level can be
characterized by the statements, "you can't measure it until you know what 'it' is" and *manag|ng with

earlier levels, then emphasizes the cultural shifts that will sustain the gains made. This level gan be
charfacterized by the statement, "a culture of continuous improvement requires-a foundation of sound

6.3.5 Capability Dimension / Measurement Framework Mapping

The capability dimension of the SSE-CMM® and the measurement framework of ISO/IEC 15504-2 differ somewhat in
terms of structure, but very little in terms of the detail and intent. In the case of the SSE-CMM® the cgpability dimension
is organized|into a number of “capability levels”. Each capability level is made up of a number of “conpmon features”,
which in turr] are made up of one or more “generic practices”; see figure 10. In the case of ISO/IEC 1$504-2
measurement framework, this is made up of a number of “levels” with each level consisting of a numbgr of process
attributes (PA)s. The table below sets out a mapping of the<capability levels of the SSE-CMM® to theflevels of 15504-2.

Table 2 - Capability Dimension to Measurement Framework Mapping

SSE-CMM® Capability Dimension 15504-2 Measurement Framework

[Not explicttly defined in the SSE-CMM®, but implicitly Level 0: Incomplete process

inferred].

Capability Level 1 - Performed Infermally Level 1: Performed process

Common Heature 1.1 Base(Practices are performed PA 1.1 Process performance attribute
Capability Level 2 - Planned and Tracked Level 2: Managed process

Common Heature 2.:4“Planning Performance PA 2.1 Performance management attribpte

Common Heature,2.4 Tracking Performance

Common Heature 2.2 Disciplined Performance PA 2.2 Work product management attribute
Common Feature 2.3 Verifying Performance

Capability Level 3 - Well Defined Level 3: Established process

Common Feature 3.1 Defining a Standard Process PA 3.1 Process definition attribute
Common Feature 3.2 Performing the Defined Process

[Not specifically addressed at this point, however these PA 3.2 Process resource attribute
aspects are addressed earlier in the following GPs].
GP 2.1.1 - Allocate Resources

GP 2.1.2 - Assign Responsibilities

GP 2.1.5 - Ensure Training

Common Feature 3.3 Coordinate Security Practices [No direct equivalent].
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Capability Level 4 - Quantitatively Controlled

Level 4: Predictable process

Common Fea
Goals

ture 4.1 Establishing Measurable Quality PA 4.1 Measurement attribute

Common Fea

ture 4.2 Objectively Managing Performance | PA 4.2 Process control attribute

Capability Level 5 - Continuously Improving

Level 5: Optimizing process

Common Feature 5.1 Improving ﬁrgsmi7nﬁnn (‘nlnnhilify PA S 1 (‘nnfinnnncl\/ improving attribute
Common Feature 5.2 Improving Process Effectiveness PA 5.2 Process change attribute
6.3.6 Relatipnship to ISO/IEC CD 15288 - System Life Cycle Processes.

this Internation
that some diffe|
addition, ISO/IH
gives rise to so
concepts and &

Some examplg

Table 3, below
15288.

Note 1: A row
one pr

Note 2: A colu
covere

bl Standard the SSE-CMM® has been developed outside the normal ISO/IEC environme
Fences in the use of terminology and detail exist between ISO/IEC 24827 and ISO/IEC 1
FC 21827 is targeted at a different domain and discipline, systems ‘Seeurity engineering,
me differences. These differences are minor and are note where applicable. However, t
pproaches used by both ISO/IEC 21827 and ISO/IEC 15288-are very similar.

s of relationships include:
ISO/IEC 21827 Process Areas relate directly to ISO/EC 15288 Processes;
ISO/IEC 21827 Base Practices relate directly to ISO/IEC 15288 Activities; and
ISO/IEC 21827 Work Products relate directly toJJSO/IEC 15288 Outcomes; and
ISO/IEC 21827 Process Descriptions are identical ISO/IEC 15288 process descriptions,
maps the major relationships of the ProcessiAreas of ISO/IEC 21827 to the processes 0

“wy "

containing multiple “x” indicates that thé’ particular process of ISO/IEC CD 15288 is cover
bcess area of ISO/IEC PAS DIS 21827.

Mn containing multiple “x” indicates that the particular process area of ISO/IEC PAS DIS |
d in more than one process of ISO/IEC CD 15288.

t. This means
88. In

hich inevitably,
e underlying

fISO/IEC

bd in more than

P1827 is
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Table 3 - 21827 Process Areas to 15288 Processes Relationship
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6.4

This chart represents the model at a high level of abstraction. The practitioner is cautioned that each process area

Summary Chart

consists of a number of base practices, which are described in detail in Clause 7 and Annex B. Also, each common
feature consists of a number of generic practices, which are described in detail in Annex A.

5.2 Improving Proc. Effectiveness

5.1 Improving Org. Capability

4.2 Objectively Managing Perf.

4.1 Establish Meas. Quality Goals

3.3 Coordinate Practices

3.2 Perform the Defined Process

3.1 Defining a Standard Process

2.4 Tracking Performance

2.3 Verifying Performance

2.2 Disciplined Performance

2.1 Planned Performance

1.1 Base Practices Are Performed

Common
Features

Process
Areas

PA01 - AdminiSter Security Controls

PA02 - Assess Impact

PA03 - Assess Security Risk

PAQ04 - Assess Threat

PA05 - Assess Vulnerability

PA06 - Build Assurance Argument
PAQ7 - Coordinate Security

PA08 - Monitor Security Posture

PAQ09 - Provide Security Input

PA10 - Specify Security Needs

PA11 - Verify and Validate Security

PA12 - Ensure Quality

PA13 - Manage Configuration

PA14 - Manage Project Risk

PA15 - Monitor and Control Technical E
PA17 - Define Org. Systems Eng. Proceg
PA18 — Improve Org. Systems Eng. Pro

PA16 — Plan Technical Effort

PA19 - Manage Product Line Evolution
PA20 - Manage Systems Eng. Support

PA21 - Provide Ongoing Skills and Knld

PA22 - Coordinate with Suppliers

Security Engineering
Process Areas

o

roject and Organiz
Process Areag

=
o
S
o

7

This clause contains the base practices, that is, the practices considered essential to the conduct of basic security
engineering. Note that the process areas are numbered in no particular order since the SSE-CMM® does not prescribe

Security Base Practices

a specific process or sequence.

An organization can be assessed against any one single process area or combination of process areas. The process

areas together, however, are intended to cover all base practices for security engineering and there are many

inter-relationships between the process areas. At present, the SSE-CMM® comprises 11 security process areas, each

20
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of which contains a number of base practices. Each process area is identified in the following subsections.

The general format of the process areas is shown in Figure 8. The summary description contains a brief overview of the
purpose of the process area. Each process area is decomposed into a set of base practices. The base practices are
considered mandatory items (i.e., they must be successfully implemented to accomplish the purpose of the process
area they support). Each base practice is described in detail following the process area summary. Goals identify the
desired end result of implementing the process area.

PAOl - Process Area Title (in verb-noun form)

Summary Description — An overview of the process area
Goals — A list indicating the desired results of implementing this process ar¢a
Base Practices List — A list showing the number and name of each base practice
Process Area Notes — Any other notes about this process area

BP.01.01 - Base Practice Title (in verb-noun form)
Descriptive Name — A sentence describing the base practicé
Description — An overview of this base practice
Example Work Products — A list of examples illustrating some possible output
Notes — Any other notes about this base practice

BP.01.02...

Figure 9 - Process Area-Format

71 PAQ1 - Administer Security Controls
7.1.1 Progess Area
7.1.1.1 Sunmmary Description

The purposg of Administer Security Controls’is-to ensure that the intended security for the system thaj was integrated
into the system design, is in fact achieved-by the resultant system in its operational state.

7.1.1.2 Godls

. Secrrity controls are properly configured and used.

Practice List

.01.01 Establish responsibilities and accountability for security controls and commurjicate them to
everyone in the organization.

Manage the configuration of system security controls.
Manage security awareness, training, and education programs for all users ahd administrators.
anage periodic maintenance and administration of security services and control mechanisms.

7.1.1.4 Process Area Notes

This process area addresses those activities required to administer and maintain the security control mechanisms for a
development environment and an operational system. Further this process area helps to ensure that, over time, the
level of security does not deteriorate. The management of controls for a new facility should integrate with existing facility
controls.

7.1.2 BP.01.01 - Establish Security Responsibilities

Establish responsibilities and accountability for security controls and communicate them to everyone in the organization.
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7.1.2.1 Description

Some aspects of security can be managed within the normal management structure, while others require more

specialized ma

nagement.

The procedures should ensure that those charged with responsibility are made accountable and empowered to act. It
should also ensure that whatever security controls are adopted are clear and consistently applied. In addition, they
should ensure that whatever structure is adopted it is communicated, not only to those within the structure, but also the
whole organization.

7.1.2.2 Example Work Products

an orggnizational security structure chart - which identifies the organization members related to

their rqle.

docu

nts describing security roles - describes each of the organizational roles related to secur

responsibilities.

docu

nts describing security responsibilities - describes each of the security-responsibilities in

what oputput is expected and how it will be reviewed and used.

docu
ensuri
docum

7.1.2.3 Notes
Some organizz
issues. Other g
objectives are

71.3 BP.01

Manage the co

nts detailing security accountabilities - describes who is accountable’for security related
g that someone is responsible for all risks.
ents detailing security authorizations - identifies what each member of an organization is

tions establish a security engineering working group«which is responsible for resolving se
rganizations identify a security engineering lead who is responsible for making sure that {
httained.

02 - Manage Security Configuration

hfiguration of system security controls.

7.1.3.1 Description

Security configuration of all devices requires: management. This base practice recognizes that system sg
a great extent ¢n a number of interrelatedcomponents (hardware, software, and procedures) and that n

configuration

anagement practices 'may not capture the interrelated dependencies required for secure

7.1.3.2 Example Work Products

records of all software updates - tracks licenses, serial numbers, and receipts for all software an

updatgs to the System, including date, person responsible, and a description of the change.

records of alldistribution problems - contains a description of any problem encountered during s

distribytion‘and a description of how it was resolved.

security and

ty and their
detail, including
problems,

bllowed to do.

curity related
he security

curity relies to
brmal
systems.

d software

pftware

system) seelrity configuration - a database describing the current state of the system hardware,

software, and

communications, including their location, the individual assigned, and related information.

system security configuration changes - a database describing any changes to the system security

configuration, including the name of the person making the change, a description of the change, the reason for
the change, and when the change was made.

of the change, the name of the person making the change, and the date made.

noting
having

or havi

any difficulties and action items.
an effect on security, to help ensure that changes and their effects are intentional.

ng an effect on security, to help ensure that changes and their effects are intentional.

configuration details.

22

records of all confirmed software updates - a database tracking software updates which includes a description
periodic summaries of trusted software distribution - describes recent trusted software distribution activity,
security changes to requirements - tracks any changes to system requirement made for security reasons or
security changes to design documentation - tracks any changes to the system design made for security reasons

control implementation - describes the implementation of security controls within the system, including
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. security reviews - describe the current state of the system security controls relative to the intended control
implementation.

. control disposal - describes the procedure for removing or disabling security controls, including transition plans.

7.1.3.3 Notes

Maintaining currency of the configuration of security controls in any system is a complex task, particularly for a large
distributed system. Some aspects of the configuration itself are of vital importance to the maintenance of security.
Effective security requires the recording of certain information related to the security control mechanisms that make up
the system grd-retrormally-used-by-otherdissiplires—Similarly—propesed-changes-to-an-existing-sysfem must be

assessed to|determine the impact on the overall system security posture.

Procedures fpre required, particularly in a distributed environment, to ensure that all copies of a particylar module of
software or gpplication are the appropriate version are the same. In addition, particularly if the softwarg is distributed
over the netyork itself, it is essential to ensure that the software has not become corrupted in the distifibution process.
These requitements apply to all software.

This base practice should ensure that the software performs only those functions’that are intended; a pealed reference
version is maintained; all copies of the software are the same; updates are confirmed; and the security controls
configuration is known and maintained.

7.1.4 BP.01.03 - Manage Security Awareness, Training, and Education Programs
Manage secprity awareness, training, and education programs forall*'users and administrators.

7.1.4.1 Deskription

The security|lawareness, training and education of all staffsequires management in the same way tha{ other awareness,
training and jeducation needs to be managed.

7.1.4.2 Example Work Products

. usef review of security training material - describes the effectiveness, applicability, and relevahce of the security
awafeness and training material.

. logs| of all awareness, training-and education undertaken, and the results of that training - tradks user
undgrstanding of organizational’and system security.

. peripdic reassessments ofithe user community level of knowledge, awareness and training with regard to
seclrity - reviews the grganizational understanding of security and identifies possible areas tq focus on in the
future.

. recdrds of trainingixawareness and educational material - collection of security relevant training material which

can [be reusedhroughout an organization. Can be integrated with other organizational training materials.
7.1.4.3 Notes
In this contekithe term users is taken to include not only those individuals who work directly with the gystem, but also

includes all individuals who receive information from the system, either directly or indirectly, pius all administration and
management.

It is vitally important that users are aware of the reasons that security is in place and the reasons for a particular security
mechanism or control. In addition, it is essential that the users understand how to use the mechanism or control
correctly. Thus users require initial, periodic refresher, and revised sessions when new mechanisms and controls are
introduced. All users require security awareness, some users require training in the use of security mechanisms, and a
few users require much more in depth security knowledge and are thus candidates for security education.

7.1.5 BP.01.04 - Manage Security Services and Control Mechanisms

Manage periodic maintenance and administration of security services and control mechanisms.
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7.1.5.1 Description

The general management of security services and mechanisms is similar to other service and mechanism management.
This includes the protection of the services and mechanisms from corruption, either accidental or deliberate, and

appropriate archival in compliance with legal and policy requirements.

7.1.5.2 Example Work Products

maintenance and adm|n|strat|ve Iogs record of maintenance, integrity checks, and operational checks

perforr IUd AN} OyOLGI oo uul Il.y LI IUUI Aarirortio.

maintenance and administration reviews - contains analysis of recent system security a
and maintenance efforts.

administration and maintenance failure - tracks problems with system security administration an
in ordgr to identify where additional effort is required.

adminigtration and maintenance exception - contains descriptions of exceptions madeto the nor
administration and maintenance procedures, including the reason for the exception-and the durg
exceptjon.

sensitiye information lists - describes the various types of information in a system and how that i
should|be protected.

should|be protected.
sanitizgtion, downgrading, and disposal - describes procedures for.ensuring that no unnecessar
incurrgd when information is changed to a lower sensitivity or when media are sanitized or dispg

7.1.5.3 Notes

Some examplégs of these services are identification and authentication (1&A); access mediation/control;
management.

Each of the segurity services must involve establishing-appropriate security parameters, implementing th
parameters, monitoring and analysing performance;'and adjusting the parameters.

Hministration
I maintenance

mal
tion of the

hformation

sensitiye media lists - describes the various types of media used to store information in a systemp and how each

risks are
sed.

and key

ose

These requirements are particularly applicable to'such security services as Identification and Authenticafion for the

maintenance of users and authentication data; and access control for the maintenance of permissions.

Information asgets, a subset of assets,.are defined as the hardware, software, and data that belong to af organization.

Some informatfon assets may require'the sensitive portions to be removed so that the remainder can be
sensitive purpdses. Sanitization ensures that information is released to individuals who have a need to k
be achieved by downgrading thie information or by selective removal of specific sensitive information.

Electronic medja can retain.residual traces of information even when it is overwritten with other informati
media may negd to be sanitized before it can be used for other less sensitive purposes. Once the useful
media is complete it.should be disposed of in a manner appropriate to the sensitivity of the residual infor
may necessitafe the.destruction of the media. The specific details of sanitization, downgrading, and disp
requirements gre.dépendent upon the specific community and applicable regulations.

used for less
how. This may

pn. Some

life of magnetic
mation, which
Dsal

7.2 PAO02 - Assess Impact

7.21 Process Area

7.2.1.1 Summary Description

The purpose of Assess Impact is to identify impacts that are of concern with respect to the system and to assess the
likelihood of the impacts occurring. Impacts may be tangible, such as the loss of revenue or financial penalties, or

intangible, such as loss of reputation or goodwiill.
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7.21.2 Goals
. The security impacts of risks to the system are identified and characterized.

7.2.1.3 Base Practice List

BP.02.01 Identify, analyse, and prioritize operational, business, or mission capabilities leveraged by the
system.

BP.02.02 Identify and characterize the system assets that support the key operational capabilities or the

BP:2.04 Identify the relationship between the selected metrics for this assessment.andl metric
conversion factors if required,

BP.(2.05 Identify and characterize impacts.

BP.02.06 Monitor ongoing changes in the impacts.

7.2.1.4 Prog¢ess Area Notes

Impact is thg consequence of an unwanted incident, caused either deliberately)or accidentally, which gffects the assets.
The consequiences could be the destruction of certain assets, damage to the’IT system, and loss of confidentiality,
integrity, availability, accountability, authenticity or reliability. Possible indirect consequences include flnancial losses,
and the loss|of market share or company image. The measurement.of impacts permits a balance to be made between
the results of an unwanted incident and the cost of the safeguardsta protect against the unwanted indident. The
frequency ofl occurrence of an unwanted incident needs to be taken’into account. This is particularly important when the
amount of harm caused by each occurrence is low but wherethe aggregate effect of many incidents dver time may be
harmful. Thg assessment of impacts is an important elementiin the assessment of risks and the selecjion of safeguards.

The impact information produced by this process area‘isiintended for use in PAQ03, along with the thrept information
from PAO4 gnd vulnerability information from PAOS5.-While the activities involved with gathering threat,| vulnerability, and
impact information have been grouped into separate process areas, they are interdependent. The godl is to find
combinationp of threat, vulnerability, and impact that are deemed sufficiently risky to justify action. Therefore, the search
for impacts ghould be guided to a certain extent, by the existence of corresponding threats and vulnerpbilities.

Since impac}s are subject to change, they must be periodically monitored to ensure that the understanding generated
by this procgss area is maintained at alf'times.

7.2.2 BP.D2.01 - Prioritize Capabilities
Identify, anajyse, and prioritize operational, business, or mission capabilities leveraged by the system

7.2.2.1 Desgription

Identify, anajyse,.ahd prioritize operational, business, or mission directives. The influence of the busingss strategies
should also be €onsidered. These will influence and moderate the impacts to which the organization npay be subjected.
This in turn ismmmmﬁg process areas. It
is therefore important to factor in these influences when the potential impacts are being examined. This base practice is
related to the activities of PA01 Specify Security Needs.

7.2.2.2 Example Work Products

. system priority lists and impact modifiers

. system capability profile - describes the capabilities of a system and their importance to the objective of the
system.

7.2.2.3 Notes

Functional and information assets can be interpreted to their value and criticality in the defined environment. Value can
be the operational significance, classification, sensitivity level, or any other means of specifying the perceived value of

© ISO/IEC 2002 — All rights reserved 25


https://iecnorm.com/api/?name=9f0d7ceb5965779f127838ed81db434c

ISO/IEC 21827:2002(E)

the asset to the intended operation and use of the system. Criticality can be interpreted as the impact on the system
operation, on human lives, on operational cost and other critical factors, when a leveraged function is compromised,
modified, or unavailable in the operational environment. Assets may also be defined in relation to their applicable
security requirements. For example, assets may be defined as the confidentiality of a client list, the availability of
interoffice communication, or the integrity of payroll information. Many assets are intangible or implicit, as opposed to
explicit. The risk assessment method selected should address how capabilities and assets are to be valued and

prioritized.

7.23 BP.02

Identify and ch
7.2.3.1 Description

Identify system
business, or m

in providing su
7.2.3.2 Exam

7.2.3.3 Notes

Assets are bro
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Security.
7.24 BP.02
Select the imp

7.2.4.1 Desc

A number of m

will be used fo

7.2.4.2 Exam

7.2.4.3 Notes

produg
the sys
system
the syg

ertion

.02 - Identify System Assets

bracterize the system assets that support the key capabilities or the security objectives!of

resources and data necessary to support the security objectives or the key Capabilities (g
ssion functions) of the system. Define each of these assets by assessing-the significance
Ch support within a defined environment.

ple Work Products

t asset analysis - contains an identification of the product assets’and their significance to
tem.

asset analysis - contains an identification of the systemy assets and their significance to t
tem

hdly construed to include the people, environment, technology and infrastructure in a syst
d resources. This includes not only information, but also systems (e.g., communication, d
printing resources). The importance of:these assets can be interpreted as their significary
f the capabilities they support in the defined environment. Assets need not be just securit
e non-security mechanisms that support a security function or work in concert with securi
this practice is a review of the work from PA02 Provide Security Input and PAO3 Verify a

03 - Select Impact Metric(s)

ct metric(s) to be Gsed for this assessment.

btrics caf be used to measure the impact of an event. It is advantageous to predetermine

il the particular system under consideration.

the system.

perational,
of each asset

the operation of

he operation of

bm. Assets also

ata retrieval,

ce to the value
mechanisms;

y mechanisms.

hd Validate

which metrics

ple Work Products

selected impact metrics.

A limited set of consistent metrics minimizes the difficulty in dealing with divergent metrics. Quantitative and qualitative
measurements of impact can be achieved in a number of ways, such as:

establ

the us

7.25 BP.02

ishing the financial cost;

assigning an empirical scale of severity, e.g., 1 through 10; and

e of adjectives selected from a predefined list, e.g., low, medium, high.

.04 - Identify Metric Relationship

Identify the relationship between the selected metrics for this assessment and metric conversion factors if required.
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7.2.5.1 Description

Some impacts may need to be assessed using different metrics. The relationship between different metrics needs to be
established to ensure a consistent approach for all exposures throughout the impact assessment. In some cases it will
be necessary to combine metrics to be able to produce a single consolidated result. Thus an approach for consolidation
needs to be established. This will usually vary on a system to system basis. When qualitative metrics are in use, rules
also need to be established to guide the combination of qualitative factors during the consolidation phase.

7.2.5.2 Example Work Products

. impact metric relationships lists - describes the relationships between the metrics;
. impact metric combination rules - describes the rules for combining impact metrics.
7.2.5.3 Notes

As an example if the exposure was to a meteor destroying a house, one potential impact.might be the|cost to rebuild the
house, 100,000 US dollars. Another impact might be the loss of shelter until the house!€an be rebuilt, |6 months. These

two impacts|can be combined if the cost of shelter per month is established, 2504)S-dollars per montty. The total impact
for this expopure would then be 101,500 US dollars.

7.2.6 BP.p2.05 - Identify and Characterize Impacts

Identify and characterize the unwanted impacts of unwanted incidents with either multiple metrics or cpnsolidated
metrics as appropriate.

7.2.6.1 Deskription
Starting with| the assets and capabilities identified in BP.02.,01 and BP.02.02, identify the consequencgs that would

cause harm|For each asset, these might include corruption, disclosure, obstruction, or disappearancg. Unwanted
impacts to capabilities might include interruption, delay, or weakening.

Once a relafjvely complete list has been created, the impacts can be characterized using the metrics identified in
BP.02.04. This step may require'some research into actuarial tables, almanacs, or other sources. The
the metrics should also be eaptured and associated with each impact.

7.2.6.2 Example Work Products
. exposure impact lists vaylist of potential impacts and the associated metrics.
7.2.6.3 Notes

The impact assessmént'is performed based on the impact metrics determined in BP.02.03 and the impacts are
combined bgsed on-the rules established in BP.02.04. In most cases there will be some uncertainty agsociated with the
metrics and Jikelihood that a specific impact will occur within the specified environment. It is generally more effective to
keep the factors.of uncertainty separate so that when actions are taken to refine the working data it cgn be seen
whether the refinement is a result 1o data itsell or the uncertainty associated wi

7.2.7 BP.02.06 - Monitor Impacts

Monitor ongoing changes in the Impacts.

7.2.7.1 Description

The impacts applicable to any location and situation are dynamic. New impacts can become relevant. It is therefore

important to monitor both existing impacts and to check for the potential for new impacts on a regular basis. This base
practice is closely linked to the generalized monitoring activity in BP.07.02.
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7.2.7.2 Example Work Products

. impact monitoring reports - describes the results of monitoring impacts;
. impact change reports - describes changes to impacts.
7.2.7.3 Notes

Because impacts can change, the impact assessment activity can be iterative and can be conducted multiple times in
the defined environments. However, impact assessment repetition should not supplant impact monitoring.

7.3 PAO3 1 Assess Security Risk
7.31 Proc:Is Area

7.3.1.1 Summary Description
The purpose of Assess Security Risk is to identify the security risks involved with relying on a system in @ defined
environment. Tlhis process area focuses on ascertaining these risks based on an established understanding of how
capabilities and assets are vulnerable to threats. Specifically, this activity involves/identifying and assesging the
likelihood of th} occurrence of exposures. "Exposure" refers to a combination of a threat, vulnerability, and impact that
could cause significant harm. This set of activities is performed any time during a system's life cycle to stipport decisions
related to deveJoping, maintaining, or operating the system within a kngwn-environment.

7.3.1.2 Goals

. An understanding of the security risk associated with operating the system within a defined envifonment is
achievgd;

. Risks are prioritized according to a defined methodology.

7.3.1.3 Base Practice List

BP.03.01 Select the methods, techniques, and criteria by which security risks, for the system in a defined

environment are analysed, assessed, and compared.

BP.03)02 Identify threat/vuinerability/impact triples (exposures),

BP.03)03 Assess the risk associated with the occurrence of an exposure.

BP.03J04 Assess the total uncertainty associated with the risk for the exposure.

BP.03)05 Order risks, by priority.

BP.03J06 Monitar ongoing changes in the risk spectrum and changes to their characteristics.

7.3.1.4 Process Area Notes
Security risk is|the likelihood that the impact of an unwanted incident will be realized. While related to pr¢ject risks

involving cost and' schedule, security risk deals specifically with protection against impacts to the assets fand capabilities
of a system.

Risk estimates always include a factor of uncertainty, which will vary dependent upon a particular situation. This means
that the likelihood can only be predicted within certain limits. In addition, impact assessed for a particular risk also has
associated uncertainty, as the unwanted incident may not turn out as expected. Thus the majority of factors have
uncertainty as to the accuracy of the predictions associated with them. In many cases these uncertainties may be large.
This makes planning and the justification of security very difficult.

Anything that can reduce the uncertainty associated with a particular situation is of considerable importance. For this
reason, assurance is important as it indirectly reduces the risk of the system.

The risk information produced by this process area depends on the threat information from PAO4, vulnerability
information from PAO5, and impact information from PAO2. While the activities involved with gathering threat,
vulnerability, and impact information have been grouped into separate process areas, they are interdependent. The goal
is to find combinations of threat, vulnerability, and impact that are deemed sufficiently risky to justify action. This

28 © ISO/IEC 2002 — All rights reserved


https://iecnorm.com/api/?name=9f0d7ceb5965779f127838ed81db434c

ISO/IEC 21827:2002(E)

information forms the basis for the definition of security need in PAO1 and the security input provided by PA02.

Since risk environments are subject to change, they must be periodically monitored to ensure that the understanding of
risk generated by this process area is maintained at all times.

7.3.2

BP.03.01 - Select Risk Analysis Method

Select the methods, techniques, and criteria by which security risks, for the system in a defined environment are

analysed, as

sessed, compared, and prioritized.

7.3.2.1 Des

This base pf
in a way tha
prioritizing th
requirement

7.3.2.2 Exa
. risk
risk
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7.3.2.3 Notes

Method can
system. The)
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7.3.3

Identify thre

[t
7.3.3.1 Des

The purpose
identify the i
considered i

7.3.3.2 Exa

syst

7.3.3.3 Notes

Icription

mple Work Products

BP.03.02 - Exposure ldentification

mple Work Products

actice consists of defining the method for identifying security risks for the system in a“defi
permits them to be analysed, assessed, and compared. This should include a’scheme fqg
e risks based on threats, operational functions, established system vulnerahilities, potent
5, or areas of concern.

assessment method - describes the approach for identifying and.characterizing risks;
hssessment formats - describes the format in which risks will b€ documented and tracked
ription, significance, and dependencies.

be an existing one, tailored one, or one specific t0.the operational aspects and defined en
methodology used for the risk assessment shotild interface with the methodologies seleg
and impact assessments.

/vulnerability/impact triples (exposures).
ription
of identifying the exposures is to recognize which of the threats and vulnerabilities are of]

mpact of an occurrence, of the threat and vulnerability. These are the exposures that will n
h the selection of safeguards to protect the system.

em exposure lists - describes the exposures of the system.

hed environment
r categorizing and
al loss, security

, including a

vironment for the

ted for the threat,

concern and to
eed to be

This base p

aclice depends on the outputs oOf the threat, vuinerabllily, and risK process areas.

7.3.4 BP.03.03 - Assess Exposure Risk

Assess the ri
7.3.4.1 Des
Identify the |

7.3.4.2 Exa

isk associated with each exposure.
cription
ikelihood of the occurrence of an exposure.

mple Work Products

exposure risk list - a list of the calculated risks;
exposure priority table - a prioritized table of the calculated risks.
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7.3.4.3 Notes

The likelihood of an exposure is a combination of the likelihood of the exposure, which results from the likelihood of the
threat and the likelihood of the vulnerability. In many cases the likelihood of a specific or generalized magnitude or
severity of impact must also be factored in. In all cases there will be uncertainty associated with metrics. It is more
effective to keep the factors of uncertainty separate so that when actions are taken to refine the working data it can be
seen whether the refinement is a result of the data or the uncertainty associated with the data. This can often impact the
strategies adopted to address the risks. This base practice makes use of the likelihood data gathered in BP.04.05
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vulnerabilities,’
consolidated m
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7.3.5.2 Example Work Products
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and BP.02.05 Assess impact of the realization of an exposure with either multiple metric
etrics as appropriate.
04 - Assess Total Uncertainty

| uncertainty associated with the risk for the exposure.

ave uncertainty associated with it. The total risk uncertainty is a eumulation of the uncertg
for the threats, vulnerabilities, and impacts and their characteristics in BP.04.05 "Assess

of the realization of an exposure. This base practice is closely associated with the activiti
e Argument as assurance can be used to modify, and in ' some cases reduce uncertainty.

re risk with associated uncertainty - a list of-fisks showing the measure of risk along with

certainty.

at will not achieve the benefit-pérceived or risk may be mitigated when in fact there was 1

05 - Prioritize Risks

Driority.

ave been identified should be ordered based on the organization priorities, likelihood of 9
ociated with them and funds available. A risk can be mitigated, avoided, transferred or ag

b Or

inties that have
he likelihood of

pof a threat event;" BP.05.03, Gather data related to the properties of the vulnerabilities; apd BP.02.05,

bs of PAOG

A measure of

not kept separate from the likelihood of an occurrence of an exposure then safeguards mpay well be

ot need to do

ccurrence,
cepted.

Combinations

pf\these can also be used. The mitigation can address the threat, vulnerability, impact, or

he risk itself.

Actions should

be selected with due regard to the stakeholders needs as idenfified in PADT Specify Security Needs,
business priorities, and the overall system architecture.

7.3.6.2 Example Work Products

safegu

7.3.6.3 Notes

risk priority lists - a list prioritizing the risks;

ard requirement lists - lists of potential safeguards that can help mitigate the risks;

rationale for prioritization - a description of the prioritization scheme.

This step can be highly complex and often requires multiple iteration. Safeguards may address multiple risks, or multiple
threats, vulnerabilities and impacts. This aspect can have the effect of changing the effective ordering of the risks to be
addressed. Therefore, this process area is closely related to PAO1 Specify Security Needs and PA02 Provide Security

Input.
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7.3.7 BP.03.06 - Monitor Risks and Their Characteristics

Monitor ongoing changes in the risk spectrum and changes to their characteristics.

7.3.7.1 Description

The risk spe_ctrum appllcable to any location and situation |s dynamlc New nsks can become relevanttind the
eir

characteristifs, and to check for new nsks ona regular baS|s This base practlce is closely I|nked to' the generalized
monitoring activity in BP.07.02 Monitor changes in threats, vulnerabilities, impacts, risks and the-envirpnment.

7.3.7.2 Example Work Products

. risk monitoring reports - reports describing the current risk spectrum;

. risk change reports - describes the operational capabilities of a system and-their importance tp the objective of
the gystem.

7.3.7.3 Notes

Because risks can change, the risk assessment activity can be conducted multiple times in the definedl environments.
However, rigk assessment repetition should not supplant risk monitoring:
7.4 PAQ4 - Assess Threat

7.41 Progess Area

7.4.1.1 Summary Description

The purposq of the Assess Threat process area is to identify security threats and their properties and gharacteristics.
7.41.2 Godls

. Thrgats to the security of the system are identified and characterized.

7.4.1.3 Bask Practice List

BP.04.01 Identify applicable threats arising from a natural source.

BP.(04.02 Identify applicable threats arising from man-made sources, either accidental ¢r deliberate.
BP.04.03 Identify appropriate units of measure, and applicable ranges, in a specified epvironment.
BP.04.04 Assess capability and motivation of threat agent for threats arising from man4made sources.
BP.04.05 Assess the likelihood of an occurrence of a threat event.

BP.04.06 Monitor ongoing changes in the threat spectrum and changes to their characferistics.

7.4.1.4 Process Area Notes

Many approaches and methodologies can be used to perform a threat assessment. An important consideration for
determining which methodology to use is how it will interface and work with the methodologies used in other parts of the
chosen risk assessment process.

The threat information produced by this process area is intended for use in PAQ3, along with the vulnerability
information from PAO5 and impact information from PAO2. While the activities involved with gathering threat,
vulnerability, and impact information have been grouped into separate process areas, they are interdependent. The goal
is to find combinations of threat, vulnerability, and impact that are deemed sufficiently risky to justify action. Therefore,
the search for threats should be guided to a certain extent, by the existence of corresponding vulnerabilities and
impacts.
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Since threats are subject to change, they must be periodically monitored to ensure that the understanding generated by
this process area is maintained at all times.

7.4.2

BP.04.

01 - Identify Natural Threats

Identify applicable threats arising from a natural source.

7.4.2.1 Description

Threats arisin
threats can ocq
Thus it is impo

7.4.2.2 Example Work Products

. applica
7.4.2.3 Notes

Much of the inf

occurrence dafabases. While this information is valuable, it should be used with' caution as it may be hig

and therefore
7.4.3 BP.04

Identify applica

7.4.3.1 Description

Threats arising
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ur in all locations. For example it is not possible for a tsunami to occur in the centre of'a
tant to identify which natural based threats can occur in a specific location.

brmation required for this assessment can be obtained from actuarial lists and natural phe
hay need to be interpreted to address the specific environment.
02 - Identify Man-made Threats

ble threats arising from man-made sources, eitheraccidental or deliberate.

from man-made sources require a somewhat different type of approach. There are basic
ats: those that arise from accidental sources and those that result from a deliberate act. §
ats may not be applicable in the target environment. These should be eliminated from fur]
in the analysis.

scenario descriptions_ 2'descriptions of how the threat works;
severity estimates ¢ measurements of likelihood associated with a threat.

to aid in the understanding of a deliberate threat it can be helpful to develop a scenario g
t occur-Use of generic man made threat databases should be assessed for completenes

ral based
brge continent.

ble natural threat tables - tables documenting the character and likelihood, of natural threats.

nomena
nly generalized

ally two types of
bOome
her

escribing how
5 and

7.4.4 BP.04.
Identify approp

7.4.4.1 Descri

03 - Tdentify Threat Units of Measure
riate units of measure, and applicable ranges, in a specified environment.

ption

The majority of natural threats and many man-made threats have units of measure associated with them. An example is
the Richter scale for earthquakes. In most cases the total range of the unit of measure will not be applicable in a

particular location. It is therefore appropriate to establish the maximum, and in some cases the minimum, occurrence of
an event that can occur in the particular location under consideration.

7.4.4.2 Example Work Products

32

threat table with associated units of measure and location ranges.
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7.4.4.3 Notes

In cases where a unit of measure for a particular threat does not exist an acceptable unit of measure should be created
that is specific to the location. The associated range, if applicable, and the unit of measure should be described in
testable terms.

7.4.5

BP.04.04 - Assess Threat Agent Capability

Assess capg

7.4.5.1 Des

This process

successful attack against the system. Ability addresses the adversaries knowledge of attacks (e.g. do

training / kng
(e.g. do they

7.4.5.2 Exa

thre

7.4.5.3 Notes

Deliberate m
that the thre
of much mo

A threat agent may use multiple attacks in sequence or concurrently to achieve the desired goal. The
attacks occUrring in sequence or concurrently needs to be considered. The development of scenarios
performing this task.

7.4.6 BP.
Assess the |
7.4.6.1 Des

Assess how
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hilitv and - maotivation-of-thraat aagent for thraate aricing from-man-made-sources.
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cription

area focuses on the determination of a potential human adversary's ability and capability

wledge). Capability is a measure of the likelihood that an able adversary,can actually exs
have the resources).

mple Work Products

bt agent descriptions - capability assessments and descriptions:

an-made threats are to a large extent dependent upgnthe capability of the threat agent g
bt agent has at their disposal. Thus a relatively inexperienced hacker who has access to

4.05 - Assess Threat.Likelihood
kelihood of an occufrence of a threat event.
icription

likely athreat event is to occur. Many factors need to be considered in making this asses
nce 'occurrence of a natural event to the deliberate or accidental act of an individual. Man

of executing a
they have the
cute the attack

nd the resources
he hacking tools

e experienced and capable hackers, is a much“more dangerous threat, but not as dangerous as the
experienced| hacker themselves. However, the inexperienced hacker may well cause unintended dam
experienced|hacker is less likely to do. In addition to the;agent capability, an assessment of the resou
has availablg¢ should be considered along with their fetivation for performing the act which may be aff
agent's likely assessment of the attractiveness of thé target (asset).

Age which the
rces that the agent
ected by the

effect of multiple
can assist in

sment ranging

y of the factors to

be considerg¢d.de’not lend themselves to calculation or measurement. A consistent metric for reporting is desirable.

7.4.6.2 Exa

thre

mple Work Products

at event likelihood assessment - report describing the likelihood of threats.

7.4.6.3 Notes

This is a complicated probability calculation as, many of the factors involve varying probabilities. Associated with any
estimate of likelihood is a factor of uncertainty as to the accuracy and validity of that assessment. The uncertainty of the
assessed likelihood should be reported separately to reduce potential confusion. In all cases there will be uncertainty
associated with the metrics and likelihoods. It is normally more effective to keep the factors of uncertainty, which is also
a compound expression, separate so that when actions are taken to refine the working data it can be seen whether the
refinement is to the data itself or to the uncertainty associated with the data.
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747 BP.04

Monitor ongoin

.06 - Monitor Threats and Their Characteristics

g changes in the threat spectrum and changes to their characteristics.

7.4.7.1 Description

The threat spectrum applicable to any location and situation is dynamic. New threats can become relevant and the
characteristics of existing threats can change. It is therefore important to monitor both existing threats and their
characteristics, and to check for new threats on a regular basis. This base practlce |s closely linked to the generalized

inInWalwilalo X\

monitoring actiyt

7.4.7.2 Example Work Products

threat
. threat

7.4.7.3 Notes
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monitoring reports - documents describing the results of the threat monitoring effort;
change reports - documents describing changes in the threat spectrum.

s can change, the threat assessment activity can be conducted multiple times in the defin
However, threat assessment repetition does not supplant threat monitoring.

Assess Vulnerability is to identify and characterize system security vulnerabilities. This p
ing system assets, defining specific vulnerabilities, and providing an assessment of the o
e terms associated with security risk’and vulnerability assessment are used differently in

nally intended, weaknesses, security holes, or implementation flaws within a system that
hreat. These vulnerabilities arejindependent of any particular threat instance or attack. Th
formed any time during asystem's life-cycle to support the decision to develop, maintain,
he known environment.

ent.

ed

focess area
verall system
many contexts.

bs of this model, "vulnerability" refers to an aspect of a system that can be exploited for plirposes other

are likely to be
s set of
or operate the

7.5.1.2 Goals
. An understanding of system security vulnerabilities within a defined environment is achieved.
7.5.1.3 Base Practice(List
BP.05001 Select the methods, techniques, and criteria by which security system vulnerabilities in a
defined environment are identified and characterized.
BP.05.02 Identify system security vulnerabilities.
BP.05.03 Gather data related to the properties of the vulnerabilities.
BP.05.04 Assess the system vulnerability and aggregate vulnerabilities that result from specific
vulnerabilities and combinations of specific vulnerabilities.
BP.05.05 Monitor ongoing changes in the applicable vulnerabilities and changes to their characteristics.

7.5.1.4 Process Area Notes

The analyses and practices associated with this process area are often "paper-studies”. Discovery of system
vulnerabilities by active tools and techniques is another method that supplements but does not replace other

vulnerability analysis techniques. These active techniques may be viewed as a specialized form of vulnerability analysis.
This type of analysis can be useful when trying to validate the security vulnerability of a system after a significant
system upgrade, or to identify security vulnerabilities when two systems are interconnected. Active vulnerability analysis
is needed in some cases to validate the security posture of a system and to increase the perception and understanding
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of existing security vulnerabilities. Active vulnerability analysis, sometimes referred to as penetration testing, is a
process in which security engineers attempt to circumvent the security features of the system. The security engineers
typically work under the same constraints applied to ordinary users but may be assumed to use all design and
implementation documentation. The process of attacking security is not exhaustive and it is constrained by time and
money.

The vulnerability information produced by this process area is intended for use in PA03, along with the threat
information from PA04 and impact information from PA02. While the activities involved with gathering threat,
vuInerabrIrty, and |mpact |nformat|on have been grouped |nto separate process areas, they are mterdependent The goal
is to find corpbin action. Therefore,
the search for vulnerabllltles should be gmded to a certain extent by the eX|stence of correspondlng threats and
impacts.

Since vulnerabilities are subject to change, they must be periodically monitored to ensure that the understanding
generated by this process area is maintained at all times.

7.5.2 BP.05.01 - Select Vulnerability Analysis Method

Select the methods, techniques, and criteria by which system security vulnerabiliti€s in a defined envifonment are
identified ang characterized.

7.5.2.1 Deskription

This base practice consists of defining the method for establishing’Security vulnerabilities for the systgm in a way that
permits them to be identified and characterized. This may include’a’scheme for categorizing and prior|tizing the
vulnerabilitigs based on threats and their likelihood, operationalfunctions, security requirements, or other areas of
concern when provided. Identifying the depth and breadth of the analysis allows the security engineerg and the
customer to [determine target systems to be part of the gxercise and its comprehensiveness. Analysis|should be
performed wjithin the framework of a known and recorded configuration during a prearranged and spegified time period.
The methodplogy for the analysis should included expected results. Specific objectives for the analysis should be clearly
stated.

7.5.2.2 Example Work Products

. vulerability analysis method/= identifies the approach for finding and addressing system sectirity
vulnerabilities, including the.analysis, reporting, and tracking process;

. vulngrability analysis formats’- describes the format of the results of a vulnerability analysis tolensure a

standardized approach;
attagk methodology and philosophy - includes objectives and the approach for performing the|attack testing;
atta¢k procedures ‘= detailed steps for performing the attack testing;

attack plans - in¢ludes resources, schedule, description of the attack methodology;
pengtration study - the analysis and implementation of attack scenarios targeted at identifying unknown
vulngerabilities;

. atta¢k scenarios - description of the specific attacks that will be attempted.

7.5.2.3 Notes

The vulnerability analysis method can be an existing, tailored, or one specific to the operational aspects and defined
environment for the system. It often is based on or compliments the risk analysis methodology selected in PAO3 Assess
Security Risk. Note that understandings about threats, capabilities, and value may not be provided, in which case the
methodology must either narrow its scope or adopt a set of suitable assumptions.

The method used to analyse the vulnerabilities may be qualitative or quantitative. Often, analysis of vulnerabilities
includes a reflection of likelihood. Attack results can be conveyed in written report but attacks may also be
demonstrated in a presentation.

At least two fundamentally different approaches exist for the identification of vulnerabilities. These two approaches are

characterized as analysis based approaches or testing based approaches. Testing based approaches are good for
identifying vulnerabilities that are present and for which there is a known threat which is included in the test sets.
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Analysis based approaches are best for identifying new vulnerabilities and those that are not immediately available for
exploitation, but which can be available once another problem has been exploited. Other options that should be
considered when selecting a vulnerability methodology include qualitative or quantitative based approaches. The ability
to control the completeness of the analysis or testing should also be considered.

7.5.3

BP.05.

02 - Identify Vulnerabilities

Identify system security vulnerabilities.

7.5.3.1 Description

System vulnerabilities may be found in both security and non-security related parts of the system. In\many cases,

non-security mechanisms that support security functions or work in concert with security mechanisms ar
exploitable vulperabilities. The methodology of attack scenarios as developed in BP.05.01 sheuld’be foll
extent that vuln

7.5.3.2 Exam

. vulner
penetr.

7.5.3.3 Notes
In this practice
The ordering o
reproducible m|
Vulnerabilities
and objectives
into account.

7.54 BP.05

Gather data re

7.5.4.1 Description

Vulnerabilities
those propertig
BP.04.03 Ident
the vulnerabilit

I

erabilities are validated. All system vulnerabilities discovered should be recarded.
le Work Products

bility list describing the vulnerability of the system to various attacks;
btion profile includes results of the attack testing (e.g., vulnerabilities).

vulnerabilities are seen as inherent to the system without consideration of the likelihood
such vulnerabilities may be prioritized in accordantce with threat analysis. Attacks that ar
ake the task of developing countermeasures diffiCult.

bre identified in part based on prioritized functions PA03 Assess Security Risk, and the bu
identified in PAO1 Specific Security NeedsIn addition the assets considered in PA02 neq
03 - Gather Vulnerability Data

ated to the properties of the vulnerabilities.

have properties asSociated with them. The intent of this base practice is to gather data as|

s. In some case$ a vulnerability may have a unit of measure similar to those associated W

fy Threat Unit'of Measure. The ease with which the vulnerability can be exploited and the
exists should be identified and gathered.

7.5.4.2 Exam

vulner

I

le Work-Products

b found to have
bwed to the

bf any threats.
B not

siness priorities
d to be taken

Sociated with
ith threats, see
likelihood that

bility property tables - tables that document the characteristics of vulnerabilities of the prg

duct or system.

7.5.4.3 Notes

Much of the data gathered during this activity will be used later to perform PAO3 Assess Security Risk. It is thus
important that the data is gather and stored in a format that will be usable by PAQ03. In all cases there will be uncertainty
associated with the metrics and likelihoods. It is normally more effective to keep the uncertainty separate so that when
actions are taken to refine the working data it can be seen whether the refinement is a result of the data itself or the
uncertainty associated with the data.

7.5.5 BP.05.

04 - Synthesize System Vulnerability

Assess the system vulnerability and aggregate vulnerabilities that result from specific vulnerabilities and combinations of
specific vulnerabilities.
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7.5.5.1 Description

Analyse which vulnerabilities or combination of vulnerabilities result in problems for the system. Analysis should identify
additional characteristics of the vulnerability, such as the likelihood of vulnerability exploitation and the chance for

successful exploitation. Recommendations for addressing the synthesized vulnerabilities may also be
results.

7.5.5.2 Example Work Products

7.5.5.3 Notes

Results of an analysis and attack exercise need to be captured. Any vulnerabilities‘feund and their po
exploitation peed to be identified and documented in sufficient detail to allow the.cdstomer to make de
countermeasgures.

7.5.6 BP.05.05 - Monitor Vulnerabilities and Their Characteristics

Monitor ongping changes in the applicable vulnerabilities and changes to their characteristics.

7.5.6.1 Deskription

The vulnerability spectrum applicable to any location and Situation is dynamic. New vulnerabilities can

included in the

rabilities that result
hpact of the

d, their potential

ential for
cisions about

become relevant

and the chaiacteristics of existing vulnerabilities can chiange. It is therefore important to monitor both gxisting

vulnerabilitigs and their characteristics, and to checkfor new vulnerabilities on a regular basis. This bz
closely linkefl to the generalized monitoring activity<ih BP.07.02 Monitor changes in threats, vulnerabil
risks and the environment.

7.5.6.2 Example Work Products

. vulngrability monitoring reports= documents describing the results of the vulnerability monitor
. vulnerability change reports, -'documents describing new or changed vulnerabilities.

7.5.6.3 Notes

Because vulperabilities/can change, the vulnerability assessment activity can be conducted multiple ti
environments. Howeyer, this should vulnerability assessment repetition should not supplant vulnerabi

se practice is
ties, impacts,

ng effort;

mes in the defined
ity monitoring.

7.6 PAQ6--Build Assurance Argument

7.6.1 Process Area
7.6.1.1 Summary Description

The purpose of Build Assurance Argument is to clearly convey that the customer's security needs are

met. An

assurance argument is a set of stated assurance objectives that are supported by a combination of assurance evidence

that may be derived from multiple sources and levels of abstraction.

This process includes identifying and defining assurance related requirements; evidence production a

nd analysis

activities; and additional evidence activities needed to support assurance requirements. Additionally, the evidence

generated by these activities is gathered, packaged, and prepared for presentation.
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ty needs are

7.6.1.2 Goals
. The work products and processes clearly provide the evidence that the customer's security needs have been
met.
7.6.1.3 Base Practice List
BP.06.01 Identify the security assurance objectives.
BP.06. 02 Deflne a securlty assurance strategy to address all assurance objectives.
BP 06 :dUI ILIIy Al Id CUTTU U: LT UUl IL_y doourdrivec UVI\JUI LAY v
BP.O6.04 Perform analysis of security assurance evidence.
BP.06.,05 Provide a security assurance argument that demonstrates the customer's(seeur|
met.
7.6.1.4 Process Area Notes

Activities invol
presentation of

7.6.2 BP.06

Identify the seq
7.6.2.1 Desc

Assurance obj
security assurg
objectives is dg
if any.

Identification o
groups internal
systems securi

The security ag
security assurg
or user, or cha

Security assurance objectives must be communicated so as to be unambiguous. Applicable interpretatio

or developed fff

rlption

security assurance evidence.
01 - Identify Assurance Objectives

urity assurance obijectives.

nce objectives specify a level of confidence that.the system security policy is enforced. A
termined by the developer, integrator, customer, and those who will approve the operatio

new, and modification to existing, security assurance objectives are coordinated with all
to the engineering organization and groups external to the engineering organization (e.g.
ty certifier, user).

surance objectives are updated to reflect changes. Examples of changes requiring a mog

nce objectives include changes in the level of acceptable risk by the customer, system se
nges in the requirements or interpretations of the requirements.

necessary.

7.6.2.2 Exam

state

needed in\d system's security features.

le Work Products

nt of security assurance objectives - identifies the customer's requirements for the level

ed in building an assurance argument include managing the identification,”planning, packaging, and

ctives as determined by the customer, identify thelevel of confidence needed in the systém. The system

jequacy of the
h of the system,

security-related
customer,

ification in
curity certifier,

hs are included

bf confidence

7.6.2.3 Notes

In cases where a specific claim is not mandated, it is helpful if the assurance objectives can be stated or related to a

specific assura
7.6.3 BP.06.
Define a securi

7.6.3.1 Descri

nce claim to be achieved or met. This helps to reduce misunderstandings and ambiguity.
02 - Define Assurance Strategy
ty assurance strategy to address all assurance objectives.

ption

The purpose of a security assurance strategy is to plan for and ensure that the security objectives are implemented and
enforced correctly. Evidence produced through the implementation of a security assurance strategy should provide an
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acceptable level of confidence that the system security measures are adequate to manage the security risk. Effective
management of the assurance related activities is achieved through the development and enactment of a security

assurance strategy. Early identification and definition of assurance related requirements is essential to producing the
necessary supporting evidence. Understanding and monitoring the satisfaction of customer assurance needs through
continuous external coordination ensures a high quality assurance package.

7.6.3.2 Example Work Products

ide

7.6.3.3 Notes

The security
customer, sy

7.6.4 BP.06.03 - Control Assurance Evidence

Identify and
7.6.4.1 Des
Security ass

security eng
ensure currg

icription

TOTIOT treoT

assurance strategy is coordinated with all affected internal engineering groups/and exter
stems security certifier, or user) as defined in PA09 Coordinate Security.

control security assurance evidence.

urance evidence is gathered as defined in the security assurance strategy through interag
neering process areas to identify evidence at variousdéyels of abstraction. This evidence
ncy with existing work products and relevancy with‘security assurance objectives.

7.6.4.2 Exaln
. secyrity assurance evidence repository (e.g., database, engineering notebook, test results, ey

stor
eng

7.6.4.3 Notes

Assurance W
process, phy

7.6.5
Perform ang
7.6.5.1 Des

Assurance €
objectives, t

BP.06.04 - Analyse Eyidence

ple Work Products

s all evidence generated during development, testing, and use. Could take the form of a
neering notebook, test results, or evidence log.

ork products can be developed from the system, architecture, design, implementation, er
sical development environment, and physical operational environment.

ysis of securify.assurance evidence.

cription

security assurance strategy - describes the plan for meeting the customer's security assurance objectives and

nal groups (e.g.,

tion with all
is controlled to

idence log) -
database,

gineering

vidence analysis is conducted to provide confidence that the evidence that is collected m

security eng

hus'satisfying the customer's security needs. An analysis of the assurance evidence deteﬁ

neering and security verifncation processes are adequate and complete enough to conc ude that the

pets the security
mines if system

security features and mechanisms are satisfactorily implemented. Additionally, the evidence is analysed to ensure that
the engineering artifacts are complete and correct with respect to the baseline system. In the event of insufficient or
inadequate assurance evidence, this analysis may necessitate revisions to the system, security work products and
processes that support the security objectives.

7.6.5.2 Exa

mple Work Products

assurance evidence analysis results - identifies and summarizes the strengths and weaknesses of evidence in
the repository.

7.6.5.3 Notes

Some assurance evidence can only be generated from a consolidation of other system engineering artifacts or inferred
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from a consolidation of other assurance.

7.6.6 BP.06.

Provide a secu

05 - Provide Assurance Argument

rity assurance argument that demonstrates the customer's security needs are met.

7.6.6.1 Description

An overall assurance argument is developed to demonstrate compliance with security assurance objectives and

provided to th
combination of
should be revig
assurance objg

buOtUl erT. AI rdoourariove di uul et It IO [} OUt Uf otatcd doourdarivc UbJUUtIVUO that arc OU'J'J
assurance evidence that may be derived from multiple levels of abstraction. The assuran
wed for deficiencies in the presentation of evidence as well as for deficiencies in meeting
ctives.

7.6.6.2 Example Work Products

assurg
pieces

7.6.6.3 Notes

The high-level
possible parts
the assurance
argument may

7.7 PA07

7.71

The purpose o
activities. This
maintaining op
used to coordin
including mem

7.7.1.2 Goals

ed by a
Ce argument
security

nce argument with supporting evidence - a structured set of assurance-objéctives supporfed by various

of assurance evidence.

security assurance argument might be that objectives of the relevant criteria have been m
bf the assurance argument might address how threats t@ system assets have been addre
bbjectives is supported by relevant and sufficient evidénce to meet the applicable standarn
be used by the customer, systems security certifier;and users.

Coordinate Security

s Area

Proc:I
7.7.1.1 Summary Description

Coordinate Security is to ensure that all parties are aware of and involved with security &

bctivity is critical as security,engineering cannot succeed in isolation. This coordination in
En communications between all project personnel and external groups. Various mechanis
ate and communicate the security engineering decisions and recommendations between
branda, documents, ‘e=mail, meetings, and working groups.

All me

bers of(the project team are aware of and involved with security engineering activities to

necesgary tosperform their functions;

Decisipns’and recommendations related to security are communicated and coordinated.

et. Other
sed. Each of
d of proof. This

ngineering
olves

ms may be
these parties,

the extent

7.71.3

BP.07.
BP.07.
BP.07.
BP.07.

Base Practice List

01 Define security engineering coordination objectives and relationships.

02 Identify coordination mechanisms for security engineering.

03 Facilitate security engineering coordination.

04 Use the identified mechanisms to coordinate decisions and recommendations related to

security.

7.7.1.4 Process Area Notes

This process area ensures that security is an integral part of the total engineering effort. Security engineers should be
part of all major design teams and working groups. It is especially important that security engineering establishes

relationships with other engineering teams early in the life cycle when critical design decisions are made. This process
area can be equally applied to both development and operational organizations.
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7.7.2 BP.07.01 - Define Coordination Objectives
Define security engineering coordination objectives and relationships.
7.7.2.1 Description

Many groups need to be aware of and involved with security engineering activities. The objectives for sharing
information with these groups is determined by examining the project structure, information needs, and project
requirements. Relationships and commitments with the other groups are established. Successful relationships take
many forms, } rHies-

. infofmation sharing agreements - describe a process for sharing information betweén groups|identifying the
partles involved, media, format, expectations, and frequency;
. working group memberships and schedules - describe the organization's working groups, including their

membership, roles of members, purpose, agenda, and logistics;
. orggnizational standards - describe the processes and procedures for communicating security related

infofmation between the various working groups and with the customer,
7.7.2.3 Notes
Coordinatior) objectives and relationships should be defined as early’as-possible in the project, to enspre that
communicatjon lines are well established. All engineering groups should define roles for security engipeers in the day to
day operations (e.g. sit in on reviews, attend training, review designs). If this is not done, the risk of m(ssing a key
aspect of sepurity increases.

7.7.3 BP.07.02 - Identify Coordination Mechanisms
Identify coorgination mechanisms for security engineering.
7.7.3.1 Deskription

There are mpny ways that the security engineering decisions and recommendations can be shared with all engineering
groups. Thig activity identifies the different ways that security is coordinated on a project.

It is not uncgmmon to have multiple, security personnel working on the same project. In these situations, all security
engineers should be working teward a commonly understood goal. Interface identification, security mgchanism
selection, trgining and devel¢pment efforts need to be conducted in such a way as to ensure that each security
component ¢pperates as expected when placed in the operational system. Additionally, all engineering[teams must
understand {he security’engineering efforts and engineering activities, to allow for clean integration of [security into the
system. The|customer must also be aware of events and activities related to security to ensure that requirements are
identified anf addressed appropriately.

7.7.3.2 Example Work Products

. communication plans - include the information to be shared, meeting times, processes and procedures to be
used between members of working groups and with other groups;

. communication infrastructure requirements - identify the infrastructure and standards needed to share
information between working group members and with other groups effectively;

. templates for meeting reports, message, memoranda - describe the format for various documents, to ensure

standardization and efficient work.
7.7.3.3 Notes

None.
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7.7.4 BP.07.

03 - Facilitate Coordination

Facilitate security engineering coordination.

7.7.4.1 Descri

ption

Successful relationships rely on good facilitation. Communication between different groups with different priorities may
result in conflicts. This base practice ensures that disputes are resolved in an appropriate productive manner.

7.7.4.2 Example-WeorkProduets

proced
organis
meetin
goals §
action

schedy
7.7.4.3 Notes
None.
7.7.5 BP.07

Use the identifi

7.7.5.1 Description

The purpose o
security engine

7.7.5.2 Example Work Products

decisid
workin

memo
7.7.5.3 Notes
None.

7.8 PAO08

recomimendations - communication of security related recommendations to affected groups via 1

ures for conflict resolution - identifies the approach for efficiently resolving conflicts within
rational entities;

g agendas, goals, action items - describes the topics to be discussed at a meeting, emph
nd action items to be addressed;

tem tracking - identifies the plan for working and resolving an action itemsincluding respg
le, and priority.

04 - Coordinate Security Decisions and Recommendations

ed mechanisms to coordinate decisions and recommendations related to security.

this base practice is to communicate security decisions and recommendations among th
ers, other engineering groups, external-entities, and other appropriate parties.

ns - communication of securityrelated decisions to affected groups via meeting reports, 1
j group minutes, e-mail, security guidance, or bulletin boards;

anda, working group.minutes, e-mail, security guidance, or bulletin boards.

Monitor Security Posture

and between
hsizing the

nsibility,

B various

nemoranda,

heeting reports,

7.8.1

Process Area

7.8.1.1 Summary Description

The purpose of Monitor Security Posture is to ensure that all breaches of, attempted breaches of, or mistakes that could
potentially lead to a breach of security are identified and reported. The external and internal environments are monitored
for all factors that may have an impact on the security of the system.

7.8.1.2 Goals

Both internal and external security related events are detected and tracked;
Incidents are responded to in accordance with policy;
Changes to the operational security posture are identified and handled in accordance with the security

objectives.
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7.8.1.3 Base Practice List

BP.08.01 Analyse event records to determine the cause of an event, how it proceeded, and likely future
events.

BP.08.02 Monitor changes in threats, vulnerabilities, impacts, risks, and the environment.

BP.08.03 Identify security relevant incidents.

BP.08.04 Monitor the performance and functional effectiveness of security safeguards.

BP. 08 05 Review the securlty posture of the system to |dent|fy necessary changes.

Security posfture indicates the readiness of the system and its environment to handle eurrent threats, and vulnerabilities

and any imppct to the system and its assets. This process area then, involves the activities in PA10 D
Vulnerabilitigs and PAO5 Assess Operational Security Risk. The data gathered about both the interna
environment is analysed both in its own context and in relation to other data thatimay result from even
before, in pdrallel with, or after an event in question. The process area addresses both the target envi
for the system and the environment in which the system is developed. Any. particular system has to fu
conjunction ith existing systems which can affect its overall security, thts these existing systems shg
the monitoring.

7.8.2 BP.§8.01 - Analyse Event Records

Analyse evept records to determine the cause of an event, how it proceeded, and likely future events.
7.8.2.1 Deskription

Examine hisforical and event records (compositions’of log records) for security relevant information. T
interest shoyld be identified along with the factors'used to correlate events among multiple records. M

records can [then be fused into a single eventitecord.

7.8.2.2 Example Work Products

etermine Security
and external

ts occurring
onment intended
hction in

uld be included in

he events of
ultiple event

. des¢riptions of each event:- identifies the source, impact, and importance of each detected event;

. constituent log records and sources - security related event records from various sources;

. event identification parameters - describe which events are and are not being collected by vatious parts of a
system;

. listing of all current single log record alarm states - identifies all requests for action based on gingle log records;

. listing of all current single event alarm states - identifies all requests for action based on events which are
formed from~multiple log records;

. peripdic report of all alarm states that have occurred - synthesizes alarm listings from multiplgl systems and
does preliminary analysis;

. log analysis and summaries - performs analysis on the alarms that have occurred recently and reports the

results for broad consumption.

7.8.2.3 Notes

Many audit logs are likely to contain information related to a single event. This is particularly the case in a
distributed/networked environment. Often an event leaves a trace in multiple locations across the network. To ensure
that individual records are valuable and contribute to a complete understanding of the event and its behaviour, the

individual log records need to be combined or fused into a single event record.

Analysis can be performed on single records and on multiple records. Analysis of multiple records of the same type
often uses statistical or trend analysis techniques. Analysis of multiple records of different types may be performed on
log records and event (fused) records, although it is more normal to perform multiple event record analysis on the same

type of events.
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Alarms, i.e. requests for action based on a single occurrence, should be determined for both log records and fused
event records. Log and event records from the development environment also need to be included in the analysis.

7.8.3 BP.08.

02 - Monitor Changes

Monitor changes in threats, vulnerabilities, impacts, risks, and the environment.

7.8.3.1 Descri

ption

Look for any ck

The security in
relate to its en
effectiveness 3
analysed to as

7.8.3.2 Example Work Products

report
periodi

their impact and need for response.

7.8.3.3 Notes
Both internal a

When changes
Assess Operat

784 BP.08

Identify securit

7.8.4.1 Description

Determine if a
relevant incide
system informa
of system state

7.8.4.2 Example Work Rroducts

. incider
incider
incider

ot H + 4+l ££ e £ 4l £ e + 1N H 1
Ayt o uiat 1iidy nmrpyact uic TITTUUVETICoo UT T LUTTTTIU OTLUTILYy PUOSLUTT, TIUITCT PUOIUVTTY

plemented for any system should be in relation to the threats, vulnerabilities, impacts and
ironment both internal and external. None of these are static and changes influence-both

bess their significance with regard to the effectiveness of the security.

bf changes - identifies any external or internal changes that may affect the security postun
c assessment of significance of changes - performs analysis on changes in security postu

nd external sources should be examined as well as‘the development and operational env

are noted a response should be triggered, usually a review of the risk analysis or part th
onal Security Risk.

03 - Identify Security Incidents

relevant incidents.

ecurity relevant incident has occurred, identify the details, and make a report if necessarj
nts may be detected.using historical event data, system configuration data, integrity tools,
tion. Since some incidents occur over a long period of time, this analysis is likely to involy
s over time.

t list and~definitions - identifies common security incidents and describes them for easy r¢g
t response instructions - describes the appropriate response to security incidents that arig

Or negatively.

risks as they
the

nd appropriateness of the system's security. All must be monitored for change; and the clhanges

e of the system;
re to determine

ronments.

reof. See PA05

y. Security
and other
e comparison

cognition;
e;

t'reports - describes what incident occurred and all relevant details, including source of th

e incident, any

damage, response taken, and further action required;

relevant details, including the source, any damage, response taken, and further action required;

require more security, and possible cost savings from lowering security.

7.8.4.3 Notes

reports related to each intrusion event detected - describes each intrusion event detected and provides all

periodic incident summaries - provides a summary of recent security incidents, noting trends, areas that may

Security incidents can occur in both the development and operational environment. These incidents can impact the
system being developed or the operational system in different ways. Deliberate technical attacks by hackers or

malicious code (viruses, worms, etc.) necessitate a different approach than protection against random events. Analysis
of the system configuration and state is required to detect the attacks. Appropriate response plans should be prepared,
tested and put into action. Many technical attacks require rapid, predefined response to minimize the ongoing spread of
the damage. In many cases uncoordinated responses can make the situation worse. In the cases that necessitate it, the
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response should be identified and defined (BP.07.06).

7.8.5

BP.08.04 - Monitor Security Safeguards

Monitor the performance and functional effectiveness of security safeguards.

7.8.5.1 Description

Examine the performance of safeguards to identify changes in the performance of the safeguard.

7.8.5.2 Exainple Work Products

peri

confliguration or other problems;

peri
nee

7.8.5.3 Notes

Safeguards
left in an ina
effectivenes
7.8.6
Review the s

7.8.6.1 Des

The security|
system conf

security plag

7.8.6.2 Exaln
. secyrity review - contains a description of the current security risk environment, the existing s

and
risk
ope

BP.08.05 - Review Security Posture

cription

pdic safeguard status - describes the state of the existing safeguards in order to detect pg

bdic safeguard status summaries - provides a summary of the state of existing,safeguards
jed improvements, and possible cost savings from lowering security.

brotecting the development and operational environments should be monitored. Many saf
bpropriate or non-effective state after use. Many safeguards provide indications of their cy
5 and maintenance requirements. All three aspects need to-be reviewed on a periodic bas

ecurity posture of the system to identify necessary.changes.

posture of a system is subject to changé based on the threat environment, operational re
guration. This practice re-examines the’reasons why security was put in place and the re
es on other disciplines.

ple Work Products
an analysis of whetherthe two are compatible;

pcceptance review =\a statement by the appropriate approval authority that the risk assoc
ating the system isacceptable.

7.8.6.3 Not

policy and regulations.

ssible mis-

, hoting trends,

pguards can be
rrent status,
S.

quirements, and
juirements

bcurity posture,

ated with

t and changes
, a review should
ith appropriate

quacy
appropriateness of the current level of risk acceptance. The review should be based on the organizations approach to
security assessment, see PA05 Assess Security Risk. In the same manner that the operational environment is
reviewed, the development environment in which the systems is created should also be periodically reviewed. In fact,
the development environment can be considered as an operational environment for the development of systems.

7.8.7

Manage the

BP.08.06 - Manage Security Incident Response

response to security relevant incidents.

7.8.7.1 Description

In many cases, the continued availability of systems is critical. Many events can not be prevented, thus the ability to
respond to disruption is essential. A contingency plan requires the identification of the maximum period of
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non-functionality of the system; the identification of the essential elements of the system for functionality; the
identification and development of a recovery strategy and plan; testing of the plan; the maintenance of the plan.

In some cases contingencies may include incident response and active engagement of hostile agents (e.g. viruses,
hackers etc.).

7.8.7.2 Example Work Products
. system recovery priority list - contains a description of the order in which system functions will be protected and

d functions and

. he system

. maintenance schedule - contains the dates for all system maintenance, both upgrades’and prevgntative and is
typically integrated with the test schedule;

. incident reports - describes what incident occurred and all relevant details, ineluding source of tHe incident, any
damade, response taken, and further action required;

. periodic reviews - describes the procedure to be performed during periodic\réviews of the security of the
systen, including who is to be involved, what checks will be made, and\.what the output will contpin;

. contingency plans - identifies the maximum acceptable period of system downtime, the essential elements of

the sygtem, a strategy and plan for system recovery, business resdmption, situation management, and
procedures for testing and maintenance of the plan.

7.8.7.3 Notes

Future events ¢an not be pre-determined, but, unless they areto’cause chaos, they must be managed. If the situation
falls outside th¢ pre-identified scenarios, it is elevated to the'@ppropriate business management decisior| level.

7.8.8 BP.08/07 - Protect Security Monitoring Artifacts
Ensure that the artifacts related to security monitering are suitably protected.
7.8.8.1 Description

If the products jof monitoring activities canhot be depended upon they are of little value. This activity includes the
sealing and arghiving of related logs, audit reports and related analysis.

7.8.8.2 Example Work Products

. a listing all archivéd.ogs and associated period of retention - identifies where artifacts associatefl with security
monitoring are stored and when they can be disposed;

. periodic results*of spot checks of logs that should be present in archive - describes any missing feports and
identifips the.appropriate response;

. usage pf.archived logs - identifies the users of archived logs, including time of access, purpose, jand any
comments;

. periodic results of testing the validity and usability of randomly selected archived logs - analyses randomly

selected logs and determines whether they are complete, correct, and useful to ensure adequate monitoring of
system security.

7.8.8.3 Notes

The maijority of monitoring activities, including auditing, produce output. This output may be acted upon immediately or
recorded for later analysis and further action. The contents of the logs should be designed to aid in the understanding of
what occurred during an incident, and to detect changes in trends. The output log should be managed in compliance
with applicable policy and regulations. Logs must be reliable and protected from tampering or accidental damage. When
the log is full it must be replaced with a new one or emptied. When the log is changed any records that are not required
should be removed and other reduction actions that may be required performed. Logs should be sealed, to prevent any
changes from going undetected and should be archived for the proscribed period.
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7.9 PAO09 - Provide Security Input

7.9.1 Process Area

7.9.1.1 Summary Description

The purpose of Provide Security Input is to provide system architects, designers, implementers, or users with the
security mformatlon they need ThIS information mcludes securlty architecture, de3|gn or implementation alternatives

and security
members b

All

riate organization

gecurity goals;

unctions;

7.9.1.3 Basg Practice List
BP.09.01 Work with designers, developers, and users to enslre that appropriate partieg have a common
understanding of security input needs.
BP.(9.02 Determine the security constraints and congiderations needed to make informped engineering
choices.
BP.09.03 Identify alternative solutions to securityteldted engineering problems.
BP.(9.04 Analyse and prioritize engineering alternatives using security constraints and|considerations.
BP.(9.05 Provide security related guidance to the other engineering groups.
BP.(09.06 Provide security related guidancéto operational system users and administrgtors.
7.9.1.4 Progess Area Notes

This process
security is a

area provides security input to support system design and implementation activities. The
h integral part of system development and not an end unto itself. Each of the base practic
the entire engineering organization, produces security specific results, and communicates those resul
entire engingering organization. The processes identified are applicable to the development of new fa
operation and maintenance of existing-ones.

This procesg area covers securitysinput to both development (designers and implementors) and opera
administratofs). In addition, By combining the design and implementation security activities into a sing
emphasizes|that these activities are very similar, but are at different levels of abstraction. The alternat

focus is on how
bs uses input from
s back to the
Cilities or the

tion (users and
€ process area, it
ve solutions

range in scope from full’system architectures to individual components. Some aspects of security reqlirements impact

the environment in which the system is developed rather than the system itself.

All base pragtices within this process area can be iterative and all occur at multiple points through the

system life cycle.

79.2 BP.

Work with designers, developers, and users to ensure that appropriate parties have a common understanding of

security input needs.

7.9.2.1 Description

Security engineering is coordinated with other disciplines to determine the types of security input that are helpful to
those disciplines. Security input includes any sort of guidance, designs, documents, or ideas related to security that
should be considered by other disciplines. Input can take many forms, including documents, memoranda, e-mail,

training, and consultation.

This input is based on the needs determined in PAO1 Specify Security Needs. For example, a set of security rules may
need to be developed for the software engineers. Some of the inputs are more related to the environment than the
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system.

7.9.2.2 Example Work Products

provide input to other disciplines (e.g., documents, memoranda, training, consulting);

7.9.2.3 Notes

agreements between security engineering and other disciplines - definition of how security engineering will

descriptions of input needed - standard definitions for each of the mechanisms for providing security input.

Assurance oijrctives may have an influence on the specific security needs, particularly in such aspects

dependencies.

They may also provide additional justification to security needs. In this case, security.eng

to provide the ¢ther disciplines with guidance on how to produce the appropriate evidence.

79.3 BP.09

Determine the

02 - Determine Security Constraints and Considerations

security constraints and considerations needed to make informed engineering choices.

7.9.3.1 Description

The purpose o
engineering ch
considerations
identified at all
these constrair

this base practice is to identify all the security constraints and considerations needed to

bices. The security engineering group performs analysis to.determine any security constr
on the requirements, design, implementation, configuration;’and documentation. Constra
times during the system's life. They may be identified@tymany different levels of abstracti
ts can be either positive (always do this) or negative/(never do this).

7.9.3.2 Example Work Products

securif]
overall
securit]
systen
docum

(e.g., 3
7.9.3.3 Notes
These constrai
engineering gu

requirements, i

794 BP.09

y design criteria - security constraints and considerations that are needed to make decisid
system or product design;

y implementation rules - security constraints and considerations that apply to the implems
or product (e.g., use of specific mechanisms, coding standards);

entation requirements - identification of specific documentation needed to support securit
dministrators manual, users manual, specific design documentation).

hts and considerations are used to identify security alternatives (BP.02.03) and to provide
dance (BP.02.05); A major source of the constraints and considerations is the security re
dentified in RAG1 Specify Security Needs.

03 - Identify Security Alternatives

BS
neering need

ake informed
ints and
nts may be
bn. Note that

ns regarding
ntation of a

requirements

security
evant

Identify soluti0||\s to'security related engineering problems.

7.9.4.1 Description

The purpose of this base practice is to identify alternative solutions to security related engineering problems. This

process is iterative and transforms security related requirements into implementations. These solutions can be provided
in many forms, such as architectures, models, and prototypes. This base practice involves decomposing, analysing, and
recomposing security related requirements until effective alternative solutions are identified.

7.9.4.2 Example Work Products

system architecture in a way that satisfies the security requirements;

of the functions of the system that will enforce security or that relate to security;

48

security views of system architecture - describe at an abstract level relationships between key elements of the
security design documentation - includes details of assets and information flow in the system and a description

security models - a formal presentation of the security policy enforced by the system; it must identify the set of
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rules and practices that regulate how a system manages, protects, and distributes information; the rules are

som

fund

etimes expressed in precise mathematical terms [NCSC88];

amental concepts, functions, and services as they relate to the security of the system;

security architecture - focuses on the security aspects of a systems architecture, describing the principles,

mechanisms interrelate and depend upon one another to produce effective security for the whole system;

iden

tifies areas where additional safeguards may be needed.

7.9.4.3 Notes

The solution
be consister
consideratio
related to pr:
selected, gu

7.9.5

Analyse and

7.9.5.1 Deskription

The purpose
consideratio
evaluate eaq
engineers sk

These engin
alternatives

7.9.5.2 Exa

BP.09.04 - Analyse Security of Engineering Alternatives

alternatives include architecture, design, and implementation solutions. These security a
t with the constraints and considerations identified when determining security constraints
hs (BP.02.02). The alternatives are also a part of the trade-off comparisons (BP.02104). T|
bviding security engineering guidance (BP.02.05) in so much as once the prefefred altern
dance to the other engineering disciplines is required.

prioritize engineering alternatives using security constraints and considerations.

of this base practice is to analyse and prioritize enginegring alternatives. Using the secu

hs identified when determining security constraints andconsiderations (BP.02.02), securi
h engineering alternative and come up with a recommendation for the engineering group
ould also consider the engineering guidance from.ether engineering groups.

eering alternatives are not limited to the secutity alternatives identified (BP.02.03), but ca
from other disciplines as well.

mple Work Products

trad
sec

objdctives (e.g., cost, functionality).
7.9.5.3 Notes
None.
7.9.6 BP.§9.05 <Provide Security Engineering Guidance

Provide security.related guidance to engineering groups.

7.9.6.1 Des

endito-end trade-off study results- results of various decisions throughout the life cycle of a p
prodess, focussing on areas where security requirements may have been reduced in order to

p-off study results and recommendations - includes analysis of all engineering alternatives
rity constraints and considerations as provided in BP02.02;

and
nis activity is

The security

N include

5 considering

meet other

cription

The purpose of this base practice is to develop security related guidance and provide it to the engineering groups.
Security engineering guidance is used by the engineering groups to make decisions about architecture, design, and

implementat

7.9.6.2 Exa

ion choices.

mple Work Products

architecture that satisfies the security requirements;

syst

em;
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design recommendations - includes principles or constraints that guide the design of the system;
implementation recommendations - includes principles or constraints that guide the implementation of the

reliance analysis (safeguard relationships and dependencies) - a description of how the security services and

ternatives should

ative has been

ity constraints and
y engineers can

Foduct, system, or

architecture recommendations - includes principles or constraints that will support the development of a system

49


https://iecnorm.com/api/?name=9f0d7ceb5965779f127838ed81db434c

ISO/IEC 21827:2002(E)

the system;

person

nel, and administrative mechanisms;

isolation of security controls);

coding

7.9.6.3 Notes

standards - constraints on how the system is implemented.

security architecture recommendations - includes principles or constraints that define the security features of
philosophy of protection - high-level description of how security is enforced, including automated, physical,

design standards, philosophies, principles - constraints on how the system is designed (e.g., least privilege,

The amount of|guidance required and the level of detail depends on the knowledge, experience and fam

other engineering disciplines with security. In many cases much of the guidance may relate to the develq

environment FJI

7.9.7 BP.09

Provide securit

her than the system under development.
06 - Provide Operational Security Guidance

y related guidance to operational system users and administrators.

7.9.7.1 Description

The purpose o
administrators.
operate, and d
operational seq

this base practice is to develop security related guidance and provide it to system users
This operational guidance tells the users and administrators:\what must be done to install

urity guidance should start early in the life cycle.

7.9.7.2 Example Work Products

admini
operat

securit
countel
requirg
system
the se

7.9.7.3 Notes

strators manual - description of system administrator functions and privileges for installing
ng, and decommissioning the system in a ‘secure manner;

users fnanual - description of the security mechanisms provided by the system and guidelines fq

y profile - security environment (threats; organizational policy); security objectives (e.g., th
red); security functional and assurance requirements; rationale that system developed to
ments will meet the objectives;

urity objectives.

The developmegnt environmentis considered to be an operational environment for the development of sy

710 PA10

Specify Security Needs

7.10.1 Proce

s Area

liarity of the
pment

and
configure,

bcommission the system in a secure manner. To ensure’that this is possible, the developinent of the

, configuring,

r their use;
reats to be
these

configuration instructions -.instructions for configuration of the system to ensure its operation will meet

stems.

7.10.1.1 Summary Descripfion

The purpose of Specify Security Needs is to explicitly identify the needs related to security for the system. Specify
Security Needs involves defining the basis for security in the system in order to meet all legal, policy, and organizational
requirements for security. These needs are tailored based upon the target operational security context of the system,
the current security and systems environment of the organization, and a set of security objectives are identified. A set of
security-related requirements is defined for the system that becomes the baseline for security within the system upon

approval.

7.10.1.2 Goals

50

A common understanding of security needs is reached between all parties, including the customer.
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7.10.1.3 Base Practice List

BP.10.01 Gain an understanding of the customer's security needs.

BP.10.02 Identify the laws, policies, standards, external influences and constraints that govern the
system.

BP.10.03 Identify the purpose of the system in order to determine the security context.

BP.10.04 Capture a high-level security oriented view of the system operation.

BP.10.05 Capture high-level goals that define the security of the system.

BP.10.06 Define a consistent set of statements which define the protection to be implemented in the
csvctam
System-

BP.10.07 Obtain agreement that the specified security requirements match the custémer's needs.

7.10.1.4 Prdcess Area Notes

This process
functional, p

area covers the activities defining all aspects of security in the entire information system
rocedural). The base practices address how the security needs are identified and refined
baseline of decurity-related requirements which used in the design, development, verification, operatig
maintenanceg of the system. In most cases it is necessary to take into account the existing environmer
security neefls. The information gained and produced by this process area is collected, further refined
updated thrqughout a project (particularly in Provide Security Input (PA02)),.in order to ensure custon
being addre$sed.

7.10.2 BP.10.01 - Gain Understanding of Customer's Security Needs
Gain an undgrstanding of the customer's security needs.
7.10.2.1 Description

The purposq of this base practice is to collect all infornfation necessary for a comprehensive understa
customer's decurity needs. These needs are influenced by the importance to the customer of security
environment in which the system is intended to opérate also influences the customer's needs with reg

7.10.2.2 Example Work Products

customer security needs statement - high-level description of security required by the custom

7.10.2.3 Nofes
The term cu
recipient bag
distinguishe

stomer may refef toa specific recipient of a product, system, or service, or may refer to a
ed upon markKet research or product targeting. Different groups of users may need to be
. For examiple, ordinary users may have different needs from administrators.

7.10.3 BP.10.02 <Identify Applicable Laws, Policies, And Constraints

(e.g., physical,
nto a coherent
n, and

t and associated
used, and

er needs are

nding of the
risk. The target
ard to security.

generalized
dentified and

Identify the Iaws/policies, standards, external influences and constraints that govern the system.

7.10.3.1 Description

The purpose of this base practice is to gather all external influences which affect the security of the system. A
determination of applicability should identify the laws, regulations, policies and commercial standards which govern the
target environment of the system. A determination of precedence between global and local policies should be
performed. Requirements for security placed on the system by the system customer must be identified and the security

implications extracted.

7.10.3.2 Example Work Products

3

security profile - security environment (threats, organizational policy); security objectives (e.g.

security constraints - laws, policies, regulations, and other constraints that influence the security of a system;
, threats to be

countered); security functional and assurance requirements; rationale that system developed to these
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requirements will meet the objectives.

7.10.3.3 Notes

Particular consideration is required when the system will cross multiple physical domains. Conflict may occur between
laws and regulations that are applicable in different countries and different types of business. As part of the identification
process, conflicts should at a minimum, be identified and resolved if possible.

7.10.4 BP.10.

:tption

Identify the pu
7.10.4.1 Desc

The purpose o
the purpose of
are assessed f
subjecttois re
security. Oper3

The environmeg
perimeter of th

Many factors e
These factors i
influences, glo
and periodic as

7.10.4.2 Exam

7.10.4.3 Note

The security pg

perimeter could contain the fagility in which the system resides and the personnel operating the system

system boundz

measures to b considéred as effective safeguards for access control in addition to purely technical med

7.10.5 BP.10

Capture a high

expected threat environment - any known orpresumed threats to the system assets against whi
needed; include threat agent (expertise, available resources, motivation), the attack (method, vu
exploited, opportunity), the asset;

target pf evaluation - description of the system or product whose security features are to be eval
intended application, general features, limitations of use) [CCEB96].

03 - Identify System Security Context

ose of the system in order to determine the security context.

this base practice is to identify how the system's context impacts security. This/involves

the system (for example, intelligence, financial, medical). Mission processing and operati
br security considerations. A high-level understanding of the threat to which the system is
uired at this stage. Performance and functional requirements are assessed for possible i
ting constraints are also reviewed for their security implications.

nt might also include interfaces with other organizations or systems in order to define the
b system. Interface elements are determined to be either inside or outside of the security

kternal to the organization also influence to varying degrees the security needs of the org
hclude the political orientation and changes in political focus, technology developments, €
bal events, and Information Warfare activities. As:none of these factors are static they req
sessment of the potential impact of change.

le Work Products

rimeter of the system is not necessarily identical to the system boundary. For example, th

ry may stop’at the human-machine interface. This expanded security perimeter enables [

04/-'Capture Security View of System Operation

inderstanding
bNS scenarios
or may be
mpacts on

security
perimeter.

hnization.
conomic
Lire monitoring

Ch protection is
nerabilities

uated (type,

e security
vhereas the
hysical
sures.

-level security oriented view of the system operation.

7.10.5.1 Description

The purpose of the base practice is to develop a high-level security oriented view of the enterprise, including roles,
responsibilities, information flow, assets, resources, personnel protection, and physical protection. This description
should include a discussion of how the enterprise can be conducted within the constraints of the system requirements.
This view of the system is typically provided in a security concept of operations and should include a high-level security
view of the system architecture, procedures, and the environment. Requirements related to the system development
environment are also captured at this stage.

7.10.5.2 Exam

52

ple Work Products

security concept of operations - high-level security oriented view of the system (roles, responsibilities, assets,
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information flow, procedures);

architecture.

7.10.5.3 Notes

None.

7.10.6 BP.10.05 - Capture Security High-Level Goals

Capture high
7.10.6.1 Des
The purpose

the system i
Assurance A

7.10.6.2 Example Work Products

. ope
prot
syst
dist

7.10.6.3 No
The objectiv|
present due
constraints g
as a minimu
the system &
7.10.7 BP.

Define a cor

conceptual security architecture - a conceptual view of the security architecture; see BP02.03 security

-level goals that define the security of the system.
bcription
of this base practice is to identify what security objectives should be met toprovide adeq

N its operational environment. The assurance objectives of the system, determined in PA(
rgument may influence the security objectives.

ational/environmental security policy - rules, directives, and practices that govern how as
bcted, and distributed within and external to an organization;

em security policy - rules, directives, and practices that govern how assets are managed,
ibuted by a system or product.

es

bs should be, as far as possible, independentof any particular implementation. If particula
nd considerations for making informed_.engineering choices are determined. The security
M address the availability, accountability, authenticity, confidentiality, integrity and reliabili
nd information.

10.06 - Define Security Related Requirements

sistent set of requirements-which define the protection to be implemented in the system.

7.10.7.1 De

cription

The purposq of this base_practice is to define the security-related requirements of the system. The prz
ensure eachl requirement.is consistent with the applicable policy, laws, standards, requirements for se
constraints gn the system. These requirements should completely define the security needs of the sys
those requirgments:to be provided through non-technical means. It is normally necessary to define or
boundary of[the target, logical or physical, to ensure that all aspects are addressed. The requirementg
mapped or related to the objectives of the system. The security-related requirements should be clearly

uate security for
6 Build

bets are managed,

protected, and

r constraints are

to the existing environment they should betaddressed in PA02 Provide Security Input whén security

objectives should
ly requirements of

ctice should
curity and

tem including
specify the
should be
and concisely

stated and should not contradict one another.

pact on the system

y p y
functionality and performance. The security-related requwements should provide a basis for evaluating the security of

the system in its target environment.

7.10.7.2 Example Work Products

enforce conformance to a specified security policy;
traceability matrix - mapping of security needs to requirements to solutions (e.g., architecture,
implementation) to tests and test results.

7.10.7.3 Notes

security related requirements - requirements which have a direct effect on the secure operation of a system or

design,

Many requirements apply to multiple disciplines, so few requirements are exclusively security. This process area,
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therefore, requires a great deal of coordination with other disciplines to work out exactly what the system requirements

are. The activit

7.10.8 BP.10.

Obtain agreem

ies associated with this interaction are described in PA09 Security Coordination.
07 - Obtain Agreement On Security

ent that the specified security requirements match the customer's needs.

7.10.8.1 Description

In cases whereg
objectives set.

securi
applicg

7.10.8.3 Notes
It is important t

Particular care
process.

711 PAM1

7.11.1 Proce:

entified, rather than a specific customer, the r

a generic gro
he specified security requirements should be a complete and consistent reflectionof.go

y related requirements baseline - the minimum set of security related requirements as ag]e

ble parties (specifically the customer) at specified milestones.

b ensure that what agreed is truly understood by all concerned and that all have the sams
is required to ensure that the security requirementsimean the same thing to all those invg

Verify and Validate Security

5s Area

7.11.1.1 Summary Description

The purpose o

Verify and Validate Security is to ensure that solutions verified and validated with respec|

Solutions are V|
analysis, and t

7.11.1.2 Goal

erified against the security-fequirements, architecture, and design using observation, den
sting. Solutions are.validated against the customer's operational security needs.

Solutigns meet security requirements;
Solutigns meet(the customer's operational security needs.

7.11.1.3 Base Practice List

requirements.
tisfy the
erning policy,

fied security

ed to by all

understanding.
Ived in the

| to security.
onstration,

BP.11.01 Identify the solution o be verified and validated.

BP.11.02 Define the approach and level of rigour for verifying and validating each solution.

BP.11.03 Verify that the solution implements the requirements associated with the previous level of
abstraction.

BP.11.04 Validate the solution by showing that it satisfies the needs associated with the previous level of
abstraction, ultimately meeting the customer's operational security needs.

BP.11.05 Capture the verification and validation results for the other engineering groups.

7.11.1.4 Process Area Notes

This process area is an important part of system verification and validation and occurs at all levels of abstraction.
Solutions include everything from operational concepts to architectures to implementations and span the entire
information system, including environment and procedures.

54
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In the interest of obtaining objective results, the verification and validation group should be a group that is different than
the engineering groups; however, the group may be working side-by-side with the engineering groups. The results of
both verification and validation may be fed back to the entire engineering groups at any time during the solution life
cycle. Verification and validation are sometimes associated with the concepts of correctness and effectiveness.

7.11.2 BP.11.01 - Identify Verification and Validation Targets

Identify the solution to be verified and validated.

TTOTT

The purposq of this base practice is to identify the targets of the verification and validation activities) réspectively.

Verification
effective. Th

7.11.2.2 Ex

veri
worl

7.11.2.3 No
Many work
requirement:
associated
configuratior
7.11.3 BP.

Define the a

emonstrates that the solution is correctly implemented, while validation demonstrates th3
s involves coordination with the all the engineering groups throughout the life cycle.

mple Work Products

ication and validation plans - definition of the verification and validation-effort (includes re
products to be verified and validated).

es

roducts can be verified and validated, spanning a wide range of abstraction and complex
5, designs, architectures, implementations, hardware items, software items, and test plans
ith operation and maintenance of a system can alsé/bé€ verified and validated, including {
, user documentation, training materials, and incident response plans.

1.02 - Define Verification and Validation Approach

bproach and level of rigour for verifying-and validating each solution.

7.11.3.1 Description

The purpose
Identifying th
indicate how
assurance s
inspection fq

The method
security requ

of this base practice is to define the approach and level of rigour for verifying and validat
e approach involves seleeting how each requirement is verified and validated. The level ¢
intense the scrutiny of the-verification and validation effort should be and is influenced by
rategy from PAO6 Build Assurance Argument. For example, some projects may require a

r compliance with the-requirements and others may require much more rigorous examinagt

blogy should_ also include a means to maintain traceability from customer's operational se
irements tg)solutions to validation and verification results.

7.11.3.2 Example‘Work Products

t the solution is

sources, schedule,

ty. These include
. Work products
ystem

ng each solution.
f rigour should
the output of the
cursory

ion.

Curity needs to

test

analysis, demonstration, and observation plans - definition of the verification and validati

bn methods to be

use
test

(e-g,, testing, analysis) and the level of rigour (e.g., informal or jormal methods),
procedures - definition of the steps to be taken in the testing of each solution;

needs and requirements.

7.11.3.3 Notes

traceability approach - description of how verification and validation results will be traced to customer's security

The verification and validation approach should be compatible with the overall system verification and validation
approach. This will require significant coordination and interaction. Activities related to coordination are described in
PAQ9 Coordinate Security.

7.11.4 BP.11.03 - Perform Verification

Verify that the solution implements the requirements associated with the previous level of abstraction.
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7.11.4.1 Description

The purpose of this base practice is to verify that the solution is correct by showing that it implements the requirements
associated with the previous level of abstraction including the assurance requirements identified as a result of PA06
Build Assurance Argument. There are many methods of verifying requirements, including testing, analysis, observation,
and demonstration. The method to be used is identified in BP.03.02. Both the individual requirements and the overall
system are examined.

7.11.4.2 Example Work Products

. raw dafta from test, analysis, demonstration, and observation - results from any approaches usecll in verifying
that the solution meets the requirements;

. problein reports - inconsistencies discovered in verifying that a solution meets the requirements,

7.11.4.3 Note

None.

7.11.5 BP.11/04 - Perform Validation

Validate the sojution by showing that it satisfies the needs associated with the-previous level of abstractipn, ultimately
meeting the customer's operational security needs.

7.11.5.1 Desciliption
The purpose of this base practice is to validate that the solution satisfies the needs associated with the grevious level of
abstraction. Validation demonstrates that the solution meets thie€se needs effectively. There are many wdys to validate
that these needls have been met, including testing the solutién in an operational or representative test setting. The
method to be used is identified in BP.03.02.

7.11.5.2 ExamEIe Work Products

. probleimn reports - inconsistencies discovered in validating that a solution meets the security need;
. incons|stencies - areas where the solution does not meet the security needs;
. ineffective solutions - solutions that.do not meet the customer's security needs.

7.11.5.3 Noteg
This practice if related to traceability.
7.11.6 BP.11)05 - Provide Verification and Validation Results

Capture the vefificationand validation results for engineering groups.

7.11.6.1 Desciiption

The purpose of this base practice is to capture and provide the verification and validation results. The verification and

validation results should be provided in a way that is easy to understand and use. The results should be tracked so that

the traceability from needs, to requirements, to solution, and to test results is not lost.

7.11.6.2 Example Work Products

. test results - documentation of outcome of testing;

. traceability matrix - mapping of security needs to requirements to solutions (e.g., architecture, design,
implementation) to tests and test results.

7.11.6.3 Notes

None.
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Annex A
(normative)

Generic Practices

A1 Ge

This annex ¢

usedina prg;cess appraisal to determine the capability of any process. The generic practi¢es ‘are grou

common fe
has several

Cap
Cap
Cap
Cap
Cap

The general
the purpose
generic prag

neral

ontains the generic practices, that is, the practices that apply to all processes. The'gener|

ure and capability level. The generic practices are divided into the following capability ley
common features:

pbility Level 1 - Performed Informally;
ability Level 2 - Planned and Tracked;
ability Level 3 - Well Defined;

ability Level 4 - Quantitatively Controlled;
pbility Level 5 - Continuously Improving.

format of the capability levels is shown in Figure 10_The summary description contains a
of the process area. Each level is decomposed inte, a set of common features that consis
tices. Each generic practice is described in detaijl-following the common feature summary|

c practices are
ped according to
els, each of which

brief overview of
of a set of

Capa

pility Level 1 - Capability Level Title
Summary Description - An oyetview of the capability level
Common Features List - A list showing the number and name of each common feature
Common Feature 1.1 - CommonFeature Title
Summary Descriptioin=An overview of the capability level
Generic Practices List - A list showing the number and name of each generic practice
GP 1.1.1 - Generic Practice Title
Deseription - An overview of this generic practice
Notes - Any other notes about this generic practice
Relationships - Any relationships with other parts of the model
GP'\1.2...

Figure 10 - Capability Level Format

A.2 Caj

pability Level 1 - Performed Informally

A.21 Cap

ability Level Common Features

A.2.1.1 Common Feature Generic Practices

A.21.11

Summary Description

Base practices of the process area are generally performed. The performance of these base practices may not be
rigorously planned and tracked. Performance depends on individual knowledge and effort. Work products of the process
area testify to their performance. Individuals within the organization recognize that an action should be performed, and
there is general agreement that this action is performed as and when required. There are identifiable work products for

the process.
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A.21.1.2
This capability

Common Features List

level comprises the following common features:

Common Feature 1.1 - Base Practices Are Performed.

A.2.2 Common Feature 1.1 - Base Practices Are Performed

A.2.2.1 Common Feature Generic Practices

A.2.211

The Generic P
performed in s
are likely to be
A.2.21.2

This common f
GP 1.1
A.2.22 GP 1.1
A.2.2.21

Perform a prog
customer.

A.2.2.2.2

This process n
the organizatio

A3 Cap
A.31
A.3.1.1 Comnm
A31.11

Performance o

T
Capabiility Level Common Features

Summary Description
actices of this Common Feature simply ensure that the Base Practices of the Process Ar
bme manner. However, the consistency or performance and the quality of the work produ
highly variable due to the paucity of controls in place.

Generic Practices List
pature comprises the following generic practices:
.1 - Perform the Process
.1 - Perform the Process

Description

ess that implements the base practices of the‘process area to provide work products and

Notes

ay be termed the "informal process." The customer(s) of the process area may be interng
n.

ility Level 2 - Planned and Tracked

on Feature,Generic Practices

Summary Description

f theé base practices in the process area is planned and tracked. Performance according t

ba are being
ts produced

or services to a

| or external to

b specified

procedures is v

\Y . - ; . , . . ”
erfred-Work productstonformrtospetified-standardsandrequirermentseasurement s

used to track

process area performance, thus enabling the organization to manage its activities based on actual performance. The
primary distinction from Level 1, Performed Informally, is that the performance of the process is planned and managed.

A.3.1.1.2

This capability

Common Features List

level comprises the following common features:

Common Feature 2.1 - Planning Performance;
Common Feature 2.2 - Disciplined Performance;
Common Feature 2.3 - Verifying Performance;
Common Feature 2.4 - Tracking Performance.

A.3.2 Common Feature 2.1 - Planning Performance
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A.3.2.1 Common Feature Generic Practices
A3.211 Summary Description

The Generic Practices of this Common Feature focus on the aspects of planning to perform the Process Area and its
associated Base Practices. Thus the documentation of the process, provision of appropriate tools to perform the
process, planning of the performance of the process, training in the performance of the process, allocation of resources
to the process and the assignment of responsibility for the performance of the process are all addressed. These Generic
Practices form an essential foundation for disciplined performance of the process.

A.3.21.2 Generic Practices List

This commoh feature comprises the following generic practices:

. GP R.1.1 - Allocate Resources;

. GP P.1.2 - Assign Responsibilities;
. GP P.1.3 - Document the Process;
. GP P.1.4 - Provide Tools;

. GP R.1.5 - Ensure Training;

. GP P.1.6 - Plan the Process.

A.3.2.2 GP 2.1.1 - Allocate Resources
A.3.2.21 Description

Allocate adequate resources (including people) for performingithe process area.

A.3.2.2.2 Notes
None.
A.3.2.2.3 Relationships

Identificatior] of critical resources is doné.in process area PA16 Plan Technical Effort.
A.3.2.3 GP 2.1.2 - Assign Responsibilities
A.3.2.3.1 Description

Assign responsibilities for-developing the work products and/or providing the services of the process grea.

A.3.2.3.2 Notes
None.
A.3.2.3.3 Relationships

This practice is particularly related to process area PA16 Plan Technical Effort.
A.3.2.4 GP 2.1.3 - Document the Process
A.3.24.1 Description

Document the approach to performing the process area in standards and/or procedures.
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A.3.2.4.2

Notes

Participation of the people who perform a process (its owners) is essential to creating a usable process description.
Processes in an organization or on a project need not correspond one to one with the process areas in this model.
Therefore, a process covering a process area may be described in more than one way (e.g., policies, standards, and/or
procedures), to cover a process area, and a process description may span more than one process area.

A3.2.43

Relationships

Relationship to
increasing prog

Standards and

Other generic practices: This Is the Level Z process description. The process descriptions
ess capability (see 3.1.1, 3.1.2, 5.2.3, 5.2.4 for descriptions of this process).

procedures that describe the process at this level are likely to include measurements, so

performance can be tracked with measurement (see common feature 2.4).

This practice is
Organization's

A.3.2.5 GP 2.1
A.3.2.5.1
Provide approy
A.3.2.5.2

The tools requi
likely have a gq

A.3.2.5.3

Relationship to
practices on pr|

related to process areas PA17 Define Organization's Security Engineerihg, Process and
Security Engineering Processes.

.4 - Provide Tools
Description

riate tools to support performance of the process area:
Notes

red will vary dependent upon the process heifg performed. The individual(s) performing
od understanding of the tools required to perform the process.

Relationships

other generic practices: Tool changes may be part of process improvements (see 5.2.3,
bcess improvements).

Tools are managed in PA20 Manage Security Engineering Support Environment.

A.3.2.6 GP 2.1

A.3.2.6.1

Ensure that the

A.3.2.6.2

.5 - Ensure Training
Description
individuals performing the process area are appropriately trained in how to perform the ¢

Notes

evolve with

that the

PA18 Improve

he process

b.2.4 for

rocess.

Training, and how it is delivered, will change with process capability due to changes in how the process(es) is

performed and

A.3.2.6.3

managed.

Relationships

Training and training management is described in PA21 Provide Ongoing Skills and Knowledge.

A.3.2.7 GP 21

A3.2.71

.6 - Plan the Process

Description

Plan the performance of the process area.
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Notes

Plans for process areas in the engineering and project categories may be in the form of a project plan, whereas plans
for the organization category may be at the organizational level.

A3.2.7.3

Relationships

Project planning is described in process area PA16 Plan Technical Effort.

A3.3 Co

A.3.3.11

The Generig
use of plans
placing the V

Practices folm an important foundation for being able to verify the performance,of the process.

A.3.3.1.2
This commo|

GP
GP

A.3.3.2 GP
A.3.3.21
Use docume
A.3.3.2.2

A process p
be defined i

A3.3.2.3

Relationship
used were d

:]:mon Feature 2.2 - visciplined Ferrormance

A.3.3.1 Common Feature Generic Practices

Summary Description
Practices of this Common Feature focus on the amount of control exercised over the pro
for the performance of the process, performing the process according\to standards and p
vork products produced by the process under configuration management are all addresse
Generic Practices List

h feature comprises the following generic practices:

P.2.1 - Use Plans, Standards, and Procedures;
P.2.2 - Do Configuration Management.

P.2.1 - Use Plans, Standards, and Procedures
Description

nted plans, standards, and/or\procedures in implementing the process area.
Notes

prformed accordingt0.its process descriptions is termed a "described process." Process n
the standards, procedures, and plans.

Relationships

to other:generic practices: The standards and procedures used were documented in 2.1.
pcumented in 2.1.6. This practice is an evolution of 1.1.1 and evolves to 3.2.1.

Cess. Thus the
rocedures, and
d. These Generic

heasures should

3, and the plans

A.3.3.3 GP 2.2.2 - Do Configuration Management

A.3.3.3.1

Description

Place work products of the process area under version control or configuration management, as appropriate.

A.3.3.3.2

None.

A.3.3.3.3

Notes

Relationships

The typical practices needed to support systems engineering in the configuration management discipline are described
in process area PA13 Manage Configurations.
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Where process area PA13 Manage Configurations focuses on the general practices of configuration management, this
generic practice is focussed on the deployment of these practices in relation to the work products of the individual

process area u

nder investigation.

A.3.4 Common Feature 2.3 - Verifying Performance

A.3.4.1 Common Feature Generic Practices

A3.4.11

Summary Description

The Generic P
Thus verificatid
auditing of the
A.3.4.1.2

This common fi

GP 2.3
GP 2.3

A.3.4.2 GP 2.3
A3.4.21
Verify compliarn
A.3.4.2.2
None.
A.3.4.2.3

Relationship to
in2.2.1.

The quality ma
A.3.43 GP 2.3

A.3.4.3.1

actices of this Common Feature focus on confirming that the process has been perfarme
n that the process was performed in compliance with the applicable standards and,proce

Generic Practices List
pature comprises the following generic practices:

.1 - Verify Process Compliance;
.2 - Audit Work Products.

.1 - Verify Process Compliance
Description
ce of the process with applicable standards’and/or procedures.

Notes

Relationships

other generic practicés: The applicable standards and procedures were documented in 2

hagement andfor assurance process is described in PA12 Ensure Quality.
.2 - Audit Work Products

Description

N as intended.
jures, and the

work products are addressed. These Generic Practices form an important foundation for the ability to
track the perfofmance of the process.

.1.3 and used

Verify compliance of work products with the applicable standards and/or requirements.

A.3.4.3.2

None.

A.3.433

Notes

Relationships

Relationship to other generic practices: The applicable standards and procedures were documented in 2.1.3 and used

in2.2.1.

Product requirements are developed and managed in process area PA10 Specify Security Needs. Verification and
validation is further addressed in PA11 Verify and Validate Security.
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A.3.5 Common Feature 2.4 - Tracking Performance

A.3.5.1 Common Feature Generic Practices

A.3.5.1.1 Summary Description

The Generic Practices of this Common Feature focus on the ability to control the progress of project performance. Thus
tracking the performance of the process against a measurable plan, and taking corrective action when the performance

of the process deviates significantly from that plan are addressed. These Generic Practices form an essential
foundation t¢maving theabitity to-achieve weit-defined processes.

A.3.5.1.2 Generic Practices List
This commoh feature comprises the following generic practices:

. GP R.4.1 - Track with Measurement;
. GP R.4.2 - Take Corrective Action.

A.3.5.2 GP 2.4.1 - Track with Measurement

A.3.5.2.1 Description

Track the status of the process area against the plan using measurement.

A.3.5.2.2 Notes

Building a history of measures is a foundation for managing by data, and is begun here.
A.3.5.2.3 Relationships

Relationship| to other generic practices: The use of measurement implies that the measures have beep defined and
selected in 4.1.3 and 2.1.6, and data have'been collected in 2.2.1.

Project tracKing is described in process-area PA13 Monitor and Control Technical Effort.
A.3.5.3 GP 2.4.2 - Take Corrective Action

A.3.5.31 Description

Take correcfive actioh as appropriate when progress varies significantly from that planned.

A.3.5.3.2 Notes

Progress may vary because estimates were inaccurate, performance was affected by external factors, or the
requirements, on which the plan was based, have changed. Corrective action may involve changing the process(es),
changing the plan, or both.

A.3.5.3.3 Relationships

Relationship to other generic practices: The use of measurement implies that the measures have been defined and
selected in 2.1.3 and 2.1.6, and data have been collected in 2.2.1.

Project control is described in process area PA15 Monitor and Control Technical Effort.

A.4 Capability Level 3 - Well Defined
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A.41

Capability Level Common Features

A.4.1.1 Common Feature Generic Practices

A41.11

Summary Description

Base practices are performed according to a well-defined process using approved, tailored versions of standard,
documented processes. The primary distinction from Level 2, Planned and Tracked, is that the process is planned and
managed using an organization-wide standard process.

A.4.1.1.2
This capability

o Comm
Comm

Comm

A42 Comn
A.4.2.1 Comm
A4.211

The Generic P
organization. T
successfully or
so the develop
organization, a
essential found
A.4.21.2

This common f

GP 3.1
GP 3.1

A.4.2.2 GP 3.1

A.4.2.21

Common Features List
evel comprises the following common features:
bn Feature 3.1 - Defining a Standard Process;
bn Feature 3.2 - Perform the Defined Process;
pn Feature 3.3 - Coordinate Security Practices.
on Feature 3.1 - Defining a Standard Process
on Feature Generic Practices
Summary Description
actices of this common feature focus on the institutionalization of a standard process for
he origin or basis of the institutionalized process:may be one or more similar processes u
specific projects. An organization standardprocess is likely to need tailoring to specific
ment of tailoring needs is also considered.“Thus documentation of a standard process for
hd tailoring of the standard process to specific uses are addressed. These Generic Proce
ation to the performance of defined processes.
Generic Practices List

bature comprises the following generic practices:

.1 - Standardize the«Process;
.2 - Tailor the Standard Process.

.1 - Standardize the Process

Description

Document a st

he

sed

tuational usage
the

5ses form an

hhdard process or family of processes for the organization, that describes how to implems

nt the base

practices of the process area.

A.4.2.2.2

Notes

The critical distinction between generic practices 2.1.3 and 3.1.1, the Level 2 and Level 3 process descriptions, is the
scope of application of the policies, standards, and procedures. In 2.1.3, the standards and procedures may be in use in
only a specific instance of the process, e.g., on a particular project. In 3.1.1, policies, standards, and procedures are
being established at an organizational level for common use, and are termed the "standard process definition."

More than one standard process description may be defined to cover a process area, as the processes in an
organization need not correspond one to one with the process areas in this capability maturity model. Also, a defined
process may span multiple process areas. The SSE-CMM® does not dictate the organization or structure of process
descriptions. Therefore, more than one standard process may be defined to address the differences among application
domains, customer constraints, etc. These are termed a "standard process family."
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Relationships

Relationship to other generic practices: The Level 2 process description was documented in 2.1.3. The Level 3 process
description is tailored in 3.1.2.

The process for developing a process description is described in process area PA17 Define Organization's Security

Engineering

Process.

A.4.2.3 GP 3.1.2 - Tailor the Standard Process

A.4.2.3.1

Tailor the or
specific use|

A.4.2.3.2

Tailoring the
project level

A.4.2.3.3

Relationship
tailored prog

Tailoring gui

Description

janization's standard process family to create a defined process that addressesithe/partig

Notes

organization's standard process creates the "level 3" process definition. For defined proc
the tailoring addresses the particular needs of the project.

Relationships

to other generic practices: The organization's standard\process (family) is documented in
ess definition is used in 3.2.1.

delines are defined in process area PA17 Define\Organization's Security Engineering Pro

A43 Co
A.4.3.1 Co
A4.3.1.1

The generic

use of the in
on the perfo

the coordination of security practices.

A.4.3.1.2

This commo|

GP

!

mon Feature 3.2 - Perform the Defined'Process
mon Feature Generic Practices

Summary Description
practices of this common(feature focus on the repeatable performance of a well-defined
Stitutionalized process, the review of the results of the process, work products, for defects
mance and results oef fhe process are addressed. These Generic Practices form an impo
GenericPractices List

h feature.comprises the following generic practices:

B.21,- Use a Well-Defined Process;

ular needs of a

esses at the

3.1.1. The

CEesSS.

rocess. Thus the
, and use of data
tant foundation to

GP

B 2.2 _ Porform Defect Dn\/in\nlc;

GP 3.2.3 - Use Well-Defined Data.

A.4.3.2 GP 3.2.1 - Use a Well-Defined Process

A.4.3.21

Use a well-d

A.4.3.2.2

Description
efined process in implementing the process area.

Notes

A "defined process" will typically be tailored from the organization's standard process definition. A well-defined process
is one with policies, standards, inputs, entry criteria, activities, procedures, specified roles, measurements, validation,

templates, o
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A.4.3.2.3

Relationships

Relationship to other generic practices: The organization's standard process definition is described in 3.1.1. The defined
process is established through tailoring in 3.1.2.

A.4.3.3 GP 3.2.2 - Perform Defect Reviews

A.4.3.3.1

Description

Perform defect
A.4.3.3.2
None.
A43.3.3
None.

A.4.3.4 GP 3.2
A.4.341
Use data on pg

A.4.3.4.2

Measurement glata that were first collected at Level 2 are more actively used by this point, laying the fou

quantitative m3
A.4.3.4.3

Relationship to
well-defined pr

A.4.4 Comm
A.4.4.1 Comm
A4.411

The generic pr:

reviews or appropriate work products ot the process area.

Notes

Relationships

.3 - Use Well-Defined Data
Description
rforming the defined process to manage it.

Notes

nagement at the next level.
Relationships

other generic practices: This\is an evolution of 2.4.2; corrective action taken here is base
bcess, which has objective criteria for determining progress (see 3.2.1).

on Feature 3.3 - Coordinate Practices
on Feature Generic Practices
Summary-Description

hctices) of this common feature focus on the coordination of activities throughout the proje

organization. M

hdation for

d on a

ct and the
Bnization

any S|gn|f|cant activities are performed by dlsparate groups within and project and by org

service groups

Oll UUIIdII UI lIIU plUjUbl I‘\ Idb?\ UI bUUIUIIIdlIUII Cdll Lduste UUIdyb Ul IIIbUIIIPdIdUIU IUbUIlb

Thus the

coordination of intra-group, inter-group, and external activities and addressed. These generic practices form an
essential foundation to having the ability to quantitatively control processes.

A.4.41.2

Generic Practices List

This common feature comprises the following generic practices:

GP 3.3.1 - Perform Intra-Group Coordination;
GP 3.3.2 - Perform Inter-Group Coordination;
GP 3.3.3 - Perform External Coordination.

A.4.4.2 GP 3.3.1 - Perform Intra-Group Coordination
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Description

Coordinate communication within an engineering discipline.

A.4.4.2.2

Notes

This type of coordination addresses the need for an engineering discipline ensure that decisions with regard to technical
issues (e.g. Access Controls, Security Testing) are arrived at through consensus. The commitments, expectations, and
responsibilities of the appropriate engineers are documented and agreed upon among the those involved. Engineering

issues are t
A.4.4.23

Relationship
well defined

Coordination
A.4.4.3 GP
A.4.4.31

Coordinate ¢
A4.43.2

This type of
Risk Assess|

verify that th

A relationsh
expectations

understandings are documented and agreed upon throughout the organization and address the intera

various grou
engineering

A.4.433

Relationship
well defined

Coordinatior
practices for

Ccked ald resoived.
Relationships

to other generic practices: This generic practice is closely tied to GP 3.2.1 in that process
in order to be effectively coordinated.

objectives and approaches are addressed in PAO7 Coordinate Security;
B.3.2 - Perform Inter-Group Coordination
Description
ommunication among the various groups within the organization.
Notes
coordination addresses the need of engineer§’to ensure that the relationships between te|
e data gathered as part of GP 3.3.1 is coordinated with the other engineering areas.

b between engineering groups is established via a common understanding of the commit
, and responsibilities of each engineering activity within an organization. These activities

ps within a project / organization. Engineering issues are tracked and resolved among all
groups within a project /. organization.

Relationships

to other generic practices: This generic practice is closely tied to GP 3.2.1 in that process
in order to‘be-effectively coordinated.

objectives and approaches are addressed in PAO7 Coordinate Security. Specific securit)
ersuring other engineering groups are provided with timely and accurate input are addre

Provide Sec

es need to be

chnical areas (e.g.

ment, Design Input, Security Testing) are addressed among the affected engineering areas. The intent is to

ments,

and

ction among
the affected

es need to be

engineering
ssed in PAO9

rity Input

A.4.4.3 GP 3.3.3 - Perform External Coordination

A.4.431

Description

Coordinate communication with external groups.

A.4.43.2

Notes

This type of coordination addresses the needs of external entities that request or require engineering results (e.g.,
consumers, certification activities, evaluators).

A relationship between external groups (e.g., customer, systems security certifier, user) is established via a common
understanding of the commitments, expectations, and responsibilities of each engineering activity within an
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organization. The engineering groups will identify, track, and resolve external technical issues.

A.4.433

Relationships

Relationship to other generic practices: This generic practice is closely tied to GP 3.2.1 in that processes need to be

well defined in

order to be effectively coordinated.

Coordination objectives and approaches are addressed in PA07 Coordinate Security. Security needs of the customer
are identified in PA10 Specify Security Needs. The customer's assurance needs are addressed in PA06 Build

Assurance Arg
A5 Cap
A.5.1
A.5.1.1 Comn
A.5.1.1.1

Detailed meas
capability and
products is qua
quantitatively u
A.5.1.1.2

This capability

Comm
Comm

A.5.2 Comn
A.5.2.1 Comnm
A5.2.11

The generic pr.

developed by t
practices form

Tr
Capalbility Level Common Features

}

Lment.

ility Level 4 - Quantitatively Controlled

on Feature Generic Practices

Summary Description
res of performance are collected and analysed. This leads*to a quantitative understandin|
n improved ability to predict performance. Performance,is objectively managed, and the
ntitatively known. The primary distinction from the Well'Defined level is that the defined p
nderstood and controlled.

Common Features List

evel comprises the following common features:

pn Feature 4.1 - Establishing Measurable Quality Goals;
pn Feature 4.2 - Objectively Managing Performance.

on Feature 4.1 - EstabliShing Measurable Quality Goals
on Feature Generic:Practices

Summary Description
hctices of-this'common feature focus on the establishment of measurable targets for the y

e organijzation's processes. Thus the establishment of quality goals is addressed. These
an essential foundation to objectively managing the performance of a process.

A.5.2.1.2

g of process
uality of work
Focess is

ork products
generic

G ic-Practi List

This common feature comprises the following generic practices:

GP 4.1

A.5.2.2 GP 4.1

A.5.2.21

.1 - Establish Quality Goals.
.1 - Establish Quality Goals

Description

Establish measurable quality goals for the work products of the organization's standard process family.
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These quality goals can be tied to the strategic quality goals of the organization, the particular needs and priorities of the
customer, or to the tactical needs of the project. The measures referred to here go beyond the traditional end-product
measures. They are intended to imply sufficient understanding of the processes being used to enable intermediate
goals for work product quality to be set and used.

A.5.2.2.3

Relationship
goals for wo

A53 Co
A.5.31 Co
A.5.3.1.1
The generic
making use
using the qu
essential fol
A.5.3.1.2

This commo|

GP
GP

!

Relationships

'k product quality.
mon Feature 4.2 - Objectively Managing Performance
mon Feature Generic Practices

Summary Description
practices of this common feature focus on determining a quantitative measure of process
bf quantitative measures to manage the process. The determiningthe process capability
antitative measures as a basis for corrective action are addressed. These generic practic
ndation to having the ability to achieve continuous improvement.

Generic Practices List

h feature comprises the following generic practices:

1.2.1 - Determine Process Capability;
1.2.2 - Use Process Capability.

A.5.3.2 GP #1.2.1 - Determine Process Capability

A.5.3.2.1
Determine tk
A.5.3.2.2

This is a qua

Description
e process capability of the'defined process quantitatively.
Notes

ntitative proeess capability based on a well-defined (3.1.1) and measured process. Meas

inherent in the process‘definition and are collected as the process is being performed.

A.5.3.2.3

Relationships

Relationshi

ant in setting

capability and
Juantitatively, and
bs form an

iIrements are

3.2.1.

toother gnnnrir\ prnr\ﬁr\nc' The defined process is established fhrnllgh fnilnring in31249

A.5.3.3 GP 4.2.2 - Use Process Capability

A.5.3.3.1

Take corrective action as appropriate when the process is not performing within its process capability.

A.5.3.3.2

Description

Notes

hd performed in

Special causes of variation, identified based on an understanding of process capability, are used to understand when
and what kind of corrective action is appropriate.
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A.5.3.3.3

Relationships

Relationship to other generic practices: This practice is an evolution of 3.2.3, with the addition of quantitative process
capability to the defined process.

A.6

Capability Level 5 - Continuously Improving

A.6.1
A.6.1.1 Comm
A.6.1.1.1

Quantitative pq
business goals
feedback from
distinction from
continuous refi
processes.

A.6.1.1.2
This capability

o Comm
Comm

A.6.2 Comm
A.6.2.1 Comm
A.6.2.1.1

The Generic P
organization ar
enhancing the
standard proce
identified, and
foundation to i

A.6.2.1.2

Capalbility Level Common Features

on Feature Generic Practices

Summary Description
rformance goals (targets) for process effectiveness and efficiency are established, based
of the organization. Continuous process improvement against these.goals is enabled by
performing the defined processes and from piloting innovative ideas and technologies. THh

hement and improvement, based on a quantitative understanding of the impact of change

Common Features List
evel comprises the following common features:

pn Feature 5.1 - Improving Organizational Capability;
pn Feature 5.2 - Improving Process Effectiveness.

on Feature 5.1 - Improving Organizational Capability
on Feature Generic Practices
Summary Description

actices of this commenfeature focus on comparing the use of the standard process throy
d making comparisons between those different uses. As the process is used opportunitie
standard process,/and defects produced are analysed to identify other potential enhancer
ss. Thus goals:\for process effectiveness are established, improvements to the standard g
are analysed-for potential changes to the standard process. These generic practices form
hproving\process effectiveness.

Generic Practices List

on the
Huantitative
e primary

the quantitatively controlled level is that the defined process and the standard process updergo

S to these

ghout the

S are sought for
nents to the
rocess are

an essential

This common feature comprises the following generic practices:

GP 5.1
. GP 5.1

A.6.2.2 GP 5.1

A.6.2.2.1

.1 - Establish Process Effectiveness Goals;
.2 - Continuously Improve the Standard Process.

.1 - Establish Process Effectiveness Goals

Description

Establish quantitative goals for improving process effectiveness of the standard process family, based on the business
goals of the organization and the current process capability.
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A.6.2.2.2

None.

A.6.2.2.3

None.
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Notes

Relationships

A.6.2.3 GP 5.1.2 - Continuously Improve the Standard Process

A.6.2.3.1
Continuousl
A.6.2.3.2
The informa
deployment
innovations
new technol
defined prog
A.6.2.3.3

Relationship

Organizatior
Processes.

Description
improve the process by changing the organization's standard process family to|incfease
Notes
ion learned from managing individual projects is communicated back to the organization {
fo other applicable areas. Changes to the organization's standard process family may cor
n technology or incremental improvements. Innovative improvements will usually be exte
bgies. Incremental improvements will usually be internally driveémby improvements made
ess. Improving the standard process attacks common causés of variation.
Relationships

to other generic practices: Special causes of variation are controlled in 4.2.2.

A6.3 Co
A.6.3.1 Co
A.6.3.1.1

The generic
controlled im
improving th

A.6.3.1.2

This commo|

!

mon Feature 5.2 - Improving Process Effectiveness
mon Feature Generic Practices

Summary Description
practices of this common feature focus making the standard process one that is in a cont
provement. Thus eliminating the cause of defects produced by the standard process, andg
e standard process are addressed.

Generi¢ Practices List

h feature comprises the following generic practices:

its effectiveness.

or analysis and
he from

nally driven by

n tailoring for the

al process improvement is managed in procéss area PA18 Improve Organization's Secufity Engineering

nual state of
continuously

GP

|
>y

Rarform Cavical Analvcic:
o oausar gty oro;

GP 5.2.2 - Eliminate Defect Causes;
GP 5.2.3 - Continuously Improve the Defined Process.

A.6.3.2 GP 5.2.1 - Perform Causal Analysis

A.6.3.2.1

Description

Perform causal analysis of defects.

A.6.3.2.2

Notes

Those who perform the process are typically participants in this analysis. This is a pro-active causal analysis activity as
well as re-active. Defects from prior projects of similar attributes can be used to target improvement areas for the new
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effort.
A.6.3.2.3

Relationship to

Relationships

other generic practices: Results of these analyses are used in 5.2.2, 5.2.3, and/or 5.2.4.

A.6.3.3 GP 5.2.2 - Eliminate Defect Causes

A.6.3.3.1

Description

Eliminate the ¢
A.6.3.3.2

Both common
result in differe

A.6.3.3.3
Relationship to
A.6.3.4 GP 5.2
A.6.3.4.1
Continuously ir

A.6.3.4.2

huses of defects in the defined process selectively.
Notes

causes and special causes of variation are implied in this generic practice, and each type
ht action.

Relationships
other generic practices: Causes were identified in 5.2.1.
.3 - Continuously Improve the Defined Process
Description
hprove process performance by changing the defined process to increase its effectivenes

Notes

of defect may

The improvements may be based on incremental imiprovements (5.2.2) or innovative improvements such as new

technologies (
A.6.3.4.3

Relationship to
5.1.1.

Product techng

erhaps as part of pilot testing). Improvements will typically be driven by the goals establis
Relationships

other generic practices: Practice 5.2.2 may be one source of improvements. Goals were

logy insertion is managed in PA19 Manage Security Product Line Evolution.

hed in 5.1.1.

established in
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Annex B
(normative)

Project and Organizational Base Practices

The SSE-C
areas are a

Each proceg

process aread in the context of security engineering. This section also references related SSE-CMM®

B.2 Ge

In addition tg
general con;s
B.2.1 Prg
The Project
related to th
engineering
security risk
managemen
referenced i
B.2.2 Ap
Although thg
aspects, the

need to be interpreted for anfassessment or improvement purposes based on the view of the process

applicable td
B.2.3  Ses

The term "S

M® includes the Project and Organization process areas adapted from the SE-CMM®:. T}
n important part of the SSE-CMM® and for interpreting the generic practices.

s area includes a "security considerations" section that indicates some considerations for|

neral Security Considerations

hese process

applying the
Drocess areas.

the specific considerations on the interpretation sheet for €ach process area, the following sections include

iderations with respect to security engineering for all of the Project and Organization prog
ject Risk vs. Security Risk
Bnd Organization process areas use the termZ’risk." In these cases, the reference to "Prof
b successful completion of a project, addressing issues related to cost and schedule. The
process areas address "Security Risk" activities as determining whether operational impa
5 are tolerable. Results of security risk@ssessments may provide input to, and influence p
t activities, though project and Organization process areas do not address management g
h the Engineering process areas:
blicability to Operational-Phase

wording of the Projeét.and Organization process areas seem to imply applicability to only
process areas apply,equally to the operation and maintenance phase of a life cycle. The

an organization. The few exceptions are noted in the security considerations area.
curity Engineering vs. Systems Engineering

stems Engineering" is used throughout the Project and Organization process areas (for ¢

€SS areas.

ect Risk" is risk
systems security
cts due to residual
roject risk

f security risks

development
process areas will
areas that are

xample, "Improve

Organizatior

'$\Systems Engineering Processes"). The use of these process areas, however, is broad

y applicable. The

term "Systems Engineering” should be subsfituted with the term "Security Engineering™ when the process areas are
applied in the context of security engineering. Process areas also need to address the security engineering perspective
by ensuring the integration of security engineering with other engineering disciplines.

B.2.4

Engineering Relationships

Systems engineering and security engineering relationships are indicated for each process area. Note there are many
relationships between the various process areas (in these sections only the major relationships are identified).

B.3

B.3.1

PA12 - Ensure Quality

Process Area
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B.3.1.1 Security Considerations

PAO06 Build Assurance Argument is related to ensure quality. Assurance can be considered a specific type of security

related quality.

B.3.1.2 Summary Description

The purpose of Ensure Quality is to address not only the quality of the system, but also the quality of the process being
used to create the system and the degree to which the project follows the defined process. The underlying concept of

this process a
measure and i
of the process

B.3.1.3 Goalg

Process q
Expected

B.3.1.4 Base
The following li

BP.12.01
BP.12.02
BP.12.03
BP.12.04
BP.12.05

BP.12.06
BP.12.07
BP.12.08

B.3.1.5 Procedss Area Notes

A successful q
elements. Effe

This is not mes
responsible for
lies with the bu
seriously consi

reais tha

Fﬂw_l‘rh_l'l_l—l_b_l_ﬂﬂ_d‘r_l_l_lg -quality systems can only be consistently produced If @ process exIsts 10 CO
prove quality. In addition, this process must be adhered to throughout the system life-cy

Fequired to develop high-quality systems are measurement, analysis, and correctiye actio

hality is defined and measured;
work product quality achieved.

Practice List
st contains the base practices that are essential elements ofigood systems engineering:

Identify quality requirements for each work product:
Ensure the defined system engineering process<s adhered to during the system life cy
Evaluate work product measures against the requirements for work product quality.
Measure the quality of the systems engineering process used by the project.
Analyse quality measurements to developirecommendations for quality improvement ¢
action as appropriate.

Obtain employee participation in identifying and reporting quality issues.
Initiate activities that address identified quality issues or quality improvement opportun
Establish a mechanism or a set 6f mechanisms to detect the need for corrective actiorn
or products.

Jality program requires.integration of the quality efforts throughout the project team and s

nt to imply{hat those managing and/or assuring the quality of work products and process|
the quality)of the work product outputs. On the contrary, the primary responsibility for "bu
Iders."A"quality management process helps to ensure that all aspects of quality managen
Hered.and acted upon by the organization and reflected in its products. This increases the

htinuously
tle. Key aspects
n.

cle.
r corrective
ities.

s to processes

ipport

ttive processes provide a mechanism for building in quality and reduce dependence on end-item
inspections andl rework cycles.

es are solely
Iding in" quality
nent are
confidence of

developers, ma

nagément, and customers in the system's quality.

The kinds of quality variances that may be addressed by this process area include technical content, such as the
particular values of derived or allocated requirements; and form issues, such as whether the customer prefers
instructions on product use to be in paper or electronic form. Higher than planned costs and delays in the schedule can
also be considered defects and would be dealt with as are other defects.

Organizations may wish to determine the variances, from expected values, of technical and other issues in increments
that correspond to the schedule commitments of the organization. For example, if the organization has committed to
deliver or roll-out a product during a given week, then it would be wise to measure or determine its progress, by
measuring variances, on a weekly basis.

B.3.2

Identify quality

74

BP.12.01 - Identify the requirements for work product quality.

requirements for each work product.

© ISO/IEC 2002 — All rights reserved


https://iecnorm.com/api/?name=9f0d7ceb5965779f127838ed81db434c

ISO/IEC 21827:2002(E)

B.3.2.1 Description

Different types of work products and different specific work products may have different quality requirements. These
quality requirements should be identified when the work product is defined.

B.3.2.2 Example Work Products

Generig
B.3.2.3 No
None.
B.3.3 BP

Ensure the ¢

Work product quality requirements;

work product quality requirements lists.
es
12.02 - Monitor Conformance to the Defined Process

efined system engineering process is adhered to during the sysfem life cycle.

B.3.3.1 Description

Ensure that
useful interv

he project's execution follows the defined system endingering process. Compliance shou
bls. Deviations from the defined process and the impact of the deviation should be assess

B.3.3.2 Example Work Products

recorde
recorde

B.3.3.3 No

The defined

i deviations from defined systems engineering process;
d impact of deviations from defined systems engineering process;

quality handbook (paper or on-line).

es

process can be monitored in"a number of ways. For example, a designated auditor/reviey

in or observe all (or a sample percentage of) process activities, or an auditor/reviewer may inspect all

percentage
B.3.4 BP

Evaluate wo

bf) in-process work preducts.
12.03 - Measure-Quality of the Work Product

rk produgtitheasures against the requirements for work product quality.

B.3.4.1 Description

d be checked at
ed and recorded.

er can participate
or a sample

Measuring tt

1 Pt £l I ! 4 [ £ il . 4 (R
1S UldraClelisuls Ul U1C WUTR Product, TidicU U CUTTTOTTIANoeE WILT TSYQUITCITICTILS allu stdll

lards, correctness

and timeliness, provides an indication of the quality of the system. Measurements should be designed to assess
whether the work product will meet customer and engineering requirements. Product measurements should also be

designed to

help isolate problems with the system development process.

B.3.4.2 Example Work Products

product

assessment of the quality of the product;

quality certification.

B.3.4.3 Notes

Example approaches to measurement of work product quality include:
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measurem
specif

statistical process control of product measurements at various points in the development process;

ent of a complete set of process results against requirements such as:
ication value,

planned value,

tolerance band,

demonstrated value,
demonstrated technical variance,
current estimate,

predicted technical variance.

B.3.5 BP.1%

.04 - Measure Quality of the Process

Measure the qliality of the systems engineering process used by the project.

B.3.5.1 Desc

The process th
system develo
the final work p
lead to less wa

iption

at is used to create a quality product is as important as the quality of the product. It is imp
pbment process that is checked by measurement so that degrading cénditions are identifie
roduct is produced and found to not meet requirements. Thus, having a process that is m
ste and higher productivity.

B.3.5.2 Exa

process q
B.3.5.3 Notes

Examples of to

*  process flg
sources of

statistical

B.3.6 BP.1%

Analyse quality
appropriate.

B.3.6.1 Desc

Careful examir
problems. This

nlple Work Products

ality certification.

pls to use in measuring the process include:

w chart: can be used to determine which characteristics should be measured and to iden
variation, in addition to defining the process;
brocess control on process parameters;

design of ¢xperiments.

.05 - Analyse Quality Measurements

using the measuréments to develop recommendations for quality improvement or correc|

iption

ation-of all of the available data on product, process, and project performance can reveal
information will then enable improvement of the process and product quality.

prtant to have a
i early, before
easured may

ify potential

ive action, as

causes of

B.3.6.2 Example Work Products

corrective
cause and

L] L[] L] L] L] .

analysis of deviations.;
failure analysis;

defect reports;

system quality trends;

action recommendations;
effect diagrams.

B.3.6.3 Notes

Examples of m
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easurements that support quality improvement include:

trend analysis, such as the identification of equipment calibration issues causing a slow creep in the product
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+ standards evaluation, such as determining if specific standards are still applicable due to technology or process

changes.
B.3.7 BP.12.06 - Obtain Participation
Obtain employee participation in identifying and reporting quality issues.

B.3.7.1 Description

The development of a quality work product, using a quality process that is adhered to, requires the-fog
of all of the people involved. Ideas for improving quality need to be encouraged, and a forum needs to
each employee to raise process-quality issues freely.
B.3.7.2 Example Work Products

* environment that promotes quality;
e capturef inputs and resolutions from workers.

B.3.7.3 Notes

A quality enyironment can be fostered by:

*  procesg action teams;

* aquality assurance group with a reporting chain of command that is independent of the project;
* anindependent channel for reporting quality issues.

B.3.8 BP}12.07 - Initiate Quality Improvement Activities

Initiate activities that address identified quality issué$ or quality improvement opportunities.

B.3.8.1 Description

us and attention
exist that allows

In order to cpntinuously improve quality, specific actions must be planned and executed. Specific aspgcts of the system

development process that jeopardize product or process quality need to be identified and corrected. T
minimizing qumbersome or bureaucratic systems.

B.3.8.2 Example Work Products

*  recomnjendationsfor-improving the systems engineering process;

his would include

Effective implementation of quality improvement activities requires input and buy-in by the work product team.

B.3.9 BP.12.08 - Detect Need for Corrective Actions
Establish a mechanism or a set of mechanisms to detect the need for corrective actions to processes
B.3.9.1 Description

Such a mechanism must be available throughout the life cycle of the product (development through m

or products.

anufacturing

through customer use). Mechanisms may include online reporting systems, workshops, periodic reviews, customer

focus groups, etc. Mechanisms must be available to all affected groups, including design, manufacturi
customer support, etc.
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B.3.9.2 Example Work Products

ongoing database or repository containing identified needs, process improvements, and product improvements;
clearly described processes, methods, and avenues for getting identified needs into a database or repository;
identified needs for process improvement;

identified needs for product improvement;

trouble reports.

B.3.9.3 Notes

This base praclice is critical to the effective use of systems engineering in the production, operations;and maintenance
life-cycle phasgs.

Needs for corrIctive action are detected in this base practice. Corrective actions are directed’in the Mon|tor and Control
Technical Effort process area (PA11).

Trouble reportg also flow into this base practice from the Verify and Validate System process area (PA11).

B.4 PA13 - Manage Configurations
B.41 Procdss Area
B.4.1.1 Security Considerations

In BP.13.02 thI determination of the level of configuration ufits identified for a system/project should consider the level
of detail requir¢d by the assurance objectives in PA06 Build Assurance Argument.

Manage Configurations provides evidence to PA06 Build Assurance Argument. Also, the configuration mjanagement
system selected should itself be managed according to PA08 Administer Security Controls.

B.4.1.2 Summary Description

The purpose of Manage Configurations is to maintain data on and status of identified configuration units{and to analyse
and control chgnges to the system and its configuration units. Managing the system configuration involves providing
accurate and clurrent configuration data and status to developers and customers.

This process afea is applicable to all work products that are placed under configuration management. A example set of
work products that may be/placed under configuration management could include hardware and softwarg configuration
items, design rationale,\requirements, product data files, or trade studies.

B.4.1.3 GoaIsI

»  Control over work product configurations is maintained.
B.4.1.4 Base Practice List
The following list contains the base practices that are essential elements of good systems engineering:

BP.13.01 Decide on appropriate method for configuration management..

BP.13.02 Identify the indivisible units for configuration management.

BP.13.03 Maintain a repository of work product baselines.

BP.13.04 Control changes to established configuration units.

BP.13.05 Communicate status of configuration data, proposed changes, and access information to affected
groups.
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B.4.1.5 Process Area Notes

The configuration management function supports traceability by allowing the configuration to be traced back through the
hierarchy of system requirements at any point in the configuration life cycle. Traceability is established as part of the
practices in the Derive and Allocate Requirements process area (PA02).

When the practices of this process area are used to manage requirements, changes to those requirements need to be
iterated through the Understand Customer Needs and Expectations process area (PA06) to communicate the impact of
changes to the customer or their surrogate.

B.4.2 BP|13.01 - Establish Configuration Management Method
Decide on appropriate method for configuration management.
B.4.2.1 Description

Three primaty trade-off considerations will have an impact on the structure and cost of configuration mjanagement,
including:

« the leve of detail at which the configuration units are identified;
* when the configuration units are placed under configuration management;
¢ the level of formalization required for the configuration managementprocess.

B.4.2.2 Example Work Products

guidelings for identifying configuration units;

timeline|for placing configuration units under configuration management;
selected configuration management process;

selected configuration management process desgription.

B.4.2.3 Notges
Example criferia for selecting configuration'units at the appropriate work product level include:

need to|maintain interfaces at a.manageable level;
unique Wiser requirements such.as field replaceable units;
new versus modified design;

expected rate of change,

e o o o

These criteria will affect the level of visibility into the design effort.

[]

Example criferia fordetermining when to place work products under configuration management include:

portion pf tfie development life cycle that the project is in:;
if system element is ready for test;

degree of formalization selected;

cost and schedule limitations;

customer requirements.

e o o o o

Example criteria for selecting a configuration management process include:

portion of the development life cycle;

impact of change in system on other work products;

impact of change in system on procured or subcontracted work products;
impact of change in system on program schedule and funding;
requirements management.

e o o o o
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B.4.3

Identify the indi

BP.13.02 - Identify Configuration Units

visible units for configuration management.

B.4.3.1 Description

A configuration unit is one or more work products that are treated as an indivisible unit for configuration management.
The selection of work products for configuration management should be based on criteria established in the selected
configuration management strategy. Configuration units should be selected at a level that benefits the developers and

customers, buf]

B.4.3.2 Exam

identified ¢
B.4.3.3 Notes

Configuration (
requirements.

Configuration
at the field-repl

B.44 BP.13

Maintain a repgsitory of work product baselines.

B.4.4.1 Desc

This practice in
Typically, this ¢
procedure for g
auditing, and th
an audit trail bé

B.4.4.2 Example Work Products

decision d
configurati
traceability

work produiict configuration;

that does not place an unreasonable administrative burden on the developers.

ple Work Products

onfiguration units.

nits in the area of requirements management could vary from individual requirements to ¢

nits for a system that has requirements on field replacement should have an identified co
aceable unit level.

.03 - Maintain Work Product Baselines

iption

volves establishing and maintaining a repository of information about the work product co
onsists of capturing data or describing the configuration units. This could also include an
dditions, deletions, and madifications to the baseline, as well as procedures for tracking/
e accounting of configuration data. Another objective of maintaining the configuration dafj
ck to source documents at’any point in the system life cycle.

htabase;
on baseling;
matrix:

B.4.4.3 NotesI

roupings of

hfiguration unit

nfiguration.
established
monitoring,
B is to provide

In the case of hardware configuration units, the configuration data would consist of specifications, drawings, trade study
data, etc. Optimally, configuration data can be maintained in electronic format to facilitate updates and changes to

supporting doc

umentation.

Software configuration units typically include source code files, requirements and design data, and test plans and

results.

B.4.5

BP.13.04 - Control Changes

Control changes to established configuration units.

80
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B.4.5.1 Description

Control is maintained over the work product configuration baseline. This includes tracking the configuration of each of
the configuration units, approving a new configuration, if necessary, and updating the baseline.

Identified problems with the work product or requests to change the work product are analysed to determine the impact
that the change will have on the work product, program schedule and cost, and other work products. If, based upon
analysis, the proposed change to the work product is accepted, a schedule is identified for incorporating the change into

the work pro

duct and other affected areas.

Changed copfiguration units are released after review and formal approval of configuration changes. A

official until

ey are released.

B.4.5.2 Example Work Products

new wo
B.4.5.3 No

Change con
shorter for ¢

B4.6 BP

rk-product baselines.
es

rol mechanisms can be tailored to categories of changes. Forexample, the approval prog
bmponent changes that do not affect other components.

13.05 - Communicate Configuration Status

Communicate status of configuration data, proposed changes;:and access information to affected gro

B.4.6.1 Description

Inform affe

products th
customers, 4

e information on when accepted changes to configuration units will be processed, and th
are affected by the change. Accessto configuration data and status should be provided
nd other affected groups..

B.4.6.2 Example Work Products

status r
B.4.6.3 No

Examples of

Provide
Make b

bports.
es
activities_fer-communicating configuration status include:

access.permissions to authorized users;
hséline copies readily available to authorized users.

Changes are not

ess should be

Ips.

}ed groups of the status of configuration-data whenever there are any status changes. Th¢ status reports
should inclu

e associated work
to developers,

B.5

B.5.1

PA14 - Manage Project Risks

Process Area

B.5.1.1 Security Considerations

Manage Project Risks refers to risk related to the successful completion of the project, addressing issues related to cost
and schedule. The Engineering process areas address "Security Risk" activities, by determining whether operational
impacts due to residual security risks are tolerable. Results of security risk activities may provide input to and influence
project risk management activities.
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PAQ7 Coordinate Security should be taken into account to ensure that security issues are addressed.
B.5.1.2 Summary Description

The purpose of Manage Project Risks is to identify, assess, monitor, and mitigate risks to the success of

both the

systems engineering activities and the overall technical effort. This process area continues throughout the life of the
project. Similar to the Plan Technical Effort (PA16) and Monitor and Control Technical Effort (PA15) process areas, the

scope of this process area includes both the systems engineering activities and the overall technical proj

ect effort, as

the systems engineering effort on the project cannot be considered successful unless the overall technical effort is

successful.

B.5.1.3 Goalg

Risks to the program are identified, understood, and mitigated.

B.5.1.4 Base|Practice List

The following list contains the base practices that are essential elements of good systems engineering:

BP.14.01 Develop a plan for risk-management activities that is the basis for identifying, assessir
and monitoring risks for the life of the project.

BP.14.02 Identify project risks by examining project objectives with’respect to the alternatives ar
and identifying what can go wrong.

BP.14.03 Assess risks and determine the probability of occurrénce and consequence of realizat

BP.14.04 Obtain formal recognition of the project risk assessment.

BP.14.05 Implement the risk-mitigation activities.

BP.14.06 Monitor risk-mitigation activities to ensuredhat the desired results are being obtained.

B.5.1.5 Process Area Notes

All system development efforts have inherent risks, some of which are not easily recognized. Especially
likelihood of knpown risks and the existence of unknown risks should be sought out. Poor risk manageme|
as a primary rgason for unsatisfied customers;-and cost or schedule overruns. Early detection and redug
avoid the increpsed costs of reducing risks\at'a more advanced state of system development.

It is important tb note the distinction among risk types, analysis, and management approach. Good risk
operates on alllthree dimensions/For example, analysing developer risk primarily deals with the manage
approach, i.e.,
i.e., mission and goal satisfaction.

B.5.2 BP.14.01 - Develop Risk Management Approach

Develop a plan for risk-management activities that is the basis for identifying, assessing, mitigating, and

g, mitigating,
d constraints,

on.

parly on, the
ht is often cited
tion of risks

nanagement
ment

rofit and market building; whereas analysing user risk primarily is concerned with types and analysis,

monitoring risks

for the life of thie'project.

B.5.2.1 Description

The purpose of this base practice is to develop an effective plan to guide the risk-management activities of the project.
Elements of the plan should include identification of members of the risk-management team and their responsibilities; a
schedule of regular risk-management activities, methods, and tools to be employed in risk identification and mitigation;
and methods of tracking and controlling risk-mitigation activities. The plan should also provide for the assessment of
risk-management results.

B.5.2.2 Example Work Products

3

risk-management plan.
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Use a spiral management approach where the objectives for the next cycle and the objectives for the overall project

are clarified and documented periodically;

Formally identify and review risks at the beginning of each cycle and develop mitigation approaches;

At the end of each cycle, review progress made in reducing each risk.

BP[t4:02=Tdentify Risks

Identify project risks by examining project objectives with respect to the alternatives and constrdints, gnd identifying

what can go|wrong.
B.5.3.1 Description
Examine theg

requirement$ in an orderly way to identify probable areas of difficulties and what'¢an go wrong in thes
of risk baseq

B.5.3.2 Example Work Products

B.5.3.3 Notes

Examples of activities to identify risks include:

B.5.4

project objectives, the project plans (including activity or event dependencies), and the s

list of identified risks.

Develop a common risk classification scheme or risk taxonomy to categorize risks. This taxonom
history of risks for each category, including probabilities of occurrence (which system elements cq
risk), egtimated cost of occurrence,. and mitigation strategies. This practice is very useful in impro,
and in reusing successful risk-mitigation [Charette 89].;

Focus mitigation resources and.controls on system elements which contribute most to risk;
Collect gll the information specifying project and systems engineering objectives, alternative tech
constraints, and success ¢riteria. Ensure that the objectives for the project and the systems engin
clearly defined. For each alternative approach suggested to meet the objectives, document items
attainment of the objettives: these items are risks. Following this procedure results in a list of risk
approagh. Note, seme risks will be common across all the alternatives;

Interviey technicaljand management personnel to uncover assumptions and decisions leading to
historical datasfrom similar projects to find out where problems have arisen in similar contexts.

ystem
b areas. Sources

on past experience should be considered to identify potential risks: This activity is enactéd during the Plan
Technical Effort process area (PA12). Establishing critical development dependencies and providing t
corrective agtion is performed in the Monitor and Control Technical Effort process area (PA11).

racking and

contains the
ntribute most to
ving risk estimates

hical strategies,
eering effort are
that may prevent
S per alternative

risk. Use

BP|14.03 - Assess Risks

Assess risks and determine the probability of occurrence and consequence of realization.

B.5.4.1 Description

Estimate the chance of potential loss (or gain) and the consequence if the previously identified risks occur. Analyse the
risks independently of one another and understand the relationships between different individual risks. The analysis

methodology should take into account factors such as the probability of failure due to the maturity and complexity of the
technology.

B.5.4.2 Example Work Products

risk assessment.

© ISO/IEC 2002 — All rights reserved

83


https://iecnorm.com/api/?name=9f0d7ceb5965779f127838ed81db434c

ISO/IEC 21827:2002(E)

B.5.4.3 Notes
Examples of activities to assess risks include:

+ Develop standards for estimating the probability and cost of risk occurrence. Possible standards range from a
simple high-moderate-low qualitative scale to quantitative scales in dollars and probability to the nearest tenth of a
percent;

+ Establish a practical standard based on the project's size, duration, overall risk exposure, system domain, and
customer environment [Charette 89].

B.5.5 BP.14.04 - Review Risk Assessment
Obtain formal necognition of the project risk assessment.
B.5.5.1 Description

Review adequacy of the risk assessment and obtain a decision to proceed, modify, ot cancel the effort based on risks.
This review should include the potential risk-mitigation efforts and their probability0f success.

B.5.5.2 Example Work Products
*  risk-mitigation strategy.
B.5.5.3 Notes
Examples of agtivities to review the risk assessment include:
*  Hold a mepting of all stakeholders of the project internal to the company to present the risk assessnpent. To help
communicpte a sense of control over the risks, present possible mitigation strategies along with eadh risk;
+  Obtain agieement from the attendees that the risk’estimates are reasonable and that no obvious mitigation
strategies @re being overlooked.
B.5.6 BP.14.05 - Execute Risk Mitigation
Implement the fisk-mitigation activities.
B.5.6.1 Description
Risk-mitigation|activities may-address lowering the probability that the risk will occur or lowering the extent of the

damage the risk causes-when it does occur. For risks that are of particular concern, several risk-mitigatign activities may
be initiated at the sametime.

B.5.6.2 Exan1ple Work Products

«  risk-mitigation plan.
B.5.6.3 Notes
Examples of activities to mitigate risks include the following:

* To address the risk that the delivered system will not meet a specific performance requirement, build a prototype of
the system or a model that can be tested against this requirement. This type of mitigation strategy lowers the
probability of risk occurrence;

+  To address the risk that the delivery schedule will slip due to a subsystem not being available for integration,
develop alternative integration plans with different integration times for the risky subsystem. If the risk occurs (i.e.,
the subsystem is not ready on time), the impact of the risk on the overall schedule will be less. This type of
mitigation strategy lowers the consequence of risk occurrence;

+  Use predetermined baselines (risk referents) to trigger risk-mitigation actions [Charette 89].
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14.06 - Track Risk Mitigation

Monitor risk-mitigation activities to ensure that the desired results are being obtained.

B.5.7.1 Description

On a regular basis, examine the results of the risk mitigation that have been put into effect, to measure the results, and
determine whether the mitigation have been successful.

B.5.7.2 Ex§mple Work Products

risk staf]
. risk taxd

B.5.7.3 No

For a projec
probability a

B.6 PA15 - Monitor and Control Technical Effort

B.6.1 Prgcess Area

B.6.1.1 Seg¢urity Considerations

PAQO7 Monitgr Security Posture and PA08 Administer Security Controls need to be taken into account
development effort and during the operation of the system.

PAQ9 Coordjnate Security should be taken inte~account to ensure that security issues are addressed.
B.6.1.2 Summary Description

The purpose
Visibility eng
Monitor and
and risks ag
tracking the

B.6.1.3 Go

The tec

US;

hd consequence of each risk occurrence.

als

nomy.
es

with a development schedule of about six months, re-assess risks every two weeks. Re-

of Monitor and Control ‘Technical Effort is to provide adequate visibility of actual progress
ourages timely corregtive action when performance deviates significantly from plans.

Control TechnicalEffort involves directing, tracking and reviewing the project's accomplis
hinst its documented estimates, commitments, and plans. A documented plan is used as
Activities, andrisks, communicating status, and revising plans.

Bstimate the

both during the

and risks.

hments, results,
he basis for

hnieal affort 1o mmanitarad and ~anterallad
oo CTrrortToTmortore CCOoTrTtTroneaT

B.6.1.4 Base Practice List

The following list contains the base practices that are essential elements of good systems engineering:

BP.15.01 Direct technical effort in accordance with technical management plans.

BP.15.02 Track actual use of resources against technical management plans.

BP.15.03 Track performance against the established technical parameters.

BP.15.04 Review performance against the technical management plans.

BP.15.05 Analyse issues resulting from the tracking and review of technical parameters to determine corrective
actions.

BP.15.06 Take corrective actions when actual results deviate from plans.
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B.6.1.5 Process Area Notes

Similar to the Plan Technical Effort process area (PA12), this process area applies to the project's technical activities as
well as to the systems engineering effort.

Progress is primarily determined by comparing the actual effort, work product sizes, cost, and schedule to the plan
when selected work products are completed and at selected milestones. When it is determined that the plans are not
being met, corrective actions are taken. These actions may include revising the plans to reflect the actual
accomplishments and replanning the remaining work, or taking actions to improve performance or reduce risks.

B.6.2 BP.15.01 - Direct Technical Effort
Direct technical effort in accordance with technical management plans.
B.6.2.1 Description

Carry out the t¢chnical management plans created in the Plan Technical Effort processjarea. This practige involves
technical direcfion of all of the engineering activities of the project.

B.6.2.2 Example Work Products

*  matrix of responsibilities;
e work authgrizations.

B.6.2.3 Notes
Effective technjcal direction includes the use of appropriate.éommunication mechanisms and timely distrjbution of
technical information to all affected parties. All technical ditection must be captured to preserve the basig for decisions
and actions.
B.6.3 BP.15.02 - Track Project Resources

Track actual uge of resources against technical management plans.
B.6.3.1 Description

Provide current information on the_use of resources during the project to help adjust the effort and plans jwhen needed.

B.6.3.2 Example Work Products

° resource ysage.

B.6.3.3 Note1

Tracking cost includes comparing the actual costs to the estimates documented in the project plan to identify potential
overruns and underruns.

B.6.4 BP.15.03 - Track Technical Parameters

Track performance against the established technical parameters.

B.6.4.1 Description

The actual performance of the project and its products is tracked by measuring the technical parameters established in

the technical management plan. These measurements are compared to the thresholds established in the technical
management plan so that warnings of problems can be communicated to management.
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B.6.4.2 Example Work Products

profile of technical performance management.

B.6.4.3 Notes

An example

of a performance tracking scenario follows:

For each technical parameter, define a bench marking activity that will be used to obtain the measurement. Use persons

from outside
measureme
values of thq
B.6.5 BP

Review perf

the conirol of the project manager 1o perform the bench marking activities 1o ensure obje

nts. Periodically perform the bench marking activity and compare the actual measurement
parameters.

15.04 - Review Project Performance

brmance against the technical management plans.

B.6.5.1 De

cription

The performpnce of the project and its products is reviewed periodically and-when technical paramete

exceeded.

e results of analysing the measurements of technical performance are reviewed, along V

indicators of{technical performance, and corrective action plans are approved.

B.6.5.2 Example Work Products

change
approvg

B.6.5.3 No

Examples of

Holding
and sug
Writing

3

B.6.6 BP
Analyse issU
B.6.6.1 De

New project

requests for the technical management plan;
d corrective actions.

es

reviewing performance include:

a meeting of all stakeholdersof the project internal to the organization to present analysg
gested corrective actions;

h status report which forms'the basis of a project review meeting.

15.05 - Analyse Project Issues

es resulting from the tracking and review of technical parameters to determine corrective

Scription

issues surface frequently and continuously through the project life cycle. Timely identifica

Ctive
with the planned

r thresholds are
vith other

s of performance

actions.

rion, analysis, and

tracking of i

sues is crucial to controllina proiect nerformance
R o J Lud

B.6.6.2 Example Work Products

3

analysis of project performance issues;
approved corrective actions.

B.6.6.3 Notes

New information is integrated with historical project data. Trends that are hurting the project are identified, along with
new issues that indicate risks to the project's success. Obtain more detailed data, as needed, for issues and trends that
are inconclusive. Analysis frequently requires modelling and simulation tools as well as outside expert opinions.
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B.6.7

BP.15.06 - Take Corrective Action

Take corrective actions when technical parameters indicate future problems or when actual results deviate from plans.

B.6.7.1 Description

When corrective actions are approved, take the corrective actions by reallocating resources, changing methods and
procedures, or increasing adherence to the existing plans. When changes to the technical management plan are
necessary, employ the practices of the Plan Technical Effort process area (PA12) to revise the plan.

B.6.7.2 ExaanIe Work Products

° resource r;

change or
B.6.7.3 Notes

This base prac
discovered. Th

B.7 PA1(
B.7.1
B.7.1.1 Secu

PAQ09 Coording
Activities for th
customers and

B.7.1.2 Sumr

The purpose o
tracking, and n
use, and dispo
project.

Plan technical
from interfacing

ballocation;

changes t¢ methods and procedures;

jers.

lice covers whatever actions are needed to prevent anticipated problems or to correct the
B possible actions taken under this base practice are varied and’numerous.

5 - Plan Technical Effort

Procdss Area

ity Considerations

te Security should be taken into account, particularly during the performance of BP05 Ide
suppliers.

nary Description

Plan Technical Efforts to establish plans that provide the basis for scheduling, costing,
sal. System engineering activities must be integrated into comprehensive technical planni

effort involves developing estimates for the work to be performed, obtaining necessary co|
groups, and defining the plan to perform the work.

problems

htify Technical

b entire life cycle of the project, and BP06 Define Project Interface to support effective int¢raction with the

controlling,

egotiating the nature)and scope of the technical work involved in system development, manufacturing,

hg for the entire

mmitments

B.7.1.3 Goals

B.7.1.4 Base
The following li

BP.16.01
BP.16.02
BP.16.03
BP.16.04
BP.16.05
BP.16.06
BP.16.07

88

All aspects of the technical effort are planned.

Practice List
st contains the base practices that are essential elements of good systems engineering:

Identify resources that are critical to the technical success of the project.

Develop estimates for the factors that affect the magnitude and technical feasibility of the project.

Develop cost estimates for all technical resources required by the project.
Determine the technical process to be used on the project.
Identify technical activities for the entire life cycle of the project.

Define specific processes to support effective interaction with the customer(s) and supplier(s).

Develop technical schedules for the entire project life cycle.
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BP.16.08 Establish technical parameters with thresholds for the project and the system.

BP.16.09 Use the information gathered in planning activities to develop technical management plans that will
serve as the basis for tracking the salient aspects of the project and the systems engineering effort.

BP.16.10 Review the technical management plans with all affected groups and individuals, and obtain group

commitment.

B.7.1.5 Process Area Notes

Planning begins with an understanding of the scope of the work to be performed, along with the constraints, risks, and

goals that d
estimate the)
steps may b
B.7.2 BP

Identify reso

resources needed, produce a schedule, consider risks, and negotiate commitments. Mera
e necessary to establish a plan that balances quality, cost, and schedule goals.

16.01 - Identify Critical Resources

urces that are critical to the technical success of the project.

B.7.2.1 Description

Critical reso
project. Criti
identified by

irces are resources that are essential to the success of the praject and that may not be a
cal resources may include personnel with special skills, tools, facilities, or data. Critical re

B.7.2.2 Example Work Products

* identifig)
B.7.2.3 No
Example prg
resources th
required to §
B.7.3 BP
Develop est
B.7.3.1 De

The project'y

d critical resources.

es

ctice: Examine the project schedules.and think of the types of resources required at each
at are not easily obtainable. Cross.check and augment this list by thinking of engineering
ynthesize the system and work products.

16.02 - Estimate Project-Scope

mates for the factors.that affect the magnitude and technical feasibility of the project.

5cription

scope andssize can be estimated by decomposing the system into component elements

those of oth¢r projects./ The size estimate can then be adjusted for factors such as differences in com

parameters.

analysing project tasks and schedules, and by comparing this project with similar projectg.

jork products,
ting through these

ailable for the
sources can be

point in time. List
skills that are

that are similar to
blexity or other

Historical so

rces often provide the best available information to use for initial size estimates. These

stimates will be

refined as m

ore information on the current system becomes available.

B.7.3.2 Example Work Products

B.7.3.3

estimates of the scope of the system;

number of source lines of code;

number of cards of electronics;

number of large forgings;

number of cubic yards of material to be moved.

Notes

Example practice: Analyse the available project documentation, and interview project personnel to determine the main
technical constraints and assumptions. Identify the possible highest level technical approaches and the factors that may
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keep the project or the systems engineering effort from being successful. Identify the major technical parameters and

estimate the acceptable range for each parameter.
B.7.4 BP.16.03 - Estimate Project Costs
Develop cost estimates for all technical resources required by the project.

B.7.4.1 Description

A detailed estifhate of project costs Is essential to good project management, whether or not a customer
Estimates of project costs are made by determining the labour costs, material costs, and subcontracterq
the schedule apd the identified scope of the effort. Both direct costs and indirect costs (such as the.cost
training, specidl test and support items) are included. For labour costs, historical parameters orcost mog
employed to cgnvert hours to dollars based on job complexity, tools, available skills and experience, sch
direct and overhead rates. Appropriate reserves are established, based on identified risks;

B.7.4.2 Example Work Products

total labour cost by skill level and schedule;
cost of maerial by item, vendor, and schedule;
cost of sulpcontracts by vendor and schedule;
cost of tog|s;

cost of training;

rationale.

A considerablel amount of project data such as scope, schedule, and material items must be collected pn
costs. Checkligts and historical data from other projects:can be used to identify cost items that may othe
overlooked. Variance reports and "lessons-learned".documents are typically good sources of this type of
B.7.5

BP.16.04 - Determine Project's Process

Determine the fechnical process to be used.on the project.

B.7.5.1 Description
At the highest |
the characteris
waterfall, evoll
sequences, an

evel, the technical)process should follow a life-cycle model based on the characteristics 0
lics of the organization, and the organization's standard process. Typical life-cycle models
tionary spifal-and incremental. In the process definition, include process activities, inputs|
H quality imeasures for process and work products.

requires it.
osts based on
pf tools,

els are
edules, and

or to estimating
'wise be
information.

f the project,
include
outputs,

B.7.5.2 Exan‘]ple Work Products

selected systems engineering process for the project.
B.7.5.3 Notes

Establish and maintain an integrated management plan that defines the project's interaction with all inter

nal and external

organizations (e.g., the subcontractor) performing the technical effort. Include the planned project life-cycle model for

the project and specific project activities.
B.7.6 BP.16.05 - Identify Technical Activities

Identify technical activities for the entire life cycle of the project.
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B.7.6.1 Description

Project and systems engineering activities may be selected from applicable standards, known best practice within the
industry segment, reference models such as the SSE-CMM®, or the organization's historical experience.

B.7.6.2 Example Work Products

. identified technical activities.

B.7.6.3 No

Use historicﬂ

the list is co
near-term agq

For example
until each ag
approximate
approximate
working with

B.7.7 BP

Define spec

B.7.7.1 Description

Project inter
execution, W
tasking, and

parties that are interacting.

B.7.7.2 Example Work Products

*  defined
B.7.7.3 No
For the proje

order to be 4
define and i

mechanismg.

fes

records from similar projects, where possible, to develop the list of activities and{e_gain
plete. Use the "rolling wave" paradigm for planning. The "rolling wave" paradigm is’used
tivities more precisely than activities that start later in the project.

tivity is approximately two weeks in duration. Activities 3 to 12 months(away should be pl
y a month in duration. Activities starting more than a year away can‘be described at a ve
y two months in duration. For the non systems engineering technical activities, use this s
other disciplines according to the Integrate Disciplines process-area (PA04).

16.06 - Define Project Interface

fic processes to support effective interaction with customer(s) and supplier(s).

aces include all those with organizations and'individuals who are necessary to successfu
hether they are inside or outside the project group. Types of interaction include informatia
deliveries. Methods and processes (in¢luding controls) for interaction are established as

processes for project interfaces.
es
ct, identify the\gfoups internal and external to your organization that the project needs to

uccessful.<Fer each group, perform the base practices of the Integrate Disciplines proces
hplement each interface in terms of interaction mechanisms, interaction frequency, and p

to define

hnned at
'y high level,

project
n exchange,

confidence that

, the systems engineering activities would be decomposed into activities ‘planned for the pext three months

bme method while

hppropriate for the

B.7.8 BP

16.07 - Develop Project Schedules

Develop technical schedules for the entire project life cycle.

B.7.8.1 Description

nteract with in
5 area (PAO4) to
oblem resolution

Project schedules include system and component development, obtaining procured items, training, and preparing the
engineering support environment. Schedules are based on verifiable effort models or data for identified tasks, and they
must allow for task interdependencies and the availability of procured items. Schedules should also include slack time
appropriate for identified risks. All affected parties must review and commit to the schedule.

B.7.8.2 Example Work Products

. project schedules.
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B.7.8.3 Notes
Schedules typically include both customer and technical milestones.

Example: Within project constraints (contractual, market timing, customer-provided inputs, etc.), define system
increments consistent with the overall technical approach. Each increment should provide more system capability from
the user's point of view. Estimate the additional staff hours required to develop each increment.

To create a schedule that uses resources at a level rate, select dates for completion of each increment proportional to
the amount of Work required 1o develop the Increment. Derive detailed schedules for technical acuvities Within each

increment by sequencing the activities from the start of the increment and taking into account dependenties between
activities.

fiven schedule, the loading is typically not level. For non critical path activities{it may be n
ity duration, activity sequencing, or activity start dates to avoid unacceptabletesource pe

ecessary to
bking.

For an event-d
adjust the activ

B.7.9 BP.1¢

Establish techr
B.7.9.1 Desc

Establish key t
indicators for

with the custo
similar projects
corrective actid
useful points in

B.7.9.2 Exam|
* technical g
technical ¢

Examples of te

payload cé
SENsor res
portable s
automobil
video mon|

bchnical parameters that can be traced over the life ofthe project and that will serve as in

chnical parameters include?

le

.08 - Establish Technical Parameters
ical parameters with thresholds for the project and the system.

iption

eeting the ultimate technical objectives. Key technical'parameters can be identified throu
er, customer requirements, market research, protetypes, identified risks, or historical exp
. Each technical parameter to be tracked should have a threshold or tolerance beyond wh
n would be expected. Key technical parameters should have pre-planned assessments s
the project schedule.

ple Work Products

arameters;
arameter thresholds.

pacity of cargo aircraft;
olution;

reo weight;

gas mileage;

tor distortion.

B.7.9.3 Note1

progress

gh interaction
erience on
ich some
cheduled at

Example: Identify aspects of the system that are primary drivers of system performance. Develop a metric for each
aspect that can be tracked over time while the system is being developed.

B.7.10 BP.16.09 - Develop Technical Management Plan

Use the information gathered in planning activities to develop technical management plans that will serve as the basis

for tracking the

salient aspects of the project and the systems engineering effort.

B.7.10.1 Description

Establish and maintain an integrated management plan that defines project interaction with all internal and external
organizations (e.g., the subcontractor) performing the technical effort.
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B.7.10.2 Example Work Products

« technical management plan.

B.7.10.3 Notes

Technical management plans typically include;

+ plans for developing the system;
+ plans fgrinteracting with other organizations (€.9., subconiractors) performing the technical effory

B.7.11 BP{16.10 - Review and Approve Project Plans
Review the technical management plans with all affected groups and individuals, and obtdin group commitment.
B.7.11.1 Des$cription

The objective of project plan reviews is to ensure a bottom-up, common understahding of the process| resources,
schedule, and information requirements by affected groups and individuals throughout the project. Inputs on the project
plan are solitited from all responsible organizational elements and project staff. Whenever possible, these inputs are
incorporated to build team ownership of the plans. If an input is rejected‘or modified, feedback is provided to the
individual who gave the input. Interim and completed project plans are distributed for review. A commitment to the
project plang should be obtained from all groups comprising the project team.

B.7.11.2 Example Work Products

interfacg issues between disciplines/groups;
risks;
project plan inputs;

project plan comments;

project plan issues and resolutions.

B.7.11.3 Noges
Affected grolps and individuals typically include;

softwarg engineering;
hardwafe engineering;
manufagturing;
managgment;
customers;

users;
partnerg;
subconfractors.

Example activity: Identify questions that each group should answer as part of their review. (The questions may be
different for different groups.) Communicate to the groups how the review will be conducted. Provide the technical
management plans to the groups and, at the pre-arranged time, meet with them to discuss their comments. Produce a
list of issues from the reviewers' comments and work on each issue until it is resolved.

B.8 PA17 - Define Organization's Systems Engineering Process

B.8.1 Process Area
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B.8.1.1 Security Considerations

This process area uses the term "Systems Engineering" However, this process area is broadly applicable and the term
"Systems Engineering" can be replaced with the term "Security Engineering" when assessing an organization's security
engineering capability.

Base practices need to address the integration of security engineering with systems engineering and other engineering
disciplines. Therefore, PA09 Coordinate Security should be taken into account when defining the organization's security
engineering process.

B.8.1.2 Sumn

The purpose o
standard syste
that it will follov

Define Organiz
meet the busin
process assetg
architectures,

B.8.1.3 Goals

A standarg
B.8.1.4 Base
The following li
BP.17.01
BP.17.02

BP.17.03
BP.17.04

B.8.1.5 Proce

This process a
organization's
standard syste
Processes (PA

hary Description

Define Organization's Systems Engineering Process is to create and manage the ergani
Ms engineering processes, which can subsequently be tailored by a project toform the urn
v in developing its systems or products.

ation's Systems Engineering Process involves defining, collecting, and maintaining the pr
bss goals of the organization, as well as designing, developing, anddocumenting system
. Assets include example processes, process fragments, process=related documentation,
rocess-tailoring rules and tools, and process measurements.

systems engineering process is defined for the organization.
Practice List
S5t contains the base practices that are essential elements of good systems engineering:

Establish goals for the organization's systems engineering process from the organizat
goals.

Collect and maintain systemsengineering process assets.

Develop a well-defined standard systems engineering process for the organization.
Define guidelines for tailoring the organization's standard systems engineering proces
in developing the project's defined process.

ss Area Notes

fea covers thelinitial activities required to collect and maintain process assets, including th
standard systems engineering process. The improvement of the process assets and the o
ms engineering process are covered in the process area Improve Organization's Systems
14).

yation's
ique processes

pcess that will
5-engineering
process

on's business

5 for project use

e
rganization's
Engineering

B.8.2 BP.17%

.01~ Establish Process Goals

Establish goals for the organization's systems engineering process from the organization's business goals.

B.8.2.1 Description

The systems engineering process operates in a business context, and this must be explicitly recognized in order to
institutionalize the organization's standard practice. The process goals should consider the financial, quality, human
resource, and marketing issues important to the success of the business.

B.8.2.2 Example Work Products

* goals of th
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requirements for the organization's standard systems engineering process;
requirements for the organization's process asset library;
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asset library.

B.8.2.3 Notes

Establishing goals may include determining the tradeoff criteria for process performance based on time-to-market,
quality, and productivity business issues.

B.8.3

BP.

17.02 - Collect Process Assets

Collect and aintain systems-engineering process assets.

B.8.3.1 Description

The informa
stored (e.g.,

efforts, and maintained so as to remain current.

B.8.3.2 Example Work Products

instructi
design s
process

B.8.3.3 No

The purpose
defining the
the measurg
should be aq
systems eng

Process ass|

the orga
the app
project

guidelin
process
measur

e o o o o o

B.8.4 BP

Develop a w

ion generated by the process definition activity, both at the organization and project level
in a process asset library), made accessible to those who are involved in tailoring and prq

pns for use of a process asset library;
pecifications for a process asset library;
assets.

es

of a process asset library is to store and make<available process assets that projects will
process for developing the system. It should ¢ontain examples of processes that have be
ments of the process. When the organization's standard systems engineering process hal
ded to the process asset library, along with guidelines for projects to tailor the organizatiq
ineering process when defining the project's process.

ets typically include:

nization's standard systems.engineering process;

foved or recommended development life cycles;

processes together with. measurements collected during the execution of the processes;
es and criteria for tailoring the organization's standard systems engineering process;
-related referenée documentation;

bments of the_project's process.

17.03 - Develop Organization's Systems Engineering Process

ell<defined standard systems engineering process for the organization.

5, needs to be
cess design

find useful in

en defined, and

S been defined, it
n's standard

B.8.4.1 Description

The organization's standard systems engineering process is developed using the facilities of the process asset library.
New process assets may be necessary during the development task and should be added to the process asset library.
The organization's standard systems engineering process should be placed in the process asset library.

B.8.4.2 Example Work Products

organization's standard systems engineering process;
inputs to training;
inputs to systems engineering process improvement.
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B.8.4.3 Notes

The standard systems engineering process should include the interfaces to the organization's other defined processes.
In addition, references used to define the systems engineering process (e.g., military standards, IEEE standards) should
be cited and maintained.

To develop the standard systems engineering process, an organization can identify all the process elements or activities
of the organization's system engineering process. The organization must evaluate the process elements for consistency

of inputs and outputs, redundant activities, and missing activities. Inconsistencies must be resolved between process

elements and
defined.

A well-defined

readiness
inputs;

standards
verificatiorn
peer 1
outpu
comp

B.8.5 BP.17
Define guidelin
project's define

B.8.5.1 Desc

Since the orga
guidelines for t
projects to byp
policy.

FOVISION mnade T0I appropriate sequencing ana verication reatures. 1ne resuiting procesy

process includes:
criteria;

and procedures;
mechanisms:

eviews;

S,

etion criteria [SPICE].

.04 - Define Tailoring Guidelines

es for tailoring the organization's standard systems _engineering process for project use in
d process.
iption

nization's standard systems engineering process may not be suitable for every project's s
hiloring it are needed. The guidelines'should be designed to fit a variety of situations, whil
hss standards that must be followed or substantial and important practices prescribed by

B.8.5.2 Exa

tailoring g

nlple Work Products

idelines for the organization's standard systems engineering process.

B.8.5.3 Note

Guidelines sh

variables such jas the"domain of the project; the cost, schedule, and quality tradeoffs; the experience of t
staff; the natur¢ of the customer; the technical difficulty of the project, etc.

Id enable the organization's standard systems engineering process to be tailored to add

should be well

developing the

tuation,
e not allowing
brganization

ess contextual
he project's

B.9

B.9.1

PA18 - Improve Organization's Systems Engineering Processes

Process Area

B.9.1.1 Security Considerations

In Improve Organization's Systems Engineering Processes, the term "Systems Engineering” is used. This process area
however, is broadly applicable and the term Systems Engineering is substituted with the term "Security Engineering"
when assessing an organization's security engineering capability. In addition, base practices need to address the
integration of security engineering with systems engineering disciplines.
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The purpose of Improve Organization's Systems Engineering Processes is to gain competitive advantage by
continuously improving the effectiveness and efficiency of the systems engineering processes used by the organization.
It involves developing an understanding of the organization's processes in the context of the organization's business
goals, analysing the performance of the processes, and explicitly planning and deploying improvements to those

processes.

B.9.1.3 Go

B.9.1.4 Base Practice List

The following list contains the base practices that are essential elements of good systems_engineering:
BP.18.01 Appraise the existing processes being performed in the organization to understand
weaknesses.
BP.18.02 Plan improvements to the organization's processes based on\analysing the impact
improvements on achieving the goals of the processes.
BP.18.03 Change the organization's standard systems engineering process to reflect targeteqg
BP.18.04 Communicate process improvements to existing projects and to other affected grou
B.9.1.5 Pracess Area Notes

This process
processes ir
organization
Engineering

Guidance or
application @
of capability
practices in

B.9.2 BP

Appraise the

B.9.2.1 Description

Appraise thg

Improveg

als

ments to the standard systems engineering process are planned and implemented.

area covers the continuing activities to measure_and improve the performance of system
the organization. The initial collection of the organization's process assets and the defini
s standard system engineering process isxcovered in the process area Define Organizati
Process (PA13).

improving the standard process may be obtained from several sources, including lesson

levels against process areas will point to the most needed areas for improvement. Incorp
hese process areas will be*useful.

18.01 - Appraise the\Process

existing processes being performed in the organization to understand their strengths ang

existing*processes being performed in the organization to understand their strengths ang

B.9.2.2 Example Work Products

their strengths and
pf potential

improvements.
ps, as appropriate.

S engineering
ion of the
bn's Systems

5 learned,

f the generic practices, and appraisals of the standard process against the SE-CMM®. The resulting profile

brating the generic

weaknesses.

weaknesses.

process
process

maturity profiles;
performance analyses;

appraisal findings;
gap analyses.

B.9.2.3 Notes

An example appraisal scenario: Appraise the organization's current systems engineering processes using the
SE-CMM® and its associated appraisal method. Use the results of the appraisal to establish or update process
performance goals.

If delays and queues occur in the execution of the existing systems engineering process, then an organization may
focus on them as starting points for cycle-time reduction. Recheck such process features as readiness criteria, inputs,
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