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FOREWORD

2022

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the speC|aI|zed system for worldwide standardlzatlon National bodles that are members of ISO or IEC

res
All
No|
ex
prd
leg
oth
At
ind
At
pa

iviergence between any IEC and ISO document and the corresponding.Hational or regional publication s

pectlve organlzatlon to deal with partlcular f|elds of technlcalactlwty ISO and IEC technlcal com
laborate in fields of mutual interest. Other international organizations, governmental and non-governf
iaison with ISO and IEC, also take part in the work.

e formal decisions or agreements of IEC and ISO on technical matters express, as nearly, as”possil
ernational consensus of opinion on the relevant subjects since each technical committee has' represe
M all interested IEC and ISO National bodies.

L and ISO documents have the form of recommendations for international use andjare)accepted by IH
D National bodies in that sense. While all reasonable efforts are made to ensure that'the technical con|
L and ISO documents is accurate, IEC and ISO cannot be held responsible for the way in which they ar
or any misinterpretation by any end user.

order to promote international uniformity, IEC and ISO National bodies\undertake to apply IEC an
fuments transparently to the maximum extent possible in their natienal and regional publication

arly indicated in the latter.

L and 1SO do not provide any attestation of conformity. Independent certification bodies provide con
essment services and, in some areas, access to IEC and”1S© marks of conformity. IEC and ISO
ponsible for any services carried out by independent certification bodies.

users should ensure that they have the latest edition of\this document.
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This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs and www.iso.org/directives.
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INTRODUCTION

In the world of the Internet of Things (loT), heterogeneous systems and devices need to be
connected and exchange data with others. How data exchange can be implemented becomes
a key issue of interoperability among loT industries. Information models (IMs), which can well
represent specifications of data, are adopted and utilized to solve the interoperability problem.
Meanwhile, as systems and devices in loT can have different information models with different
modelling methodologies and formats, interoperability based on different information models is
recognized as an urgent problem. The loT interoperability related systems and applications

have

an 11 trillion market potentially [1]7.

The IBO/IEC 21823 series standards address issues that relate to interoperability both b

etween

different 10T systems and within a single 10T system. ISO/IEC 21823-1 [2] describes-a/ggneral

framd

Diffen

correpponding viewpoints. Each of the parts can refer to others but is independent. Curr
ISO/IEC 21823-2 [3] defines specifications from the transport viewpoint, ISO/IEC 21823
defings requirements, provides guidance, etc. from the .Sé€mantic viewpoint,
ISO/IEC 21823-4 specifies the syntactic interoperability.

Syntd
partig

is relpted to the information models' representing formats, structures, and grammar of

modse
charg

This flocument first provides the principle of:how to achieve syntactic interoperability bas
metamodel-driven approaches. In other words, the reason why the information exchange
based on metamodels can support syntactic interoperability among different 10T system
be elaborated. Secondly, requirements-on information models such as metamodels and m

of 10T
ident

syntactic interoperability among-different information models utilized in loT systems. Thir

framd
the s
entiti
the in

In Annex A, passible intrinsic and extrinsic properties of lIoT devices are listed as addi

inforn
accof
is def

ent parts of ISO/IEC 21823, based on one of the facets, provide specifications from

ctic interoperability means that exchanged information can be understood by

lling languages such as a length of a data string{ constraints on data types, and forb
cters.

systems including loT devices\are described. Features related to loT devices such &

work for processes on developing information exchange rules related to loT devices
yntactic viewpoint iS\prfovided. For example, the kinds of metamodels, and the typ
bs and relationships that shall be selected are specified, and the procedure of how to
formation exchange rules from different information models is provided.

hation ‘of“Clause 6. In Annex B, a use case of how the syntactic interoperabil
dance 'with specifications in this document among industrial 10T systems and loT de
bcribed.

f

work for interoperability for loT systems. It includes a five facet model for interoperability
that ipcludes transport, syntactic, semantic, behavioural, and policy viewpoints.

their
ently,
-3 [4]
and

the

ipating loT systems which contain loT devices. In more-detail, the syntactic interoperability

their
dden

ed on
rules
s will
pdels
s the

fier, device type, setup environments, and functions need to be considered to acconpplish

dly, a
from
es of
build

ional

jty in

vices

With this document, system and device vendors, who need to improve and/or develop their
products to comply with loT requirements, can implement specifications of this document to
their products for an automatic or semi-automatic realization of loT syntactic interoperability.

T Nu

mbers in square brackets refer to the Bibliography.
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Part 4: Syntactic interoperability

1 Scope

2022

This part of ISO/IEC 21823 specifies the IoT interoperability from a syntactic point of wigw. In

this document, the following specifications for 10T interoperability from a syntactic viewpoi
incluged:

nt are

— afprinciple of how to achieve syntactic interoperability among loT systems which include loT

d

— rgquirements on information related to 10T devices for syntactic interoperability;

- a
fr

2 Normative references

The f

For

ISO/I

3 Terms and definitions

For t
follow

ISO ¢
addre

3.1

vices;

bm the syntactic viewpoint.

FC 20924, Internet of Things (loT) — VVocabulary

e purposes of this document, the terms and definitions given in ISO/IEC 20924 an
ing apply.

framework for processes on developing information exchange rules related to IoT devices

bllowing documents are referred to in the text in such.a way that some or all of their cdntent
consfitutes requirements of this document. For dated references, only the edition cited ap

plies.

indated references, the latest edition ofsthe referenced document (including any
amerjdments) applies.

d the

web

insta
indivi

[SOU

3.2
meta
speci

Note 1

Note 2
format

nd IEC maintain(terminological databases for use in standardization at the following
sses:

O Online‘brewsing platform: available at http://www.iso.org/obp

C Electropedia: available at http://www.electropedia.org/

nce

dual entity having its own value and possibly its own identity

RCE: ISO 19103:2015 [5], 4.20]

model

al kind of model that specifies the abstract syntax of a modelling language

to entry: A model is an instance (3.1) of a metamodel

to entry: loT syntactic interoperability is achieved by information exchange rules through the structure, data

, and syntactic constraints using syntactic aspects of the metamodel.
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[SOURCE: ISO/IEC 19506:2012 [6], modified — The description that follows the definition has
been deleted. Notes to entry have been added.]

3.3
model
abstraction of some aspects of reality

[SOURCE: ISO 19109:2015 [7], 4.15]

3.4
property
partiqular characteristic of an object type

[SOURCE: ISO 16484-5:2017 [8], 3.2.74]

3.5
syntactic interoperability
intergperability such that the formats of the exchanged information can be understood hy the
partigipating systems

Note 1| to entry: System means loT system.

Note 2to entry: loT device, loT gateway, sensor and actuator are considered as system.

[SOURCE: ISO/IEC 19941:2017 [9], 3.1.4, modified — Notes to entry have been added.]

4 Abbreviated terms

CRS coordinate reference system

EPloT extrinsic properties of physicallloT devices
IP1oT] intrinsic properties of physical loT devices
loT Internet of Things

JSON JavaScript ObjectNotation

MOF Meta Object Facility

UML Unified Modeling Language

XML extensibleymarkup language

5 PBrinciple-for loT syntactic interoperability

5.1 General

In the TSOJTET 21823 series, ISO/TEC 2Z1823-T [Z] defines an overall framework for loT
interoperability. It specifies that loT interoperability shall be supported by standards from five
facets: transport, semantic, syntactic, behavioural, and policy. A standard based on each of the
facets shall provide specifications from its corresponding viewpoint. Each of the standards can
refer to or can be independent of standards based on other facets. ISO/IEC 21823-2 [3] defines
specifications from the transport viewpoint. ISO/IEC 21823-3 [4] defines requirements, provides
guidance, etc. from the semantic aspect. ISO/IEC 21823-4 (this document) addresses the
syntactic interoperability that provides specifications from the syntax viewpoint.

5.2 Principle for loT syntactic interoperability

In this subclause, a principle for loT syntactic interoperability is specified. In order for an loT
system to achieve syntactic interoperability with other loT systems and devices, the information
exchange rules between their data are adopted.
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The information exchange rules for syntactic interoperability provide the following types of
information exchange.
a) Format exchange.

— The term "format" is bound for a data format.

— The "format exchange" means that information in different data formats can be
exchanged.

For example, data in the UML format can be exchanged with data in the XML format.
b) Structure exchange.

—| The "structure exchange" means that information in different structuresncan be
exchanged.

Fpr example, information defined in a hierarchical tree structure can be transformed |nto a
flat tree structure.

c) Syntactic constraint exchange.
—| The term "constraint" is a condition related to syntax or syntactic réquirements on|data.

—| The "syntactic constraint exchange" means that informatien/with different constfaints
can be exchanged.

For example, data in loT System1 have a value of one digit.after the decimal point, and data
in| loT System2 have a value of two digits after the decimal point. Their data accpracy
exchange is classified into syntactic constraint exchange.

Furthermore, information of loT systems is expressed with models. In each IoT system, its
information can be represented with a metamodel; models, and instances [10]. In order to
descilibe information exchange rules between 10T systems for their syntactic interoperapility,
syntactic aspects in their metamodels and moedéls are utilized. In addition, specific requirements
for metamodels, models, and information \exchanges in the loT domain are included in this
document.

5.3 | Relevant technologies for syntactic interoperability
5.3.1 Metamodel and syntactic interoperability

A metamodel, as the model's model, consists of statements about models. Especially in the
UML ps described in [10]5the metamodel specifies the abstract syntax of the UML. The abstract
syntax defines the set;of UML modelling concepts, attributes, relationships as well as rulgs for
comblining concepts 10 construct partial UML models.

Therg are also other definitions for metamodel in ISO/IEC and IEEE standards. Some of|them
are listed~in_ Table C.1 in Annex C. Several metamodel definitions in different resources are
colle¢ted |n ISO/IEC/IEEE 24765: 2017 [11] In this document, Definition 7 of metamoc el in
Tablg )
is adopted. From thls definition, it is cIear that an approach of creatmg |nformat|on exchange
rules with elements available in metamodels is actually based on the syntax and therefore is
acceptable for syntactical interoperability. UML, OWL (Ontology Language), OntoML (Ontology
Markup Language [12]), XML, etc. are modelling languages adopted and utilized in different
systems and domains.



https://iecnorm.com/api/?name=dfb3251641da0fd31a881b828aadc046

ISO/IEC 21823-4:2022 © ISO/IEC 2022 -9-

5.3.2 Metamodel-driven approaches supporting interoperability issues

Metamodel-driven information exchange and interoperability approaches are adopted as
holistic approaches in industry domains [13], [14] to enable a model-driven engineering
approach in the area of information integration and interoperation. By creating declarative
mapping specifications, i.e. exchange rules, automatic information exchange can be executed
at run-time and off-line among heterogeneous systems and devices. As the metamodel-driven
approaches tackle the interoperability problems at a higher abstraction level than models, it can
increase the efficiency of achieving interoperability among heterogeneous systems and devices
which comply with the same metamodel. In other words, information exchange rules can be
reused by loT systems and loT devices whose information models are in compliance with the
same_metamodel

5.4 | The overall structure of the proposed approach

— ]
: Principle i Clause 5

Pl dmunr e o e - e e e e e e = = = —— &) Clause 7 L 1
I #information exchange rule example l Bramework for |
I 1. Def MM1 cls J developing

2. Def MM2 rdfs information |
| 3. Translation rules (MM1, MM2); { exchange rule |
I Input | |4 Operation rules (IoT System1, loT System2);, /| Lo . 2. _._. )

5. #Def event for updating on rules if necessary Input |
I loT System1 6. If MM1.device.value.updated() regenerate_rules();... loT System?2 1
I I
[ Metamodel1 Metamodel2 I
| (MM1) (MM2)
I - Clause 6, Annex A - I

Requirements ) AP ppp— ; . . |
; " . : R ts <<instanceOf>>
| | <<instanceOf>> on,...=< Required properties:and Resolutions 1,5 """ ,
4..-' - 'o...
I #Example information &f leT Devices and DIoTS A Model2 |
| Model1 b
s

- T - Name <<instanceOf>> '
| <<instanceOf>> - deviceType(sehsor | actuator | composed l
[ device | othres)

Instance1 — Protosdl Instance2 1
| - Value |
[ - QOfthers
L — Mismatch resolution: SampleFrequency(); l

__________ — (R S U U U p—— R |

i._.._: Scope of this document
IEC

Figure 1 — The overall structure of the proposed approach

Figure 1 illustrates the overall structure of the proposed approach. Figure 1 shows twp loT
systems: e 'System1 and loT System2. In each loT system, its information consists| of a
metamodel) 'model, and instance data. In order to achieve syntactic interoperability between
thesd tWo systems, the information exchange rules based on the metamodels of both loT
systems need 10 be created. 1o create information exchange ruies, thelr Tequited properties
and resolutions to support executing information exchange need to be analysed and defined.

In Figure 1:

— lines starting with "#" denote comment lines;

— in the text box of "information exchange rule example", sample information for syntactic
interoperability is listed;

— in the text box of "required properties and resolutions”, example properties and syntactic
resolution for mismatch are listed.

In this document, three major clauses are specified to support achieving loT syntactic
interoperability.
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a) In Clause 5, relevant technologies of the metamodel and their applicability in the area of
solving syntactical interoperability issues are explained. The methodology of how to create
information exchange rules among heterogeneous loT systems and devices is specified.
The information exchange rules are in general categorized into two groups:

1) translation rules that specify transformations among elements in metamodels. Details

are in 5.6;

2) operation rules that specify mismatches between loT systems. Details are in 6.3.

b) In Clause 6, requirements on loT-related information are specified. Requirements include:

1) firstly, the required properties related to loT devices for translation rules (specified in

6.2). For example, an identifier of an loT system or an loT device is a required pro

erty;

2

c) In

n

secondly, the required properties and resolutions for mismatches between loT-§ys
for operation rules. Mismatches occur during information exchange betweer
systems. Resolutions are required to resolve these mismatches. For exampleyif the
interval requesting information exchange is different, i.e. not matched. in“involve
systems for their interoperability, then syntactic resolutions are required to fill u
mismatch. Required properties and resolutions for mismatches“@are analysed
described in 6.3.

Clause 7, a framework of how to create information exchange rules is specified
cessary procedures to realize the loT syntactic interoperability following the proq

approach are defined. Whether it is necessary to creaté _or extend an loT sys|
mietamodel, what kinds of information exchange rules are‘défined, and how exchange
can be executed and evaluated are also described.

5.5

The methodology of metamodel-driven information exchange
MO-Layer: (real) instance
: M1-Layer: model -
 M2-Layer: metamodel ¢ Input Information Input

{(OMG MOF1.4 (SOMEC 19502): F> exchange rules
M2-Layer Metamodel1 : Metamodel2

<<instanceQf>> <<instanceOf>>
execute

| e e e e e e e o

Model1 fn_modelling ||/

exchange

M1-Layer | 1| Model2 in modelling
3 lahguage1 |‘\ ;//; language2
- i . I kS
<<instanceOf>> i <<instanceOf>>
loT System1 loT System1

IEC

tems
loT
time
d loT
b this
and

The
osed
tem's
rules

Figure 2 — Model hierarchies and metamodel-driven information exchange rules

During the last decades, in the field of model-based engineering (MBE), models have been
constructed to represent information from the physical world. The community of OMG proposes
MOF (ISO/IEC 19502 [15]), a four-layer modelling architecture to describe models. Models here
in general include the instance in MO-Layer, the model in M1-Layer, the metamodel in M2-Layer,
and the meta-metamodel in M3-Layer. M3-Layer is not included in this document thus it is
omitted from Figure 2.
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As shown in Figure 2, the model in M1-Layer defines structures, available entities, relationships,
etc. for instances in MO-Layer, and the metamodel in M2-Layer specifies the syntax for the
models. Therefore, models in M1-Layer are the instances of their metamodel in M2-Layer, i.e.
M1-Layer has relationships with M2-Layer as "<<instanceOf>>". And the same relationships
exist between MO-Layer and M1-Layer. Each metamodel can have many models and each
model can have many instances. In Figure 2, Model1 in loT System1 is the model of Instance1,
and Metamodel1 is the metamodel of Model1. Model2 and Metamodel2 in loT System2 have
the same relationships.

From the syntactic point of view, information exchange rules as projections allow converting
information in all layers from a specific system to information in another system in a modelling
i i i i - cable

5.6.1

As eX

achigve syntactic interoperability with other loT systems and devices (loT System2), inform
exchange rules are adopted. Figure 3 shows that the information exchange rules cs

class
- T
T

T
Of

— Operation rules

S
S(

N0-Layer. Therefore, the metamodel-based information exchange rules are applica
its models and instances.

System2. Elements in the metamodels, are classes, properties, relationships,

IgT systems. Required properties forctranslation rules are specified in 6.2.

Operation rules are specified(to resolve mismatches between two loT systems. Pot
operational mismatches that’happen during processes of achieving interoperabilit
ditected. To solve these.mismatches, necessary properties and available resolutions are

also out of the sgope. Details of the operation rules are specified in 6.3.

d with elements available in M2-Layer. The same relationships are applicable t6 M1-Layer

Information exchange rules

Categories of information exchange rules

ble to

plained in 5.2 and 5.5, for an 10T system including loT devices (loT System1), in order to

fied into two categories.

anslation rules

ation
n be

anslation rules are created with elements invthe metamodels of loT System1 angd loT

etc.

ansformation rules among these elements are defined and named "translation rulg¢s" in
der to achieve structure, data format; and syntactic constraints transformations between

ecified. Mismatches_that cannot be resolved from syntactic viewpoints are out ¢
ope. Simultaneously, resolutions not based on syntactic approaches for mismatche

Information exchange rules

Operation rules

ential
y are

f the
s are

Input Input
loT System1 l 5 loT System?2
Metamodel1 K Metamodel2
(MM1) (MM2)
'y A
Model1 Model2 Legend
7y A A
<<instanceOf>>
Instance1 Instance2
IEC

The overlapped area includes properties used both in translation rules and operation rules.

Figure 3 — Categories of information exchange rules
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5.6.2 Information exchange rules expression

Information exchange rules shall include translation rules among metamodels, and operation
rules for loT syntactic interoperability. Information exchange rules can be expressed in various
languages. Some well-known languages such as QVT (Query/View/Transformation [17]),
OCL (Object Constraint Language [18]), ATL (Atlas Transformation Language [19]),
TGG (Triple graph grammar [20], [21]), etc. can be applied to describe information exchange
rules among different metamodels and models. This document does not provide new languages
for information exchange rules, and sample information exchange rules are described in
Annex B. An implementation of this document can define information exchange rules with
selected language and data format.

5.6.3 Information exchange rules expression example
1) module Probel2Fiware;
2) create OUT: Fiware from IN: ProbeVehicle;
3) —-— translation rule: from “name” to “identifier”
4) rule id {
5) from
6) p:Probe!ProbeDataElementType,
7) pv:Probe!VelocityType
8) to
9) v:Fiware!Vehicle schema (
10) id <- p."ASN.l name" + p."ASN.4 .ebject identifier"
11) )
12) }
13)
14) -- operation rule: if unit mismatch dége€ted dm to m
15) helper def : transDecimeterToMeter (dmx Integer): Integer =
16) dm / 10;

IEC
Figure 4 — Excerpted information exchange rules for Annex B

Excefpted information exchange rules in ATL for Annex B are listed in Figure 4. In Figure| 4;

— IdT System1 is a connected vehicle; 10T System2 is a traffic management system (TMS)
adopting FIWARE to represent its system. Metamodels of these two systems are defirjed in
lime (2) as IN: ProbeVehicle and OUT: Fiware, respectively.

— Lines (4) to (12),show the translation rule of a vehicle "name" and "identifier" to the| TMS
"rlame". Properties utilized in translation rules are defined separately in each metamodel
[242] and [23],

— Linhes (15) and (16) show an implementation of the operation rule for a unit mismatch
rgsolution: Here, while the unit mismatch is detected, the exchange between different|units
is|specified manually. As explained in 6.3, the implementations of resolutions are out ¢f the
s¢ope. This example is a guide for implementers.

6 Requirements on information related to loT devices

6.1 General

In Clause 6, requirements on the information which is necessary for IoT syntactic
interoperability are described. The information shall be defined in the metamodel or model of
an loT system or an loT device. The requirements apply to 10T devices for the data exchange
among loT systems, excluding cloud-computing-based back-end services.

In coincidence with the two categories of the information exchange rues described in 5.6.1, the
requirements for the information related to loT devices are also classified into two groups: the
requirements on translation rules and those on operation rules as shown in Figure 5.
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— Requirements on translation rules are further divided into two groups depending on required
properties. One group is "Required intrinsic properties of physical 10T devices" and the other
is "Required extrinsic properties of physical IoT devices" [24], [25]. They are specified in
6.2.2 and 6.2.3, respectively. An intrinsic property is defined as a property of a specified
subject that exists itself or within the subject, and an extrinsic property is a property not
essential or inherent to the subject that is being characterized [25].

— Required properties and resolutions for operation rules are specified in 6.3.

Subclause 6.2

loT System
Required properties for translation rules ]

|| loT Device

Requirements on[
-

6.2
6.2.1
The t

contgins loT devices, and the information of [oT devices is represented with properties. |

requi
- N
fo
- E
al
- F
B

Ig
its

NOTE

6.2.2

Figure 5 — Classifications of requirements on information related to loT devices

Y

Required intrinsic properties
of physical loT devices(IPloT)

Requirements on

Required extrinsic properties
of physical IoT devices(ERIoT)

Subclause 6.3
Required properties and resolutions farnopération rules

IEC

General requirements on the translation rules
General

ranslation rules are specified with elemé&nts in metamodels of 10T systems. An loT sy

‘ed properties related to loT devicgsifor syntactic interoperability are specified.
b new identification structure ner new data modelling method is specified in this docU
r loT syntactic interoperability.

Kisting ID standards and data models adopted in the loT systems shall be applied i
e used in an loT system while realizing its syntactic interoperability.

br each property,na‘specific property definitions, formats, or classifications are req
Lt if there are standards for its definition, format, etc., and these standards are used
T system, thén.the property complying with these standards shall be applied for rea

loT syntagtic interoperability.

The above descriptions are to avoid misunderstanding.

Required intrinsic properties of physical loT devices (IPloT)

stem
N 6.2,

ment

they

lired.
in an
lizing

In order to support 10T syntactic interoperability, intrinsic properties of physical loT devices are
required and provided by an loT system. Available informative intrinsic properties are listed in
Clause A.1. Some typical properties utilized in 10T use cases are explained in Table 1.
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Table 1 — Required intrinsic properties of physical loT devices

2022

Property name

Description

Mandatory/Optional

1D loT device identifier based on a given Mandatory
standardized object identification system.
Name loT device name. Optional
NOTE For example, UID, IRDI,
identifiable string name such as
"DeviclD.temperature" can be used.
DevipeType Type of an loT device. It shall be a Mandatory
sensor, actuator, composed loT device, .
and any user-defined device type. N?lTE Value of this property.ean‘be
null.
Location Uniquely identifiable physical point or Optional
area
Note 1 to entry: The location can be
characterized by coordinates.
[SOURCE: ISO 29404:2015, 3.11]
NOTE For a moveable IoT device, the
current coordinates obtained from a
positioning system such as GPS can be
used as the location. For a fixed loT
device its setting location can be utilized.
DevipeOwner Person(s) or organization(s) which.has Optional
legal title to the product to be used
Note 1 to entry: The owner magalso be
the operator.
[SOURCE: ISO/TR 20183:2015, 2.21]
MaintenanceRecord Device maintenanee history Optional

6.2.3

In order to support loTssyntactic interoperability, extrinsic properties of physical 10T devicq

requifed and provided by an loT system. Extrinsic properties shall

Required extrinsic'properties of physical loT devices (EPloT)

be defined

metamodel/model‘ef-an IoT device or an loT system. Available informative extrinsic prop

are listed in Clause A.2. Some typical properties utilized in 10T use cases are explain

Tablg 2.

s are
in a
brties
ed in
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Table 2 — Required extrinsic properties of physical loT devices

Property name Description Mandatory
/Optional
DatalD Identifier of a piece of data based on a given standardized Mandatory
or user-defined data reference system.
DevicelD ID of the device from which a datum is collected. Mandatory
NOTE "ID" in Table 1 shall be used.
Valug Datavatue Vramdatory
[SOURCE: ISO/IEC 20944-1:2013, 3.18.2.7]
Timgstamp Attribute or field in data which denotes the time of data Mandatory
generation
[SOURCE: ISO/TS 27790:2009, 3.73]
Accyracy Closeness of agreement between a test result or Optional
measurement result and the true value.
[SOURCE: ISO 3534-2:2006, 3.3.1]
AccdqssAuthority Access permission such as forbidden, readablef writable, Optional
executable to device datum.
NOTE Device data means data produced by the device in
operation.
6.3 | General requirements on the operation' rules
6.3.1 Overview of mismatches between loT systems
Requiired properties and resolutions for'operation rules are related to the mismatches between
what|one loT system is expecting and what the other 10T system can provide. A mismatch is a
difference between these twocloT systems regarding a specified property for data. To

accoinplish syntactic interoperability, the mismatches between 10T systems are detect¢d by

comp
resol
on th

Figur
mism
meta
creat
the m

aring the required properties of two loT systems. The operation rules are prepar
e the mismatches«These required properties and resolutions are defined as requirer
b operation rules!

e 6 shows~the overall procedures for mismatch detection and resolution. Firstly
atch is detected by comparing the required properties. If the property is defined i
model-the translation rule is created to resolve the format and structural differences.
ng the translation rules, the operation rules are created. If the property is not defin

ed to
hents

, the
n the
After
ed in
s are

etdmodel, either the metamodel is extended to include the property, or operation rule

direc

Iy Created.
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Mismatch detection

The property is
in metamodel?

Extend NO
metamodel?

2022

YES YES

| Extend metamodel |

, l

Create translation rules |

l

Create operation rules <

IEC

Figure 6 — A procedure for mismatch detection and resolution

Figurp 7 shows an example of IoT mismatch and its'syntactic resolution. loT System2 requires

data

"sign

ficantFigure" describes the precision.or'uncertainty of data by the number of digits

with 3 significant figures for the temperature; while 10T System1 can provide data With 5
significant figures. Required properties for“this mismatch are "significantFigure".

The
. The

property of IoT System1 has RDF format; while the property of loT System2 has JSON fogrmat,

thus

In thg example in Figure 7, firstly,\the mismatch is detected by comparing the "significantFi
properties. Then, the differences’in format and structure are resolved by translation rules
example, loT System1's “significantFigure property is translated to JSON fo

"sign

complaring the value gfithe "significantFigure" property between loT System1 (i.e. 5) an
Systgm2 (i.e. 3). In case that the prepared "syntactic resolution" for this "significantH

mism

"24.4

Thes
each

hey have format differences. They*also have structural differences.

ficantFigure":{"type":'int", "value":5}. Then, the operation rule detects the mismat

75" is truncated to "24.4" in this case.

e _kinds of mismatches are intended to be resolved by the operation rules. Howevs

gure"
. For
rmat:
ch by
d loT
igure

fatch" is "truncation", a user can implement the "truncation" function to establish
intergperability_between loT System1 and loT System2. Finally, the value or temper

ature

r, for

micmateh i+ ~an havua racabiitinn mathade fram vyariniiec narcnactiviac ol ac ovnt
oGt t—Ca—cy S50 O et oSOt t

oot L T TTToTTuUT o TOTOoPCTopPTovyCo—ouT ooy

atactic,

semantic, policy-based, etc. Only syntactic resolutions are specified, and resolutions from other
aspects of 1oT interoperability are out of the scope.
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6.3.2

In 6.
descr

mismjatches between loT systems.

- T
- T
is
- F
re

ones.

For 1
affec

exchanging information between loT systems, the resolutions which supplement misma

shall

Can send data of 5 Need data of 3
significant figures of |:> <:I significant figures of
temperature Input Input temperature

loT System1
Y Output loT System2
Metamodel1 Metamodel2
(MM1) Operation rule: (MM2)

« Mismatch detection
— o Mi tch luti I
Model1 ismatch resolution Modal2

“Temperature”:{
“value™:24.5,
"significantFigure":

{"type": "int", "value": 3},
“unit™:“CelsiusDegree”}

@plc:lri)\ quu'l-uuil.-l-l. :ILL}J. qudl..ulg i vocabromit#
<DHT22#0observation> rdf:type qudt-1-1:Quantity
qudt-1-1:numericValue “24.475""xsd:double ;
unit “CelsiusDegree”;
significantFigure [
schema:Int 5. ] .

Figure 7 — An example of mismatch detection and resolution

3.2, required properties and syntactic resolutions for potential 10T mismatches
ibed. Table 3 lists the minimal required properties—-and resolutions for the pot

ne required properties and syntactic resolutions.for each mismatch are specified.

also specified in the "Type" column of Table 3.

pr reference, sample non-syntactic, resolutions are explained in the "non-syn
solution” column of Table 3 to clarify-that there can exist other resolutions except syn

eference, the data quality_indicators defined in ISO/IEC 25012 [26], which mig
ed by the mismatches,.are described. To avoid degradations of data quality

be considered.

Required properties and syntactic resolutions for potential loT mismatchesg

b are
ential

he classification of syntactic resolutions (F: Fermat, S: Structure, C: Syntactic Constraint)

{actic
actic

Nt be
while
iches
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Table 3 — Required properties and resolutions for potential loT mismatches

Affected
Syntactic Non- da:_at
Name Title Type? | Required property h syntactic quality Example
resolution .
resolution (ISO”EC
25012)
mismatch1 | Synchro- F/S/IC |latestSynchronizedTime |"synchronize" consistency |different
nization or "mismatch time
mismatch notification" stamp
mismatch2 |Sampling F/S samplingFrequency "resampling” o accuracy every
frnqnpnm/ "infprpnlqtinn" hour vs.
mismatch every
minyte
mismatch3 | Location F/S location "compensate accuracy roon
mismatch location temperatu
differences” re a
or "mismatch centfe vs.
notification" wall
mismatch4 |Data F/S dataRecordingPattern "compensate accessibility | perigdic
recording recording VS.
pattern pattern” or charnge-
mismatch "mismatch drivgn
notification"
mismatch5 |Precision F/S/C |precision "truncation! precision +0,2° C
mismatch or "mismatch VS.
notificdtion" +1,00 C
mismatch6 | Significant |F/S/C |significantFigure "rounding" or precision 2 digits
figure “trincation” VS.
mismatch or "mismatch | See tables 5 digits
notification" in 6.3.3
mismatch7 |Range F/S operatingRange "range credibility +50,0 °C
mismatch check" or VS.
"mismatch +30,0 °C
notification"
mismatch8 | Calibration |F/S/C |calibrationTime "recalibrate” credibility different
mismatch or timeptam
"compensate p
calibration
differences”
mismatch9 |Response |F{S responseTime "response adjustment |20 njs vs.
time time 40 nps
mismatch compensatio
n" or
"mismatch
notification"
mismatch10 +-Acquisition |F/S acquisitionStatus "status credibility failufe vs.
status notification” sucdess
mismatch
mismaichTT | Unit F7S unit Tunit precision Celsius
mismatch conversion" VS.
Fahren-
heit

a

F: format, S: structure, C: syntactic constraint.

6.3.3

In 6.3.3, each mismatch listed in Table 3 is expressed in detail.

Details of required properties and syntactic resolutions for potential loT
mismatches
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For all tables in 6.3.3, the "Required property" line defines the property by a pseudo schema in
XML format. The "<name>" tag specifies the required name of the property. The "<datatype>"
tag adopts IEC 61360-1:2017 [27] for its description. Other tags in the XML are for additional

information of the property.

The "Function Signature" in "Mismatch detection" and "Syntactic resolution" lines specifies the

method name, arguments, and requirements.

— Mismatch1: Synchronization mismatch

See Table 4.
Table 4 — Mismatch1: synchronization mismatch

Mismatch1: Synchronization mismatch

Namg¢ mismatch1

Title Synchronization mismatch

Description The "Synchronization mismatch" is the mismatch of clocks between IoT systems.
For example, if the "latestSynchronizedTime" defined in“loT System1 is "2004-04-
01T12:00Z" while in loT System2 is "2004-01-01T11:00Z", then there is a
mismatch.

Required property <property>
<id>MS1</id>
<name>latestSynchronizedTime</name>
<datatype> DATE_TIME_TYPE </datatype>
<description>The "latestSynchronizedTime" records the latest synchronized timne

with the format of ISO 8601 (RFC_3389), i.e., the time scale of "UTC" shall be
used.</description>

<resource> ISO/IEC 22417</resource>

</property>

Mism

atch detection

Function Signature:

mismatchDetection(loT System1.latestSynchronizedTime, IloT
System2.latestSynchronizedTime)

Requirement:

The synchronization mismatch shall be detected when the
"latestSynchronizedTime" property defined in these two loT systems does not
match.

Syntc

ctic resolution

FunctionnSignature:

syntacticResolution(loT System1.latestSynchronizedTime, loT
System2.latestSynchronizedTime)

Requirement:

The syntactic resolution shall implement either "synchronize" or "mismatch
notification".

Non-

syntactic resolution

Non-syntactic resolutions are out of the scope of this document. For example,
resolution can be realized through a hardware-based time synchronization or a
software-based time synchronization [28].
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— mismatch2: Sampling Frequency mismatch
See Table 5.

Table 5 — Mismatch2: Sampling frequency mismatch

mismatch2: Sampling frequency mismatch

Name mismatch2
Title Sampling frequency mismatch
Description The "Sampling frequency mismatch" is the mismatch of data sampling frequencies

between loT systems.

For example, if loT System2 requires data every minute, while l1oT System1 ca
only provide data hourly, then there is a mismatch.

Requfired property <property>

<id>MS2</id>

<name> samplingFrequency </name>

<datatype> REAL_MEASURE_TYPE</datatype>

<description> The "samplingFrequency" is the frequency of datalsampling
cycles.</description>

<resource> [https://www.w3.0rg/TR/2017/REC-vocab-ssn-
20171019/,https://w3id.org/iot/qoi, http://www.ontology-of-units-of-
measure.org/resource/om-2/Unit]</resource>

</property>

Mismiatch detection Function Signature:

mismatchDetection(loT System1.samplingErequency, loT
System2.samplingFrequency)

Requirement:

The sampling frequency mismatch shall*be detected when the "samplingFrequgncy
property defined in these two loT §ystems does not match.

Syntactic resolution Function Signature:

syntacticResolution(loT System.samplingFrequency, IloT
System2.samplingFrequeney)

Requirement:

The syntactic resolution shall implement either "resampling” or "interpolation”.

Non-gyntactic resolution Non-syntactic resplutions are out of the scope of this document. For example, 4
resolution can.berealized through a policy-based harmonization of data acquisjition
timings.
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— mismatch3: Location mismatch
See Table 6.

Table 6 — Mismatch3: Location mismatch

mismatch3: Location mismatch

Name mismatch3
Title Location mismatch
Description The "Location mismatch" is the mismatch of locations between IoT systems.

For example, if IoT System1 requires the "room temperature" that represents the

temperature of the room, while loT System2 can provide the temperature meas
at the wall, then there is a mismatch.

ured

Required property

<property>

<id>MS3</id>

<name> location </name>

<datatype> STRING_TYPE(geo URI) </datatype >

<description> The "location" is the geospatial information where’the data is
acquired or expected to be acquired at a given coordinate-reference system (C
The CRS shall be specified in the datatype of geo URI. </description>
<resource>"geo URI"=https://tools.ietf.org/rfc/rfc5870 </tesource>
</property>

RS).

Mism

atch detection

Function Signature:

mismatchDetection(loT System1.location, loT‘8ystem2.location)

Requirement:

The location mismatch shall be detected when the "location" property defined i
these two 10T systems does not matchi

Syntc

ctic resolution

Function Signature:

syntacticResolution(loT Systemsd.location, lIoT System2.location)
Requirement:

The syntactic resolution shall\implement either "compensate location difference
"mismatch notification".

Non-

byntactic resolution

Non-syntactic resolutions”are out of the scope of this document. For example,
resolution can be realized by interpolation or correction factors.
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— mismatch4: Data recording pattern mismatch
See Table 7.

Table 7 — Mismatch4: Data recording pattern mismatch

mismatch4: Data recording pattern mismatch

Name mismatch4
Title Data recording pattern mismatch
Description The "Data recording pattern mismatch" is the mismatch of data acquisition timings

between loT systems.

For example, if loT System1 expects periodically recorded data, but loT System2
can only record data when data change is acknowledged, then there is a mismatch.

Requiired property <property>

<id>MS4</id>

<name> dataRecordingPattern </name>

<datatype> ENUM_CODE_TYPE ("periodic","change-driven") &/datatype>
<description>The "dataRecordingPattern" specifies the patternindicating whether
the information is acquired with a periodical specified frequency or through a
change-driven method.</description>

<resource> https://www.w3.org/TR/websub/ </resource>

</property>

Mismiatch detection Function Signature:

mismatchDetection(loT System1.dataRecordingPattern,

loT System2.dataRecordingPattern)

Requirement:

The data recording pattern mismatch.shall be detected when the
"dataRecordingPattern" property defined in these two loT systems does not match.

Syntactic resolution Function Signature:

syntacticResolution(loT System1:dataRecordingPattern,
loT System2.dataRecordingPattern)

Requirement:

The syntactic resolution‘shall implement either "compensate recording pattern”{or
"mismatch notification™

Non-syntactic resolution Non-syntactic resolutions are out of the scope of this document. For example, &
resolution can-be realized by interpolation or a change point detection.
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— mismatch5: Precision mismatch

See Table 8.

Table 8 — Mismatch5: Precision mismatch

mismatch5: Precision mismatch

For example, if loT Systemd requires the precision +0.2 °C of the temperature

Name mismatchb
Title Precision mismatch
Description The "Precision mismatch" is the mismatch of data precisions between loT systems.

sensor, while loT System2 can only provide £1,0 °C precision, then there isca
mismatch.

Required property

<property>

<id>MS5</id>

<name> precision </name>

<datatype> REAL_MEASURE_TYPE</datatype>

<description> The "precision" is a quantitative symmetrical erasymmetric off:
of a physical quantity by specified values with its associated unit at specified
conditions.</description>

<resource> https://www.w3.org/TR/vocab-ssn/ </resourte>
</property>

et

Mismatch detection

Function Signature:

mismatchDetection(loT System1.precision, l0F System2.precision)
Requirement:

The precision mismatch shall be detected when the "precision" property define
these two loT systems does not match,

din

Syntactic resolution

Function Signature:

syntacticResolution(loT System4.precision, IoT System2.precision)
Requirement:

The syntactic resolution shall“implement either "truncation" or "mismatch
notification".

Nonisyntactic resolution

Non-syntactic resolutions are out of the scope of this document. For example,
resolution can be realized through a policy-based harmonization of data
precisions.

1Y
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— mismatch6: Significant figure mismatch
See Table 9.

Table 9 — Mismatch6: Significant figure mismatch

mismatch6: Significant figure mismatch

Name mismatch6
Title Significant figure mismatch
Description The "Significant figure mismatch" is the mismatch of significant figures of data

between loT systems.

For example, if loT System1 requires two significant figures for temperature dafa,
while loT System2 can provide five significant figures, then there is a mismatch.

Required property <property>

<id>MS6</id>

<name> significantFigure </name>
<datatype> REAL_TYPE</datatype>
<description>The "significantFigure" is used to express, in an_approximate way|, the
precision or uncertainty associated with a reported numerjcahresult. </descriptfon>
<resource> https://www.w3.org/TR/vocab-ssn/ </resource>
</property>

Mismatch detection Function Signature:
mismatchDetection(loT System1.significantFigufe,)loT System2.significantFigufe)
Requirement:

The significant figure mismatch shall be detected when the "significantFigure"
property defined in these two 10T systems does not match.

Syntactic resolution Function Signature:
syntacticResolution(loT System1.sighificantFigure, loT System2.significantFigyre)
Requirement:
The syntactic resolution shall implement "rounding" or "truncation” or "mismatch
notification".

Non-gyntactic resolution Non-syntactic resolutions, are out of the scope of this document. For example, &
resolution can be realized through a policy-based harmonization of significant
figures.
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— mismatch7: Range mismatch
See Table 10.

Table 10 — Mismatch7:Range mismatch

mismatch7: Range mismatch

Name mismatch7
Title Range mismatch
Description The "Range mismatch" is the mismatch of operating ranges between loT systems.

For example, if loT System1 expects +50,0 °C operating range while 10T System?2
can only provide +30,0 °C operating range, then there is a mismatch.

Required property <property>

<id>MS7</id>

<name> operatingRange </name>

<datatype> LEVEL (MIN, MAX) OF REAL_MEASURE_TYPE
</datatype>

<description> The "operatingRange" describes a required rahge’inside which 4§
system is operated.</description>

<resource> https://www.w3.org/TR/vocab-ssn/ </resource=>
</property>

Mismlatch detection Function Signature:
mismatchDetection(loT System1.operatingRange, IoT System2.operatingRang¢
Requirement:
The range mismatch shall be detected when the "operatingRange" property defined
in these two loT systems does not match.

~

Syntactic resolution Function Signature:
syntacticResolution(loT System1.0peratingRange, loT System2.operatingRangg)
Requirement:

The syntactic resolution shall implement either "range check" or "mismatch
notification".

Non-gyntactic resolution Non-syntactic resolutions.\are out of the scope of this document. For example, &
resolution can be realized through a system-wide harmonization of operating
ranges.
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— mismatch8: Calibration mismatch
See Table 11.

Table 11 — Mismatch8: Calibration mismatch

mismatch8: Calibration mismatch

Name mismatch8
Title Calibration mismatch
Description The "Calibration mismatch" is the mismatch of calibration times at a given time
scale.
For example, if loT System1 requires a specific calibration time, while loT System2
can only provide a different calibration time, then there is a mismatch.
Required property <property>
<id>MS8</id>
<name> calibrationTime </name>
<datatype> REAL_MEASURE_TYPE </datatype>
<description> The "calibrationTime" describes the timestamp_whén the system is

calibrated. </description>
<resource> https://www.w3.org/TR/vocab-ssn/ </resource>
</property>

Mismatch detection Function Signature:

mismatchDetection(loT System1.calibrationTime, 16T System2.calibrationTime
Requirement:

The calibration mismatch shall be detectediwhen the "calibrationTime" property
defined in these two 10T systems does not nratch.

Syntactic resolution Function Signature:

syntacticResolution(loT System1.calibrationTime, loT System2.calibrationTime
Requirement:

The syntactic resolution shall implement either "recalibrate" or "compensate
calibration differences".

Non-gyntactic resolution Non-syntactic resolutions, are out of the scope of this document. For example, &
resolution can be realized through adjustments based on a system-wide policy
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— mismatch9: Response time mismatch

See Table 12.

Table 12 — Mismatch9: Response time mismatch

mismatch9: Response time mismatch

systems.

Name mismatch9
Title Response time mismatch
Description The "Response time mismatch" is the mismatch of response times between loT

For example, if loT System1 expects "20 ms" for the response time, but loT
System2 provides a "40 ms" response time, then there is a mismatch.

Required property

<property>

<id>MS9</id>

<name> responseTime </name>

<datatype> REAL_MEASURE_TYPE </datatype>

<description> The "responseTime" is the difference between‘the time when an|loT
device sets a value and when the loT device observes thisyalue. </descriptionp
<resource> https://www.w3.org/TR/vocab-ssn/ </resource>
</property>

Mismatch detection Function Signature:
mismatchDetection(loT System1.responseTime,\lol System2.responseTime)
Requirement:
The response time mismatch shall be deteéted when the "responseTime" propgrty
defined in these two 10T systems does not.match.

Syntactic resolution Function Signature:
syntacticResolution(loT System1.tesponseTime, loT System2.responseTime)
Requirement:
The syntactic resolution shall.implement either "response time compensation" ¢r
"mismatch notification".

Non-gyntactic resolution Non-syntactic resolutionisrare out of the scope of this document. For example, &
resolution can be realized through a policy-based compensation of response tifes.
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— Mismatch10: Acquisition status mismatch
See Table 13.

Table 13 — Mismatch10: Acquisition status mismatch

Mismatch10: Acquisition status mismatch

Name mismatch10

Title Acquisition status mismatch

Description The "Acquisition status mismatch" is the mismatch between data acquisition
statuses.

For example, if loT System1 expects that the data is acquired successfully, while
loT System?2 fails to acquire data or can only provide erroneous data, then“thefle is
a mismatch.

Requiired property <property>

<id>MS10</id>

<name> acquisitionStatus </name>

<datatype> ENUM_CODE_TYPE ("success","failure","error")
</datatype>

<description>The "acquisitionStatus" is an enumeration of|states occurring in {he
data acquisition among different loT systems. It can be "success" or "failure" o
"error". </description>

<resource> https://www.w3.org/TR/vocab-ssn/ <s/esource>

</property>

Mismiatch detection Function Signature:
mismatchDetection(loT System1.acquisitionStatus, loT System2.acquisitionStafus)
Requirement:
The "Acquisition status mismatch" shall 'be detected when the " acquisitionStatis”
property defined in these two loT Systems does not match.

Syntactic resolution Function Signature:
syntacticResolution(loT Systemi1.acquisitionStatus, loT System2.acquisitionStgtus)
Requirement:

The syntactic resolutionishall implement "status notification".

Non-syntactic resolution Non-syntactic resoldtions are out of the scope of this document. For example, &
resolution can be\realized through a translation or notification of failure codes @and
error codes.
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— Mismatch11: Unit mismatch

See Table 14.

Table 14 — Mismatch11: Unit mismatch

Mismatch11: Unit mismatch

systems.

Name mismatch11
Title Unit mismatch
Description The "Unit mismatch" is the mismatch of the units of measurements between loT

For example, if loT system 1 expects room temperature in "Celsius" while 107,
system 2 provides temperature in "Fahrenheit", then there is a mismatch.

Required property

<property>

<id>MS11</id>

<name> unit </name>

<datatype> CLASS_REFERENCE_TYPE(0112/2///62720)

</datatype>

<description> The "unit" is the unit of the measurement. </desCription>
<resource> |IEC 62720 </resource>

</property>

Mismlatch detection

Function Signature:

mismatchDetection(loT System1.unit, loT System2)unit)

Requirement:

The "Unit mismatch" shall be detected when the "unit" property defined in thes
loT systems does not match.

e two

Syntactic resolution

Function Signature:

syntacticResolution(loT System1.unity/loT System2.unit)
Requirement:

The syntactic resolution shall implement "unit conversion".

Non-gyntactic resolution

Non-syntactic resolutions are out of the scope of this document. For example,
resolution can be realized through a system-wide harmonization of units [29].



https://iecnorm.com/api/?name=dfb3251641da0fd31a881b828aadc046

-30- ISO/IEC 21823-4:2022 © ISO/IEC 2022
7 A framework for loT syntactic interoperability
7.1 General
Procedure A
‘ Preparations of operation
rules according to loT
syntactic requirements
L I
loT System1 MM2 | loT System2 I Deflne_reqwred properties and
resolutions of mismatches |
| 1 1 :
| # t | l
I | StepB1: Check metamodel and apply l| ’ i i J
Prockdure B I | necessary extension (if any) I | Properties and resolutions
Create | v I Dataset for operation sulg$
inforrnation | | StepB2: Create information exchange 1 ]
exchange rules <
rules | |
| J l
| | StepB3: Save created exchange rules : !
L e e e e - - 1
MM1_2.¥M2
MM1 * Exchange rule
lodelt StepC1: Execute transformation | Dataset for information exchange rules
1 (operation rules + translation rules)
L%J—b' StepC2: Check on the transformation | LegendD ;
== Dat
I Procedure C alatlo
\ 4 \ Execution of I:‘ File
Model1 translated i information
St
accordance with MM2 i & Model1’ exchange rules [ ] step
IEC
Figure 8 — A framework for processes on developing information exchange
rules related to loT devices from the syntactic viewpoint
In orgler to realize the_syntactic interoperability between loT systems, a framework shown in
Figure 8 shall be ‘provided according to descriptions in Clause 5 and Clause 6.] The
implgmentation of-the framework is out of the scope.
Procedures-inthe framework are classified into three groups.
— Procedure A enclosed by a blue dashed line is to prepare necessary propertie§ and
resotutions based omn the requiremenls of 6.3, This proceaure s output s dataset for

operation rules"(DOR).

Procedure B enclosed by a red dashed line is to create information exchange rules. This

procedure's output is "dataset for information exchange rules" (DIER). DIER is composed

of DOR and "dataset for translation rules" (DTR).
Procedure C enclosed by a green dashed line is to execute the information exchange rules

and check the result.

In Figure 8, the created DOR shall be reused by loT systems for syntactic interoperability. And
the DIER shall be reused if an 10T system has the same metamodel as Metamodel1 (MM1) or
Metamodel2 (MM2).

Once the DOR and DIER are created, Procedure A and Procedure B can be omitted for two loT
systems that are satisfied to reuse DOR and DIER.
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7.2 A conceptual model for dataset of operation rules (DOR)

Figure 9 shows the conceptual model for DOR. The following requirements apply for the classes
shown in Figure 9.

— DOR shall be created through Procedure A, and it shall contain required properties and
required resolutions for mismatches defined in Table 2, required intrinsic properties for loT
devices defined in 6.2.2 and required extrinsic properties for loT devices specified in 6.2.3.

— The class "RequiredPropertyOfMismatch" shall define required properties for mismatches.
— The class "RequiredSetOfIPIoT" shall define required intrinsic properties for lIoT devices.
T . ) . o .

— The class "RequiredResolutionOfMismatch" shall inherit all properties from the above’three
classes.

jCesS.

— The class "RequiredResolutionOfMismatch" shall contain possible resolutiong for
mfismatches. Each mismatch in 6.3.3 is defined as a class, which shall contain the required
pfoperties and syntactic resolutions for the mismatch. The class Crepresenting |each
mfismatch has a name the same as the title of each mismateh." For example, the
"Class:Synchronization mismatch" is defined in accordance withmismatch1 in 6.3.3.This
class has a property as "latestSynchronizedTime" and & syntactic resolutiopn as
"qyntacticResolution()". Other classes for mismatches are defingd in the same approalch.

All entities in this conceptual model shall be flexibly modified; updated, deleted and gdded
accoiding to evolving requirements from loT systems and lo devices.

e

Defined in 6.25 Befined in6.2.3

---------------------------- | ~
Class:RequiredPropertyOfivismatch Class:RequiredSetOfExtrinsicPr]
+LatestSynchronizedTimpe operty for IoT Device(EPlOT)
+Precision ... _—
+1D: Serial number
+ DevicelD: String

Clpss:RequiredSetOfintrinsicP
roperty for [oTDevice(IPloT)

-

f
I
|
1
|
D: Serial number : N S
Name: String [ $ Defined in 6.3
|
|
1
|
I
I
1
|

- +

+{JeviceType:Enumeration ) +Value

+location:String +Timestampe
AN /\Deflned in6.3 AN

Clas§:RequiredResolutionOfMismatch
______ R

r - 1
1 1
1 ) ) ) 1
! 1
1 | \. - l - 1
: ClassiSynchronization mismatch Class:Precison mismatch Cass: Title ofa “‘“f“a_‘ih || 1
1| | ARrestSynchronizedTime +Precision + “Required properties :
17N SyntacticResolution() + SyntacticResolution() + SyntacticResolution() 1
o o e e e e e o o e e e e e e e e e e e e e e e e e e e e e o L]

7.3 Detailed procedures for a syntactic interoperability framework
7.3.1 Procedure A to prepare the required properties and resolutions

In order to prepare DOR according to descriptions in Clause 6, an overall flowchart of
Procedure A is illustrated in Figure 10. In this procedure, the following steps shall be equipped.
The order of step A1, step A2, and step A3 can be changed.

— In Step A1, properties for IPloT shall be defined to achieve syntactic interoperability.

— In Step A2, properties for EPloT shall be defined.

— In Step A3, properties and syntactic resolutions for loT mismatches shall be defined.
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the conceptual model shown in Figure 9.

an updated DOR.

StepA1

Define intrinsic properties for loT
Devices(IPloT)

Dataset for
StepA2 StepA4 x operation rules
Define extrinsic properties for loT )l Stare Properties and
Devices(EPIoT) resolutions P
StepA3

7.3.2

A general flowchart of Procedure B is shown in Figure 8 from step B1 to step B3. Th

Procd
follow

— In

n
- |

- |
u

Information exchange rules can be one-directional or bi-directional.

The information exchange rules are dependent on MM1 and MM2. loT systems complying

MMH1

7.3.3

A floywehart of Procedure C is shown in Figure 8, enclosed by a green dashed line. Th

do not contain mandatory properties® required for the syntactic interoperability,

Define properties and syntactic
resolutions for loT mismatches

Updates on
operation rules

StepAS

Figure 10 — Steps of Procedure-A

Procedure B to create information exchange/rules (DIER)
dure B, information exchange rules between:two loT systems can be generated

ing steps are required.

step B1, if Metamodel1 (MM1) of loT*System1 and Metamodel2 (MM2) of loT Sy{

cessary properties shall be considered to be appropriately added to the metamodel
step B2, information exchangé-rules between MM1 and MM2 shall be created.

2022

In Step A4, all defined data shall be saved to DOR. The DOR shall be in coincidence with

When there are updates on DOR, updated data shall be defined in Step A5 and be saved to

IEC

ough
The

tem2
then

step B3, created information exchange rules shall be saved as DIER, which shall be

ilized to execute informatjon transformation between MM1 and MM2.

and MM2 ecan reuse these information exchange rules for their syntactic interoperab

Procedure C to execute the information exchange rules and check the resu

with
ility.

t

ough

Procedure C, ModelT and data in ToT SystemT can be fransformed info an ToT SystemZ or vice

versa

. In Procedure C, the following steps shall be installed.

— In step C1, data in 10T System1, i.e. MM1 and Model1 in loT System1, and the created
information exchange rules shall be input to execute the information transformation.

— Through step C1, Model1 is transformed to Model1' which shall be in accordance with MM2,

th

e metamodel of IoT System?2.

— In step C2, it shall be checked whether Model1' complies with MM2. If Model1' complies
with MM2, then Model1' can be understood and utilized by IoT System2.

Through procedures in Clause 7, the syntactic interoperability between loT System1 and
loT System2 can be achieved with the created information exchange rules based on their
metamodels.
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Annex A

(informative)

Properties for physical loT devices and data

Intrinsic properties of physical loT devices

Possible intrinsic properties of physical 10T devices are listed in Table A.1. This list can be
evolved in accordance with requirements from |loT devices and loT systems.

Table A.1 — Intrinsic properties of physical loT devices

Name

M/0?

Description

Available loT use cas

IPloT

[ P1

ID

See "ID" in Table 1.

ISO/IEC TR 224/17:

loT use

fases

IPloT

| P2

Name

See "Name" in Table 1.

ISO/IEC TR 22417:

loT use

fases

IPloT

| P3

DeviceType

See "DeviceType" in Table 1.

ISO/IECAR 22417:

10T use

cases

IPloT

P4

Location

See "Location" in Table 1.

ISONEC TR 22417:

loT use

rases

IPloT

| PS5

Digital communication
protocol type

value list of protocol types
used in digital communication

NOTE 1 A product can‘be
manufactured allowing
communication by.ehe or
many digital communication
protocols.

NOTE 2 ¢lIn)operation, a
product-occurrence is using
one defined communication
protocol only.

ISO/IEC TR 22417:

10T use

cases

IPloT

| P6

HeartBeatCurrentStatus

qualifier that specifies
operating stages of an item

[SOURCE: IEC 61360-4 CDD,
61360_4#ADA356 —
operational state qualifier]

ISO/IEC TR 22417:

loT use

rases

IPloT

| P7

Event

Events emitted from the loT
device

ISO/IEC TR 22417:

loT use

fases

IPloT

| P8

SecurityLevélOfDevice

Combination of a hierarchical
security classification and a
security category that
represents the sensitivity of
an object or the security
clearance of an individual

[SOURCE: ISO/IEC 20944-1:
2013, 3.11.1.14]

ISO/IEC TR 22417:

10T use

cases

IPloT_

P9

CommunicationAddress

Address that is permanently
assigned to a device or
storage location and that
identifies the device or
location without the need for
translation or calculation

[SOURCE: ISO/IEC/IEEE
24765:2017, 3.19]

ISO/MEC TR 22417

ol usecases

IPloT_P10

Receiver

Party intended to receive the
message

[SOURCE: ISO 16609:2012,
3.20]

NOTE Party stands for a
device.

ISO/IEC TR 22417:

loT usecases
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ID Name M/02 Description Available loT use case
IPloT_P11 Power (0] Source of energy (battery, ISO/IEC TR 22417: |oT usecases
mains)
[SOURCE: ISO 14708-5:
2020, 3.18]
IPloT_P12 |Port O interface for communicating ISO/IEC TR 22417: 10T usecases
with a computer program over
a network
[SOURCE: ISO 17532:2007,
3.29]
IPloT _D1'42 Sender Q Party rncpnncihln Fnr’ and ISQUEC TR 224147 loT usecases
authorized to, send a
message
[SOURCE: ISO 16609:2012,
3.21]
NOTE Party stands for a
device.
IPIoT| P14 | Description O Description of an IoT device [ISO/IEC TR 22417: l1oT usegases
IPlIoT| P15 |DeviceOwner 0 See "DeviceOwner" in ISOUEC TR 22417: 10T usegases
Table 1.
IPIoT| P17 |AC|DC O Power supply type: AC or DC_JISO/IEC TR 22417: loT usegases
IPloT[P18 [Cardinality (0] Cardinality with related ISO/IEC TR 22417: |oT usegases
equipment
IPIoT| P19 | StateOfDevice O loT device current ISO/IEC TR 22417: 10T usegases
status(running/sStopped|error|,
etc.)
IPIoT[ P20 |PrivacyOfDevice (0] loT device privacy (privacy ISO/IEC TR 22417: |oT usegases
information, level, etc.)
IPloT|[ P21 SamplingFrequency (0] Frequency of data collection [ISO/IEC TR 22417: loT usegases
from loT device
IPIoT| P22 | ContinuousWorkingPeriod |O Period (months/days/hours, ISO/IEC TR 22417: 10T usegases
etc.) that an object has been
continuously running
IPIoT| P23 |Size O Relevant dimensional ISO/IEC TR 22417: 10T usegases
characteristics of the
equipment as defined by the
manufacturer
[SOURCE: ISO 10432:2004,
3.25]
IPloT[ P24 |RatedPower (0] A conventional value of ISO/IEC TR 22417: |oT usegases
apparent power, establishing
a basis for the design of a
transformer, a shunt reactor
or an arc-suppression coil,
the manufacturer's
gucualltcca dIIL.II tiIU tUth,
determining a value of the
rated current that may be
carried with rated voltage
applied, under specified
conditions
[SOURCE: IEC 60050-421:
1990, 421-04-04]
IPloT_P25 |[MaintenanceRecord (0] See "MaintenanceRecord" in |ISO/IEC TR 22417: loT usecases
Table 1.
IPloT_P26 |RoHS O RoHS compliance status ISO/IEC TR 22417: 10T usecases
IPloT_P27 |StartTimestamp]| O Startup timestamp ISO/IEC TR 22417: 10T usecases

OnTimestamp
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ID Name M/02 Description Available loT use case
IPloT_P28 |StopTimestamp| O Shutdown timestamp ISO/IEC TR 22417: 10T usecases
OffTimestamp
IPloT_P29 | OnOffCount 0 Number of on/off ISO/IEC TR 22417: 10T usecases
IPIoT_P30 |Relation O Relationship with related ISO/IEC TR 22417: 10T usecases
equipment
IPloT_P31 SecurityLevelOfEnvironme | O Security level of the location |ISO/IEC TR 22417: 1oT usecases
nt where an loT device is
installed
IPloT_P32 |Batterylife (6] Life of a timekeeping W3C Semantic Sensor Network
instrument without a new Ontology

energy supply

[SOURCE: ISO 6426-2:2002,
3.20]

IPIoT| P33 |VersionOfSoftware 0 Software version -
identification

IPIoT| P34 |VersionOfDevice O Device version information -
(serial number, year, etc.)

IPIoT| P35 |CO2 O CO, emissions <

IPIoT[ P36 |Readable| (0] Restrictions on whether or, -

not an loT device can be

Writable writable or readable

IPIoT[P37 |MeasurementRange (6] Set of values of méasurands |W3C Semantic Sensor Network
for which the error of a Ontology
measuring instrument is
intended todie within
specifieddimits

[SOURGE: ISO 26782:2009,
3.11

IPloT| P38 |ActuationRange (0] Range of actuator data W3C Semantic Sensor Network
Ontology

a8 M| mandatory; O: optional.

A.2 | Extrinsic properties of physical lIoT devices

Possl|ble extrinsic ptoperties of physical 10T devices are listed in Table A.2. This list can be
evolvied in accordance with requirements from loT devices and loT systems.
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Table A.2 — Extrinsic properties of physical loT devices

ID Name M/0?2 Description Available loT use case
EPIoT_P1 DatalD M See "DatalD" in Table 2. -
EPIloT_P2 DevicelD M See "DevicelD" in Table 2. ISO/IEC TR 22417: 10T usecases
EPloT_P3 Timestamp M See "Timestamp" in Table 2. ISO/IEC TR 22417: 10T usecases
EPloT_P4 DataFormat (0] arrangement of data in a file or ISO/IEC TR 22417: 10T usecases
stream
[SOURCE: ISO/IEEE
11073-10201:2004, 3.14]
EPlo _P’-'\ nnfnT\/'no Q Daomain of values ISONEC TR 22417 10T usecases
[SOURCE: ISO 10303-11:2004,
3.3.5]
EPIloT_P6 AccessAuthority (0] See "AccessAuthority" in Table 2. [ISO/IEC TR 22417: Iol- usec@ses
EPIloT_P7 Value M See "Value" in Table 2. ISO/IEC TR 224177 10T usecases
EPIoT_P8 Accuracy (0] See "Accuracy" in Table 2. ISO/IEC TR.22417: 10T usecases
EPloT_P9 DataDomain (0] Industry domain of information. ISO/IEC.TR 22417: |oT usecgases
EPloT_P10 |DataPrivacy (0] Privacy of device data. ISO/EC TR 22417: loT usecgses
NOTE Device data means data
produced by the device in
operation.
EPloT_P11 |ProtocolOfData (0] Information communication ISO/IEC TR 22417: |loT usecases
protocol.
If not specified, the same’as*when
connecting.
EPloT_P12 |Analog|Digital (0] Kind of data collectéd’ from the ISO/IEC TR 22417: 10T usecgses
device(Analogue/Bigital).
EPloT_P13 |Security (0] Data security level. ISO/IEC TR 22417: |loT usecgases
LevelOfData
EPloT_P14 |MessageFormat (0] Format of a“message. If not ISO/IEC TR 22417: 10T usecgses
specified; the same as data-format
EPloT_P15 |Version (0] Information version. ISO/IEC TR 22417: 10T usecases
EPloT_P16 |DataSize (0] Size of data such as byte or ISO/IEC TR 22417: 10T usecases
megabyte.
EPloT_P17 |DataSurvivalPeriod _|\O Valid date of information. ISO/IEC TR 22417: loT usecgses
EPIoT_P18 |OwnerOfData O Data owner. ISO/IEC TR 22417: 10T usecases
NOTE Owner has the same
description as IPloT_P15.
EPloT_P19 |ValueRange (0] Range of values. ISO/IEC TR 22417: loT usecgses
Difference between the maximum
and minimum values of a set of
values.
EPloT_P20~\ValidPeriod (0] Expiration date of information. ISO/IEC TR 22417: |loT usecases
If not specified, there is no
expiration date.
EPloT_P21 |DiscreteData|Contin |O Whether the data collected from -
uousData an loT device is continuous or
distributed.
EPloT_P22 |Sensitivity (0] Group of relevant data for a W3C Semantic Sensor Network
specific purpose. Ontology
EPloT_P23 |Precision The closeness of agreement

between independent test results
obtained under stipulated
conditions.

[SOURCE: ISO 3534-2:2006,
3.3.4]

a8 M: mandatory; O: optional.



https://iecnorm.com/api/?name=dfb3251641da0fd31a881b828aadc046

	CONTENTS
	FOREWORD
	INTRODUCTION
	1 Scope
	2 Normative references
	3 Terms and definitions
	4 Abbreviated terms
	5 Principle for IoT syntactic interoperability
	5.1 General
	5.2 Principle for IoT syntactic interoperability
	5.3 Relevant technologies for syntactic interoperability
	5.3.1 Metamodel and syntactic interoperability
	5.3.2 Metamodel-driven approaches supporting interoperability issues

	5.4 The overall structure of the proposed approach
	5.5 The methodology of metamodel-driven information exchange 
	5.6 Information exchange rules
	5.6.1 Categories of information exchange rules
	5.6.2 Information exchange rules expression
	5.6.3 Information exchange rules expression example


	6 Requirements on information related to IoT devices
	6.1 General
	6.2 General requirements on the translation rules
	6.2.1 General
	6.2.2 Required intrinsic properties of physical IoT devices (IPIoT)
	6.2.3 Required extrinsic properties of physical IoT devices (EPIoT)

	6.3 General requirements on the operation rules 
	6.3.1 Overview of mismatches between IoT systems 
	6.3.2 Required properties and syntactic resolutions for potential IoT mismatches 
	6.3.3 Details of required properties and syntactic resolutions for potential IoT mismatches


	7 A framework for IoT syntactic interoperability 
	7.1 General
	7.2 A conceptual model for dataset of operation rules (DOR)  
	7.3 Detailed procedures for a syntactic interoperability framework 
	7.3.1 Procedure A to prepare the required properties and resolutions
	7.3.2 Procedure B to create information exchange rules (DIER)
	7.3.3 Procedure C to execute the information exchange rules and check the result


	Annex A (informative)Properties for physical IoT devices and data
	A.1 Intrinsic properties of physical IoT devices
	A.2 Extrinsic properties of physical IoT devices 

	Annex B (informative)A use case
	B.1 General
	B.2 The use case overview: Connected car and vehicle in smart city 
	B.3 A scenario of this use case
	B.3.1 The architecture of this use case
	B.3.2 Scenario: Data exchange between a connected car and a traffic management system (TMS)

	B.4 Examples used in this use case
	B.4.1 General
	B.4.2 Illustrated example files and their relationships 


	Annex C (informative)Other metamodel definitions
	Bibliography
	Figures
	Figure 1 – The overall structure of the proposed approach 
	Figure 2 – Model hierarchies and metamodel-driven information exchange rules
	Figure 3 – Categories of information exchange rules
	Figure 4 – Excerpted information exchange rules for Annex B
	Figure 5 – Classifications of requirements on information related to IoT devices
	Figure 6 – A procedure for mismatch detection and resolution
	Figure 7 – An example of mismatch detection and resolution 
	Figure 8 – A framework for processes on developing information exchangerules related to IoT devices from the syntactic viewpoint
	Figure 9 – An excerpted conceptual model of DOR (dataset of operation rules)
	Figure 10 – Steps of Procedure A
	Figure B.1 – Overall view of use case 1
	Figure B.2 – Architecture of connected car and vehicle in smart city use case 
	Figure B.3 – Information exchange between a car and a TMS
	Figure B.4 – Relationships of example files for this use case

	Tables
	Table 1 – Required intrinsic properties of physical IoT devices
	Table 2 – Required extrinsic properties of physical IoT devices
	Table 3 – Required properties and resolutions for potential IoT mismatches
	Table 4 – Mismatch1: Synchronization mismatch
	Table 5 – Mismatch2: Sampling frequency mismatch
	Table 6 – Mismatch3: Location mismatch
	Table 7 – Mismatch4: Data recording pattern mismatch
	Table 8 – Mismatch5: Precision mismatch
	Table 9 – Mismatch6: Significant figure mismatch
	Table 10 – Mismatch7:Range mismatch
	Table 11 – Mismatch8: Calibration mismatch
	Table 12 – Mismatch9: Response time mismatch
	Table 13 – Mismatch10: Acquisition status mismatch
	Table 14 – Mismatch11: Unit mismatch
	Table A.1 – Intrinsic properties of physical IoT devices
	Table A.2 – Extrinsic properties of physical IoT devices
	Table C.1 – Definitions of metamodel in various resources




