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1) IS0 (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
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in liaison with ISO and IEC, also take part in the work.

2) The formal decisions or agreements of IEC and ISO on technical matters express, as nearly as{possibple, an
international consensus of opinion on the relevant subjects since each technical committee has'representation
from all interested IEC and ISO National bodies.

3) IEC¢ and ISO documents have the form of recommendations for international use and are~accepted by IHC and
ISQ National bodies in that sense. While all reasonable efforts are made to ensure that(the‘technical conftent of
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INTRODUCTION

The use of the Internet of Things (loT) is increasing every year, in application areas such as
manufacturing, healthcare, and new cross-domain applications related to smart cities (e.g.
water, energy, transport, or health). Most 10T systems want to share information, which can be
done by interoperability. Mechanisms are therefore needed on how to exchange information
and use associated data and data description.

loT interoperability is described as a successful interaction among entities specified in
EC 30141 [1]1, for instance between loT services provided by different loT service
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emantic interoperability is the facet which enables the exchange of data betwee
s using understood data information models (or semantic meanings)., According
tly published white paper [2]:

emantic interoperability is achieved when interacting systems attribute the same me
an exchanged piece of data, ensuring consistency of the data across systems regar
individual data format. This consistency of meaning can be/derived from pre-ex

standards or agreements on the format and meaning of data or-it\Can be derived in a dyr

By using shared vocabularies either in a schema form-~and/or in an ontology-d
pproach."

own in Figure 1,

— semantic interoperability means that information_in different data information models ¢

tr

hnslated into understandable meaning andexchanged between applications;

- S

mantic interoperability provides the capability for applications to understand exchg

information;

— se¢mantic interoperability for loT is_achieved by invoking services, and by using sp
kmowledge and concepts of loT.

Semantic
concepts interoperability

information information

p v
Application 1 1 ( Application 2 ]
IEC

Figure 1 — Semantic interoperability facet for loT

defines five facets: transport, syntactic, semantic, behavioural and policy interoperapili
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Semantic interoperability is achieved through the use of metadata, or descriptions of data. The
approach of providing data and descriptions has been widely used in IT systems. Two examples

are:

a) conceptual schemas have been used to describe database content;

b) record layouts have been used to display the content of a database record.

As shown in Figure 2, many services invoked by semantic interoperability involve metadata,
thus enabling their discovery, understanding and (re)usability.

T Nu

mbers in square brackets refer to the Bibliography.
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Semantic
interoperability discovery

metadata

metadata

[ Application 1 [ L Application 2 ’
IEC

Figure 2 — Using metadata in semantic interoperability

Metadata provides loT systems with a common understanding of exchanged data:\Figure 3
showpk how the meaning of data is defined by the metadata to a specific room temperature (left
column) and how it is described with metadata (right column).

Metadatar for

Data sensorLU4FIR22
Physical uittle uuID
entity or (bedroom A)
L4F9R22 L4F9R22
Property Temperature/Kelvin Temperature/Kelvin
0100001110010011 Install date
Measured ' 0101001100110011. G
9iss)
oo <O C =
Identity or\{:\
B LaraR2: I
4R

,§ = Output from request on Metadata for sensor
B = Output operative data from sensor (ID and value)
. = Metadata for a sensor

Figure 3 — Meaningfulness of the data, described with metadata

Knou ladaa that matadats ranerac ANt
Vv T e

o o ace
IO gC—thotr oo ata TopPTo ot Ito—oar— oT—Uo o0

semantic interoperability needs shared, unambiguous, machine-understandable metadata, to
be able to perform exchange of information using metadata. The application of semantics in loT
has still been limited because most metadata are developed independently, making it difficult
for loT entities or applications to interoperate semantically. In this document, an ontology-driven
approach for semantic interoperability is specified to design and specify metadata, so that the
sensors, devices, systems and services can express metadata information and data by applying
the ontologies to achieve semantic interoperability. Stakeholders targeted by this document
include ontology engineers and loT system engineers who are building semantic interoperability
capabilities for loT systems.

bnrl ' 'hln ontaoloaiac ln athar ords’

g OTmtoTogro o othcT—v

This document also specifies methods and techniques to build semantic interoperability for loT
systems. Clause 5 focuses on the loT semantic interoperability process. Clause 6 focuses on
the 1oT semantic interoperability life cycle management.
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Informative annexes provide additional information and guidance. Annex A, Annex B and
Annex C provide guidance on how to learn loT semantic interoperability, develop loT semantic
interoperability, and manage loT semantic interoperability life cycle, respectively. Annex D
provides ontological specification of the IloT Reference Architecture specified in
ISO/IEC 30141 [1]. Annex E provides related existing ontologies that are applicable for loT
semantic interoperability.
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INTEROPERABILITY FOR loT SYSTEMS -

Part 3: Semantic interoperability

1 Scope

2021

This |document provides the basic concepts for 10T systems semantic interoperability, as
descilibed in the facet model of ISO/IEC 21823 -1, including:

— rgquirements of the core ontologies for semantic interoperability;

— best practices and guidance on how to use ontologies and to develop domain-spfecific
applications, including the need to allow for extensibility and conhection to ex{ernal
omtologies;

- C

- rq
in

- u
in

2 N

The f

terms of modularity, extensibility, reusability, scalability, interoperability with

O{tologies, and so on;

eroperability.

ormative references

consfitutes requirements of this document. For dated references, only the edition cited ap

For
amen

ISO/I

dments) applies.

FC 20924, Internet of Things (loT) — Vocabulary

3 Terms and definitions

For t
follow
the fq

e |H

llowing~addresses:

C.Electropedia: available at http://www.electropedia.org/

oss-domain specification and formalization of ontologies to providé harmonized utilization
of existing ontologies;

levant loT ontologies along with comparative study of the-characteristics and approgches

ipper

e cases and service scenarios that exhibit necessities and requirements of semantic

bllowing documents are referred to inthe text in such a way that some or all of their cgntent

plies.

indated references, the latest “edition of the referenced document (including any

he purposes of this document, the terms and definitions given in ISO/IEC 20924 and the
ing applyy*ISO and IEC maintain terminological databases for use in standardization at

e |SO Online browsing platform: available at http://www.iso.org/obp

3.1

semantic interoperability
interoperability so that the meaning of the data model within the context of a subject area is
understood by the participating systems

[SOU

3.2

RCE: ISO/IEC 19941:2017, 3.1.5, modified — In the term, "data" has been deleted.]

metadata
data that defines and describes other data

[SOU

RCE: ISO/IEC 11179-3:2013, 3.2.74]
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3.3

ontology

specification of concrete or abstract things, and the relationships among them, in a prescribed
domain of knowledge

Note 1 to entry: The specification should be computer processable.

[SOURCE: ISO/IEC 19763-3:2020, 3.1.1.1]

4 Abbreviated terms

ICT |information and communication technology
loT |Internet of Things
PKI |[public key infrastructure

5

DT semantic interoperability process

5.1 Overview

loT gemantic interoperability enables the exchange of data/between loT systems psing
undefstood data information models (or semantic meanings),~Such models are basgd on
ontolpgies, which are processable specifications of concepts and relations concerning loT
systems. The benefit of loT semantic interoperability is tolcontribute to meet interoperapility,
reusgbility, scalability or trustworthiness properties.~loT semantic interoperability has the
following stakeholders and concerns:

a) omtology engineers, who focus on ontology development in a concern;
b) IgT system engineers, who focus on loT.system development and integration of semantic
interoperability capabilities in a concern.

As shown in Figure 4, this document_provides ontology engineers and loT system engipeers
with nequirements and specification of methods to prepare and build semantic interoperability.

ISO/IEC 21823-3 use { Ontology engineer ]

loT semantie € -
interoperability 4[ loT system engineer ]

Requirements and methods

content R to build common

interpretation of data
information model

objective loT systems use an
> understood data

information model

IEC
Figure 4 — Objective of semantic interoperability standard

Two types of requirements are identified:
1) loT semantic interoperability requirements, which focus on how to create data information
models, how to develop and integrate interpretation capability in 0T systems;

2) life cycle requirements, which focus on the management of data information model
perimeters, of data information model design, and of data information model maintenance.
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The following processes shall be carried out by 10T system engineers and ontology engineers:

— data information model creation;

— semantic interoperability capability integration;

— semantic interoperability engineering support.

Table 1 provides for each process a list of requirements with a rationale and a resulting work
product that can be used as evidence for conformance.

Table 1 — loT semantic interoperability process requirements

Prdcesses

Requirements

Rationale

Resulting wqrk

model creation

specific knowledge
using domain
ontologies

loT systems can focus on specific-domains
such as transport, energy, health,

product
Bata informatio
: maodel based on|the
Capture common loT systems rely on common architecture, athered and
knowledge using capabilities and communication means, e.g. gocumented
common ontologies loT sensors, actuators, gateways, devices-
common knowleldge
on the loT systdm
. Data. Capture domain- Domain specific]
infgrmation

data information
model on the lo
system

Capture cross-
domain knowledge
using cross-domain
ontologies

loT systems can cover erdss-domains. For
instance, an electric-mobility 10T system
belongs to the transpért and the energy
domain.

Cross-domain
specific data

information model
on the loT systdm

Develop an loT
system capability to
exchange
information about loT
device
interoperability

loT systems g¢an use various interoperability
parameters(ncluding technical parameters
(e.g. drivers; protocols) and semantic
parameters (e.g. application capabilities).
Exchange of such parameters can take place
using metadata prior to device nominal
operation. Metadata can be exposed in the
form of schema or subschema or by OWL/XML
or JSON-LD.

The exchange can involve a proxy when an
loT device cannot provide the capability
directly.

loT system
capability to
exchange
information on IpT
device
interoperability

loT systems can use multiple knowledge

support

interoperability

alignment, merging and integration.

Semantic . :
intergperability representat!ons. Agreement is needed_ on the
capability representation to_ be_ us_ed for information
integfation Develop an loT exchange. Negotlat.lon is needed to agree on loT system
system capability to the level of sgmantlc knowledge that is at capability to
negotiate stake, e.g. using repre_sentatl_ons of N negotiate
interoperability para!meters and agreeing on interoperability interoperability
profiles profiles. profiles
The negotiation can involve a proxy when an
loT device cannot provide the capability
directly.
Validate and loT systems integrate multiple technologies to
integrate the various enable interoperability (e.g. drivers, protocols, 10T device providing
capabilities to enable middleware) corresponding to different overall
loT device interoperability facets. They also integrate interoperability
interoperability multiple operations (e.g. discovery, capability
negotiation) to enable interoperability.
int;irggpgéﬁlity tF;rgl\gctjg :élﬁi:vpeply Engineers need supporting tools such as Selection of tools to
engineering semantic ontology discovery and selection, mapping, achieve semantic

interoperability
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loT semantic interoperability can be described with two models: a process model and a usage
model. The process model focuses on how semantic interoperability capability is created. The
usage model focuses on how semantic information is used and exchanged.

Figure 5 provides the process model for loT semantic interoperability. It is based on the
assumption that interoperability knowledge is made available in processable forms such as the
knowledge graph, constructed through ontologies. The entities in Figure 5 will be further
described in 5.4.1.

loT s

— ontology engineers, who focus on ontology development;

- lo

loT s

Aligned

ontologies

| loT common

I ontologies

I

| Process-able loT cross-domain
| interoperability | ontologies =
| knowledge 9

I loT domain

I ontologies
o ————
|

I

1 Semantic

1 knowledge

1 creation

: Semantic

| interoperability

| Processes

I

|

I

I

Ontology engineer

loT system engineer

Ontology engineer

loT systend engineer

loT system

Semantic
interoperability
capability
creation

Instantiated
ontologies

Device modes

Negotiation and
reasoning

Overall
interoperability

Semantic
interoperability
operation

loT system IEC

Figure 5 10T semantic interoperability process model

bmantic interoperability involves the following stakeholders:

T systemiengineers, who focus on the development of loT systems and the integrat
interoperability capabilities.

bmantic interoperability includes the following processes.

on of

a) Semantic knowledge creation: the purpose of this process is to create semantic information
for interoperability. This process is carried out by ontology engineers and loT system
engineers. The input to this process is the knowledge of the engineers. The outcome of this
process is a consistent digital representation of the semantic information used for
interoperability, represented by ontologies, including loT common ontologies, loT cross-
domain ontologies and loT domain ontologies.

b) Semantic interoperability capability creation: the purpose of this process is to create
semantic interoperability capabilities and to adapt semantic information to a desired
semantic information representation. The capabilities are the following:

1) device mode capability;

2) negotiation and reasoning capability;

3) overall interoperability.
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The demantic information usage model includes the following.
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This process is carried out by ontology engineers, 10T system engineers as well as the loT
system itself if it has semantic information adaptation processing capabilities. The input to
this process is the loT domain, 10T cross-domain and lIoT common ontologies. The outcome
of this process is aligned ontologies.

This process is assisted by ontology engineering support tools, as well as reasoning
capabilities such as rule-based reasoning, ontology-based reasoning or machine learning.

Semantic interoperability use: the purpose of this process is to exchange semantic
information with other loT systems. This process is carried out by the 10T system. The input
to this is the aligned ontologies. The outcome of this process is instantiated ontologies.

This process is assisted by ontology engineering support tools, as well as reasoning
capabititiessuchas Tute=based Teasoming,;, omtoiogy-0ased TEaSOMTTg Or Tacie fearning.

| Interoperability knowledge
I

A
Other concrete
loT components
or system of
interest

|
I tai Semantic iated with (1) Abstract loT |
ili contains associated wi

" Inltefroper?mhty » interoperability o cosrn;;:)enrﬁr:)tfor |

information information Y |
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et et ¢ - ettt |
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" 4 !

|
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Figure’6 — Semantic information usage model

An abstract medel of an 10T component or system-of-interest: interoperability information
contains semantic interoperability information which is associated with an abstraqt loT
copmponent’ or system-of-interest in a domain. An example is a temperature model
associated with an abstract loT temperature sensor.

A| concrete model of the 1oT component of system-of-interest: concrete interoperability
information is associated with the concrete loT component or system-of-interest in
operation. An example is the instantiated temperature model associated with a physical
temperature sensor.

Exchanged semantic information: a computer processable representation of semantic
information that can be used by other concrete loT components of systems. An example is
the interoperable representation of the temperature information provided by the physical
temperature sensor.
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5.4

5.4.1

loT semantic interoperability guidelines

Guidelines on the capture of semantic meaning

The capture of semantic meaning is achieved through the semantic knowledge creation process
as described in Figure 5. It includes the use of the following knowledge.

— loT common ontologies. They refer to common concepts such as architecture or framework
concepts. Ontologies can be based on loT standards such as ISO/IEC 30141:2018 [1],

IS

O/IEC 20924:2018 [2], or on mapping specifications such as [3].

— loT cross-domain ontologies. They refer to shared concepts between domains, at the

NOTE

circles|

nagement can be used [5]. Another example could be in the smart city donrain [6],
art manufacturing domain [7], or in the agriculture domain [8].

Common and cross-domain ontologies infrastructure (upper)

— - —

- - i
- Architecture ~

— o - - R

Buildings

%

.,%Transport ‘%Agriculture
&) ‘% Ontology

Domain ontologies applications .

Ontologies aréroften represented by triples. They are visually displayed in the figure using three con

Figure 7 — Example of structured knowledge representation

e \/~Shows an example of how semantic interoperability knowledge can be structur

sport

cerns

nergy

n the

hected

ed. It

Figur

includes:

— common and cross-domain ontologies, such as an architecture ontology, a sensor ontology,

a

security or privacy ontology;

— domain-specific ontologies related to applications, such as a health ontology, a transport
ontology, an energy ontology, or an agriculture ontology. There are many domain-specific
ontologies that can be used to structure semantic interoperability knowledge. See, for
instance, LOV4IoT [9], the Linked Open Vocabulary Initiative for the Internet of Things.

Ontologies are built using semantic web languages such as RDF [10], RDFS [11] and OWL [12],
and queried with SPARQL [13].

— RDF is a basic language based on triples. A triple comprises a subject, a predicate, and an
object. For instance, "temperature is 39": "temperature" is the subject, "is" is the predicate,
and "39" is the object.
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RDFS is an extension of RDF which provides additional representation capabilities such as
describing hierarchies (e.g. a body thermometer is a "subclass of" a sensor).

OWL is a language which enriches RDFS by allowing the creation of new classes and new
relationships between classes to describe a specific domain (e.g. add a new "sensor"
concept in the loT domain).

Triples can be accessed or queried with SPARQL, a query language to interact with RDF,
RDFS, and OWL graphs.

A hierarchy of languages, often called semantic web cake, is available from the W3C [14].

A rep
proce

of a

strucfure into a series of bytes that can be stored and/or transmitted. Examples of methods for

such |serialization are OWL and JSON-LD [15].

5.4.2 Guidelines on the integration of semantic interoperability capability

The |ntegration of semantic interoperability capability is achieved through the semantic
interqperability capability creation process as described in Figure 5. It includes the integfation

of the following capabilities.

a)

c)

Ap loT system capability to exchange information aboutcleT device interoperability. loT
systems have several modes such as operation mode, maintenance mode, or out of service
mode:

1] The set-up mode objective is to define the operational capability of an 10T devicel The
description of this capability is based on ontelogies. The resulting description can be
used by devices to inform other 10T systems:on their capabilities. This includes technical
level parameters (e.g. drivers, protocols, sécurity, quality of service, quality of dafa) as
well as semantic level parameters~{e.g. processing capabilities, access r|ghts,
application capabilities). The resulting-device ontology is used to inform other conngcted
loT systems on how it will interpret data. For example, a temperature sensor willlhave
attributes on range, accuracy,-8ensing time and so forth. There are numerous sénsor
ontology descriptions in publicyrepositories such as LOV4loT [9] or the Semantic S¢nsor
Network Ontology from W3C 116], [17].

2] Other modes includesthe operation mode or the maintenance mode. In the operation
mode, IoT systems.have agreed on the semantic interoperability conditions and the
device can therefore interact, e.g. receive sensing information as well as issue actdating
information. In( the maintenance mode, loT system can modify the interoperability
parameters.

An loT systemnegotiation and reasoning capability. Negotiation is needed as therg are
mfultiple knowledge representations. Ontologies are subjective representations reflgcting
differentoviews and requirements of diverse designers. For instance, several ontplogy
de¢scriptions for a given sensor profile can be available, possibly stored in an op-line

reasoning or machine learning.

An loT device overall interoperability capability. Prior to their operations, 10T devices
communication subsystem must have been configured to include all the various components
negotiated to achieve interoperability. During operations, semantic descriptions can be
exchanged. As shown in Figure 6, there is a hierarchy of three representations: the abstract
representation, the concrete representation and the exchanged information. Figure 8 shows
the example of an loT temperature sensor which has been implemented using the
ISO/IEC 30141 loT Reference Architecture [1]:
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1) An abstract loT temperature sensor representation is used, relying on an agreed smart
home ontology and on the 10T Reference Architecture based on ISO/IEC 30141. The
smart home ontology will contain concepts such as comfort, rooms, energy savings. It
contains a model of an abstract 10T temperature sensor which includes a description of
capabilities (e.g. read temperature) and refers to the architecture ontology based on
ISO/IEC 30141, therefore using concepts such as service, network, loT device and loT
gateway.

2)

A concrete 10T temperature sensor representation is used. This representation contains
the actual information. An example of representation format is the RDF graph
representation. RDF (Resource Description Framework) is a semantic web language
specified by W3C. RDF graphs are structured into triples. They can be accessed or

5.4.3

queried with SPARQL.

A representation for information exchanged is called serialized dataset. It is a~com

processable representation of the semantic dataset.

Serialization

refers td

translation of a structure into a series of bytes that can be stored and/ortransm
Examples of methods for such encoding are OWL/XML and JSON-LD.
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Figure 8 — Example of semantic information usage for a temperature sensor

Guidelines on the support of semantic interoperability engineering

5.4.3.1

General

puter
the
itted.

Semantic interoperability engineering requires ontology matching expertise and support for the
manipulation of ontologies. Mismatches between ontologies can happen at language-level or
ontology-level. The creation of semantic information can therefore include ontology mediation
activities in order to reconcile differences between separate ontologies. This can include
alignment, mapping, merging and other required operations. For instance, loT application can
use these operations to derive (or formulate) the commands that are sent to an actuator.
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NOTE 1 These processes are assisted by ontology engineering support tools and by appropriate guidelines to
manage and merge ontologies. Different communities are likely to have somewhat differing requirements, to take
different starting points and to use different terminology; there will be challenges when the semantic models evolve
over time such is the allocation of identifiers for different versions, or the provision of a model for the changes
between subsequent versions; the effort for development and maintenance of ontologies can be eased through the
use of machine learning from a corpus of examples and counter examples, thus allowing for automated revisions to
data and metadata to track changes to the ontology.

NOTE 2 Whilst the use of the same ontology can be practical in a constrained environment, more generally, one
needs to address interoperability between parties using different ontologies. This can involve mapping data and
metadata, something that is likely to be context sensitive. One challenge is what to do with missing details when
mapping from a weaker ontology to a stronger one. This could be solved in the future by exploiting statistical
approaches that characterize prior knowledge and past experience.

The f]

— ontology discovery (5.4.3.2);
— ontology-based data integration (5.4.3.3);

— ontological mediation such as ontology mapping, ontology alignment, ontelogy merging, and
ontology integration (5.4.3.4).

5.4.3{2 Ontology discovery

Ontology discovery is the process of accessing operational ontologies and using them for
semantic interoperability. As shown in the semantic interoperability model process in Figlire 5,
this gan take place when semantic knowledge is created, as well as later, during device mode
set-up. Repositories for ontologies are available, for instance [9], [18], [19]. They can use
different ontology (semantic web) languages such as RBFS [11] or OWL [12].

5.4.3{3 Ontology-based data integration

Ontology-based data integration uses ontologies to provide interoperability of dafa by
comblining data or information from multiple heterogeneous sources. Data from multiple solrces
are characterized by the following types of-heterogeneity [21].

— Syntactic heterogeneity: the differences in syntax such as formats and structures of dpata.
Structural heterogeneity: the differences in the native model or structure to store data
— Semantic heterogeneity: the.differences in interpretation of the meaning of data.
S

ystem heterogeneity: ‘the differences originating from different operating systemg and
hardware platforms.

Ontologies, as representations of explicitly defined concepts, and of relationships between
thesd concepts, are ‘'used to address the issue of semantic heterogeneity in data sources. All
information is_linked and accessible through a universal identification scheme provided Qy the
ontolpgy (e:g./URL/URI). Ontologies enable the unambiguous identification of entities in
heterpgeneous information systems and assertion of applicable named relationshipg that
conng¢ct these entities together. Specifically, ontologies play the following roles.

a) Content and/or context explication: The ontology enables accurate interpretation of data
from multiple sources through the explicit definition of terms and relationships in the
ontology.

b) Query model: In some systems, the query is formulated using the ontology as a global query
schema. Query formulation is a process during which the original keyword query issued by
the user is transformed into a structured query representation that is consumed by the
search engine. Commonly the information is queried using SPARQL [13].

c) Verification: The ontology can be used to verify the mappings used to integrate data from
multiple sources. These mappings can either be specified manually or generated by a
system (i.e. ontology matching tools).


https://iecnorm.com/api/?name=a817c4f2afa7694867105d2b911ad374

ISO/IEC 21823-3:2021 © ISO/IEC 2021 -17 -

There are three main approaches in ontology-based data integration applications as follows.

1) Single ontology approach: A single ontology is used as a global reference model in the
system.

2) Multiple ontologies: Multiple ontologies, each modelling an individual data source, are used
in combination for integration. Although this approach is more flexible than the single
ontology approach, it requires creation of mappings between the multiple ontologies. Such
mappings are likely to be context sensitive, i.e. to depend on the data and metadata.

3) Hybrid approaches: The hybrid approach involves the use of multiple ontologies that are
linked to a common, top-level vocabulary. The top-level vocabulary defines the basic terms
of_the domain. Thus, the hybrid approach makes it easier to use multiple ontologies for
integration in presence of the common vocabulary.

5.4.314 Ontological mediation
5.4.3{4.1 General

Effective semantic interoperability can be achieved by utilizing an ontology’as an integfation
schefmna for content interpretation and as a tool for detection and‘resolution of cdntent
inconlsistency. Since ontologies are shared specifications, the use of lontology should engble a
certaln degree of semantic interoperability (e.g. if two systems areddesigned by two different
entities sharing the same ontology then the semantic interoperapility is ensured). However,
compllete interoperability is not guaranteed because ontology-has subjective represeniation
reflegting different views and requirements of diverse designers. Such mismatches between
ontolpgies can happen at the language-level or ontology-level. Language-level mismatches
come from the difference in expressiveness or semantics of ontology language (e.g. an ofange
could be a fruit or a colour). Ontology-level mismatches come from the difference ip the
structure of semantics of the ontology (e.g. an apple can be represented as a concept, and
therefore we can describe different varieties of apple, or an apple could just be an instar|ce of
the fruit concept).

Ontology mediation is a process that.reconciles differences between separate ontologies to
achigve semantic interoperability by-\performing alignment, mapping, merging and |other
requifed operations. Ontology matching is the process of finding pairs of resources coming from
differpent ontologies which can belconsidered equal in meaning. The similarity value typically in
the range of [0,1] is used as anninput to the different approaches for ontology mediation.

5.4.3/4.2 Ontology.mapping

Ontology mapping isjthe process of relating similar concepts or relations of two or [more
information sources.using equivalence relations or order relations. Figure 9 shows an example
of onfology mapping.

home:Lighting

rdfs:subClassOf

rdfs:subClassOf

rdfs:subClassOf

home:CeilingLight rdfs:subClassOf

2
@®
e}
c.
| <
L
| @
3
o

school:OfficeLamp

/
/
/
/
/
/

————— —» Mappings

_— i
Ontology relations IEC

Figure 9 — Example of ontology mapping
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5.4.3.4.3 Ontology alignment

Ontology aligning is the process of bringing two or more ontologies into mutual agreement,
making them consistent and coherent. Ontology aligning is similar to ontology mapping but it
makes use of more expressive relations between ontology concepts such as "partOf" and

"subsumes". Figure 10 shows an example of ontology alignment.
home2:Lighting

rdfs:subClassOf rdfs:subClassOf

align:synonym

home1:Lighting

rdfs:subClassOf

rdfs:sufjClass Of rdfs:subCIalOf

/2\

¢me1:CeilingLight

home1:DeskLamp home2:Lamp

home1:Bulb

—— » Ontology relations IEC
Figure 10 — Example of ontology-alignment

5.4.3|4.4 Ontology merging

Ontology merging is the process of creating one*ontology from two or more source ontolpgies
with @verlapping concepts or definitions. In thesmmerging process, the merged ontology is created
from |scratch, unifying all the source ontologies. Figure 11 illustrates an example of ontplogy

merg|ng.

home:Lighting

rdfs:subClassOf rdfsisubClassOf rdfs:subClassOf

rdfs:suGlassOf

@w:CeilingLigh school:LightBulb
home:Bulb
S eelilemme school:hasBulb

home:hasBulb
align:Lighting

rdfs:subClassOf rdfs:subClassOf

school:OfficeLamp

rdfs:subClassOf

@ilingught

———

align:DeskLamp

align:LightBulb

owl:equivalentClass

rdfs:subClassOf

home:hasBulb

IEC

Figure 11 — Example of ontology merging
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5.4.3.4.5 Ontology integration

Ontology integration is similar to ontology merging, but the integrated ontology is created
reusing parts of source ontologies as they are. Figure 12 shows an example of ontology
integration.

\

— T N
fur1:Furniture fur2:Furniture
C G

rdfs:subClassOf rdfs:subClassOf rdfs:subClassOf rdfs:subClassOf

rdfs:sulfClassOf

(<]

fur1:Table

( fur2:Lamp

—_—

/fur1'Sofa\
-  d

fur:hasChair \ /

fur2:TeaTable

rdfs:sub

fur2:leg

—

rdfs:subClassOf

fur2:TeaTable fur:hasChair

Figure 12 — Example of ontology integration

bT semantic interoperability life cycle

Life cycle requirements
bllowing activities shall be carried out by organizations developing 10T systems:

anage semantic interoperability perimeter, i.e. the amount of knowledge that is neeq
anage ‘semantic interoperability design;
anage’ resulting semantic interoperability work products, i.e. the output of the sem

in

IEC

ed;

antic

tecoperability process.

Table 2 provides for each activity a list of requirements with a rationale and a resulting work
product that can be used as evidence for conformance.
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Table 2 — Llife cycle requirements
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Activity Requirements Rationale Resulting work
products
The practice of semantic interoperability requires a
clear definition of the knowledge perimeter, i.e. the
set of concepts and relationships that are used in a Description of
semantic interoperability specification. method for
If the selected knowledge perimeter is too large, then | knowledge
Manage Define many concepts that are defined in the ontology might | Perimeter
semantic not be used. It could also be counter effective. For specification.
interoperability knowledge instance, when cross-domain ontologies are used, it it
e perimeter e oy VST PR ! oE Specification of the
pgftmetes TO TP O T TOT AR s CR oS e S S aoTr i ortoTo g Y5 knowledge
but rather the subset that is useful to build a cross- perimeter of the
domain ontology. ontologies.torbé
If the selected perimeter is too small then needed used
concepts in the specification are missing, resulting in
an incomplete semantic specification.
Co-creation is a design approach that brings humans
with different expertise and viewpoints together — for,
instance, a domain expert and an ontology expert — in
order to jointly produce a mutually valued outcomel
Stakeholders separation of concerns is a design
principle for separating an item to design linto' distinct
elements, so that each element addresses a separate
concern. Description of
The practice of creating ontologiés for interoperability | method for co-
requires both: creation of
Co-create . \ . ) ontologies ensyring
Manage ontologies — co-creation between domjain engineering and separation of
sdmantic using the semantic interoperability experts. Depending on concern and
intergperability | separation of the domain, other‘categories of experts might modular design|.
design concern also be needed such as security and privacy
principle experts, or ugér=centric design experts; and Ontologies resdylting

— separation'of concerns between domain experts
and semantic interoperability experts. The former
focuses on functional interoperability specification
while)the latter focuses on ontology creation
expertise.

Fersinstance, the development of a healthcare
semantic interoperability specification might include
ICT experts of health, semantic interoperability
experts, security and privacy experts, and users
(patients, caregivers).

from the co-cre
process and
modular design|

Ation
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Activity Requirements Rationale Resulting work
products
The practice of modular design focuses on the
structuring of a wider concept into multiple and
simpler sub-concepts that can be handled separately.
In terms of ontologies, sub-concepts are described by
sub-ontologies
— that are using self-contained knowledge,
— that can be designed, used and maintained in a
stand-alone way,
— that are loosely coupled among themselves
through-wel-defiredretationships—thus—erabhn
Apply modular the preservation of the semantic richness of the
design of wider ontology, and
ontologies — that are consequently reusable.
Figure 13 shows an example of modular design where
— the ontologies of the energy and electric vehicle
ontologies are structured into sub-ontologies (not
shared and shared),
— across-domain ontology reuses the shared
ontologies of each domain, and
— the resulting semantic interoperabiljty
specification uses two existing modudles and one
new module.
The practice of evaluating the miaturity of a
specification includes two dimensions:
— ontology readiness which measures maturity of
the knowledge specification;
— specification readinéss which measures the Description of
Evaluate maturity of the(interoperability specification. method used for
; ontology maturity.
?nat:)ulgt)ileosf Figure 14 illustrates how the maturity of a i
9 specification(Gan be evaluated. It will start with an Ontology maturjty
ontology readiness and a specification readiness level | evolution history
that are’low. As sub-ontologies are reused, the
ontology readiness might move quickly to a higher
levely while specification readiness could stay low for
alonger time as it necessitates more multi-domain
consensus discussions.
The practice of using and maintaining interoperability
specifications can require further needs:
Manage . ) ) )
resulting — Provision for profiles and discovery. Profiles are
sdmantic service descriptions. They allow for the support of
interperability specific optional features. For instance, a high-
work products end device can support additional interoperability
features which a low-end device would not offer.
Service discovery is an interoperability
mechanism that can be used to discover a profile. Description of
documentation lof

Document and
maintain
ontologies

=Supportforversiommanagement—Senmartc
interoperability specifications can include
considerations on specification evolutions or
enhancements, to match the needs for different
generations of products (e.g. a new version of a
consumer device). Rules for version management
could be needed (e.g. upward compatibility).

— Provision for ontology sharing and reuse.
Semantic interoperability specifications can be
developed more effectively through openly
accessible documented ontologies.

The concepts of profiles, service discovery and
support for version management can be described
through specific ontologies.

maintenance
approach.

Repository of
maintained
ontologies
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6.2

Energy domain Electric vehicle domain
Module Module Module Module
not shared shared shared not shared
New
module
Cross-domain semantic
interoperability specification
IEC

Figure 13 — Example of modular design

Energy domain Electric vehicle domain
Module Module Module Module
not shared shared shared not shared
New
module
Cross-domain semantic
interoperability ‘specification

[

[ Specification readiness: e.g. low ]

[ Ontology readiness: e.g. medium ]
IEC

Figure 14 — Example of interoperability maturity evaluation result

Life cycle model

Figure 15 describes .the resulting life cycle model, integrating the ontology life cycle, showing

the r¢l

ationship-between the life cycles. An example is the following.

— The oniology engineer develops an energy loT architecture ontology, an

mianagement capability ontology and an energy information ontology.

— The\oT system engineer

ephergy

uses the energy information ontology to develop an energy data exchange semantic

interoperability specification, and

uses the energy data exchange semantic interoperability specification to develop an

energy application which involves data exchange between components.
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Figure 15 — Semantic interoperability life.cycle model

6.3 | Life cycle implementation guidelines
6.3.1 Guidelines on ontology life cycle

Ontology engineering is a practice that has its ewn"life cycle. Figure 16 shows an example of
ontolpgy life cycle consisting of the following phases:
Itology requirements definition phasey define the requirements of the ontology to crgate;

tology co-creation phase: co-create’the ontology, including for instance a domain splecific

o
- 0

expert and an ontology expert;

0

mtology consistency validation phase: validation that an ontology is well-formed and

consistent;

— ontology consensus phase: ensuring that domain experts agree with the conceptg and
rglationships as captuted by the ontology;

— ontology publication/phase: publish, use and maintain the ontology.

Ontology
consistency

validats
YaHaatHoh

Ontology
reéquirements

dafinitian
SeHRHSH

Ontology
consensus

Ontology
publicatiof

Ontology
co-creation

Figure 16 — Example of ontology life cycle model

6.3.2 Guidelines on semantic interoperability life cycle

Semantic interoperability engineering is a practice that focuses on integrating semantic
descriptions in the life cycle processes of an interoperability specification. Figure 17 shows an
example of an interoperability specification life cycle consisting of the following phases.
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Requirements phase: define the requirements of the interoperability specification.

Specification phase: provide the specification.

Consensus validation: reach consensus on the specification.

Publication: publish the interoperability specification.

J

The
ontol

a)
b)

The d
be eX

a

a

5

uses

6.3.3

Intergpéerable IoT system engineering is a practice that focuses on integrating interoper

concerns-in-the life cvcle processes of an loT svystem
J Lad J

t

the architecture ontglogy life cycle,
the protocol ontalogy life cycle, and
the health ontology life cycle.

Consensus

validation Publication

Requirements Specification

Figure 17 — Example of interoperability specification life cyele

ntegration of semantic descriptions in an interoperability specification is base
hgies:

semantic description can use an existing ontology or create a\xnéw ontology; and
semantic description can focus on different semantic items;

information ontologies (e.g. the semantics of the information contained in a protoco
unit),

interaction ontologies (e.g. the semantics of a-protocol),

capabilities ontologies (e.g. the semantic description of a profile),

semantic description of a service dis¢cvery mechanism), or
architecture ontologies (e.g. the semantic description of architecture features).
ifference between an ontology life cycle and an interoperability specification life cycl

plained in the following example: an interoperability specification for a health senso
an architecture, a protocolcand a health ontology involves the following life cycles:

e interoperability specification life cycle,

Guidelines on loT system life cycle

2021

data

patterns ontologies (e.g. the semantic description of a publish-subscribe paradigm, the

e can
r that

Tbility

ISO/IEC/IEEE 15288:2015 [22] defines a system life cycle as "an abstract functional model
representing the conceptualization of a need for the system, its realization, utilization, evolution

and disposa

I". A system life cycle is described as a set of processes. A process is described

according to its purpose, the outcome it creates, and its activities. ISO/IEC/IEEE 15288:2015
describes thirty processes structured into four categories:

a)
b)

c)

d)

agreement processes which focus on activities related to supplier agreements,

organizational project-enabling processes which focus on activities related to improvement
of the organization's business or undertaking,

technical management processes which focus on managing the resources and assets
allocated to the engineering of a system, and

technical processes which focus on technical actions throughout the life cycle.
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The integration of interoperability concerns depends on the context:

1) an loT system can be based on an existing interoperability specification or a new
interoperability specification that has been created for it;

2) the specification can be at a syntactic level or at a semantic level; and

3) supporting elements such as reference implementations or test tools are available or not.

The difference between an interoperability specification life cycle and an loT system life cycle

can be explained in the following example. An loT system which remotely controls home
appliances involves the following life cycles:

- tne remote control loT sysiem life cycle, and

— the home appliance interoperability specification life cycle.



https://iecnorm.com/api/?name=a817c4f2afa7694867105d2b911ad374

- 26 — ISO/IEC 21823-3:2021 © ISO/IEC 2021

Annex A
(informative)

Guidance on how to learn loT semantic interoperability

loT semantic interoperability requires specific competence that is not straightforward to acquire.
Table A.1 provides an example of a syllabus that can be used by instructors to teach loT
semantic interoperability to 10T system engineers.

Table A.1 — Syllabus example on loT semantic interoperability practice

%

This course provides an understanding on how ontologies can be used to achiev
semantic interoperability for loT systems. Topics to be covered include ontology
engineering (principles, ontology representations, ontology usage) and reasoning
capabilities.

Aim

Upon completing the course, the loT system engineer should be @ble
— torepresent IoT system concepts using ontologies (e.g..sensors),

— torepresent IoT system interoperability concepts using ontologies (e.g.
temperature metadata),

Legrning outcomes — to develop loT system interoperability capabilities using ontologies, including
reasoning capabilities (e.g. when temperaturesexceeds a threshold, air
conditioning is activated), and

— tointegrate the resulting work products(in‘the loT system life cycle processefs
(e.g. suitable documentation is genérated on the capability to activate air
conditioning).

Two learning formats are provided:
Format — loT engineers develop loT*systems with the support of ontology engineers, gnd

— loT engineers gain competence on ontology engineering.

The loT system engineer should be familiar with [oT system engineering. For
Prerequisite instance, the engineér,could be familiar with engineering practices related to the|use
of ISO/IEC 2092423], of ISO/IEC 30141 [1] and of ISO/IEC/IEEE 15288 [22].

Tablg A.2 provides an example.of course content based on the syllabus.
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Table A.2 — Course content for semantic interoperability practice

Sessions

Description

loT semantic

interoperability objectives

Content

Explain loT semantic interoperability objectives:
— capture semantic meaning,
— integrate semantic capabilities, and

— practice semantic interoperability engineering.

Example of teaching
material

This document (Clause 5).

White papers and recommendation documents [2], [24],
[25], [26]

Usle case and course

format selection

Content

Select an 10T system use case in which an

interoperability capability is be developed (e.g~a
temperature sensor triggers the activation of)the heating
system).

Select the course format approach:

— co-development practice, i.ejthe loT system
engineer works with an ontology engineer;

— development practice, i\e.)the l0T system enginger
develops an ontology~

Example of teaching
material

Material from the loT\{system engineer domain, or [27].

he first ontology

Content

This session issmanual. The loT system engineer is
invited to specify the concepts and relations of his gr her
use case

Example of teaching
material

Material*from the 10T system engineer domain.

Th

e first represented
ontology

Content

©ntologies representation is explained (e.g. triples)

In the case of co-development practice, the instructr
presents the ontology specification environment and
develops the representation of the ontology.

In the case of development practice, the ontology
specification environment is explained, the loT syst¢m
engineer gets familiar with its use and develops the
representation of the ontology with the support of the
instructor.

Example of teaching
material

Representation schemes such as RDF [10] and
RDFS [11], and OWL [12].

101 ontology development [28].
Using the WebProtégé software [29].

This session is manual. The IoT system engineer is
invited to specify the rules that he or she wants to

The first represented rule

] Content implement (e.g. if the temperature is below 10 °C, then
Thefirst rule the heating system is activated).
=raTprs o teat i Material from the loT system engineer domain.
material
Rules representations are explained (e.g. rules,
inference API).
In the case of co-development practice, the instructor
presents the rule-based development environment and
Content implements the representation of the rule.

In the case of development practice, the rule-based
development environment is explained, the IoT system
engineer gets familiar with its use and develops the
representation of the rule with the support of the
instructor.

Example of teaching
material

Development frameworks such as Apache Jena™ [30].2
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Sessions

Description

The first semantic action

Content

This session is manual: the IoT system engineer
implements the rule using its standard development
practice (i.e. the rule is implemented by hardwired
code).

Example of teaching
material

Information on the development environment used by
the loT system engineer.

Reasoning capability is explained, i.e. querying the
ontology representation (e.g. using SPARQL).

In the case of co-development practice, the instructor
presents the reasoning capability development

=3

b first implemented
semantic action

Content

: " I 1 ) bl l "
CVITOIETTC ana Mprements e Taie Dasceud OfT the

reasoning capability.

In the case of development practice, the reasoning
capability development environment is explained, the
loT system engineer gets familiar with its tuse and
implements the semantic action associated with the(rule
with the support of the instructor.

Example of teaching
material

Apache Jena inference engine‘[31].

=

he first semantic
annotation for
interoperability

Content

The need for semantic annotation to ensure
interoperability is explained.

This session is mahual® the 0T system engineer
specifies the metadata associated with physical data
provided by a econcrete loT device (e.g. external
temperature,, unit in Celsius).

Example of teaching
material

Information/on typical loT devices used by loT systgm
engineer.

Thelfirst implementation
of §emantic annotation

—h

r interoperability

Content

The.need to create dynamic mapping capabilities
between the ontology and data produced by
heterogeneous devices is explained.

In the case of co-development practice, the instruct¢
presents the mapping programming interface in the
reasoning capability development environment and
implements the semantic annotation.

=

In the case of development practice, the mapping
interface is explained, the IoT system engineer gets|
familiar with its use and implements the semantic
annotation with the support of the instructor.

Example of teaching
material

Documentation on semantic annotation work producits
used in the development framework (such as Jena).

Tutorials on semantic annotation [32].

Content

Methodologies for ontology development are explained,
and their integration in the IoT system life cycle
processes is explained.

The relation between the ontology life cycle, the
interoperability life cycle, and the IoT system life cy¢le is

Integration into the loT

system life cycle
processes

explained.

The work products resulting from IoT semantic
interoperability practice are presented (e.g. ontologies,
interoperability specification, interoperability tests).

Example of teaching
material

101 ontology development methodology [29], NeOn [33].
See [34] for ontology methodology mindmap.

Concerning life cycle matters, this document (Clause 6,
Annex B, Annex C) and ISO/IEC/IEEE 15288 [22].

a

Apache Jena™ is the trade name of a product supplied by the Apache Software Foundation. This information
is given for the convenience of users of this document and does not constitute an endorsement by IEC or ISO

of the product named.
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Annex B
(informative)

Guidance on how to develop IoT semantic interoperability

Developing semantic interoperability capabilities

If the necessary semantic interoperability capabilities for a particular 10T system do not exist,
they need to be developed ThIS development is dr|ven by the IoT system engmeer desiring to

Wher

|ng the ontology englneerlng support tools

positions depending on whether he or she works on the 10T device supplier side(as loT d
developer) or as an loT system integrator for an organization that wants to buyild“and deplqy the

loT s
syste

The |
way
publi

Ims.

T system engineer working as an loT device developer has\more freedom to affe

and/or

developing interoperability capabilities, the loT system engineer can be in different

evice

ystem by using off-the-shelf loT devices. Both have an interest to,create interopdrable

tt the

he device works. Thus, it is possible to change the properties of the device to match a

to mdtch the capabilities of the device.

The |
right
multi
provi

kind of devices for the system he or she is. building. The devices will often come
ble vendors, and the IoT engineer relies an the semantic interoperability capabilit
e interoperability.

If thg semantic interoperability capabilities (e.g. ontology) are provided by the IloT d
supplier, they can be used by all the different loT system integrators (customers) that wi
thosg devices. However, if the semantic interoperability capabilities for a particular 1oT d

are n
the o

pt available from the 10T device supplier, the 10T system integrator could still want t
htology approach to achieye semantic interoperability by collaborating with an ont

engineer to develop the missing ontology (or missing ontological entries). In this scenari

work

entrigs are contributed tea public ontology.

B.2

Building-steps

L ontology, or to develop a vendor-specific ontology (or the_missing pieces of the ontglogy)

DT system engineer working as a system integrator/is mostly concerned with selectirlg the

from
es to

levice
| use
evice
b use

plogy
b, the

is carried out separately by each loT system integrator unless the developed ontolggical

Tablg B.1 provides an example which can be used by the primary stakeholder (lIoT system
engineer). to build semantic interoperability. It can also apply to secondary stakeholders; loT

syste

m ibtegrators, 10T device developers, system integrators.

The steps in Table B.1 can be viewed as a guide on how to use this document when developing
loT semantic interoperability.
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Table B.1 — Building steps for loT semantic interoperability

Steps Description
Step 1 What is the purpose and requirement for this interoperability?
Step 2 Who are the parties involved (e.g. organizations)?

Which systems are involved (e.g. IT endpoints, loT endpoints)?

Which mechanisms (e.g. certificates and PKI) are used to identify and authenticate
the digital parties?

Step 3 Which information is to be transferred (e.g. format, frequency, quality, identity)?

Step 4 Should semantic interaperability be applied?

And what level of semantic information is available from the other party?

Step 5 If the answer in step 4 is Yes, then find out the semantic interoperabilitycand
connectivity parameters (e.g. ontology based on OneM2M). Then develop'the
capability to be added to the sending party to test connectivity with.the-other party.

Step 6 Start testing. The first phase is to check that the two parties agree on the right
identity (e.g. using a PKI).

Step 7 The second phase of testing is to check that the two parties ¢an exchange messages.
For instance, send test messages with large variance gn\contents so that the twd
parties analyse and run quality checks. The results ne€d‘to be verified by the tw
parties to ensure interoperability.

Step 8 When the test procedures have run successfully;_the two parties agree that the
semantic interoperability is assured and interact'using the ontology.
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Annex C
(informative)

Guidance on how to manage loT semantic interoperability life cycle

CA

Interoperability specification life cycle that supports ontologies

Table C.1 describes an interoperability specification life cycle that is ontology-based.

Tabtec-+—=Exampteofinteroperabitity specificatiomtife cycte————

Intgroperability
spegification life
cycle

Description

Requirements

Identify ontologies to be
created or used

If needed, get familiar with the création and use g
ontologies, using tutorials such ‘as)[28], [29].

Identify the type of knowledge that needs to be
captured in the ontology (domain, cross-domain g
transversal, e.g. healthtransport and security).

Identify whether eXisting ontologies can be reuse
extended. Catalogues such as LOV4IoT [9] can b
used.

Define the semantic descriptions that will use
ontologies: information, interaction, capabilities,
patterqis,/architectures, etc.

Define the operational requirements
(e)g. compatibility)

Identify an ontology version management schemsg.

Specjfication

Co-create ontologies

Set up a collaboration scheme between domain a
ontology experts to create the structure and contg
ontologies. Guidance is provided in [25]. Best
practices are provided in [35]

Validate that ontology is semantically consistent.
Validate level of modularity.

Establish a consensus process between domain 4
ontology experts.

hd
nt of

nd

Specify the relationship
between interoperability
specification and ontologies

List concepts and relations that need to be suppo
by the ontologies.

rted

Validate interoperability
specification with the help of
ontologies

List dependencies that can be verified.

Identify consistency constraints expressed in
ontologies.

Verify constraints in the interoperability specificat

jion.

ontology maintenance

catalogues
Update and enhance the exposed ontology.

Validate the updated ontology.

Consensus Semantic interoperability Update ontologies and specification if needed.
validation commissioning and ) )
deployment integrating E\_/aluate maturity by ecosystem (e.g. community that
associated ontologies will use the ontology).
Integrate in the ontology version management.
Publication Semantic interoperability Publish the created or extended ontology in existing

Semantic interoperability
ontology decommissioning

Update the ontology version management.
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C.2 loT system life cycle supporting interoperability

Table C.2 describes an |oT system life cycle that supports interoperability.

Table C.2 — Example of loT system life cycle

loT system life cycle

Interoperability integration activities

Stakeholder needs and requirements
definition

Identifying the interoperability specification to be used or created

System requirements definition process

Integrating the requirements of the interoperability specification in

ih evctam racuiram antc
tH y-Ste- S

geHerent

Architecture definition process

No specific activity

Design definition process

Design the features needed to meet the requirements of the
interoperability specification

System analysis process

No specific activity

Implementation process

Implementing the features needed to meet the requirements of the
interoperability specification. If needed, devélop the interoperability
test capabilities.

Integration process

No specific activity

Verification process

Testing the interoperability of the'lol system (in-house)

Transition process

Testing the interoperability of the 0T system (third party, plug tgst)

Validation process

Deployment validation

Operation process

No specific activity

Maintenance process

Integrating modifications of the interoperability specification

Disposal process

No specific activity
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D.1

Annex D
(informative)

Ontological specification of the loT Reference Architecture

General

ISO/IEC 30141 [1] specifies a general l1oT Reference Architecture in terms of defining system
characteristics, and architecture views for IoT. Annex D provides an ontological specification of

the r
Lang

An IS

forence architecture The nnfnlngir\al epor\ifir\afinne are authored in the \Webh QOnt

lage (OWL) [12] and depicted in the Visual Notation for OWL Ontologies (VOWL) /3

O/IEC 30141 ontology is needed when loT systems exchange information,that inc

refer¢gnces to loT architecture artefacts, e.g. during sensor and application discovery ph

The

fact that ISO/IEC 30141 is a standard ensures that the ontology uses standar

concegpts. This is important because different ontologies can use concepts)with the same n

For i
ontol
the |
mean

D.2

Servi
could

nstance, the SSN ontology [16] defines the concept of "device"( Likewise, the O
bgy [20] defines the "service" concept. If these ontologies are, used at the same tin
bT RA ontology, then it should be determined whether these{eoncepts have the

ing.

Service, network, loT device and loT gateway

ce is an abstract concept. A service is implemented by one or more components.
be multiple alternative implementations of the same service. Entities which intera

networks do so by exposing one or more endpointson a network. A network connects endp

A ser
more
throu

vice exposes one or more endpoints by~which it can be invoked. An endpoint has 9
network interfaces. Services, which are located remotely, can be reached by endq
gh network interfaces across a communication network. Endpoints exist on one or

networks. Data associated with services, with 10T devices and with 10T gateways can be

inad
entiti

ata store used by one or more €ntities. Figure D.1 and Figure D.2 describe the overd
bs related with service, network, loT device and loT gateway.

Application —
DigitalEntity = -

interactsWith

includes

uses

logy
B].

udes
ases.
dized
ame.
WL-S
he as
same

There

ct via
bints.
ne or
oints
more
held
II'loT

SerV|ce / \ S o Endpomt
DataStore IoTGateway @
_Rb_ua_ss}_

IEC

Figure D.1 — loT entity
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( Interface >

A

existsOn hasinterface

Application

Network

interactWith uses 1
/\ interactThrough
- [0 I0I I
Service
interactThrough RS
uses interactWith exposes interactThrough
uses
DataStore loTGateway Q) oTDevice )
connects
T subClassor "~ interactWith
IEC
Figure D.2 — Service, network, loT device and loT gateway
loT-User
T-User can be either human (human usér) or digital (digital user). A digital user incjudes
hation services that act on behalf of\human users, for example in machine-to-maghine

auton
inters
servi
loT-U

ctions. A digital user interacts withCone or more services directly or indirectly throug

ser as the super class of human user and digital user.

HumanUser DigitalUser

h the

e endpoint. A human user interaets through one or more applications. Figure D.3 d¢picts

uses interactWith

Application

subClassof

IEC

Figure D.3 — loT-User
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D.4

Virtual entity, physical entity and loT device

Actuator and sensor are loT devices which have direct or indirect contact with a physical entity.
An actuator operates on received digital information to act on (change) some property of a
physical entity. A sensor perceives certain characteristics of a physical entity and transforms
them into a digital representation which can be communicated. A physical entity can have one
or more tags attached to it and sensors can monitor the tag rather than the physical entity itself.
Actuator and sensor are two kinds of IoT device, which converts variations in one physical
quantity, quantitatively into variations in another. A single 10T device can hold multiple sensors
in a single device. Figure D.4 illustrates the relations between virtual entity, physical entity and
loT device.

D.5

The gomains help the designer to focus’,0n the various tasks that need to be performe

allow
funct
in s¢
Mang
Interq

(PED|). Each identified demain is mutually exclusive from all other domains. The relatio
betweéen entity-based RM"and domain-based RM is given in Figure D.5. From different v

each

) N represents
< VirtualEntity ) >

PhysicalEntity

actsOn hasOne@rMore

Identifier

connects N \Y >
loTGateway loTDevice subClassof

Figure D.4 — Virtual entity, physical entity, and loT device

Domain-based Reference Model (RM)

ng a logical (and sometimes physical) subdivision. Mainly, domains are used td
ons in areas of responsibilityythese areas (functional areas) are then typically dep
parate sub-systems. The identified domains are: User Domain (UD), Operatio
gement Domain (OMD);~Application & Service Domain (ASD), Resource Accsg
hange Domain (RAID),"Sensing & Controlling Domain (SCD), and Physical Entity Dqg

domain has different kinds of entities.

EC

d, by
sort
oyed
ns &
ss &
main
nship
iews,



https://iecnorm.com/api/?name=a817c4f2afa7694867105d2b911ad374

- 36 — ISO/IEC 21823-3:2021 © ISO/IEC 2021

subClassOf
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Figure D.5 — Domain-based Reference Model
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EA

Annex E
(informative)

Related existing ontologies

W3C Semantic Sensor Network ontology

The World Wide Web Consortium (W3C) Spatial Data on the Web Working Group (WG)
developed the SSN ontology [16], which provides a high-level schema to describe sensors and

their
to do
mod(
SOS/

The
supp

constlrained to physical sensing devices: rather a sensor is anything |that can estimg

calcu
could
what
and ¢

The

stimu
obse
and t

The §

sensor concepts.

E.2

The |
servi
ontol
data

The |
and s
devic
altho
Servi

f\hcor\/afinne’ the involved prnr\ndurnc, the studied features of inforoef, the eamplne

so, and the observed properties, as well as actuators. SSN follows a horizontal and/ve
larization architecture by including a lightweight but self-contained core ontology ¢
\ (Sensor, Observation, Sample, and Actuator) for its elementary classes and prope

SSN ontology is based around concepts of systems, processes, and) ebservatio
brts the description of the physical and processing structure of sensors. Sensors af

ate the value of a phenomenon, so a device or computational process or combir

it measures (the domain phenomena), the physical sensor{the device) and its fung
rocessing (the models).

5SN ontology revolves around the central Stimulds-Sensor-Observation pattern.

li are detectable changes in the physical world. Sensors are physical objects that pe
vations. In addition, observations act as the nexus between incoming stimuli, the sg
he output of the sensor.

bSN ontology has several conceptual modules to build on the pattern that is to cove

loT-Lite

oT-Lite ontology [37] allows representing Internet of Things (IoT) resources, entitie
tes. In addition, the loT-Lite ontology, which is a lightweight instantiation of the
bgy, can describe thekey loT concepts that allow interoperability and discovery of se
n heterogeneous 10T platforms.

oT-Lite ontology describes 10T concepts in three classes: objects, system or resou
ervices 10T devices are classified into, although not restricted to, three classes: se
es, actuating devices and tag devices. The loT-Lite ontology is focused on ser
igh it has a high-level concept on actuation that allows any future extension on this
ces_are described with a coverage. This coverage represents the 2D-spatial cover

used
rtical
alled
rties.

ns. It
e not
te or
ation

play the role of a sensor. The representation of a sensor inthe ontology links together

tions

Here,
rform
nsor,

r key

5 and
SSN
nsory

rces,
nsing
sing,
area.
ed by

the |

E.3

I device {371-

Open Connectivity Foundation (OCF) ontology

The OCF architecture [38] describes a client server architecture as described in Figure E.1.
The server side of the architecture is made up of physical sensors and actuators. OCF is built
on RESTful concepts, i.e. it is driven using a small set of generic operations: CREATE,
RETRIEVE, UPDATE, DELETE and NOTIFY (CRUDN).
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Figure E.1 — Architecture'= concepts

The prchitecture is organized conceptually into/three major aspects that provide operall
separtation of concern: resource model, RESTful operations, and abstractions. When two
Deviges communicate with each other, each functional block in a Device interacts with its
counferpart in the peer Device as shown intFigure E.2.

Device 1 Device 2

Vertical domain. Vertical domain

L2 connectivity

g

~——% $

o )< =

Networking t < > ‘ Networking
< D

L2 connectivity

IEC

SOURCE: ISO/IEC 30118-1.

Figure E.2 — Communication layering model

The vertical domains are described by the resource models. The resource models are described
by RESTful API design language OpenAPIl 2.0 (swagger). The resource modelling is built on
the architectural concepts that an OCF Device hosts resources. Each OCF Device has a device
type (e.g. Refrigerator, oic.d.refrigerator). Associated with each device type is a minimal
mandated set of resources to be implemented by that device type, additional resources may
optionally be implemented. The following different types of resources exist:

— resources needed to describe the OCF architecture, including resources needed for security;
— resources describing sensors;
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resources describing actuators;
resources describing configuration aspects of sensors/actuators;

resources describing service enabling concepts such as Collections, Scenes, and Rules.

The resource descriptions conveying values are described in a manner that is agnostic of
whether the resource models a sensor or actuator. The resources are a virtual description of
what is physically implemented on the device. In this sense the architecture follows Figure E.1.

The separation of the resource modelling and the OCF framework also means that the
development of the resource models is decoupled from the architecture. To aid the development

of th

2loTa

(wwwf
envir
for ad

SOUR

The
desci
such

.onelOTa.org) as shown in Figure E.3. The oneloTa tool is an integrated devglog
bnment (IDE) that supports the development of data models and has an integrated iprq
ceptance and publication of the data models.
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Figure E.3 — oneloTa
bneloTa tool also supports derived models. The Derived modelling is a mechanis

ibe translation between OCF models and models from other ecosystems. An exam
a defived model is the translation between OCF and Zigbee ™2 models.

ment
cess

m to
ble of

Figur

e E.4 describes the OUF ontology. All OUF Servers and Clients are instantiations

of an

OCFDevice. The ontology additionally describes both simple and complex resources, i.e. those
including instantiations of CollectionInterface and OCFLink. The CRUDN operations are
represented in the Method definition which is exposed by OCFResource and defined by
OCFInterfaceType. The representation of devices is provided by OCFProperty values.

2 Zigbee™ s is the trade name of a product supplied by the Zigbee Alliance. This information is given for the
convenience of users of this document and does not constitute an endorsement by IEC or ISO of the product
named.
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