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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
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Introduction

ISO/IEC TR 29181 is a series of standards on Future Network (FN). The subject of ISO/IEC TR 29181-9
is Networking of Everything (NoE).

ISO/IEC 21558-31) specifies the architecture of the FN-NoE to provide further advanced NoE services
identified in ISO/IEC TR 29181-9.

This document focuses on the FN-NoE protocols and mechanisms, consisting of functional procedures,
service interfaces, and protocols, to provide the thing-user centric communication service upon the FN-
NoE architecture defined in ISO/IEC 21558-3.

1) Under preparation. Stage at the time of publication: ISO/IEC PRF 21558-3.
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INTERNATIONAL STANDARD ISO/IEC 21559-3:2022(E)

Telecommunications and information exchange between
systems — Future network protocols and mechanisms —

Part 3:
Networking of everything

1 Scope
This flocument specifies:
— flinctional procedures to provide thing-user social networking and proxifmnity defined hetworking;

— service access interfaces and protocols to support the FN-NoE functiohal procedure.

ormative references

llowing documents are referred to in the text in such a way that some or all of their content
constfitutes requirements of this document. For dated reférences, only the edition cited|applies. For
undated references, the latest edition of the referenced.document (including any amendments) applies.

ISO/IEC 21558-3:2022, Telecommunications and <fnformation exchange between systemls — Future
netw@rk architecture — Part 3: Networking of everything

ISO/IEC/TR 29181-9:2017, Information technology — Future Network — Problem st@itement and
requifements — Part 9: Networking of everything
erms and definitions

e purposes of this decument, the terms and definitions specified in ISO/IEC 21558-3 and
ISO/IEC TR 29181-9 and the following apply.

ISO apd [EC maintain texminology databases for use in standardization at the following adfresses:

— IFO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

3.1
obje¢t
intrinsic representation of an entity that i1s described at an appropriate level of abstraction in terms of
its attributes and functions

[SOURCE: ISO/IEC TR 29181-9:2017, 3.12]

3.2

identifier

series of digits, characters and symbols or any other form of data used to identify subscriber(s), user(s),
network element(s), function(s), network entity(ies) providing services/applications, or other entities
(e.g. physical or logical objects)

[SOURCE: ISO/IEC TR 29181-9:2017, 3.7]

© ISO/IEC 2022 - All rights reserved 1
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3.3
context
information

559-3:2022(E)

that can be used to characterize the environment of a user

[SOURCE: ISO/IEC TR 29181-9:2017, 3.4]

34
thing

object (3.1) of the physical world (physical things) or of the information world (virtual thing), which is
capable of being identified and integrated into communication networks

Note 1 to entry: Physical things are capable of being sensed, actuated and connected to things such as robots,

goods and elg
such as multi

[SOURCE: IS

3.5

collaboratiy
group of thi
human inter

[SOURCE: IS

3.6
proximity d
PDN

ctrical equipment. Virtual things are capable of being stored, processed and accessed by 1
media content and application software.

D/IEC TR 29181-9:2017, 3.16]

re work group

vention

D/IEC TR 29181-9:2017, 3.2]

efined network

network conlffigured among devices in close proximity, usingleonventional wired/wireless LAN or

technologies
proximity.

Note 1 to enty
[SOURCE: IS

3.7

Future Nety
FN-NoE
network th
communicati

[SOURCE: IS

3.8
thing-user
thing that us

, which are in not only physically close proximity, but also closely related, or logically|

y: PDN is an instantaneous network which'is'formed during the networking of everything.

D/IEC TR 29181-9:2017, 3.13, modified — Note 1 to entry was added.]

vork for Networking of Everything

it is capable of providing thing-user social networking (3.12) and thing-user c
on (3.13) service to:the thing-users

D/IEC 21558-3:2022, 3.8]

es the \Future Network for Networking of Everything (FN-NoE) (3.7) network service

hings

hg-users that can perform job planning, thing-user recruiting and |coordination without

WAN
close

bntric

r the

FN-NoE servlices provided by other things

Note 1 to entry: The thing-user in FN-NoE is defined as a concept corresponding to a human-user. Thing-user has
an NoE terminal (3.11) function.

[SOURCE: ISO/IEC 21558-3:2022, 3.10, modified — Note 1 to entry was added.]

3.9
everything

equipment that is capable of performing Networking of Everything (NoE)

Note 1 to entry: "Everything" can be regarded as anything which can perform NoE in Future Network (FN).

Everything is

limited to the NoE related documents if there are no other comments.

[SOURCE: ISO/IEC 21558-3:2022, 3.11, modified — The last sentence of Note 1 to entry was added.]
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3.10

Networking of Everything

NoE

process that is capable of providing Future Network for Networking of Everything (FN-NoE) (3.7) services

[SOURCE: ISO/IEC 21558-3:2022, 3.12]

3.11

Networking of Everything (NoE) terminal

thing that can perform the process in the network capable of providing thing-user social networking
(3.12) and thing-user centric communication (3.13) service to the thing users

[SOURCE: ISO/IEC 21558-3:2022, 3.13]

3.12
thing-user social network
socia] network among thing-users (3.8) which automatically shares its capabilities, cpntext (3.3),
communicative motivation, experiences and intentions of collaboration fot-delivering the intelligent
super-realistic service

Note ] to entry: As the thing-user expands the social network, it may expand‘its knowledge.

Note P to entry: Thing-user social networking service can be a web_application that thing-users pse to build a
sociallnetwork provided by Networking of Everything (NoE). For web-implementations, please see eferences [2],

[3], [4], [5], and [6].
[SOURCE: ISO/IEC 21558-3:2022, 3.14, modified — TheAast sentence of Note 1 to entry was added.]

3.13
thing-user centric communication
procgss of conveying intended meanings from ©@ne thing-user (3.8) to another thing-user ¢r thing-user
group through the use of mutually understood language

[SOURCE: ISO/IEC 21558-3:2022, 3.15]

3.14
thing-user centric network
netwprk that allows a thing-tiser (3.8) to discover another thing-user or thing-user| group who
understands its intention conveyed from the thing-user and supports the thing-user in achieving its
mission

[SOURCE: ISO/IEC 21558-3:2022, 3.16]

3.15

Profile

all o some-of the following information statements about a thing-user (3.8): (1) basi¢ statements
statements

inclufling, Name, Identity, Address, URL, Account, Contract, Security; (2) motivation
describing—why—thething-userjoins—thesocial network; ission—statements—deseribing what
the thing-user plans to accomplish; and/or (4) capacity statements which describe its predications,
knowledge, resources

Note 1 to entry: The statements in the Profile can be represented by semantic web language, e.g. RDF, RDFS or
OWL, which can be standardized in W3C.

Note 2 to entry: In this document, semantic web technologies are used for explanation.

© ISO/IEC 2022 - All rights reserved 3
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3.16

Networking of Everything (NoE) registry
resource which maintains and manages thing-user (3.8) social communities and clusters (3.17) by
keeping a list of all or some of the following characteristics of social communities and social clusters: (1)
types of social networks including category, place, means to connect with others, or a recommendation
system linked to trust; (2) coordinator information and status of social networks; (3) physical
characteristics, e.g. geographical locations, owner information, type, size; (4) network characteristics,
e.g. name, address, URI, capacity including QoS or security

3.17
cluster

one of the s

Note 1 to ent
type. The clug

3.18
community
one of the sd

| £ P AN Wah i | A 1 1 1 1. 1 h
AL gI'OUpsS UL CUMHTIUTIIL Y (2.10 ) UdSTU Ul LUultul dl dlIU gCUgTHdPIIILAL TTIAULIUILS

'y: Each cluster shall be built on characteristics of category place, communication type,or's
ter is organized and maintained by the cluster coordinator, who the cluster members'elect.

cial groups of a thing-user (3.8) social network to share experiences and collaborate

other thing-yisers to achieve a specific mission.

Note 1 to entr]

y: The thing-users are autonomous and have equal rights to governthe thing-user social comm

A social community can be composed of one or more thing-user social clusters{3.17).

Note 2 to ent

3.19

home thing
thing-user (3
network (3.1

y: The thing-user social community may have multi-tiered ggmmunities.

user
.8) that initially requests any action for a thing-user social network or a thing-user c
)

4 Abbrey

dTU-ID
FN
FN-NoE
ICT

ID

NoE

riated terms

destination Thing-User ID

Future Network

Future Network foftlNetworking of Everything
Information afnd Communication Technology
Identifier

Netweorking of Everything

ystem

with

unity.

entric

PDN

Rreximity Defined Network

SAP
sTU-ID
TSC
TSN
TU
TU-ID

TUn

Service Access Point
source Thing-User ID
Thing-User Service Control
Thing-User Social Network
Thing-User

Thing-User ID

Thing-User n
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TUn-1D Thing-User n ID
URI Uniform Resource Identifier
URL Uniform Resource Locator

5 FN-NoE functional description

5.1

General

The 1
user
comiy
user
domdg
comn

The t
sharg
Then

5.2

The {
inclu

After]
thing
coord
mess

If the
thing
coorq

The

mission statement. The.first community coordinator serves as a cluster coordinator as w

clust

hing-user representing a NOE terminal or a virtual switch in the FN-NOE organizg
social community to share experiences or collaborate on problem solving. The thin
hunity provides intelligent collaboration services to accomplish mission deseribed

br by a thing-user. The thing-users configure the thing-user social community.rélated
in task, share an experience with another thing-user who has joinedythe thing
hunity, and perform specific domain tasks autonomously without human’operator int

hing-user social community has a procedure for consensus decision-making and for
d information. By discovering coordinated peers, the thing-user.will establish a pr|
the thing-user is provided with the thing-user centric communication service.

Thing-user social community organization procedure

ling identities, capability skill sets and mission statement to be accomplished.

initiation, the thing-user visits well-known-resources, like FN-NoE registry, to cheq
user social community exists for collabonating to accomplish the mission. If the thing
inator of the thing-user social community with whom to collaborate, the thing-user
hge to the thing-user social community, as shown in Figure 2.

thing-user fails to find a thing-user social community, the thing-user organizes
fuser social community as shown in Figure 1. In this case, the thing-user becomes ¢
inator. The TSN coordinater,specifies the range of TSN and configures the structure

ommunity coordinator-searches the FN-NoE registry for the identities of the cool

b1 is renewed aftér joining another thing-user.

-3:2022(E)

s the thing-
b-user social
by a human-
to a specific
i-user social
ervention.

distributing
pximal path.

hing-user of an NoE terminal or a virtual switehd{is initially specified with the RFrofile items

k whether a
-user finds a
sends a JOIN

ts own new
community
bf TSN,

rdinator and
ell, until the
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Thing-user NoOE Registry
Thing-user Service Thing-user Social Thing-user Social ~ Thing-user Service
Control sublayer Network sublayer Network sublayer  Control sublayer
Start thing-user
reque‘srt to search thing-user SEARCH thing-user community (NoE_Registry, TU_ID, Profile) request

community (profile)

1 Find community )

confirm to search thing-user SEARCH thing-user community (TU_ID, NoE_Registry, TSN-profile) report

confmunity (TSN-profine)
- ®
if fail o find

a community.

request to organize thing-user
community (profile)

Form a social
community and
cluster

SETUP thing-user community (NoE_Registry, TU_ID, profile) request

»

Update community
and cluster

SETUP thing-user community (TU_ID, TSN-ID) report

<

confirm fto organize (community_ID, cluster_ID)

_ﬁ I .

Figure 1 — Sequence chart for thing-user . social community organization

5.3 Thing-user social community maintenance procedure

If the thing-yser finds a social community coordinator to collaborate on its mission, the thing-user $ends
a message tp join the social community, The social community coordinator validates the thing-user
and assigns p cluster to join. If the assigned cluster coordinator is not located in the social commjunity
coordinator,|the social community €oordinator requests the cluster coordinator to accept the thing-
user.

6 © ISO/IEC 2022 - All rights reserved
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Thing-user Service
Control sublayer
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Thing-user Cluster Coordinator

Thing-user Social
Network sublayer

Thing-user Service

Thing-user Social
Control sublayer

Network sublayer Network sublayer

3:2022(E)

Community Coordinator

Thing-user Social Thing-user Service
Control sublayer

,,,,,,,,,,,,,,,,,,,,,,,,,,,, »
unity R R R ) )
(TSN-ID, profile) JOIN TSN (dTU-ID, sTU-ID, TSN-ID, TU-profile) request

assign a cluster

JOIN CLUSTER (TSN_ID, cluster_ID, profile) request

The

a clu
comn
coord
votin|
other
clust

b

When a thing-user leaves a social community, the cluster coordinator updates the li
bers. If the departing thing’user is the last remaining thing-user of the social con

mem
thingruser should check out ofthe FN-NoE registry.
Thing-user 1 Thing-user 2 Cluster Coordinator Community Cd
Thind-user Service Thing-user Sqcial Thing-user Social Thing-user Social Thing-user Service Thing-user Social ]
Confrol sublayer  Network stiblayer Network sublayer Network sublayer Control sublayer ~ Network sublayer

ommunity coordinator maintains the clustersiand their coordinators. The periodi

g result to the new coordinator. The newly elected coordinator announces the voti

br coordinator was elected.

N
croster T

JOIN CLUSTER (TSN_ID, cluster_ID, profile) report

\ Tpuate

JOIN TSN (dTU-ID, sTU-ID, TU_ID, TSN_ID, cluster_ID, profile) report

confirm to JOIN

(TSN-ID, cluster_ID, profile)
[«

start social
networking

Figure 2 — Sequence chart for thing-user'social community join

ter coordinator renews the clusters of a social community. Similarly, the periodic
inator collects the ballots from the thing-users and selects a new coordinator and

thing-users. The incumbent cluster;coordinator reports to the community coordinat

] [ ] [ ] [ ]

c election of
election of a

unity tier coordinator renews the community tier of a social community. The incungbent cluster

reports the

g results to
br that a new

5t of cluster
hmunity, the

ordinator

hing-user Service
ontrol sublayer

renew cluster ?

[<
request to RENEW
cluster (cluster_ID)

RENEW cluster (cluster_ID) request
quest

RENEW cluster (cluster_ID) re

VO‘_TE coordinator (cluster_ID, coord TU_ID) request

confirm to RENEW
cluster (TU_ID)

VOTE coordinator (cIusterY_ID, coord TU_ID) request
( select coordinator )

RENEW coordinator (clluster_ID, new_coord_ID) report

VOTE coordinaton(clusterfID, new_coord_ID) report

| cluster,
VOTE coordinator (cluster_ID, nlew_coord_ID) report 1

start cluster
coordinator

confirm to RENEW
(cluster_ID, new-coord_ID)

update cluster

uest to MAINTAIN TSN
(cluster_ID)

UPDATE cluster (cluster_ID, profile)

req
(€

Figure 3 — Sequence chart for thing-user social community renewal
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5.4 Thing-user experiences sharing procedure

The experience of a thing-user is captured and shared with the thing-user social community in a
distributed manner. A cluster member may subscribe to an experience report from a certain cluster
member who publishes a captured experience to the subscribed thing-user according to its own
schedule.

The subscription request from a thing-user is reviewed and accepted based on the evaluation of the
subscribing thing-user’s social capital.

The subscription and publishing of experiences is managed at the cluster level.

Tfrg=user—+ Fimg=user CrosterCoordimtor

Thing-user Serjvice  Thing-user Social Thing-user Social Thing-user Service Thing-user Sadial
Control sublayer Network sublayer Network sublayer Control sublayer Netwafrkisublayer

[ ——1
Feque st to subscribe
TU2_ID)
1 select TUs )

) SUBSCRIBE (TUID_1, TU2_ID) request

evaluate social
capital
rt

SUBSCRIBE (TUID_1, TU2_ID) repo

confifm to subscribe

(TU2_ID)
1 New knowledge

PUBLISH(TU1_ID, event) request

indicgtion to publish
(TY1_ID, profile)

Figure 4 — Sequence chart for thing-user experience sharing

5.5 Coordinated thing-useér:discovery procedure

The thing-uder starts to seareh a coordinated peer or peer group to help solve the problem of the thing-
user describpd in the problem statement. The measure of proximity to a coordinated peer is defined in
the motive statement;thission statement, or capacity statement in the profile. If the thing-user dog¢s not
have enough information to specify the proximity measure, it may request the measure to the cluster
coordinator pr the/TSN coordinator.

The thing-userchecksthe proximity to subscribed thinmg-users i the tluster- i the thing-user finds an
appropriate peer thing-user, it sends a request for collaboration to solve a problem. If the thing-user
receives an acceptance of the collaboration request, the thing-user requests to establish the proximal
path to the coordinated thing-user.

If the thing-user fails to find a coordinated thing-user in the cluster, the thing-user starts to search for a
peer in another cluster in the same level of community tier. If the thing-user fails to find a coordinated
thing-user in the community tier In this case, the thing-user attempts to search for a peer in clusters in
the higher tier of community until it discovers a peer.

According to the profile, the proximal path will be established either to the single coordinated thing-
user or the sequentially ordered coordinated thing-users may be established.

8 © ISO/IEC 2022 - All rights reserved
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Thing-user Service
Control sublayer

Proximity Defined
Network sublayer

Thing-user 1

Thing-user Social
Network sublayer

Thing-user Social
Network sublayer

Thing-user 2

Control sublayer

Thing-user Service Proximity Defined
Network sublayer

» »
onfirm to set measure
(proximity_measure),

set proximity

request to discover peer
mission, proximity_measure)

DISCOVER (cluster_ID, TU1_ID, mission, proximity_measure)request
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Cluster 1 coordinator

Thing-user Social
Network sublayer

Proximity Defined Thing-user Service
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Figure 5 — Sequence chart for thing-user discovery incase no appropriate thing-
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Figure 6 — Sequence chart for thing-user discovery in case one or more appropriate thing-
user(s) were found

5.6 Proximal path establishment procedure

To accomplish a mission collaboratively, when a thing-user finds a thing-user or a thing-user group
belonging to the coordinated peers, the thing-user establishes proximal paths between them depending
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on the type of collaboration group and the characteristics of collaborative communication. The type of
collaboration group can be peer-to-peer, peer-to-multi-peer, or multi-peer-to-multi-peer.

The thing-user who requests a search for the peers becomes the manager of the proximal paths between
peers. The manager of the proximal path has a responsibility to establish, maintain and release the
proximal paths. The manager of the proximal path monitors the status of the proximal path.

home Thing-user guest Thing-user(s)
Thing-user Service  Thing-user Social  Proximity Defined Proximity Defined Thing-user Social Thing-user Service
Control sublayer Network sublayer ~ Network sublayer Network sublayer Network sublayer Control sublayer
[ ] [ ] — 1

reqfest to mainatain (collabolList, proximal path)

start to manage
proximal path

MAINTAIN (guest_TU_ID, home_TU_ID, CollaboList, proximal_path) request
»|

react to manage
proximal_path

MAINTAIN (guest_TU_ID, home_TU_ID, CollaboList, proximal_path) report

confirm to jmainatain (guest_TU_ID, collabolList, proximal_path)

Figure 7 — Sequence chart for proximal path establishment

6 FN-NoE services

6.1 General

The coordinpted networking layer consists of a thing-user service control (TSC) sublayer, thing-user
social netwdrk (TSN) sublayer;and proximity defined network (PDN) sublayer, as shown in Figur¢ 8.
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Application Layer

Coordinated [Networking Layer

NoE SAP
Thing-user Service Control Sublayer
L 3

A 4

TSN'SAP PDN SAP
TSN sublayer PDN sublayer

A

A A

Transport Network Layer

Figure 8 — FN-NoE terminal architecture

6.2 |NOE SAP interface

The TSC sublayer provides NoE services to the application service layer through the NoE s¢rvice access
point (NoE SAP). This sublayer maintains the profile of the thing-user and controls the exefcution of the
thingruser centric communication service.

6.2.1] Thing-user centric communication service primitive

The thing-user uses the thing-user.céntric communication service primitives to manage the thing-user
profile, maintain the thing-usér:social community to which it subscribed, and discover 4 peer thing-
user ¢r a thing-user group that/can accomplish a mission.

6.2.111 Managing thing-user profile

The MANAGE_TU_REQUEST and the MANAGE_TU_CONFIRM primitive are used to get the thing-user
profile or to setthe thing-user profile. The structure of the thing-user profile is defined by|a thing-user.
The ame of'an object in the thing-user profile shall be registered in the vocabulary set of the NoE
Regidtry.

The thi statements,
social group descriptions and status of the thing-user. As identities, a thing-user may use combined
objects of the profile: name, location, URI, thing-user description objects, capability objects and social
group description objects. The thing-user description objects may consist of mobility, communication
access, processing, power, thing-user motivation, and thing-user limitation. The thing-user capability
description objects may consist of sensing capability skill sets and actuating capability skill sets. The
social group description objects may consist of social group identity, social group structure, role in a
social group, social group limitation and trustworthiness metrics.

NOTE The specification of the thing-user profile is outside the scope of this document. The object of the
thing-user profile can be described by semantic web language. The structure of the thing-user profile depends on
the domain ontologies related to the mission of the thing-user. In this document, the thing-user profile shall be
written in JSON text [1],
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The MANAGE_TU_REQUEST primitive shall have two attributes: action and profile.

MANAGE_TU_REQUEST (action, profile)
action: “GET,” “SET”

— profile: JSON text

The MANAGE_TU_CONFIRM primitive shall have the following attributes: result, profile, and reason.

resy

MANAGE_TU_CONFIRM (result, profile, reason)

prof

reas

Upon receiv
profile.

When the ac
with the MA
to the entire
the TSC sub

“SUCCESS” and the profile attribute to the requested objects of the thing-user profile.

If the TSC s
MANAGE_TU
comment us

When the ad
object is mat
profile with
attribute to

If the object
result attrib

6.2.1.2 Maintain thing-user.social network (TSN)

The MANAG
TSNs.

The MANAG
MANAG

ile: JSON text
on: error comment

ng the MANAGE_TU_REQUEST primitive, the TSC sublayer starts to manage the thing

[ion is set to “GET” and the profile attribute is a blank object, the T'SC sublayer shall res
NAGE_TU_CONFIRM by setting the result attribute to “SUCCESS” and the profile atty
object of the thing-user profile. If the profile attribute indicates the list of selected ob
layer shall respond with the MANAGE_TU_CONFIRM, by-setting the result attriby

ublayer is inactive or fails to identify the object,)the TSC sublayer shall respond
|_CONFIRM, by setting the result attribute as™FAIL" and the reason attribute to
ng the words registered in the vocabulary setof the NoE Registry.

tion is set to “SET,” the TSC sublayer identifies the objects of the profile attribute.
ched to the stored thing-user profile, the TSC sublayer changes the object of the thing
the profile attribute and shall respond with MANAGE_TU_CONFIRM, by setting the 1
SUCCESS” and the profile attribute'to the changed objects of the thing-user profile.

is not found, the TSC sublayer shall respond with MANAGE_TU_CONFIRM, by settin
ite to “FAIL” and the reason-attribute to error comment.

E_TSN_REQUEST and the MANAGE_TSN_CONFIRM primitives are used to maintai

E_TSN_REQUEST primitive shall have two attributes: action and profile.
E_TSN) REQUEST (action, profile)

-user

pond
ibute
jects,
te to

with
error

[f the
-user
result

g the

n the

action: "GET,

JOIN,” "LEAVE,” "MAINTAIN

profile: JSON text

The MANAGE_TSN_CONFIRM primitive shall have the following attributes: result, profile, and reason.

MANAGE_TSN_CONFIRM (result, profile, reason)
result: “SUCCESS,” “FAIL”

— profile: JSON text

reason: error comment

Upon receiving the MANAGE_TSN_REQUEST primitive, the TSC sublayer starts to manage the TSN.

12
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When the action attribute is set to “GET,” and if the profile attribute indicates the list of the selected
social group, the TSC sublayer shall respond with MANAGE_TSN_CONFIRM by setting the result
attribute to “SUCCESS” and the profile attribute to the requested social group description objects of the
thing-user profile.

If the profile attribute is a blank object; In this case, the TSC sublayer shall respond with MANAGE _
TSN_CONFIRM by setting the result attribute to “SUCCESS” and the profile attribute to the entire social
group description that the thing-user joined.

If the thing-user is the community coordinator or the cluster coordinator, the structure of the
community or the structure of the cluster is contained in the profile attribute.

his case, the
o “FAIL" and

If thg TSC sublayer fails to identify the social group or the TSN sublayer is not active; In 4
TSC dqublayer shall respond with MANAGE_TSN_CONFIRM by setting the result attripuite’t
the r¢ason attribute to error comment text.

When the action attribute is set to “JOIN,” and if the profile attribute is not(yblank ob
sublalyer checks whether the thing-user already joined the TSN indicated in the’profile atty

ect, the TSC
ibute.

If the|thing-user already joined, the TSC sublayer shall respond with MANAGE_TSN_CONFIR
the result attribute to “SUCCESS” and the profile attribute to the structutre of the TSN joing

If the thing-user did not already join, or if the profile attribute is.a)blank object, the TSC s
seardh for a TSN by using the SEARCH_TSN_REQUEST primitive;,.as described in 6.3.1.1.

If the] TSN sublayer reports to the TSC sublayer that it found a social group, the TSC sublaj
the s¢cial group using the JOIN_TSN_REQUEST primitiveyas described in 6.3.2.1.

If the
shall

TSN sublayer reports to the TSC sublayer that.it did not find any social group, the
organize a social group using the SETUP_TSN-REQUEST primitive, as described in 6.3

When the TSN has social group organizatien, the TSC sublayer shall respond with M/
CONHIRM by setting the result attribute;to' “SUCCESS” and the profile attribute to the n
social group description objects.

If the
CONH

thing-user fails to join a _soeial group, the TSC sublayer shall respond with M4

When the action attribute is Set to “LEAVE,” and the profile attribute is not an empty ob
sublalyer checks whetherthe thing-user still joining the TSN indicated in the profile attriby

If the| thing-user is still joining, the TSC sublayer shall leave a social community using the
REQUEST primitive; as described in 6.3.2.2.

Upon|receiving/the LEAVE_TSN_CONFIRM primitive with the result attribute set to “SUCCH
sublalyer shall confirm using MANAGE_TSN_CONFIRM with the result attribute set to “SUC

M by setting
d.

iblayer shall
ver shall join
[SC sublayer
ANAGE_TSN_

ewly formed

ANAGE_TSN_

IRM by setting the result-attribute to “FAIL" and the reason attribute to the error comiment text.

ect, the TSC
te or not.

LEAVE_TSN_

SS,” the TSC
CESS.”

y setting the

When the action attribute is set to “MAINTAIN,” and if the profile attribute is not a blank object, the TSC
sublayer checks whether the thing-user is the coordinator of the TSN.

If the thing-user is the coordinator of the TSN or the coordinator of the cluster, the TSC sublayer shall
maintain the social group using the MAINTAIN_TSN_REQUEST primitive by setting the action attribute
to “UPDATE,” “RENEW_TSN” or “RENEW_CLUSTER,” as described in 6.3.3.1.

Upon receiving the MAINTAIN_TSN_CONFIRM primitive with the result attribute set to “SUCCESS,” the
TSC sub-layer shall confirm using MANAGE_TSN_CONFIRM with the result attribute set to “SUCCESS.”

If the thing-user is not the coordinator, the TSC sublayer shall respond with MANAGE_TSN_CONFIRM
by setting the result attribute to “FAIL” and the reason attribute to the error comment text.
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6.2.1.3 Discover peer thing-user

The MANAGE_PEER_REQUEST and the MANAGE_PEER_CONFIRM primitives are used to discover
a peer thing-user or peer thing-user group that collaborates to accomplish a mission by establishing
proximal paths to the thing-user.

The MANAGE_PEER_REQUEST primitive shall have the following attributes: action, profile, and path
ID.

— MANAGE_PEER_REQUEST (action, profile, path-ID)
— action: “DISCOVER,” “MAINTAIN,” “RELEASE”

— profile: JSON text
— path-ID: proximal path ID

The MANAGE_PEER_CONFIRM primitive shall have the following attributes: result,-path-ID, pepr-ID,
TU-profile, and reason.

— MANAGE_PEER_CONFIRM (result, path ID, peer ID, TU-profile, reason)
— resylt: “SUCCESS,” “FAIL”
— path-ID: proximal path ID
— peer-ID: a thing-user ID or the ID list of thing-users wha/collaborate

— TU

brofile: profile of the peer thing-user who collaborates
— reagon: error comment

Upon receiving the MANAGE_PEER_REQUEST primitive, the TSC sublayer starts to manage the peer
thing-user.

When the agtion attribute is set to “DISCOVER,” the TSC sublayer shall discover a peer thing-uger or
peer thing-yser group according to the mission statement, thing-user description, and social group
description‘])bjects included in the profile attribute.

The TSC sublayer shall specify the proximity measure by using the SET_PROXIMITY_REQUEST
primitive, agdescribed in 6.4.1..

When the TYC sublayer is réported to have specified a proximity measure successfully by receivirg the
SET_PROXIMITY_CONFIRM primitive with the result as attribute to “SUCCESS,” the TSC sublayer]shall
start to discpver a peér-thing-user or peer thing-user group by using the DSICOVER_PEER_REQUEST
primitive, agdescribed in 6.4.1.2.

Upon receiving the DISCOVER_PEER_CONFIRM primitive, the TSC sublayer completes peer discpvery
by setting t i i “ ? i i i ile of the
discovered peer thing-user or the profile list of peer thing-users. If the TSC sublayer cannot find the
peer, the TSC sublayer shall respond with MANAGE_PEER_CONFIRM by setting the result attribute set
to “FAIL” and the reason attribute to the error annotation text.

When the action attribute is set to “MAINTAIN,” the TSC sublayer shall maintain a proximal path and
peer thing-user by using the MAINTAIN_PEER_REQUEST primitives by setting the action attribute to
“HEARTBEAT,” as described in 6.4.2.1.

When the action is set to “RELEASE,” the TSC sublayer shall release a proximal path by using the
MAINTAIN_PEER_REQUEST primitives by setting the action attribute to “RELEASE,” as described in
6.4.2.1.
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6.2.2 Thing-user autonomous coordination
The TSC sublayer provides autonomous coordination services to the thing-user.

The TSC sublayer will autonomously manage the thing-user profile, maintain the thing-user social
community, discover a peer thing-user, and share the experiences by using the TSN SAP primitives and/
or the PDN SAP primitives.

6.3 TSN SAP interface

The TSN sublayer pr0v1des the soc1al network serv1ce to the Thlng user Serv1ce Control sublayer
throyg A e c i ganizing service, the
thmg-user experlence sharlng service and the thmg user collaboratlon service.

6.3.1] Thing-user social community organization primitives

The TSC sublayer uses the thing-user social community organization primitivesfor searchipg the thing-
user $ocial community to share experiences or for organizing a new social greup.

6.3.1{1 Searching thing-user social community

The JEARCH_TSN_REQUEST primitive and the SEARCH_TSN_CONEIRM are used to search ap TSN, which
will he used to share the experiences for the mission accomplishment.

The JEARCH_TSN_REQUEST primitive shall have the following attribute: profile.
— SEARCH_TSN_REQUEST (profile)

- profile: thing-user’s profile

The JEARCH_TSN_CONFIRM primitive shall*have the following attributes: result, TSN-ID,| TSN-profile,
and reason.

— SEARCH_TSN_CONFIRM (result, £SN-profile, reason)

- result: “SUCCESS,” “FAIL”
— TSN-ID: identifier of FSN discovered

- TSN-profile: social group description objects
- reason: error comment

Upon|receiving,the SEARCH_TSN_REQUEST primitive, the TSN sublayer of the home thing-user starts
to segrch associal community and to match up a TSN that is closely related to accomplishing the mission
statefl in the profile attribute.

The TSN SubIayer of the home thing-user shall Send the searcnl SN request message to the NoE Registry
first, as described in 7Z.2.1.

When the TSN sublayer of the NoE Registry receives the SearchTSN request message, the TSN sublayer
of the NoE Registry looks up the social community database and finds a TSN related to the mission of
the home thing-user.

If the TSN sublayer finds a TSN, the TSN sublayer shall respond with the SearchTSN report message
containing a TSN-profile to the home thing-user, as described in 7.2.2.

If the TSN sublayer of the NoE Registry fails to find a TSN to collaborate with the home thing-user, the
TSN sublayer shall respond with the SearchTSN report message containing a blank profile object and
its reason.

© ISO/IEC 2022 - All rights reserved 15


https://iecnorm.com/api/?name=39e547bc16b5fd91ee82c0099a9d87c4

ISO/IEC 21559-3:2022(E)

When the TSN sublayer of the home thing-user receives the SearchTSN report message, the TSN
sublayer responds with the SEARCH_TSN_CONFIRM primitive by setting the TSN-profile attribute to
the TSN-profile field of the SearchTSN report.

If the TSN sublayer of the home thing-user receives a blank object in the TSN-profile, the TSN sublayer
responds with the SEARCH_TSN_CONFIRM primitive by setting the result attribute to “FAIL” and the
reason attribute to the reason field of the SearchTSN report message.

6.3.1.2 Setup a social community and new cluster

The SETUP_TSN_REQUEST and the SETUP_TSN_CONFIRM primitives are used to form a TSN in which

users may joirr based o their capabititiesamd experiernces:

The SETUP_TSN_REQUEST primitive shall have the following attribute: profile.
— SETUP_TSN_REQUEST (profile)
— profile: thing-user’s profile

The SETUP_TSN_CONFIRM primitive shall have the following attributes: resulty/TSN-ID, TSN-profile,
and reason.

— SETUP_TSN_CONFIRM (result, TSN-ID, TSN-profile, reason)
— resylt: “SUCCESS,” “FAIL”
— TSN-ID: identifier of TSN registered
— TSNfprofile: social group description objects of profile
— reaqon: error comment

Upon receiving the SETUP_TSN_REQUEST primitive, the TSN sublayer of the home thing-user organizes
a thing-user|social network and designates the ESN coordinator.

The range of the TSN is specified accordingte the mission statement object of the profile attributg¢. The
mission statement may be ontology written in semantic web language, or keywords described by using
the words registered in the vocabulary:set of the NoE Registry.

The identifigr of the TSN may bé.the combined objects of the profile attribute and may be writtien as
serialized JSPN text.

The TSN coofdinator specifies the range of TSN and assigns the TSN-ID. The TSN coordinator configures
the structurg of TSN bfzforming a cluster or disbanding a cluster. The TSN coordinator maintairs the
structure of the TSN(

After designating the TSN coordinator and configuring the TSN ID and structure of the TSN, th¢ TSN
sublayer shafll'veport new TSN establishment by sending the SetupTSN request message containing the
social group description profile to the NoE Registry, as described in 7.2.3.

When the TSN sublayer of the NoE Registry receives the SetupTSN request message, the TSN sublayer
shall validate the new social group configuration, update the social community database and respond
with the SetupTSN report message containing the TSN-ID and result, as described in 7.2.4.

When the TSN sublayer of the home thing-user receives the SetupTSN report message, the TSN
sublayer checks the TSN-ID field. If it is the TSN ID requesting to register, the TSN sublayer lets the TSN
coordinator form the first cluster of the TSN and starts to maintain the TSN.

The TSN sublayer shall confirm the TSN establishment to the TSC sublayer using the SETUP_TSN_
CONFIRM primitive with the TSN-ID attribute and the TSN-profile attribute.
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If the NoE Registry refused to register the TSN, the TSN sublayer of the home thing-user releases the
TSN coordinator and reports to the TSC sublayer using the SETUP_TSN_CONFIRM primitive by setting
the result attribute to “FAIL” and reason attribute to error comment text.

6.3.2 Thing-user social community join primitives

The TSC sublayer uses the thing-user social community join primitives for the thing-user to join a TSN.

6.3.2.1 Joining a TSN and a cluster

The JOIN_TSN_REQUEST primitive is used for a thing-user to join a TSN that is selected by the NoE
Regidtry or the TSC sublayer of the TSN coordinator.

The JDIN_TSN_REQUEST primitive shall have the following attributes: TSN-ID and TU-profjle.
— JPIN_TSN_REQUEST (TSN-ID, TU-profile)

- TSN-ID: identifier of the community to join

- TU-profile: Thing-user’s profile

The JOIN_TSN_CONFIRM primitive shall have the following attributes: result, TSN-ID, CLUSTER_ID,
TSN-profile, and reason.

— JPIN_TSN_CONFIRM (result, TSN-ID, CLUSTER_ID, TSN-profile, reason)
-+ result: “SUCCESS,” “FAIL’

—+ TSN-ID: identifier of the TSN(community) teyoin

-+ CLUSTER-ID: cluster coordinator ID

—+ TSN-profile: social group profile efthe TSN to join

- reason: error comment

Upon|receiving the JOIN_TSN_REQUEST primitive, the TSN sublayer sends the JoinTSN request message
to the¢ TSN coordinator, as described in 7.2.5.

When the TSN sublayer ofithe TSN coordinator receives the JoinTSN request message, the TSN sublayer
validates the thing-userand assigns a cluster to be joined.

If the assigned cluster coordinator is under the jurisdiction of the TSN coordinator, the TSN sublayer
lets the cluster<coordinator update the cluster profile and register the thing-user profile to the cluster
databjase.

If the|assigned cluster coordinator is not under the jurisdiction of the TSN coordinator, the TSN sublayer
sendg the'JoinCLUSTER request message to the cluster coordinator, as described in 7.2.7.

When the TSN sublayer of the TSN coordinator is confirmed by the cluster coordinator or by receiving
the JoinCLUSTER report message, as described in 7.2.8, the TSN sublayer shall respond by sending the
JoinTSN report message containing cluster coordinator ID and TSN-profile to the home thing-user, as
described in 7.2.6.

If the TSN sublayer of the TSN coordinator fails to join a TSN, the TSN sublayer shall respond by sending
the JoinTSN report message containing an error comment.

When the TSN sublayer of the home thing-user receives the JoinTSN report message, the TSN sublayer
confirms the join request to the TSC sublayer by using the JOIN_TSN_CONFIRM primitive, which fills
TSN-ID, CLUSTER_ID and TSN-profile.
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If the TSN sublayer of the home thing-user receives a blank object in the TSN-profile, the TSN sublayer
reports the join request to the TSC sublayer by using the JOIN_TSN_CONFIRM primitive, which sets the
result attribute as “FAIL’ and fills the reason attribute with error comment text.

6.3.2.2 Leave a TSN and a cluster

The LEAVE_TSN_REQUEST and the LEAVE_TSN_CONFIRM primitives are used to leave a thing-user

from a TSN.

The LEAVE_TSN_REQUEST primitive shall have the following attribute: TSN-ID.

LEAVE ]

TSN
The LEAVE

LEAVE_]

resy

TSN

reas

On receivin
message to {

When the T
sublayer val

The TSN subjayer of the cluster coordinator deletes the thing-user profile from the cluster databag

updates the

The TSN sublayer of the cluster coordinator-shall respond by sending the LeaveTSN report me

containing T|

When the TS
confirms the

SN RE(!”EC’T‘ CTSN.ID)
- I Ve e

-ID: identifier of the community to leave

['SN_CONFIRM primitive shall have the following attributes: result, TSN-ID, and reasq
[SN_CONFIRM (result, TSN-ID, reason)
It: “SUCCESS,” “FAIL”

-ID: identifier of the community to leave
on: error comment

b the LEAVE_TSN_REQUEST primitive, the TSN sublayer sends the LeaveTSN re
he cluster coordinator, as described in 7.2.9.

BN sublayer of the cluster coordinator receives‘the LeaveTSN request message, the
dates the thing-user.

Cluster profile.
SN ID to the home thing-user,‘as-described in 7.2.10.

N sublayer of the home thing-user receives the LeaveTSN report message, the TSN suk
leave request using the LEAVE_TSN_CONFIRM primitive with appropriate attribute

result attrib
LeaveTSN r

6.3.3 Thing-user social community maintenance primitives

The TSC suhjlayer_uses the thing-user social community maintenance primitives for maintainin
TSN and theclusterby providing a ballot procedure to select the TSN coordinator or cluster coordi
by its own rilé.

te is set to ‘SUCCESS’ ‘and the TSN-ID attribute is set to TSN-ID value obtained fro}
ort message.

n.

quest

TSN

e and

ssage

layer
s; the
m the

g the
nator

6.3.3.1 Maintain TSN and cluster

The MAINTAIN_TSN_REQUEST primitive is used to elect a coordinator of the community or cluster by

balloting.

The MAINTAIN_TSN_REQUEST primitive shall have the following attributes: action and TSN ID.

18

MAINTAIN_TSN_REQUEST (action, TSN-ID)
action: “UPDATE,” “RENEW_TSN,” “RENEW_CLUSTER”

TSN-ID: identifier of the TSN or a cluster to maintain
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The MAINTAIN_TSN_CONFIRM primitive shall have the following attributes: result, TSN ID and reason.
— MAINTAIN_TSN_CONFIRM (result, TSN-ID, reason)

— result: “SUCCESS,” “FAIL’

— TSN-ID: identifier of the TSN or cluster to maintain

— reason: error comment

On receiving the MAINTAIN_TSN_REQUEST primitive with the action attribute set to “UPDATE,” the
TSC sublayer of a cluster coordinator reports the status of the cluster to the community coordinator.

If th¢ action attribute in the MAINTAIN_TSN_REQUEST primitive is “RENEW_TSN”) or “RENEW_
CLUSITER,” the TSN sublayer of the TSN coordinator or the cluster coordinator staxts o renew the
community or the cluster. The TSN sublayer sends the RenewCORD request message {to the thing-users,
as depcribed in 7.2.11.

When the thing-user receives the RenewCORD request message, the TSNsublayer of the thing-user
voted for a coordinator through responding to the VoteCORD request message, as describef in 7.2.12.

The TSN sublayer of the coordinator collects the ballots from the recéived VoteCORD request messages.
The vote result is sent to the elected coordinator by the RenewCORDreport message.

When the TSN sublayer of the coordinator receives the AcceptCORD report message, the TSN sublayer
advertises the new coordinator to the thing-users via sending'the VoteCORD report message.

6.3.4| Thing-user subscribe/publish primitives

The [TSC sublayer uses the thing-user subscribe/publish primitives for sharing th¢ thing-user
experiences with the thing-users who are in the’TSN.

6.3.4{1 Subscribe to other thing-users

The JUBSCRIBE_TU_REQUEST and,the SUBSCRIBE_TU_CONFIRM primitives are used for|a thing-user
to subscribe to other thing-usersito.share its knowledge.

The JUBSCRIBE_TU_REQUEST primitive shall have the following attribute: TU-ID.
— SUBSCRIBE_TU_REQUEST (TU-ID)

—+ TU-ID: identifier of thing-user subscribed

The JUBSCRIBECTU_CONFIRM primitive shall have the following attributes: result, TU-ID, And reason.
— SUBSERIBE_TU_CONFIRM (result, TU-ID, reason)

- \result: “SUCCESS,” “FAIL”

— TU-ID: identifier of thing-user subscribed
— reason: error comment

On receiving the SUBSCRIBE_TU_REQUEST primitive, the TSN sublayer sends the SubscribeTU request
message to the selected thing-user, as described in 7.2.16.

When the TSN sublayer of the subscribed thing-user receives the SubscribeTU request message, the
TSN sublayer updates the subscription list of events sharing, and responds by sending the SubscribeTU
report message, as described in 7.2.17.

When the TSN sublayer of the home thing-user receives the SubscribeTU report message, the TSN
sublayer confirms to the TSC sublayer by using the SUBSCRIBE_TU_CONFIRM primitive by setting the
result attribute to ‘SUCCESS’ and TU-ID attribute to the TU-ID value in the SubscribeTU report message.
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6.3.4.2 Pu

blish the event

The PUBLISH_TU_REPORT and the PUBLISH_TU_INDICAITON primitives are used for the publisher to
announce its newly updated knowledge to its subscriber.

The PUBLISH_TU_ REPORT primitive shall have the following attributes: event-ID and event.

PUBLISH_TU_REPORT (event-ID, event);

— event-ID: identifier of event published

— event: new_Knowledge

The PUBLIS
PUBLIS

TU-

— event: new_Knowledge

On receipt
message to 4

When the T}
sublayer ind
primitive.

6.4 PDN §

The PDN sul
SAP. This sul

6.4.1 Thing-user discovery primitives

The TSC sub
user group t

6.4.1.1 Sp

The SET_PR
proximity m
discovered t

The SET_PR
constraints.

!

lecify proximity measure

pasure that issapplied to choose a specific peer thing-user out of the pool of candidate

_TU_INDICAITON primitive shall have the following attributes: TU-ID, event.
_TU_INDICATON (TU-ID, event)

D: identifier of thing-user published

f the PUBLISH_TU_ REPORT primitive, the TSN sublayer sends the PublishTU r
he subscribed thing-user identified by the event-ID, as describedvin 7.2.18.

bN sublayer of the subscribed thing-user receives the PublishTU report message, the
cates the reception of the PublishTU report message by-tising the PUBLISH_TU_INDIC}/

AP interface

player provides the PDN service to the Thing-user Service Control sublayer through
blayer provides the proximal discovery:service and proximal path management servi

ayer uses the thing-user discovery primitives to search for a peer thing-user or peer {
hat can collaborate to accofplish a mission of the thing-user.

DXIMITY_REQUEST primitive and the SET_PROXIMITY_CONFIRMs are used to specif

b accomplish a mission.

DXIMFFY._REQUEST primitive shall have the following attributes: mission, TU-profil

eport

e TSN
ATON

PDN

hing-

y the
peers

e and

SET_PROXIMITY_REQUEST (mission, T U-protile, constraints)

— mission: mission statement described by using the words registered in the vocabulary set of the

NoE

Registry

— TU-profile: profile of the thing-user who requests to discover a peer thing-user

— constraints: constraints on peers described by using the words registered in the vocabulary set
of the NoE Registry
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The SET_PROXIMITY_CONFIRM primitive shall have the following attributes: result, measure and
reason.

— SET_PROXIMITY_CONFIRM (result, measure, reason)
— result: “SUCCESS,” “FAIL’

— measure: proximity measure ontology written in semantic web language using the words
registered in the vocabulary set of the NoE Registry

— reason: error comment

The TS€subtayerrequestsfor the PDNsublayertospecify the proximity mreasure; ttwitt be used to find
thingrusers to collaborate with according to the mission statement.

On receiving the SET_PROXIMITY_REQUEST primitive, the PDN sublayer generates the proximity
measure ontology based on the mission statement and the thing-user capability infornmjation. If the
facility of the thing-user is not enough to generate the proximity measure, dntelogy; In this case, the
PDN publayer may request the cluster coordinator or the TSN coordinator for the proxinjity measure
ontolpgy using the SetPROXIMITY request message, as described in 7.3.1!

The PDN sublayer confirms the generation of proximity measutr€ by using the SET_[PROXIMITY_
CONHIRM primitive, which contains the proximity measure.

6.4.1{2 Discover a peer thing-user or peer thing-user group

The DISCOVER_PEER_REQUEST and the DISCOVER_PEER_CONFIRM primitives are used fo discover a
peer pr peer group with whom to collaborate.

The DISCOVER_PEER_REQUEST primitive shall have the following attributes: mission and jmeasure.
— DISCOVER_PEER_REQUEST (mission, méasure)

-+ mission: mission statement desgribed by using the words registered in the vocabulhry set of the
NoE Registry

- measure: proximity measure ontology written in semantic web language using the words
registered in the vocabulary set of the NoE Registry

The DISCOVER_PEER_CONFIRM primitive shall have the following attributes: result, path ID, peer ID
and TU-profile and redson.

— DISCOVER_PEER _CONFIRM (result, path ID, peer ID, TU-profile, reason)

- result:'SUCCESS,” “FAIL"

- spath-ID: proximal path ID

— peer-1D: a thing-user 1D or the 1D IiSt of thing-user who collaborates
— TU-profile: profile of the peer thing-user who collaborates
— reason: error comment

On receiving the DISCOVER_PEER_REQUEST primitive, the PDN sublayer starts to search for a thing-
user from its neighbours.

The PDN sublayer sends the DiscoverPEER request message to the neighbour candidate peer thing-user,
as described in 7.3.3.

The PDN sublayer of the candidate peer thing-user checks the possibility of collaboration based
on the social capital of the home thing-user and the reciprocal advantage derived from the mission
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and proximity measure. The PDN sublayer of the candidate peer thing-user responds by sending the
DiscoverPEER report message to the home thing-user.

When the PDN sublayer of the home thing-user receives the DiscoverPEER report message, the PDN
sublayer checks the reason field to see whether or not the candidate thing-user accepts the collaboration

request.

If accepted, the PDN sublayer confirms the peer thing-user discovery using the DISCOVER_PEER_
CONFIRM primitive with appropriate attributes. The result attribute is set to “SUCCESS,” the peer-
ID attribute is the value of the peer-ID field in the DiscoverPEER report message and the TU-profile

attribute is t

he value of the peer-profile field in the DiscoverPEER report message.

[t not accept

The PDN sublayer of the cluster coordinator selects another candidate peer thing-users based 9

mission and

of the candidlate peer thing-user checks the social capital of the home thing-user and €he possibil

collaboratio

If the PDN stuiblayer of the home thing-user discovers a peer thing-user, the PDN sublayer confirnj

discovery of
thing-user, t

bd, the PDN sublayer sends the DiscoverPEER request message to the cluster coordinz

proximity measure and forwards the DiscoverPEER request message. The"'RDN suk

1 and responds by sending the DiscoverPEER report message to the homeé-thing-user.

the peer thing-user. If the PDN sublayer of the home thing-user-fails to discover a
ne PDN sublayer sends the DiscoverPEER request message to.the'TSN coordinator.

tor.

n the
layer
ity of

1s the
peer

The PDN sublayer of the TSN coordinator forwards the DiscoverPEERYequest message to the cluster

coordinators
on the miss
sublayer of t
home thing-

If the PDN sublayer of the home thing-user discovers apeer thing-user, the PDN sublayer confirm

it has succeg
discover a p
peer thing-u
“FAIL.”

6.4.2 Pro>

The TSC sub
a peer thing

. The PDN sublayer of the cluster coordinator selects.candidate peer thing-users |
on and proximity measure and forwards the Dis¢overPEER request message. The
he candidate peer thing-user responds by sending.the DiscoverPEER report message |
1ser.

sfully discovered the peer thing-user. If the PDN sublayer of the home thing-user f3
per thing-user, the PDN sublayer reports that it has been unsuccessful in discoverin

fimal path management primitives

ayer uses the proximal path management primitives for maintaining the proximal p:
user or peer thing«user group.

6.4.2.1 Mg

The MAINT
those mem
communica

The MAINT

intaining a proximal path

IN_PEERYREQUEST and the MAINTAIN_PEER_CONFIRM primitives are used to m4
rs ofsthe coordinated group who participated in the PDN to provide thing-user cg
ion Services to a thing-user.

hased
PDN
o the

5 that
ils to
g the

ser by using the DISCOVER_PEER.CONFIRM primitive, which sets the result attribyte to

hth to

inage
bntric

MAINTAIN_PEER_REQUEST (action, path-ID)
action: “HEARTBEAT,” “RELEASE”

— path-ID: proximal path ID

The MAINTAIN_PEER_CONFIRM primitive shall have the following attributes: result, path-ID and peer-

ID.

22

MAINTAIN_PEER _CONFIRM (result, path-ID, peer ID)
result: “SUCCESS,” “FAIL”
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— path-ID: proximal path ID

— peer-ID: a thing-user ID or the ID list of thing-user who collaborates

reason: error comment

On receiving the MAINTAIN_PEER_REQUEST primitive with action attribute set to “HEARTBEAT,” the
PDN sublayer sends the MaintainPEER request message with action field set as “HEARTBEAT” to each
of the peer thing-users coordinated in the proximal path group, as described in 7.3.5.

When the PDN sublayer of the peer thing-user receives a MaintainPEER request message, the PDN
sublayer shall respond by sending the MaintainPEER report message, as described in 7.3.6.

The II’DN sublayer of the home thing-user collects the MaintainPEER report messages frlom the peer

thing
peer

On r¢
PDN
thep

Lusers and confirms using the MAINTAIN_PEER_CONFIRM primitive containing'the
thing-user IDs.

bceiving the MAINTAIN_PEER_REQUEST primitive with action attribute-set to “RE
sublayer sends the MaintainPEER request message with action field sévas “RELEAS
per thing-users coordinated in the proximal path group, as described in 7.3.5.

Whe
subl

The
thing
colle

7 |

7.1

The d
Thes
thing

the PDN sublayer of the peer thing-user receives a MaintaidfPEER request mess3
er updates the thing-user profile and shall respond by sendinig the MaintainPEER rep

DN sublayer of the home thing-user collects the MaintainPEER report message fr
users and reports to the TSC sublayer using the MAINTAIN_PEER_CONFIRM primif
tion of peer thing-user ID, as described in 7.3.6.

N-NoE protocols

General

oordinated networking layer of the'FN-NoE is composed of capability blocks, as show
e blocks include the NoE termidal thing-user management, thing-user centric networ
Fuser social networking, codrdinated experience management, coordinated peer d

proximal path management.

The
term

NoE terminal thing-user management block maintains the profile and the statu
nal’s resources and-capability skill set. This block manages thing-users such as the N

regio

al virtual switch-and overlay virtual switch, etc

collection of

LEASE,” the
E” to each of

ge, the PDN
ort message.

om the peer
ive with the

1 in Figure 9.
king control,
scovery and

5 of the NoE
oE terminal,

The thing-usercentric networking control block manages the process of socializing a thiing-user and
establishing 4 thing-to-thing connection.

The 1

user

secial community. This block controls an NoE terminal to join or leave a thin

thing-user social networking block performs the process of organizing or disbani

ing a thing-
-user social

community and publish or subscribe an experience sharing with a thing-user social community. The
control protocols between the NoE terminal social networking blocks are defined at the reference point
R2.

The coordinated experience management block maintains the collaborative networking experiences
of the NoE terminals who joined thing-user social communities. This block finds experiences that meet
requests from NoE terminals or the thing-user social community.

The coordinated peer discovery block performs the process of discovering a peer NoE terminal or the
NoE terminals with which to form a collaborative work group. This block searches for a proximal NoE
terminal from a thing-user social community, i.e. it discovers the regional virtual switches or overlay
virtual switches.
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The proximal path management block constructs a route between two proximal end points specified
by the thing-user service control sublayer and provides interworking between heterogeneous
operating routes. The control protocols between the proximal path management blocks are defined at

the reference point R1.

Applications

Coordinated Networking

Applications

Coordinated Networking

NoE terminal,

The control
sublayers ar
of the peer-t

The protoco

NOTE Th
Consequently]

7.2 TSNp
The TSN prd

egional virtual switch, overlay virtual switch

of a peer thi

rotocols

NofTerminal TAINg-user centric thTng-user centric NOE terminal
tHing-user networking networking thing-user

management control control management
coprdinated . R2 . coordinated

} thing-user | thing-user )
exlperience ) ) T h . experience
social networking social networking
mahagement Mmanagement
R1
coordinated peer proximal path | proximal path coordinated peer
djscovery management I managemept discovery
Networks NetworKks

Figure 9 — Reference model of the FN-NoE

NoE terminal, regional virtual switch, overlay virtual s

protocols between the thing-uiser social networking blocks of the peer-to-peer
e the TSN protocols. The cohtrol protocols between the proximal path management b
b-peer PDN sublayers are‘the PDN protocols.

message consists of.icommunication method, command type and message fields.

e protocol message described in this clause is written in JSON text for explanation
itis also assumed that the message is transmitted in serialized JSON text format.

tocols convey a message between the TSN sublayer of a thing-user and the TSN suh
hg-iser. The TSN protocol messages are: SearchTSN request and report; SetupTSN re

itch

TSN
locks

only.

layer
uest

and report; JoinTSN request and report; LeaveTSN request and report; RenewCORD request and report;
VoteCORD request and report; AcceptCOORD report; SubscribeTSN request and report; and PublishTSN

report.

7.2.1 Search a social community request message

The SearchTSN request message is used for a thing-user to contact a NoE Registry, which keeps all
profile information about social communities and clusters, to find its community coordinator.

The SearchTSN request message shall have fields as follows:

{

“method”: “request,”

24
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“CMD”: “SearchTSN,”
“dTU-ID”: JSON text,
“sSTU-ID”: JSON text,
“sTU-Profile”: JSON text

emantic of each field in the message is as follows:

TUID: NoE Reaistry Identificr

— s[FU-ID: home Thing-user Identifier

— s[fU-Profile: home Thing-user’s Profile

Whe
thing

the TSN sublayer of a thing-user wants to discover a social community that collabor
-user, this request message is sent to the NoE Registry.

When the NoE Registry receives the SearchTSN request message, the TSN sublayer of the ]

seard

7.2.2

The §
TSN t

The S
{

The s

hes the social community database and finds an associated TSN'based upon sTU-Prof

Search a social community report message

earchTSN report message is used to deliver the result to the thing-user who request
0 join.

earchTSN report message shall have fields asfoellows:

“method”: “report,”
“CMD”: “SearchTSN,”
“dTU-ID”: JSON text,
“sTU-ID”: JSON text,
“TSN-Profile”yJSON text,

“reason”; §tring

lemdntic of each field in the message is as follows:

htes with the

NoE Registry
ile.

s to search a

A ) La nl P 1l -y
U_IU. TTUIIC THIITZ~USTT TUTTILITITI

— sTU-ID: NoE Registry Identifier

— TSN-Profile: social group description objects of selected social group profile

— T

eason: error comment

When the TSN sublayer of the NoE Registry responds to a SearchTSN request message, NoE Registry
sends this report message.

The TSN sublayer of the NoE Registry sends the SearchTSN report message, which contains a TSN-
Profile. If it fails to find an appropriate TSN, the TSN-Profile field of the report message contains a blank
object and the reason field contains an error comment text using the words registered in the vocabulary
set of the NoE Registry.
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7.2.3 Setup a new social group request message

The SetupTSN request message is used by the thing-user to ask the NoE Registry to allow a new setup
of its social group.

The SetupTSN request message shall have fields as follows:
{
“method”: “request,”
“CMD”: “SetupTSN,”
“sTU-ID”: JSON text,
“dT-ID”: JSON text,
“TSN-Profile”: JSON text
}

The semanti

sTU_ID:
dTU-ID:

TSN-Pra

When the T§
social com

When the
validates theq

7.2.4 Setu

The SetupTS§
group setup

“CMID”: “SetupTSN,”

:I‘E Registry receives the SetupTSN requést message, the TSN sublayer of the NoE Reg

c of each field in the message is as follows:
home Thing-user Identifier
NoE Registry Identifier

file: social group description profile

nity, this request message is sent.

new social group configuration and updates the social community database.

p a new social group report message

N report message is used by the NoE Registry to deliver the response to the new
request. The SetupTSN feport message shall have fields as follows:

thod”: “report,”

J-ID”:JSON text,

N sublayer of a thing-user requests for the NoE Registry to register a new social group in a

ristry

bocial

(D% JSON text,

“TSN-ID”: JSON text,

“reason”: string

{
llme
lldT
“sT(
}

The semantic of each field in the message is as follows:

dTU_ID:

TSN-ID:

26

home Thing-user Identifier

sTU-ID: NoE Registry Identifier

identifier of TSN (community) requesting to register

reason: error comment
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When the TSN sublayer of the NoE Registry responds to a SetupTSN request message, this report
message is sent.

The TSN sublayer of the NoE Registry sends the SetupTSN report message, which contains TSN-ID
value. If it fails to validate or to register the social group configuration, the TSN-ID field of the report
message includes a blank object and the reason field contains an error comment written with the words
registered in the vocabulary set of the NoE Registry.

7.2.5 Join a thing-user network request message

The JoinTSN request message is used for a thing-user to request a TSN coordinator to allow thing-user
to joira TS

The JpinTSN request message shall have fields as follows:

{

“method”: “request,”
“CMD”: “JoinTSN,”
“dTU-ID”: JSON text,
“sTU-ID”: JSON text,
“TSN-ID”: JSON text,
“TU-Profile”: JSON text

The semantic of each field in the message is as follows:

dTU-ID: TSN coordinator Identifier
s[lU_ID: home Thing-user Identifier
TSN-ID: identifier of TSN (cdmmunity) requesting to join

TU-Profile: Thing-user profile

When the TSN sublayér)of a thing-user requests the TSN coordinator for a thing-user to
this request message.i5 sent.

When the TSN¢coordinator receives the JoinTSN request message, the TSN sublayer
coordinatorwalidates the thing-user and assigns a cluster to be managed.

The TSN sublayer sends the JoinCLUSTER request message to the cluster coordinator, if
clustércoordinator is notlocated in the TSN coordinator

oin the TSN,

of the TSN

the assigned

7.2.6 Join a thing-user network report message

The JoinTSN report message is used to carry the result of joining the TSN.

The JoinTSN report message shall have fields as follows:

{

“method”: “report,”
“CMD”: “JoinTSN,”
“dTU-ID”: JSON text,
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“sTU-ID”: JSON text,

“TSN-ID”: JSON text,

“CLUSTER-ID”: JSON text,

“TSN-Profile”: JSON text,

“reason”: string

}

The semanti

of each field in the message is-asfollows:

— dTU_ID:
— sTU-ID:

— TSN-ID:
— CLUSTE

home Thing-user Identifier
[SN coordinator Identifier
identifier of TSN (cluster) requesting to join

R-1D: identifier of the cluster to manage the thing-user

— TSN-prdfile: social group profile of the TSN to join

— Treason:

When the T}
message is s

The TSN suh
CLUSTER-ID
error comimg

7.2.7 Join
The JoinCLU

Prror comment

bN sublayer of the TSN coordinator responds to the JainTSN request message, this r
ent.

layer of the TSN coordinator sends the JoinTSN report message, which contains a TS
and TSN-ID. If it fails to join the TSN, the reason field of the report message contai
ent.

a cluster request message

STER request message is used-by the thing-user or the TSN coordinator to reque;j

cluster coordlinator to join the thing-usertoits cluster.

STER request message shall have fields as follows:

thod”: “request]”

“CMPD”: “JoinCLUSTER,”

J-ID”:JSON text,

eport

N-ID,
ns an

t the

(B JSON text,

“TSN-ID”: JSON text,

“TU-Profile”: JSON text

The JoinCLU
{
llme
lldT
“sTU
}

The semantic of each field in the message is as follows:

— dTU-ID:

assigned cluster coordinator Identifier

— sTU_ID: home Thing-user Identifier or the TSN (cluster) coordinator identifier

— TSN-ID:

identifier of TSN (cluster) requesting to join

— TU-Profile: Thing-user profile

28
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When the TSN sublayer of the thing-user requests the cluster coordinator to join a thing-user to the
cluster, this request message is sent.

When the cluster coordinator receives the JoinCLUSTER request message, the TSN sublayer of the
cluster coordinator validates the thing-user. The cluster coordinator updates the cluster profile and
registers the thing-user profile to the cluster database.

7.2.8 Join a cluster report message

The JoinTSN report message is used to deliver the result of joining the cluster.

The [pindtSNreportmessage shall have fieldsas follgws:

{

“method”: “report,”
“CMD”: “JoinCLUSTER,”
“dTU-ID”: JSON text,
“sTU-ID”: JSON text,
“TSN-ID”: JSON text,
“CLUSTER-ID”: JSON text,
“TSN-Profile”: JSON text,

“reason”: string

The semantic of each field in the messageis as follows:

— dTU_ID: home Thing-user Identifier or TSN coordinator Identifier
— S[[U-ID: cluster coordinator, [dentifier

— TSN-ID: identifier of TSN (Community) requesting to join

— (LUSTER-ID: identifier of the cluster to manage the thing-user

— TSN-profile: sacial group profile of the TSN to join

— Treason: error comment

When thé TSN sublayer of the TSN coordinator responds to a JoinCLUSTER request messagg, this report
messpge.is sent.

The TSN sublayer of the TSN coordinator sends the JoinCLUSTER report message, which contains a
TSN-ID, CLUSTER-ID and TSN-ID. If it fails to join the cluster, the reason field of the report message
contains an error comment.

7.2.9 Leave a TSN request message

The LeaveTSN request message is used when a thing-user requests the cluster coordinator to allow a
thing-user to leave the cluster.

The LeaveTSN request message shall have fields as follows:

{

“method”: “request,”
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uCM

D”: “LeaveTSN,”

“dTU-ID”: JSON text,

“sSTU-ID”: JSON text,

“TSN-ID”: JSON text

}

The semantic of each field in the message is as follows:

— dTU-ID:

— sTU_ID:
— TSN-ID:

When the T§
the cluster, t

When the cl
coordinator
updates the

7.2.10 Leay
The LeaveT§
The LeaveT§

{

«

me

“CMDD”: “LeaveTSN,”

lldT
“sTU
“TS]

«

read

}

The semanti

home Thing-user Identifier or the cluster coordinator identifier
identifier of TSN requesting to leave

N sublayer of a thing-user requests the cluster coordinator to allow the thing-user tofleave
his request message is sent.

1ster coordinator receives the LeaveTSN request message, the TSN sublayer of the cluster
validates the thing-user, deletes the thing-user profile from the cluster databasg, and
Cluster profile.

re a TSN report message
N report message is used to deliver the result ofleaving the cluster.

N report message shall have fields as follows:
thod”: “report,”

J-ID”: JSON text,

-ID”: JSON text,

N-ID”: JSON text,

son”: string

c of each field in the message is as follows:

— dTU_ID:
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— STU-ID: TSN coordinator or cluster coordinator Identifier

— TSN-ID:

identifier of TSN requesting to leave

— reason: error comment

When the TSN sublayer of the TSN coordinator responds to a LeaveTSN request message, this report
message is sent.

The TSN sublayer of the TSN coordinator sends the LeaveTSN report message, which contains the TSN-

ID.

If it fails to leave the cluster, the reason field of the report message contains an error comment.
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