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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of information
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Introduction

The growth of the Internet has enabled worldwide distribution and consumption of valuable multimedia
resources, reduced the cost of doing business, enabled new business models for industry participants, and
provided consumers with unprecedented access to high-quality multimedia resources. Internal distribution,
external distribution, and retail sales now are conducted on the Internet to establish cost effective, reliable,
flexible, highly available, and secure means of managing the delivery of multimedia resources. Consumers
routinely search for and download multimedia resources from sources world-wide and can conveniently

redistfibute those resources. This has fuelled the development of technologies to manage, se
and automate the flow of multimedia resources over the Internet.

The free and convenient flow of multimedia resources through the Internet presents, many
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Nt owners and distributors. Before making high-quality and valuable multimedia resour
, content owners want to be assured that their rights to those resources are-respected. In
pss models and contracts of content distributors often involve conditions, regarding distriby
erritory restrictions, time limits, and so on.

bet these requirements, the players involved in the online distribution and consumption

Fce at each step in the multimedia resource lifecycle. For example, a publisher needs to
ailable consumption rights and the terms and conditions under which those rights may be
ne multimedia resources, a consumer needs to know(the types of usage allowed and t
ions that must be met. In distribution and super distribution business models, this inform4g
mmunicated to each participant in the distribution.chain.

nding on the business model, expressing rights, terms, and conditions can be simple or
b example, a consumer might pay a flat.fee to obtain unlimited rights to play a video fi
ex example, a video publisher might grant a distributor the right to sell usage rights for
fo consumers. The distribution agreement might specify the rights that consumers may
hum fee the distributor may charge,"and a percentage of the fee that must be paid to the pu

end-to-end system, other cansiderations such as authenticity and integrity of Rights
ne important. For example,xany party who issues rights to use or distribute multimedia re
ntified and authorized. In*addition, a Rights Expression may be accessed by different parti

cycle, which requirés, mechanisms and semantics for validating the authenticity and in
5 Expression.

dress many..of\these issues, a common Rights Expression Language that can be sharj
pants in this-digital workflow is required. A common Rights Expression Language addres
ts of the.interoperability issues inherent in digital multimedia resource distribution; the issU
nging Rights Expressions during their life cycle; and the system issues such as trust, auth
htication.
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This part of ISO/IEC 21000 addresses a part of the overall vision for ISO/IEC 21000, which is to define a
multimedia framework to enable transparent and augmented use of multimedia resources across a wide range
of networks and devices used by different communities.
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INTERNATIONAL STANDARD

ISO/IEC 21000-5:2004(E)

Information technology — Multimedia framework (MPEG-21) —

Part 5:
Rights Expression Language

This part of ISO/IEC 21000 specifies the syntax and semantics of a Rights Expression Language

This part of ISO/IEC 21000 does not give any permission, including permissiofs-about whg
techn|cally allowed to create Rights Expressions. It does not specify the security.measures of tru
propase specific applications, or describe the details of the systems required for accounti
transactions, state transactions, and so on). It also does not specify if oriwhen Rights Express
consylted.

Howepver, this part of ISO/IEC 21000 does define an authorization thodel to specify whether the §
set off Rights Expressions permit a given Principal to perform a‘given Right upon a given optig
during a given time interval based on a given authorization context and a given trust root.

mantics specific to multimedia. Annex-A uses W3C XML Schema to normatively specify
es and elements defined throughoutthis part of ISO/IEC 21000. Annex B normatively def
Namgs for identifying countries, regions, and currencies. Annex C gives an informative simpj
algorithm. Annex D gives some example Rights Expressions. Annex E describes the design g
extengions and profiles of this part.of ISO/IEC 21000. Annex F demonstrates how to introduce
an extension to this part of ISQ/IEC 21000. Annex G gives an example profile of this part of IS
Annex H describes the relationship between ISO/IEC 21000-6 and this part of ISO/IEC 21
descrjbes the relationshiptbetween ISO/IEC 21000-2 and this part of ISO/IEC 21000. Annex J
example revocation mechanism and gives a walk-through of revocation.

ormative.references

is legally or
bted systems,
g (monetary
ions shall be

lemantics of a
hal Resource

es. Clause 3
espaces and
bts. Clause 7
nd semantics
beifies syntax
the syntax of
nes Qualified
ified equality
hilosophy for
hew rights as
D/IEC 21000.
000. Annex |
describes an

The following™referenced documents are indispensable for the application of this docum

t. For dated

refergncés;“only the edition cited applies. For undated references, the latest edition of the referenced

document (including any amendments) applies.

i

ISO 3166 (all parts), Codes for the representation of names of countries and their subdivisions
ISO 4217, Codes for the representation of currencies and funds

ISO/IEC 9594-8, Information technology — Open Systems Interconnection — The Directory: P
attribute certificate frameworks

ublic-key and

ISO/IEC 10021-2, Information technology — Message Handling Systems (MHS): Overall architecture

ISO/IEC 21000 (all parts), Information technology — Multimedia framework (MPEG-21)
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Request for Comments (RFC) 1034, Domain Names — Concepts and Facilities, The Internet Engineering

Task Force (I

RFC 1738,

ETF), November 1987, available at <http://www.ietf.org/rfc/rfc1034>

Uniform  Resource  Locators  (URL), IETF, December 1994,

<http://www.ietf.org/rfc/rfc1738.txt>

RFC 2141, URN Syntax, IETF, May 1997, available at <http://www.ietf.org/rfc/rfc2141.txt>

RFC 2396, Uniform Resource Identifiers (URI): Generic Syntax,

<http://www.ietf.org/rfc/rfc2396.txt>

RFC 2822, In

ternet Message Format, IETF, April 2001, available at <http://www.ietf.org/rfc/rfc2822>

available

at

IETF, August 1998, available at

ROUTINGAB
November 19

SCC14N, Sc
Information
Committee
<http://www.U

UDDIV2API,
<http://uddi.o

UDDIV2DSR
<http://uddi.o

UDDIV3, UL
<http://uddi.o

WSDLSPEC,
March 2001,

XMLSPEC,
2002, availab

XMLDSIG, X
<http://www.V

A, Routing Number Policy, American Bankers Association Routing Number Administrative
96, available at <http://www.tfp.com/text/aba_policy.pdf>

pema Centric XML Canonicalization Version 1.0, Organization for the Advancement of Stru
Standards (OASIS) Universal Description, Discovery, and Integration ~(UDDI) Tec
(TC) Committee Specification, 19 July 2002, available

ddi.org/pubs/SchemaCentricCanonicalization-20020710.htm>

UDDI Version 2.04 APl Specification, OASIS Standard,
rg/pubs/ProgrammersAPI-V2.04-Published-20020719.htm>

19 - July 2002, availay

UDDI Version 2.03 Data Structure Reference, OASIS Standard, 19 July 2002, availa
'g/pubs/DataStructure-V2.03-Published-20020719.htm>

DI/ Version 3.0, OASIS UDDI TC Committee ,Specification, 19 July 2002, availak
rg/pubs/uddi-v3.00-published-20020719.htm>

Web Services Description Language (WSDL) 1.1, Worldwide Web Consortium (W3C) No
hvailable at <http://www.w3.0rg/TR/2001/NOTE-wsdl-20010315>

Extensible Markup Language (XML) 1.0 (Second Edition), W3C Recommendation, 6 O
le at <http://www.w3.0rg/TR/2000/RE€-xmI-20001006>

ML-Signature Syntax and Processing, W3C Recommendation, 12 February 2002, availa
v3.0rg/TR/2002/REC-xmldsig-core-20020212>

XMLENC, X

<http://www.W3.0rg/TR/2002/REG-xmlenc-core-20021210>

XMLINFOSE

, XML Information Set, W3C Recommendation, 24 October 2001, availab
<http://www.W3.0rg/TR/2001/REC-xml-infoset-20011024>
in XML, W3C Recommendation, 14 January 1999, availab

XMLNAMES,| Namespaces
<http://www.W3.0rg/TR/1999/REC-xml-names-19990114>

XMLSCHEMA XML Schema Part 1: Structures and Part 2: Datatypes, W3C Recommendation, 2 May

L-Encryption Syntax_and Processing, W3C Recommendation, 10 December 2002, availa

Board,

ctured
hnical
at

le at

ble at

le at

te, 15

ctober

ble at

ble at

at

e

e at

2001,

available

at <http://www.w3.0rg/TR/2001/REC-xmlIschema-1-20010502>

<http://www.w3.0rg/TR/2001/REC-xmlschema-2-20010502>

and

XPATH, XML Path Language (XPath) Version 1.0, W3C Recommendation, 16 November 1999, available at
<http://www.w3.0rg/TR/1999/REC-xpath-19991116>

3 Terms,

definitions, symbols, and abbreviated terms

For the purposes of this document, the following terms, definitions, symbols, and abbreviated terms apply.

3.1

Allowable Destination Condition
allowable destination condition as mentioned in 7.4.7
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3.2
Allowable Destination Delegation Control
allowable destination delegation control as mentioned in 7.4.7

3.3
Allowable Destination Principal
allowable destination principal as mentioned in 7.4.7

3.4
authorization context
set of properties having the characteristics defined in 5.3

ISO/IEC 21000-5:2004(E)

3.5
Authorization Context Member
fifth member

NOTE This term is used with respect to an authorization request, as in “the Authorization Context

authotjization request.”

3.6
authgqrization proof
authofization story having the characteristics defined in 5.7

3.7
authgrization request
orderg¢d seven-tuple as defined in 5.2

3.8
authgrization story
ordergd triple as defined in 5.4

3.9
authgrizer
ordergd five-tuple as defined in 5.5

3.10
Business Service
busingssService as defined in UDDIV2DSR and UDDIV3

3.1
conceptually abstract
desighated as being subject to the provisions given in 6.6

3.12
Condiition
permission-fimitation identified by an r: Condition

Member of the

NOTE See 4.3 for the meaning of r:Condition.
313
Conditionally

in a manner subject to a Condition

3.14
Core Namespace
Namespace for the names defined in Clauses 5, 6, and 7

3.15

Derived
derived as defined in 6.9.1

© ISO/IEC 2004 — All rights reserved


https://iecnorm.com/api/?name=dcac03ce6665fc1db7ee626c690746b1

ISO/IEC 21000-5:2004(E)

3.16
Equal
equal as defined in 6.1

3.17

License

Rights Expression

expression that is created by Principals to Conditionally or Unconditionally permit the same or other Principals
to perform Rights upon Resources

3.18
Match
match as mentioned in 7.4.6.1

3.19
Multimedia Extension Namespace
Namespace for the names defined in Clause 9

3.20
Namespace
XML namesppce as defined in XMLNAMES

3.21
performance
carrying out qr execution

3.22
primitive gr1nt
r:Grant thal has no child r: forAll element

3.23
Principal
system entity|identified by an r: Principal

NOTE 1 Seg 4.3 for the meaning of r: Principal.

NOTE 2  Mgny Users (as introduced in ISQ/IEC 21000-1) are Principals.
3.24
Qualified Name

qualified name as defined in XMLNAMES
3.25

Registry
Universal Desgcription, Discovery, and Integration registry as defined in UDDIV2API and UDDIV3

3.26
repository
Principal that can hold Resources

EXAMPLE Personal systems, on-line storefronts, libraries, and archives are examples of repositories.

3.27

Resource

entity, quality, event, state, concept, substance, or anything else referred to by a noun and identified by an

r:Resource

NOTE 1 See 4.3 for the meaning of r :Resource.
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NOTE 2  ISO/IEC 21000-2 defines resource in a narrower sense than Resource is defined here. The relation might be
characterized by the expression "a resource is a Resource that is also an asset."

3.28
resource attribute set definition element
element that is one of those defined in 9.3

3.29
Resource Member
third member

NOTE This term is used with respect to an authorization request, as in "the Resource Member of the authorization
request.”

3.30
revodable
ordergd pair as defined in 6.7

3.31

Right

act identified by an r:Right

NOTE See 4.3 for the meaning of r:Right.
3.32

Right Member
secorld member

NOTE] This term is used with respect to an authorization request, as in "the Right Member of thg authorization
request.”

3.33
Satisfied
satisfled as mentioned in 7.4.5

3.34
Standard Extension Namespace
Namgspace for the names defined in Clause 8

3.35
Surpasses
surpasses as defined.in 6.8.1

3.36
servige
systen €ntity that provides functionality

NOTE 1 There is no requirement that a service be located on a physically different machine than a client.
NOTE 2  There is no requirement that a service be part of a different executable than a client.

3.37

system entity

entity that is capable of acting in a system

EXAMPLE An automated process, a subsystem, and a person or group of persons are examples of system entities.
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3.38
Trust Root Member
seventh member

NOTE This term is used with respect to an authorization request, as in "the Trust Root Member of the authorization
request.”

3.39
Unconditionally
in @ manner not subject to any Condition

3.40
URI
Uniform Resaqurce Identifier

[RFC 2396]

3.41
Variable
variable as d¢fined in 6.5.1.1

3.42
WSDL
Web Services Description Language

[WSDLSPEC]

3.43
XML
Extensible Markup Language

[XMLSPEC]
3.44

XPath
XML Path Lapguage

[XPATH]

3.45
I/
the r:issue|element

3.46
P
the r:possefsProperty element

4 Namespaces-and conventions

4.1 Namespaces

The Core Namespace shall be urn:mpeg:mpeg21:2003:01-REL-R-NS. The Standard Extension
Namespace shall be urn:mpeg:mpeg21:2003:01-REL-SX-NS. The Multimedia Extension Namespace
shall be urn:mpeg:mpeg21:2003:01-REL-MX-NS. In each of these, the 01 represents a serial number that
is expected to change as this part of ISO/IEC 21000 evolves.
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Namespace conventions

Throughout this part of ISO/IEC 21000, Qualified Names are written with a namespace prefix followed by a

colon

followed by the local part of the Qualified Name as shown in the following example.

EXAMPLE r:grant

For clarity, throughout this part of ISO/IEC 21000, consistent namespace prefixes are used. Table 1 gives
these prefixes and the corresponding namespace. Licenses compliant with this part of ISO/IEC 21000 are not
limited to the namespace prefixes in Table 1 for the corresponding namespace and may use any appropriate
namespace prefix that is declared in the License.

Table T— Namespace prefixes

Namlespace prefix Namespace

r urn:mpeg:mpeg2l1:2003:01-REETR-NS

sx urn:mpeg:mpeg2l:2003: 0C<REL-SX-NS

mx urn:mpeg:mpeg2l:2003801-REL-MX-NS

dsid http://www.w3.0rg/2000/09/xmldsigi

xend http://www.w3\e¥g/2001/04/xmlenc#

xsd http://www.w3.org/2001/XMLSchema

xsi http://mwww.w3.0rg/2001/XMLSchema-instance
did] urpsaipeg:mpeg21:2002:01-DIDL-NS

dii uxn:mpeg:mpeg21:2002:01-DII-NS

wsd] http://schemas.xmlsoap.org/wsdl/

soay http://schemas.xmlsoap.org/wsdl/sdap/
acmsg This namespace prefix is used for demonstratjon only.
4.3 |[Special typographical conventions

Fixedjwidth font is used to indicate literal machine-readable character sequences.

The rjames of XML Schema elements and attributes appear in fixed-width font in mixed case

lower

upper case letter.

Speci
order

— A passage that mentions an element, as in "the r: grant," is using the word in a technical

case letter. The names of XML Schema types appear in fixed-width font in mixed case

fic linguistic' constructions are used in this part of ISO/IEC 21000 with respect to these ¢
to mare-eoncisely convey the intention. They are as follows:

with an initial
with an initial

pnventions in

sense to refer

to the notion of that element as an XML Schema element.

— A passage that mentions a type and prefixes the type with the word type, as in "the type r:Grant," is
using the word in a technical sense to refer to the notion of that type as an XML Schema type.

— A passage that mentions a type and prefixes the type with an article, such as a or the, as in "an
r:Grant," is using the word in a technical sense to refer to any element whose type is that type or any
derivation thereof (or, in the case of a simple type, any simple content whose type is that simple type or
any derivation thereof). Semantics assigned to a type in this way shall not be overridden by type
derivations or elements using the type; type derivations or elements that use the type may alter the
semantics only as long as all the statements made about the type in these passages still hold for the type
derivations and elements that use the type.
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4.4 XML structural notation conventions

To refer to child elements of an element represented by a variable, the variable name is followed by a forward
slash and the name of the particle against which the child elements validate as shown in Example 1.

EXAMPLE 1

<r:grant>

Suppose g is the following r: grant:

<r:keyHolder>...</r:keyHolder>
<acme:extensionRight/>
<r:keyHolder>...</r:keyHolder>

</r:grant>

In this case, g/r:principal would refer to the first r: keyHolder child because it validates against the r:principal

particle, which

r:resource {

NOTE Fo

To refer to cH
used as show

EXAMPLE 2

To refer to atfributes of an element represented by a variable, the variable nametis/followed by a forward
an at sign (@

EXAMPLE 3

To avoid con
clearly indica

article, which comes after the r: right inan r:grant.

I more details about the syntax of r: grant, see Annex A.

n in Example 2.

c/sx:location/sx:country

), and then the name of the attribute as shown in Example 3.
l/I@r:1licenseld

usion with XPath notation, when XPath notation is used in this part of ISO/IEC 21000, its
ed with wording such as "the following XPath location path."

4.5 Authorization context conventions

To refer to th
stop followed

EXAMPLE 1

EXAMPLE 2
authorization ¢

NOTE Fo

5 Author

5.1

This Clause {

NOTE

Gener

by the property name as shown in Example 1 and Example 2.

2.acme:ai() refers to the value of‘the acme:a1 property of the authorization context 2.

bntext 2.

I more details about(@uthorization contexts, see 5.3.
ization model

al

pé&cifies the authorization model.

ild elements of child elements of an element represented by a variable, anotherforward sl

e value of a property of an authorizationcontext variable, the variable name is followed by

If the value of x is 123,-then X.acme:a2(x) refers to the value of the acme:a2(123) property

Comes before the T T IgnT particle T arm rTgrant. 11e SEecomd s ReyHo rae T vatdates agamst the

Bsh is

slash,

Lise is

a full

of the

The authorization model makes use of an authorization request, an authorization context, an authorization

story, and an authorizer. These are used to create authorization proofs which help to define the semantics of Licenses
with respect to authorization requests. Figure 1 illustrates the relationship between the components of the authorization

model.
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y

Authorization story Authorization request
Primitive grant r:Principal
Authorized r: Grant or r:GrantGroup r:Right
Authorizer I\ r:Resource

is authorization
proof for

r:License

Interval of time

r:Principal
Authorization context

Time instant
r:License elements

Authorization context
r:Grant elements fhat

do not require an
authorizer

Authorization story

Figure 1 =<"‘Authorization Model
5.2 |Authorization request
An adthorization request is an ordered\seven-tuple containing the following members, in order:

a) dptionally, the r: Principalvidentifying the Principal for which permission is requested,

@]

b) the r:Right identifying‘the Right the performance of which is requested to be permitted,
c) dptionally, the x:Resource identifying the Resource upon which permission is requested,
d) the intervalhof time in which the requested performance of b) by a) upon c) is to occur,

e) the authorization context containing properties representing statements that are to be consiflered true for
tihe purposes of establishing the requested permission,

f) the set of r: License elements that may be consulted to establish the requested permission, and

g) the set of r:Grant elements that do not require an authorizer for the purposes of establishing the
requested permission.

NOTE 1 An authorization request can be conceptualized as representing the question "is it permitted for a given
Principal to perform a given Right upon a given Resource during a given time interval based on a given authorization
context, a given set of Licenses, and a given trust root?"

Each of the r: L.icense elements / in the set mentioned in f) shall have exactly one //r: i ssuer child.
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NOTE 2

r:License elements with one such child each (see 6.4 for the specifics).

5.3 Autho
An authorizat

each pro

rization context
ion context is a set of properties having the following characteristics:

perty consists of exactly one name and one value,

a property name consists of exactly one Qualified Name and zero or more parameters,

The semantics of an r:License [ with a different number of //r:issuer children is specified in terms of

no two p
each pro

NOTE 5.6

operties mamauthorizatiorrcontext strarethesameproperty rame;amd
perty represents a statement.

, 7.2, 8.2, and 9.2 define authorization context properties and the statements they represent:

5.4 Authorization story

An authorizafjon story is an ordered triple containing the following members, in order:

a) a primitiy
b) either an
c) optionall
NOTE Co

requests the a
r:GrantGrou

e grant,
r:Grant oran r:GrantGroup, and
, an authorizer.

nceptually, the first member of an authorization  stery is used to demonstrate to which author
Lthorization story applies. The second member of an-authorization story represents the actual r:Gr
p that is authorized by the third member of the authorization story.

5.5 Authorizer

An authorizer

is an ordered five-tuple containing’the following members, in order:
hse,

Cipal,

stant,

Fization context, and

Fization.story.

a) anr:Lice
b) anr:Prin
c) atimein
d) an autho
e) an autho
NOTE C

zation
hnt or

N:\Inhmlly, fan r.-Grant orxr :GrantGroup is autharized it is pnn‘ of a License and is authorized

in that

License by some Principal at some time instant based on some authorization context and there is an authorization story

explaining why

5.6 Autho

that Principal was permitted to make that authorization.

rization model authorization context properties

Table 2 specifies the authorization context properties relating specifically to the authorization model and the
statements they represent. If a property has the name given in the first column of Table 2 and the value given
in the second column of Table 2, then the statement represented by that property is the statement given in the
third column of Table 2.

10
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Table 2 — Authorization
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model authorization context properties

Property name

Property value

Statement represented

riissueTime(/, p)

i

lisan r:License, pisan r:Principal, i is a time instant, and p
issued / at i.

NOTE 1 The r:timeOfIssue field in an r:IssuerDetails
(see 7.3.1.6.3) can be useful in determining when p issued 1.
However, it is wise to give consideration as to whether the issuer is
trustworthy and, when in doubt, to seek additional proof, such as in
the form of signatures and countersignatures.

NOTF 2 The r-Issuer can be useful in determining whether p

issued /. However, it is wise to give consideration as,tp whether the
information given in the r:Issuer is trustworthy and, when in
doubt, to seek additional proof, such as in theform |of signatures
and countersignatures.

riissyeContext(l, p, h, %)

true

lis an r:License, pis an r:Prinéipal, & is eithejan r:Grant
or an r:GrantGroup, 2 is am authorization confext, and the
statements represented by the properties in 2 are al true for the
purposes of establishing the permission for the Prindipal identified
by p to include an r:Grant'of r:GrantGroup that is|Equal to / as
llr:grant or l/r : grantGroup when issuing .

5.7 |Authorization proof

A finife authorization story (g, %, ¢) is said to be an authorization proof for an authorization request (p, r, ¢, v, 2,

L, R) if and only if all of the following are true:

— ¢dlither p Surpasses g/r:principal or g/x:principal is absent,

— gr:rightis Equal to r,

— dither g/r: resource is Equalto- or both are absent,

— gither g/r:condition .is—Satisfied with respect to authorization request (p, », ¢, v, & L, R) and

— glis Derived from“ewith respect to authorization request (p, r, ¢, v, 2, L, R) and authorizer e,

— ifle is absenti.then 4 is a member of R, and

tllue:

duthorization story (gs.loye) or g/r: condition is absent,

iff e is (present, then, letting (I, 7, i, o, s) be the ordered five-tuple representation of e, all of the following are

— [is a member of L,

— his Equal to one of the l/r: Grant or l/r : GrantGroup children of /,

— ZXrissueTime(/, n)is i,

— ZXrissueContext(l, =, h, o) is true,

— the time instant i is no later in time than the start of time interval v, and

— s is an authorization proof for the authorization request (7, 7 4, v, o, L, R) where y is a time interval
of zero length starting at i.

© ISO/IEC 2004 — All rights reserved
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5.8 License Semantics

If there is an authorization proof for an authorization request (p, r, t, v, 2, L, R), then the semantics of the set of
r:License elements L with respect to that authorization request is that they permit the optional Principal
identified by p to perform the Right identified by » over the optional Resource identified by ¢ during the time
interval v based on the authorization context 2 and the set R of r:Grant elements that do not require an

authorizer.

6 Architectural concepts

6.1 Equal

ty

Let ¢ and §

Canonicalizafion algorithm (see SCC14N) on an XML Information Set (see XMLINFOSET) whose-doc

information it

if the bits strings « and g are bit-for-bit identical.

NOTE An

6.2 License syntax

Licenses sha

6.3 Licensge parts

The following
r:licenseH

a) An r:

r:licepsePartIdRef attribute.

b) For a ¢

c) Ifanr:1
corollary
(for othe

d) Ifanr:1

exist some (other) r:TdcensePart b in the same r:License as a such that all of the following arg

1) bha

be XML elements. Let « and S be the result of the execution of the Schema)

bm contains in its [children] property the item « or b, respectively. Then a is Equaltoe‘b if an

hex C presents an approach to efficiently testing for equality.

| be valid r: License elements.

provisions apply to r:License elements that centain r:LicensePart elements havir
artIdorr:licensePartIdRef attributes.

[.icensePart shall not have both~“the r:licensePartId attribute and

LicensePart has an ryticensePartIdRef attribute, then it shall have empty content
types that are derivations’of the type r:LicensePart should allow their content to be
wise their r: 1icensePartIdRef attribute shall not be used).

icensePart.a‘has an r:licensePartIdRef attribute with a certain value v, then there

5 an re-hicensePartId attribute with value v,

2) the qzxpanded element name of b exactly matches that of a, and

entric
iment
H only

g the

the

iven r:LicensePartId value v-and r:License [, / shall not contain more than one
r:LicepsePart having an r:1licensePertId attribute with the value v.

As a
empty

shall
true:

3) bis not an ancestor of a.

e) With the exception of signature verification and License issuer resolution (see 6.4), the following two
processing steps shall be carried out before the other License processing steps defined in this part of
ISO/IEC 21000. In particular, they shall be carried out before the evaluation of Variable references or the
testing of equality.

1) Ifan r:LicensePart a hasan r:licensePartIdRef attribute with a certain value v, and b is the
r:LicensePart in the same r:License as a that has an r:1icensePartId attribute with value
v, then the semantics of the r : i cense containing a and b are as if

i)

12

a were removed from the r:License and replaced with an element « that is Equal to b,
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the r: 1icensePartId attributes were removed from « and all of its descendants, and

iii) any preserved attributes that « has were removed from «, and any preserved attributes that a

If

has were added to «, where here a preserved attribute is
[) any attribute of type xsd: ID or
[I) any attribute for which id is the local part of its Qualified Name.

an r:License contains no r:LicensePart elements with an r:licensePartIdRef attribute,

then the semantics of that r: License are as if the r: 1icensePartId attribute were removed from

NOTE|1

r:LidensePart elements beyond the document-global xsd: ID-typed identifiers.

NOTE|2

provis|on e), the semantics will be as shown in Example 2, which violates provision d)3).

EXAMPLE 1
<r:ljcense>
<g:grantGroup licensePartId="x">
<r:grantGroup licensePartIdRef="y"/>
<Ar:grantGroup>
<g:grantGroup licensePartId="y">
<r:grantGroup licensePartIdRef="x"/>
<Ar:grantGroup>
</r:license>

EXAMPLE 2
<r:ljcense>

<f:grantGroup licensePartId="x">
<r:grantGroup>

6.4 |[License issuers

all r:LicensePart elementsin that r:License with an r:licensePartId attribute

</r:grantGroup>
<Ar:grantGroup>

<f:grantGroup licensePartId="y">
<r:grantGroup>

</r:grantGroup>,
<Ar:grantGroup>
</r:Jicense>

It is the intent of e)1)iii)ll) to enable the useful definition and incorporation of other identification systems on

Circular references such as that shown in Example 1 are not allowed beeause, after ong application of

<r:grantGroup licensePartIidRef="x"/>

<r:grantGroup licensePartIdRef="y"/>

Let / be an-r:License. Let k be the number of //r:issuer children of I. If k is not 1, then the $emantics of /
is thg same as the semantics of k£ independent r:License elements, one for each of the 4 l/r:issuer

childr

child and that child is Equal to the respective //r: i ssuer child.

A—-O RESE = RS- ReRS—FHIS gti< o SXCEP Ret—4—asS—0OR ORE /’l,/r:issuer

With the exception of signature verification, this processing step shall be carried out before the other License
processing steps defined in this part of ISO/IEC 21000. In particular, it shall be carried out before
r:licensePartId references, Variable references, and the testing of equality.

NOTE

If kis O, it follows that the semantics of / is the same as the semantics of no r:License at all. In colloquial

terms, if a License has no issuer, it has not been issued and so has no effect.

© ISO/IEC 2004 — All rights reserved 13
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6.5 Variables

6.5.1

6.5.1.1

Variable definition

General

A Variable is declared using an r: forAl1l element. A Variable has a name, a set of bindings, a scope, and a

set of eligible

bindings.

6.5.1.2 Variable name

Letfbe an prforarefementtet B4 be—the—Varabtedectared IL)y 7- Thermthemame ufy isthe—vajue of

fl@r : varNafpe.

6.5.1.3  Variable bindings

Let X be the pniverse of XML elements. Let g be an authorization request. Let e be an authorizer. Let fpe an

r:forAll element. Let y be the Variable declared by f. Then the set of bindings of y with~respect to g afd e is

defined to be|that subset of X such that x in X is in the set of bindings of y with respectito ¢ and e if and pnly if

a new XML document containing the element x as the root element_Matches each of the

flr :anXmlPatternAbstract children of fwith respect to ¢ and e.

6.5.1.4  Variable scope

For any XML [element x, let following(x) be that set of XPath nodes se€lected by the XPath location path
followlng-sibling::*/descendent-or-self: :nodé&()

when evaluafed with x as the contextual XPath node. Fos,an r: foraAll element x, let redeclarations|x) be

that set of XHath nodes selected by the XPath location path
followlng-sibling::*/descendent-oxr&self::r:forAll[@r:varName=$fVarName]

when evaluated with x as the contextual XPath’node and $fvarName as the value of xX/@r :varName| Let f

be an r: forp11 element. Let y be the Variable declared by /. Then the scope of y is defined to be following()

less the union of all following(d) where@ach XPath node d is in redeclarations(f).

6.5.1.5 Eligible Variable bindings

Let X be the pniverse of XML\elements. Let ¢ be an authorization request. Let e be an authorizer. Let fpe an

r:forAll element. Lety'be'the Variable declared by f. Then the set of eligible bindings of y with respegt to ¢

and e is defined to be that subset of X such that x in X is in the set of eligible bindings of y with respect to|q and

e if and only |f x is inxthe set of bindings of y with respect to ¢ and e and for all elements y in the scope of y

where y/@r j{varRef is Equal to f/@r : varName all of the following hold:

substituti

on groups,

the type of y using type derivation, and

6.5.2 Variable referencing

either the expanded element name of x exactly matches that of y or x is substitutable for y using

either the type of x exactly matches that of y or the type of x derives, through any number of levels, from

if ¥ is removed from its document and replaced with an element Equal to x, that document is still valid.

Let « be an r:LicensePart. If a/@r:varRef exists, then a shall have empty content and the value of

al@r:varRe

14

f shall be the name of some Variable whose scope includes a.
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NOTE Conceptually, the contents of a are determined by the bindings of the Variable it references, so a doesn't need
to have its own content.

6.6 Conceptually abstract elements and types

If a conceptually abstract element appears in an r:License, it shall either have a type that is not
conceptually abstract or appear in the form of a Variable reference, as described in 6.5.2.

If a conceptually abstract type appears in an r:License, it shall belong to an element that either is not
conceptually abstract or appears in the form of a Variable reference, as described in 6.5.2.

6.7 Revoeable

A revpcable is an ordered pair containing the following members, in order:
a) ddocumentand

b) the r:Principal identifying the issuer of that document.

6.8 |Principal surpassing

6.8.1| General

Letajand b be r:Principal elements. Let 4 be the set representation of a as defined in 6.8.2] Let B be the
set representation of b as defined in 6.8.2. Then b Surpasses_a if and only if for every « in 4 therg exists a gin
B such that « is Equal to g.

6.8.2| Principal set representation
Let p|be an r:Principal. If pis an r:Al1Rfincipals element, then the set representation of p is the
union|of the set representations of each p/r:pxincipal child of p. If pisnotan r:Al11Principals element,
then the set representation of p is the onesmeémber set containing only p.
6.9 |Derived grants and grant groups

6.9.1| General

Let a|be an r:Grant Of@n r:GrantGroup. Let b be an r:Grant or an r:GrantGroup.|Let ¢ be an
authorization request Let'e be an authorizer. Then a is Derived from b with respect to ¢ and ¢ if and only if

either| of the following are true:

— dis one-step-derived from b, or

— there'eXists some r:Grant or r: GrantGroup ¢ such that all of the following are true:

— ais one-step-derived from ¢ with respect to ¢ and e as defined in 6.9.2.1, and
— ¢ is Derived from b with respect to ¢ and e.
6.9.2 One-step-derived grants and grant groups
6.9.21 General
Let a be an r:Grant or an r:GrantGroup. Let b be an r:Grant or an r:GrantGroup. Let ¢ be an

authorization request. Let e be an authorizer. Then a is one-step-derived from b with respect to ¢ and e if and
only if at least one of the following is true:

— ais Equal to b,

© ISO/IEC 2004 — Al rights reserved 15
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6.9.2.2

a is one-step-derived from b with respect to ¢ and e as defined in 6.9.2.2,
a is one-step-derived from b with respect to ¢ and e as defined in 6.9.2.3, or
a is one-step-derived from b with respect to ¢ and e as defined in 6.9.2.4.

One-step-derived grants and grant groups resulting from a Variable

Let ¢ be an r:Grant or an r:GrantGroup. Let b be an r:Grant or an r:GrantGroup. Let ¢ be an
authorization request. Let e be an authorizer. Then « is one-step-derived from 5 with respect to ¢ and e if and
only if both b/r: forall is not absent and, letting f be the first 5/r: forall child of b, a is Equal to b except

that
— fisnotp

— there exi
througho
a by x.
6.9.2.3 Orn
Let a be an
authorization
only if both 4
blr :grantGj
— alr:pri
present)

alr:con
present)

6.9.24 Orn
Let a be an
authorization
only if all of th

blr:del
for each

elements
Variable

esent in ¢ and

ut the scope of that Variable in b, all elements having references to that Variable are repla

e-step-derived grants and grant groups resulting from a grant group

r:Grant Or an r:GrantGroup. Let b be an r:Grant or.an/r:GrantGroup. Let ¢
request. Let e be an authorizer. Then « is one-step-derived from b with respect to ¢ and e
is an r:GrantGroup that has no child r: forall element and there exists a b/r:grd
oup S such that a is Equal to g except that

hcipal is Equal to an r:allPrincipals whose children are, in order, b/r:princig
and f/r:principal (if present) and

Hition is Equal to an r:allConditions whose children are, in order, b/r:conditil
and f/r: condition (if present).

e-step-derived grants resulting from a delegation control

r:Grant Or an r:GrantGroup. Let b be an r:Grant or an r:GrantGroup. Let ¢
request. Let e be an autherizer. Then « is one-step-derived from b with respect to ¢ and e
e following are true;

bgationContriol is present,

blr:foxrddl f, blr:delegationControl, blr:principal, and all of their desceg

that are within the scope of the Variable declared by f'do not have references (see 6.5.2)
declared by f,

sts an x in the eligible bindings of the Variable declared by f with respect to g~nand e such that,

ced in

be an
if and
nt or

be an
if and

ndent
to the

a has no

ar:
blr:

16

Jon b ol 33 Il 4
i L o LOLALL CICITICIIS,

alr:delegationControl is absent,
alr:principal is Equalto b/r:principal,
alr:right is Equal to 7,

letting a be a/r: resource, ais Equal to b except that

delegationControl is an allowable destination delegation control

delegationControl with respect to ¢, ¢, and b as defined in 7.3.4.3,

of
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e, and b as defined in 7.3.4.1, and

— dalr:condition is an allowable destination condition of b/r:delegationControl w

g, e, and b as defined in 7.3.4.2, and

— alr:condition is absent.

NOTE

Licens

B expire (they are no longer Satisfied), the Licenses to Principal C and Principal D are still valid. If this.isn]
al A, Principal A can use appropriate Conditions and place appropriate r:DcConstraint’elements in the
egationControl so that the Conditions applicable to Principal C and Principal D are, at least af restrictive as
(meanfing they will expire no later than) those applicable to Principal B.

Princig
r:del

6.10

In c3

r:enfpryptedLicense, r:encryptedGrant, Or r:encryptedGrantGroup particle, resp

child

r:GrpntGroup, and this part of ISO/IEC 21000 excepting 6.10-shall apply to the clear-tex

r:Lifpense, r:Grant, Or r:GrantGroup.

7 Core

71

This Clause specifies the syntax and semanticsxintegral to the architecture.

0-5:2004(E)

alr :principal is an allowable destination principal of b/r:delegationControl with respect to g,

ith respect to

By placing an r:delegationControl in an r:Grant or r:GrantGroup, the effect of delegation of that
r:Grant or r:GrantGroup can be achieved. If Principal A issues a License to Principal B and enables delegation using
an r:delegationControl, Principal B can then issue a similar License to Principal C who can then issue a similar

Encrypted Elements
ses where an r:License, r:Grant, or r:GrantGroup has a child validating

shall represent (see 7.3.6) the encryption of the contents)\of the r:License,

General

| A to Principal
ot the intent of

against the
ectively, that
:Grant, Or
t form of the

7.2 (Core authorization context properties
Table] 3 specifies the authorization.context properties relating to Clause 7 and the statements tHey represent.
If a pfoperty has the name given. in/the first column of Table 3 and the value given in the secdnd column of
Table] 3, then the statement represented by that property is the statement given in the third colunin of Table 3.
Table 3 — Core authorization context properties
Property name Property value Statement represented
r.exerciseMechanism() | m m is an r:ExerciseMechanism, and the mechanism indicated
by m is used to effect the requested performance.
r:fredhness(m, b, 7) true m is an r:RevocationMechanism, b is a revocable, ris a time
instant, and the mechanism indicated by m for effecting revocation
of a revocable guarantees that no revocation of » hds been, is, or
will be in effect before or at 7.
r:fulfiller() P pis an r:Principal, and p identifies the fulfiller (according to
the semantics of the Right Member of the authorization request)
for the requested performance.
© ISO/IEC 2004 — Al rights reserved 17
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7.3 General core elements and types

7.3.1 Licen

7.3.1.1

se

General

Additional normative semantics of r: License is given in 5.8, 6.3, 6.4, 6.6, and 6.10.

NOTE

7.3.1.2

Example Licenses can be found in Annex D and G.5.

Title

For an r:Li
about / that is

EXAMPLE

~ense [, each of the l/r:title elements that are present shall provide a descriptive,p
intended for human consumption.

The content of an r: title elementis displayed in a user interface.

Automated processors shall not interpret semantically the contents of such //r: title elements.

7.31.3 Iny

An r:Inven
interpret sem

NOTE An
elements withd
usually, r:Li
referenced els

7314 Ot

Foran r:Li
processors n

EXAMPLE
related to som
7.3.1.5 Liq

For an r:Li

fentory

bntically the contents of an r: Inventory element.

r:Inventory element of an r:License provides a cOnvenient place to define r:Licens
ut the definition site associating any particular semantics with the r: LicensePart elements. Usefu
ensePart elements in an r:Inventory will have r*dicensePartId attributes so that they
bwhere in the r: License.

herinfo

ped not interpret semantically the contents of an l/r: otherInfo element.

A License creator might include in the r:otherInfo element some information that is perip
b authentication or authorization\process.

ense attributes

cense [, the l@r:1licenseld attribute, if present, shall provide the URI that identi

Automated prlocessors neednot interpret semantically the contents of any r: License attributes.

7.3.1.6

Isguer

7.3.1.6.1

hrase

tory is a syntactic container of r:LicensePart elements. (Automated processors shall not

EPart
ly and
an be

tense [, the l/r: otherInfo elementgif present, shall provide additional information. Automated

herally

fies /.

I11 alLicense

Let /be an r:License with one l/r:issuer u (see 6.4 for additional semantics of r:issuer in Licenses). u
shall give information about the issuer of /.
7.3.1.6.2 In general

Letu be an r:Issuer. u/dsig:Signature, if present, shall be a signature (XMLDSIG) that may be used to
establish which Principal the issuer is.

NOTE If a License has been tampered with so that the digest value in the signature does not match the digest of the
License, then the signature probably does not establish which Principal the issuer is, and therefore the tampered License
does not follow the semantics of this subclause. In this way, signatures also serve as a way to ensure integrity and
authenticity of Licenses.
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ulr :principal, if present, shall identify which Principal the issuer is. u/r:details, if present, shall give
details about the circumstances under which the issuer issues.

7.3.1.6.3

IssuerDetails

Let £ be an r:IssuerDetails. &r:timeOfIssue, if present, shall indicate the specific date and time at
which the issuer claims to have issued. Each &/r:revocationMechanism, if any are present, shall indicate
a mechanism by which the issuer shall, if he later wishes to revoke his revocable for the document whose
issuer information is given by the parent of &, effect his revocation of that revocable.

EXAM

PLE

<r:dq
<1
<1

<
</r:d

7.3.1.

Let m
a reyv
mlr:

7.3.1.

Wher
s/dsi

N

O 0. 9O O =

NOTE
signed

NOTE
metad
beyon

call
:timeOfIssue>2003-07-01T00:00:00</r:timeOfIssue>
:revocationMechanism>
<r:revocationService>
<r:serviceReference licensePartIdRef="uddiService"/>
</r:revocationService>
r:revocationMechanism>
etails>

6.4 RevocationMechanism

be an r:RevocationMechanism. The child of m shall indicate.a mechanism for effecting
ocable. m/r:revocationService, if present, indicates\that the service reference
evocationServicelr:serviceReference is the mechanism for effecting revocation ¢

6.5 Signature recommendations

a dsig:Signature s is used in an ¢ oIssuer in an r:License, there sk

y:SignedInfol/dsig:Reference element@;such that
@dsig:URIT is omitted and

dsig:Transforms is present(and contains exactly two child dsig:Transform el
sig:Transform children are_empty, the dsig:Algorithm attribute of the first dsig
hild has the value uro<mpeg:mpeg21:2003:01-REL-R-NS:licenseTransfor
sig:Algorithm attribute of the second dsig:Transform child has the value
rg:schemaCentric€l14N:2002-07-10.

1 This practicé simplifies the process of determining exactly which pieces of an r:License hav
. It also ensuresthat signatures are consistent with the Equal operation.

2 There)can also be other s/dsig:SignedInfol/dsig:Reference elements that reference
pta) external to the License. Such references would be included in the signature. The use of sucl
0 the'\scope of this specification.

revocation of
identified by
f a revocable.

ould be an

ements, both
:Transform
and the

urn:uddi-

n7

b actually been

tems (such as
h references is

EXAM

PLE

<dsig:Signature>
<dsig:SignedInfo>

<dsig:CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/REC-xml-

20010315"/>
<dsig:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>

<dsig:Reference>
<dsig:Transforms>

<dsig:Transform Algorithm="urn:mpeg:mpeg2l1:2003:01-REL-R-

NS:licenseTransform"/>

© IS0/

<dsig:Transform
</dsig:Transforms>
<dsig:DigestMethod
<dsig:DigestValue>Jk90bKOQC0941tTExb]jl/Q==</dsig:DigestValue>

IEC 2004 — All rights reserved
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Algorithm="urn:uddi-org:schemaCentricC14N:2002-07-10"/>

Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
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</dsig:Reference>
</dsig:SignedInfo>
<dsig:SignatureValue>DFgqOhh5QQ0==</dsig:Signaturevalue>
<dsig:KeyInfo>
<dsig:KeyValue>
<dsig:RSAKeyValue>
<dsig:Modulus>gOyMdccyzA==</dsig:Modulus>
<dsig:Exponent>AQABAA==</dsig:Exponent>
</dsig:RSAKeyValue>
</dsig:KeyValue>
</dsig:KeyInfo>
</dsig:Signature>

7.31.6.6 LUicense transform

Let ¢+ be |a dsig:Transform element with a dsig:Algorithm attribute whose “valye is
urn:mpeg:npeg21:2003:01-REL-R-NS:licenseTransform. Let / be the most immediate‘'r:Lidense
ancestor of {. Then ¢ emits as output / with all its /r:issuer children wholly remoyed except fgr that
llr : i ssuer that contains ¢, which is kept, removing its dsig:Signature child instead.

7.3.1.7 Recommendation on declaration of Namespaces used in a License

An r:Licenke should not rely on Namespace declarations to be imported ffom its context in its surroynding
XML document.

NOTE Following this recommendation greatly facilitates the ability to manipulate an r:License as a self-contained
unit within Applications. It also helps ensure that namespace declarationsaresincluded in signatures.

7.3.2 LicenseGroup

An r:LicengeGroup is a syntactic container of r:Licefse elements. There is no normative semantics for
r:Licensedroup. No semantics is conveyed by the,presence of two r:License elements within the|same
r:Licensedroup.

NOTE This type exists merely due to the observation that it is often convenient to be able to use it as a contdiner in
XML documents. No use of it is made in this part(of ISO/IEC 21000.

7.3.3 ForAll
The semantigs of r: forAll is given in 6.5.
7.3.4 DelegationControl

7.3.41 Allowable destination principals

Let p be an|r£Principal, d be an r:delegationControl, ¢ be an authorization request, ¢ be an

authorizer, and~g'be an r:Grant or r:GrantGroup Then p is an allowable destination principal of ¥ with

respect to g, ¢, and g if and only if p is an Allowable Destination Principal of each d/r: dcConstraint child of
d with respect to ¢, ¢, and g.

NOTE Because an Allowable Destination Principal does not appear in a License, it and its descendents cannot have
any references to Variables not declared within the Allowable Destination Principal itself.

7.3.4.2 Allowable destination conditions

Let ¢ be an r:Condition, d be an r:delegationControl, ¢ be an authorization request, e be an
authorizer, and g be an r:Grant or r:GrantGroup. Then ¢ is an allowable destination condition of d with
respect to ¢, e, and g if and only if ¢ is an Allowable Destination Condition of each d/r:dcConstraint child of
d with respect to ¢, ¢, and g.
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NOTE Because an Allowable Destination Condition does not appear in a License, it and its descendents cannot have
any references to Variables not declared within the Allowable Destination Condition itself.

7.3.4.3 Allowable destination delegation controls

Let obe an r:delegationControl, d be an r:delegationControl, ¢ be an authorization request, ¢ be
an authorizer, and g be an r:Grant or r:GrantGroup. Then §is an allowable destination delegation control
of d with respect to ¢, e, and g if and only if § is an Allowable Destination Delegation Control of each
dlr:dcConstraint child of 4 with respect to ¢, ¢, and g.

NOTE Because an Allowable Destination Delegation Control does not appear in a License, it and its descendents
canno Ay i i ; ; i

7.3.5| NonSecureReference

The gemantics and processing associated with the type r:NonSecureReference_afe identicpl to those of
dsigfReferenceType, except that the semantics and processing-associated] with the
dsiglDigestMethod and dsig:DigestValue elements found in dsig:RefexénceType ar¢ omitted.

7.3.6| EncryptedContent

The type r:EncryptedContent modifies the semantics of its bas€ type, xenc:EncryptedDhtaType. An
r:EnfryptedContent shall have an xenc:Type attribute with a value of
httpl //www.w3.0rg/2001/04/xmlenc#Content. (See XMEENC.)

NOTE This value is the type associated with encrypting XML, element content.
The glaintext of an r:EncryptedContent element shall replace semantically the r:EncrypjtedContent
elemgnt and thus become the content of said element's parent. In doing so, the plaintext shall conform to the
schema of the parent as a whole.

7.4 (Core conceptually abstract elements and types

7.4.1| LicensePart

Becalise of the requirements given in 6.3 c) and 6.5.2, if the syntax of a particular derivation of the type
r:LifensePart declares.ts content model as optional, the semantics of that optional content model, unless
specified otherwise, is'that it shall not be omitted in an r:LicensePart of that derivation unless that
r:LifensePart hassah r:licensePartIdRef or r:varRef attribute.

The glement r:1icensePartisiconceptually abstract. The type r:LicensePart is concept:E:\IIy abstract.

7.4.2| Principal

The glement ' r:principal is conceptually abstract. The type r:Principal is conceptually abstract. An
r:Prlinéipal shall identify a system entity.

7.43 Right

The element r:right is conceptually abstract. The type r:Right is conceptually abstract. An r:Right
shall identify an act. The semantic specification of each different particular kind of r:Right should indicate
which kinds of r:Resource, if any, are to be used as the Resource Member of an authorization request
having that kind of r: Right as the Right Member.

7.4.4 Resource
The element r:resource is conceptually abstract. The type r:Resource is conceptually abstract. An

r:Resource shall identify an entity, quality, event, state, concept, substance, or anything else referred to by
a noun.
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7.4.5 Condition

The element r:condition is conceptually abstract. The type r:Condition is conceptually abstract. The
semantics specification of each different particular kind of r:Condition shall indicate whether or not an
r:Condition of that kind is Satisfied with respect to a given authorization request and authorization story.
An application that encounters an r:Condition of which it lacks semantic knowledge shall not consider the

r:Condition Satisfied.

7.4.6 AnXmlPatternAbstract

7.4.6.1

General

The element
conceptually
r:AnXmlPat
r:AnXmlPat
application th

consider anything as Matching that r : AnXmlPatternAbstract.

r:anXmlPatternAbstract is conceptually abstract. The type r: AnXmlPatternAbgtract is

abstractt The semantics specification of each different particular,\OKin of
ternAbstract shall indicate whether or not a given XML document. Match an
ternAbstract of that kind with respect to a given authorization request and ‘authoriz¢r. An
at encounters an r:AnXmlPatternAbstract of which it lacks semantic-knowledge shall not

7.4.6.2 PrincipalPatternAbstract

The elemient r:principalPatternAbstract is conceptually abstract. The type
r:PrincipglPatternAbstract is conceptually abstract. An XML\document shall not Matdh an
r:PrincipdlPatternAbstract with respect to any given authorization request and authorizer unlegs that
XML documept contains exactly one r: Principal as the root element.

7.4.6.3 RightPatternAbstract

The element |r: rightPatternAbstract is conceptually’abstract. The type r:RightPatternAbstract is
conceptually pbstract. An XML document shall not Matchran r:RightPatternAbstract with respect {o any

given authori

vation request and authorizer unless that XML document contains exactly one r:Right as the

root element.

7.4.6.4 ResourcePatternAbstract

The element r:resourcePatternAbstract is conceptually abstract. The type
r:ResourcgPatternAbstract _is_ conceptually abstract. An XML document shall not Matgh an
r:ResourcgPatternAbstractiwith respect to any given authorization request and authorizer unless that
XML document contains exactly.one r: Resource as the root element.

7.4.6.5 CdnditionPatternAbstract

The elemient ©+CconditionPatternAbstract is conceptually abstract. The type
r:ConditidnPatternaAbstract is conceptually abstract. An XML document shall not Matgh an
r:ConditignPétternAbstract with respect to any given authorization request and authorizer unlegs that

XML documentTontains exactly one r: Condition as the root efement.
7.4.7 DcConstraint
The element r: dcConstraint is conceptually abstract. The type r: DcConstraint is conceptually abstract.

The semantics specification of each different particular kind of r: DcConstraint shall indicate whether or not
agiven r:Principal is an Allowable Destination Principal of an r: DcConstraint of that kind with respect
to a given authorization request, authorizer, and r:Grant or r: GrantGroup. An application that encounters
an r:DcConstraint of which it lacks semantic knowledge shall not consider anything as an Allowable
Destination Principal of that r: DcConstraint.
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The semantics specification of each different particular kind of r: DcConstraint shall indicate whether or not
a given r:Condition is an Allowable Destination Condition of an r:DcConstraint of that kind with
respect to a given authorization request, authorizer, and r:Grant or r:GrantGroup. An application that
encounters an r:DcConstraint of which it lacks semantic knowledge shall not consider anything as an
Allowable Destination Condition of that r : DcConstraint.

The semantics specification of each different particular kind of r: DcConstraint shall indicate whether or not
a given r:delegationControl is an Allowable Destination Delegation Control of an r:DcConstraint of
that kind with respect to a given authorization request, authorizer, and r:Grant or r:GrantGroup. An
application that encounters an r:DcConstraint of which it lacks semantic knowledge shall not consider

anyth

ing as an Allowable Destination Delegation Control of that r: DcConstraint.

7.4.8

The ¢
sema
elemg
authol
consi

7.4.9

The ¢lement r:serviceDescription is conceptually abstract-iThe type r:ServiceDes

conce
shoul
the s¢

NOTE

7.4.10 PropertyAbstract

The
conce
Princi

7.5
7.5.1

Let p
plr:y

TrustRoot

lement r:trustRoot is conceptually abstract. The type r:TrustRoot is conceptually
ntics specification of each different particular kind of r: TrustRoot shall indicate the se
nts identified by an r:TrustRoot of that kind with respect to a given(authorization
rizer. An application that encounters an r:TrustRoot of which it lacks”semantic kng
jer that r : TrustRoot as representing the empty set.

ServiceDescription
ptually abstract. An r:ServiceDescription shall describe a service. An r:ServiceD

J indicate the address of, the interface to, the rules for nteracting with, and the functionalit
rvice. An r: ServiceDescription may include additional information about a service.

See 8.12 for some examples of concrete types derived from r:ServiceDescription.

element r:propertyAbstract issconceptually abstract. The type r:Propertyi
ptually abstract. An r:PropertyaAbstract shall identify a property that can be pos
pal.

Core principals

AllPrincipals

be an r:All1Principals. Then p identifies that system entity that is identified by
rincipal children of p.

EXA

<r:allPrincipals>

<
<

PLE

:keyHolder licensePartIdRef="Alice"/>

abstract. The
of r:Grant
request and
wledge shall

Cription is
escription

y provided by

\lbstract is
sessed by a

each of the

keyHolder licensePartIdRef="Alice2"/>

</r:allPrincipals>

NOTE

7.5.2

If p has no children, then, according to 6.8, any r: Principal Surpasses p.

KeyHolder

Let p be an r:KeyHolder. Then p identifies that system entity that possesses the cryptographic key indicated
by the p/r: info element as determined by the semantics of dsig:KeyInfoType given in XMLDSIG.

EXAM

PLE 1

key that corresponds to the public key given in an r:KeyHolder.

© IS0/
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A Principal using public-key cryptography can be identified as that Principal that possesses the private
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EXAMPLE 2
<r:keyHolder licensePartId="Alice">
<r:info>
<dsig:KeyValue>
<dsig:RSAKeyValue>
<dsig:Modulus>AliM4ccyzA==</dsig:Modulus>
<dsig:Exponent>AQABAA==</dsig:Exponent>
</dsig:RSAKeyValue>
</dsig:KeyValue>
</r:info>
</r:keyHolder>
7.6 Core rights
7.6.1 Issue

Let » be an 1
llr:grantGy

If ris used af
request shall

NOTE
therein.

Se

7.6.2 Obtai

Letrbeanr
llr :grantGy

If  is used ag
request shall
Context Mem

the issuer of {.

NOTE 1 Th
r:Grant or r
as the Right M
trusted root isg
fulfill the reque

NOTE 2
Principal is pe

If 4

NOTE3 Ifs
things mention
License that ha

n

: issue. Then r identifies the act of including an r:Grant or r:GrantGroup_ as)/r:grg
oup when issuing an r:License [

nt or

the Right Member of an authorization request, then the Resource Member of that authorigation

be present and shall be an r:Grant or an r:GrantGroup.

veral authorization requests apply to issuing an r:License /, one for €ach l/r:grant or l/r:grant

: Obtain. Then r identifies the act of obtaining an ¥:Grant or r:GrantGroup as l/r: grg
oup in anissued r:License /.

Sroup

nt or

the Right Member of an authorization reguest, then the Resource Member of that authorigation

be present and shall be an r:Grant Qran r:GrantGroup and, letting 2 be the Authori
ber of that authorization request, 2.r:fulfiller() shall identify the Principal who is requested

b use of an r:0Obtain can be canceptualized as an offer or advertisement possibly for the sale of

GrantGroup. Suppose therelis an authorization proof for an authorization request having an r: 0
ember, an accurate Authorization Context Member 2, and a Trust Root Member R. If R represents
uer that is the same Pringipal identified by Z.r:fulfiller(), it is generally expected that that Principal indg
5t to obtain, since he-is ultimately responsible for permitting the act of obtaining.

rincipal is permitted to obtain an r:Grant from another Principal, there is no implication that the

=]
Initted to issuethat r: Grant.

Principakis permitted to obtain an r:Grant, there is no implication that the Principal is permitted to
ed/inthat r:Grant until he actually obtains it, at which time the normal License semantics apply
s\{he obtained r:Grant.

ation
to be

some
btain
a sole
ed will

other

do the
to the

EXAMPLE

<r:grant>
<r:keyHo
<r:obtai
<r:grant

</r:grant>

lder licensePartIdRef="Alice"/>
n/>
Group licensePartIdRef="playAndAdapt"/>

7.6.3 PossessProperty

24

Let » be an r: PossessProperty. Then r identifies the act of claiming ownership of a property.
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If » is used as the Right Member of an authorization request, then the Resource Member of that authorization

reque

NOTE

st shall be present and shall be an r: PropertyAbstract.

An r:PossessProperty can be used to model the authorized bindings of names and other attributes to
Principals as is done in X.509 (ISO/IEC 9594-8) and other public key certificates. An r: PossessProperty can also be
used to model group membership and roles.

7.6.4 Revoke

Let » be an r:Revoke. Then r identifies the act of utilizing a mechanism to effect the revocation of a
revocable.

If » is|used as the Right Member of an authorization request, then the Resource Member of that

request shall be present and shall identify a revocable.
NOTE|1 Issuing a License having an r:Grant having an r:Revoke does not effect any revocatio
typically issues a License having an r:Grant having an r:Revoke in order to allow cether Principal
revocation of a revocable.
NOTE|2 Suppose one License allows a user to do something. Suppose a segond”License allows a
revoke a revocable for the first License. Typically the first user will not be involved with the second Licensq
will bg a revocation mechanism indicated in the first license, and that revocation mechanism will rely
Licenge to determine if (within the trust roots of that revocation mechanism)'the second user's revoke is p
the firgt user will rely on that revocation mechanism to determine whetherthefirst License is still in force.
NOTE|3 It is expected that many revocation mechanisms will have trust roots installed that allow an ig
the isquer) of a License to revoke the revocable for his License and'freely delegate that ability to others.
NOTE|4  Because a revocation mechanism does not revoke.but simply records the revocation, users do
revocgtion mechanism is permitted to revoke.
EXAMPLE
<r:ggant>

<g:keyHolder licensePartIdRef="Ald/ce"/>

<g:revoke/>

<f:revocable licensePartIdRef="licenseToBeRevoked"/>
</r:drant>
7.7 |Core resources
7.7.1| DigitalResourcé
Let ¢ pe an r:DigitalResource. Then ¢ identifies an arbitrary sequence of digital bits 5, d

follow

If
G

S:

tlr yanxml is present, then b is the character string that is the sequence of zero or more X
pritained within #/r : anXml.

authorization

h. Rather, one
5 to effect the

tecond user to
. Rather, there
pn the second
brmitted. Then,

suer (and only

hot check if the

etermined as

ML elements

If #/r :binary is present, then b is the bit sequence whose base64 encoding is the value of /r:binary.

If /r:secureIndirect is present, then b is the bit sequence to which that element refers according to

the semantics and processing associated with the type dsig:ReferenceType (XMLDSIG).

to the semantics and processing associated with the type r:NonSecureReference.

NOTE

© IS0/

If /r :nonSecureIndirect is present, then b is the bit sequence to which that element refers according

Otherwise, b is the bit sequence identified by the child of ¢, according to the semantics of that child.

When using r:nonSecureIndirect, the user should be comfortable with the fact that different executions
of the process for determining the sequence of bits might yield different results. No cryptographic measures are in place to
ensure the yielded sequence of bits is the expected one.

IEC 2004 — All rights reserved

25


https://iecnorm.com/api/?name=dcac03ce6665fc1db7ee626c690746b1

ISO/IEC 21000-5:2004(E)

EXAMPLE

<r:digitalResource licensePartId="video">
<r:nonSecurelIndirect URI="http://acme.org/myVideo"/>

</r:digitalResource>

7.7.2 Grant
Letz be an r:Grant. Then ¢ identifies the Resource that is an XML element Equal to z.
NOTE Additional semantics related to r : Grant elements is given in 5.7, 6.9, and 6.10.

7.7.3 GrantGroup

Letz be an r{GrantGroup. Then ¢ identifies the Resource that is an XML element Equal to z.
NOTE Additional semantics related to r : GrantGroup elements is given in 5.7, 6.9, and 6.10.

EXAMPLE
<r:grantGroup licensePartId="playAndAdapt">
<r:keyHdlder licensePartIdRef="Alice"/>
<r:grantp
<mx:play/>
<r:dilgitalResource licensePartIdRef="video"/>
</r:granft>
<r:grantp
<mx:aldapt/>
<r:dilgitalResource licensePartIdRef="video"/>
</r:granft>
</r:grantGrjoup>

7.7.4 Revocgable
Let t be an r {Revocable. Then ¢ identifies a revocable (/, p), determined as follows:

— If #/dsiq:Signaturevalue is present, then, letting s be the dsig:SignatureType having 4 child
Equal to|f/dsig:SignatureValue, bothu1s the document to which s applies and p is the r: Pringipal
identifying that issuer of / that is established by s.

— Ifddsigl:Reference is present, then both of the following are true:
— tl/dsjig:Reference shall'reference a dsig:SignatureType and,

— letting s be thatsdsig:SignatureType, both [ is the document to which s applies and p |s the
r: Pincipadiidentifying that issuer of / that is established by s.

— Ifdr:1ifengerd is present, then both p is Equal to #/r:principal and [ is the r: License wherg all of
the followidg are true:

— thevalue of /@r:1icenseldis the value of #/r:1icenseld,
— thereisone //r:issuer, and
— llr:issuer corresponds to p.

EXAMPLE

<r:revocable licensePartId="licenseToBeRevoked">
<r:licenselId>urn:acme:license:id:12345</r:licenseId>
<r:keyHolder licensePartIdRef="acme"/>

</r:revocable>
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7.7.5 ServiceReference

Let t be an r:ServiceReference. Then ¢ identifies a reference to a service. The service referred to by ¢ is
described by #/r:serviceDescription. If t/r:serviceParameters is present, the values of the
reference-specific parameters needed to interact with the service according to #/r:serviceDescription
are determined according to the following paragraph, letting p be #r:serviceParameters. If
tlr:serviceParameters is not present, no reference-specific parameters are needed to interact with the
service.

For each integer k between 1 and the number of p/r : datum elements, let d; be the K" plr :datum element. If
there are no elements following d; or if the element immediately following 4, is not an r:transforms, then
the Jalue of the k& reference-specific parameter needed to interact with the service laccording to
tlr:serviceDescription is the child of 4;. If there is an element immediately following d{and that element
is an|r:transforms, then the value of the A" reference-specific parameter needed 1o intgract with the
servide according to t/r:serviceDescription is determined by the semantics of that r: transforms as
given|in XMLDSIG for dsig: TransformsType and modified as follows:

— the input to the first dsig: Transform is an XPath node-set containing the'child of d, in the context of a
w XML document containing that child as the root element, and

— the output of the last dsig:Transform is the value of the " reference-specific paramefer needed to
imteract with the service according to #/r : serviceDescriptibn.

NOTE] The interpretation, detailed processing, and passing to the service of the reference-specific| parameters is
necesgarily service-specific and is thus not defined here.

EXAMPLE 1
<r:sgqrviceReference licensePartId="uddiServisce">
<gx:uddi>
<sx:serviceKey>
<sx:uuid>D04951E4-332C-4693-B7DB-D3D1D1C21111</sx:uuid>
</sx:serviceKey>
<Asx:uddi>
</r:4erviceReference>

EXAMPLE 2

<r:sgqrviceReference licengeRartId="anonymousService">
<gx:anonymousStateService/>
<g:serviceParameters>

<r:datum>
<sx:stat€DiStinguisher>5001EB7E-80BF-43£f7-9065-

TE98QE52279E</sx%stateDistinguisher>

</r:datum>
<Jr:serviCeParameters>

</r:d4erviceReference>

7.8 |Core conditions

7.8.1 AllConditions

Let ¢ be an r:Al1Conditions. Let ¢ be an authorization request. Let s be an authorization story. Then c is
Satisfied with respect to ¢ and s if and only if each ¢/r:condition child of ¢ is Satisfied with respect to ¢
and s.

EXAMPLE
<r:allConditions>
<r:validityInterval licensePartIdRef="firstMonth"/>
<r:exerciseMechanism>
<r:exerciseService>
<r:serviceReference licensePartIdRef="uddiService"/>
</r:exerciseService>
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</r:exer
</r:allCond

NOTE If ¢

ciseMechanism>
itions>

has no children, then c is Satisfied.

7.8.2 ExerciseMechanism

Let ¢ be an r:ExerciseMechanism. Let (p, 7, ¢, v, 2, L, R) be an authorization request. Let (g, %, ¢) be an
authorization story. Then c is Satisfied with respect to (p, r, t, v, 2, L, R) and (g, %, ¢) if and only if ¢ is Equal to

2r.exerciseM

The child of
indicates tha
mechanism f

NOTE
Example 1).

An|

EXAMPLE 1
removed from
distribution cha

EXAMPLE 2
user interface 1

EXAMPLE 3
particular onlin

EXAMPLE 4
<r:exercisg
<r:exerd
<r:sg
</r:exer
</r:exercis

7.8.3 Exists

Let ¢ be an
authorization

the set
authorize

R,ifclr:

Then c is Sat
both of the fo

echanism().

br effecting a performance.

r:ExerciseMechanism is particularly useful when used in conjunction with an _ 'r:Obtaif

In a super distribution scenario, it is common for the users who wish to obtain an r:Grant to b
the original channels of distribution. An r:ExerciseMechanism could direCt,the user back to an
nnel.

A clerk may be permitted to insert records into a database only if .he’uses a particular (error-che
orm designed for that purpose.

An airline company may permit its frequent flyers to ticket for a reduced fare when ticketing
e travel service.

Mechanism>

iseService>

rviceReference licensePartIdRef="uddiService"/>
ciseService>

leMechanism>

5Right

r:ExistsRight. Let (pyF, ¢, v, X, L, R) be an authorization request. Let (g, 4, ¢)
story. Let 77 be the ¢/n:grant or ¢/r : grantGroup child of ¢, whichever is present. Let @b

bf r:Grant elements identified by c¢/r:trustRoot with respect to (p, », ¢, v, 2, L, R
re,if c/lr:tristRoot is present, or

trustROOL is not present.

sfied-with respect to (p, r, ¢, v, 2, L, R) and (g, A, e) if and only if there is an authorizer & sug
lowing are true:

(see

e very
official

cking)

via a

DEe an
e

) and

h that

true:

nis

28

if ¢is absent, then 7 is a member of @, and

lis a member of L,

Equal to one of the //r : Grant or l/r : GrantGroup children of /,

XrissueTime(/, n) is i,

2riissueContext(/, 7z, 7, o) is true,

if ¢is present, then, letting (/, 7, i, o, s) be the ordered five-tuple representation of &, all of the following are
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— the time instant i is no later in time than the start of time interval v, and

— s is an authorization proof for the authorization request (x, 7 75, v, o, L, ®) where yis a time interval
of zero length starting at ;.

EXAMPLE
<r:existsRight>
<r:grant>
<r:keyHolder licensePartIdRef="Alice"/>
<mx:play/>
<r:digitalResource licensePartIdRef="video"/>
<r:validityInterval licensePartIdRef="firstMonth"/>
<Jr:grant
</r:4gxistsRight>

7.8.4| Fulfiller

Letcpe an r:Fulfiller. Let (p, r, ¢, v, 2, L, R) be an authorization request. Let (g, %, ¢) be an|authorization
story.[Then c is Satisfied with respect to (p, r, ¢, v, 2, L, R) and (g, 4, e) if and ohly-if ¢/r:principal is Equal
to Z.rifulfiller().
EXAMPLE
<r:fylfiller>

<f:keyHolder licensePartIdRef="Alice"/>
</r:fulfiller>

7.8.5| PrerequisiteRight

Let c|pe an r:PrerequisiteRight. Let (p, r, ¢, v, 2L, R) be an authorization request. Let (g, %, ¢) be an
authorization story. Let ®be

— tihe set of r:Grant elements identified\by c¢/r:trustRoot with respect to (p, r, ¢, v, |2, L, R) and
duthorizer e, if ¢/r : trustRoot is presént, or

— R, ifc¢/r:trustRoot is not present:

Then|c is Satisfied with respectto(p, r, ¢, v, 2, L, R) and (g, k, ¢) if and only if there is an authorizgtion proof for
the T\]thorization request (c/r:principal, ¢c/r:right, ¢/r:resource, v, 3, L, O).

EXAMPLE

<r:pfyerequisiteRight>
<f:keyHolderS:-hicensePartIdRef="Alice"/>
<nx:play/>
<g:digitalResource licensePartIdRef="video"/>

</r:grergguisiteRight>

7.8.6 L RevocationFreshness

Let ¢ be an r:RevocationFreshness. Let (p, r, ¢, v, 2, L, R) be an authorization request. Let (g, %, ¢) be an
authorization story. Then c is Satisfied with respect to (p, r, ¢, v, 2, L, R) and (g, 4, ¢) if and only if one of the
following is true:

— eis absent, or

— both e is present and, letting (I, 7, i, o, s) be the ordered five-tuple representation of e and letting b be the
revocable (I, 7), there exists an r:RevocationMechanism m and a time instant r such that all of the
following are true:

— mis Equal to one of the //r: issuer/r:details/r:revocationMechanism elements,

© ISO/IEC 2004 — All rights reserved 29


https://iecnorm.com/api/?name=dcac03ce6665fc1db7ee626c690746b1

ISO/IEC 21000-5:2004(E)

— ris greater than or equal to the start of v less the duration ¢/r:priorToStart, and
— 2r:freshness(m, b, 7) is true.

NOTE 1 Having an r:priorToStart of 0 would make it difficult, if not impossible, to have a revocation mechanism
that is queried in real time because of the trouble with synchronizing the revocation query response with the start of the
performance. On the other hand, an r:priorToStart of 0 does not pose much difficulty if the revocation mechanism is
a list that is sent out every midnight and is valid until the next midnight, as freshness is guaranteed for any start time
between the two midnights. When using a revocation mechanism that is queried in real time, it is generally expected that
the r:priorToStart will be set to an appropriate value for that mechanism.

NOTE2 r:priorToStart can be negative. A negative r:priorToStart does not work if the revocation
mechanism only guarantees freshness through the time at which it is queried. However, if the revocation mechapigm can
guarantee freshness through some time in the future, a negative r:priorToStart can be used to require thatfreghness
is guaranteed for some duration after the start of the performance.

EXAMPLE
<r:revocatilonFreshness licensePartId="revFreshness">

<r:priofToStart>P1D</r:priorToStart>
</r:revocatjionFreshness>

7.8.7 ValidityInterval

Let c be an r:validityInterval. Let (p, r, ¢, v, 2, L, R) be an authqrization request. Let (g, %, ¢) be an
authorization|story. Then c is Satisfied with respect to (p, r, ¢, v, 2, L, R)<and (g, 4, e) if and only if both jof the
following are frue:

— ifdr:ndtBefore is present, the start of v is greater than ‘er equal to the instant in time represenfed by
the valug of ¢/r : notBefore, and

— if dr:ndqtAfter is present, the end of v is less than or equal to the instant in time represented by the
value of {/r :notAfter.

NOTE If rjs 7and tis an r:Grant or r:GrantGroup. Then, ¢ constrains when ¢ can be included in an r:Licgnse [.
It does not gpeak to the validity of /. An rsSrant or r:GrantGroup element in [ can contain a different
r:ValidityInterval from c.

EXAMPLE
<r:validityInterval licensePaxtId="firstMonth">
<r:notBgfore>2003-01-01TQ0:00:00</r:notBefore>
<r:notAflter>2003-01-30T23:59:59</r:notAfter>
</r:validitgyInterval>

7.9 Core patterns

7.9.1 Generlalpatterns

7.9.1.1  AnXmlExpression

Let a be an r: AnXmlExpression. Let x be an XML document. Let ¢ be an authorization request. Let ¢ be an
authorizer. Then x Matches a with respect to ¢ and e if and only if the expression contained in a evaluates to
true over x according to the semantics of the expression language indicated by a/@r : 1ang, if present.

When a/@r:1lang is absent or its value is http://www.w3.0rg/TR/1999/REC-xpath-19991116, the
expression contained in «a is written in XPath and, if that expression is not of XPath type boolean, it is to be
converted to such as if the XPath function boolean were applied.

Applications that support the use of any form of patterns at all should support the use of the

http://www.w3.0rg/TR/1999/REC-xpath-19991116 expression language in r:AnXmlExpression
elements.
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EXAMPLE

<r:

forAll varName="acmeVideos">
<r:anXmlExpression>mx:diReference/mx:identifier[starts-with( .,

"urn:acme:video:") ]</r:anXmlExpression>
</r:forAll>

7.9.1.2 PatternFromLicensePart

Letabe an r:PatternFromLicensePart. Let x be an XML document. Let m be the root element contained
in x. Let ¢ be an authorization request. Let e be an authorizer. Then x Matches a with respect to ¢ and e if and
only if m is Equal to a/r: 1icensePart.

7.9.2| Principal patterns — PropertyPossessor

Let ajpe an r:PropertyPossessor. Let x be an XML document. Let m be the root element cpntained in x.

Let (p} 7, t, v, 2, L, R) be an authorization request. Let e be an authorizer. Let ®be

the set of r:Grant elements represented by a/r: trustRoot with respecttop, r, ¢, v, 2, L, R) and e, if
afr:trustRoot is present, or

R, if a/lr : trustRoot is not present.

Then [x Matches a with respect to (p, r, ¢, v, 2, L, R) and e if and only-if:both m is an r: Principal and there is

an authorization proof for the authorization request (m, P, a/lr :propertyAbstract, v, 2, L, O).

EXAMPLE

<r:phyopertyPossessor licensePartId="acmeSubscrikep">

</r:gropertyPossessor>

7.9.3| Right patterns

No other right patterns are defined in the-Core Namespace.
7.9.4| Resource patterns

7.9.4/1 GrantGroupPattern

<gx:propertyUri definition="urn:acme:subscriber"/>
<g:trustedRootIssuers licensePartIdRef="aemeCA"/>

Let a|pbe an r:GrantGroupPattern. Let x be an XML document. Let m be the root element cpntained in x.
Let ¢ pe an authorization request. Let e be an authorizer. Then x Matches a with respect to ¢ and e if and only

if all df the following‘are true:

nis an {GrantGroup,

iflalr sprincipal is present, m/r:principal is Equalto a/r:principal,

for each alr:principalPattern/r:anXmlExpression or
alr:principalPattern/r:principalPatternAbstract « that is present, a new XML document
containing m/r :principal as the root element Matches « with respect to ¢ and e,

if a/r:condition is present, m/r:condition is Equal to a/r:condition,

for each alr:conditionPattern/r:anXmlExpression or
alr:conditionPattern/r:conditionPatternAbstract « that is present, a new XML document
containing m/r : condition as the root element Matches « with respect to ¢ and e,

letting »n be the number of a/r:grant, alr:grantPattern, alr:grantGroup, and
alr:grantGroupPattern children of a, letting ¢, be the K" alr:grant, alr:grantPattern,
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alr:grantGroup, Or a/r:grantGroupPattern child of 4, and letting x4 be the K" mlr:grant or
mlr :grantGroup child of m, both of the following are true:

n is also the number of m/r : grant and m/r : grantGroup children of m, and

for each k from 1 to n, both of the following are true:

if g is an r:Grant oran r:GrantGroup then 4 is Equal to ¢, and

if ¢ is an r:GrantPattern or an r:GrantGroupPattern then a new document containing

4, as the root element Matches «;, and

for each

EXAMPLE
<r:grantGrg
<r:grandy
<mx: 3
<r:di
</r:gran
<r:grandy
<mx:p
<r:di
</r:gran
</r:grantGy

7.9.4.2

Leta be an r
an authorizat
the following

mis an y
if alr:pxy
for

alr:pri
containin
if alr: ril
for

alr:rig

mlr:rid

if alr: reg

/r :wholeGrantGroupExpression «athatis present, x Matches « with respect to ¢ and

upPattern licensePartId="adaptAndPlayVideo">
>

dapt />

gitalResource licensePartIdRef="video"/>

>

>

lay/>

gitalResource licensePartIdRef="video"/>

>

cupPattern>

GrantPattern

:GrantPattern. Let x be an XML document. Letun be the root element contained in x. Lg
on request. Let e be an authorizer. Then x Matches a with respect to ¢ and e if and only if
are true:

:Grant,
incipal is present, m/r:principal is Equal to a/r:principal,

each alr :principalPattern/r:anXmlExpression
hcipalPattern/r:pripcipalPatternAbstract « that is present, a new XML doc
g m/r:principal as theroot element Matches « with respect to g and e,

ght is present, m/£yright is Equal to a/r: right,

eath alr:rightPattern/r:anXmlExpression
htPattersi/r: rightPatternAbstract « that is present, a new XML document cont
ht as the root element Matches « with respect to ¢ and e,

souxde is present, m/r: resource is Equal to a/r: resource,

t ¢ be
all of

or
iment

or
hining

for

eachn alr:resourcePattern/r:anXmlExpression

or

alr :resourcePattern/r:resourcePatternAbstract «a that is present, a new XML document
containing m/r : resource as the root element Matches « with respect to ¢ and e,

for

if a/lr:condition is present, m/r:condition is Equal to a/r:condition,

each alr:conditionPattern/r:anXmlExpression

or

alr:conditionPattern/r:conditionPatternAbstract « that is present, a new XML document
containing m/r : condition as the root element Matches « with respect to ¢ and e, and

NOTE
glr:right chi

32

for each a/r:wholeGrantExpression athatis present, x Matches « with respect to ¢ and e.

Id it has.

An alr:rightPattern with no children can be used to cause an r:Grant g to Match «a irrespective of which
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EXAMPLE
<r:grantPattern licensePartId="playVideo">
<mx:play/>
<r:digitalResource licensePartIdRef="video"/>
</r:grantPattern>

7.9.5

Condition patterns

No other condition patterns are defined in the Core Namespace.

710
7.10.1

Letd
an r
r:de

Then

Furth
follow

o

=20

Furth
dr:d

7.10.7

Letd
r:Gr
r:de

Then

Furth
glr:a

Furth
dr:d

Core delegation constraints

Conditionlncremental

Grant or r:GrantGroup. Let p be an r:Principal. Let ¢ be an r:Condi‘tion.
legationControl.

p is an Allowable Destination Principal of d with respect to ¢, ¢, and g.

br ¢ is an Allowable Destination Condition of 4 with respect to ¢<¢,, and g if and only fif
ing are true:

is Equal to g/r: condition, or

is Equal to an r:allConditions element containing'g/r:condition as its first child a
umber of other children.

br ¢is an Allowable Destination Delegation Control of d with respect to ¢, e, and g if and on
cConstraint thatis either Equal to d or Equal to an r: ConditionUnchanged element.

P ConditionUnchanged

be an r:ConditionUnchangedslLet ¢ be an authorization request. Let e be an authorize|
ant Or r:GrantGroup. Letip be an r:Principal. Let ¢ be an r:Condition.
legationControl.

b is an Allowable Destination Principal of d with respect to ¢, ¢, and g.

br ¢ is an Allowable Destination Condition of 4 with respect to ¢, e, and g if and only if
ondition.

br ¢ is-anAllowable Destination Delegation Control of d with respect to ¢, ¢, and g if and on
cCongtraint thatis Equal to d.

be an r:ConditionIncremental. Let ¢ be an authorization request. Let ¢ be amauthofizer. Let g be

Let 6 be an

either of the

long with any

y if there is a

. Let g be an
| et & be an

¢ is Equal to

y if there is a

7.10.

DepthConstraint

Let d be an r:DepthConstraint. Let ¢ be an authorization request. Let e be an authorizer. Let g be an
r:Grant Or r:GrantGroup. Let p be an r:Principal. Let ¢ be an r:Condition. Let § be an
r:delegationControl.

Then p is an Allowable Destination Principal of d with respect to ¢, e, and g.

Further c is an Allowable Destination Condition of d with respect to ¢, ¢, and g.

Further ¢is an Allowable Destination Delegation Control of 4 with respect to ¢, ¢, and g if and only if there is a
dr:dcConstraint z that is Equal to d, except that z/r: count is any nonnegative integer strictly less than

dlr:c

ount.
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7.10.4 ToConstraint

Let d be an r:ToConstraint. Let ¢ be an authorization request. Let ¢ be an authorizer. Let g be an
r:Grant Of r:GrantGroup. Let p be an r:Principal. Let ¢ be an r:Condition. Let & be an

r:delegati

onControl.

Then p is an Allowable Destination Principal of d with respect to ¢, e, and g if and only if both of the following

are true:

p, and

if d does not have at least one d/r: forAl1 child element, then there is a d/r :principal thatis Equal to

if d has 4
anr:To

tis H

— pis
Further cis a

Further dis a
dr:dcConsH

— z may make zero, one, or more additions of an£*foraAl1 child preceding any that may be present i

— z may make zero, one, or more omissions ‘of some d/r:principal that may be presentin d.

z may m
replacing
other chi

EXAMPLE
<r:delegati
<r:condi
<r:depth
<r:co
</r:dept

Constraint ¢ such that all of the following are true:

is not present in ¢ and

t least one d/r: forAll child element, then, letting f'be the first d/r: forall child of @;'th

qual to d, except that

there exists an x in the eligible bindings of the Variable declared by{fwith respect to ¢ and 4
that, throughout the scope of that Variable in d, all elements having references to that V4
are replaced in ¢ by x.

bn Allowable Destination Principal of ¢ with respect to ¢, ¢, @and g.

n Allowable Destination Condition of d with respect40 ¢ ¢, and g.

raint z that is Equal to d except for the following variations:

ake zero, one, or more replacements of some d/r:principal x that may be present i
it with an r:allPrincipals element containing z as its first child along with any num
dren.

onControl>
tionIncrémental/>
Constraint>
unt>3%7/r : count>
hConstraint>

ere is

such
riable

h Allowable Destination Delegation Control of d.with respect to ¢, e, and g if and only if thete is a

d by
ber of

<r:toConl

Stradint>

<r:fo

<r

</r:f

<r:ke
</r:toCo
</r:delegat
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rAll varName="delegatedlo">

:propertyPossessor licensePartIdRef="acmeSubscriber"/>
OrAll>

yHolder varRef="delegatedTo"/>

nstraint>

ionControl>
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7.11 Core trust roots
7.11.1 TrustedRootGrants

Let z be an r:TrustedRootGrants. Let ¢ be an authorization request. Let ¢ be an authorizer. Then z
identifies with respect to ¢ and e the set R of all z/r : grant children of z.

7.11.2 TrustedRootlssuers
Let z be an r:TrustedRootIssuers. Let ¢ be an authorization request. Let ¢ be an authorizer. Then z

identifies with respect to ¢ and e the set R of r: Grant elements such that for each z/r:principal child p of
z thergis exaclly one r: Grant g In R such that all of the following are true:

— exactly one g/r:forAll is present with an r:varName attribute whose value isyx and no element
pntent,

Q

— gr:principal is Equal to p,
— gr:rightis Equalto /,

r:resource is Equal to an r: resource element with an r : vaxRef attribute whose valle is x and no
lement content, and

|
D 09

— gl has no other children.

EXAMPLE

<r:tfjustedRootIssuers licensePartId="acmeCA">
<f:keyHolder licensePartIdRef="acme"/>

</r:frustedRootIssuers>

7.12 |Core service descriptions

No other service descriptions are defined in the Core Namespace.
7.13 |Core properties

No other properties are definéd in the Core Namespace.

8 $Standard extension

8.1 |(General

This Clause specifies syntax and semantics peripheral to the architecture but still useful in many domains
beyondmuitimedia.

8.2 Standard extension authorization context properties
Table 4 specifies the authorization context properties relating to Clause 8 and the statements they represent.

If a property has the name given in the first column of Table 4 and the value given in the second column of
Table 4, then the statement represented by that property is the statement given in the third column of Table 4.

© ISO/IEC 2004 — Al rights reserved 35


https://iecnorm.com/api/?name=dcac03ce6665fc1db7ee626c690746b1

ISO/IEC 21000-5:2004(E)

Table 4 — Standard extension authorization context properties

Property name

Property value

Statement represented

sx:cF(d)

true

d is an r:ServiceDescription, and there is a state of
communication failure with the service described by d.

sx:cFC(d, p)

dis an r:ServiceDescription, pis an ordered tuple, ¢ is an
r:Condition, and the service described by d claims that this
property may be used in an authorization context to establish
permission for the requested performance.

sx:eL(d, p)

true

dis an r:ServiceDescription, pis an ordered tuple, and the
service described hy 4 claims that this property may he 1ised in an

authorization context to establish permission for the reguested
performance.

NOTE It is generally expected that the value of the prdgperty
named sx:eL(d, p) will be true when the number of performgnces
in some class of which the requested performiance is a member
has not yet reached its limit.

sx:eLC(d, p)

dis an r:ServiceDescription, g7s an ordered tuple, n[is an
integer, and the service described by d claims that this property
may be used in an authorization\context to establish permission
for the requested performance.

NOTE It is generallycexpected that the value of the prgperty
named sx:eLC(d, p) will Correlate to the number of performgnces
in some class of which/the requested performance is a membgr.

sx:fA()

a IS an sx¢AccountPayable, and a is the dgfault
sx:AccourftRayable to use for the requested performance.

sx:fF(d, p, a,

~

d is an)tsServiceDescription, pis an ordered tuple, afis an
sx:AkcountPayable, ris a time instant, ¢ is an sx:Rate| and
the’service described by d claims that, at 7, the amount of money
indicated by ¢ is considered paid using the mechanism for making
a payment indicated by « to the account indicated by « for fla{ fees
with respect to p.
NOTE Services will vary in their policies for what|they
consider paid. Some services might have policies that| only
consider money paid after a payment is actually made. Others
might consider money paid as soon as a bill is generated for it.
Others might consider money paid when a considers it paid.

sx:fG(a)

a is an sx:AccountPayable, ¢is an sx:Rate, and the amount
of money indicated by ¢ is considered paid using the mechgnism
for making a payment indicated by a to the account indicated by «
for the requested performance. The meaning of considered phid is
payment mechanism-specific.

sx:fPI(d, p, v, a)

dis an r:ServiceDescription, p is an ordered tuple, v is a
time interval, a is an sx:AccountPayable, ¢is an sx:Rate, and
the service described by d claims that, at the start of v, the amount
of money indicated by ¢ is considered paid using the mechanism
for making a payment indicated by a to the account indicated by «
for v with respect to p.

NOTE Services will vary in their policies for what they
consider paid. Some services might have policies that only
consider money paid after a payment is actually made. Others
might consider money paid as soon as a bill is generated for it.
Others might consider money paid when a considers it paid.

36
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Table 4 (continued)

sx:fPUPP(d, p, ¢, n, a)

true

dis an r:ServiceDescription, pis an ordered tuple, ¢ is an
sx:Rate, n is an positive integer, a is an sx:AccountPayable,
and the service described by d claims that this property may be
used in an authorization context to establish permission for the
requested performance.

NOTE It is generally expected that the value of the property
named sx:fPUPP(d, p, ¢, n, a) will be true when the number of
performances in some class of which the requested performance
is a member has not yet reached the number of performances
considered paid for using the mechanism for making a payment

TR S PO e i oo al L —tl n :
marcatet oy o the—accotmntmarcated— oy o at tllcFleLe given by

the amount of money indicated by ¢ per each
performances.

ackage of n

sx:sA(d, p)

true

dis an r:ServiceDescription, p issan-ordered

service described by d claims that this ‘property may
authorization context to establish ‘permission for t
performance.

uple, and the
be used in an
he requested

sx:sRVP(d, p, v)

d is an r:ServiceDescrip¥ion, p is an ordered
time interval, g is an sx'StateReferenceValueH
the service described by/d claims that the children
the state of the service’/throughout v with respect to g

tuple, v is a
attern, and
f a represent

sx:tq(d, p, v)

d is an r:ServiteDescription, p is an ordered
time intervakp is an r: Principal, and the service
d claims¢that, throughout v, p identifies the owner o
tokenwith' respect to p.

tuple, v is a
described by
some virtual

NOTE Typically the virtual token would be ideftified entirely

by’jo in a service-specific fashion but, for some s¢
also be known to the service by other means.

NOTE 2  Though no normative requirement is pl
the service deals with the change of ownership of a V
is generally expected that many services will provid
allow the ordered exchange of ownership from on
another.

rvices, might

aced on how
irtual token, it
e features to
b Principal to

sx:tD)(a)

true

a is a URI identifying a digital location, and the requested

performance occurs in the digital location identified b

a.

sx:tL{a, b, w, x, y, 2)

true

a is a Qualified Name identifying a country, b is a Q
identifying a country subdivision, w is a string identif
is a string identifying a city, y is a postal code,
address, and the requested performance occurs at
the city identified by x and in the state identified by
country subdivision identified by » and in the country

Lalified Name
ing a state, x
z is a street
z in y and in
w and in the
identified by

a.

NOTE Some AQualified Names identifying countries and

country subdivisions are defined in Annex B.

EXAMPLE 1 An example string identifying a st
letter code for US states.

EXAMPLE 2

ate is a two-

An example postal code is a zip code.

sx:tQ(d, p, 1)

dis an r:ServiceDescription, p is an ordered tuple, 7 is a
time instant, » is an integer, and the service described by d claims
that, at 7, n is the track query integral value managed with respect
to p.
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Table 4 (continued)

sx:tR(d, p) true dis an r:ServiceDescription, pis an ordered tuple, and the
service described by d claims that it considers the requested
performance tracked with respect to p.

NOTE Services will vary in their policies for what they
consider tracked. Some services might have policies that only
consider a performance tracked if they are contacted about it in a
timely manner, such as before the performance begins or after it
ends. Others might require that they be contacted at the end of the
day in which the performance begins.

sx:vIFD(d, p) T dis an r:ServiceDescription, p is an ordered tuple, 7is a
time instant, and the service described by d claims that\r i the
determined floating start time with respect to p.

NOTE It is generally expected that the detérmined fldating
start time will correspond with the start of the first performance
where the authorization context used to established permissign for
that performance has a property named sx:vIFD(d, p).

sx:vIF(d, p) v dis an r:ServiceDescription]pis an ordered tuple, ¥ is a
time interval, and the service described by d claims that v is the
determined floating interval with.respect to p.

NOTE It is generally expected that the start of the determined
floating interval will correspond with the start of the]| first
performance where_the authorization context used to establfshed
permission for thaf\performance has a property named sx:yIF(d,

0)-

sx:vTM(d, p, ¥) true d is an rgServiceDescription, p is an ordered tuple, | is a
time interval, and the service described by d claims that all df v is
validvmetered time with respect to p.

sx:vTMD(d, | 7) y d\is an r:ServiceDescription, p is an ordered tuple, tis a
time instant, y is a time duration, and the service described|by d
claims that the total duration of time before r that it has clajmed,
claims, or will claim as valid metered time with respect to pis ).

8.3 Genenal standard extension elements and types

8.3.1 AccountPayable

Let a be an 4x:AccountPayable. The child of a shall indicate a mechanism for making a payment apd an
account to pay. a/sx paymentService if present indicates that the service reference identifigd by

Association routing number (ROUTINGABA) g|ven by the value of a/sx aba/sx institution is the
mechanism for making a payment and the account to pay is indicated by the routing number along with the
account given by the value of a/sx:abalsx:account.

8.3.2 ProfileCompliance
For an r:License [, each list member in the value of the I/@sx:profileCompliance attribute, if the
attribute is present, shall provide a Qualified Name representing one profile with which the License is

compliant. If present, this attribute need not provide a complete list of the profiles with which the License is
compliant. Applications may ignore this attribute. If they do process it, they may ignore any members of the list.
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8.3.3 Rate

Let ¢ be an sx:Rate. Then ¢indicates an amount of money whose amount (as a float number) is the value of
#dlsx :amount and whose currency is identified by the value of ¢/sx: currency, if ¢/sx:currency is present,
oris USD, if ¢/sx:currency is absent.

NOTE Some Qualified Names identifying currencies are defined in Annex B.
8.3.4 StateDistinguisher

There is no normative semantics for sx:stateDistinguisher.

NOTE This type exists merely due to the observation that it is often convenient to be able to use it-withjn an r: Datum
to hold simple content to distinguish which state pertains to an sx:StatefulCondition.

EXAMPLE
<sx:4qtateDistinguisher>5001EB7E-80BF-43f7-9065-7E98CE52279E</sx:statePistinguisher>

8.3.5| UddiKey

Let k|be an sx:UddiKey. If k/sx:uuid is present, then the primary.key represented by % i the value of
klsx:luuid. If k/sx:uri is present, then the primary key represented by % is the value of k/sx:udi.

8.3.6| Uuid
Let u pe an sx:Uuid. Then the value of u is a Universally Unigue Identifier as defined in UDDIV4DSR.
8.4 (Standard extension conceptually abstract.elements and types
8.4.1| Name

The ¢lement sx:name is conceptually abstract. The type sx:Name is conceptually abstract. |An sx:Name
shall identify a name that can be possessed by a Principal.

NOTE] An sx:Name can be used along with an sx:PossessProperty to associate a name with a Principal. Such
assocfations allow other r: Grant eléments to refer to Principals described by their names.

8.4.2| StatefulCondition

The type sx:StatefullCondition is conceptually abstract. Let ¢ be an sx:StatefulConditlion. Let e be
an authorizer.

If c/r {serviceReference is present, the state reference of ¢ with respectto e is ¢/r:serviceReference.

If c/r{s€&tyviceReference is absent and e is absent, the state reference of ¢ with respect to e is|undefined.

If c/r:serviceReference is absent and e is present, then, letting (/, =, i, o, s) be the ordered five-tuple
representation of ¢, the state reference of ¢ with respect to ¢ is an r:ServiceReference m such that
mlr:serviceDescription is Equal to an sx:anonymousStateService element, there is exactly one
mlr:serviceParameters/r:datum, and the child of that r : datum element is Equal to /.

8.5 Standard extension principals

No other principals are defined in the Standard Extension Namespace.
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8.6 Standard extension rights — RightUri

Let » be an sx:RightUri. Then ridentifies the act identified by /@sx:definition.

EXAMPLE
<sx:rightUr

i definition="urn:acme:copy"/>

8.7 Standard extension resources

No other resources are defined in the Standard Extension Namespace.

8.8 Standar

8.8.1 CallF

Let ¢ be an {
authorization
clr:servicg

rot,v,2, L, R

EXAMPLE
<sx:callFoy

<r:servi
</sx:callFd

8.8.2 ExerdiseLimit

Let ¢ be an
authorization
with respect
tuple contain
true:

if c/lsx:d

clsx:co

if c/sx:d]

EXAMPLE

<sx:exercis
<r:servi
<sx:coun

</sx:exerci

Fext . fiti

brCondition

x:CallForCondition. Let (p, r, t, v, 2, L, R) be an authorization request. Let<(g, 4, ¢)
story. Then c is Satisfied with respect to (p, r, ¢, v, 2, L, R) and (g, 4, e) if And only if then

and (g, 4, e).

Condition>
ceReference licensePartIdRef="uddiService"/>
rCondition>

5x:ExerciselLimit. Let (p, r, ¢, v, 2, L, R) be an authorization request. Let (g, 4, ¢)

story. Let m be the state reference of ¢ asdefined by 8.4.2 with respect to e. Then c is Sa
o(p, rt, v, 2 L, R)and (g, i, e) if and.only if either m is undefined or, letting p be the or
ng the values of the reference-specific parameters determined by m, both of the followin

ount is present, 2.sx:eLC(mftrserviceDescription, p) is less than or equal to the va
hnt, and

ount is absent, 2.sxiel(m/r: serviceDescription, p)is true.

leLimit>

ceReference licensePartIdRef="anonymousService"/>
t>3</sxecdount>

seLimit>

8.8.3 FeeFlat

be an
e is a

Reference m such that, letting p be the ordered tuple containing the values of the refefence-
specific parafgeters determined by m, 2.sx:cFC(m/r: serviceDescription, p) is-Satisfied with resped

t to (p,

be an
isfied
dered
g are

lue of

Let c be an sx:FeeFlat. Let (p, r, t, v, 2, L, R) be an authorization request. Let (g, /, ¢) be an authorization
story. Let 7 be the time instant at the start of v. Let a be ¢/sx: to, if ¢/sx: to is present, or 2.sx:fA(), if c/sx:to
is absent. Let m be the state reference of ¢ as defined by 8.4.2 with respect to e. Then ¢ is Satisfied with
respect to (p, r, t, v, 2, L, R) and (g, A, ¢) if and only if either m is undefined or, letting o be the ordered tuple
containing the values of the reference-specific parameters determined by m,
2.sx:fF(m/r:serviceDescription, p, a, 7) indicates an amount of money that is greater or equal in amount
to and of the same currency as the amount of money indicated by ¢/sx: rate.

EXAMPLE

<sx:feeFlat xmlns:iso="urn:mpeg:mpeg2l:2003:01-REL-SX-NS:2003:currency">
<r:serviceReference licensePartIdRef="uddiService"/>
<sx:rate>
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<sx:amount>1.00</sx:amount>
<sx:currency>iso:JPY</sx:currency>
</sx:rate>
<sx:to>
<sx:aba>
<sx:institution>123456789</sx:institution>
<sx:account>987654321</sx:account>
</sx:aba>
</sx:to>
</sx:feeFlat>

8.8.4 FeeMetered

Let c|be an sx:FeeMetered. Let (p, r, ¢, v, 2, L, R) be an authorization request. Let. (g #, ¢) be an
authofization story. Let a be c¢/sx:to, if c/sx:to is present, or Z.sx:fA(), if ¢/sx:to jslabsent. Then ¢ is
Satisfied with respect to (p, r, t, v, 2, L, R) and (g, A, ¢) if and only if 2.sx:fG(a) indicates:an amdunt of money
that ig greater or equal in amount to and of the same currency as

=

X (y/z) x (floor(wly) + 6)
wherég
— x|is the amount of money indicated by ¢/sx: rate,

— ylis the numerical value of ¢/sx : by in seconds,

— z|is the numerical value of ¢/sx :per in seconds,

— W is the numerical value of the duration of v in seconds, and

— {dis 1if wmod y is greater than the numerijcal value of ¢/sx:phase in seconds and 0 otherw{se.

EXAMPLE
<sx:feeMetered xmlns:iso="urn:mpeg:mpeg2l:2003:01-REL-SX-NS:2003:currency">
<gx:rate>
<sx:amount>24.00</sx:amount>
<sx:currency>iso:USPKASxX:currency>
</|sx:rate>
<gx:per>P1D</sx:per>
<4x:by>PT1H</sx: by
<4x:phase>PT30M</sxk:phase>
</sx{feeMetered>

8.8.5| FeePerlnterval

Let c|be’an/sx:FeePerInterval. Let (p, r, ¢, v, 2, L, R) be an authorization request. Let (g, 4, ¢) be an
authorization story. Let ¢ be ¢/sx:to, if c/sx:to is present, or J.sx:fA(), if ¢/sx:to is absent.[Let m be the
state reference of ¢ as defined by 8.4.2 with respect to e. Then ¢ is Satisfied with respect to (p, 7, ¢, v, 2, L, R)
and (g, A, e) if and only if either m is undefined or, letting p be the ordered tuple containing the values of the
reference-specific parameters determined by m, both of the following are true:

— for every time instant r in v there exists some time interval ¢ such that both & contains r and
2.sx:fPl(m/r:serviceDescription, p, 6, a) indicates an amount of money that is greater or equal in
amount to and of the same currency as the amount of money indicated by ¢/sx: rate, and

— there does not exist some time interval & such that XY has a property named
sx:fPl(m/r: serviceDescription, p, 6, @) and §is not equal in duration to the value of ¢/sx:per.
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EXAMPLE

<sx:feePerI
<r:servi
<sx:rate

nterval xmlns:iso="urn:mpeg:mpeg2l:2003:01-REL-SX-NS:2003:currency">
ceReference licensePartIdRef="uddiService"/>
>

<sx:amount>5.00</sx:amount>

<sx:c
</sx:rat
<sx:per>
</sx:feePer

urrency>iso:USD</sx:currency>
e>

P1D</sx:per>

Interval>

8.8.6 FeePerUse

Letcbean s
story. Let a

respect to (p,
or equal in ar

EXAMPLE
<sx:feePery
<sx:ratseg
<sx:3

<sx:g
</sx:rat
</sx:feePer]

8.8.7 FeeP¢rUsePrePay

Let ¢ be an
authorization
c/lsx:initid
if c/sx:tois
with respect
undefined or
determined b

EXAMPLE
<sx:feePer(
<r:servi
<sx:ratseg
<sx:d

<sx:d
</sx:rag
<sx:init
</sx:feePer]

8.8.8 Seeki

$x:FeePerUsePrePay. Let (p, 7, t, v, 2, L, R) bean‘authorization request. Let (g, 4, ¢)

rFoePerdsetet(p, T v 2 R beamauthorizationrequest etz ey beanraunthor
pe c/sx:to, if c/lsx:to is present, or 2.sx:fA(), if c/sx:to is absent. Then ¢ is Satisfie
r t, v, 2, L, R) and (g, A, ¢) if and only if 2.sx:fG(a) indicates an amount of money thabiis g
hount to and of the same currency as the amount of money indicated by ¢/sx: rate.

se xmlns:iso="urn:mpeg:mpeg2l:2003:01-REL-SX-NS:2003:currencyl
>

mount>2.00</sx:amount>

urrency>iso:USD</sx:currency>

e >

Use>

story. Let ¢ be c/sx:rate. Let n be thélvalue of ¢/sx:initialNumberOfUs
1INumberOfUses is present, or 1 if ¢/sx:initdalNumberOfUses is absent. Let a be ¢/s
present, or 2.sx:fA(), if c/sx:to is absent.két m be the state reference of ¢ as defined by
0 e. Then ¢ is Satisfied with respect to_(p,’r, t, v, 2, L, R) and (g, h, e) if and only if eithe
letting p be the ordered tuple containing the values of the reference-specific paran
y m, 2.sx:fPUPP(m/r : serviceDescription, p, ¢, n, a) is true.

sePrePay xmlns:iso="urnwmpeg:mpeg21:2003:01-REL-SX-NS:2003:currency">
ceReference licensePartIdRef="uddiService"/>

>

mount>3.00</sx:amount>

urrency>iso:USD</sx:currency>

e >

ialNumberQfUses>7</sx:initialNumberOfUses>

UsePrePay®

Approval

pation
i with
reater

be an
bs, if
ik : Lo,
8.4.2
r m is
heters

Let ¢ be an

P 3 Lk / = 7 DYl 4 H 4 1 s 7 3
SxX.oCCRAPPIOVAL. LCU P, 7, [, V, &, L, I\] UC dlil dullliulnZatiurt TeyqucToL. LCU g, 77, €)

oe an

authorization story. Let m be the state reference of ¢ as defined by 8.4.2 with respect to e. Then ¢ is Satisfied
with respect to (p, r, t, v, 2, L, R) and (g, &, e) if and only if either m is undefined or, letting p be the ordered

tuple
2.sx:sA(m/r :

EXAMPLE

<sx:seekApp
<r:servi

</sx:seekAp

42

containing

the values of the determined

serviceDescription, p)is true.

reference-specific  parameters

roval>
ceReference licensePartIdRef="uddiService"/>
proval>

by

ml
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8.8.9 Territory

Letc be an sx:Territory. Let (p, r, ¢, v, 2, L, R) be an authorization request. Let (g, %, ¢) be an authorization
story. Then c is Satisfied with respect to (p, r, ¢, v, 2, L, R) and (g, 4, ¢) if and only if there is either at least one
clsx:domain child y of ¢ such that 2.sx:tD(y/sx:uri) is true or at least one ¢/sx:1ocation child yof ¢ such
that there exists Qualified Names « and 4 and strings w, x, y, and z such that all of the following are true:

— 2sxitl(a, b, w, x, y, z) is true,

— if sx:country is present, its value is q,

— fl ¥sx:region is present, its value is b,

— ifl/sx:state is present, its value is w,

— fl¥sx:city is present, its value is x,

— iflsx:postalCode is present, its value is y, and

— ifl/sx:street is present, its value is z.

EXAMPLE

<sx:flerritory xmlns:iso="urn:mpeg:mpeg2l1:2003:01-REL-8X=NS:2003:country">
<¢gx:location>

<sx:country>iso:US</sx:country>

</Asx:location>

<4x:domain>

<sx:uri>urn:acme:domains:123</sx:urix
<Asx:domain>

</sx{territory>

8.8.10 TrackQuery

Let ¢|be an sx:TrackQuery. Let {p/r, t, v, 2, L, R) be an authorization request. Let (g} 4, ¢) be an
authorization story. Let 7 be the time-instant at the start of v. Let m be the state reference of ¢ ps defined by
8.4.2 Wwith respect to e. Then c is Satisfied with respect to (p, r, ¢, v, 2, L, R) and (g, k, e) if and only if either m is
undef'l:ed or, letting p be the ordered tuple containing the values of the reference-specific parameters
determined by m, X.sx:tQmfr:serviceDescription, p, 7) is both greater than or equal td the value of
c/sx:notLessThan, ~if_J/sx:notLessThan is present, and less than or equal to the value of
c/sx:jnotMoreThan, ift/sx:notMoreThan is present.

EXAMPLE

<sx:f§rackQuery>
<f:sefviceReference licensePartIdRef="uddiService"/>
<gxérmotLessThan>5</sx:notLessThan>
<dxnotMoreThan>10 sx - -notMoreThan

</sx:trackQuery>

8.8.11 TrackReport

Let ¢ be an sx:TrackReport. Let (p, r, ¢, v, 2, L, R) be an authorization request. Let (g, 4, ¢) be an
authorization story. Let m be the state reference of ¢ as defined by 8.4.2 with respect to e. Then ¢ is Satisfied
with respect to (p, 7, ¢, v, 2, L, R) and (g, A, e) if and only if either m is undefined or, letting p be the ordered
tuple containing the values of the reference-specific parameters determined by m, either
2sx:tR(m/r:serviceDescription, p) is true or both the value of ¢/sx:communicationFailurePolicy
is lax and 2.sx:cF(m/r:serviceDescription)is true.
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EXAMPLE
<sx:trackReport>
<r:serviceReference licensePartIdRef="uddiService"/>
<sx:communicationFailurePolicy>required</sx:communicationFailurePolicy>
</sx:trackReport>

8.8.12 TransferControl

Let ¢ be an sx:TransferControl. Let (p, 7, ¢, v, 2, L, R) be an authorization request. Let (g, %, ¢) be an
authorization story. Let m be the state reference of ¢ as defined by 8.4.2 with respect to e. Then ¢ is Satisfied
with respect to (p, r, t, v, 2, L, R) and (g, 4, ¢) if and only if either m is undefined or, letting o be the ordered
tuple containing the values of the reference-specific parameters determined by m,
2.sxAC(m/r: gerviceDescription, p, v) is Equal to p.

EXAMPLE
<r:grant>
<r:delegationControl>
<r:conditionUnchanged/>
<r:degpthConstraint>
<r:count>1</r:count>
</r:depthConstraint>
</r:delggationControl>
<r:keyHollder licensePartIdRef="Alice"/>
<mx:play)/>
<mx:diRejference licensePartIdRef="video"/>
<sx:transferControl>
<r:sgrviceReference>
<glx:anonymousStateService/>
<rl:serviceParameters>
<r:datum>
<sx:stateDistinguisher>5001EB7E-80BF=43£f7-9065-
TE98CE52279E</sx:stateDistinguisher>
</r:datum>
</lr:serviceParameters>
</r:serviceReference>
</sx:transferControl>
</r:grant>

8.8.13 ValidityintervalFloating

Letc be an gx:ValidityIntervalFloating. Let (p, r, ¢, v, 2, L, R) be an authorization request. Lef (g, 4,
e) be an authorization story. Let m be the state reference of ¢ as defined by 8.4.2 with respect to e. Thgn c is
Satisfied with respect to (p, 4 v, 2, L, R) and (g, 4, e) if and only if either m is undefined or, letting p be the
ordered tuplg¢ containingsthe values of the reference-specific parameters determined by m, both ¢f the
following are frue:

— if clsx}dufation is present, v is wholly contained within the interval starting at
2.sx:VIFD@milr : serviceDescription, p) and lasting the value of ¢/sx:duration, and

— ifcd/sx:duration is absent, v is wholly contained within 2.sx:vIF(m/r: serviceDescription, p).

EXAMPLE

<sx:validityIntervalFloating>
<sx:duration>P2D</sx:duration>

</sx:validityIntervalFloating>

8.8.14 ValidityIntervalStartsNow
Letcbe an sx:vValidityIntervalStartsNow. Let (p, r, ¢, v, 2, L, R) be an authorization request. Let (g, A,

e) be an authorization story. Then c is Satisfied with respect to (p, r, ¢, v, 2, L, R) and (g, A, e) if and only if both
of the following hold:
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if c/sx:backwardTolerance is present, then both ¢/r:validityInterval/r:notBefore is present

and its value is greater than or equal to the result of the start of v set backward by the value
c/sx:backwardTolerance, and

absent or

present and less than or equal to the result of the start of v set forward by
c/sx:forwardTolerance.

if c/sx:forwardTolerance is present, then c/r:validityInterval/r:notBefore is either

the value of

NOTE] This condition is especially useful when used in conjunction with an
sx:VdlidityIntervalDurationPattern
EXAMPLE
<sx:JalidityIntervalStartsNow>
<g:validityInterval>
<r:notBefore>2003-06-25T00:00:00</r:notBefore>
<r:notAfter>2003-07-25T23:59:59</r:notAfter>
<Ar:validityInterval>
<gx:backwardTolerance>P1D</sx:backwardTolerance>
<gx:forwardTolerance>P2D</sx:forwardTolerance>
</sx{validityIntervalStartsNow>
8.8.1% ValidityTimeMetered
Let c pe an sx:ValidityTimeMetered. Let (p, r, t, v, 23 L,/R) be an authorization request. Let (g, 4, ) be an
authorization story. Let m be the state reference of ¢ as_defined by 8.4.2 with respect to e. Then|c is Satisfied
with respect to (p, r, t, v, 2, L, R) and (g, &, e) if and-only if either m is undefined or, letting p bg the ordered
tuple pontaining the values of the reference-specific parameters determined by m, all of the following are true:
— for every time instant ¢ in v, Sthere exists some time interval & suchl that both
A.sx:vTM(m/r : serviceDescriptiani’p, d)is true and §contains r,
— il c¢/sx:duration is present; then, letting ¢ be the time instant at the [ end of v,
X.sx:vTMD(m/r : serviceDeseription, p, 7)is less than or equal to the value of ¢/sx:durdation, and
— iff ¢/sx:quantum is tpresent, then there does not exist some time interval & sug¢h that both
A sx:VTM(m/xr : serggiceDescription, p, 9) is true and ¢ is shorter in duration than |the value of
c[sx:quantum.
NOTE] Wheni¢/sx:duration is absent, it is generally expected that the state reference used will refer to a service
that has its own\limit as to how much time it claims as valid metered time. On the other hand, if ¢/sx:durafion is present,
the service will typically just keep track of how much time it claims as valid metered time but not impose|any of its own
limits.
EXAMPLE

<sx:validityTimeMetered>
<sx:duration>PT1H</sx:duration>
<sx:quantum>PT15S</sx:quantum>

</sx:

validityTimeMetered>

8.8.16 ValidityTimePeriodic

Let ¢ be an sx:ValidityTimePeriodic. Let (p, r, ¢, v, 2, L, R) be an authorization request. Let (g, %, ¢) be
an authorization story. Let a be the value of ¢/sx:start, b be the value of ¢/sx:period, x be the value of
clsx:phase if it is present or 0 otherwise, y be the value of c¢/sx:duration, and z be the value of
clsx:periodCount if it is present. Then ¢ is Satisfied with respect to (p, r, ¢, v, 2, L, R) and (g, A, e) if and only
if for every time instant zin v there exists an integer n such that all of the following are true:
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NOTE

EXAMPLE
<sx:validitf
<sx:stary
<sx:peri
<sx:phag
<sx:durd
<sx:peri
</sx:validil

8.9 Stand

8.9.1 Gene

8.9.1.1 Lic
Let a be an g
Let (p, r, ¢, v,
respect to (p,
content is the

8.9.1.2

Let a be an
contained in ;
respect to (p
ordered tup
2.sx:sRVP(m

NOTE An
with the r:0b
would obtain.

EXAMPLE
<sx:stateRqg

StateReferenceValuePattern

the inequalitya + nx b +x <= r<=a+nx b +x + yholds,

if x >=0thenn >=0,

if x<0thenn>=1,

if x >= 0 and ¢/sx:periodCount is presentthenn <=z-1, and

if x <0 and ¢/sx:periodCount is present then n <= z.

This condition is useful to express time windows such as every weekend or the second week of every month.

yTimePeriodic>
t>2003-01-01T00:00:00</sx:start>
0d>P1M</sx:period>
e>P7D</sx:phase>
tion>P2D</sx:duration>
odCount>12</sx:periodCount>
tyTimePeriodic>

ard extension patterns
ral patterns
enseldPattern

x:LicenseIdPattern. Let x be an XML docuient. Let m be the root element containe
2, L, R) be an authorization request. Let (I, %Y, o, s) be an authorizer. Then x Matches
rt,v, 2, L, R)and (l, x, i, o, s) if and only_if Both m contains only simple content and that s
value of /@r:1icenseId.

bx : StateReferenceValuebPattern. Let x be an XML document. Let m be the root el
. Let (p, r, t, v, 2, L, R) be aniauthorization request. Let e be an authorizer. Then x Matches
r, t, v, 2, L, R) and e if'and only if both m is an r:ServiceReference and, letting p t
e containing the twalues of the reference-specific parameters determined b
r:serviceDescgiption, p, v)is a.

r:StateReferenceValuePattern is typically used with an r:0Obtain to give the user of the r:
Fain an id€a-about the initial state of an r:ServiceReference that would appear in the r:Grd

ferénceValuePattern>

J in x.
. with
imple

bment
v with
e the
y m,

Crant
nt he

<acme:va
</sx:stateR

lue>6</acme:value>
eferenceValuePattern>

8.9.2 Principal patterns

No other principal patterns are defined in the Standard Extension Namespace.

8.9.3 Right

patterns

No other right patterns are defined in the Standard Extension Namespace.
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Resource patterns — X509SubjectNamePattern

Let ¢ be an sx:X509SubjectNamePattern. Let x be an XML document. Let m be the root element
contained in x. Let ¢ be an authorization request. Let e be an authorizer. Then x Matches a with respect to ¢
and e if and only if both m is an sx:X509SubjectName and the content of a is the root of the subject name

tree a

EXAM

s specified in ISO/IEC 9594-8 for the subject name identified by m.

PLE

<r:forAll varName="acmeDistributorCertificates">
<sx:x509SubjectNamePattern>CN=Acme Distributor</sx:x509SubjectNamePattern>
</r:forAll>

8.9.5

Let a

elemegnt contained in x. Let ¢ be an authorization request. Let e be an authorizer. Then x M
respect to ¢ and e if and only if both m is an r:validityInterval and the_duration o
represented by m is equal to the value of a/sx:duration.

NOTE] This pattern is useful to express intervals that are fixed at some Licéhse issuing step, eithd
model|reasons or to minimize the amount of state keeping done by a compact device:

EXAMPLE

<sx:ValidityIntervalDurationPattern>

<9
</sx

8.10
No ot
8.11
No ot
8.12
8.12.1

Let d
and p|

|
<

Condition patterns — ValiditylntervalDurationPattern

be an sx:vValidityIntervalDurationPattern. Let x be an XML document) Let 5

x:duration>P1M</sx:duration>
validityIntervalDurationPattern>

Standard extension delegation constraints

ner delegation constraints are defined in the Standard Extension Namespace.
Standard extension trust roots

ner trust roots are defined in the Standard Extension Namespace.

Standard extension service descriptions

AnonymousStateService

rovides the following functionality.

—

Vith respectito any requested performance, for any ordered tuple p and any integer #, it §
at the-authorization context property with name sx:eLC(d, p) and value n may be
uthorization context to establish permission for the requested performance unless there

h be the root
atches a with
f the interval

er for business

be an sx:AnonymousStateService. Then the service described by d is implementatipn dependent

hall not claim
used in an
are exactly n

rféermances, including the requested performance, for which both of the following are true:

sx:eLC(d, p), and

in which the requested performance would occur.

the authorization context used to establish permission for that performance has a property named

the interval of time in which that performance occurs starts before or at the start of the interval of time

— For any ordered tuple p, any time interval v, and any r: Principal p, it shall not claim that, throughout v,
p identifies the owner of a virtual token it identifies by p if it has already claimed that during some time in v

S

© IS0/

ome other Principal is the owner of that same virtual token identified by p.
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— For any ordered tuple p, any time instant 7z, and any integer n, it shall not claim that, at 7, » is the track
query integral value managed with respect to p unless there are exactly n performances, including the
requested performance if both of the following are true for it, for which both of the following are true:

— the authorization context used to establish permission for that performance has a property named
sx:tR(d, p), and

— the interval of time in which that performance occurs starts before or at .
— For any ordered tuple p and any time instant z, it shall not claim that ris the determined floating start time

with respect to p if it has already claimed that some other time instant is the determined floating start time
with resdect to p.

— For any prdered tuple p and any time interval v, it shall not claim that v is valid metered time-with rgspect
to p if making this claim would contradict any claims it has already made about total duration of valid
metered [time.

— For any |ordered tuple p, any time instant 7, and any time duration y, it shall -not claim that the total
duration pf time before rthat it has claimed, claims, or will claim as valid metered time with respect {o pis
y if it has|already made claims about valid metered time that would result in more total duration than|y.

— For any ¢rdered tuple p, any sx:AccountPayable a, any time instant.z;-and any sx:Rate ¢, it shall not
claim thdt, at 7, the amount of money indicated by ¢ is considered paid\Using the mechanism for making a
payment|indicated by a to the account indicated by « for flat fees, with respect to p if it has already claimed
that, at 7] a greater amount of money than that indicated by ¢ is\€onsidered paid using the mechanism for
making g payment indicated by « to the account indicated by & for flat fees with respect to p.

— For any prdered tuple p, any time interval v, any sx:Ac€countPayable q, and any sx:Rate ¢, if shall
not claim that, at the start of v, the amount of .money indicated by ¢ is considered paid usirlg the
mechanism for making a payment indicated by a\to“the account indicated by a for v with respect tq p if it
has alrepdy claimed that, at the start of v, @, greater amount of money than that indicated by ¢ is
considergd paid using the mechanism for making a payment indicated by a to the account indicated by a
for v withl respect to p.

8.12.2 Uddi

Let d be an [sx:Uddi. Let r be_the Registry named by d/sx:registry, if it is present, or the Uniyersal
Business Registry, if d/sx:redistry is not present. Then the description of the service described by d is
given by the Business Service indicated by the primary key represented by d/sx: serviceKey (according to
the semantic$ of sx: UddiKey) within the Registry r.

EXAMPLE
<sx:uddi lijcengePartId="uddiDescription">
<sx:servljieeKey>
<sx:uuid>D04951E4-332C-4693-B7DB-D3D1D1C21111</sx:uuid>
</sx:serviceKey>
</sx:uddi>

8.12.3 WsdlAddress

Letd be an sx:WsdlAddress. Then d/sx:kind/sx:wsdl shall identify a wsdl:definitions element, and
the description of the service described by d is given in that wsdl:definitions element for the WSDL
binding whose name is the value of d/sx:kind/sx:binding. The endpoint of the service is given by the
contents of d/sx:address.

EXAMPLE
<sx:wsdlAddress xmlns:ts="urn:TrackingService">
<sx:kind>
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<sx:wsdl>
<r:nonSecureIndirect URI="http://services.acme.org/wsdl/trackingService.wsdl"/>

</sx:wsdl>
<sx:binding>ts:TrackPrintSoapBinding</sx:binding>

</sx:kind>

<sx:address>
<soap:address location="http://services.acme.org/trackingService"/>

</sx:address>

</sx:wsdlAddress>

8.12.4 WsdIiComplete

Let d : - : : ent, and the
descrjption of the service described by d is given in that wsdl:definitions element for the’WSDL service
whosé name is the value of d/sx:service. If dlsx:portType is present, it limits the desctiption only to
those|WSDL ports whose WSDL port type is the one whose name is the value of d/sx :portTypk.

EXAMPLE

<sx:WysdlComplete xmlns:ts="urn:TrackingService">
<gx:wsdl>

<r:nonSecurelndirect URI="http://services.acme.org/wsdl/trackingService.wpdl"/>
<Asx:wsdl>
<¢x:service>ts:TrackPrint</sx:service>

</sx{wsdlComplete>

8.13 [Standard extension properties — PropertyUri

Let tJe an sx:PropertyUri. Then ¢ identifies the property-identified by #/@sx:definition.

EXAMPLE

<sx:gropertyUri definition="urn:acme:distgibutor"/>
8.14 |Standard extension name properties

8.14.1 CommonName

Let ¢t be an sx: CommonName. Then ridentifies the common-name indicated by the contents of ¢ 3s specified in
ISO/IEC 10021-2.

8.14.2 DnsName

Let ¢ |be an sx:DnsName. Then ¢ identifies the domain name with trailing period omitted indjcated by the
contepts of ¢ as specified in RFC 1034.

EXAMPLE

<sx:dnsName>professor.acme.org</sx:dnsName>

8.14.

Let t be an sx:EmailName. Then ¢ identifies the Internet email address indicated by the contents of ¢ as
specified in RFC 2822.

EXAMPLE

<sx:emailName>alice@acme.org</sx:emailName>
8.14.4 X509SubjectName

Let 7 be an sx:X509SubjectName. Then ¢ identifies the subject name that is the contents of ¢ as specified in
ISO/IEC 9594-8.
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EXAMPLE

<sx:x509SubjectName>CN=Alice</sx:x509SubjectName>

9 Multim

9.1 Gener

edia extension

al

This Clause specifies syntax and semantics specific to multimedia.

9.2 Multimedia extension authorization context properties

Table 5 spec|
If a property
Table 5, then

fles the authorization context properties refating 1o Clause 9 and the statements they fepr
has the name given in the first column of Table 5 and the value given in the second col
the statement represented by that property is the statement given in the third column‘of Ta

Table 5 — Multimedia extension authorization context properties

bsent.
mn of
Dle 5.

Property nar

he Property value

Statement represented

mx:destinatio|

n() p

pis an r:Principal, and p identifies the destination repo
(according to the semantics of/the Right Member of
authorization request) for the requiested performance.

Sitory
the

mx:didl(z, 7)

t is an mx:DiReferenCe d is a didl:Contai
didl:Descriptor, dddi= Item, didl:Component,
didl:Anchor; r is a fime instant; and, at r, 4 declare
Container, Descriptor] Digital ltem, Component, or Frag
identified by ¢.

ner,
or
the
ment

mx:helpers()

P is a set of p3Principal elements, and P is the exact
elements where both each element identifies one pied
software.i¢elping in the requested performance and every pie
software> helping in the requested performance is identifig
someg-element in P.

et of
e of
ce of
d by

mx:mark(a, b

true

a\is an r:Resource, b is an element that describes a mark,
during the course of the requested performance, the Res
identified by « becomes marked as described by 5.

and,
urce

mx:marked(a

b, 7) true

ais an r:Resource, b is an element that describes a mark,
time instant, and, at 7, the Resource identified by a is al
marked as described by 5.

ris a
eady

mx:partOfia,

b, 7) true

a is an mx:DiReference, b is an mx:DiReference, ris a
instant, and, at 7, the Container, Descriptor, Digital

Component, or Fragment identified by «a is (through any number of

levels) a part of the Container, Descriptor, Digital
Component, or Fragment identified by 5.

time
Item,

Item,

mx:rAC()

A is a set of resource attributes, and 4 is the exact set of res
attributes that are changed (according to the semantics d

urce
f the

Right Member of the authorization request) during the course of
the requested performance on the Resource identified by the

Resource Member of the authorization request.
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Table 5 (continued)

mx:renderers()

Pis a set of r:Principal elements, and P is the exact set of
elements where both each element identifies one Principal that
renders some component of the Resource identified by the
Resource Member of the authorization request into its directly
perceivable representation for the requested performance and
every Principal that renders some component of the Resource
identified by the Resource Member of the authorization request
into its directly perceivable representation for the requested
performance is identified by some element in P.

EXAMPLE Audio cards and video cards are examples of

randarars.
FORGeTrers:

NOTE This property is used with render rights.

mx:

n

gFound(s, 7)

true

sisadsig:Signature, ris atime instantyand s ex|sts at =

mx:

n

gRefValid(s, f; ¢, 7)

true

s is a dsig:Signature, f is @ dsig:Referehce, ¢t is an
r:Resource, 7 is a time instant; and, at 7, Dig|tal Signature
Reference Validation of s suece€ds when the data object to be
digested for f'is obtained (as-is called for in XMLD$IG 3.2.1.2.1)
using, instead, ¢.

mx:

7]

gSigValid(s, p, 7)

true

s is a dsig:Signéture, p iS an r:Principal| 7 is a time
instant, and, at ¢z, ‘Digital Signature Signature Validation of s
succeeds when the keying information is obtained (gs is called for
in XMLDSIG.8.2.2.1) using, instead, p.

mx:spurce()

p is an’¢:Principal, and p identifies the source repository

(according to the semantics of the Right Me
autharization request) for the requested performance

mber of the

—

mx:

KA(d, p)

true

d'is an r:ServiceDescription, pis an ordered
service described by d claims that this property may
authorization context to establish permission for t

uple, and the
be used in an
he requested

performance.
NOTE It is generally expected that the value of the property
named mx:tXA(d, p) will be true if the service is utilized to perform
one transaction for the purposes of the requested pefformance.

9.3 [General multimedia extension elements and types — resource attribute set dgfinitions
9.3.1| Complement

Let s|hé/an mx:complement. Then the set identified by s is the complement (under the uhiverse of all

keaattribitac) Af th o oot iAot At QO ottt o oot Aofimitian alomaant Al £
resouree atimoUtC S) U Nt ST Ut TmimC U oy T To SoUuTrLCattmouTtT- ST T UTT o T CTe T T O rmima— o5~

EXAMPLE
<mx:complement>

<mx:set definition="urn:osmaker:fileProperties"/>
</mx:complement>

9.3.2 Intersection
Let s be an mx:intersection. Then the set identified by s is the intersection of the sets identified by the
resource attribute set definition element children of s. s may have no resource attribute set definition element

children even if it also has no r: 1icensePartIdRef or r:varRef attribute; in this case the set identified by
s is the universe of all resource attributes.

© ISO/IEC 2004 — Al rights reserved 51


https://iecnorm.com/api/?name=dcac03ce6665fc1db7ee626c690746b1

ISO/IEC 21000-5:2004(E)

EXAMPLE
<mx:intersection>
<mx:set definition="urn:acmepubl:bookProperties"/>
<mx:set definition="urn:acmepub2:bookProperties"/>
</mx:intersection>

9.3.3 Set

Let s be an mx:set. Then the set identified by s is the set that is defined by the URI s/@mx:definition. If
that definition requires any parameters, they shall be provided as the content of s.

EXAMPLE

<mx:set deflinition="urn:osmaker:fileProperties"/>

9.3.4 Uniorn

Let s be an mik : union. Then the set identified by s is the union of the sets identified by thecresource atlribute
set definition|element children of 5. s may have no resource attribute set definition element)children even if it
also has no f: licensePartIdRef or r:varRef attribute; in this case the set identified by s is the empty set.

EXAMPLE

<mx:union>
<mx:set |[definition="urn:acmepubl:bookProperties" />
<mx:set [definition="urn:acmepub2:bookProperties" />

</mx:union

9.4 Multimmedia extension conceptually abstract elements and types

No other cong¢eptually abstract elements and types are defined\in the Multimedia Extension Namespace.
9.5 Multimedia extension principals

No other pringipals are defined in the Multimedia Extension Namespace.

9.6 Multimedia extension rights

9.6.1 Adap
Let » be an mx : Adapt. Then r identifies the act of Adapt as defined in ISO/IEC 21000-6.
If r is used jas the Right Member of an authorization request, then both the Resource Member df that
authorization| request shall® be present and shall identify the SourceOfAdaptation as defingd in
ISO/IEC 21000-6 and,-letting X be the Authorization Context Member of that authorization request| both
Z.mx:source() shall_identify the repository that is the PlaceOfAdaptingFrom as defined in ISO/IEC 21000-6

and X.mx:dgstination() shall identify the repository that is the PlaceOfAdaptingTo as defingd in
ISO/IEC 2100056,

NOTE 1 An mx : Adapt identifies the act of changing transiently an existing Resource to derive a new Resource. With
an mx:Adapt, two distinct Resources will exist as a result of the process, one of which is the original Resource in
unchanged form, and one of which is newly made. Changes can include the addition to and removal of elements of the
original Resource, including the embedding of other Resources. Changes can be made temporarily to the original
Resource in the course of the adapt process, but such changes are not saved in the original Resource at the end of the
process.

NOTE2 An mx:Adapt can be used with Conditions requiring specific resource attributes of the Resource to be
preserved or changed. The specific resource attributes can be on a list or can be called out by using a list. Lists can be
inclusive (for example, "Attributes « and g must be changed") or exclusive (for example, "Everything except attributes »
and d must be changed"). Resource attributes that are not otherwise constrained by Conditions can be changed.
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9.6.2 Delete
Let r be an mx: Delete. Then r identifies the act of Delete as defined in ISO/IEC 21000-6.
If » is used as the Right Member of an authorization request, then both the Resource Member of that

authorization request shall be present and shall identify the DeletedResource as defined in ISO/IEC 21000-6
and, letting X be the Authorization Context Member of that authorization request, 2.mx:source() shall identify

the re

pository that is the PlaceOfDeleting as defined in ISO/IEC 21000-6.

NOTE An nx : Delete identifies the act of destroying a DigitalResource as defined in ISO/IEC 21000-6. Delete is not
capable of reversal. After a delete process, an "undelete" action is impossible.

9.6.3| Diminish

Let r» be an mx: Diminish. Then r identifies the act of Diminish as defined in ISO/IEC 21000-6.

If » i§ used as the Right Member of an authorization request, then both the (Resource Mgmber of that
authorization request shall be present and shall identify the SourceQOfDiminution ag defined in
ISO/IEC 21000-6 and, letting 2 be the Authorization Context Member of that authorization fequest, both
2.mx:pource() shall identify the repository that is the PlaceOfDiminishingFrom as defined in ISQJYIEC 21000-6
and Pmx:destination() shall identify the repository that is the PRlaeceOfDiminishingTo af defined in
ISO/IEC 21000-6.

NOTE An mx: Diminish identifies the act of deriving a new Resotitce which is smaller than its Sourde as defined in
ISO/IHC 21000-6. With an mx: Diminish, two distinct Resources will exist at the end of the process, one|of which is the
origingl Resource in unchanged form, and one of which is neWwly» made, whose content is adapted frgm the original
Resolrce, and a measure of which is smaller than that of the ofiginal. Changes can include the removal of ¢glements of the
origingl Resource. Changes can be made temporarily to the eriginal Resource in the course of the diminigh process, but
such dghanges are not saved in the original Resource at the‘end of the process.

9.6.4| Embed

Let r be an mx : Embed. Then r identifies the‘act of Embed as defined in ISO/IEC 21000-6.

If » i$ used as the Right Member, of- an authorization request, then both the Resource Mgmber of that
authofization request shall be Cpresent and shall identify the EmbeddedResource ag defined in
ISO/IEC 21000-6 and, letting (2ybe the Authorization Context Member of that authorization fequest, both
2.mx:source() shall identify.the repository that is the PlaceOfEmbeddingFrom as defined in ISQ/IEC 21000-6
and P.mx:destination(),~shall identify the repository that is the PlaceOfEmbeddingTo a$ defined in
ISO/IEC 21000-6.

NOTE|1 An mx~sEmbed identifies the act of putting a Resource into another Resource. The Resourge into which a
ResoUrce is embedded can be pre-existing or can be created by the act of combining the embedded Resoyrce with one or
more ¢thers.

NOTE|2An mx : Embed refers only to the embedding of an existing Resource in another. If a "copy'| of an existing
Resourcerstobecreatedandembedded-manotherthembothmxradaptandmxEmboed-woutd-beused:

9.6.5 Enhance

Let » be an mx : Enhance. Then r identifies the act of Enhance as defined in ISO/IEC 21000-6.

If » is used as the Right Member of an authorization request, then both the Resource Member of that
authorization request shall be present and shall identify the SourceOfEnhancement as defined in
ISO/IEC 21000-6 and, letting 2 be the Authorization Context Member of that authorization request, both
2.mx:source() shall identify the repository that is the PlaceOfEnhancingFrom as defined in ISO/IEC 21000-6

and Xmx:destination() shall identify the repository that is the PlaceOfEnhancingTo as defined in
ISO/IEC 21000-6.
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NOTE An mx:Enhance identifies the act of deriving a new Resource which is larger than its Source as defined in
ISO/IEC 21000-6. With an mx:Enhance, two distinct Resources will exist at the end of the process, one of which is the
original Resource in unchanged form, and one of which is newly made, whose content is adapted from the original
Resource, and a measure of which is smaller than that of the original. Changes can include the addition to elements of the
original Resource, including the embedding of other Resources. Changes can be made temporarily to the original
Resource in the course of the enhance process, but such changes are not saved in the original Resource at the end of the
process.

9.6.6 Enlarge

Let » be an mx:Enlarge. Then ridentifies the act of Enlarge as defined in ISO/IEC 21000-6.

If r is used jas the Right Member of an authorization request, then both the Resource Member, df that

authorization
and, letting 3
the repository

NOTE An
Resource is p

request shall be present and shall identify the EnlargedResource as defined in ISO/IEC\21
be the Authorization Context Member of that authorization request, 2.mx:source()shall iq
that is the PlaceOfEnlarging as defined in ISO/IEC 21000-6.

mx:Enlarge identifies the act of modifying a Resource by adding to it. With an-mx3Enlarge, a
reserved at the end of the process. Changes can include the addition of new, material, includi

000-6
entify

single
ng the

embedding of pther Resources, but not the changing or removal of existing elements of the original Resource.

9.6.7 Execute

Let » be an mx : Execute. Then r identifies the act of Execute as defined in ISO/IEC 21000-6.

f that
000-6
entify

If  is used

authorization
and, letting J
the repository

as the Right Member of an authorization request, then both the Resource Member d
request shall be present and shall identify the ExecutedResource as defined in ISO/IEC 21
be the Authorization Context Member of that auth@rization request, 2.mx:source() shall iq
that is the PlaceOfExecuting as defined in ISQ/IEC 21000-6.

NOTE

mx:Execute

Anl mx:Execute identifies the act of executing™a DigitalResource as defined in ISO/IEC 21000{6. An

rrfers to the primitive computing process of executing.

9.6.8 Instal

Let » be anmk: Install. Then r identifies-the act of Install as defined in ISO/IEC 21000-6.

f that
000-6
entify

If  is used

authorization
and, letting J
the repository

as the Right Member .of-an authorization request, then both the Resource Member d
request shall be present and shall identify the InstallingResource as defined in ISO/IEC 21
be the Authorization Context Member of that authorization request 2.mx:source() shall ig
that is the PlaceOflInstalling as defined in ISO/IEC 21000-6.

NOTE An ned in
ISO/IEC 2100(

mx : Instaid-identifies the act of following the instructions provided by an InstallingResource as def
6.

9.6.9 Modity

Let » be an mx : Modi fy. Then r identifies the act of Modify as defined in ISO/IEC 21000-6.

If » is used as the Right Member of an authorization request, then both the Resource Member of that
authorization request shall be present and shall identify the ModifiedResource as defined in ISO/IEC 21000-6
and, letting 2 be the Authorization Context Member of that authorization request, 2.mx:source() shall identify
the repository that is the PlaceOfModifying as defined in ISO/IEC 21000-6.

NOTE 1 An mx:Modify identifies the act of changing a Resource, preserving the alterations made. With an
mx :Modi fy, a single Resource is preserved at the end of the process. Changes can include the addition to and removal
of elements of the original Resource, including the embedding of other Resources.

NOTE2 An mx:Modify can be used with Conditions requiring specific resource attributes of the Resource to be
preserved or changed. The specific resource attributes can be on a list or can be called out by using a list. Lists can be
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inclusive (for example, "Attributes « and g must be changed") or exclusive (for example, "Everything except attributes y
and d must be changed"). Resource attributes that are not otherwise constrained by Conditions can be changed.

9.6.10 Move
Let r be an mx : Move. Then r identifies the act of Move as defined in ISO/IEC 21000-6.
If » is used as the Right Member of an authorization request, then both the Resource Member of that

authorization request shall be present and shall identify the MovedResource as defined in ISO/IEC 21000-6
and, letting X be the Authorization Context Member of that authorization request, both X.mx:source() shall

identify the repository that is the Origin as defined in ISO/IEC 21000-6 and X2.mx:destination() shall identify the

reposjtery-thatis-the-Destiration-as-defired-irISOHEC24000-6-

NOTE An mx : Move identifies the act of relocating a Resource from one place to another. With @i~mx f Move, at least
the logation of the Resource is changed.

9.6.11 Play

Let » be an mx : P1ay. Then r identifies the act of Play as defined in ISO/IEC 21000-6.

If » i§ used as the Right Member of an authorization request, then.both the Resource Mgmber of that
authorization request shall be present and shall identify the SourceQfRlaying as defined in ISQ/IEC 21000-6
and, letting X be the Authorization Context Member of that authorization request, 2.mx:source() shall identify
the refpository that is the PlaceOfPlayingFrom as defined in ISO/IEC'21000-6.

NOTE]|1 An mx : P1lay identifies the act of deriving a transient andvdirectly perceivable representation of § Resource. An
mx : Play covers the making of any forms of transient representation that can be perceived directly (thatlis, without any
intermediary process) with at least one of the five human senses. An mx:Play includes playing a vide¢ or audio clip,
displaying an image or text document, or creating transient representations that can be touched, or pgrceived to be
touched. When an mx: P1ay is applied to a Digital Resource, content can be rendered in any order or sequgnce according
to the ffechnical constraints of the Digital Resource andwrenderer.

NOTE|2 Anmx:Play is a render right.

9.6.12 Print

Let r be an mx: Print. Then r(dentifies the act of Print as defined in ISO/IEC 21000-6.

If » i§ used as the Right-Member of an authorization request, then both the Resource Mgmber of that
authorization request-shall be present and shall identify the SourceOfPrintedResource gs defined in
ISO/IEC 21000-6 and;” letting > be the Authorization Context Member of that authorization request,
2.mx:pource() shalkidentify the repository that is the PlaceOfPrintingFrom as defined in ISO/IEC 21000-6.
NOTE|1 Annx : Print identifies the act of deriving a fixed and directly perceivable representation of 4 Resource. An
mx : Pfint(refers to the making of a fixed physical representation, such as a hard-copy print of an image qr text, that can
be perlceived directly (that is, without any intermediary process) with one or more of the five human senses.

NOTE

2  Anmx:Print is arender right.

9.6.13 Reduce

Let » be an mx : Reduce. Then r identifies the act of Reduce as defined in ISO/IEC 21000-6.

If » is used as the Right Member of an authorization request, then both the Resource Member of that
authorization request shall be present and shall identify the ReducedResource as defined in ISO/IEC 21000-6
and, letting 2 be the Authorization Context Member of that authorization request, 2.mx:source() shall identify
the repository that is the PlaceOfReducing as defined in ISO/IEC 21000-6.
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NOTE An mx:Reduce identifies the act of modifying a Resource by taking away from it. With an mx:Reduce, a
single Resource is preserved at the end of the process. Changes can include only the removal of existing elements of the
original Resource.

9.6.14 Uninstall
Let » be an mx:Uninstall. Then r identifies the act of Uninstall as defined in ISO/IEC 21000-6.

If r is used as the Right Member of an authorization request, then both the Resource Member of that
authorization request shall be present and shall identify the UninstallingResource as defined in

ISO/IEC 21000-6 and, letting X be the Authorization Context Member of that authorization request
me:source(\ shall ir{nnfify the rnpncifnry that is the PlaceQfl Inincfnlling as defined in ISQ/AEC 21000-6

NOTE Anl mx:Uninstall identifies the act of following the instructions provided by an UninstallingResoufce as
defined in ISOJIEC 21000-6.
9.7 Multimpedia extension resources
9.7.1 DiltemReference
Let tbe an mx:DiItemReference and i be the value of //mx:identifier. Theh ¢ identifies the Digitdl Iltem
identified by Jusing ISO/IEC 21000-3 less any sub-Digital Items of that Digitalttem.
EXAMPLE
<mx:diItemReference>

<mx:identifier>urn:acme:mpeg-rel-unleashed</mx:identifier>
</mx:diltemReference>
9.7.2 DiReference
Let r be an mx:DiReference and i be the value of\/fmx:identifier. Then ¢ identifies the Confainer,
Descriptor, D|gital ltem, Component, or Fragment identified by i using ISO/IEC 21000-3.
EXAMPLE
<mx:diReferfence>

<mx:identifier>urn:acme:mpeg-rel-unleashed</mx:identifier>
</mx:diReference>
9.8 Multimedia extension conditions
9.8.1 Digitgl Item conditions
9.8.1.1 DiCriteria
Let ¢ be an|mx:Dicriteria. Let (p, r, ¢, v, 2, L, R) be an authorization request. Let (g, %, ¢) be an
authorization|stery. Let r be the time instant at the start of v. Then ¢ is Satisfied with respectto (p, , t, } 2, L,
R) and (g, A, eyifandonty if amew XMtdocument contaimng Zmxdidt(chmxatReference, 7y as the root
element Matches each of the ¢/r:anXmlPatternAbstract children of ¢ with respect to (p, r, t, v, 2, L, R)
and e.
EXAMPLE
<mx:diCriteria>

<mx:diReference>

<mx:identifier>urn:acme:mpeg-rel-unleashed</mx:identifier>

</mx:diReference>

<r:anXml
on>
</mx:diCrit

56

Expression>//didl:Resource/@mimeType [contains (.

eria>

,"video/mpeg") ]</r:anXmlExpressi
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9.8.1.2 DiPartOf

Let ¢ be an mx:DiPartOf. Let (p, r, ¢, v, 2, L, R) be an authorization request. Let (g, /, ¢) be an authorization
story. Let a be the first child of c¢. Let 5 be the second child of c. Let rbe the time instant at the start of v. Then
c is Satisfied with respect to (p, r, ¢, v, 2, L, R) and (g, 4, e) if and only if Z.mx:partOf(a, b, 7) is true.

EXAMPLE
<mx:diPartOf>
<mx:diReference>
<mx:identifier>urn:acme:photographs:logo</mx:identifier>
</mx:diReference>
<mx:diReference>
<mx:identifier>urn:acme:mpeg-rel-unleashed</mx:identifier>
</mx:diReference>
</mx{diPartOf>

9.8.2| Marking conditions
9.8.211 IsMarked

Let ¢ pe an mx:IsMarked. Let (p, r, ¢, v, 2, L, R) be an authorization request. Let (g, /, ¢) be an|authorization
story.|Let a be the ¢/r: resource child of c. Let b be the other child of\¢.Let 7 be the time instant at the start
of v. Then c is Satisfied with respect to (p, r, ¢, v, 2, L, R) and (g, &, e)if-and only if Zmx:marked(a{ b, 7) is true.

EXAMPLE
<mx:isMarked>
<nx:diReference>
<mx:identifier>urn:acme:photographs:superbowl25</mx:identifier>
</mx:diReference>
<dcme:acmeWatermark value="photographer=Actme Man"/>
</mx{isMarked>

9.8.22 Mark

Let c pe an mx:Mark. Let (p, , t, v, %, L) R) be an authorization request. Let (g, #, ¢) be an authofization story.
Let a pe the ¢/r: resource child ofie. Let 5 be the other child of ¢. Then ¢ is Satisfied with respe¢t to (p, 7, ¢, v,
2, L, R) and (g, 4, e) if and only jixZmx:mark(a, b) is true.

EXAMPLE
<mx:rjark>
<nx:diReference>
<mx:identifief>urn:acme:photographs:superbowl25</mx:identifier>
</mx:diRefexence>
<dcme:acmpelfatermark value="photographer=Acme Man"/>
</mx {mark>

9.8.3| .Security conditions

9.8.3.1 Destination

Let ¢ be an mx:Destination. Let (p, r, ¢, v, 2, L, R) be an authorization request. Let (g, 4, ¢) be an
authorization story. Then ¢ is Satisfied with respect to (p, 7, ¢, v, 2, L, R) and (g, h, e) if and only if
clr:principal is Equal to 2Z:mx:destination().

EXAMPLE
<mx:destination>

<r:keyHolder licensePartIdRef="destinationRepository"/>
</mx:destination>
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9.8.3.2 He

Iper

Let ¢ be an mx:Helper. Let (p, 1, ¢, v, 2, L, R) be an authorization request. Let (g, 4, ¢) be an authorization
story. Then c is Satisfied with respect to (p, , ¢, v, 2, L, R) and (g, A, ¢) if and only if, for each r: Principal 7
in Zmx:helpers(), either 7 is Equal to one of the ¢/r:principal elements or there is a c/mx:wildcard
element w such that a new XML document containing 7 as the root element Matches each of the
wlr:anXmlPatternAbstract children of w, if any are present.

EXAMPLE
<mx:helper>
<r:keyHo

lder licensePartIdRef="acmeMediaPlayer"/>

</mx:helpe
9.8.3.3

Let ¢ be an m
story. Then ¢

in 2Z.mx:renderers(), either z is Equal to one of the ¢/r:principal elements or theré.is'a c¢/mx:wild

element w S
wlr:anXmlPp

EXAMPLE

<mx:rendere
<r:keyHQ

</mx:render]

9.8.3.4
Let ¢ be an 1
authorization
R) and (g, A, d

2.mx:sig

cldsig:
sldsig:

cldsig:
there exi
clds|

clds|

Relnderer

ResourceSignedBy

x : Renderer. Let (p, r, ¢, v, 2, L, R) be an authorization request. Let (g, 4, ¢) be an’ authori
is Satisfied with respect to (p, r, ¢, v, 2, L, R) and (g, A, ¢) if and only if, for eachr: Princi

uch that a new XML document containing 7~ as the root element iMatches each ¢
htternAbstract children of w, if any are present.

r>
lder licensePartIdRef="trustedDevice"/>
e r>

x:ResourceSignedBy. Let (p, r, t, v, 2, L, R) be an authorization request. Let (g, 4, ¢)
story. Let 7 be the time instant at the start\0f v. Then c is Satisfied with respect to (p, 7, ¢, v
) if and only if there exists some dsig: Signature s such that all of the following are true:
Found(s, 7) is true,

CanonicalizationMethod IS Equal to
bignedInfol/dsig:CangnicalizationMethod,

bignatureMethodtisiEqual to s/dsig:SignedInfo/dsig:SignatureMethod,
5ts some s/dsig.rSignedInfo/dsig:Reference fsuch that all of the following are true:
ig:Trafisforms is Equal to fldsig: Transforms (or both are absent),

igyDigestMethod is Equal to fldsig:DigestMethod, and

yation
bal &

card
f the

be an
2L,

EXAMPLE
<mx:resourc
<dsig:Ca
20010315"/>
<dsig:Si
<mx:diRe
<mx:i

2 mx:sigRefValid(s, f; ¢/r: resource, 1) is true, and

2.mx:sigSigValid(s, c/r :principal, 7)is true.

eSignedBy>
nonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/REC-xml-cl4n-

gnatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsigfrsa-shal"/>
ference>
dentifier>urn:acme:mpeg-rel-unleashed</mx:identifier>

</mx:diReference>

<dsig:Di

58

gestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
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<r:keyHolder licensePartIdRef="acme"/>
</mx:resourceSignedBy>

9.8.3.5 Source

Let ¢ be an mx:Source. Let (p, , t, v, 2, L, R) be an authorization request. Let (g, %, ¢) be an authorization
story. Then c is Satisfied with respect to (p, r, t, v, 2, L, R) and (g, &, e) if and only if ¢/r:principal is Equal
to Z:mx:source().

EXAMPLE
<mx:source>

<rekevHolder licensePartTdRef="sourceRepository"
</mx {source>

9.8.4| Transaction

Let c|be an mx:Transaction. Let (p, r, ¢, v, 2, L, R) be an authorization request. Let (g| 4, ¢) be an
authorization story. Let m be ¢/r:serviceReference. Let p be the ordered tuple containing [the values of
the reference-specific parameters determined by m. Then c is Satisfied with respect to (p, r, ¢, v, £, L, R) and (g,
h, e) if and only if Xmx:tXA(m/r:serviceDescription, p)is true.

EXAMPLE
<mx:fransaction>
<ff:serviceReference>
<sx:uddi licensePartIdRef="uddiDescription"/>
<r:serviceParameters>
<r:datum>
<mx:diReference>
<mx:identifier>urn:acme:mpeg=heél-unleashed</mx:identifier>
</mx:diReference>
</r:datum>
</r:serviceParameters>
<Ar:serviceReference>
</mx {transaction>

9.8.5| Resource attribute conditions
9.8.51 ProhibitedAttributeChanges

Let c pe an mx: ProhibitedAttributeChanges. Let (p, 7, ¢, v, 2, L, R) be an authorization request. Let (g, 4,
e) be jan authorization'stery. Then c is Satisfied with respect to (p, r, ¢, v, 2, L, R) and (g, 4, e) if gnd only if for
each fesource attribute set definition element child s of ¢ there is no resource attribute that is bgth a member
of 2.mx:rAC() and.a member of the set identified by s. ¢ may have no resource attribute set definition element
children even (if it'also has no r:1licensePartIdRef or r:varRef attribute; in this case c is [Satisfied with
respect to (ps7; ¢, v, 2, L, R) and (g, 4, e).

EXAMPLE
<mx:prohibitedAttributeChanges>

<mx:set definition="urn:osmaker:fileProperties"/>
</mx:prohibitedAttributeChanges>

9.8.5.2 RequiredAttributeChanges

Let ¢ be an mx:RequiredAttributeChanges. Let (p, r, ¢, v, 2, L, R) be an authorization request. Let (g, #,
e) be an authorization story. Then c is Satisfied with respect to (p, r, ¢, v, 2, L, R) and (g, 4, e) if and only if for
each resource attribute set definition element child s of ¢ there is no resource attribute that is both a member
of the set identified by s and not a member of 2mx:rAC(). ¢ may have no resource attribute set definition
element children even if it also has no r:1licensePartIdRef or r:varRef attribute; in this case c is
Satisfied with respect to (p, r, ¢, v, 2, L, R) and (g, 4, e).
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EXAMPLE
<mx:requiredAttributeChanges>

<mx:set definition="urn:osmaker:fileProperties"/>
</mx:requiredAttributeChanges>

9.9 Multimedia extension patterns
No other patterns are defined in the Multimedia Extension Namespace.

9.10 Multimedia extension delegation constraints

No other deTﬂmmbamMMMmdmmM
9.11 Multimedia extension trust roots

No other trusf roots are defined in the Multimedia Extension Namespace.

9.12 Multimmedia extension service descriptions

No other serice descriptions are defined in the Multimedia Extension Namespace.
9.13 Multimedia extension properties

No other properties are defined in the Multimedia Extension Namespace:

9.14 Multimedia extension name properties

No other nane properties are defined in the Multimedia Extension Namespace.
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Annex A
(normative)

W3C XML Schemas

General

This Annex contains a listing of the three schemas (XMLSCHEMA) that define the XML syntax of the types

and €

A.2

<?xm
<xsd
xmln
xmln
xmln
xmln
xmln
elem
<
sche
<
sche
sche
<
sche
sche
<
sche
<
<
subs
<
subs
<
subs
<
subs
<
subs
<

ements defined throughout this part of ISO/IEC 21000.

Schema for the Core Namespace

I version="1.0" encoding="UTF-8"7?>

 schema targetNamespace="urn:mpeg:mpeg21:2003:01-REL-R-NSY'
rr="urn:mpeg:mpeg2l:2003:01-REL-R-NS"
renc="http://www.w3.0rg/2001/04/xmlenc#"
:dsig="http://www.w3.0rg/2000/09/xmldsig#"
:xsd="http://www.w3.0rg/2001/XMLSchema"
:scens="urn:uddi-org:schemaCentricCl4N:2002-Q7<10"
entFormDefault="qualified" attributeFormDefault="unqualified">
ksd:import namespace="http://www.w3.org/XMI{/1998/namespace"
naLocation="http://www.w3.0rg/2001/xml.xsd" />

ksd:import namespace="http://www.w3.0r/2001/04/xmlenc#"
nalocation="http://www.w3.0rg/TR/2002¥REC-xmlenc-core-20021210/xenc
na.xsd"/>

:sd:import namespace="http://www.®3.0rg/2000/09/xmldsig#"
malLocation="http://www.w3.0rg/TR¥2002/REC-xmldsig-core-20020212/xml
na .xsd"/>

ksd:import namespace="urn:uddi-org:schemaCentricCl4N:2002-07-10"
nalLocation="http://www.uddi.org/schema/SchemaCentricCanonicalizatio
| —— Elements -->

ksd:element name="allConditions" type="r:AllConditions"
FitutionGroup="r:cqoudition"/>

ksd:element name="allPrincipals" type="r:AllPrincipals"
LitutionGroup="«iprincipal"/>

ksd:element name="anXmlExpression" type="r:AnXmlExpression"
FitutionGroups"r:anXmlPatternAbstract"/>

(92BN V) B V) N V) R V)]

Litution@roup="r:resource"/>

sd:element name="condition" type="r:Condition"
FitdtionGroup="r:1licensePart"/>

ksd'ielement name="conditionIncremental" type="r:ConditionIncrementa

subs

2o+ o VAL G T | B P TAP- - EREN L
<

sd:element\' name="anXmlPatternAbstract" type="r:AnXmlPatternAbstract

isig-core-

L. xsd"/>

- w

T T TOTTToEP B T e o o g

<xsd:element name="conditionPattern" type="r:ConditionPattern"/>

<xsd:element name="conditionPatternAbstract" type="r:ConditionPatternAbstract"
substitutionGroup="r:anXmlPatternAbstract"/>

<xsd:element name="datum" type="r:Datum"/>

<xsd:element name="conditionUnchanged" type="r:ConditionUnchanged"
substitutionGroup="r:dcConstraint"/>

<xsd:element name="dcConstraint" type="r:DcConstraint"
substitutionGroup="r:licensePart"/>

<xsd:element name="delegationControl" substitutionGroup="r:licensePart">

© IS0/

<xsd:complexType>
<xsd:complexContent>
<xsd:extension base="r:LicensePart">
<xsd:sequence>

IEC 2004 — All rights reserved
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<xsd:element ref="r:dcConstraint" minOccurs="0"

maxOccurs="unbounded" />

</xsd:sequence>
</xsd:extension>

</xsd:complexContent>

</xs

d:complexType>

</xsd:element>

<xsd:element name="depthConstraint" type="r:DepthConstraint"
substitutionGroup="r:dcConstraint"/>

<xsd:element name="digitalResource" type="r:DigitalResource"
substitutionGroup="r:resource"/>

<xsd:e

ement name="exerciseMechanism" type="r:ExerciseMechanism"

substituti
<xsd:ell
substituti
<xsd:ell
final="#all
<xsd

maxOccurs

</x9
</xsd:d
<xsd:ell
substitutil
<xsd:ell
<xsd:ell
substitutil
<xsd:ell
substitutil
<xsd:ell
substituti
<xsd:ell
final="#al
<xsd

</x9
</xsd:dg

<xsd:el

onGroup="r:condition"/>
ement name="existsRight" type="r:ExistsRight"
onGroup="r:condition"/>
ement name="forAll" block="#all" substitutionGroup="r:licensePart"
">
:complexType>
xsd:complexContent>
<xsd:extension base="r:LicensePart">
<xsd:sequence>
<xsd:element ref="r:anXmlPatternAbstract!
"unbounded" />
</xsd:sequence>
<xsd:attribute name="varName" type="r(VariableName"/>
</xsd:extension>
/xsd:complexContent>
d:complexType>
lement>
ement name="fulfiller" type="r:Fudfiller"
onGroup="r:condition"/>
ement name="grant" type="r:Grant" substitutionGroup="r:resource"/>
ement name="grantGroup" typ€a"r:GrantGroup"
onGroup="r:resource"/>
ement name="grantGroupPatfern" type="r:GrantGroupPattern"
onGroup="r:resourcePatternAbstract"/>
ement name="grantPattern" type="r:GrantPattern"
onGroup="r:resourcePatternAbstract"/>
ement name="issue" block="#all" substitutionGroup="r:right"
">
:complexType>
xsd:complexContent>
<xsd:e&xtension base="r:Right"/>
/xsd:complexContent>
d:cemplexType>
lement>
ement name

minOccurs="0"

issuer" type="r:Issuer"/>

<xsd:element name="keyHolder" type="r:KeyHolder"
substitutionGroup="r:principal/>

<xsd:element name="license" type="r:License"/>

<xsd:element name="licenseGroup" type="r:LicenseGroup"/>

<xsd:element name="licensePart" type="r:LicensePart"/>

<xsd:element name="obtain" type="r:0btain" substitutionGroup="r:right"/>
<xsd:element name="patternFromLicensePart" type="r:PatternFromLicensePart"

substitutionGroup="r:anXmlPatternAbstract"/>

<xsd:element name="possessProperty" type="r:PossessProperty"
substitutionGroup="r:right"/>

<xsd:element name="prerequisiteRight" type="r:PrerequisiteRight"
substitutionGroup="r:condition"/>
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<xsd:element name="principal" type="r:Principal"

substitutionGroup="r:resource"/>

<xsd:element name="principalPattern" type="r:PrincipalPattern"/>

<xsd:element name="principalPatternAbstract" type="r:PrincipalPatternAbstract"

substitutionGroup="r:resourcePatternAbstract"/>

<xsd:element name="propertyAbstract" type="r:PropertyAbstract"

substitutionGroup="r:resource"/>

<xsd:element name="propertyPossessor" type="r:PropertyPossessor"

substitutionGroup="r:principalPatternAbstract"/>

<xsd:element name="resource" type="r:Resource"

substitutionGroup="r:licensePart"/>

<xsd:element name="resourcePattern" tvpe="r:ResourcePattern"/>

<ksd:element name="resourcePatternAbstract" type="r:ResourcePatterna

subsfitutionGroup="r:anXmlPatternAbstract"/>

<ksd:element name="revocable" type="r:Revocable"

subsfitutionGroup="r:resource"/>

<ksd:element name="revocationFreshness" type="r:RevocationErgshness"

subsfitutionGroup="r:condition"/>

<ksd:element name="revoke" type="r:Revoke" substitutionGroup="r:righ
<ksd:element name="right" type="r:Right" substitutionGr&up="r:licens
<ksd:element name="rightPattern" type="r:RightPattetn¥/>

<ksd:element name="serviceDescription" type=".ruwServiceDescription"

subsfitutionGroup="r:licensePart"/>

<ksd:element name="serviceReference" type=lr:ServiceReference"

subsfkitutionGroup="r:resource"/>

<ksd:element name="toConstraint" type='"&r:ToConstraint"

subsfkitutionGroup="r:dcConstraint"/>

<ksd:element name="trustedRootGrangs" type="r:TrustedRootGrants"

subsfitutionGroup="r:trustRoot"/>

<ksd:element name="trustedRootlssuers" type="r:TrustedRootIssuers"

subsfitutionGroup="r:trustRoot"/&

<ksd:element name="trustRoot¥ type="r:TrustRoot"

subskitutionGroup="r:licensePart"/>

<ksd:element name="validityInterval" type="r:ValidityInterval"

subsfkitutionGroup="r:condition"/>

<|'--Complex Types-=>
<ksd:complexType, hame="AllConditions">
<xsd:complexContent>
<xsd:exttension base="r:Condition">
<xsd:sequence>
<xsd:element ref="r:condition" minOccurs="0"

maxOfcurs="unbounded" />

</xsd:sequence>
</xsd:extension>
</xsd:complexContent>

<ksd:element name="rightPatternAbstract" type="r:RightPatternAbstract
subsfkitutionGroup="r:anXmlPatternAbstract"/>

bstract"

E" />
bPart" />

-

</xsd:complexType>
<xsd:complexType name="AllPrincipals">
<xsd:complexContent>
<xsd:extension base="r:Principal">
<xsd:sequence>
<xsd:element ref="r:principal" minOccurs="0"

maxOccurs="unbounded" />

</xsd:sequence>
</xsd:extension>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="AnXmlExpression" mixed="true"

sccns:embeddedLangAttribute="r:lang">
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<xsd:complexContent mixed="true">
<xsd:extension base="r:AnXmlPatternAbstract">
<xsd:attribute name="lang" type="xsd:anyURI"
default="http://www.w3.0rg/TR/1999/REC-xpath-19991116"/>
</xsd:extension>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="AnXmlPatternAbstract">
<xsd:complexContent>
<xsd:extension base="r:Resource"/>
</xsd:complexContent>
</xsd:complexType>
<xsd:cdmplexType name="Condition">
<xsd:complexContent>
xsd:extension base="r:LicensePart"/>
</xqd:complexContent>
</xsd:domplexType>
<xsd:cdmplexType name="ConditionIncremental">
<xsd:complexContent>
xsd:extension base="r:DcConstraint"/>
</xqd:complexContent>
</xsd:domplexType>
<xsd:cdmplexType name="ConditionPattern">
<xsd:choice minOccurs="0" maxOccurs="unbounded">
xsd:element ref="r:anXmlExpression"/>
xsd:element ref="r:conditionPatternAbstract"/>
</xqd:choice>
</xsd:domplexType>
<xsd:cdmplexType name="ConditionPatternAbstyract">
<xsd:complexContent>
xsd:extension base="r:AnXmlPatt&rnAbstract"/>
</xqd:complexContent>
</xsd:domplexType>
<xsd:cdmplexType name="Datum">
<xsd:complexContent>
xsd:extension base="rsLicensePart">
<xsd:sequence mino¢curs="0">
<xsd:any namespace="##any" processContents="lax"/>
</xsd:sequencex
/xsd:extension>
</xdqd:complexCortent>
</xsd:domplexType>
<xsd:cdmplexTypge-~name="ConditionUnchanged">
<xsd:complexContent>
xsds+eXtension base="r:DcConstraint"/>
</xqd#complexContent>
</xsd:domplexType>
<xsd:complexType name="DcConstraint">
<xsd:complexContent>
<xsd:extension base="r:LicensePart"/>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="DepthConstraint">
<xsd:complexContent>
<xsd:extension base="r:DcConstraint">
<xsd:sequence minOccurs="0">
<xsd:element name="count" type="xsd:int"/>
</xsd:sequence>
</xsd:extension>
</xsd:complexContent>
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</xsd:complexType>
<xsd:complexType name="DigitalResource">
<xsd:complexContent>
<xsd:extension base="r:Resource">
<xsd:choice minOccurs="0">
<xsd:element name="nonSecurelndirect"
type="r:NonSecureReference"/>
<xsd:element name="securelIndirect" type="dsig:ReferenceType"/>
<xsd:element name="binary" type="xsd:base64Binary"/>
<xsd:element name="anXml">
<xsd:complexType mixed="true">
<xsd:sequence>
<xsd:any namespace="##any" processContents="1lax]|
minOpcurs="0" maxOccurs="unbounded"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
<xsd:any namespace="##other" processContentsx"tax"/>
</xsd:choice>
</xsd:extension>
</xsd:complexContent>
<Jxsd:complexType>
ksd:complexType name="EncryptedContent">
<xsd:complexContent>
<xsd:extension base="enc:EncryptedDatalype"/>
</xsd:complexContent>
xsd:complexType>
kksd:complexType name="ExerciseMechanismn">
<xsd:complexContent>
<xsd:extension base="r:Condigion">
<xsd:choice minOccurs="0">
<xsd:element name="exerciseService">
<xsd:complexType>
<xsd:sequéence>
<xsd¢€lement ref="r:serviceReference"/>
</xsdilsequence>
</xsdseemplexType>
</xsd:element>
<xsd:any namespace="##other" processContents="lax"/>
</xsdychoice>
</xsd:exténsion>
</xsd:cemplexContent>
<Y xsd:complexType>
ksd:caomplexType name="ExistsRight">
<xsd:complexContent>
<xsd:extension base="r:Condition">
<xsd:sequence minOccurs="0">
<xsd:choice>
<xsd:element ref="r:grant"/>
<xsd:element ref="r:grantGroup"/>
</xsd:choice>
<xsd:element ref="r:trustRoot" minOccurs="0"/>
</xsd:sequence>
</xsd:extension>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="Fulfiller">
<xsd:complexContent>
<xsd:extension base="r:Condition">
<xsd:sequence minOccurs="0">

A

A A

A
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<xsd:element ref="r:principal"/>
</xsd:sequence>
</xsd:extension>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="Grant">
<xsd:complexContent>
<xsd:extension base="r:Resource">
<xsd:choice minOccurs="0">
<xsd:sequence>
<xsd:element ref="r:forAll" minOccurs="0"
maxOccurs="unbounded" />
<xsd:element ref="r:delegationControl" minOccurs="0"/>
<xsd:element ref="r:principal" minOccurs="0"/>
<xsd:element ref="r:right"/>
<xsd:element ref="r:resource" minOccurs="0"/>
<xsd:element ref="r:condition" minOccurs="0"/>
</xsd:sequence>
<xsd:element name="encryptedGrant" type="r:EncryptedContent"/
</xsd:choice>
/xsd:extension>
</xqd:complexContent>
</xsd:domplexType>
<xsd:cdmplexType name="GrantGroup">
<xsd:complexContent>
xsd:extension base="r:Resource">
<xsd:choice minOccurs="0">
<xsd:sequence>
<xsd:element ref="r:forAll!. 'minOccurs="0"
maxOccurs="unbounded" />
<xsd:element ref="r:deldgationControl" minOccurs="0"/>
<xsd:element ref="r:principal" minOccurs="0"/>
<xsd:element ref="riléondition" minOccurs="0"/>
<xsd:choice maxOccurs="unbounded">
<xsd:element xref="r:grant"/>
<xsd:element-ref="r:grantGroup"/>
</xsd:choige
</xsd:sequence>
<xsd:elemeng hame="encryptedGrantGroup"
type="r:ErfjcryptedContent™/>
</xsd:choice>
/xsd:extension>
</xqd:compl€xContent>
</xsd:domplexType>
<xsd:cdmplexType name="GrantGroupPattern">
<xsd:gomplexContent>
x58d:extension base="r:ResourcePatternAbstract">
<xsd:sequence minOccurs="0">
<xsd:choice minOccurs="0">
<xsd:element ref="r:principal"/>
<xsd:element ref="r:principalPattern"/>
</xsd:choice>
<xsd:choice minOccurs="0">
<xsd:element ref="r:condition"/>
<xsd:element ref="r:conditionPattern"/>
</xsd:choice>
<xsd:choice maxOccurs="unbounded">
<xsd:choice>
<xsd:element ref="r:grant"/>
<xsd:element ref="r:grantPattern"/>
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</xsd:choice>
<xsd:choice>
<xsd:element ref="r:grantGroup"/>
<xsd:element ref="r:grantGroupPattern"/>
</xsd:choice>
</xsd:choice>
<xsd:element name="wholeGrantGroupExpression"
type="r:AnXmlExpression" minOccurs="0" maxOccurs="unbounded"/>
</xsd:sequence>
</xsd:extension>
</xsd:complexContent>
xsd:complexType>
ksd:complexType name="GrantPattern">
<xsd:complexContent>
<xsd:extension base="r:ResourcePatternAbstract">
<xsd:sequence minOccurs="0">
<xsd:choice minOccurs="0">
<xsd:element ref="r:principal"/>
<xsd:element ref="r:principalPattern"/>
</xsd:choice>
<xsd:choice>
<xsd:element ref="r:right"/>
<xsd:element ref="r:rightPattern)/>
</xsd:choice>
<xsd:choice minOccurs="0">
<xsd:element ref="r:resourde"/>
<xsd:element ref="r:resouncePattern"/>
</xsd:choice>
<xsd:choice minOccurs="0">
<xsd:element ref="rgcondition"/>
<xsd:element ref=sM"rvconditionPattern"/>
</xsd:choice>
<xsd:element name&!'wholeGrantExpression" type="r:AnXmlExpression"
minOpcurs="0" maxOccurs="unbounded"/>
</xsd:sequence>
</xsd:extension>
</xsd:complexContent>
xsd:complexType>
sd:complexType, hame="Inventory">
<xsd:sequencey
<xsd:chbice minOccurs="0" maxOccurs="unbounded">
<xgd:element ref="r:licensePart"/>
</xgdrchoice>
</xsd:sequence>
<JxsdzcOmplexType>
isdieomplexType name="Issuer">
<ksd:sequence>
<xsd:choice minOccurs="0">
<xsd:element ref="dsig:Signature"/>
<xsd:element ref="r:principal"/>
</xsd:choice>
<xsd:element name="details" type="r:IssuerDetails" minOccurs="0"/>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="IssuerDetails">
<xsd:sequence>
<xsd:element name="timeOfIssue" type="xsd:dateTime" minOccurs="0"/>
<xsd:element name="revocationMechanism" type="r:RevocationMechanism"
minOccurs="0" maxOccurs="unbounded"/>
</xsd:sequence>
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</xsd:complexType>
<xsd:complexType name="KeyHolder">
<xsd:complexContent>
<xsd:extension base="r:Principal">
<xsd:sequence minOccurs="0">
<xsd:element name="info" type="dsig:KeyInfoType"/>
</xsd:sequence>
</xsd:extension>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="License">
<xsd:choice>
xsd:sequence>
<xsd:element name="title" type="r:LinguisticString" minOccurs=!0"
maxOccurs=H"unbounded" />
<xsd:element name="inventory" type="r:Inventory" minOccurs="0"/>
<xsd:choice minOccurs="0" maxOccurs="unbounded">
<xsd:element ref="r:grant"/>
<xsd:element ref="r:grantGroup"/>
</xsd:choice>
<xsd:element ref="r:issuer" minOccurs="0" maxOcgurs="unbounded"/
<xsd:element name="otherInfo" minOccurs="0">
<xsd:complexType>
<xsd:sequence>
<xsd:any namespace="##any" processContents="lax"
maxOccurs="unbounded" />
</xsd:sequence>
</xsd:complexType>
</xsd:element>
/xsd:sequence>
xsd:element name="encryptedLiceHdse" type="r:EncryptedContent"/>
</xdd:choice>
<xsd:attribute name="licenseId" @Eype="xsd:anyURI" use="optional"/>
<xsd:anyAttribute namespace="#¥#other" processContents="lax"/>
</xsd:domplexType>
<xsd:cdmplexType name="LicengeGroup">
<xsd:sequence>
xsd:element ref="r:¥icense" minOccurs="0" maxOccurs="unbounded" />
</xqd:sequence>
</xsd:domplexType>
<xsd:cdmplexType ndme="LicensePart">
<xsd:attribute\name="licensePartId" type="r:LicensePartId" use="optionall"/>
<xsd:attribyfe" name="1licensePartIdRef" type="r:LicensePartId"
use="optidnal"/>
<xsd:atgribute name="varRef" type="r:VariableName" use="optional"/>
</xsd:domprexType>
<xsd:cdmplexType name="LinguisticString" mixed="true">
<xsd:complexContent mixed="true">
<xsd:restriction base="xsd:anyType">
<xsd:sequence>
<xsd:any processContents="1lax" minOccurs="0"
maxOccurs="unbounded" />
</xsd:sequence>
<xsd:attribute ref="xml:lang"/>
</xsd:restriction>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="NonSecureReference">
<xsd:sequence>
<xsd:element ref="dsig:Transforms" minOccurs="0"/>
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</xsd:sequence>
<xsd:attribute name="Id" type="xsd:ID" use="optional"/>
<xsd:attribute name="URI" type="xsd:anyURI" use="optional"/>
<xsd:attribute name="Type" type="xsd:anyURI" use="optional"/>
</xsd:complexType>
<xsd:complexType name="Obtain">
<xsd:complexContent>
<xsd:extension base="r:Right"/>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="PatternFromLicensePart">
<xsd:complexContent>
<xsd:extension base="r:AnXmlPatternAbstract">
<xsd:sequence minOccurs="0">
<xsd:element ref="r:licensePart"/>
</xsd:sequence>
</xsd:extension>
</xsd:complexContent>
<Y xsd:complexType>
ksd:complexType name="PossessProperty">
<xsd:complexContent>
<xsd:extension base="r:Right"/>
</xsd:complexContent>
<Jxsd:complexType>
kksd:complexType name="PrerequisiteRight">
<xsd:complexContent>
<xsd:extension base="r:Condition"x>
<xsd:sequence minOccurs="0">
<xsd:element ref="r:principal” minOccurs="0"/>
<xsd:element ref="r:right"/>
<xsd:element ref="r:resource" minOccurs="0"/>
<xsd:element ref="xitrustRoot" minOccurs="0"/>
</xsd:sequence>
</xsd:extension>
</xsd:complexContent>
<Jxsd:complexType>
sd:complexType name="Principal">
<xsd:complexContent>
<xsd:extenshon base="r:Resource"/>
</xsd:complexContent>
xsd:complexType>
sd:complexType name="PrincipalPattern">
<xsd:choeice minOccurs="0" maxOccurs="unbounded">
<xsd:element ref="r:anXmlExpression"/>
<xXsd:element ref="r:principalPatternAbstract"/>
£)%sd:choice>
<Yxsd:complexType>
<xsd:complexType name="PrincipalPatternAbstract">
<xsd:complexContent>
<xsd:extension base="r:ResourcePatternAbstract"/>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="PropertyAbstract">
<xsd:complexContent>
<xsd:extension base="r:Resource"/>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="PropertyPossessor">
<xsd:complexContent>
<xsd:extension base="r:PrincipalPatternAbstract">

A
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<xsd:sequence minOccurs="0">
<xsd:element ref="r:propertyAbstract"/>
<xsd:element ref="r:trustRoot" minOccurs="0"/>
</xsd:sequence>
</xsd:extension>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="Resource'">
<xsd:complexContent>
<xsd:extension base="r:LicensePart"/>
</xsd:complexContent>
</xsd:complexType>
<xsd:cdmplexType name="ResourcePattern">
<xsd:choice minOccurs="0" maxOccurs="unbounded">
xsd:element ref="r:anXmlExpression"/>
xsd:element ref="r:resourcePatternAbstract"/>
</xqd:choice>
</xsd:domplexType>
<xsd:cdmplexType name="ResourcePatternAbstract">
<xsd:complexContent>
xsd:extension base="r:AnXmlPatternAbstract"/>
</xqd:complexContent>
</xsd:domplexType>
<xsd:cdmplexType name="Revocable">
<xsd:complexContent>
xsd:extension base="r:Resource">
<xsd:choice minOccurs="0">
<xsd:element ref="dsig:SignaturxeValue"/>
<xsd:element ref="dsig:Reference"/>
<xsd:sequence>
<xsd:element name="liceHseId" type="xsd:anyURI"/>
<xsd:element ref="r:pxincipal"/>
</xsd:sequence>
</xsd:choice>
/xsd:extension>
</xqd:complexContent>
</xsd:domplexType>
<xsd:cdmplexType name="RevecationFreshness">
<xsd:complexContent>
xsd:extension(base="r:Condition">
<xsd:sequénge minOccurs="0">
<xsde@&lement name="priorToStart" type="xsd:duration"/>
</xsd¥{sequence>
/xsd:ektlension>
</xqd:cemplexContent>
</xsd:domprexType>
<xsd:cdmplexType name="RevocationMechanism">
<xsd:choice>
<xsd:element name="revocationService">
<xsd:complexType>
<xsd:sequence>
<xsd:element ref="r:serviceReference"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
<xsd:any namespace="##other" processContents="lax"/>
</xsd:choice>
</xsd:complexType>
<xsd:complexType name="Revoke'">
<xsd:complexContent>
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<xsd:extension base="r:Right"/>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="Right">
<xsd:complexContent>
<xsd:extension base="r:LicensePart"/>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="RightPattern">
<xsd:choice minOccurs="0" maxOccurs="unbounded">
<xsd:element ref="r:anXmlExpression"/>
<xsd:element ref="r:rightPatternAbstract"/>
</xsd:choice>
xsd:complexType>
ksd:complexType name="RightPatternAbstract">
<xsd:complexContent>
<xsd:extension base="r:AnXmlPatternAbstract"/>
</xsd:complexContent>
<Yxsd:complexType>
iksd:complexType name="ServiceDescription">
<xsd:complexContent>
<xsd:extension base="r:LicensePart"/>
</xsd:complexContent>
<Yxsd:complexType>
:sd:complexType name="ServiceReference">
<xsd:complexContent>
<xsd:extension base="r:Resource">
<xsd:sequence minOccurs="0">
<xsd:element ref="r:servyigeDescription"/>
<xsd:element name="serwmiceParameters" minOccurs="0">
<xsd:complexType>
<xsd:sequencel\minOccurs="0" maxOccurs="unbounded">
<xsd:elefment ref="r:datum"/>
<xsd:element name="transforms" type="dsig:TransformsType"

JANIVAN
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minOpcurs="0"/>
</xsdilsequence>
</xsdseemplexType>
</xsd:element>
</xsd:sequénce>
</xsd:exténsion>
</xsd:compllexContent>
xsd:complexType>
iksd: complexType name="ToConstraint">
<xsdtcomplexContent>
<Xsd:extension base="r:DcConstraint">
<xsd:sequence>
<xsd:element ref="r:forAl1" minOccurs="0" maxOccurs="unbpunded" />
<xsd:element ref="r:principal" minOccurs="0"
maxOccurs="unbounded" />
</xsd:sequence>
</xsd:extension>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="TrustedRootGrants">
<xsd:complexContent>
<xsd:extension base="r:TrustRoot">
<xsd:sequence minOccurs="0">
<xsd:element ref="r:grant" maxOccurs="unbounded"/>
</xsd:sequence>
</xsd:extension>

JANIVAN

© ISO/IEC 2004 — All rights reserved 71


https://iecnorm.com/api/?name=dcac03ce6665fc1db7ee626c690746b1

ISO/IEC 21000-5:2004(E)

</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="TrustedRootIssuers">
<xsd:complexContent>
<xsd:extension base="r:TrustRoot">
<xsd:sequence minOccurs="0">
<xsd:element ref="r:principal" maxOccurs="unbounded" />
</xsd:sequence>
</xsd:extension>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexTvpe name="TrustRoot">
<xsd:complexContent>
xsd:extension base="r:LicensePart"/>
</xqd:complexContent>
</xsd:domplexType>
<xsd:cdmplexType name="ValidityInterval">
<xsd:complexContent>
xsd:extension base="r:Condition">
<xsd:sequence>
<xsd:element name="notBefore" type="xsd:datePime" minOccurs="0"/>
<xsd:element name="notAfter" type="xsd:dateTime" minOccurs="0"|/>
</xsd:sequence>
/xsd:extension>
</xqd:complexContent>
</xsd:domplexType>
<!-- Simple Types-->
<xsd:simpleType name="LicensePartId">
<xsd:restriction base="xsd:NCName"/>
</xsd:dimpleType>
<xsd:sijmpleType name="VariableName">
<xsd:restriction base="xsd:NCNamely >
</xsd:dimpleType>
</xsd:schgma>

A.3 Schema for the Standard Extension Namespace

<?xml verdion="1.0" encoding="UTF-8"?>
<xsd:schenja targetNamespace="urn:mpeg:mpeg2l1:2003:01-REL-SX-NS"
xmlns:sx="furn:mpeg:mpegll:2003:01-REL-SX-NS"
xmlns:r="yYrn:mpeg:mpeg2l:2003:01-REL-R-NS"
xmlns:dsig="http:// aww.w3.0rg/2000/09/xmldsig#"
xmlns:xsdq"http: /MAwww.w3.0rg/2001/XMLSchema"
elementFoymDefatlt="qualified" attributeFormDefault="unqualified">

<xsd:infport jhamespace="urn:mpeg:mpeg2l1:2003:01-REL-R-NS" schemalocation="rjel-
r.xsd"/>

<de:intJUJ_t J.lGU.llCDlJGl\/C—"‘llttlJ. WWW.W?}.UJ_\:j QOOO On lllldbikj#"
schemaLocation="http://www.w3.0rg/TR/2002/REC-xmldsig-core-20020212/xmldsig-core-
schema.xsd"/>

<!-- Elements -->

<xsd:element name="anonymousStateService" type="sx:AnonymousStateService"
substitutionGroup="r:serviceDescription"/>

<xsd:element name="callForCondition" type="sx:CallForCondition"
substitutionGroup="r:condition"/>

<xsd:element name="commonName" type="sx:CommonName"
substitutionGroup="sx:name" />

<xsd:element name="dnsName" type="sx:DnsName" substitutionGroup="sx:name"/>

<xsd:element name="emailName" type="sx:EmailName"
substitutionGroup="sx:name" />
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<xsd:element name="exerciselLimit" type="sx:ExerciselLimit"
substitutionGroup="r:condition"/>

<xsd:element name="feeFlat" type="sx:FeeFlat"
substitutionGroup="r:condition"/>

<xsd:element name="feeMetered" type="sx:FeeMetered"
substitutionGroup="r:condition"/>

<xsd:element name="feePerInterval" type="sx:FeePerInterval"
substitutionGroup="r:condition"/>

<xsd:element name="feePerUse" type="sx:FeePerUse"
substitutionGroup="r:condition"/>

<xsd:element name="feePerUsePrePay" type="sx:FeePerUsePrePay"
substitutionGroup="r:condition"/>
<ksd:element name="licenseIdPattern" type="sx:LicenseIdPattern"
subsfitutionGroup="r:anXmlPatternAbstract"/>

<ksd:element name="name" type="sx:Name"
subsfkitutionGroup="r:propertyAbstract"/>

<ksd:element name="propertyUri" type="sx:PropertyUri"
subsfitutionGroup="r:propertyAbstract"/>
<ksd:element name="rate" type="sx:Rate" substitutionGroup="r:licensePart"/>
<ksd:element name="rightUri" type="sx:RightUri" substitutionGroup="rfright"/>

<ksd:element name="seekApproval" type="sx:SeekApprovai"
subsfkitutionGroup="r:condition"/>

<ksd:element name="stateDistinguisher" block="#all"
subskitutionGroup="r:1licensePart" final="#all">
<xsd:complexType mixed="true">

<xsd:complexContent mixed="true">

<xsd:extension base="r:LicenseRaypt"/>

</xsd:complexContent>
</xsd:complexType>

<Jxsd:element>

<ksd:element name="stateReferenoceValuePattern"
typefF"sx:StateReferenceValuePatterh" substitutionGroup="r:anXmlPatternAbstract"/>

<ksd:element name="territory!'Ctype="sx:Territory"
subsfkitutionGroup="r:condition"™y>

<ksd:element name="trackQuery" type="sx:TrackQuery"
subsfkitutionGroup="r:condition"/>

<ksd:element name="tratkReport" type="sx:TrackReport"
subsfkitutionGroup="r:condition"/>

<ksd:element namex!'transferControl" type="sx:TransferControl"
subsfkitutionGroup¥™r:condition"/>

<ksd:element mhame="uddi" type="sx:Uddi"
subsfkitutionGroup="r:serviceDescription"/>

<ksd:elemeht name="validityIntervalDurationPattern"
typef"sx:ValidityIntervalDurationPattern"
subskitutionGroup="r:conditionPatternAbstract"/>

<ksd:relement name="validityIntervalFloating"
typeg™sk:ValidityIntervalFloating" substitutionGroup="r:condition"/>

<xsd:element name="validityIntervalStartsNow"
type="sx:ValidityIntervalStartsNow" substitutionGroup="r:condition"/>

<xsd:element name="validityTimeMetered" type="sx:ValidityTimeMetered"
substitutionGroup="r:condition"/>

<xsd:element name="validityTimePeriodic" type="sx:ValidityTimePeriodic"
substitutionGroup="r:condition"/>

<xsd:element name="wsdlAddress" type="sx:WsdlAddress"
substitutionGroup="r:serviceDescription"/>

<xsd:element name="wsdlComplete" type="sx:WsdlComplete"
substitutionGroup="r:serviceDescription"/>

<xsd:element name="x509SubjectName" type="sx:X509SubjectName"
substitutionGroup="sx:name"/>

© ISO/IEC 2004 — All rights reserved 73


https://iecnorm.com/api/?name=dcac03ce6665fc1db7ee626c690746b1

ISO/IEC 21000-5:2004(E)

<xsd:element name="x509SubjectNamePattern”" type="sx:X509SubjectNamePattern"
substitutionGroup="r:resourcePatternAbstract"/>
<!-- Complex Types -->
<xsd:complexType name="AccountPayable">
<xsd:choice>
<xsd:element name="paymentService">
<xsd:complexType>
<xsd:sequence>
<xsd:element ref="r:serviceReference"/>
</xsd:sequence>
</xsd:complexType>
xsd:element>
xsd:element name="aba'">
<xsd:complexType>
<xsd:sequence>
<xsd:element name="institution">
<xsd:simpleType>
<xsd:restriction base="xsd:integer">
<xsd:totalDigits value="9"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="account" type="xsd;integer"/>
</xsd:sequence>
</xsd:complexType>
/xsd:element>
xsd:any namespace="##other" processContents="lax"/>
</xqd:choice>
</xsd:domplexType>
<xsd:cdmplexType name="AnonymousStateSeryice">
<xsd:complexContent>
xsd:extension base="r:ServiceDescription"/>
</xqd:complexContent>
</xsd:domplexType>
<xsd:cdmplexType name="CallFor@orndition">
<xsd:complexContent>
xsd:extension basez=™tCondition">
<xsd:sequence mino©ccurs="0">
<xsd:elemeng ref="r:serviceReference" maxOccurs="unbounded"/>
</xsd:sequence>
/xsd:extension>
</xdqd:complexContent>
</xsd:domplexType>
<xsd:cdmplexType name="CommonName" mixed="true">
<xsd:complexContent mixed="true">
xgdrextension base="sx:Name" />
</xdqddafomplexContent>
</xsd:complexType>
<xsd:complexType name="DnsName" mixed="true">
<xsd:complexContent mixed="true">
<xsd:extension base="sx:Name"/>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="EmailName" mixed="true">
<xsd:complexContent mixed="true">
<xsd:extension base="sx:Name"/>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="ExerciseLimit">
<xsd:complexContent>
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<xsd:extension base="sx:StatefulCondition">
<xsd:sequence>
<xsd:element name="count" type="xsd:integer" minOccurs="0"/>
</xsd:sequence>
</xsd:extension>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="FeeFlat">
<xsd:complexContent>
<xsd:extension base="sx:StatefulCondition">
<xsd:sequence minOccurs="0">
<xsd:element ref="sx:rate"/>

<xsd:element name="to" type="sx:AccountPayable" minOccurg="0"/>
</xsd:sequence>
</xsd:extension>
</xsd:complexContent>
<Vxsd:complexType>
<ksd:complexType name="FeeMetered">
<xsd:complexContent>
<xsd:extension base="r:Condition">
<xsd:sequence minOccurs="0">
<xsd:element ref="sx:rate"/>
<xsd:element name="per" type="xsd:dukxation"/>
<xsd:element name="by" type="xsd:duration"/>
<xsd:element name="phase" type="ggd:duration"/>
<xsd:element name="to" type="Sx:AccountPayable" minOccurg="0"/>
</xsd:sequence>
</xsd:extension>
</xsd:complexContent>
<Vxsd:complexType>
<ksd:complexType name="FeePerInterval">
<xsd:complexContent>
<xsd:extension base="sx@EstatefulCondition">
<xsd:sequence minOcteurs="0">
<xsd:element wef="sx:rate"/>
<xsd:element~name="per" type="xsd:duration"/>
<xsd:element name="to" type="sx:AccountPayable" minOccurg="0"/>
</xsd:sequence>
</xsd:exten®ion>
</xsd:complexContent>
<V xsd:complexType>
<ksd:complexType name="FeePerUse">
<xsd:complexContent>
<ksd:extension base="r:Condition">
<xsd:sequence minOccurs="0">
<xsd:element ref="sx:rate"/>
<xsd:element name="to" type="sx:AccountPayable" minOccurg="0"/>

</xsd:sequence>
</xsd:extension>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="FeePerUsePrePay">
<xsd:complexContent>
<xsd:extension base="sx:StatefulCondition">
<xsd:sequence minOccurs="0">
<xsd:element ref="sx:rate"/>
<xsd:element name="initialNumberOfUses" type="xsd:integer"
minOccurs="0"/>
<xsd:element name="to" type="sx:AccountPayable" minOccurs="0"/>
</xsd:sequence>

© ISO/IEC 2004 — All rights reserved

75


https://iecnorm.com/api/?name=dcac03ce6665fc1db7ee626c690746b1

ISO/IEC 21000-5:2004(E)

</xsd:extension>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="LicenselIdPattern">
<xsd:complexContent>
<xsd:extension base="r:AnXmlPatternAbstract"/>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="Name'">
<xsd:complexContent>
<xsd:extension base="r:PropertyAbstract"/>
</xsd:complexContent>
</xsd:domplexType>
<xsd:cdmplexType name="PropertyUri">
<xsd:complexContent>
xsd:extension base="r:PropertyAbstract">
<xsd:attribute name="definition" type="xsd:anyURI"/>
/xsd:extension>
</xqd:complexContent>
</xsd:domplexType>
<xsd:cdmplexType name="Rate">
<xsd:complexContent>
xsd:extension base="r:LicensePart">
<xsd:sequence minOccurs="0">
<xsd:element name="amount" type="xsd:float"/>
<xsd:element name="currency" type="%ed:QName" minOccurs="0"/>
</xsd:sequence>
/xsd:extension>
</xqd:complexContent>
</xsd:domplexType>
<xsd:cdmplexType name="RightUri">
<xsd:complexContent>
xsd:extension base="r:Right'l>
<xsd:attribute name="definition" type="xsd:anyURI"/>
/xsd:extension>
</xqd:complexContent>
</xsd:domplexType>
<xsd:cdmplexType name="SeekApproval">
<xsd:complexContent>
xsd:extension(base="sx:StatefulCondition"/>
</xdqd:complexCortent>
</xsd:domplexType>
<xsd:cdmplexTyge~nhame="StatefulCondition">
<xsd:complexContent>
xsds+eXtension base="r:Condition">
<xsd:sequence>
<xsd:element ref="r:serviceReference" minOccurs="0"/>
</xsd:sequence>
</xsd:extension>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="StateReferenceValuePattern">
<xsd:complexContent>
<xsd:extension base="r:AnXmlPatternAbstract">
<xsd:sequence minOccurs="0">
<xsd:any namespace="##any" processContents="lax"
maxOccurs="unbounded" />
</xsd:sequence>
</xsd:extension>
</xsd:complexContent>
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</xsd:complexType>
<xsd:complexType name="Territory">
<xsd:complexContent>
<xsd:extension base="r:Condition">
<xsd:choice minOccurs="0" maxOccurs="unbounded">
<xsd:element name="location">
<xsd:complexType>
<xsd:sequence>
<xsd:element name="country" type="xsd:QName"
minOccurs="0"/>
<xsd:element name="region" type="xsd:QName"
minOccurs="0"/>

<xsd:element name="state" type="xsd:string"
minOpcurs="0"/>
<xsd:element name="city" type="xsd:string"
minOpcurs="0"/>
<xsd:element name="postalCode" type="xsd:string|
minOpcurs="0"/>
<xsd:element name="street" type="xsd:string"
minOpcurs="0"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
<xsd:element name="domain">
<xsd:complexType>
<xsd:sequence>
<xsd:element name=*uri" type="xsd:anyURI"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
</xsd:choice>
</xsd:extension>
</xsd:complexContent>
<Jxsd:complexType>
ksd:complexType name="TraekQuery">
<xsd:complexContent>
<xsd:extension~base="sx:StatefulCondition">
<xsd:sequenee>
<xsd:elément name="notLessThan" type="xsd:integer" minOcgurs="0"/>
<xgdyelement name="notMoreThan" type="xsd:integer" minOcg¢urs="0"/>
</xsdysequence>
</xsd:extension>
</xsd:CcemplexContent>
<Yxsd:complexType>
sd cemplexType name="TrackReport">
{xgd:complexContent>
<xsd:extension base="sx:StatefulCondition">
<xsd:sequence>
<xsd:element name="communicationFailurePolicy" default="required"

A

A

minOccurs="0">
<xsd:simpleType>
<xsd:restriction base="xsd:NMTOKEN">
<xsd:pattern value="lax"/>
<xsd:pattern value="required"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
</xsd:sequence>
</xsd:extension>
</xsd:complexContent>
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</xsd:complexType>
<xsd:complexType name="TransferControl">
<xsd:complexContent>
<xsd:extension base="sx:StatefulCondition"/>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="Uddi">
<xsd:complexContent>
<xsd:extension base="r:ServiceDescription">
<xsd:sequence minOccurs="0">
<xsd:element name="serviceKey" type="sx:UddiKey"/>
<xsd:element name="registry" tvpe="xsd:anyURI" minOccurs="0"/>
</xsd:sequence>
/xsd:extension>
</xqd:complexContent>
</xsd:domplexType>
<xsd:cdmplexType name="UddiKey">
<xsd:choice>
xsd:element name="uuid" type="sx:Uuid"/>
xsd:element name="uri" type="xsd:anyURI"/>
</xdd:choice>
</xsd:domplexType>
<xsd:cdmplexType name="ValidityIntervalDurationPatteprni>
<xsd:complexContent>
xsd:extension base="r:ConditionPatternAbstract">
<xsd:sequence minOccurs="0">
<xsd:element name="duration" type=txsd:duration"/>
</xsd:sequence>
/xsd:extension>
</xqd:complexContent>
</xsd:domplexType>
<xsd:cdmplexType name="ValidityIntervalFloating">
<xsd:complexContent>
xsd:extension base="sx:StatefulCondition">
<xsd:sequence>
<xsd:element namg="duration" type="xsd:duration" minOccurs="0"|/>
</xsd:sequence>
/xsd:extension>
</xqd:complexContent>
</xsd:domplexType>
<xsd:cdmplexType ndme="ValidityIntervalStartsNow">
<xsd:complexContent>
xsd:exteénsion base="r:Condition">
<xsdlisequence minOccurs="0">
<xsd:element ref="r:validityInterval"/>
<xsd:element name="backwardTolerance" type="xsd:duration"

minOccursq"0"/>
<xsd:element name="forwardTolerance" type="xsd:duration"
minOccurs="0"/>
</xsd:sequence>
</xsd:extension>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="ValidityTimeMetered">
<xsd:complexContent>
<xsd:extension base="sx:StatefulCondition">
<xsd:sequence>
<xsd:element name="duration" type="xsd:duration" minOccurs="0"/>
<xsd:element name="quantum" type="xsd:duration" minOccurs="0"/>
</xsd:sequence>
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</xsd:extension>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="ValidityTimePeriodic">
<xsd:complexContent>
<xsd:extension base="r:Condition">
<xsd:sequence minOccurs="0">
<xsd:element name="start" type="xsd:dateTime"/>
<xsd:element name="period" type="xsd:duration"/>

<xsd:element name="phase" type="xsd:duration" minOccurs="0"/>

<xsd:element name="duration" type="xsd:duration"/>

<xsd:element name="periodCount" tyvpe="xsd:nonNegativelnteger"

minOfcurs="0"/>

</xsd:sequence>
</xsd:extension>
</xsd:complexContent>
xsd:complexType>
ksd:complexType name="WsdlAddress">
<xsd:complexContent>
<xsd:extension base="r:ServiceDescription">
<xsd:sequence minOccurs="0">
<xsd:element name="kind">
<xsd:complexType>
<xsd:sequence>
<xsd:element name="wsdl\‘type="r:DigitalResourc
<xsd:element name="bipding" type="xsd:QName"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
<xsd:element name="addzess">
<xsd:complexType>
<xsd:sequenceX
<xsd:anynamespace="##any" processContents="lax
</xsd:seqlrence>
</xsd:complexType>
</xsd:element>
</xsd:sequence>
</xsd:extension>
</xsd:complexContent>
xsd:complexTypes>
ksd:complexType name="WsdlComplete">
<xsd:complexContent>
<xsdiextension base="r:ServiceDescription">
Kxsd:sequence minOccurs="0">
<xsd:element name="wsdl" type="r:DigitalResource"/>
<xsd:element name="service" type="xsd:QName"/>
<xsd:element name="portType" type="xsd:QName" minOccurs=

JANIVAN
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|On/>

</xsd:sequence>
</xsd:extension>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="X509SubjectName" mixed="true">
<xsd:complexContent mixed="true">
<xsd:extension base="sx:Name"/>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="X509S5ubjectNamePattern" mixed="true">
<xsd:complexContent mixed="true">
<xsd:extension base="r:ResourcePatternAbstract"/>
</xsd:complexContent>
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</xsd:complexType>

<!-- Simple Types -->

<xsd:simpleType name="ProfileCompliance">
<xsd:1list itemType="xsd:QName"/>

</xsd:simpleType>

<xsd:simpleType name="Uuid">
<xsd:restriction base="xsd:string">

<xsd:length value="36"/>

</xsd:restriction>

</xsd:simpleType>

<!-- Attributes -->

<xsd:attribute name="profileCompliance" tvpe="sx:ProfileCompliance"/>

</xsd:schdgma>

A.4 Schema for the Multimedia Extension Namespace

<?xml verdion="1.0" encoding="UTF-8"?>
<xsd:schemna targetNamespace="urn:mpeg:mpeg2l:2003:01-REL-MX-NS"
xmlns:mx="furn:mpeg:mpeg21:2003:01-REL-MX-NS"
xmlns:r="yYrn:mpeg:mpeg21:2003:01-REL-R-NS"
xmlns:dsig="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:xsdq"http://www.w3.0rg/2001/XMLSchema"
elementFormDefault="qualified" attributeFormDefault="ungudalified">
<xsd:injport namespace="urn:mpeg:mpeg2l1:2003:01-REL4SX-NS" schemalocation="[rel-
sx.xsd"/>
<xsd:infport namespace="urn:mpeg:mpeg2l1:2003:0L~REL-R-NS" schemalocation="rjel-
r.xsd"/>
<xsd:infport namespace="http://www.w3.0rg/2000/09/xmldsig#"
schemaLocgtion="http://www.w3.0rg/TR/2002/RE€~xmldsig-core-20020212/xmldsig-clore-
schema.xsd"/>

e
<!-- =3= Rights === -->
e

<xsd:cdmplexType name="Modify">
<xsd:complexContent>

xsd:extension base="x¢{Right"/>
</xqd:complexContent>

</xsd:domplexType>

<xsd:cdmplexType name="Enlarge">
<xsd:complexContenth

xsd:extension’/ base="r:Right"/>
</xqd:complex€entent>

</xsd:domplexType>

<xsd:cdmplexType name="Reduce'">
<xsd:complexContent>

x8dsextension base="r:Right"/>

</X.ud. . \,umt.zlc corrterrt
</xsd:complexType>
<xsd:complexType name="Move'">
<xsd:complexContent>
<xsd:extension base="r:Right"/>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="Adapt">
<xsd:complexContent>
<xsd:extension base="r:Right"/>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="Diminish">
<xsd:complexContent>
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<xsd:extension base="r:Right"/>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="Enhance">
<xsd:complexContent>
<xsd:extension base="r:Right"/>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="Embed">
<xsd:complexContent>
<xsd:extension base="r:Right"/>
</xsd:complexContent>
xsd:complexType>
sd:complexType name="Play">
<xsd:complexContent>
<xsd:extension base="r:Right"/>
</xsd:complexContent>
xsd:complexType>
iksd:complexType name="Print">
<xsd:complexContent>
<xsd:extension base="r:Right"/>
</xsd:complexContent>
<Jxsd:complexType>
ksd:complexType name="Execute">
<xsd:complexContent>
<xsd:extension base="r:Right"/>
</xsd:complexContent>
xsd:complexType>
ksd:complexType name="Install">
<xsd:complexContent>
<xsd:extension base="r:Right'"/>
</xsd:complexContent>
<Jxsd:complexType>
ksd:complexType name="Uninstall">
<xsd:complexContent>
<xsd:extension base="r:Right"/>
</xsd:complexContent>
xsd:complexType>
sd:complexType, hame="Delete">
<xsd:complexContent>
<xsd:exttension base="r:Right"/>
</xsd:cemplexContent>
<Y xsd:complexType>
<ksd:elément name="modify" type="mx:Modify" substitutionGroup="r:right"/>
<ksdrelement name="enlarge" type="mx:Enlarge" substitutionGroup="r:rjght"/>
<
<
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ksdirelement name="reduce" type="mx:Reduce" substitutionGroup="r:right"/>

ksd:element name="move" type="mx:Move" substitutionGroup="r:right"
<xsd:element name="adapt" type="mx:Adapt" substitutionGroup="r:right"/>
<xsd:element name="diminish" type="mx:Diminish" substitutionGroup="r:right"/>
<xsd:element name="enhance" type="mx:Enhance" substitutionGroup="r:right"/>
<xsd:element name="embed" type="mx:Embed" substitutionGroup="r:right"/>
<xsd:element name="play" type="mx:Play" substitutionGroup="r:right"/>
<xsd:element name="print" type="mx:Print" substitutionGroup="r:right"/>
<xsd:element name="execute" type="mx:Execute" substitutionGroup="r:right"/>
<xsd:element name="install" type="mx:Install" substitutionGroup="r:right"/>
<xsd:element name="uninstall" type="mx:Uninstall"

substitutionGroup="r:right"/>
<xsd:element name="delete" type="mx:Delete" substitutionGroup="r:right"/>
<l== ==>
<!-- === Resources === -->
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<= —=>
<!-- Digital Item Resources -->
<xsd:complexType name="DiltemReference">
<xsd:complexContent>
<xsd:extension base="r:Resource">
<xsd:sequence minOccurs="0">
<xsd:element name="identifier" type="xsd:anyURI"/>
</xsd:sequence>
</xsd:extension>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="DiReference'">
<xsd:complexContent>
xsd:extension base="r:Resource">
<xsd:sequence minOccurs="0">
<xsd:element name="identifier" type="xsd:anyURI"/>
</xsd:sequence>
/xsd:extension>
</xqd:complexContent>
</xsd:domplexType>
<xsd:ellement name="diItemReference" type="mx:DiltemReference"
substitutijonGroup="r:resource"/>
<xsd:ellement name="diReference" type="mx:DiReference}
substitutilonGroup="r:resource"/>

<l-- -
<!-- =H= Conditions === -->

<l-- -

<!-- Dijgital Item Conditions -->

<xsd:cdmplexType name="DiCriteria">
<xsd:complexContent>
xsd:extension base="r:Condition">
<xsd:sequence minOccurs="0">
<xsd:element ref="mx:diReference"/>
<xsd:element ref="r:anXmlPatternAbstract" maxOccurs="unbounded"/>
</xsd:sequence>
/xsd:extension>
</xqd:complexContent>
</xsd:domplexType>
<xsd:cdmplexType name="RiPartOf">
<xsd:complexContent>
xsd:extensidnjybase="r:Condition">
<xsd:seguience minOccurs="0">
<xddselement ref="mx:diReference"/>
<xgd:element ref="mx:diReference"/>
</x8d:sequence>
/¥sd<extension>
</xdqddafomplexContent>
</xsd:complexType>
<xsd:element name="diCriteria" type="mx:DiCriteria"
substitutionGroup="r:condition"/>
<xsd:element name="diPartOf" type="mx:DiPartOf"
substitutionGroup="r:condition"/>
<!-- Marking Conditions -->
<xsd:complexType name="IsMarked">
<xsd:complexContent>
<xsd:extension base="r:Condition">
<xsd:sequence minOccurs="0">
<xsd:element ref="r:resource"/>
<xsd:any namespace="##any" processContents="lax"/>
</xsd:sequence>
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</xsd:extension>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="Mark">
<xsd:complexContent>
<xsd:extension base="r:Condition">
<xsd:sequence minOccurs="0">
<xsd:element ref="r:resource"/>
<xsd:any namespace="##any" processContents="lax"/>
</xsd:sequence>
</xsd:extension>
</xsd:complexContent>
<Vxsd:complexType>
<ksd:element name="isMarked" type="mx:IsMarked"
subsfitutionGroup="r:condition"/>
<ksd:element name="mark" type="mx:Mark" substitutionGroup="r:eonditipn"/>
<J'-- Security Conditions -->
<ksd:complexType name="Source">
<xsd:complexContent>
<xsd:extension base="r:Condition">
<xsd:sequence minOccurs="0">
<xsd:element ref="r:principal"/>
</xsd:sequence>
</xsd:extension>
</xsd:complexContent>
xsd:complexType>
ksd:complexType name="Destination">
<xsd:complexContent>
<xsd:extension base="r:Condition">
<xsd:sequence minOccurs="g">
<xsd:element ref="r:principal"/>
</xsd:sequence>
</xsd:extension>
</xsd:complexContent>
<Jxsd:complexType>
ksd:complexType name="Helper">
<xsd:complexContent>
<xsd:extension-base="r:Condition">
<xsd:seguence>
<xgdyelement ref="r:principal" minOccurs="0"
maxOpcurs="unbounded" />
<xsd:element name="wildcard" minOccurs="0" maxOccurs="unbounded">
<xsd:complexType>
<xsd:sequence>
<xsd:element ref="r:anXmlPatternAbstract" minOcgurs="0"

JANIVAN
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maxOpcOrs="unbounded" />
</xsd:sequence>
</xsd:complexType>
</xsd:element>
</xsd:sequence>
</xsd:extension>
</xsd:complexContent>
</xsd:complexType>
<xsd:complexType name="Renderer">
<xsd:complexContent>
<xsd:extension base="r:Condition">
<xsd:sequence>
<xsd:element ref="r:principal" minOccurs="0"
maxOccurs="unbounded" />
<xsd:element name="wildcard" minOccurs="0" maxOccurs="unbounded">
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<xsd:complexType>
<xsd:sequence>

<xsd:element ref="r:anXmlPatternAbstract" minOccurs="

maxOccurs="unbounded" />

</xsd:sequence>
</xsd:complexType>
</xsd:element>
</xsd:sequence>

</xsd:extension>

</xs

d:complexContent>

</xsd:complexType>

<xsd:co

plexType name="ResourceSignedBy">

<xsd

</x9
</xsd:q
<xsd:ell
<xsd:ell
substituti
<xsd:ell
<xsd:ell
substitutil
<xsd:ell
substitutil
<l—-—= Tnx
<xsd:cd
<xsd

</x9
</xsd:d
<xsd:ell
substitutil
<!-- Rs

:complexContent>
xsd:extension base="r:Condition">
<xsd:sequence minOccurs="0">

<xsd:element ref="dsig:CanonicalizationMethod"/>
<xsd:element ref="dsig:SignatureMethod"/>
<xsd:element ref="r:resource"/>

<xsd:element ref="dsig:Transforms" minOccurs="0"A>
<xsd:element ref="dsig:DigestMethod"/>
<xsd:element ref="r:principal"/>

</xsd:sequence>
/xsd:extension>
d:complexContent>
omplexType>
ement name="source" type="mx:Source" substitutionGroup="r:condition
ement name="destination" type="mx:Destindtion"
onGroup="r:condition"/>
ement name="helper" type="mx:Helpex!"\'substitutionGroup="r:condition
ement name="renderer" type="mx:Renderer"
onGroup="r:condition"/>
ement name="resourceSignedBy" type="mx:ResourceSignedBy"
onGroup="r:condition"/>
ansactional Conditions -->
mplexType name="Transactien">
:complexContent>
xsd:extension basez=™tCondition">

<xsd:sequence mino©ccurs="0">

<xsd:elemeng ref="r:serviceReference"/>

</xsd:sequence>
/xsd:extension>
d:complexContent>
omplexType>
ement.name="transaction" type="mx:Transaction"
onGroup="r:condition"/>
source Attribute Conditions -->

<xsd:cd

mplexType name="RequiredAttributeChanges">

<xsd:complexContent>
<xsd:extension base="r:Condition">

<xsd:choice minOccurs="0" maxOccurs="unbounded">

<xsd:element ref="mx:complement"/>
<xsd:element ref="mx:intersection"/>
<xsd:element ref="mx:set"/>
<xsd:element ref="mx:union"/>

</xsd:choice>

</xsd:extension>

</xs

d:complexContent>

</xsd:complexType>
<xsd:complexType name="ProhibitedAttributeChanges">
<xsd:complexContent>
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<xsd:extension base="r:Condition">
<xsd:choice minOccurs="0" maxOccurs="unbounded">
<xsd:element ref="mx:complement"/>
<xsd:element ref="mx:intersection"/>
<xsd:element ref="mx:set"/>
<xsd:element ref="mx:union"/>
</xsd:choice>
</xsd:extension>
</xsd:complexContent>
</xsd:complexType>
<xsd:element name="requiredAttributeChanges"
type="mx:RequiredAttributeChanges" substitutionGroup="r:condition"/>
<ksd:element name="prohibitedAttributeChanges"
typefF"mx:ProhibitedAttributeChanges" substitutionGroup="r:condition"y>
<]'-- Resource Attribute Set Definitions -->
<ksd:element name="complement" substitutionGroup="r:licensePart'>
<xsd:complexType>
<xsd:complexContent>
<xsd:extension base="r:LicensePart">
<xsd:choice minOccurs="0">
<xsd:element ref="mx:complement"/>
<xsd:element ref="mx:intersection'"/>
<xsd:element ref="mx:set"/>
<xsd:element ref="mx:union"/>
</xsd:choice>
</xsd:extension>
</xsd:complexContent>
</xsd:complexType>
xsd:element>
ksd:element name="intersection" sgbstitutionGroup="r:licensePart">
<xsd:complexType>
<xsd:complexContent>
<xsd:extension base=r:LicensePart">
<xsd:choice minOe¢curs="0" maxOccurs="unbounded">
<xsd:element ref="mx:complement"/>
<xsd:element ref="mx:intersection"/>
<xsd:element ref="mx:set"/>
<xsd:element ref="mx:union"/>
</xsd%choice>
</xsdyéxtension>
</xsd:domplexContent>
</xsd:cemplexType>
xsd:elefpent>
ksd:element name="set" substitutionGroup="r:licensePart">
<xsd:complexType>
<xsd:complexContent>
<xsd:extension base="r:LicensePart">
<xsd:sequence>
<xsd:any namespace="##any" minOccurs="0"
maxOccurs="unbounded" />
</xsd:sequence>
<xsd:attribute name="definition" type="xsd:anyURI"
use="optional"/>
</xsd:extension>
</xsd:complexContent>
</xsd:complexType>
</xsd:element>
<xsd:element name="union" substitutionGroup="r:licensePart">
<xsd:complexType>
<xsd:complexContent>

JANIVAN
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<xsd:extension base="r:LicensePart">
<xsd:choice minOccurs="0" maxOccurs="unbounded">

<xsd:element
<xsd:element
<xsd:element
<xsd:element
</xsd:choice>
</xsd:extension>
</xsd:complexContent>
</xsd:complexType>
</xsd:element>
</xsd:schema>

ref="mx:
ref="mx:
ref="mx:
ref="mx

complement"/>
intersection"/>
set"/>

:union"/>
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Annex B
(normative)

Country, region, and currency Qualified Names

B.1 Namespace URI structure

The namespaces of the Qualified Names defined in this Annex shall be identified by a URI of the form
npeg:mpeg21:2003:01-REL-SX-NS: YYYY: TYPE, where YYYY indicates any year after or including
and TYPE, which is either country, region, or currency, indicates the type of Qualifigd Names the
Space contains.

urn:

2003
name

currencies are
s an algorithm

NOTE In order to support the consistent meaning of Licenses over time, countries,.regions, and
indicaled by Qualified Names. Utilizing the facilities provided by ISO 3166 and I1SO 4217 cthis’ Annex defing
for gemerating a number of such Qualified Names, grouped into a number of namespaces:

B.2 Country Qualified Names

The Igcal part of the country Qualified Names defined in this Annexds-the 1ISO 3166-1 country codgle.

The |country namespace urn:mpeg:mpeg21:2003:0L-REL-SX-NS:2003:country cpntains one
Qualified Name for each ISO 3166-1 country code in use during 2003. The other country namespaces defined
n 1ISO 3166-1

ning that the
ISO 3166-1 country code corresponding to thelocal part of ¢ had during the year corresponding to the
namespace of g.

Qualified names from the urn:mpegimpeg21:2003:01-REL-SX-NS:2003:country name
be usgd to refer to a country whenever possible. In the event it is not possible to use a Qualifig
this namespace, the Qualified Name from the namespace with the earliest yyyy value and still r¢
desirgd country should be usédinstead. If neither of these is possible, any Qualified Name rg

Epace should
d Name from
bferring to the
ferring to the

desired country may be used.

B.3 Region Qualified Names

The Igcal part ofithe region Qualified Names defined in this Annex is the ISO 3166-2 region code

bne Qualified
efined in this
ISO 3166-2

contain _one Qualified Name for each 1SQ 3166-2 region code that appears in an
publication during the respective year.

The meaning of any region Qualified Name ¢ defined in this Annex is the same as the meaning that the ISO
3166-2 region code corresponding to the local part of ¢ had during the year corresponding to the namespace
of g.

Qualified names from the urn:mpeg:mpeg21:2003:01-REL-SX-NS:2003:region namespace should be
used to refer to a region whenever possible. In the event it is not possible to use a Qualified Name from this
namespace, the Qualified Name from the namespace with the earliest Yyyy value and still referring to the
desired region should be used instead. If neither of these is possible, any Qualified Name referring to the
desired region may be used.
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B.4 Currency Qualified Names

The local part of the currency Qualified Names defined in this Annex is the ISO 4217 currency code.

The currency namespace urn:mpeg:mpeg21:2003:01-REL-SX-NS:2003:currency contains one
Qualified Name for each ISO 4217 currency code in use during 2003. The other currency namespaces
defined in this Annex contain one Qualified Name for each ISO 4217 currency code that appears in an ISO

4217 publication during the respective year.

The meaning of any currency Qualified Name ¢ defined in this Annex is the same as the meaning that the
ISO 4217 currency code corresponding to the local part of ¢ had during the year corresponding to the

namespace g

/R

Qualified names from the urn:mpeg:mpeg21:2003:01-REL-SX-NS:2003:currency namespace ghould

be used to re
this namesp3
desired curre
desired curre

hcy may be used.

fer to a currency whenever possible. In the event it is not possible to use a Qualified/Namg from
ce, the Qualified Name from the namespace with the earliest YYyy value and still referring [to the
hcy should be used instead. If neither of these is possible, any Qualified Name referring fo the
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Annex C
(informative)

Simplified equality algorithm

General

are a number of technigues that can be used to efficiently test for equality without havi

ng to actually

invok
that t
whetH
be ca
know
latitud
actua
wheth
leads
comn
cases
equal

e the full Schema Centric Canonicalization algorithm. If the schemas in question are rejat
heir structure can be compiled into or otherwise cached by an application, then theya
er two pieces of XML are Equal or not is straightforward to implement efficiently and)might
rried out at the application object model layer. However, if the schemas involvedyare not
N, then the task of assessing equality is much more complicated and subtle: considerable
e exists in XML Schema wherein possibly quite different XML Information’ Sets are ¢
ly convey the same information. Fortunately, in many of the common cases, it is possible
er two pieces of XML are Equal or not without retrieving and processing-the associated s
to the possibility to develop a number of auxiliary algorithms, likely“differing in exactly
on cases they cover, that result in Equal or not Equal for the cases\they cover and indeter
they do not cover. One of these possible auxiliary algorithms' is presented here (em
Quickltem function defined below) in the belief that it will be ‘ef-broad general utility. Note,

the p

deter

C.2

The €
not E
be E(
under
equal

If « apd g are different kinds ofiinformation items, then not Equal is returned.

If « apd g are both elementiinformation items, then the following steps are considered in order:

e
to su:kport the same set of common cases supported by this algorithm. If this algorithm

sentation of this algorithm is not intended to have any npormative impact. Applications are
ination of Equal from the normative definition of Equalin 6.1, the normative definition previ
The equalQuickiltem function

qualQuickltem function takes two information items, « and g, as inputs and yields either thg
qual, or indeterminate according to whether it determines that the information items can be
ual or not or that an evaluation by a mere comprehensive algorithm is necessary. Let the n

stood to represent the value of-the property whose name is y of the information item
Quickltem function is defined as fellows.

a[namespace.name] is not identical to f[namespace name], then not Equal is returned.
oflocal hame] is not identical to fflocal name], then not Equal is returned.

he’sets afattributes] and fSattributes] are examined to define the value attributesldentical(

ively fixed so
ssessment of
very naturally
so intimately
flexibility and
onsidered to
to determine
chemas. This
which set of
minate for the
podied in the
however, that
not required
differs in its
hils.

result Equal,
Hetermined to
btation x[y] be
x. Then the

).

a) |
b) If
c) T
1
2
3
© IS0/

)

attributesldentical(«, f) is Equal.

Otherwise, if ofattributes] contains a member « and Aattributes] contains a member
a[namespace name] is identical to sJ[namespace name] and a[local name] is identical to

)

If a permutation p of Mlattributes] exists such that equalQuickList(ofattributes], p) is Equal, then

b where both
b[local name]

then, if equalQuickltem(a, ) is not Equal or indeterminate, then attributesldentical(«, ) is not Equal

or indeterminate, respectively.

attributes in the DTD or schema.
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d) The ordered lists ofchildren] and g[children] are examined to define the value childrenldentical(«, f). Let a
be the subsequence of ofchildren] and b be the subsequence of S[children] consisting of only the element
and character information items therein (thus, comment, processing instruction, and unexpanded entity
reference items are ignored, just as they are by XML Schema).

1) If equalQuickList(a, ») is Equal, then childrenldentical(e, f) is Equal. That is, an exact match
guarantees equality.

2) Otherwise, let A and B be, respectively, the subsequences of a and b containing only element
information items. If there does not exist a permutation p of 5 such that equalQuickList(a, p) is Equal
or indeterminate, then chlldrenldentlcal(a p)i is not Equal. That is, because the potential eX|stence in

the

type
no s

3) Othg

the
whid

4) Othg

chilgd
cong
cons

5) Oterwise, if at least one of @ and b contains any element information items and at least one of

con
s0)

Aqt
a ar
char

elenpent item and the start or end of the list as the case may be. If there exists any A

corr
Equ

6) Othgrwise, childrenldentical(e, f)is-indeterminate.

e) If either
returned
f)  Otherwis

then inde

g) Otherwis

If «and S are

mixed, we must allow for potent|al reordering of the elements in comparing for equallty
ch reordering can be made to work, then we can know for certain that no equality is possik

rwise, if one of the lists a and 5 is empty and the other contains only character infesmation
childrenldentical(«, f) is indeterminate, since the schema might indicate a default content
h is Equal to the non-empty list.

rwise, if both of the lists a« and b contain only character,information items,
renldentical(e, p) is the value returned by equalQuickSimple(as,b;” false). Element c

ervatively evaluated as such.
ins any non-whitespace character information items, then(the content type must be mixe

et the character information items in @ and b be divided respectively into sequences of su
hrough A, and B, through B, such that k-1 is the number of element information items in e

d b (necessarily the same due to d)2) above)rand any given A; or B; consists of all
acter items in order in a or b that are separdted therein by two consecutive element items

psponding B; such that equalQuickList(4;, B;) is not Equal, then childrenldentical(a, 5)
bl. That is, the characters used in mixed content must match exactly.

pttributesldentical(«, f).is-hot Equal or childrenldentical(«, f) is not Equal, then not Eq

b, if either attributesldentical(e, p) is indeterminate or childrenldentical(e, ) is indeterm
terminate is.returned.

b, Equal is'returned.

beth-attribute information items, then the following steps are considered in order:

ntent
But, if
le.

tems,
value

then
bntent

isting entirely of characters might be an occurrence of the use_of 'simple types and so myist be

aorb
), and
b-lists
hch of
those

or an

; and

s not

ual is

inate,

a) If gfnamespace name] is not identical to Sflnamespace name], then not Equal is returned.

b) If oflocal

c) Otherwis

name] is not identical to fflocal name], then not Equal is returned.

e, equalQuickSimple(a[normalized value], Slnormalized value], true) is returned.

If « and g are both character information items:

a) If ofcharacter code] is the same as fcharacter code], then Equal is returned.

b) Otherwis

e, not Equal is returned.

Otherwise, indeterminate is returned.
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The equalQuickList function

The equalQuickList function takes as input two ordered lists of information items « and f and returns Equal,
not Equal, or indeterminate as follows.

a)

b)

c)

d)

c4

It is intended that equalQuickSimple embody the appropriate comparison tests for a sequence
that are either known to be or might potentially be the data consisting of a simple type. The equa

Qtherwise, Equal is returned.

If the size of « differs from the size of g, then not Equal is returned.

The equalQuickSimple function

If there exists any member a of « and corresponding member b of g such that equalQuickltem(a, b) is not
Equal, then not Equal is returned.

If there exists any member « of « and corresponding member 5 of g such that equalQuickltem(a, b) is
ifdeterminate, then indeterminate Is returned.

of characters

IQuickSimple

functipn takes as input two sequences of character information items ¢ and g and a boolean |y and returns

Equal, not Equal, or indeterminate as follows.

a)

b)

c)

Qtherwise, if yis false, then indeterminate, is.returned.

1 equalQuickList(«, f) is Equal, then Equal is returned. Thatds,\an exact match guarantees ¢

quality.

Qtherwise, if yis true, then indeterminate is returned. Jf~¢zand g are not identical, then their fanonicalized
IIxicaI representations still might be. A more elaborate’implementation might perhaps consider each of
tihe various data types and their possible canonicalized lexical representations in ordef to in some
sjtuations eke out a not Equal instead of indeterminate, but such is not elaborated here.
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Annex D
(informative)

Example Rights Expressions

D.1 Overview of examples

This annex p
two examples

The two exar
illustrate how

Annex.

It is worth nofing that the business model presented here does not come at the cost of-stich Rights Expr
to make it impossible for an otherwise-capable resource-constrained-device to participate
n end user device. On the contrary, the end user License lends itself’very well to a num
(for instance, compression of the License or targeted interpretation) that would make

complexity as
scenario as 4

optimizations

nples, when taken together, demonstrate some of the most typical features of the langua
those features can enable the business model that is presented throughout thé~course

participation mot only possible, but exceedingly practical as well.

Interpretation
License, but

constrained d

designer will
desired level

There are fol
resource limif

Acme mainta
old personal

pf functionality.

r actors in the following examples: AcmeAlice, John, and Xin. To gain some perspective
ations related to each of the actors, it may help to consider what devices each of them ma
ns a music club. It may be sponsoredddy a consortium of authors and run a web site on a

of the distribution License is somewhat more involvedythan interpretation of the end
this is the trade-off for increased functionality. While some of the most highly resource-
evices may have difficulty supporting the functionality. of the distribution License, a good s
typically direct such functionality toward those..devices that have sufficient resources f

computer with a 100 MHz processor. Alice is a digital item author. She may have a pe

resents both a simple end-user license example and a richer, distribution license example. The
are related in that the simple end-user license is issued pursuant to the distribution licensg.

and
f this

ssion
in the
ber of
such

user

ystem
br the

bn the
have.
Single
sonal

Y

computer thaf she uses to check her e-mail and run her favourite authoring applications. John is an end user

who wishes t

cell phone us
bandwidth, st

D.2 Simpl

Alice's Digita
Digital Item.

<?xml verg

<r:license
r="urn:mpeg:mpeg2l:2003:01-REL-R-NS"

xmlns:
xmlns:
xmlns:
xmlns:
xmlns:

sx=""
mx=""

prage, and processar power available to it.

b end-user License example

Item has~identifier urn:grid:al-abcde-1234567890-f. John wishes to experience 4
in provides the following License to John allowing him to play the Digital Iltem during 2003:

0o="1.0" encoding="UTF-8"7?>

urn:mpeqg:mpeg2l1:2003:01-REL-SX-NS"
urn:mpeqg:mpeg2l:2003:01-REL-MX-NS"

dsig="http://www.w3.0rg/2000/09/xmldsig#"
xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xsi:schemalocation="urn:mpeg:mpeg21:2003:01-REL-MX-NS rel-mx.xsd">
<r:grant>
<r:keyHolder licensePartId="John">

<

92

r:info>
<dsig:KeyValue>
<dsig:RSAKeyValue>
<dsig:Modulus>KtdToQQyzA==</dsig:Modulus>

© ISO/IEC 2004 — All rights reserved
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<dsig:Exponent>AQABAA==</dsig:Exponent>
</dsig:RSAKeyValue>
</dsig:KeyValue>
</r:info>
</r:keyHolder>
<mx:play/>
<mx:diReference>
<mx:identifier>urn:grid:al-abcde-1234567890-f</mx:identifier>
</mx:diReference>
<r:validityInterval>
<r:notBefore>2003-01-01T00:00:00</r:notBefore>
<r:notAfter>2004-01-01T00:00:00</r:notAfter>
</r:validityInterval>

<fr:grant>
<|l--The license is issued by Xin, the distributor.-->
<f:issuer>

<r:keyHolder licensePartId="Xin">
<r:info>
<dsig:KeyValue>
<dsig:RSAKeyValue>
<dsig:Modulus>X039gq99yzA==</dsig:ModGlus>
<dsig:Exponent>AQABAA==</dsig:Exponent>
</dsig:RSAKeyValue>
</dsig:KeyValue>
</r:info>
</r:keyHolder>
<Jr:issuer>
|l icense>

Lookihg closely at the License above, we observerthat it has two parts: an r:grant and an 1f:issuer, as

shown in the skeletal License outline below.

<r:

</r:

The

lficense ...>

<f:grant>

<r:keyHolder licensePak¥tId="John">...</r:keyHolder>
<mx:play/>

<mx:diReference> .7 »/mx:diReference>
<r:validityInterval>...</r:validityInterval>
<fr:grant>
<f:issuer>

<r:keyHoldepy licensePartId="Xin">...</r:keyHolder>
<Jr:issuerx
l icense>

igsueris Xin. (Note: It is assumed for the purposes of this License that the authenticity and iptegrity of the

Licenge are determlned by other means. For |nstance if Xin owns the cell phone network that John is on, it is

very

the
The

a)
b)

c)

d)

es. Optionally,
Llcense could have been S|gned |nS|de the r:issuer to guarantee the authent|C|ty and integrity inline.)
r:grant has four parts:

The r: keyHolder identifies that John is being granted the rights.
The mx : play identifies the right that John is being granted.

The mx:diReference identifies the Digital ltem, urn:grid:al-abcde-1234567890-f, to which
John is being granted rights.

The r:validityInterval identifies the time interval, 2003, during which John is allowed to play the
Digital Item.
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D.3 Distribution License example

In order to issue the end user License shown in D.2, Xin needs to have a License from Alice to do so. Alice,
however, does not want to give Xin a separate License for each possible person to whom he may want to
issue. Instead, she prefers to give Xin one License that allows him to issue to any number of people. In doing

S0, she also wants to constrain her License in the following ways:

Each time Xin issues a License including an r: grant pursuant to her License, Xin must pay her $1.

The r:grant elements that Xin includes in the Licenses he issues pursuant to her License must have
the exact Right, play, for an exact Resource (her Digital Iltem with identification urn:grid:al-abcde-

1234567890-1f) under an exact Condition (that playing occurs during 2003).

The r:g
grants to

Alice gives Xin the following License:

<?xml verdion="1.0" encoding="UTF-8"?>

<r:licensqg

xmlns:r="yYrn:mpeg:mpeg2l:2003:01-REL-R-NS"
xmlns:sx="lurn:mpeg:mpeg2l:2003:01-REL-SX-NS"
xmlns:mx="lurn:mpeg:mpeg2l1:2003:01-REL-MX-NS"
xmlns:dsig="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:xsig"http://www.w3.0rg/2001/XMLSchema-instanéte"
xsi:schemglLocation="urn:mpeg:mpeg21:2003:01-REL-MX>NS rel-mx.xsd">

94

<r:granft>
<r:

florAll varName="AcmeMusicClubMember!'>
r:propertyPossessor>
<sx:propertyUri definition="w¥n:acme:musicClubMember"/>
<r:trustedRootIssuers>
<r:keyHolder licenseParfId="Acme">
<r:info>
<dsig:KeyValtie>
<dsig:RSAKeyValue>
<dsig:Modulus>aaaMiccyzA==</dsig:Modulus>
<dgig:Exponent>AQABAA==</dsig:Exponent>
</dsig:RSAKeyValue>
</dsirg:KeyValue>
</r{imfo>
</r:keyHolder>
</r:t¥ustedRootIssuers>
/r:propertyPossessor>

</r:iforaAII>

<r:

HeyHodder licensePartId="Xin">
rainfo>

rant elements that Xin includes in the Licenses he issues pursuant to her License muyst be
Principals who are members of Acme music club at the time he issues the Licenses:

<dsig:KeyValue>
<dsig:RSAKeyValue>
<dsig:Modulus>X03j9g99yzA==</dsig:Modulus>
<dsig:Exponent>AQABAA==</dsig:Exponent>
</dsig:RSAKeyValue>
</dsig:KeyValue>
</r:info>

</r:keyHolder>

<r:
<r:

issue/>

grant>

<r:principal varRef="AcmeMusicClubMember" />
<mx:play/>

<mx:diReference>

© ISO/IEC 2004 — All rights reserved


https://iecnorm.com/api/?name=dcac03ce6665fc1db7ee626c690746b1

ISO/IEC 21000-5:2004(E)

<mx:identifier>urn:grid:al-abcde-1234567890-f</mx:identifier>
</mx:diReference>
<r:validityInterval>
<r:notBefore>2003-01-01T00:00:00</r:notBefore>
<r:notAfter>2004-01-01T00:00:00</r:notAfter>
</r:validityInterval>
</r:grant>
<sx:feePerUse>
<sx:rate>
<sx:amount>1.00</sx:amount>
</sx:rate>
<sx:to>
<!=-This is Alice's bank account information.-->
<sx:aba>
<sx:institution>139371581</sx:institution>
<sx:account>111111</sx:account>
</sx:aba>

</sx:to>
</sx:feePerUse>
<fr:grant>
<|'--The license is issued and signed by Alice, the @author.-->
<f:issuer>

<dsig:Signature>
<dsig:SignedInfo>
<dsig:CanonicalizationMethod
Algorithm="http://www.w3.0rg/TR/2001/REC-xml1-c14n-200103L5"/>
<dsig:SignatureMethod
Algorithm="http://www.w3.0r§/2000/09/xmldsig#rsa-shal"/>
<dsig:Reference>
<dsig:Transforms>
<dsig:Transform Algorithm=
"urn:mpeqg:mpeg21:2003:01-REL-R-NS:licenseTransform| />
</dsig:Transforms®
<dsig:DigestMethod
Algorithm="kttp://www.w3.0rg/2000/09/xmldsig#shal"/>
<dsig:DigestValue>Jk9QbKOQC0941tTExbjl/Q==</dsig:DigestVhalue>
</dsig:Refexente>
</dsig:SignedInfo>
<dsig:SignatureValue>DFggOhh500==</dsig:SignaturevValue>
<dsig:KeyInfo>
<dsigyKeyValue>
<dsig:RSAKeyValue>
<dsig:Modulus>gOyMiccyzA==</dsig:Modulus>
<dsig:Exponent>AQABAA==</dsig:Exponent>
</dsig:RSAKeyValue>
</dsig:KeyValue>
</dsig:KeyInfo>
</dsig:Signature>
</r:issuer>

</r:license>

Looking closely at the License above, we observe that it has the same two high-level parts as the end user
License: an r:grant and an r:issuer, as shown in the following skeletal License outline.

<r:license ...>

<r:grant>
<r:forAll varName="AcmeMusicClubMember">...</r:forAll>
<r:keyHolder licensePartId="Xin">...</r:keyHolder>
<r:issue/>
<r:grant>
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