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Foreword

ISO (the

International Organization for Standardization) and

IEC (the International

Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and non-gov
technology, |

International
The main ta
Standards ad

an Internation

Attention is d
rights. ISO ar

ISO/IEC 210(
Subcommitte

ISO/IEC 210(
framework (M
Part 1: V]
Part 2: D
Part 3: D

Part 4:

-~

n
Part 5: R
Part 6: R
Part 7: D

'K

Part 8

brnmental, in liaison with 1ISO and IEC, also take part in the work. In the field of inforn
50 and IEC have established a joint technical committee, ISO/IEC JTC 1.

Standards are drafted in accordance with the rules given in the ISO/IEC DirectivesyPart 2.
5k of the joint technical committee is to prepare International Standards::Draft Interns
opted by the joint technical committee are circulated to national bodies forwoting. Publicat

al Standard requires approval by at least 75 % of the national bodies gasting a vote.

rawn to the possibility that some of the elements of this document'may be the subject of
d IEC shall not be held responsible for identifying any or all sueh-patent rights.

0-4 was prepared by Joint Technical Committee ISO/NEC JTC 1, Information techn
b SC 29, Coding of audio, picture, multimedia and hypermedia information.

0 consists of the following parts, under the general title Information technology — Multii
(PEG-21):

ision, Technologies and Strategy [Technical.Report]

igital Item Declaration

igital Item Identification

tellectual Property Management and Protection Components
ights Expression Langtiage

ights Data Dictionary

igital ltem-Adaptation

eference Software

hation

tional

on as

patent

plogy,

media

=

Part 9:

In ot

T

Vi

TC—T OrTr1at

Part 10: Digital Item Processing

Part 11: Evaluation Tools for Persistent Association Technologies [Technical Report]
Part 12: Test Bed for MPEG-21 Resource Delivery [Technical Report]

Part 15: Event Reporting

Part 16: Binary Format

Part 17: Fragment Identification of MPEG Resources
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The following parts are under preparation:
— Part 14: Conformance Testing

— Part 18: Digital Item Streaming
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Introduction

The appetite of end users for content and the accessibility of information is growing at an incredible pace.
Access devices with a wide range of terminal and network capabilities are becoming an integral part of end
users’ lives; furthermore, these devices are used in different locations and environments. As yet, users are not
sufficiently empowered with the necessary tools to deal efficiently with the intricacies of this new multimedia
usage environment.

The enabling
media for pe
amateur mus
same concer
based on con
privacy prote

Such develogq

of “ease of use” is becoming increasingly important as individuals produce more and more
'sonal use and for sharing among family and friends (as is evidenced by the large Aum
ic, photo and media sharing web sites). These amateur “content providers” have ‘many
Ns as commercial content providers, including management of content, re-putposing of ¢
sumer/device capabilities, protection of rights, protection from unauthorized-access/modifig
ction for providers and consumers, etc.

existing business models for trading physical goods. Such new business models mean that the boun

between the
video (visual
difficult to idg
solutions are
integrated an

With this mot
augmented u
ISO/IEC 210(
the Multimed

jelivery of audio sound (music and spoken word), accompanying.artwork (graphics), text (I
and synthetic spaces will become increasingly blurred. Indeed, it is becoming more and
ntify the different intellectual property rights that are associated with multimedia content
required to manage the access and delivery process of these different content types
H harmonized way, entirely transparent to the user of multimedia services.

se of multimedia resources across a wide range of networks and devices. This fourth f

a Framework over heterogeneous access and delivery infrastructures. It specifies compd

for Intellectu
facilitate the

Property Management and Protection;(IPMP) applied to Digital Items (see ISO/IEC 2100(

I
1xchange of governed content between peers.

digital
ber of
bf the
bntent
ation,

ments provide new models for distributing and trading digital content electronically in addifion to

Haries
yrics),
more

New
in an

vation, the ISO/IEC 21000 MPEG-21 MultimediayFramework aims to enable the transparent and

art of

0 aims to address the need for effectivesmanagement and protection of intellectual propgrty in

nents
-2) to

viii
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Information technology — Multimedia framework (MPEG-21) —

Part 4:
Intellectual Property Management and Protection Components

1 §

This {
DIDL
mana

The |
identi
satisf

ycope

document. It purposely does not specify protection measures, keys; key manag

PMP DIDL encapsulates and protects a part of the hierarchy of & Digital Item, and associats
ication and protection information with it. The description of IPMP governance and tools
IPMP for a Digital Item or its parts to be accessed.

ormative references

art of ISO/IEC 21000 specifies how to include IPMP information and protectédyparts of Digjtal Items in a

ement, trust

gement, encryption algorithms, certification infrastructures or other_components that would also be
needgd as part of a complete IPMP solution.

s appropriate
s required to

The following referenced documents are indispensable for the application of this documenpt. For dated
nces, only the edition cited applies. Fer undated references, the latest edition of the referenced

refer
docu

ISO/II

W3C
4 Feb

W3C
280

W3C
280

ent (including any amendments) applies:

C 21000 (all parts), Information technology — Multimedia framework (MPEG-21)

EC-xmlI-20040204, Extensible” Markup Language (XML) 1.0 (Third Edition), W3C Recpmmendation

ruary 2004, available at <http://www.w3.0rg/TR/2004/REC-xm|-20040204>.

EC-xmlschema-1-20041028, XML Schema Part 1: Structures Second Edition, W3C Recpmmendation

tober 2004

EC-xmlischema-2-20041028, XML Schema Part 2: Datatypes Second Edition, W3C Recpmmendation
tober 2004

IETF RFC 2616, Hypertext Transfer Protocol — HTTP/1.1, IETF Request for Comments: 2616, June 1999

XMLDSIG, XML-Signature Syntax and Processing, W3C Recommendation, 12 February 2002, available at

<http:

/Iwww.w3.org/TR/2002/REC-xmldsig-core-20020212>.
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3 Terms and definitions, symbols, abbreviated terms

3.1 Terms and definitions
For the purposes of this part of ISO/IEC 21000, the following terms and definitions apply.

3141

contents

part of the hierarchy of a Digital Item, which may be an embedded resource or a section of the DIDL structure
itself, which may be governed and subject to protection

31.2
protection
technical measures for the preservation of confidentiality, integrity and/or availability

313

governance
specification pf and compliance with constraints imposed by a user on creation, distribution, processing and
other actions [on Digital ltems (including its parts: DID, resources and metadata)

314
representation
specification pf normative syntax and semantics of XML elements and attfibutes representing the entifies of
the DID Modgl, providing for the expression of a Digital Item in XML

3.1.5
peer
device or apglication that compliantly process SPS a Digital Item

[ISO/IEC 21000-1:2004]
NOTE A peer is a device or application that compliantly processes a Digital Item.

3.1.6
license rights expression
expression that is created by principals.to.conditionally or unconditionally permit the same or other principals
to perform rights upon resources

[ISO/IEC 210P0-5:2004]

31.7

principal

system entity|defined by an r: principal

[ISO/IEC 210p0<5:2004]

3.1.8

conditionally

in @ manner subject to a condition
[ISO/IEC 21000-5:2004]

3.1.9
unconditionally
unconditionally as defined in ISO/IEC 21000-5 in a manner not subject to a condition

[ISO/IEC 21000-5:2004]

2 © ISO/IEC 2006 — All rights reserved
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3.1.10
clear
in an unprotected form (see 3.1.13)

3.1.11
governed
subject to governance (see 3.1.3)

3.1.12
protected
subject to protection (see 3.1.2)

3.1.1
ungoyerned
not sybject to governance (see 3.1.3)

3.11
unprotect
the aythorized removal of protection (see 3.1.2)

3.141
unprotected
not sybject to protection (see 3.1.2)

3.2 (Symbols and abbreviated terms
For tHe purposes of this part of ISO/IEC 21000, the following symbols and abbreviated terms apply.

3.21
DI
Digita Item

3.2.2
DID
Digitall Item Declaration [ISO/IEC 21000-2]

3.23
DIDL
Digital Item Declaration kanguage [ISO/IEC 21000-2]

3.24
DI
Digital Item Idéntification [ISO/IEC 21000-3]

3.25
IPMP
Intellectual Property Management and Protection

3.2.6
MPEG
Moving Picture Experts Group

3.2.7
MIME
Multipurpose Internet Mail Extensions

3.2.8

RDD
Rights Data Dictionary [ISO/IEC 21000-6]

© ISO/IEC 2006 — All rights reserved 3
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3.2.9
REL

Rights Expression Language [ISO/IEC 21000-5]

3.2.10
URI

Uniform Resource Identifier [[IETF RFC 3986]

3.2.11
URL

Uniform Resource Locator [IETF RFC 3986]

3.2.12
XML

Extensible Markup Language [W3C REC-xmlI-20040204]

4 IPMPC
4.1
This part of |

each compor

Syntax: |

Semanti

Informati

4.2 Overv

The aim of IS
controls on th

It exists in tw

allowing
documer

These ar

IPMH

Organiization of the specification

IPMP Digital Item Declaration\Language, which provides for a protected Representation of the DID

omponents Overview

SO/IEC 21000 describes the IPMP Components of the ISO/IEC21000 standard. In sequ
ent is described by the following subclauses:

Normative XML specification of the tool.
: Normative definition of the semantics of all the components of the corresponding tool.

ve examples: Optionally, an informative subglause giving examples of description.

ew of IPMP Components

O/IEC 21000-4 Intellectual Property Management and Protection (IPMP) Components is to
e flow and usage of Digital Items throughout their lifecycle.

D parts:

DID hierarchy which is encrypted, digitally signed or otherwise governed to be included in
t in a schematically valid manner.

e covered in'clauses;

P Digital Iltem Declaration Language Overview (clause 5),

ence,

allow

model,
A DID

Proc

IPMP Digital Item Declaration Representation (clause 6), and

(informative)

essing IPMP DIDL Elements (Annex D)

of this part of ISO/IEC 21000.

content,

including tools, mechanisms and licenses. The IPMP

IPMP Information schemas, defining structures for expressing information relating to the protection of
information part specified

in

ISO/IEC 21000-4 is flexible enough to signal protection information for the digital media which is NOT

declared

by DIDL model as well.
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ese are covered in clauses;
IPMP Information Descriptor (clause 7), and

IPMP General Information Descriptor (clause 8)

of this part of ISO/IEC 21000.

4.3

4.3.1

Relationship between IPMP Components and other parts of ISO/IEC 21000

Introduction

The f
ISO/I
Multin
achie
Comg

4.3.2

The [
are u
Fram
ltems|

As a

undamental unit of transfer in the MPEG-21 Multimedia Framework is the Digital ltef.

hedia Framework. It is therefore crucial to understand the relationship between the| parts
be an interoperable framework. The following subclauses describe the relation bsg
onents and the other parts of ISO/IEC 21000.

Digital Item Declaration (DID) specification (ISO/IEC 21000-2) definesentities in the DID
5ed to unambiguously express the structure and content of a Digital Item in the MPEG-2
bwork. The Digital Item Declaration Language (DIDL) provides-a normative Representat
using XML, defined by DIDL elements and attributes which.correspond to entities in the DII

Digital ltem expressed in DIDL is a clear XML document, the Contents of a Digital Iten

entire

be er
repre

4.3.3

ISO/I
ltems|
DIDL
IPMP
must

4.3.4

ISO/I
expre|
conce

Digitall
Item}
DID

odel. Each of these IPMP DIDL elements isqintended to link a corresponding DIDL element (which may

y in DIDL are exposed. IPMP Components provides,an alternative normative Representati
Items that require protection through IPMP governance. This Representation is termed the
eclaration Language (IPMP DIDL), and defines governed XML elements corresponding to

crypted) with information about the governance, so that the Digital Iltem or part of Dig
bented is used in accordance with the Digital Iltem author’s wishes.

EC 21000-3 (DII) specifies thetsyntax and semantics of identifiers that can be associate
and parts thereof, by inclusion in a specific place within the Digital ltem structure. Since the
to govern parts of DigitalMtem may hide, or prevent access to identifiers located within t
DIDL specifies a location for such DIl identifiers to be placed when the IPMP-governed h
be identifiable (for@xample, from an REL License that references the governed content).

FC 21000-5 (REL) specifies the syntax and semantics of a Rights Expression Lang
ssesAhe rights a User may have to act on assets, such as Digital Items or parts thereof. (
pt/in-REL is the License. A License is defined as an expression that is created by

The parts of

EC 21000 deal with different aspects of Digital ltems, and together facilitate the compl¢te MPEG-21

to be able to
tween IPMP

Relationship between IPMP Components and ISO/IEC 21000-2 Digital' ltem Declaration

model, which
1 Multimedia
on for Digital
D model.

represented
bn for parts of

IPMP Digital
entities in the

tal Item thus

Relationship between IPMP Components and ISO/IEC 21000-3 Digital Item Identificgtion

d with Digital
use of IPMP
nat hierarchy,
erarchy itself

Relationship-between IPMP Components and ISO/IEC 21000-5 Rights Expression Language

uage, which
Dne important
Principals to

Cond

tionally or Unconditionally permit the same or other Principals to perform Rights upon reso

rces.

IPMP defines how rights expressions, protected or unprotected, can be unambiguously associated with their
target. In particular, rights expressions can be associated to Digital Iltems in four different ways. They can:

R

Be included in a Digital Item
Be referenced from within a Digital Item

Be referenced from within a Digital Item via a license service

eference the Digital ltem from the rights expression

IPMP also defines how to specify the location from which applicable licenses can be retrieved and the method
or process for acquiring them.
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4.3.5 Relationship between IPMP Components and ISO/IEC 21000-7 Digital ltem Adaptation

The Digital ltem Adaptation specification (ISO/IEC 21000-7) specifies metadata that is used to guide the
adaptation of Digital ltems and their component resources. While ISO/IEC 21000-5 and ISO/IEC 21000-6
provide tools to permit playing, modifying, and adapting Digital Items and their component resources with
coarse control, ISO/IEC 21000-7 provides tools for use with ISO/IEC 21000-5 to enable finer-grained control
over the changes that can occur. Since it is the aim of IPMP Components to allow control on the flow and
usage of Digital Items throughout their lifecycle, it is important to maintain the integrity of this metadata and
ensure that it is not tampered with. Furthermore, ISO/IEC 21000-7 also specifies potentially sensitive
metadata that is used to personalize Digital Items for particular Users, including end-user information and
preferences. The protection of such metadata contained within a Digital Item is also achieved by the IPMP
Components specification

4.4 Namespaces and conventions

441 Namgspaces

The IPMP DIDL namespace shall be urn:mpeg:mpeg21:2004:01-IPMPDIDL-NS, The IPMP Information
Descriptor and General Information Descriptor namespace shall be urn:mped:mpeg21:2004:01-
IPMPINFO-NS.

4.4.2 Namespace conventions

Throughout this part of ISO/IEC 21000, Qualified Names are written with a namespace prefix followed by a
colon followed by the local part of the Qualified Name.

For clarity, throughout this part of ISO/IEC 21000, consistent:namespace prefixes are used. Table 1|gives
these prefixe$ and the corresponding namespace.

Table 1 — Mapping of prefixes to,\namespaces in examples and text

Prefix Corresponding namespace

ipmpdildl urn:mpeg:mpeg2l1:2004:01-IPMPDIDL-NS
ipmpinjfo urnimpeg:mpeg21:2004:01-IPMPINFO-NS

didl urn:mpeg:mpeg2l1:2002:02-DIDL-NS

didmodel urn:mpeg:mpeg2l1:2002:02-DIDMODEL-NS

dii urn:mpeqg:mpeg21:2002:01-DII-NS

r urn:mpeg:mpeg2l:2003:01-REL-R-NS

xsd http://www.w3.0rg/2001/XMLSchema

xsi http://www.w3.0rg/2001/XMLSchema-instance
dsig http://www.w3.0rg/2000/09/xmldsig#

5 IPMP Digital Item Declaration Language Overview

5.1 Introduction

As defined in ISO/IEC 21000-2, Digital ltem Declarations are XML 1.0 documents. The reader is assumed to
be familiar with the terms and concepts of XML 1.0.

The communication of IPMP governance on a part of the hierarchy of a Digital ltem (including the entirety of it)

is achieved by the use of IPMP Digital Item Description Language (IPMP DIDL), a Representation of the
Digital Item Description (DID) model defined in ISO/IEC 21000-2. The purpose of this clause is to describe the
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syntax and semantics of the W3C XML representation for declaring governed Digital Items. The IPMP DIDL
encapsulates and protects a part of the hierarchy of a Digital Item, and associates appropriate identification
and protection information with it. The syntax is defined using XML schema (as specified in W3C
XMLSCHEMA). For the purposes of this document, the XML schema syntax descriptions are also collectively
referred to as IPMP DIDL schema.

IPMP DIDL elements are part of the namespace URI defined as “urn:mpeg:mpeg21:2004:01-IPMPDIDL-
NS”. The “01” represents a serial number that is expected to change as the IPMP DIDL schema evolves along
with this part of ISO/IEC 21000.

Note: In this part of ISO/IEC 21000, ipmpdidl is used as the namespace prefix associated with the IPMP

DIDL IaIIIUOPG\JU.
5.2 [(Schema wrapper
The gyntax of description tools specified in clause 6 is provided as a collectioncef schema|components,
consigting notably in type definitions and element declarations. In order to form.a)valid schemha document,
these|schema components should be gathered in a schema document with the\following declarption defining
in particular the target namespace and the namespaces prefixes.
<?xil version="1.0"72>
<I- —>
<!- Schema for IPMP DIDL Types========-—->
gl= ->
<scllema targetNamespace="urn:mpeg:mpeg2l1:2004:01-IPMPDIPL-NS" elementFormDefault="qualified"
attributeFormDefault="unqualified" version="0.0&" xmlns="http://www.w3.0rg/2001/XML$chema"
xmlns:didmodel="urn:mpeg:mpeg21:2002:02-DIDMODEL-NS" xmlns:ipmpdidl="urn:mpeg:mpeg2}:2004:01-
IPMPD[DL-NS">
<import schemaLocation="didmodel.xsd" namespace="urn:mpeg:mpeg2l:2002:02-DIDMODEL-N$" />
<import schemaLocation="didl.xsd" namegpace="urn:mpeg:mpeg21l:2002:02-DIDL-NS"/>
Additipnally, the following line should be appended to the resulting schema document in order to [obtain a well-
formegd XML document.
| </s¢hema>
6 IPMP Digital ItemDeclaration Representation
6.1 (Introduction
For epch entify.in the DID model, an IPMP DIDL element is provided as a protected Representation of that
entity| derived from the abstract DID model types as defined in the DID model schema in ISOfIEC 21000-2.
The relationship between the schemas for IPMP DIDL, DIDL and the DID model is shown below.
© ISO/IEC 2006 — All rights reserved 7
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didmodel.xsd
Declares entities in the
DID Model as abstract
elements

V¥

derives from derives from

. ipmpdidl.xsd
didl.xsd pmp
. Provides concrete
Provides concrete . .
im . for implementations for

As both IPMH
interchangea
defined in IS

DIDL schemd.

6.2 IPMP

Each of the
corresponds
the following

<ipm
<ipm
<ipm
<ipm
<ipm
<ipm
<ipm
<ipm

TMpoTtS PVP DD siements;
derived from abstract
entities in the DID

DIDL elements, derived
from abstract entities in
the DID Model

Model
use use
Non-IPMP Peer IPMP Peer

Figure 1 — Schema relationship between DID model,‘DIDL and IPMP DIDL

P DIDL elements and DIDL elements extend abstract\types defined for the DID model, th
ble within a Digital ltem Declaration. As the IPMP"DIDL schema imports the DIDL sche
D/IEC 21000-2, all documents conforming to the 'DIDL schema are also conformant to the

DIDL elements for the DID model
IPMP DIDL elements below  represents the corresponding entity in the DID model
PMP DIDL elements has the.same semantics as its DIDL counterpart.

pbdidl:Container>
bdidl:Item>
bdidl:Descriptor>
bdidl:Statement>.
bdidl:Component>
bdidl:Anchor>
pbdidl:Fragment>
pbdidl:€ondition>

<ipm

pdidl:Choice>

<ipmpdidl:Selection>
<ipmpdidl:Resource>
<ipmpdidl:Annotation>
<ipmpdidl:Assertion>

Each of the IPMP DIDL elements above contains identical structure.

y are
a as
IPMP

and

fo an element defined in the DIDL Representation as defined in ISO/IEC 21000-2 DID. Each of

0] a maximum of one ipmpdidl:ldentifier element, into which an appropriate identifier for the protected
Representation may be placed

(ii) one ipmpdidl:Info element, into which information about the governance is placed

(iii) a maximum of one ipmpdidl:Contentinfo element, into which information about the governed Contents
is placed

(iv) one ipmpdidl:Contents element, into which the governed Contents is placed
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This structure is shown below.

IpmpdidtIPMPDIDLChildGroup

//// \ \
a \4

ipmpdidl:Identifier ipmpdidl:Info ipmpdidl: Contentinfq | ipmpdidl: Contents

—y Mandatory child
— — —Jp» Optional child

Figure 2 — Structure of IPMP DIDL elements for the DID model

For s|mplicity, these child elements are grouped into the following XML Schema group and ref
the définition of each element.

erred to from

group name="IPMPDIDLChildGroup">
<sequence>
<element ref="ipmpdidl:Identifier" minOccurs="0"/>
<element ref="ipmpdidl:Info"/>
<element ref="ipmpdidl:ContentInfo" minOccurs="0"/>
<element ref="ipmpdidl:Contents"/>
</sequence>

<fgroup>

6.2.1| ipmpdidl:Container

6.2.1/1 Syntax

| \ponpdidi:ContainerType

| r- -I:i|:-m|:-{litll:ltlentiﬁer
1

Diagram

Container ——— ippmpcdicl IPMPDIDL Child Groug —ena— []
camamer B~ =2 Cn =% [

| i ipmpdidiContentiifo

]

;ipmmlimll:Contents

Children | <ldentifier> <Info> <ContentInfo> <Contents>

<element name="Container" type="ipmpdidl:ContainerType"
substitutionGroup="didmodel:Container"/>
<complexType name="ContainerType">
<complexContent>
<extension base="didmodel:ContainerType">
<sequence>
<group ref="ipmpdidl:IPMPDIDLChildGroup"/>
</sequence>
</extension>
</complexContent>
</complexType>

Source
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6.2.1.2 Semantics

The ipmpdidl:Container element is defined to provide for the communication of IPMP governance on a specific
Container originally represented in DIDL.

6.2.2 ipmpdidl:ltem

6.2.2.1 Syntax

| ipmpdidi:iemType

|
|
Diagram | |
| tem [}]—|—(—--—:E|—(ipmpdidl:|PMPD|DLChi|dGmup:E|—(—m— = |
: |
e ——— ]

Children | <Identifier> <Info> <ContentInfo> <Contents>

Source

<element name="Item" type="ipmpdidl:ltemType" substitutignGroup="didmodel:ltem"/>
<complexType name="ltemType">
<complexContent>
<extension base="didmodel:ltemType">
<sequence>
<group ref="ipmpdidl:IPMPDIDLChildGroup"/>
</sequence>
</extension>
</complexContent>
</complexType>

6.2.2.2 Semantics

The ipmpdidl

originally repfiesented in DIDL.
6.2.3 ipmpdgidl:Descriptor

6.2.3.1  Syntax

Item element is defined t0 provide for the communication of IPMP governance on a specifi¢ Item

| ipmpdidl:Descriptor Type

i = ipmpdidt-tdentifier H——
E) '

Diagram | |
Descriptor EH{ ~== 5| pmpclic PMPDIDLChildGroup P ~=— B 7L
| --E:i|1n1|:-{Ii{II:C4:r|rte|rtI|rfo |
_______________________ |
| ;ip-mpmlicll:Contents |
- - - - _ = _ _
Children | <Identifier> <Info> <Contentinfo> <Contents>

Source

<element name="Descriptor" type="ipmpdidl:DescriptorType"
substitutionGroup="didmodel:Descriptor"/>
<complexType name="DescriptorType">
<complexContent>

10
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<extension base="didmodel:DescriptorType">
<sequence>
<group ref="ipmpdidl:IPMPDIDLChildGroup"/>
</sequence>
</extension>
</complexContent>
</complexType>

6.2.3.2

Semantics

rnance on a

6.2.4| ipmpdidl:Statement
6.24f  Syntax
| ipmpdidl:=StatementType _|
| -+ ipmpdidtidentifier ] I
Diagram [statement B e+ J={ipmpetistPMPDIDLChikGroup B FH ... L |
| 4 -4:fi|Jmptlitll:Conterrtllrfo |
| fipmmlitll:Colrtelrts ¢ |
Sy ]
Qhildren | <ldentifier> <Info> <ContentInfo> <Contents>
<element name="Statement" type="ipmpdidl:StatementType"
substitutionGroup="didmodel:Statement"/>
<complexType name="StatementType">
<complexContent>
<extension base="didmodel:StatementType">
Source <sequence>
<group ref="ipmpdidl:IPMPDIDLChildGroup"/>
</sequence>
</extension>
</complexContent>
</complexType>
6.242 Semantics
The ipmpdidl:Statement element is defined to provide for the communication of IPMP govgrnance on a
specific Statement originally represented in DIDL.

© ISO/IEC 2006 — All rights reserved
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6.2.5 ipmpdidl:Component

6.2.51 Sy

ntax

Diagram

Children

<Identifier> <Info> <Contentinfo> <Contents>

Source

<element name="Component" type="ipmpdidl:ComponentType"
substitutionGroup="didmodel:Component"/>
<complexType name="ComponentType">
<complexContent>
<extension base="didmodel:ComponentType">
<sequence>
<group ref="ipmpdidl:IPMPDIDLChildGroup"/>
</sequence>
</extension>
</complexContent>
</complexType>

6.2.5.2 Semantics

The ipmpdid|
specific Com

:Component element is defined to previde for the communication of IPMP governance
bonent originally represented in DIDL:

6.2.6 ipmpdidl:Anchor

6.2.6.1 Syntax

on a

Diagram

Children

<ldentifier> <Info> <Contentinfo> <Contents>

Source

<element name="Anchor" type="ipmpdidl:AnchorType"
substitutionGroup="didmodel:Anchor"/>
<complexType name="AnchorType">
<complexContent>

<extension base="didmodel:AnchorType">
<sequence>
<group ref="ipmpdidl:IPMPDIDLChildGroup"/>
</sequence>

12
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</extension>
</complexContent>
</complexType>

6.2.6.2 Semantics

The ipmpdidl:Anchor element is defined to provide for the communication of IPMP governance on a specific
Anchor originally represented in DIDL.

6.2.7 ipmpdidl:Fragment

6.2.7/1 Syntax

| ipmpdidl:FragmentType

|
Diagram | F E}H . — ;
|_Fraumelrt | —-H—:EI—(lpmpdldl.IPMPDIDLChlIdGrDup:EI—(—H:\

--Ifipmp{li{ll:l{lelrtiﬁer
L A -

il |

Sipmpdidiinfo

;ip-nunlicll:Contents

QGhildren | <ldentifier> <Info> <ContentInfo> <Contents>

<element name="Fragment" type="ipmpdidl:FragmentType"
substitutionGroup="didmodel:Fragment/>
<complexType name="FragmentFype">
<complexContent>
<extension base="didmodel:FragmentType">
Source <sequence>
<group ref="ipmpdidl:IPMPDIDLChildGroup"/>
</sequence>
</extensionz
</complexCaontent>
</complexType>

6.2.72 Semantics

The ipmpdidl:Fragment element is defined to provide for the communication of IPMP governancg on a specific
Fragment originally represented in DIDL. The fragment location where IPMP governance applie$ is described
by the fragmentID attribute of the didimodel:Fragment. The semantics of the fragmentID attribute| is as defined
in ISQ/IEC 21000-17. The example of using ipmpdidl:Fragment is shown in Annex G.
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6.2.8 ipmpdidl:Condition
6.2.8.1 Syntax
| ipmpdidi:ConditionType _l
| e~ 4y ipmpdidiidentifier [ :
Diagram |
' |
| fi|:-m|:-{litll:C0|rtelrts
s » » S B
Children| | <Identifier> <Info> <Contentinfo> <Contents>
<element name="Condition" type="ipmpdidl:ConditionType"
substitutionGroup="didmodel:Condition"/>
<complexType name="ConditionType">
<complexContent>
<extension base="didmodel:ConditionType">
Source <sequence>
<group ref="ipmpdidl:IPMPDIDLChildGroup"/>
</sequence>
</extension>
</complexContent>
</complexType>
6.2.8.2 Semantics
The ipmpdidljCondition element is defined to provide for the communication of IPMP governance on a specific

Condition orig

inally represented in DIDL.

6.2.9 ipmpdgidl:Choice
6.2.9.1 Syntax
]
Diagram |
Children | <ldentifier> <Info> <Contentinfo> <Contents>
<element name="Choice" type="ipmpdidl:ChoiceType"
substitutionGroup="didmodel:Choice"/>
<complexType name="ChoiceType">
Source <complexContent>
<extension base="didmodel:ChoiceType">
<sequence>
<group ref="ipmpdidl:IPMPDIDLChildGroup"/>
</sequence>
14 © ISO/IEC 2006 — Al rights reserved
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</extension>
</complexContent>
</complexType>

6.2.9.2 Semantics

The ipmpdidl:Choice element is defined to provide for the communication of IPMP governance on a specific
Choice originally represented in DIDL.

6.2.10 ipmpdidl:Selection

6.2.1 (1.1 Syntax

| ipmpdidl:SelectionType

| r - 2 Jdpmididi:ldentifier
h
I U -

Diagram | " cction EHH{ =~ E-{ipmpetitPMPDIDL ChildGroup EH ==~ 2~ ...

\

| ~lbmp did:Contentifo E]

;i|)l‘ll|)(|i(|l:C0lI‘ten‘tS

Jhildren | <ldentifier> <Info> <Contentinfo> <Contents>

<element name="Selection" type="ipmpdidl:SelectionType"
substitutionGroup="didmodel:Selection’/>
<complexType name="SelectionPype">
<complexContent>
<extension base="didmodel:SelectionType">
Source <sequence>
<group ref="ipmpdidl:IPMPDIDLChildGroup"/>
</sequence>
</extensionz
</complexContent>
</complexType>

6.2.10.2 Semantics

The ipmpdidl:Selection element is defined to provide for the communication of IPMP governanceg on a specific
Seledtion originally represented in DIDL.
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6.2.11 ipmpdidl:Resource

6.2.11.1 Syntax

Diagram

| ipmpdidi:ResourceType

r -~ ipmpdidildentifier
Do

]

:

;ip-mpmlicll:Contents

ra )

Children

<Identifier> <Info> <Contentinfo> <Contents>

Source

<element name="Resource" type="ipmpdidl:ResourceType"
substitutionGroup="didmodel:Resource"/>
<complexType name="ResourceType">

<complexContent>
<extension base="didmodel:ResourceType">
<sequence>
<group ref="ipmpdidl:IPMPDIDLChildGroup"/>
</sequence>

</extension>
</complexContent>
</complexType>

6.2.11.2 Semantics

The ipmpdidl

6.2.12 ipmpdgidl:Annotation

6.2.12.1 Syhtax

Resource element is defined to provide for the communication of IPMP governance on a specific
Resource originally represented in DIDL.

Diagram

Children

<Identifier> <Info> <Contentinfo> <Contents>

Source

<element name="Annotation" type="ipmpdidl:AnnotationType"
substitutionGroup="didmodel:Annotation"/>
<complexType name="AnnotationType">
<complexContent>
<extension base="didmodel:AnnotationType">
<sequence>
<group ref="ipmpdidl:IPMPDIDLChildGroup"/>
</sequence>
</extension>

16
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</complexContent>
</complexType>

6.2.12.2 Semantics

The ipmpdidl:Annotation element is defined to provide for the communication of IPMP governance on
specific Annotation originally represented in DIDL.

6.2.13 ipmpdidl:Assertion

6.2.13.1 Syntax

a

| r - - ipmpdidildentifier
I ;
i
i
i

S AL e

Diagram

Qhildren | <ldentifier> <Info> <Contentinfo> <Contents>,

<element name="Assertion" type="ipmpdidl:AssertionType"
substitutionGroup="didmodel:Assertion"/>
<complexType name="AssertionType">
<complexContent>
<extension base="didmodel:AssertionType">
Source <sequence>
<group ref="ipmpdidl:IPMPDIDLChildGroup"/>
</sequence>
</extension>
</complexContent>
</complexType>

6.2.13.2 Semantics

The ipmpdidl:Assertion element is defined to provide for the communication of IPMP governanceg on a specific

Asseftion originally represented in DIDL.

© ISO/IEC 2006 — All rights reserved
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6.3 IPMP DIDL Elements particular to the IPMP DIDL Representation
6.3.1 ipmpdidl:ProtectedAsset

6.3.1.1  Syntax

| ipmpdidl:ProtectedAssetType

Diagra ProtectedAsset E|-|-(—H_-—:E|—|:ipmpdidl:IPMPDIDLChildGrDup

Children | <ldentifier> <Info> <ContentIinfo> <Contents>

Name Type Use Semantics

The_ ) MIME Type of the

mimeType String Required protected asset.

Specifies the content-
encoding(s) as defined in IETF
Attributes| RFC 2616. A content-en¢oding
value is used as a modifier to

NMTOKENS | Optional the MIME media-type. When

present, its value indicates
what additional content-
encodings have been applied
to the protected asset.

contentEncodi
ng

<element name="ProtectedAsset" types"ipmpdidl:ProtectedAssetType"/>
<complexType name="ProtectedAssetType">

<sequence>

<group ref="ipmpdidl:IPMPDIDLChildGroup"/>

</sequence>

<attribute name="mimeType" type="string" use="required"/>

<attribute name="contentEncoding" type="string"/>
</complexType>

Sourcel

6.3.1.2 Semantics

The ipmpdidl|ProtectedAsset element is defined to provide for the communication of IPMP governancg on a
specific assef — i.e: content referred from or included inline to, didl:Resource. The mimeType attribute dgefines

the mimeTypg df the protected Contents (asset) when in its unprotected state. The contentEncoding at{ribute
defines a modifier to MIMMWW&@WM - in i

The ipmpdidl:ProtectedAsset element may be included inline under a parent didl:Resource element. The
mimeType of the Resource is “application/mp21-ipmp” to reflect the inclusion of IPMPDIDL structure.

NOTE The parent didl:Resource element represents the ipmpdidl:ProtectedAsset element as a resource. Hence the
attributes of the didl:Resource apply to the ipmpdidl:ProtectedAsset element itself. For example the value of
"application/mp21-ipmp" for the mimeType attribute of the didl:Resource applies to the ipmpdidl:ProtectedAsset element.
Similarly the encoding and contentEncoding attributes of the didl:Resource element apply to the ipmpdidl:ProtectedAsset
element itself.

When a metadata description included in a didl:Statement element is considered an asset and protected, the
ipmpdidl:ProtectedAsset element may also be included inline under a parent didl:Statement element.

18 © ISO/IEC 2006 — All rights reserved
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6.3.1.3 Example

An informative example showing the use of the ipmpdidl:ProtectedAsset element is shown below.

<Component>

<!--Asset protected, referenced externally-->
<Resource mimeType="application/mp2l-ipmp">
<ipmpdidl:ProtectedAsset mimeType="video/mpeg">
<ipmpdidl:Info>...</ipmpdidl:Info>
<ipmpdidl:Contents ref="myserver.com/asset.mpgencoded" />
</ipmpdidl:ProtectedAsset>

<R e

</fomponent>

6.3.2| ipmpdidl:ldentifier

6.3.21  Syntax

Diagram (=+—E-zny #any’

Used by

<element name="ldentifier">
<complexType mixed="true">
<sequence>
Source <any namespace="##any" processContents="lax" minOccurs="0"/>
</sequence>
</complexType>
</element>

6.3.22 Semantics

This g¢lement acts as a placeholder foran Identifier from an appropriate namespace, to be assodiated with the
prote¢ted Representation of the Contents. This Identifier will be referred from other structures rgferring to the

prote¢ted contents as the use of the protected Representation makes access to any identifler within the
Contgnts impossible.

NOTE] If an applicatién does not understand the identifier then it might not be able to use it. For example, all of the
following could be valid examples of ipmpdidl:Identifier elements:

A

pmpdidl:ldéntifier>1234</ipmpdidl:Identifier>

A

pmpdidi:Identifier>urn:foo:bar:1234</ipmpdidl:Identifier>

<ipmpdidl:ldentifier><foa:bar>1234</foa:bar></ipmpdidl:ldentifier>

<ipmpdidl:ldentifier>some text <foo:bar>1234</foo:bar> more text</ipmpdidl:Identifier>
<ipmpdidl:ldentifier><dii:ldentifier>urn:foo:bar:12345</dii:ldentifier></ipmpdidl:ldentifier>
If the value of the ippdidl:ldentifier element does not contain an indication of the type of identifier and how to
interpret it, then an application might not be able to utilize the value. In the examples in this part of

ISO/IEC 21000, the value is specified as a DIl dii:ldentifier element, hence the application understands this is
a DIl identifier that can be conveyed in a DIDL Descriptor.
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6.3.3

6.3.3.1 Sy

ipmpdidl:Info

ntax

Diagram

[info BBz

Used by

Source

<element name="Info">
<complexType mixed="true">
<sequence>
<any namespace="##any" processContents="lax" minOccurs="0"/>

</sequence>
</complexType>
</element>

6.3.3.2

This element
with the prote
to make the (

NOTE Th
an application

Semantics

acts as a placeholder for IPMP Information from an appropriate namespace, to be assotiated

cted Representation of the Contents. This IPMP Information will be used by processes sgeking
Lontents available for consumption.
e ipmpdidl:Info allows for other non-MPEG ipmp info which could begeither text or XML based or mixed. If

s not able to understand the ipmp info, then it might be unable to.process the associated content.

6.3.4 ipmpdglidl:Contentinfo
6.3.41 Syntax
Diagram FCowtentllrfo E]—(*E— £ any Eany W
<element name="ContentInfo"> V
<complexType mixed="true">
<sequence>
Source <any namespace="##any" processContents="lax" minOccurs="0"/>
</sequence>
</complexType>
</element>
6.3.4.2 Semantics
The ipmpdidlfContentinfo element acts as a placeholder for metadata, to be associated with the protected
Contents.
6.3.5 ipmpdidl:Contents
6.3.5.1  Syntax
Diagram | [[Contents (-] ""##3"5'
Name Type Use Semantics
Attribut Contains the location
tributes . from where the
Ref anyURI Optional Contents can  be
retrieved
20 © ISO/IEC 2006 — All rights reserved
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<element name="Contents">
<complexType mixed="true">
<sequence>
<any namespace="##any" processContents="lax" minOccurs="0"/>
</sequence>
<attribute name="ref" type="anyURI"/>
</complexType>
</element>

Source

6.3.5.2

Semantics

This Jalement contains Contents which is being protected by the parent IPMP DIDL element((T]

prote
IPMP
Contsg
obfus

7 1

71

The ¢
prote

ted element of the DIDL structure, for example a protected didl:Iltem or didl:Resource;-or
DIDL element is ipmpdidl:ProtectedAsset) an asset such as an image or audio.file. In
nts shall be either inline or referred (using the ref attribute), but not both. This Contents wil
cated or protected in some form (e.g. encryption).

PMP Information Descriptor

Introduction

escription of IPMP governance and tools is required to satisfy intellectual property man
tion for a Digital Item or its parts to be accessed. The purpose of this clause is to descri

and s
Infor
gove

purp
Infor

Amo

t
P

Wher
elemgd

emantics of the W3C XML representation for declaring IPMP information. The root elem
ation Descriptor schema is “IPMPInfoDescriptor”, which contains a range of information re
ance and tools. The syntax is defined using XML _sehema (as specified in W3C XMLSCHE
es of this document, the XML schema syntax\descriptions are also collectively referre
ation schema.

g them there are

IPMP Tool information (subclause 7.4), which includes ToolDescription directly describ

scriptor or through reference and-initialization settings for such tool,

ifferent level Rights description of governance of the usage for IPMP Tool or content (sy
nd

e associated digital signature (subclause 7.6). The syntax for “Signature” is the same th
art of ISO/IEC, 21000 and is defined in its first appearance (subclause 7.4.4.5.4.1).

used for-DIDL protection, the IPMPInfoDescriptor shall be used within IPMP DIDL eleme|
nt of an-ipmpdidl:Info element. The IPMPInfoDescriptor may also be used for signalli

informpation for non-DIDL multimedia declaration.

his may be a
(if the parent
any case the
generally be

agement and
pbe the syntax
ent for IPMP
ated to IPMP
EMA). For the
| to as IPMP

pd within the

bclause 7.5),

roughout this

hts as a child
hg protection

1 - . 4l H £ i 4l 5 i) n H | - 4l 1
The CIETITETTS TEPTIESTETIUTTY UTe TTMOTITTauoriT uTat 1riay D COIMTEned 1T ure 1

specified by the following subclauses.

Dl £ e =
VIFE TTormiatorT U

escriptor are

The elements defined in the IPMPInfoDescriptor XML Schema are part of the namespace URI defined as
“‘urn:mpeg:mpeg21:2004:01-IPMPINFO-NS”. The “01” represents a serial number that is expected to
change as the IPMPInfoDescriptor schema evolves along with this part of ISO/IEC 21000.

Throughout this clause consistent namespace prefixes are used. The prefix used by the elements defined in
this part of ISO/IEC 21000 related to the namespace URI “urn:mpeg:mpeg21:2004:01-IPMPINFO-NS” is

“ipmp

info:”.

© ISO/IEC 2006 — All rights reserved
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Example:

<ipmpinfo:IPMPInfoDescriptor xmlns:ipmpinfo="urn:mpeg:mpeg21:2004:01-IPMPINFO-NS”>

<ipmpinfo:IPMPInfoDescriptor>

NOTE

“urn:mpeg:mpeg21:2004:01-IPMPINFO-NS”.

7.2 Schema wrapper

The syntax o
consisting ng
these schem
in particular t

description tools specified In this subclause Is provided as a collection of schema compo
tably in type definitions and element declarations. In order to form a valid schema_docy
h components should be gathered in a schema document with the following declaration deg
ne target namespace and the namespaces prefixes.

The use of this prefix is not normative, other prefixes can be used for the namespace URI

hents,
ment,
fining

<?xml versio
<schema targ
xmlns="http:
xmlns:dii="u
xmlns:dsig="

h="1.0"72>

btNamespace="urn:mpeg:mpeg2l1:2004:01-IPMPINFO-NS"

/www.w3.0rg/2001/XMLSchema" xmlns:ipmpinfo="urn:mpeg:mpeg2l:2004:01-IPMPINFO-NS"
Fn:mpeg:mpeg21:2002:01-DII-NS" xmlns:r="urn:mpeg:mpeg2l:2003:01-REL-R-NS"
http://www.w3.0rg/2000/09/xmldsig#" elementFormDefault="qualifieds

attributeForpDefault="unqualified" version="0.01">
<import hamespace="http://www.w3.0rg/2000/09/xmldsig#"
schemaLocatipn="http://www.w3.0rg/TR/2002/REC-xmldsig-core-20020212/xfldsig-core-schema.xsd"/>
<import hamespace="urn:mpeg:mpeg21l:2003:01-REL-R-NS" schemalLocatigr="rel-r.xsd"/>
<import hamespace="urn:mpeg:mpeg2l:2002:01-DII-NS" schemalLocatipn="dii.xsd"/>
Additionally, the following line should be appended to the resulting'schema document in order to obtain g well-
formed XML document.
‘ </schema>
7.3 IPMPInfoDescriptor
7.3.1 Introduction
This subclauge specifies the IPMP information to process its associated Contents.
7.3.2 Syntax
r T T T
| ipmpinfoilPMPInfoDescriptor Type |
| - ipmpinfo:Tool ] |
| e |
Diagram ; |
Children <Tool> <RightsDescriptor> <Signature>
<element name="IPMPInfoDescriptor" type="ipmpinfo:IPMPInfoDescriptorType"/>
<complexType name="IPMPInfoDescriptorType">
<sequence>
<element ref="ipmpinfo:Tool" minOccurs="0" maxOccurs="unbounded"/>
source g | H . H H " H —nan - n
<element ref="ipmpinfo:RightsDescriptor" minOccurs="0" maxOccurs="unbounded"/>
<element ref="dsig:Signature" minOccurs="0"/>
</sequence>
</complexType>
22 © ISO/IEC 2006 — Al rights reserved
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The ipmpinfo:IPMPInfoDescriptor element is the container for the required IPMP information to process its
associated Contents.

7.3.4

Example

The ipmpinfo:IPMPInfoDescriptor element contains information related to the IPMP Tools that protect the
associated Contents and to the licenses that govern them. This example shows how the required IPMP
information can be associated with the Content to protect and govern the Content. In this case the information

needed is the description of the IPMP Tool and the license that governs this content.

<ipmp
<

A

</ipm

info:IPMPInfoDescriptor>
ipmpinfo:Tool>

<ipmpinfo:InitializationSettings>

</ipmpinfo:InitializationSettings>
ipmpinfo:Tool>
ipmpinfo:RightsDescriptor>

<ipmpinfo:License>

<r:license> ... </r:license>

</ipmpinfo:License>
ipmpinfo:RightsDescriptor>
dsig:Signature> ... </dsig:Signature>
binfo:IPMPInfoDescriptor>

<ipmpinfo:InitializationData> ...

<ipmpinfo:ToolRef localidref="Tooll"/>

</ipmpinfo:InitializationDatas

7.4 |Tool
7.41( Introduction
The ipmpinfo:Tool element specifies theyJPMP tool information required to protect the Digital Item or its parts.
7.4.2| Syntax
______________ —
ipmpinfo:ToolBaseDescription I
_ipmpinfo:ToolRef | |
Diagram - fyipmpinfodinkisizationSetiings E3 I
-4 ipmpinfo:RightsDescriptor [ |
dsigSignature [ J
Children <Too|BaseD;cri?ti(;>:I'<;R;>:ln?iaIi?at&S_ettﬁ;s:<aghtsDescriptor> <Signature>
Used by <|PMPInfoDescriptor>
Attributes |[Name  |Type |Use | Description

© ISO/IEC 2006 — All rights reserved
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the IPMP tool must be

tools associated to the
protected content. IPMP

order positivelnteger Optional

executed first.

Describes the order at which

executed in relation to other

tool

which has lower order shall be

<element name="Tool" type="ipmpinfo:ToolType"/>
<complexType name="ToolType">
<sequence>
<choice minOccurs="0">

Source

UiCI 1l It Icf—";pl I IIJ;I IfU.TUUinbUDUbe IptIUI I"II
<element ref="ipmpinfo:ToolRef"/>

</choice>
<element ref="ipmpinfo:InitializationSettings" minOccurs="0"/>
<element ref="ipmpinfo:RightsDescriptor" minOccurs="0"/>
<element ref="dsig:Signature" minOccurs="0"/>

</sequence>

<attribute name="order" type="positivelnteger"/>

</complexType>

7.4.3 Semantics

The ipmpinfo
functions suc
tools. IPMP T
tool, and can
the order attri
If an IPMP t

ipmpdidl:fraginent element. An example of this is given'in*Annex G.

Tool element describes an IPMP tool. IPMP tools are modules that perform (one or more)
h as authentication, decryption, watermarking, etc. A given IPMP tool may coordinate other
ool has the granularity that it can be a single protection module, for example, a single decr|
also be a collection of tools, i.e. a complete IPMPR\system. Tools can be executed in any o
bute is not present. Similarly the tools with the°same order number can be executed in any
bol is being used to protect a resource fragment, the fragment should be identified usin

IPMP
IPMP
yption
rder if
prder.
g the

7.4.4 ToolBaseDescription
7.441  Syntax
o—
| ipmpinfo:ToolBaseDescriptionType |
Sipmpinfo:PMPToollD | |
|
Dlagram | Too Description J'i|:|nm|:|ninfv|:|:ijzmu:ntfz |
- Epmpinfo:Connigurationsetings (] |
________________________________ |
_________________ |
Children <IPMPToollD> <Inline> <Remote> <ConfigurationSettings> <Signature>
Used by <Tool>
24 © ISO/IEC 2006 — Al rights reserved
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<complexType name="ToolBaseDescriptionType">
<sequence>
<element ref="ipmpinfo:IPMPToollD"/>
<choice minOccurs="0">
<element ref="ipmpinfo:Inline"/>
<element ref="ipmpinfo:Remote"/>
</choice>
<element ref="ipmpinfo:ConfigurationSettings" minOccurs="0"/>
<element ref="dsig:Signature" minOccurs="0"/>
</sequence>

Source

<lcomnlaxTvna>
f FRP1ex+ype

<element name="ToolBaseDescription" type="ipmpinfo:ToolBaseDescriptionType"/>

7442 Semantics

The ipmpinfo: ToolBaseDescription element explicitly describes the IPMP tool.

7443 Example

The ipmpinfo:ToolBaseDescription element describes an IPMP tool. Thisexample shows how th
related to the tool information, such as the universally unique identifier for this tool, the remote
wherg this tool can be retrieved and the configuration settings.fop this tool, can be describ
ipmpipfo:ToolBaseDescription element.

e information
location from
ed using the

<ipmpfnfo:ToolBaseDescription>
<jipmpinfo:IPMPToolID>urn:mpegRA:mpeg2l:IPMP:ABC00S:77:29</ipmpinfo: IPMPToolID>
<fpmpinfo:Remote ref="urn:IPMPToolsServer:ToolEnc005-3484"/>
<fipmpinfo:ConfigurationSettings> .. </ipmpinfd:ConfigurationSettings>

</ipmpinfo:ToolBaseDescription>

7444 IPMPToollD

7.444.1 Syntax

DiagTam “IPMPToo @

Used by <ToolBaseDescription>

Soulce <€élement name="IPMPToolID" type="anyURI"/>

7.4.44.2 \_Semantics

The ipmpinfo:IPMPToollD element represents the universally unique identifier for an IPMP tool.

A registration

authority for IPMP Tools that use a unique ID is required. The registration authority may further maintain an
association of the download URLs for various implementations of the given tool for various platforms. These
platforms will be described to adequate detail using a structured representation. The IPMP ToollD identifies a
specific IPMP Tool, unless in the reserved range for parametrically defined tools or alternative tools.

© ISO/IEC 2006 — All rights reserved
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7.44.5 Inline
7.44.51 Syntax
Diagram
Children [T<Bimary==<Sigmature=
Used by <ToolBaseDescription> <ToolDescription>
<element name="Inline" type="ipmpinfo:InlineType"/>
<complexType name="InlineType">
<sequence>
Source <element ref="ipmpinfo:Binary"/>
<element ref="dsig:Signature" minOccurs="0"/>
<l--Signature for the tool binary -->
</sequence>
</complexType>
7.445.2 Semantics

The Inline ele

ment is a container to carry the binary of the tool.

7.4.45.3 Binary
7.4.4.5.3.1 Syntax
Diagram
Used by <Inline>
Source <element name="Binary" type="base64Binary"/>
7.4453.2 Semantics
The ipmpinfo|Binary element contains a Base64-encoded IPMP tool.

A peer shoul
descriptors. T

d determine how to process this binary tool from the other information contained in IPN
hese will describe the nature of the tool and how it should be processed.

[Pinfo

26
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7.4.4.5.4 Signature

7.4.4.5.4.1 Syntax

Diagram
' L Easonect B
| RIS
|7
Used by <Inline>
Soulce <element ref="dsig:Signature" minOccurs="0"/>

7.445.4.2 Semantics
The dsig:Signature element contains the signature for the Inline elément.
The semantics for all elements under Signature should refer to{XMLDSIG].

7.4.4. Remote

7.4.46.1 Syntax

- Y v —— — T
ipmpinfo:Remotalype |
Diagram Pk \. el
Remote ———— - dsiikSignature
| (o -y dsigssignature I
Use¢ by <ToolBaseDescription> <ToolDescription>
Childiren <Signature>
Name Type Use Semantics
Attriputes . The location where the tool can be fetrieved. The
ref anyURI Required .
reference location can be any URI.

<element name="Remote" type="ipmpinfo:RemoteType"/>
<complexType name="RemoteType">

<sequence>
Soulce <element ref="dsig:Signature"/>
</sequence>
<attribute name="ref" hjlpn:"s\nyl IR|" IIQQ:"QQqIIiI"QH" />

</complexType>

7.4.4.6.2 Semantics
The ipmpinfo:Remote element contains the remote location from where the tool can be retrieved.
A peer should determine how to process this remote tool resource identified by the value of the ref attribute

from the other information contained in IPMPinfo descriptors. These will describe the nature of the tool and
how it should be processed.
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7.4.4.6.3 Signature

7.4.4.6.3.1 Syntax

Refer to subclause 7.4.4.5.4.1 for the syntax of Signature element.

7.4.4.6.3.2 Semantics
The dsig:Signature element contains the signature for the Remote element.

The semantics for all elements under Signature should refer to [XMLDSIG].

7.4.4.7 CdnfigurationSettings
7.44.71 Syntax
| ipmpinfo:ConfigurationSettings Typen) |
| ~ipmpinfo:Configuration |
Diagram FCunfiguratiunSEﬂings E}l—[—u-— L \\ |
---ipmpinfo:lUpdate
| """""""" \GTaT |
Used by <ToolBaseDescription> <ToolDescription>
Children <Configuration> <Update>
<element name="ConfigurationSettings" type="ipmp:ConfigurationSettingsType"/>
<complexType name="ConfigurationSettingsType" mixed="true">
<sequence>
Source <element ref="ipmpinfo:Configuration"/>
<element ref="ipmpinfo:Update" minOccurs="0"/>
</sequence>
</complexType>
7.4.4.7.2 Semantics
The ipmpinfo;ConfiguratinSettings.element is a container to carry configuration settings for a specific [PMP
tool.
7.4.4.7.3 (Qonfiguration
7.4.4.7.31 Introduction
The ipmpinfo|Cenfiguration element specifies the detailed settings for the IPMP tool configuration.
7.4.4.7.3.2 Syntax
i_iu;uinT: :ConfigurationType |
Diagram FCunfiguratiun E]—[—--—:El-any#any |
| == e ]
Used by <ConfigurationSettings>
28 © ISO/IEC 2006 — All rights reserved
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<element name="Configuration" type="ipmpinfo:ConfigurationType"/>
<complexType name="ConfigurationType" mixed="true">
Source <sequence>
<any namespace="##any" processContents="lax" minOccurs="0"/>
</sequence>
</complexType>

7.4.4.7.3.3 Semantics

The ipmpinfo:Configuration element describes the detailed settings for the IPMP tool configuration.

744)7.4 Update

74.4[7.41 Introduction

The ipmpinfo:Update element specifies the information required to update the IPMPR.tool.

7.4.4[.4.2 Syntax

Fpmpinfu:UpdateTgpe |

|
|
Diagram | Update EH{_..._

-4pipmpinfo:SupportedPlatiorm [} |

| IS I:I“l:,; |
| ‘-, d8ig:Signature [ |
e |
Used by <ConfigurationSettings>
Children <Location><ScheduledUpdateTime> <SupportedPlatform> <Signature>
<element name="Update" type="ipmpinfo:UpdateType"/>
<complexType name="UpdateType">
<sequence>
<element ref="ipmpinfo:Location" maxOccurs="unbounded"/>
Source <element ref="ipmpinfo:ScheduledUpdateTime" minOccurs="0"/>
<element ref="ipmpinfo:SupportedPlatform" minOccurs="0"
maxQccurs="unbounded"/>
<element ref="dsig:Signature" minOccurs="0"/>
</sequence>

</complexType>

744743 Semantics
The ipmpinfo:Update element describes the information required to update the IPMP tool.

Note The updating of the IPMP tool should be performed automatically (e.g. scheduled) or manually. When the
IPMP tool is updated, the associated tool information in a Peer (after parsed from IPMP information descriptor) also should
be updated. In Annex H, informative updating mechanism is provided.
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744744 Location
Syntax
[ipmpinfo:RemoteType T
Diagram | [[Togation E3H(~-- )2 dsia Signatur
i |
Used by <Update>
Children <Signature>
Name Type Use Semantics
Attributes rof anvUR] Required The location where the tool can be retrieved [for its
y q updating. The reference location can be a@ny URI
Source <element name="Location" type="ipmpinfo:RemoteType"/>
Semantics
The ipmpinfo|Location element contains the remote location from where the tool‘ean be retrieved for updating.
This location ffor updating may be different from where the IPMP tool was retrieved or same as the locatjon by
the ipmpinfo:Remote element.
744745 ScheduledUpdateTime
Syntax
Diagram FScheduledUpdateTime |
Used by <Update>
Name Type Use Semantics
Attributes 5 . - T — — . m
period duration | Gptional IPel\jgltt:)isl the periodic time for the scheduled updating of the
<element name="ScheduledUpdateTime" type="ipmpinfo:ScheduledUpdateTimeType"/>
<complexType.name="ScheduledUpdateTimeType">
<simpleContent>
Source <extension base="dateTime">
<attribute name="periodic" type="duration" use="optional"/>
</extension>
</simpleContent>
sleamnlaxTyna>
TOOTTPICATYPC
Semantics

The ipmpinfo:ScheduledUpdateTime element describes a time condition that initiates the scheduled updating
of the IPMP tool. It can be combined with periodic updating by specifying its period.

Validation Rule:

be initiated.

30

If current date has a value later than ipmpinfo:ScheduledUpdateTime element, the IPMP tool update shall
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7.4.4.7.4.6 SupportedPlatform

Syntax
|i_menESu_p pﬁteﬁj |EDET; E_|
Diagram SupportedPlatform [{|—|{—-H—)EF “any Hany’ I
e

Used by <Update>

<element mame="SupportedPiatform type="pmpmnforSupportedPtatformType 7>
<complexType name="SupportedPlatformType">
Source <sequence>
<any namespace="##any" processContents="lax" minOccurs="0"/>
</sequence>
</complexType>

Semdntics
The ipmpinfo:SupportedPlatform element describes a updating conditipn that specifies the required platform
propefrties and capabilities (e.g., hardware, middleware, operating, system etc.) that support the [tool properly.

If the| current properties and capabilities of the IPMP Peer doinot meet the information dedcribed in the
ipmpipfo:SupportedPlatform, the updating of the IPMP tool should be initiated.

744747 Signature

Syntgx

Refer|to subclause 7.4.4.5.4.1 for the syntax.0f Signature element.

Sem3ntics
The dsig:Signature element contaihs the signature for the ipmpinfo:Update element.

The semantics for all elements under Signature should refer to [XMLDSIG].

744748 Example

This ¢xample shows that “scheduled updating” of the IPMP tool begins at January 1, 2005 with a period of
1 day} Also, the JIPMP tool can be updated if the IPMP fails to support the terminal platform specification that is
descrlbed bympeg4 ipmp schema.

<ipmpirforfoot
<ipmpinfo:ToolBaseDescription>
<ipmpinfo:IPMPToolID>urn:mpegRA:mpeg2l:IPMP:ABC002:56:79</ipmpinfo: IPMPToolID>
<ipmpinfo:Remote ref="urn:IPMPToolsServer:ToolPartEnc002-9090-v.1.0"/>
<ipmpinfo:ConfigurationSettings>
<ipmpinfo:Configuration>...</ipmpinfo:Configuration>
<ipmpinfo:Update>
<ipmpinfo:Location ref="urn:IPMPToolsUpdatingServerl:ToolPartEnc002-9090-
NewVersion"/>
<ipmpinfo:ScheduledUpdateTime period="P1D">2005-03-07T00:00:00
</ipmpinfo:ScheduledUpdateTime>
<ipmpinfo:SupportedPlatform xmlns:mpegd4ipmp="urn:mpeg:mpegd:IPMPSchema:2002">

<mpeg4ipmp:TerminalID>
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<mpegdipmp:Terminal Type>
<mpeg4ipmp:Vendor>Samsung</mpeg4ipmp:Vendor>
<mpeg4ipmp:Model>Sens SP28-D130</mpeg4ipmp:Model>
</mpeg4ipmp:TerminalType>
<mpeg4ipmp:OperatingSystem>
<mpeg4ipmp:Vendor>Microsoft Corporation</mpeg4ipmp:Vendor>
<mpeg4ipmp:Model>Windows XP Professional</mpeg4ipmp:Model>
<mpeg4ipmp:Version>XP SP2</mpeg4ipmp:Version>
</mpegd4ipmp:OperatingSystem>
<mpeg4ipmp:CPU>
<mpeg4ipmp:Vendor>Intel Corporation</mpeg4ipmp:Vendor>

</ip
</ipmpin
</ipmpinfo:T

<mpeg4ipmp:Model>Intel® Celeron® M Processor</mpeg4ipmp:Model>
<mpeg4ipmp:Speed>100</mpeg4ipmp: Speed>

</mpeg4ipmp:CPU>

<mpeg4ipmp:Memory>
<mpeg4ipmp:Vendor>Samsung</mpeg4ipmp:Vendor>
<mpeg4ipmp:Model>DDR2 SDRAM</mpeg4ipmp:Model>
<mpeg4ipmp:Size>256</mpeg4ipmp:Size>
<mpeg4ipmp: Speed>800</mpegdipmp: Speed>

</mpeg4ipmp:Memory>

</mpeg4ipmp:TerminalID>

</ipmpinfo:SupportedPlatform>

</ipmpinfo:Update>

pinfo:ConfigurationSettings>

ol>

fo:ToolBaseDescription>

7.44.38
74481 §
Refer to subg

74482 S

The dsig:Sign

The semantida

Signature

yntax

ause 7.4.4.5.4.1 for the syntax of Signature element.

emantics

ature element contains the signature for the ipmpinfo:ToolBaseDescription element

s for all elements under Signature should refer to [XMLDSIG].

7.4.5 ToolRef
7.4.51  Syntax
Diagram
Used by <Tool>
Name Type Use Semantics
Attributes . _ Describes the reference to the 1ocalID of the IPMP
localidref |IDREF Required |tool defined in the ToolList of
IPMPGeneralInfoDescriptor.
<element name="ToolRef" type="ipmpinfo:ToolRef"/>
Source <complexType name="ToolRef">
<attribute name="localidref" type="IDREF" use="required"/>
</complexType>
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7.4.5.2 Semantics

The ipmpinfo:ToolRef element provides a reference to the IPMP tool defined in the ToolList of
IPMPGeneralInfoDescriptor.

7.4.6 InitializationSettings

7.4.61 Syntax

| ipmpinfo:initializationSettings Type _!

T T T T T T T [

S P et PNPnioDescriptor )
rlndlallzatlunﬁettmgs E}l—[—u-—

| ~ipmpinfo:initializationData |

-~

Children <IPMPInfoDescriptor> <InitializationData>

Used by <Tool>

<complexType name="InitializationSettingsType" mixed="frue">
<sequence>

Soulce <element ref="ipmpinfo:IPMPInfoDescriptor”minOccurs="0"/>

<element ref="ipmpinfo:InitializationDatat/>
</sequence>
</complexType>

<element name="InitializationSettings" type="ipmpinfo:InitializationSettingsType"/

v

7.4.62 Semantics

The
tool.

7.4.63 IPMPInfoDescriptor

7.468.1 Syntax

The

siyntax for IPMPInfoDescé¢riptor element should refer to subclause 7.3.2.

7.4.63.2 Semantics

The

InitfializationData.

Validlation Rule:

ipmpinfo:lnitializationSettings element provides a container to carry the detailed settings ¢

ipmpinfodRPMPInfoDescriptor element describes the IPMP information related to t

initialize the

he protected

If an ipmpinfo:IPMPInfoDescriptor element has an ipmpinfo:Tool element with a ipmpinfo:ToolRef child
element that has the attribute localidref with a certain value x, then there shall exist within the
ipmpinfo:IPMPGenerallnfoDescriptor element an ipmpinfo:ToolList element in the same DIDL document

that has an ipmpinfo:ToolDescription element with the attribute locallD with value x.
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7.4.6.4 InitializationData
7.4.6.41 Syntax
- — — —
| ipmpinfeinitializationDataType
Diagram FinitializationData E].‘_(_..._E. £any #any ) |
Used by <InitializationSettings>
<element name="InitializationData" type="ipmpinfo:InitializationDataType"/>
<complexType name="InitializationData Type™ mixed="true™
Source <sequence>
<any namespace="##any" processContents="lax" minOccurs="0"/>
</sequence>
</complexType>
7.4.6.4.2 Semantics
The ipmpinfollnitializationData element describes the detailed settings to initialize‘the tool.

7.4.7 RightsDescriptor

The ipmpinfo|RightsDescriptor element contains information about the license that governs the IPMP todl. The
existence of ipmpinfo:RightsDescriptor under the ipmpinfo:ToolBaseDescription element indicates that there is
governance fpr the usage of the IPMP tool.
The ipmpinfp:RightsDescriptor may contain an ipmpinfe;lPMPInfoDescriptor element and a Lidense,
ipmpinfo:LicenseReference or ipmpinfo:LicenseService elements.
The ipmpinfo|IPMPInfoDescriptor element contains the IPMP information related to the protected licensefs).
7471 Syntax
e\, "~~~ "~ T
| ipmpinfo:Right sDescriptor Type |
| T~ {,JPmpinfo:lPMPInfoescriptor F] |
_ = : S — |
Diagram nghtsﬂestiil@r [%]—|—( jﬂ-: J"||.'|m|.'||nf|:|.L||[:£:n5=|E |
| L. _:’ ;;5-3-—\ fipmpinfn:LicenseReference | |
| fipmpinfu:LicenseSeruice |
______________ i
Children <IPMPInfoDescriptor> <License> <LicenseReference> <LicenseService>
Used by <IPMPInfoDescriptor> <Tool> <ToolDescription> <LicenseCollection>
<element name="RightsDescriptor" type="ipmpinfo:RightsDescriptorType"/>
<complexType name="RightsDescriptorType">
<sequence>
<element ref="ipmpinfo:IPMPInfoDescriptor" minOccurs="0"/>
<choice minOccurs="0">
Source <element ref="ipmpinfo:License"/>
<element ref="ipmpinfo:LicenseReference"/>
<element ref="ipmpinfo: LicenseService"/>
</choice>
</sequence>
</complexType>

34
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7.4.7.2 Semantics

The ipmpinfo:RightsDescriptor element contains information about the license that governs the IPMP tool

information.

7.4.7.3 License

7.4.7.3.1 Syntax
[ — — 1
ipmpinfo:LicenseType |
i ——— oo I
Diagram |;Lit:ense [T‘]J[—(—-ﬂ—jﬂ--:”any #Hany |
Used by <RightsDescriptor>
<element name="License" type="ipmpinfo:LicenseType"/>
<complexType name="LicenseType" mixed="true">
<sequence>
Source <any namespace="##any" processContents="lax"
minOccurs="0" maxOccurs="unbounded"/>
</sequence>
</complexType>
7.4.7B.2 Semantics

The ipmpinfo:License element that represents a containerto carry license(s).

7474 LicenseReference

7.4.74.1 Syntax
Di ELil:EI'ISEREfETEI‘II:E
mTam |_ :‘é
Used by <RightsDescriptor>
Name Type Use Semantics
Attributes _ C_)ontains the IocaFion from| where the
ref anyURI Required license(s) can be retrieved
<element name="LicenseReference" type="ipmpinfo:LicenseReferenceType"/>
Soulce <complexType name="LicenseReferenceType">
<attribute name="ref" type="anyURI" use="required"/>
</complexType>
7.4.7.42 Semantics

The ipmpinfo:LicenseReference element represents the remote location from where the license(s) can be

retrieved.

The ipmpinfo:LicenseReference element has the attribute ref that contains the location where the license(s)
can be retrieved.
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7.4.7.5 LicenseService
7.4.7.51 Syntax
r
| ipmpinfo:LicenseService Type
Diagram = st "
g FLicenseSeruice EI'—(—-H—:E- -} any #Hany I
Used by <RightsDescriptor>
<element name="LicenseService" type="ipmpinfo:LicenseServiceType"/>
CUTT IP:UI\T_Y'JU ant IU_"L;UUI IOUSUI V;UUT"JU" III;AUd_"tI UU"
<sequence>
Source <any namespace="##any" processContents="lax"
minOccurs="0" maxOccurs="unbounded"/>
</sequence>
</complexType>
7.4.7.5.2 Semantics
The ipmpinfo|LicenseService element contains a reference to a license servige; which provides the service for
obtaining the|corresponding license.
74.7.6 Example
The ipmpinfg:RightsDescriptor element contains information abeut the license that governs an objecf This
example shoys how this element and the ipmpinfo:License element are used to carry rights information.
<ipmpinfp:RightsDescriptor>
<ipmpinfo:License>
<r:license>
<r:grant>
<mx:play/>
<mx:diReference>
<mx:identifier>Urhigrid:al-abcde-9630741852-f</mx:identifier>
</mx:diReference>
</r:grant>
</r:license>
</ipmpinfo:License>
</ipmpinffo:RightsDes¢wiptor>

7.4.8 Signature

7.4.8.1

Syntax

The syntax for signature element should refer to subclause 7.4.4.5.4.1.

7.4.8.2 Semantics

The dsig:Signature element contains the signature for the ipmpinfo:Tool element.

The semantics for all elements under Signature should refer to [XMLDSIG].
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749 Example

The ipmpinfo:Tool element contains information describing IPMP Tools. This example shows how an IPMP
Tool can be described.

<ipmpinfo:Tool>
<ipmpinfo:ToolBaseDescription>
<ipmpinfo:IPMPToolID>urn:mpegRA:mpeg2l:IPMP:ABC002:56:79</ipmpinfo:IPMPToolID>
<ipmpinfo:Remote ref="urn:IPMPToolsServer:ToolPartEnc002-9090"/>
<ipmpinfo:ConfigurationSettings> ... </ipmpinfo:ConfigurationSettings>

</ipmpinfo:ToolBaseDescription>

<fipmpinfo:InitializationSettings>
<ipmpinfo:InitializationData> ... </ipmpinfo:InitializationData>
<J/ipmpinfo:InitializationSettings>

</ipmpinfo:Tool>

7.5 |RightsDescriptor

7.5.1| Syntax

Refer|to subclause 7.4.7.1 for the syntax of RightsDescriptor element.

7.5.2| Semantics

The |pmpinfo:RightsDescriptor element contains information about the license that goverps the IPMP
infornpation.

7.6 (Signature

7.6.1| Syntax

Refer|to subclause 7.4.4.5.4.1 for the ‘syntax of Signature element.

7.6.2| Semantics

The dsig:Signature elementicontains the signature for the ipmpinfo:IPMPInfoDescriptor element.

8 IPMP General Information Descriptor

8.1 [Introduction

The purpese—efthis—clause—isto—deseribe—the—syntax—and-semantiess—ofthe W3GXML—représentation for
representing general control and the global governance information about IPMP tools and rights expressions
relating to a complete DID. It should be carried at the outmost place of the protected DIDL. If Digital Item is
directly declared by the Item of DIDL, the IPMPGenerallnfoDescriptor should be carried under the hierarchy
DIDL/Declarations/Descriptor/Statement. If Digital Item is declared by the Item of Container of DIDL, the
IPMPGenerallnfoDescriptor should be carried under the hierarchy DIDL/Container/Descriptor/Statement. The
syntax is defined using XML schema (as specified in W3C XMLSCHEMA). For the purposes of this document,
the XML schema syntax descriptions are also collectively referred to as IPMP Information schema.

When used for DIDL protection, the IPMPGenerallnfoDescriptor shall be contained in a Descriptor of the
outermost element excepting the DIDL (or DIDLInfo or Declarations) element of the DIDL document within
“Statement” element as a child element of an ipmpdidl:Info element. The IPMPGenerallnfoDescriptor may
also be used for signalling protection information for non-DIDL multimedia declaration.

© ISO/IEC 2006 — All rights reserved 37



https://iecnorm.com/api/?name=4b52842d6c1210777032156a05958ed6

ISO/IEC 21000-4:2006(E)

The IPMPGenerallnfoDescriptor element and its associated elements defined in this clause are used to
communicate general information relating to a complete Digital Item. The elements representing the
information that may be contained in the IPMP General Information Descriptor are specified by the following

subclauses.

The elements defined in the IPMPGenerallnfoDesriptor XML Schema are part of the namespace URI defined
as “urn:mpeg:mpeg21:2004:01-IPMPINFO-NS”. The "01" represents a serial number that is expected to
change as the IPMPGenerallnfoDescriptor schema evolves along with this part of ISO/IEC 21000.

Throughout this clause consistent namespace prefixes are used. The prefix used by the elements defined in
this part of ISO/IEC 21000 related to the namespace URI “urn:mpeg:mpeg21:2004:01-IPMPINFO-NS” is

“ipmpinfo:”.

Example:

<ipmpinfo:IP

<ipmpinfo:IP

PGeneralInfoDescriptor xmlns:ipmpinfo="urn:mpeg:mpeg2l:2004:01-IPMPINFONS/>

PGeneralInfoDescriptor>

NOTE The use of this prefix is not normative, other prefixes can be used ) for the namespacg URI
“urn:mpeqg:mpeg21:2004:01-IPMPINFO-NS”".
8.2 Schema wrapper
The syntax of description tools specified in this subclause is providéed as a collection of schema compopents,
consisting ngtably in type definitions and element declarations,~In_order to form a valid schema docyment,
these schema components should be gathered in a schema document with the following declaration dgfining
in particular the target namespace and the namespaces prefixas.
<?xml versiop="1.0"?2>
<schema targg¢tNamespace="urn:mpeg:mpeg2l:2004:01<TPMPINFO-NS"
xmlns="http:|[/www.w3.0rg/2001/XMLSchema" xmlnssipmpinfo="urn:mpeg:mpeg21:2004:01-IPMPINFO-NS"
xmlns:dii="ufn:mpeg:mpeg21:2002:01-DII-NS" xmlns:r="urn:mpeg:mpeg2l1:2003:01-REL-R-NS"
xmlns:dsig="http://www.w3.0rg/2000/09/xmldsig#" elementFormDefault="qualified"
attributeForpDefault="unqualified" versfon="0.01">

<import hamespace="http://www.w8.0¥rg/2000/09/xmldsig#"
schemalocatipn="http://www.w3.0org/TR/2002/REC-xmldsig-core-20020212/xmldsig-core-schema.xsd" />

<import hamespace="urn:mpegsmpeg2l:2003:01-REL-R-NS" schemalocation="rel-r.xsd"/>

<import hamespace="urn:mpegkmnpeg2l:2002:01-DII-NS" schemalocation="dii.xsd"/>

<import hamespace="urn:mpeg:mpeg2l:2004:01-IPMPINFO-NS" schemalocation="ipmpinfo.xsd"/>
Additionally, the following line should be appended to the resulting schema document in order to obtain g well-
formed XML ¢locupient.

‘ </schema>

8.3 IPMPGeneralinfoDescriptor

The ipmpinfo:IPMPGeneralinfoDescriptor is the root element of an

IPMPGeneralDescriptor instance

document. The ipmpinfo:IPMPGenerallnfoDescriptor root element may contain a ipmpinfo:ToolList element,

ipmpinfo:Lice

38
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8.3.1 Syntax
I____________|
ipmpinfollPMPGeneralinfoDescriptor Type
| ¢~ ipmpinfo:ToolList [ I
D'agram IPMPGeneralinfoDescriptor [%]—l—(—u-—jﬂ- r ipmpinfo:LicenseCollection |
| -4 dsig:Signature ] |
-
Chilgren <Joelist><LicenseGellection><Signature>

oTgTat

<element name="IPMPGenerallnfoDescriptor"
type="ipmpinfo:IPMPGeneralinfoDescriptorType"/>
<complexType name="IPMPGenerallnfoDescriptorType">
<sequence>
<element ref="ipmpinfo:ToolList" minOccurs="0"/>
<element ref="ipmpinfo:LicenseCollection" minOccurs="0"/>
<element ref="dsig:Signature" minOccurs="0"/>
<!l--Signature for the IPMPGenerallnfoDescriptoryelement and childrgn -->
</sequence>
</complexType>

Souilce

8.3.2| Semantics

The ipmpinfo:IPMPGeneralinfoDescriptor element is the’container for a list of required IPMHA tools and a
collegtion of licenses.

8.3.3| Example

This jexample shows how the ipmpinfo:IPMPGenerallnfoDescriptor element can be used |to carry the
information related to the list of required IPMP tools and to the collection of licenses each|one of them
identifying its own target.

<ipmpfnfo:IPMPGeneralInfoDesgriptor>

<fipmpinfo:ToolList>

<ipmpinfo:ToolBeSeription localID="Tooll"> ... </ipmpinfo:ToolDescription>
<ipmpinfo:TgdlDescription localID="Tool2"> ... </ipmpinfo:ToolDescription>
<ipmpinfo:TeolDescription localID="Tool3"> ... </ipmpinfo:ToolDescription>

<} ipmpinfo:TSodhList>
<ipmpinfosdiicenseCollection> ... </ ipmpinfo:LicenseCollection>

</ipmpinfo:IPMPGeneralInfoDescriptor>

8.4 oelkist

8.4.1 Introduction

The ipmpinfo:ToolList element identifies the IPMP Tools required to process and unprotect the object. It
includes a list of IPMP tools.

Validation Rule:

— For a given ipmpinfo:ToolList element, it shall not contain more than one ipmpinfo:ToolDescription
element that has attribute locallD with the same value.
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8.4.2 Syntax

|

|pmp|nfu ToolDescription [+ |

Diagram ToolList [{]J{—--— |
|

Children <ToolDescription> <Signature>

Used by <IPMPGenerallnfoDescriptor>

<element name="ToolList” type="ipmpinfo: ToolListType”/>
<complexType name="ToollListType">
<sequence>
<element ref="ipmpinfo:ToolDescription” maxOccurs="unbounded”/>
<element ref="dsig:Signature” minOccurs="0"/>
<|—Signature for the ToolList element and children >
</sequence>
</complexType>

Source

8.4.3 Semantics

The ipmpinfo|ToolList element describes a list of the necessary tools to access the protected content.
8.4.4 ToolDescription

8.4.41 Syntax

B ipmpinfo:inline

Diagram | Tuull]eii\li@ﬁﬂn E}I{_,__:E_ ' aipmpinfo:Remote

L @y ==

<IPMPToollID> <MemberOf> <Inline> <Remote> <ConfigurationSettings> <RightsDescriptor>

Children <Signature>

Used by <ToolList>

Attributes |Name ] Type ] Use ] Semantics
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locallD D

Required

A local identifier for the tool.

locallD attribute of the ToolDescription element shall be unique
among tools in the same ToolList so that it can be uniquely
referred from Tool element. In the case of the
IPMPGenerallnfoDescriptor should be carried in a Descriptor of the
outermost element excepting the DIDL (or DIDLInfo or
Declarations) element of the DIDL document. Local IDs must be
unique within a Digital Item.

<sequence>

<element name="ToolDescription" type="ipmpinfo:ToolDescriptionType"/>
<complexType name="ToolDescriptionType">

<element ref="ipmpinfo:IPMPToollD"/>

<element ref="ipmpinfo:MemberOf" minOccurs="0"/>
<choice minOccurs="0">
<element ref="ipmpinfo:Inline"/>

Source <element ref="ipmpinfo:Remote"/>

</choice>
<element ref="ipmpinfo:ConfigurationSettings" minOccurs="0"/>
<element ref="ipmpinfo:RightsDescriptor" minOccurs="0"/>
<element ref="dsig:Signature" minOccurs="0"/>

</sequence>

<attribute name="locallD" type="ID" use="required"/>

</complexType>
8.4.4pP Semantics

The ipmpinfo:ToolDescription element describes the IPMR tool. One ipmpinfo:ToolDescription defines one tool.

Validation Rule:

— If an ipmpinfo:ToolDescription element\, has a child ipmpinfo:MemberOf element, then for each

8.448

8.448.1

Refer|to subclause 7.4:4.4.1 for the syntax of ipmpinfo:IPMPToollD element.

8.448.2

The iTmpinfo:IPMPTooIID element represents the universally unique identifier for an IPMP tool.

IPMPToollD

Syntax

Sémantics

mpinfo:AlternateGroup element thatchas the attribute grouplD with value x, then thefe shall exist
%nother ipmpinfo:ToolDescription element with that has a child ipmpinfo:MemberOf eleent with an
mpinfo:AlternateGroup with thesattribute grouplD the same value (x).

8.4.4.4 MemberOf
8.4.4.41 Syntax
| ipmpinfo:MemberOfType _i
Diagram MemberOf [%]J{—H-—j;:_l—{‘ipmpinfu:nlternateﬁruup | |
| 1.0 |
- -
Children <AlternateGroup>
Used by <ToolDescription>
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<element name="MemberOf" type="ipmpinfo:MemberOfType"/>
<complexType name="MemberOfType">
<sequence maxOccurs="unbounded">

Source <element ref="ipmpinfo:AlternateGroup"/>
</sequence>
</complexType>
8.44.4.2 Semantics

The ipmpinfoinfo:MemberOf element describes the group (or groups) to which the IPMP tool belongs.

8.4.4.4.3 AlternateGroup
The ipmpinfo|AlternateGroup element identifies the group of tools that serve as alternative for this iPMP jool.
8.44.431 Syntax
Diagram AlternateGroup
Used by <MemberOf>
Attributes Name Typg Use . Seme.a.ntlcs .
grouplD positivelnteger Required | Identifier for the alternative tool group.
<element name="AlternateGroup" type="ipmpinfo;AlternateGroupType"/>
Source <complexType name="AlternateGroupType">
<attribute name="grouplID" type="positivelnteger" use="required"/>
</complexType>
8.44.43.2 Semantics
The ipmpinfofAlternateGroup element identifies)the group in which this tool can be an alternative tool fpr the
other members of the group. Tools whose AlternateGroup’s grouplD attribute have same value are memper of
the same altgrnate group. Hence they can.serve as alternatives to each other.
8.4.4.4.3.3 Example
The example|below shows a TooList consists of 4 Tools: Tool1, Tool2, Tool3, and Tool4. Tool1 and Toqgl2 are
in the same group (group:1)." Tool3 and Tool4 are in the same group (group 2). In the case of Tool1 |is not
available or cannot be_retrieved, Tool2 can be used instead, and vice versa. The same case can be applied to
Tool3 and Topl4 as well!
<ipmpinfo:Topilhd st>
<ipmpinfo:ToolDescription locallD="Tooll"
<ipmpinfo:IPMPToolID>urn:mpegRA:mpeg2l:IPMP:ABC002:56:79</ipmpinfo:IPMPToolID>
<ipmpinfo:Remote ref="urn:IPMPToolsServer:MyEnc002-9090"/>
<MemberOf>
<AlternateGroup GroupID="1"/>
<MemberOf>
</ipmpinfo:ToolDescription>

<ipmpinfo:ToolDescription localID="Tool2">

<ipmpinfo:IPMPToolID>urn:mpegRA:mpeg2l:IPMP:ABC003:77:29</ipmpinfo:IPMPToolID>
<ipmpinfo:Remote ref="urn:IPMPToolsServer:PublicEnc003-3484"/>
<MemberOf>
<AlternateGroup GroupID="1"/>
<MemberOf>

42
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</ipmpinfo:ToolDescription>

<ipmpinfo:ToolDescription localID="Tool3">
<ipmpinfo:IPMPToolID>urn:mpegRA:mpeg2l:IPMP:ABC004:22:79</ipmpinfo:
<ipmpinfo:Remote ref="urn:IPMPToolsServer:Free-RightIntprt"/>
<MemberOf>

<AlternateGroup GroupID="2"/>

<MemberOf>

</ipmpinfo:ToolDescription>

<ipmpinfo:ToolDescription localID="Tool4">
<ipmpinfo:IPMPToolID>urn:mpegRA:mpeg2l:IPMP:ABC005:77:29</ipmpinfo:
<ipmpinfo:Remote ref="urn:IPMPToolsServer:Premium-RightIntprt"/>

IPMPToolID>

IPMPToolID>

<MemberOf>

<AlternateGroup GroupID="2"/>
<MemberOf>
<J/ipmpinfo:ToolDescription>
</ipmpinfo:ToolList>

The Malue of grouplD attribute does not necessarily be unique since one er more Tools can have the same

value|(that is the rationale why the data type of grouplD is positivelnteger/ not ID).
8.4.45 Inline

8.4.45.1 Syntax

Refer|to subclause 7.4.4.5.1 for the syntax of ipmpinfo:Inline element.

8.4.4.5.1.1 Semantics

The Ipline element is a container to carry the binary of the tool.
8.445.2 Binary

8.4.45.21 Syntax

Refer|to subclause 7.4.4.5.3.1 for the syntax of ipmpinfo:Binary element.

8.4.45.2.2 Semantics

The ipmpinfo:Bibary element contains a Base64-encoded IPMP tool which is carried in IPMP General

Information Descriptor.

8.4.45.3/, Signature

8.44.53.1 Syntax

Refer to subclause 7.4.4.5.4.1 for the syntax of Signature element.

8.4.4.5.3.2 Semantics

The dsig:Signature element contains the signature for the Tnl1ine element which is carried in IPMP General

Information Descriptor.

The semantics for all elements under Signature should refer to [XMLDSIG].
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8.44.6

8.44.6.1

Remote

Syntax

Refer to subclause 7.4.4.6.1 for the syntax of ipmpinfo:Remote element.

8.4.4.6.2

The ipmpinfo:

8.44.6.3 S

Semantics

Remote element contains the remote location from where the tool can be retrieved.

ignature

8.4.4.6.3.1

Refer to subg

8.4.4.6.3.2

The dsig:Sigr
Information D

The semantid

8.44.7 Cg

S

8.4471 §
Refer to subg

S

~

8.44.7.2

The ipmpinfo
IPMP tool.

8.44.8

8.44.81

The ipmpinfo
existence of
governance f

The ipmpinf
ipmpinfo:Lice

RightsDescriptor

Introduction

Syntax

ause 7.4.4.5.4.1 for the syntax of Signature element.

Semantics

escriptor.

s for all elements under Signature should refer to [XMLDSIG}.
nfigurationSettings

yntax

ause 7.4.4.7.1 for the syntax of ipmpinfo:CoffigurationSettings element.

emantics

RightsDescftiptor element contains information about the license that governs the IPMP tog
ipmpinfo:RightsDescriptor under the ipmpinfo:ToolDescription element indicates thg
br the usage of the IPMP tool.

ature element contains the signature for the Remote element which\is' carried in IPMP Gegneral

ConfiguratinSettings element isxa_container to carry detailed configuration settings for a specific

I. The
re is

ense,

h:RightsDescriptor may contain an ipmpinfo:IPMPInfoDescriptor element and a Lig

nseReference orfpmpinfor ticenseService stements————————————___

The ipmpinfo:IPMPInfoDescriptor element contains the IPMP information related to the protected license(s).
Refer to ipmpinfo:IPMPInfoDescriptor element in subclause 7.3.

8.4.4.8.2

Syntax

Refer to subclause 7.4.7.1 for the syntax of ipmpinfo:RightsDescriptor element.

8.44.8.3

Semantics

The ipmpinfo:RightsDescriptor element contains information about the license that governs the IPMP tool.
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8.4.4.9 Signature

8.44.91 Syntax

Refer to subclause 7.4.4.5.4.1 for the syntax of Signature element.

8.4.49.2 Semantics

The dsig:Signature element contains the signature for the ipmpinfo:ToolDescription element.

The semantics for all elements under Signature should refer to [XMLDSIG].

8.4.5| Signature

8.4.51 Syntax

Refer|to subclause 7.4.4.5.4.1 for the syntax of Signature element.

8.4.5.2 Semantics

The dsig:Signature element contains the signature for the ipmpinfo:Toolkist element.

The semantics for all elements under Signature should refer to [XMLEDSIG].

8.4.6| Example

The ipmpinfo:ToolList element in the ipmpinfo:IPMPGenerallnfoDescriptor is used to define th
tools that the terminal requires to consume the protected content. This example shows how {
tools [can be defined within the ipmpinfo:ToolList\element. In this element the general informa

each pne of the IPMP tools is also declared.

list of IPMP
set of IPMP
ion to define

<ipmpfnfo:ToolList>
<fipmpinfo:ToolDescription localiD="Tooll">

<ipmpinfo:Remote refE"urn:IPMPToolsServer:ToolPartEnc002-9090"/>
<ipmpinfo:ConfigurationSettings> ... </ipmpinfo:ConfigurationSettings>

<J/ipmpinfo:ToolDescfiption>

A

ipmpinfo:ToolDescription localID="Tool2">

<ipmpinfgoiRemote ref="urn:IPMPToolsServer:ToolEnc003-3484"/>
<ipmpinfo:ConfigurationSettings> ... </ipmpinfo:ConfigurationSettings>
<)/ ipmpinfo: ToolDescription>

</ipmpinfe:ToolList>

<ipmpinfo:IPMPToolID>urm:mpegRA:mpeg2l:IPMP:ABC002:56:79</ipmpinfo: IPMPToolID>

<ipmpinfo xIPMPToolID>urn:mpegRA:mpeg2l:IPMP:ABC003:77:29</ipmpinfo: IPMPToolID>
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8.5 LicenseCollection

8.5.1 Syntax
r T T
ipmpinfo:LicenseCollectionType |
Diagram FLicenseCullec’tiun [%]l—(—-ﬂ—)EI—Lipmpinfu:Rightsl]escriptur |
1.0
s
Children <RightsDescriptor>
<element name="LicenseCollection" type="ipmpinfo:LicenseCollectionType"/>
<complexType name="LicenseCollectionType" mixed="true">
Source <sequence>
<element ref="ipmpinfo:RightsDescriptor" maxOccurs="unbounded/>
</sequence>
</complexType>

8.5.2 Semantics

The ipmpinfd:LicenseCollection element contains a collection of licenses-each of which identifies it$ own
target.

8.5.3 RightsDescriptor

8.5.3.1 Syntax

Refer to subdause 7.4.7.1 for the syntax of ipmpinfo:RightsDescriptor element.

8.5.3.2 Semantics

The ipmpinfofRightsDescriptor element contains information about the license. If the license is protected, the
ipmpinfo:RightsDescriptor element also contains IPMP information related to the protected license.

8.5.4 Example

The ipmpinfofLicenseCollection.element within the ipmpinfo:IPMPGenerallnfoDescriptor contains a collection
of licenses thpat identify the target of their governance. This element can also contain licenses associated with
the whole IPMP protected"BID. The example shows how a collection of licenses, each of which identifie§ their
target of governance, ean be placed within the ipmpinfo:IPMPGenerallnfoDescriptor in an IPMP protected DID.

46
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<ipmpinfo:LicenseCollection>
<ipmpinfo:RightsDescriptor>
<ipmpinfo:License>
<r:license>
<r:grant>
<mx:play/>
<mx:diReference>
<mx:identifier>urn:grid:al-abcde-9630741852-f</mx:identifier>
</mx:diReference>
</r:grant>
</r:license>

</ipmpinfo:License>
<Jipmpinfo:RightsDescriptor>

A

ipmpinfo:RightsDescriptor>

<ipmpinfo:License> ... </ipmpinfo:License>
<Jipmpinfo:RightsDescriptor>
</ipmpinfo:LicenseCollection>

8.6 (Signature
8.6.1| Syntax
Refer|to subclause 7.4.4.5.4.1 for the syntax of Signature element.

8.6.2| Semantics

The dsig:Signature element contains the signature for'the ipmpinfo:IPMPGenerallnfoDescriptor element.

The semantics for all elements under Signature:should refer to [XMLDSIG].
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Annex A
(informative)

IPMP DIDL Schema

<?xml version="1.0"?>
<!- ->

<schema targg¢tNamespace="urn:mpeg:mpeg21:2004:01-IPMPDIDL-NS" elementFormDefault="qualified"
attribut¢FormDefault="unqualified" version="0.01" xmlns="http://www.w3.0rg/2001/XMLSchemg"
xmlns:di¢imodel="urn:mpeg:mpeg21:2002:02-DIDMODEL-NS" xmlns:ipmpdidl="urn:mpeg:mpeg2l:2004+01
IPMPDIDL-NS"
<import pchemaLocation="didmodel.xsd" namespace="urn:mpeg:mpeg2l:2002:02-DIDMODEL-NS%/>
<import pchemaLocation="didl.xsd" namespace="urn:mpeg:mpeg2l:2002:02-DIDL-NS"/>
<!-

All element types corresponding to the DID model contain:
i) a maximum of one ipmpdidl:Identifier element, into which an appropriate identifjer
for the protgcted Representation may be placed

ii) one ipmpdidl:Info element, into which information about the ‘governance is place
iii) one ipmpdidl:Contents element, into which the governed Gofifents is placed

==

<element|name="Container" type="ipmpdidl:ContainerType" substitublenGroup="didmodel:Containef"/>
<complex[ype name="ContainerType">
<complexContent>
extension base="didmodel:ContainerType">
<sequence>
<group ref="ipmpdidl:IPMPDIDLChildGroup™/>
</sequence>
/extension>
</copplexContent>
</complekType>
<element|name="Item" type="ipmpdidl:ItemType" \substitutionGroup="didmodel:Item"/>
<complexfype name="ItemType">
<complexContent>
extension base="didmodel:ItemType">
<sequence>
<group ref="ipmpdidhJIIPMPDIDLChildGroup"/>
</sequence>
/extension>
</copplexContent>
</complekType>
<element|name="Descriptor . type="ipmpdidl:DescriptorType"
substitutiongroup="didmodel ;:Descriptor" />
<complex[ype name="DescxiptorType">
<complexContent>
extension/Base="didmodel:DescriptorType">
<seg@énee>
Lgroup ref="ipmpdidl:IPMPDIDLChildGroup"/>
<7Sequence>
/gxtension>
</copplexContent>
</compleXType
<element name="Statement" type="ipmpdidl:StatementType" substitutionGroup="didmodel:Statement"/>
<complexType name="StatementType" mixed="true">
<complexContent>
<extension base="didmodel:StatementType">
<sequence>
<group ref="ipmpdidl:IPMPDIDLChildGroup"/>
</sequence>
</extension>
</complexContent>
</complexType>
<element name="Component" type="ipmpdidl:ComponentType" substitutionGroup="didmodel:Component"/>
<complexType name="ComponentType">
<complexContent>
<extension base="didmodel:ComponentType">
<sequence>
<group ref="ipmpdidl:IPMPDIDLChildGroup"/>
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</sequence>
</extension>
</complexContent>
</complexType>
<element name="Anchor" type="ipmpdidl:AnchorType" substitutionGroup="didmodel:Anchor"/>
<complexType name="AnchorType">
<complexContent>
<extension base="didmodel:AnchorType">
<sequence>
<group ref="ipmpdidl:IPMPDIDLChildGroup"/>
</sequence>
</extension>
</complexContent>
</complexType>
<element name="Fragment" type="ipmpdidl:FragmentType" substitutionGroup="didmodel:Fragment"/>
<fomplexType name="FragmentType" mixed="true">
<complexContent>
<extension base="didmodel:FragmentType">
<sequence>
<group ref="ipmpdidl:IPMPDIDLChildGroup"/>
</sequence>
</extension>
</complexContent>
complexType>
Element name="Condition" type="ipmpdidl:ConditionType" substitutienGfoup="didmodel:Cpndition"/>
FomplexType name="ConditionType">
<complexContent>
<extension base="didmodel:ConditionType">
<sequence>
<group ref="ipmpdidl:IPMPDIDLChildGroup" />
</sequence>
</extension>
</complexContent>
complexType>
Element name="Choice" type="ipmpdidl:ChoiceType™ substitutionGroup="didmodel:Choice"}>
fomplexType name="ChoiceType">
<complexContent>
<extension base="didmodel:ChoiceTypge,">
<sequence>
<group ref="ipmpdidl:IBMPDIDLChildGroup"/>
</sequence>
</extension>
</complexContent>
complexType>
Element name="Selection" typé="ipmpdidl:SelectionType" substitutionGroup="didmodel:Sglection"/>
FomplexType name="SelectionTlype">
<complexContent>
<extension base="didmodel:SelectionType">
<sequence
<grQup ref="ipmpdidl:IPMPDIDLChildGroup"/>
</seguence>
</extensioh>
</complexContent>
complexType>
Element grame="Resource" type="ipmpdidl:ResourceType" substitutionGroup="didmodel:Respurce"/>
tomplexType name="ResourceType" mixed="true">
<gomplexContent mixed="true">
<extension base="didmodel:ResourceType">
<sequence>
GIOUp rei—ipmpdidl:IPMPDIDLCHRIIAGIOUP
</sequence>
</extension>
</complexContent>
</complexType>
<element name="Annotation" type="ipmpdidl:AnnotationType"
substitutionGroup="didmodel:Annotation"/>
<complexType name="AnnotationType">
<complexContent>
<extension base="didmodel:AnnotationType">
<sequence>
<group ref="ipmpdidl:IPMPDIDLChildGroup"/>
</sequence>
</extension>
</complexContent>
</complexType>
<element name="Assertion" type="ipmpdidl:AssertionType" substitutionGroup="didmodel:Assertion"/>

ASANNAN

ASANIAS

ASANAN

ASANNAN
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<complexType name="AssertionType">
<complexContent>
<extension base="didmodel:AssertionType">
<sequence>
<group ref="ipmpdidl:IPMPDIDLChildGroup"/>
</sequence>
</extension>
</complexContent>
</complexType>
<!-- elements from here onward are unique to the IPMP DIDL Representation-->
<group name="IPMPDIDLChildGroup">
<sequence>
<element ref="ipmpdidl:Identifier" minOccurs="0"/>
<element ref="ipmpdidl:Info"/>
<element ref="ipmpdidl:ContentInfo" minOccurs="0"/>
element ref="ipmpdidl:Contents"/>
</sefiuence>
</group>
<element|name="Contents">
<complexType mixed="true">
sequence>
<any namespace="##any" processContents="lax" minOccurs="0"/>
/sequence>
attribute name="ref" type="anyURI"/>
</copplexType>
</element>
<element|name="Info">
<complexType mixed="true">
sequence>
<any namespace="##any" processContents="lax" minOccuks="0"/>
/sequence>
</copplexType>
</element>
<element|name="Identifier">
<complexType mixed="true">
sequence>
<any namespace="##any" processContents=®2dakx" minOccurs="0"/>
/sequence>
</copplexType>
</element>
<element| name="ContentInfo">
<complexType mixed="true">
<sequence>
<any namespace="##any" pret&essContents="1lax" minOccurs="0"/>
</sequence>
</complexType>
</elemenf>
<element|name="ProtectedAsset", type="ipmpdidl:ProtectedAssetType"/>
<complexfype name="ProtectedAssetType">
<segpence>
group ref="ipmpdidl : IPMPDIDLChildGroup"/>
</sefluence>
<attfibute namex'"mimeType" type="string" use="required"/>
</complekType>
</schema>
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Annex B
(informative)

IPMP Information Schema

<?xml

version="1.0"?>

<schema targetNamespace="urn:mpeg:mpeg21:2004:01-IPMPINFO-NS"
xmlns="http://www.w3.0rg/2001/XMLSchema" xmlns:ipmpinfo="urn:mpeg:mpeg21:2004:01-IPMPINFO-NS"

xmlns
xmlns
attri
<]
schem|
<

<
<]
<]

AN A

A A

AN A

cdii="urp:mpeg:mpeg2]:2002:01-DTT-NS" xmlns:r="urpn:mpeg:mpeg2]1:2003:0]-RET-R-NS"

dsig="http://www.w3.0rg/2000/09/xmldsig#" elementFormDefault="qualified"
buteFormDefault="unqualified" version="0.01">
import namespace="http://www.w3.0rg/2000/09/xmldsig#"
bLocation="http://www.w3.0rg/TR/2002/REC-xmldsig-core-20020212/xmldsig-core-schema. x|
import namespace="urn:mpeg:mpeg2l:2003:01-REL-R-NS" schemalocation="rel-r.xsgd"/>
import namespace="urn:mpeg:mpeg21:2002:01-DII-NS" schemalocation="dii.xsd"W/>
Element name="IPMPInfoDescriptor" type="ipmpinfo:IPMPInfoDescriptorTypel'A>
complexType name="IPMPInfoDescriptorType">
<annotation>
<documentation>The RightsDescriptor under this element is applied to the associatéd asset</documentati
</annotation>
<sequence>
<element ref="ipmpinfo:Tool" minOccurs="0" maxOccurs=runbounded" />
<element ref="ipmpinfo:RightsDescriptor" minOccurs="0" maxOccurs="unbounded"
<element ref="dsig:Signature" minOccurs="0"/>
<!--Rights for the unprotect operation-->
</sequence>
complexType>
Element name="Tool" type="ipmpinfo:ToolType"/>
complexType name="ToolType">
<sequence>
<choice>
<element ref="ipmpinfo:ToolBaseDescription"/>
<element ref="ipmpinfo:ToolR&EE™/>
</choice>
<element ref="ipmpinfo:InitialifzationSettings" minOccurs="0"/>
<element ref="ipmpinfo:Righf&bescriptor" minOccurs="0"/>
<element ref="dsig:Signatte" minOccurs="0"/>
</sequence>
<attribute name="order" type="positivelnteger"/>
complexType>
Element name="ToolRef" pypé&="ipmpinfo:ToolRef"/>
complexType name="ToolRef>
<attribute name="\localidref" type="IDREF" use="required"/>
complexType>
Element name="TodlBaseDescription" type="ipmpinfo:ToolBaseDescriptionType"/>
complexType name=J'ToolBaseDescriptionType">
<sequence>
<element ref="ipmpinfo:IPMPToolID"/>
<ell@ice minOccurs="0">
<element ref="ipmpinfo:Inline"/>
<element ref="ipmpinfo:Remote"/>

Ed" />

</choice>
<element ref="ipmpinfo:ConfigurationSettings" minOccurs="0"/>
1 . £ .l 4 o e 11 2 i NaN1]
+emert—ref=lldatarSianatte R e
</sequence>
</complexType>

<element name="IPMPToolID" type="anyURI"/>
<element name="Inline" type="ipmpinfo:InlineType"/>
<complexType name="InlineType">

<sequence>

<element ref="ipmpinfo:Binary"/>

<element ref="dsig:Signature" minOccurs="0"/>
</sequence>

</complexType>

<element name="Binary" type="base64Binary"/>
<element name="Remote" type="ipmpinfo:RemoteType" />
<complexType name="RemoteType">

<sequence>
<element ref="dsig:Signature" minOccurs="0"/>
</sequence>
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<attribute name="ref" type="anyURI"/>
</complexType>
<element name="ConfigurationSettings" type="ipmpinfo:ConfigurationSettingsType"/>
<complexType name="ConfigurationSettingsType" mixed="true">
<sequence>
<element ref="ipmpinfo:Configuration"/>
<element ref="ipmpinfo:Update" minOccurs="0"/>
</sequence>
</complexType>
<element name="Configuration" type="ipmpinfo:ConfigurationType"/>
<complexType name="ConfigurationType" mixed="true">
<sequence>
<any namespace="##any" processContents="lax" minOccurs="0"/>
</sequence>
</complexType>
<element| name="Update" type="ipmpinfo:UpdateType"/>
<complex[l'ype name="UpdateType">
<sequence>
<element ref="ipmpinfo:Location" maxOccurs="unbounded"/>
<element ref="ipmpinfo:ScheduledUpdateTime" minOccurs="0"/>
<element ref="ipmpinfo:SupportedPlatform" minOccurs="0" maxOccurs="unbougfid€d" />
<element ref="dsig:Signature" minOccurs="0"/>
</sefquence>
</complekType>
<element| name="Location" type="ipmpinfo:RemoteType" />
<element| name="ScheduledUpdateTime" type="ipmpinfo:ScheduledUpdateTimeTypel />
<complex[lype name="ScheduledUpdateTimeType">
<simpleContent>
<extension base="dateTime">
<attribute name="periodic" type="duration" use="optional"/>
</extension>
</sifmpleContent>
</complekType>
<element| name="SupportedPlatform" type="ipmpinfo:SupportedPlatformType"/>
<complex[lype name="SupportedPlatformType">
<sequence>
<any namespace="##any" processContents="lax{\minOccurs="0"/>
</sefgquence>
</complekType>
<element| name="RightsDescriptor" type="ipmpinfio:RightsDescriptorType"/>
<complex[l'ype name="RightsDescriptorType">
<sequence>
<element ref="ipmpinfo:IPMPInfoDeScriptor" minOccurs="0"/>
<choice minOccurs="0">
<element ref="ipmpinfo:lficense"/>
<element ref="ipmpinfoktLicenseReference"/>
<element ref="ipmpififop!LicenseService"/>
</choice>
</sefquence>
</complekType>
<element| name="License" tiype="ipmpinfo:LicenseType" />
<complex[lype name="LicenseType" mixed="true">
<sequence>
<any namegPase="##any" processContents="lax" minOccurs="0"/>
</sefgquence>
</complekType>
<element| namg="LicenseService" type="ipmpinfo:LicenseServiceType"/>
<complex[lypesname="LicenseServiceType" mixed="true">
<sequeneé>
any namespace="##any PLOCEsSsSCoNtents=1ax™T minoccurs="0
</sequence>
</complexType>
<element name="LicenseReference" type="ipmpinfo:LicenseReferenceType"/>
<complexType name="LicenseReferenceType">
<simpleContent>
<extension base="anyURI"/>
</simpleContent>
</complexType>
<element name="InitializationSettings" type="ipmpinfo:InitializationSettingsType"/>
<complexType name="InitializationSettingsType" mixed="true">
<sequence>
<element ref="ipmpinfo:IPMPInfoDescriptor" minOccurs="0"/>
<element ref="ipmpinfo:InitializationData"/>
</sequence>
</complexType>
<element name="InitializationData" type="ipmpinfo:InitializationDataType"/>

52 © ISO/IEC 2006 — All rights reserved



https://iecnorm.com/api/?name=4b52842d6c1210777032156a05958ed6

ISO/IEC 21000-4:2006(E)

<complexType name="InitializationDataType" mixed="true">
<sequence>
<any namespace="##any" processContents="1lax" minOccurs="0"/>
</sequence>
</complexType>
</schema>
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Annex C
(informative)

IPMP General Information Schema

<?xml version="1.0"7?>
<schema targetNamespace="urn:mpeg:mpeg21:2004:01-IPMPINFO-NS"
xmlns="http://www.w3.0rg/2001/XMLSchema" xmlns:ipmpinfo="urn:mpeg:mpeg21:2004:01-IPMPINFO-NS"
xmlns:dii="upn:mpeg:mpeg21:2002:01-DIT-NS" xmlns:r="urpn:mpeg:mpeg2]:2003:01-RET-R-NS"
xmlns:dsig="http://www.w3.0rg/2000/09/xmldsig#" elementFormDefault="qualified"
attributeForpDefault="unqualified" version="0.01">
<import hamespace="http://www.w3.0rg/2000/09/xmldsig#"
schemaLocatipn="http://www.w3.0org/TR/2002/REC-xmldsig-core-20020212/xmldsig-core-schema.xsd’/>
<include| schemalocation="ipmpinfo.xsd"/>
<import hamespace="urn:mpeg:mpeg2l:2003:01-REL-R-NS" schemalocation="rel-r.xsd" /¥
<import hamespace="urn:mpeg:mpeg2l:2002:01-DII-NS" schemalocation="dii.xsd"/>
<element| name="IPMPGeneralInfoDescriptor" type="ipmpinfo:IPMPGeneralInfoDescxiptorType"/>
<complex[lype name="IPMPGeneralInfoDescriptorType">
<sequence>
<element ref="ipmpinfo:ToolList" minOccurs="0"/>
<element ref="ipmpinfo:LicenseCollection" minOccurs="0"/>
<element ref="dsig:Signature" minOccurs="0"/>
<!--Signature for the IPMPGeneralInfoDescriptor element andwc¢hildren -->
</sefquence>
</complekType>
<element| name="ToolList" type="ipmpinfo:ToolListType"/>
<complex[lype name="ToolListType">
<sequence>
<element ref="ipmpinfo:ToolDescription" maxOccu¥s="unbounded"/>
<element ref="dsig:Signature" minOccurs="0"/>
<!--Signature for the ToolList element and *¢hildren -->
</sefquence>
</complekType>
<element| name="ToolDescription" type="ipmpinfo:T6olDescriptionType" />
<complex[lype name="ToolDescriptionType">
<sequence>
<element ref="ipmpinfo:IPMPToolID"/>
<element ref="ipmpinfo:Member@fY minOccurs="0"/>
<choice minOccurs="0">
<element ref="ipmpinfokInline"/>
<element ref="ipmpiMfd:iRemote"/>
</choice>
<element ref="ipmpinfosConfigurationSettings" minOccurs="0"/>
<element ref="ippgpigfo:RightsDescriptor" minOccurs="0"/>
<element ref="dslgi/Signature" minOccurs="0"/>
</sefgquence>
<attfribute namez"leocallID" type="ID" use="required"/>
</complekType>
<element| name="MemperOf" type="ipmpinfo:MemberOfType"/>
<complex[lype name="MemberOfType">
<sequence” maxOccurs="unbounded">
<edement ref="ipmpinfo:AlternateGroup"/>
</sefqbentCe>
</compleXType
<element name="AlternateGroup" type="ipmpinfo:AlternateGroupType"/>
<complexType name="AlternateGroupType">
<attribute name="groupID" type="positivelnteger" use="required"/>
</complexType>
<element name="LicenseCollection" type="ipmpinfo:LicenseCollectionType"/>
<complexType name="LicenseCollectionType" mixed="true">
<sequence>
<element ref="ipmpinfo:RightsDescriptor" maxOccurs="unbounded"/>
</sequence>
</complexType>
</schema>

54 © ISO/IEC 2006 — All rights reserved



https://iecnorm.com/api/?name=4b52842d6c1210777032156a05958ed6

Annex D
(informative)

ISO/IEC 21000-4:2006(E)

Processing IPMP DIDL Elements

The following clause does not constitute a normative part of the standard.

Processing of a governed Digital Item operate within a governed environment that protects the governed

IPMP|DIDL elements against unauthorised access.

IPMP|DIDL elements are processed according to information defined in the ipmpdidl:Info child el¢ment.

DIDL |structure can be protected by encapsulation in an IPMP DIDL element carrésponding| to the head

element of the DIDL structure.

It is ekpected that processing will enforce the persistent nature of governance ahd not provide a

versign of the Digital Iltem outside the secure environment at any time.

N ungoverned

album lyrics

DIDL I Conversion | » |PMP DIDL
element Process element
IPMP’Information
Figure'D.1 — IPMP DIDL processing
didi:ltem. ipmpdidi:Item

v
“‘mysong.mp3”

“mysong.aac”

Figure D.2 — IPMP DIDL processing example
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This can further be illustrated using an example:

Unprotected DIDL structure

<Item>
<Descriptor>
<Statement mimeType="text/plain">
<dii:Identifier>IPMPid0001</dii:Identifier>
</Statement>
</Descriptor>
<Component>

<Resource ref="myPicture.png" mimeType="image/png"/>
</Component>
</Item>

A DIDL elemgént can be encapsulated in IPMP DIDL by applying, for example, the following-processing.
a) Replace|the DIDL element with the corresponding IPMP DIDL element. In this example the DIDL ltem
element |s replaced by an IPMP DIDL ipmpdidl:ltem element.

b) If the DIPL element has an identifier, encapsulate the identifier in an IPMP\DIDL Identifier element. |n this
example| the DIl Identifiier of the DIDL Item is encapsulated in an IPME-DIDL ipmpdidl:ldentifier element.

c) If any infprmation is required to retrieve the DIDL element content from the IPMP DIDL Contents elgment,
encapsulate this in an IPMP DIDL Info element. In this example, at this stage the content of the| DIDL
element |s simply encapsulated in an IPMP DIDL Contents elément.

d) Encapsu]ate the content of the DIDL element in an IPMP BRIDL Contents element.

Encapsulateq in IPMP DIDL

<ipmpdid]l :Item>
<ipmpdidl:Identifier>
<dii:Identifier>IPMPid0001</d¥%i:zIdentifier>
</ipmpdidl:Identifier>
<ipmpdidl:Info>...</ipmpdidl<Tnfo>
<ipmpdidl:Contents>
<Item>
<Descriptor>
<Statement mimeType="text/plain">
{dii:Identifier>IPMPid0001</dii:Identifier>
<)Statement>
</Dgseriptor>
<Component>

<Resource ref="myPicture.png" mimeType="image/png"/>

fompoTTeTTt
</Item>
</ipmpdidl:Contents>
</ipmpdidl:Item>

The ipmpdidl:Contents may be encrypted, with a tool described in ipmpdidl:Info. The tool information would be
encapsulated in the IPMP DIDL Info element at step c) above, and the encryption would occur during step d)
above. In this case the structure and Contents of ipmpdidl:Contents will not be visible.
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