INTERNATIONAL ISO/IEC
STANDARD 20933

Second edition
2019-01

- —

Information technology == Distributed
application platforms and servjiices
(DAPS) — Framework for distributed
real-time access systems
Technologies de l'informatign*— Services et plate-formds

d'application distribuées ~= Structure pour les contréleq d'acces
diffusés en temps réel

Reference number
ISO/IEC 20933:2019(E)

© ISO/IEC 2019


https://iecnorm.com/api/?name=eb32c257aaf7237911f0788912fe6d2e

ISO/IEC 20933:2019(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2019

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting
on the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address
below or [SO’s member body in the country of the requester.

ISO copyright office

CP 401 ¢ Ch. de Blandonnet 8
CH-1214 Vernier, Geneva
Phone: +41 22 749 01 11
Fax: +41 22 749 09 47
Email: copyright@iso.org
Website: www.iso.org

Published in Switzerland

ii © ISO/IEC 2019 - All rights reserved


https://iecnorm.com/api/?name=eb32c257aaf7237911f0788912fe6d2e

ISO/IEC 20933:2019(E)

Contents Page
FFOT@WOTM ........ooccccceeeesse e85 5588585555555 iv
IIUETOQUICEION........cco s \%
1 S0P ... 1
2 NOTINATIVE FEEETEIICES ............ooooiooeee sttt 1
3 Terms and definitions aNd ACTOMYINIS. ... 1
4 Conformance
5 OVBTVICW ..ottt
6 TraANSACTION .....oocccooooiiiii st (e 4
7 Time stamping fUNCHION ... o e o, 6
8 IMOAUI.........ccc e T et s 6
8.1 POlicy MOAUIE ... b | 6
8.2 AccesS-point MOAUIE ... e b o 7
8.3 RED module
8.4 Processing module...........en) S 7
8.5 SEOTAZE MOAUIE ... ST 7
9 Messages of each interface............ 7
9.1 Messages of Policy interface.... .. 8
9.2 Message of Access interface..........c.. QN .8
9.3 Messages of Processing interface. ... s s e 9
9.4 Messages of Storage INTErface. ... 80 s s, 11
10 Messages of external iNterfaces........ 00 s
10.1  Access request from external ifiterface (In) ...........
10.2  Final result notification to-external interface (Out)
10.3  Time stamp NOtHICAtION.. T et
11 Access system performance ManageImeENt. ...
11.1  Transaction ProCESSIMNG tIME ... ..o
11.2 Request performance time ...
11.3  Module processing time............cosrnn
11.4 Data transmussion time. ...
11.5 Requestperformance time for retrieve
11.6  Module-processing time for retrieve........
11.7 Ddta-transmission time fOr TetriBVE. ...
11.8 Request performance time for SEOTE ...
11.9-\"Module processing time for store
14,10 Data transmission time fOr STOTE. ...
1111 Access pnihf prnrnccihg time
Annex A (informative) Service access CONIrol SYSEIM ... 21
Annex B (informative) Share information between different Access systems..............ccnn 22
Annex C (informative) Usage of time SEAMPIINEG ... 23
Annex D (informative) LISt Of IE@SSAZES ...t 26
© ISO/IEC 2019 - All rights reserved iii


https://iecnorm.com/api/?name=eb32c257aaf7237911f0788912fe6d2e

ISO/IEC 20933:2019(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work.

The procedures used to develop this document and those intended for its further maintenance are
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Introduction

Technology for real-time access control is widely used in many situations such as entrance gates of
facilities and service access control systems. Membership and settlement services also benefit from
real-time access control systems connected via networks and using database information.

Sophisticated cloud, virtualisation, database, networking technology and services and the evolution of
authentication technology such as biometrics, NFC, QR codes used in distributed and modular access
control systems enable previously underserved users and operators to innovate around new use cases.

Taking into account the many technologies, this document specifies the reference model and common

controtfunctions—ttgives directiomr forongoimg mmovatiomramddevetopmentof techmotogy and system

integration of distributed real-time access control system.

This 2nd edition of the Standard introduces new functionalities on performance | management
mechanisms. Performance management mechanisms allow an Access system’to be pvaluated for
performance by using specific elements and metrics. This edition also prowides a numbegr of editorial
improyements and clarifications to the text of the Standard.

NOTE In the 1st edition the title of the Standard was Access systems.
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Information technology — Distributed application
platforms and services (DAPS) — Framework for
distributed real-time access systems

1 Scope
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1) an

messages those modules exchange, and elements of messages;

2) th
al
3) pe
th

2 N

There

3 Terms and definitions and acronyms

For thq

[SO and [EC maintain terminological databases for use in standardization at the following

— IE
— IS

3.1
Acces}

someopne or something that interacts with the Access system

3.2
access

identiffier iiman Access request

ID triggered modular system architecture, the functions of the modules;\the
e system behaviour from the time it receives an access request until thetime it se
ng with the sequence;

rformance measurement mechanisms using a time stamping fanetion that can be

e evaluation of the system.

prmative references

hre no normative references in this document.

e purposes of this document, the following terms, definitions and acronyms apply.

C Electropedia: available at http://www.electropedia.org/

D Online browsing platform: available at https://www.iso.org/obp

Jug

ID

S:

semantics of

nds the result

employed for

addresses:

3.3

access-ID-obtained-time
time when an Access-point module obtains an access-I1D

3.4

access-point-1D
identifier of an Access-point module

3.5

Access-request
request trigger of processing for access system

©150/1
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3.6

Distributed real-time access system

data processing system distributed in the network which is activated by an access request and
completed when the processing result accepts or denies that request within a reasonable period of time

3.7
Final-Result-Notification
notification of the final result of a transaction

3.8
function-ID
identifier of function

3.9
Policy-getter
message to relquest the Policy module to set the rules

3.10
Policy-setter
message to seft the rules to the RED module

3.11
Processing-request
request to ex¢cute a function

3.12
Processing-response
response to a[Processing-request

3.13
RED
Rule Evaluatipn and Dispatching

3.14
receivedTimp
time when a rhodule receives a request from another module

3.15
Retrieve-request
request to retfrieve data from.storage

3.16
Retrieve-response
response to a|Retrieve-request

3.17
rule-ID
identifier of rules

3.18
sendingTime
time when a module sends a response or a Transaction-start-request to another module

3.19
Store-request
request to store data to storage

3.20
Store-response
response to a Store-request

2 © ISO/IEC 2019 - All rights reserved
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3.21
Time-stamp-Notification
notification to provide time stamp information

3.22
transaction-ID
identifier of a transaction

3.23
Transaction-start-request
request to initiate a transaction

4 C(Lnformance

Confoymant Access systems progress transactions by interpreting the applicable/ruleg. Conformant
modules implement the requests on their interfaces, the corresponding responses and time stamping
as spetified herein.

5 Oyerview
This clpuse is an overview of the system model and the functions éfadistributed real-time Access system.

The Afcess system consists of 5 modules "Access-point, Policy, Processing, RED and|Storage" and
4 interffaces "Access-interface, Policy-interface, Processjngtinterface and Storage-interfafe”. There are
also 2 pxternal interfaces “In” and “Out”.

The Adcess system model is shown in Figure 1.

Policy-interface

Processing

Processing-interface

Access-interface
Access?point

Storage-interface

External External
interface (In) | | interface
(Out)

Figure 1 — Access systemmode] |

The Access system starts a transaction triggered by an Access ID which is included in Access request
from the Accessor through the external interface (In). After the necessary process, the Access system
completes the transaction by sending the final result to the receiver through the other external
interface (Out).

The Access system has a mechanism, the time stamp function, to measure processing time for the
evaluation of the Access system performance.

© ISO/IEC 2019 - All rights reserved 3
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6 Transaction

A transaction is a suite of functions and message exchanges to generate a final result and send it to a
receiver. A transaction starts from the time an Access system receives an access request and completes
after it sends the result.

When an Access-request is received by the Access-point module, a transaction proceeds to a generated
state. In the generated state, the Access-point module generates a transaction-ID which identifies a
transaction. The transaction_ID is created based on an activated access-ID. The Access-point module
sends Transaction-start-request with the transaction-ID to the RED module.

After sending a Transaction-start-request, a transaction proceeds to an on-going state. At the on-
going state, ’E[le RED module inferprets the rules set by the Policy module. According to the|result

of the interpijetation, the RED module sends request messages to the Processing or Storage #odule.
Upon receivipg a request message, the Processing module and the Storage module send regponse

hts the

messages to t
above proced
Notification) {

After sending

he RED module. The RED module interprets the rules again. The RED modulée repe
lire until the final result is decided based on rules and sends a final result (Final-
o the receiver through the external interface (Out).

the final result, the transaction proceeds to a completed state. When a transad

Result-

tion is

completed, thle usage of the access-ID is also completed. An example of message sequence is shpwn in

Annex A.
The state madhine of a transaction is shown in Figure 2.

NOTE1  accq
and generation

ss-ID is not defined in this document and is usually managed by a service provider. The li
of an access-ID is not in the scope of this document.

e cycle

NOTE 2  This behaviour of a transaction described above isfor a transaction under stable condition when a

response based on a request during a transaction is received@yithin a reasonable period of time.

In the case o
response is rq
system mana
transaction, 1
the actual sys

[ a system fault, such as power lossynetwork failure, or module malfunction wl
ceived within a reasonable period-gftime, this document does not define any excej
bement rules. However, the rules for providing such system failure, such as stop
esetting the system, or making-a re-access request to the Accessor, should be prov
tem.

len no
ptional
ping a
ded in
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Access-request

generated

Transaction-start-request

on-going

Final-Result-Notification

A 4

completed

Figure 2 — Transaction State Machine

The ryles are composed of procedural steps and branch steps to determine exchangeg
Figureg 3 illustrates a procedural stepiand Figure 4 illustrates a branch step. A pr
determines the next execution. A branch step selects the next rule depending on the bran

7

Procedure
Result is XXX

of messages.
pcedural step
Ch condition.

A 4

a8
/

Figure 3 — Procedural step
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if XXX

then YYY else 777

The rules sha

the sequg
the condi

the functy
sender fu

The rules sho

the desti

Atleastoner

7 Time st

Each module
used to meas
each module.

The time staf
message. The
messages.

the destination of Final-Result-Notification.

Iation and the timing of Time-stamp-Notification.

5

—/

Figure 4 — Branch step

| define:
nce of exchanging messages;
Fions of granting or denying access;

ion-ID which specifies a request function for the Processing module and identif
nction of the Processing module in messages of thie storage interface;

11d define:

le is linked to Access ID.

amping function

except the Policy module has a time stamping function. The time stamping fung
ire the duration(of a transaction, request performance time and the processing f
Usage of time stamping functions are shown in Annex C.

hping function of each module records receivedTime and sendingTime in each re
time stamping function of the RED module also logs the time when it sends and r¢

es the

tion is
ime at

sponse
ceives

8 Module

This clause describes the modules that are shown in the Access system model (Figure 1).

8.1 Policy module

The Policy module is a module that defines the behaviour of an Access system.

The Policy module shall keep the source of the rules.

The Policy module shall set the rules identified by rule-ID to the RED module.

© ISO/IEC 2019 - All rights reserved
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8.2 Access-point module
The Access-point module is an interface module between an Access system and Accessors.
The Access-point module receives an access request and generates a transaction.

When an Access-point module receives an Access-request including an access-ID, it shall generate a
transaction-ID and Transaction-start-request and shall send it to the RED module.

The Access-point module shall have its own identifier as access-point-1D.

8.3 RED module

The RED module is a module for the rule evaluation and dispatching (RED) functions of|a distributed
real-tijne access system.

The RED module shall process a transaction and manage time stamping function(logging, hotifications).
These [functions shall be controlled by the rules that are set by the Policy medule.

To mapage time stamping information, the RED module shall log receivedTime and sendingTime in each
message. The RED module also shall log the time when it sends and re&€ives messages. The RED module
shall spnd Time-stamp-Notification to the receiver(s) through the gxternal interface (Out].

8.4 Processing module
The Prjocessing module is a module that executes various fiinctions related to transactions.
The Prjocessing module shall execute functions requested by the RED module.

When [the Processing module receives a Processing-request from the RED module, it shdll execute the
functign identified by function-ID in the Processing-request. After that it shall generate|a Processing-
resporjse that includes the execution resultand shall send it to the RED module.

The Prjocessing module shall be able to,send Store-request and Retrieve-request to the RED module for
accessng data in the Storage module.

8.5 S$torage module
The Stprage module is amodule that stores data related to transactions.
The Stprage moduleshall store and retrieve data by requests from RED module.

When |the Storage module receives a Store-request, the Storage module shall store the data, shall
generdte a Store-response and shall send it to the RED module. When the Storage modjle receives a
Retrieye;reguest, the Storage module shall retrieve the data, shall generate a Retrieve-fesponse that
includes.the retrieved data and shall send it to the RED module.

The Storage module may be used for sharing information between different transactions in the same
Access system or a different Access system as shown in Annex B.

9 Messages of each interface

This clause specifies the messages which each module shall exchange via interfaces. Each message shall
contain a number of elements specified in Clause 9. In this document, the messages are specified by an
ASN.1 expression. Encoding rules are not specified.

Messages exchanged in the Access system are shown in Annex D.1.

© ISO/IEC 2019 - All rights reserved 7
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9.1 Messages of Policy interface

The Policy interface is the interface between the Policy module and the RED module. Policy-setter and
Policy-getter messages are exchanged though the Policy interface.

The Policy module uses Policy-setter to set the rules for the RED module and may send Policy-setter at
any time. The RED module may use Policy-getter to request the Policy module to set the rules at any
time. Policy-getter is an optional message.

(1) Policy-setter

Policy-setter contains rule-ID and rule at least.

The structurd

Policy-setter

rule-ID
rule

}

(2) Policy-ge
Policy-getter

The structure

Policy-getter

rule-ID
}

9.2 Messaj

The Access il

of Policy-setter is as follows.

:= SEQUENCE

OCTET STRING,
OCTET STRING,

ter
contains rule-1D at least.
of Policy-getter is as follows.

:=SET

OCTET STRING,

re of Access interface

Transaction-Iart—request is sent through the access interface.

Transaction-
The structure

Transaction-s

iterface is the interface between the Access point module and the RED module, and

art-request comtains transaction-1D, access-point-ID and sendingTime at least.
of Transaction-start-request is as follows.

tartfrequest ::= SET

{

transaction-ID SEQUENCE {
access-ID OCTET STRING,
access-point-ID OCTET STRING,
access-ID-obtained-time GeneralizedTime,
b
sendingTime GeneralizedTime,
}
8 © ISO/IEC 2019 - All rights reserved
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The processing interface is the interface between the RED module and the Processing module, and-
Processing-request, Processing-response, Store-request, Store-response, Retrieve-request, Retrieve-

response are exchanged though the processing interface.

(1) Processing-request

Processing-request contains transaction-ID, function-ID and set-of-parameter at least.

The structure of Processing-request is as follows.

Processing-request == SEQUENCE

{
transaction-1D
fulnction-1D
selt-of-parameter
}

(2) Processing-response

Procedsing-response is the response message sent from the Processing module in 1

SEQUENCE {

access-1D
access-point-ID
access-ID-obtained-time

}

OCTET STRING,
SET{
parameter

}

OCTET STRING,
OCTET STRING,
GeneralizedTime)

OCTET STRING

Procegsing-request sent from the RED module to the Processing Module.

Procegsing-response contains transaction-ID, function-ID, receivedTime, sendingTime and

The stfucture of Processing-response is as follows.

Procegsing-response ::= SEQUENCE

esponse to a

result at least.

{
transaction-ID SEQUENCE {
access-1D OCTET STRING,
access-point-ID OCTET STRING,
access-ID-obtained-time GeneralizedTime,
fulnction-1D OCTET STRING
receivedTime GeneralizedTime,
sendingTime GeneralizedTime,
result OCTET STRING,
}

receivedTime indicates the time at which the Processing module received the corresponding Processing-
request from the RED module.

sendingTime indicates the time at which this response is sent.

result includes the result of executing the function.

(3) Store-request

© ISO/IEC 2019 - All rights reserved
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Store-request is a request message for storing data sent from the Proccessing module to the Storage
module through the RED module. Store-request contains Transaction ID, function-ID, data-type and
data at least.

The structure of Store-request is as follows.

Store-request ::= SEQUENCE

{
transaction-ID SEQUENCE {
access-1D OCTET STRING,
access-point-ID OCTET STRING,
aCCESS-ID-obtaimed=time Generatized TimTe;
b
function-D OCTET STRING,
data-typ¢4 OCTET STRING,
data OCTET STRING
}

(4) Retrieve-request

Retrieve-reqyest is a message for retrieving data for execution of processing. It is sent frgm the
Processing njodule to the Storage module through the RED’ medule. Retrieve-request cdntains
transaction-ID, function-ID and data-type at least.

The structurqg of Retrieve-request is as follows.

Retrieve-reqyest ::= SEQUENCE

{
transactipn-ID SEQUENCE {
access-1D OCTET STRING,
access-point:ID OCTET STRING,
access-ID-obtained-time GeneralizedTime,
function-D OCTET STRING,
data-typ¢4 QCTET STRING,
}

(5) Store-response

The RED mo
response con

Store-

le/sends Store-response to the Processing module in response to a Store-request,

) ) )’

The structure of Store-response is as follows.

Store-response ::= SEQUENCE

{
transaction-ID SEQUENCE {

access-1D OCTET STRING,
access-point-ID OCTET STRING,
access-ID-obtained-time GeneralizedTime,

function-ID OCTET STRING,

receivedTime GeneralizedTime,

10 © ISO/IEC 2019 - All rights reserved
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sendingTime GeneralizedTime,
result OCTET STRING,

}

function-ID is the same as the function-ID in the corresponding Store-request.

receivedTime indicates the time at which the Storage module received the corresponding Store-request
from the RED module.

sendingTime indicates the time at which this response is sent.

result padicateswhether datainthe corresponding Storereguestisstored ornok
(6) Rgtrieve-response

The RED module sends Retrieve-response to the Processing module in responSe to Retfieve-request.
Retrieye-request contains transaction-ID, function-ID, receivedTime, sendingTime and d4ta at least.

The stfucture of Retrieve-response is as follows.

Retrieye-response ::= SEQUENCE

{
transaction-ID SEQUENCE {
access-1D OC€TET STRING,
access-point-ID OCTET STRING,
access-ID-obtained-time GeneralizedTime,
b
function-ID OCTET STRING,
receivedTime GeneralizedTime,
sendingTime GeneralizedTime,
dqta OCTET STRING,
}

functipn-ID contains the same‘data as function-ID in the corresponding Retrieve-request

receivedTime indicates thé time at which the Storage module received the corresponding Retrieve-
requeqt from the RED module.

sendingTime indicates the time at which this response is sent.

data irjcludes-thie data which is retrieved upon the corresponding Retrieve-request.

9.4 Maessages of Storage interface

The storage interface is the interface between the RED module and the Storage module. Store-request,
Retrieve-request, Store-response and Retrieve-response messages are exchanged through the storage
interface.

Store-request and Retrieve-request are sent from the RED module to the Storage module and Store-
response and Retrieve-response are sent from the Storage module to the RED module in response to a
request from the RED module

(1) Store-request
Store-request contains transaction-ID, function-ID data-type and data at least.

The structure of Store-request is as follows.

© ISO/IEC 2019 - All rights reserved 11
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Store-request ::= SEQUENCE
{

transaction-ID

function-ID
data-type
data

SEQUENCE {

access-I1D
access-point-ID
access-ID-obtained-time
b

OCTET STRING,

OCTET STRING,
OCTET STRING,

OCTET STRING,
OCTET STRING,
GeneralizedTime,

}

(2) Retrieve-frequest

Retrieve-reqy
The structure

Retrieve-requ

{

transacti

function-
data-typ4

}

(3) Store-res

The Storage
response conf

The structurd

est contains transaction-ID, function-ID and data-type at least.

of Retrieve-request is as follows.

est ::= SEQUENCE

pn-1D SEQUENCE {
access-ID
access-point-ID
access-ID-obtained-time
b
[D OCTET STRING,

OCTET STRING,

ponse

OCTET STRING,
OCTET STRING,
GeneralizedTime,

module sends Store:response to the RED module in response to Store-request.|Store-

of Store-response is as follows.

ains transaction-ID;function-ID, receivedTime, sendingTime and result at least.

Store-responge ::= SEQUENCE
{
transactipnZlD SEQUENCE {
accessID QOCTET QTD”\TF’
access-point-ID OCTET STRING,
access-ID-obtained-time GeneralizedTime,
function-ID OCTET STRING,
receivedTime GeneralizedTime,
sendingTime GeneralizedTime,
result OCTET STRING,

}

(4) Retrieve-response

12
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The Store module sends Retrieve-response to the RED module in response to Retrieve-request.
Retrieve-response contains transaction-ID, function-ID, receivedTime, sendingTime and data at least.

The structure of Retrieve-response is as follows.

Retrieve-response ::= SEQUENCE

{
transaction-ID SEQUENCE {
access-1D OCTET STRING,
access-point-ID OCTET STRING,
access-ID-obtained-time GeneralizedTime,
b
function-I1D OCTET STRING,
receivedTime GeneralizedTime,
sendingTime GeneralizedTime,
Data OCTET STRING,
}

10 Messages of external interfaces

This clause specifies an access request and notifications between an Access system and eftities located
outsidg of the Access system as shown in Figure 1. Each'message shall contain a numbgr of elements
specifjed in Clause 10. In this document, the messages<are specified by an ASN.1 expresdion. Encoding
rules gre not specified.

Messages exchanged between inside and outsidef the Access system are shown in Annek D.2.

10.1 Access request from external interface (In)

Accesg-request is a request sent by anaccessor and is received by the Access point modul

1%

Accesg-request contains access:IP-at least, and its structure is as follows.

Accesg-request ::= SET

{
aqcess-1D OCTET STRING,

}

10.2 Finalresult notification to external interface (Out)

Final-Result-Notification is a notification of the final result of a transaction (grant or deny). It is
generated by the RED module using the messages such as Processing-response and Store-response
from the Processing module and the Storage module according to the rule.

Final-Result-Notification contains transaction-ID, Result_Of Transaction at least, and its structure is as
follows.

Final-Result-Notification :: = SEQUENCE

{
transaction-ID SEQUENCE {
access-1D OCTET STRING,
access-point-ID OCTET STRING,
access-ID-obtained-time GeneralizedTime,
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resultOfTransaction ENUMERATED{ GRANT, DENY },
}

10.3 Time stamp notification
Time-stamp-Notification is a notification to output time stamp information.
The RED module sends Time-stamp-Notification to the receiver(s). Time-stamp-Notification contains

transaction-ID, Time-Stamp-Information at least and its structure is as follows.

Time-stamp-Notification :: = SETOF
{
transactipn-ID SEQUENCE {
access-ID OCTET STRING,
access-point-ID OCTET STRING,
access-ID-obtained-time GeneralizedTime;
b
Time-Stamp-Information CHOICE {
transactionProcessingTime GeneralizedTime,
requestPerformanceTimes SET OF GeneralizedT|ime,
moduleProcessingTimes SET OF GeneralizedT|ime,
dataTransmissionTime SET OF GeneralizedT|ime,
requestPerformanceTimesForRetrieve SET OF GeneralizedT|ime,
moduleProcessingTimesForRetrieve SET OF GeneralizedT|ime,
dataTransmissionTimeForRetrieve SET OF GeneralizedT|ime,
requestPerformanceTimesForStore SET OF GeneralizedT|ime,
moduleProcessingTimesForStore SET OF GeneralizedT|ime,
dataTransmissionTimeForStore SET OF GeneralizedT[ime,
b
}
transactionPijocessingTime, Request processing, Module processing time and dataTransmissiqnTime
are calculated at RED module-(see 11.1).
11 Access system pérformance management
A performanfe mahagement scheme is introduced to confirm the conformance of the regl-time
performance pfah Access system.

Performance management mechanisms allow an Access system to be evaluated for performance by
using specific elements and metrics, such as maximum time, average time and standard deviation.
Those metrics are measured by logged time in the RED module.

The RED module can measure the following time:
1) transaction processing time;

2) request performance time;

3) module processing time;

4) datatransmission time.
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The choice of performance elements and metrics depends on application and service requirements.
For example, the performance is specified “The maximum time (metric) of transactionProcessingTime
(element) is less than x seconds (value)”.

11.1 Transaction processing time

transactionProcessingTime (t;) shown in Figure 5 describes the performance of an Access system to
process a transaction. t¢p is measured by calculating the difference between the following two values
for a transaction at the RED module:

(1) trz: The time when receiving Transaction-start-request from the Access-point module.

(2) tgp : The time when sending Final-Result-Notification corresponding to the Transaction-start-
reguest in (1).

tp|= tR2 ~ tR1 (11.1)

Access-point RED

Transaction-start-request

R1

. transactionProcessing[ime: ¢,
receiver tp

/ tRz

Final-Result-Notification

Figure 5 — transactionProcessingTime

11.2 Request performance time

Request performance time (trp) shown in Figure 6 describes the performance of the Processing module
and the data transmission time. t;p is measured by calculating the difference between the following
two values for a set of Request message and Response message logged by the RED module:

(1) tr3z:The time when sending a Processing Request.
(2) tgs:The time when receiving a Processing Response corresponding to the Processing Request in (1).

trp = tR4 ~ tR3 (11.2)
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RED Processing
t
Processing-request
tR3
J th
moduleProcessingTime
Request performance )
fime < >
™
) th
4
>
t \ R e 7
R4 Processing-response
dataTransmissionTime
tdt
Figure 6 — Requestperformance time, Module processing time and dataTransmissionTjime
11.3 Modulge processing time

Module processing time (tmp) shown in Figure 6 describes the performance of the Processing module.
The data transmission time is not included in ty,p. tmp is measured by calculating the difference between
the following two values for a set of Request message and Response message logged by the RED module:

(1) tps:receivedTime stored in a Processing-response.
(2) tpz:sendingTime stored in the same Processing-response with (1).

tmp = tp2 = tp1 (11.3)
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11.4 Data transmission time

dataTransmissionTime (tqt) shown in Figure 6 describes the performance of the network which
connects the RED module and the Processing module. t4; is measured by calculating the difference
between t,p and tpp.

tdt=trp — tmp (11.4)

11.5 Request performance time for retrieve

Request performance time for retrieve (tpr) shown in Figure 7 describes the performance of retrieving
data fifom the Storage module. t;pr is measured by calculating the difference between the following two
values|for a set of Request message and Response message logged by the RED module!

(1) trp: The time when sending a Retrieve request.

(2) tgg: The time when receiving a Retrieve response corresponding to the-Retrieve reqyestin (1).

trpk = tR6 — tR5 (11.5)
RED Storage
t Retrieve-request
Crs [ ————————————————————————————— 1
o I
moduleProcessingTimes
requestPerformance > ForRetrievie
TimesForRetrieve < mpr

rpr

N J

R6 .
Retrieve-response

dataTransmissignTime
FUI RCLI iCV C

t

dtr

Figure 7 — Request performance time for retrieve, Module processing time for retrieve and
dataTransmissionTimeForRetrieve

11.6 Module processing time for retrieve

Module processing time for retrieve (tmpr) describes the performance of retrieving data in the Storage
module. The data transmission time is not included in tmpr. tmpr is measured by calculating the
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difference between the following two values for a set of Request message and Response message logged
by the RED module:

(1) tsz:receivedTime stored in a Retrieve-response.
(2) tsz:sendingTime stored in the same Retrieve-response with (1).

tmpr = ts2 — ts (11.6)

11.7 Data transmission time for retrieve

EPR BN, 1 R adia: (e 3 ) Ll c £l . 1 Tl
dataTransmisstentimeForRetrieve (Catr) eseripestTieperrormaceortire network-wircirconme cts the

RED and Storfige modules. t4¢r is measured by calculating the difference between trpr and tmpyg:

tdtr = trpr [ tmpr (11.7)

11.8 Request performance time for store

Request perfprmance time for store (trps) describes the performance of.Storing data from gtorage
module as shgwn in Figure 8. t;ps is measured by calculating the difference between the followipg two
values for a sgt of Request message and Response message logged by the'RED module:

(1) tgy: The time when sending a Store request.

(2) tgg: The ime when receiving a Store response corresponding to the Store request in (1).

trps = tRg T tR7 (11.8)

RED Storage

Store-request

moduleProcessingTimes
ForStore

timg for store
t

rps

Requestlperformancé < >

mps

R8

dataTransmissionTime
ForStore
t

dts

Figure 8 — Request performance time for store, Module processing time for store and
dataTransmissionTimeForStore
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11.9 Module processing time for store

Module processing time for store (tmps) describes the performance of storing data in the storage module.
The data transmission time is not included in Module processing time for store. tmps is measured by
calculating the difference between the following two values for a set of Request message and Response
message logged by the RED module:

(1) ts3:receivedTime stored in a Store-response.

(2) tss:sendingTime stored in the same Store-response with (1).

tmps = ts4 — ts3

(11.9)

11.10

dataTr
RED a
dataTr

tdy

11.11

Access
modul
betwe

(1) ta
(2) ta

tap

Data transmission time for store
ansmissionTimeForStore (tqts) describes the performance of the network which
ansmissionTimeForStore_request and dataTransmissionTimeForStére_response:

5 = Lrps = tmps

Access point processing time

point processing time (t3p) shown in Figure 9 deseribes the performance of the
. The data transmission time is not included in“Gp. tap is measured by calculating
bn the following two values for a set of Requestmessage logged by the RED module

r - access-ID-obtained-time stored in a Transaction-start-request.

p: sendingTime stored in the same Transaction-start-request with (1).

=t42 - taz

connects the

nd Storage modules. t4ts is measured by calculating the difference between trps andl tmps. tdts are

(11.10)

b access point
the difference

(11.11)
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Access-point RED

Accessor

Access-request

Accesspoint processing time ¢,

Transaction-start-request

Figure 9 — Access pgint processing time
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Annex A
(informative)

Service access control system

This service access control system provides an authentication process for ensuring that the user can
use the device for access request.

An ex3d
The Pq

When
modul

The R
Proceg

function to validate access-ID.

The Py
the reg

The R
receiv

mple of message sequence for the validation process is shown in Figure A.1.
licy module sends Policy-setter to the RED module to set the rules.

the Access-point module obtains access-ID from a device which userfagcess the
e, then it sends a Transaction-start-request to the RED module.
sing-request with function-ID for validation to the Processing.module to execut

ult (OK or NG) to the RED module.

D module sends a Final-Result-Notification ingluding the final result (grant or

P,
‘ Policy ’
Access-point ’ RED ‘ Storage ’ ‘ P

Access Point

D module interprets the rules based on the Transaction-staft-request, and then it sends a

b a validation

ocessing module executes a validation function and thefxit'sends a Processing-resp¢nse including

deny) to the

rocessing ’

accegs-

Policy-setter

processing-request
(Validation)

1
1
1
1 processing-response
) e (OK,NG)
Final-Result-Notification :
1

1
1

1

1

1

1

1

1
I'\/alidate
access-ID

(Grant, Deny)
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Figure A.1 — An example of message sequence for the authentication process
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