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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.

ISO and IEC

technical committees collaborate in fields of mutual interest. Other intern
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work. In the field of information technology, ISO and IEC have established a joint technical~com
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Introduction

Technology for real-time access control is widely used for many situations such as entrance gate of facilities
and service access control systems. Membership and settlement services also benefit from real-time access
control systems connected via networks and using database information.

Sophisticated cloud, virtualisation, database, networking technology and services and the evolution of

authengicationmtechnotogy-suchas biometrics, NFE, QR codes used-indistributedamd-modutarjaccess control

systems enable previously underserved users and operators to innovate around new use cases

Taking| into account the many technologies, this International Standard specifies the refererjce model and
commgn control functions. It gives direction for ongoing innovation and development of t¢chnology and
system integration of distributed real-time access control system.

© ISO/IEC 2016 — All rights reserved \Y
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INTERNATIONAL STANDARD

ISO/IEC 20933:2016(E)

Information technology — Distributed Application Platforms and

Serv

ices (DAPS) — Access Systems

1 Scope

This International Standard specifies:

1) an
an

2) thg
tra

3) thg
an

4) thg

2 (
Confor
implent
herein.

3 [

None.

4 Td
For the
4.1

ID
Identifi

ID triggered modular access system, the functions of the modules and the messages
[l the sequence of messages, i.e. transitions of the transaction;

system responsibility from receiving an access request until sending the)Tesult. i.
Nsaction;

responsibilities of the modules, including time stamping and respopding to the requests
)

sequence and semantics of the messages and their elements.

Conformance

mant Access Systems progress transactions by evaluating the applicable rules. Confo
ent the requests on their interfaces, the corresponding responses and time stampin

Normative references

erms, definitionstand acronyms

purposes ofithis document, the following terms, definitions and acronyms apply.

hey exchange,

£. a complete

they received,

mant modules
g as specified

4.2
RED

Rule Evaluation and Dispatching

4.3

transaction
request for access

5 Model

Figure

1 illustrates the Access System structure.
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The Access System has 5 modules "Access-point, Policy, Processing, RED and Storage" and 4 interfaces

"Access-interfa

ce, Policy-interface, Processing-interface and Storage-interface".

Policy-interface
Access-interface

The Access S
final result (gr

function. The
according to ry

6 Transad

Transaction ID
which the Accs

Figure 2 specil

A transaction
the transactior
from the Acces

At the on-goin
the evaluation
response mes

When the RE
completed.

ystem progresses a transaction by exchanging messages between“modules and deci
hnt or deny). A transaction starts when an Access-point module)obtains Access_requ
completes when the RED module sends Final_Result_Notification. Each, module shall have a time st

Storage-interface kProcessmg-mterface

Figure 1 — Access System

Ss_request is obtained. Access ID is included in Access_request.
ies the state machine of a transagtion.

S generated at the time of -ACcess_request acceptance by an Access-point module. Af
changes to on-going state* by sending a Transaction_start_request including Transag
s-point module to the RED module.

j state, the RED-module evaluates rules until final result is obtained. According to the r
the RED module’sends a request message to Processing or Storage module and rec
bage.

D module” obtains the final result, it sends Final_Result_Notification and the transa

!

hmping

es the
st and

message exchanging and the time stamping function -are managed by the RED fnodule
les which are set by the Policy module.

tion

identifies a transaction. Transaction ID shall consist of Access ID, Access-point ID and jtime at

er that
tion 1D

psult of
pives a

tion is
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Access_request

Transaction_start_request

Final Result Notificatio v

completed

Figure 2 — Transaction State Machine

7 Time stamping function
The purpose of Time stamping function is to measure the duration.of\ransaction and request prpcessing.

The Adcess-point modules shall set the Access_ID_obtained-time in the Transaction_start_request message.
For thg other modules, time stamping shall be activated and/deactivated through time stampipg rules. Upon
evaluafing of the time stamping rules, the RED module.shall set the TimeStampingFlag value |n the requests
to TRUE or FALSE according to the evaluation. Depending on the TimeStampingFlag value in the requests,
modulgs shall either time stamp the ReceivedTime and SendingTime or exclude those elements in the
corresponding response.
The RED module shall send the time stamping measurements by responding to the Time_stamp_Notification.
The RED module is able to measure following time.
1) trangaction processing time

2) request processing time:

When the Time stamping function of each module is activated, the RED module shall measure the following
time.

3) module processing time.
The RED<module shall measure the transaction processing time by calculating the difference between the

H +| ) Do 'l 1 - | - - - - () i ) R 1 D L Y H H
time thatthe REDmoduterecetvedTransaction—start_reguestand-the-tme-that |-||lal_rKCDUIL_NOtIfICEltIOI’I IS
sent.

The RED module shall measure the request processing time by recording the sending time of the request and
the received time of the response, and calculating the difference between them.

Processing_response, Store_response and Retrieve_response have the information about the received time
of the corresponding request and the sending time of the response itself as long as the Time stamping
function is activated. By using them, the RED module is able to measure the module processing time. For
example, the module processing time of the Processing module for one request from the RED module is
measured by the difference between RecievedTime and SendingTime in the corresponding
Processing_response.

Annex C illustrates the usage of time stamping.

© ISO/IEC 2016 — All rights reserved 3
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8 Module

8.1 Common requirements

Modules shall have a time stamping function.

8.2 Policy module

The Policy module shall have the source of rules, and shall set the rules to the RED module. Each rule shall
be identified by its Rule ID. The rules shall define the progress of transactions and the edition of this
International Standard that the Access System modules conform with. And the rules shall identify the

receiver(s) of t

8.3 Access

When an Acce
send it to the H

The Access-pd

84 REDmM
The RED mod
Rules are com

illustrates a br
depending on

e Final_Result_Notication and the recelver(s) or the T'ime_Stamp_NotTication.

-point module

ss-point module obtains an Access_request, It shall generate a Transactiony start_requ
ED module.

int module shall have its own identifier as Access-point ID.

bdule
ile shall accept and hold rules that are set by the Policyymedule.
posed of procedure rules and branch rules, Figuré 3'illustrates a procedure rule and F

nch rule. A procedure rule determines the next:éxecution. A branch rule selects the n¢
he branch condition. At least one rule is linked*to’Access ID.

<O

Procedure
Result is XXX

O+

Figure 3 — procedure rule

()

pst and

gure 4
pxt rule

\[/ rule

Figure 4 — branch rule

During a transaction, the RED module is driven by messages. When the RED module receives messages, It
shall evaluate the rules. The RED module shall dispatch the request and response from one module to
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another according to the rules. When the result of the transaction is settled as grant or deny, the RED module
shall send the Final_Result_Notification to the receiver(s) specified in the rules.

The RED module makes a Processing_request according to the rules and sends it to the Processing module.
The RED module shall receive a Processing_response corresponding to the Processing_request.

When the RED module receives a Store_request from the Processing module, it shall transfer it to the Storage
module. When the RED module receives a Retrieve_request from Processing module, the RED module shall
transfer it to the Storage module. When the RED module receives Store_response from the Storage module,
the RED module shall transfer it to the Processing module. When the RED module receives a
Retrieve_response from Storage module, it shall transfer it to the Processing module.

To ma
as long
the rec

8.5 H
The Pr
When

functio

and se

The Pr

8.6 $torage module

When {he Storage module receives Store_request; it shall store data, make Store_response an

RED

Retriee_response including retrieved data‘and send it to the RED module. Data is specified by

The St
Syste
use St

9 M

9.1 General

This ¢

defined in{clause 9 and may include other elements. In this document, the messages are sped

expres

lage ime stamping information, the RED module shall Tog fime when 1t sends and rece
as the Time stamping function is activated. The RED module shall send Time_stamp)
piver(s) specified in the rules.

Processing module

bcessing module shall have at least one function. Each function shall be identified by its

the Processing module receives a Processing_request front.the RED module, it sha
N identified by the Function ID in the request, make Processing_response including e
nd it to the RED module.

bcessing module may request the RED module to store’and retrieve data.

module. When the Storage modulé™ receives Retrieve request, it shall retrievd

brage module may be used for_sharing information between different transactions in the
or different Access System'as illustrated in Annex B; Annex A is an example use cast
rage module.

pssage definition and Interface

ause specifies the messages exchanged via interfaces. Each message shall includg

ves messages
| Notification to

Cunction ID.

Il execute the
kecution result

 send it to the
data, make
Data_type.

same Access
e that does not

the elements

ified by ASN.1

SformEncoding Tates are ot Spetified:

Requests and responses include a Transaction ID. The type of Transaction ID is:

TransactionID_TYPE ::= SEQUENCE {
Access_ID OCTET_STRING,
Access-point_ID OCTET_STRING,
Access_ID_obtained_time GeneralizedTime

© ISO/IEC 2016 — All rights reserved
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9.2 Policy interface

The Policy module shall use the Policy_setter to set the rules to the RED module and may use it at any time.
The RED module may use the Policy_getter to request the rules at any time. The Policy_getter depends on
implementations.

Policy setter ::= SEQUENCE {

RULE_ID OCTET STRING,

RULE OCTET STRING
}
Policy_getter ::= SET {

RULE_ID OCTET STRING
}

9.3 Accesgrequest
The Access-pgint module obtains the following message from an accessor.
Access_request ::= SET {

Access_ID OCTET STRING
}

9.4 Accesglinterface
The Access-pqgint module shall use the following request to generate a new transaction.

Transaction_sfart_request ::= SET {
Transactipn_ID TransactionID_TYPE
}

9.5 Procesping interface
The RED module shall use the following réquest to execute the function according to the rule.

Processing_refuest ::= SEQUENCE{

Transaction_ID TransactionID_TYPE,
Function_{ID OCTET STRING,
TimeStampingFlag BOOLEAN,
SetOfParameter SET {
Parameter OCTET STRING
}

}

TimeStampingFlag shall indicate the information whether the Time stamping function is activated or
deactivated.

The Processing module shall use the following corresponding response.

Processing_response ::= SEQUENCE {

Transaction_ID TransactionID_TYPE,
Function_ID OCTET STRING,
ReceivedTime GeneralizedTime,
SendingTime GeneralizedTime,
Result OCTET STRING

6 © ISO/IEC 2016 — Al rights reserved
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Function_ID shall be the same data as Function_ID in the corresponding Processing_request.
Processing_response shall include ReceivedTime if TimeStampingFlag in the corresponding
Processing_request is TRUE. ReceivedTime shall indicate the time at which Processing module received the
corresponding Processing_request from RED module.

Processing_response shall include SendingTime if TimeStampingFlag in the corresponding
Processing_request is TRUE. SendingTime shall indicate the time at which this response is sent.

Result shall include result of executing the function.

The Prpcessing module may use the following requests to store and retrieve data.

Store_fequest ::= SEQUENCE({

Transaction_ID TransactionID_TYPE,
Fynction_ID OCTET STRING,
TimeStampingFlag BOOLEAN,
Data_type OCTET STRING,
Data OCTET STRING

}

TimeSfampingFlag shall be the same as TimeStampingFlag in(the Processing_request that|has the same
Transaction_ID.

RetrieVle_request ::= SEQUENCE{

Transaction_ID TransactionID_TYPES
Fynction_ID OCTET STRING,
TimeStampingFlag BOOLEAN,
Data_type OCTET STRING

}

TimeSfampingFlag shall be the same as TimeStampingFlag in the Processing_request that|has the same
Transaction_ID.

The RED module shall use the' following responses.

Store_fesponse ;= SEQUENCE({

Transaction_ID TransactionID_TYPE,
Fuynction_ID OCTET STRING,
ReceivedTime GeneralizedTime,
Se¢ndingTime GeneralizedTime,
Result OCTET STRING

}

Function_ID shall be the same as Function_ID in the corresponding Store_request.

Store_response shall include ReceivedTime if TimeStampingFlag in the corresponding Store_request is
TRUE. RecievedTime shall indicate the time at which Storage module received the corresponding
Store_request from RED module.

Store_response shall include SendingTime if TimeStampingFlag in the corresponding Store_request is TRUE.
SendingTime shall indicate the time at which this response was sent.

Result shall indicate whether Data in the corresponding Store_request is stored or not.

© ISO/IEC 2016 — All rights reserved 7
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Retrieve_response ::= SEQUENCE({

Transaction_ID
Function_ID
ReceivedTime
SendingTime
Data

}

TransactionID_TYPE,
OCTET STRING,
GeneralizedTime,
GeneralizedTime,
OCTET STRING

Function_ID shall be the same data as Function_ID in the corresponding Retrieve_request.

Retrieve_response shall include RecievedTime if TimeStampingFlag in the corresponding Retrieve _request is
TRUE. RecievedTime shall indicate the time at which Storage module received the corresponding

Retrieve_request from RED module.

Retrieve_response shall include SendingTime if TimeStampingFlag in the corresponding Retrieve’ request is

TRUE. SendingTime shall indicate the time at which this response is sent.

Data shall incllide the data which was retrieved upon the corresponding Retrieve_request.

9.6 Storage interface

The RED modyle may use the following requests to store and retrieve data.

Store_request|.:= SEQUENCE{

Transactipn_ID

Function_|ID

TimeStanjpingFlag

Data_typd

Data
}

TransactionID_TYPE,
OCTET STRING,
BOOLEAN,

OCTET STRING,
OCTET STRING

Retrieve_requést ::= SEQUENCE{

Transaction_ID
Function_|ID
TimeStanjpingFlag
Data_typd
}

The Storage module shall use the following corresponding responses.

TransactionIDxTYPE,
OCTET STRING,
BOOLEAN;
OCTET'STRING

Store_responge ::= SEQUENCE{

Transactign_ID
Function_|D
ReceivedTime
SendingTime

TransactionID_TYPE,
OCTET STRING,
GeneralizedTime,
GeneralizedTime

Result

}

OCTET STRING

Retrieve_response ::= SEQUENCE{

Transaction_ID
Function_ID
ReceivedTime
SendingTime
Data

}

TransactionID_TYPE,
OCTET STRING,
GeneralizedTime,
GeneralizedTime,
OCTET STRING

Each element is the same as in 9.5 Processing interface.

© ISO/IEC 2016 — Al rights reserved
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9.7 Final result Notification
The RED module shall use the following Final_Result_Notification to notify the final result(grant or deny).
Final_Result_Notification :: = SEQUENCE({

Transaction_ID TransactionID_TYPE,
ResultOfTransaction ENUMERATED{ GRANT, DENY },
}

9.8 Time stamp Notification

The REDumodule shall use the fnlln\A/ing Time stamp Naotification ta ol itput ’rimnef:\mln information. Timing of

sending this message depends on the rules. B

Time_gtamp_Notification :: = SETOF{
Transaction_ID TransactionIlD_TYPE,
TimeStamplnformation CHOICE{
Transaction processing time  Generalizedtime,

Request processing times SET @F GeneralizedTime,
Module processing times SET\OF GeneralizedTime
}

© ISO/IEC 2016 — All rights reserved 9
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Annex A
(informative)

Service access control system

In this service access control system, users need some kind of authentication before using devices.

An Access System, a service access control system, provides such authentication process.

A typical example of message sequence is as follows:

Policy )
‘ Access-point ’ ‘ RED ’ ‘ Storage ’ ‘ Processing ’

Policy_setter

Access ID i~
........................ '
‘

1 » . 1
' Processing_request
1 (Validation)

L N

Processing_response Validate Adcess ID

(0K, NG)

A

Finpl_Result_Notification E
(Grant, Deny) 1
< u

|

Scopelof transaction

The Policy mogflule sends Policy setter to the RED module to set the rules.
If the Access-goint modul€.abtains Access ID, then it sends a Transaction_start_request to the RED mq@dule.

The RED module evaluates the rules and then it sends a Processing_request to the Processing module to
execute a validation-function.

The Processing module executes a validation function and then it sends a Processing_response including the
result (OK or NG) of validation function to the RED module.

The RED module sends a Final_Result_Notification including the final result (grant or deny) to the receiver.

10 © ISO/IEC 2016 — All rights reserved
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<1> WUser uses Facility X by his ID. Then usage log is stored in‘a Storage module which is s
\ccess System X and Y.

<2> Apfter using Facility X, user uses to Facility Y by the’same ID. In order to provide comb
between Facility X and Y (e.g. discount, point program and so on), the usage log whi
$hared Storage module is used by Facility Y.

For th¢se purposes, Access systems may~have a Storage module which is shared with a

system.

The example of two Access systems-which have shared a Storage module is as follows:

Annex B
(informative)

ISO/IEC 20933:2016(E)

Share information between different Access Systems

Facility X i

<2>

Processing )

hared between

ination service
ch is stored in

hother Access

Access System X

P ( Access-point )—( RED )—( Py

Access System Y

i
i

i

. i
ocessing ) i
i

<2> Retrieve usage log of X

g g
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