INTERNATIONAL ISO/IEC
STANDARD 20547-3

First edition
2020-03

Information technology — Big data
reference architecture <

Part 3:
Reference architecture

Technologies de l'informgtion — Architecture de référenge des
mégadonnées —

Partie 3: Architecture/de référence

Reference number
ISO/IEC 20547-3:2020(E)

© ISO/IEC 2020


https://iecnorm.com/api/?name=bf87ff03d49bdc3e6492fbaa1ad404cd

ISO/IEC 20547-3:2020(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2020

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting
on the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address
below or [SO’s member body in the country of the requester.

ISO copyright office

CP 401 ¢ Ch. de Blandonnet 8
CH-1214 Vernier, Geneva
Phone: +41 22 749 01 11
Fax: +41 22 749 09 47
Email: copyright@iso.org
Website: www.iso.org

Published in Switzerland

ii © ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=bf87ff03d49bdc3e6492fbaa1ad404cd

ISO/IEC 20547-3:2020(E)

Contents Page
FOT@WOTIT ... \%
IIEETOUICEIONN ... vi
1 S0P ... 1
2 Normative references
3 Terms and definitions
4 Abbreviated terms
5 Conventions
6 Big data reference architecture CONCePLS..............ccniseesee ()
6.1 155 ST ) O o SO A
6.2 VIBWS ..o
6.3 Overview of USer VIEW ...
6.4 Overview of functional VIEW ...y
6.5 Relationship between the user view and the functional view
6.6 Relationship of the user view and functional view to cross=cutting aspects
7 L) SRRSO (00 SO
7.1 Big data roles, sub-roles, and actiVities. ... 5l
7.2 Role: Big data application provider (BDAP) ...t e
7.2.1  General..snessinnes oo
7.2.2  Sub-role: big data collection provider (BDCP)
7.2.3  Sub-role: big data preparation provider (BDPreP)..........ccocinee
7.2.4  Sub-role: big data analytics provider (BDANP) ...
7.2.5  Sub-role: big data visualization provider (BDVP)...
7.2.6  Sub-role: big data access'provider (BDACP)........ciisicicses
7.3 Role: big data framework previder (BDFP) ...,
7.3. 1 General... i
7.3.2  Sub-role: big data infrastructure provider (BDIP).....
7.3.3  Sub-role: big'data platform provider (BDPlaP)........
7.3.4  Sub-role; big data processing provider (BDProP)...
7.4  Role: big data sexvice partner (BDSP) ...,
% 3 S €Y U1 =) IO
7.4.2  Sub-role: big data service developer (BDSD) ...
7.4.3 ~'Sub-role: big data auditor (BDA) ...
7.4.4 "~ Sub-role: big data system orchestrator (BDSO)...
7.5 Role: big data provider (BDP).....c.cccciinn
7.6 Role: big data conSUMEr (BDC) ...
8 CROSS-CULEING QASPECES ... f e 17
81 General
82 Seeury AR PHV e 17
8.3 IVTAMMAZEITIEIIE ... 17
8.4 Data BOVEITIAIICE .....ocoieeeeeee e 18
9 FUNCEIOMAT VEBW ...

9.1 Functional architecture ..
9.1.1 General

9.1.2  Layering arChil@CTUTE ...t 19
9.1.3  Multi-layer functions

9.2 FUNCEIONAL COMPOTMEIIES ..o
O.2.1T  GEIIETAL e

9.2.2  Bigdata application layer functional components
9.2.3  Big data processing layer functional components
9.2.4  Bigdata platform layer functional cOMPONENtS ...,
9.2.5  Resource layer functional COMPONENLS ...

© ISO/IEC 2020 - All rights reserved iii


https://iecnorm.com/api/?name=bf87ff03d49bdc3e6492fbaa1ad404cd

ISO/IEC 20547-3:2020(E)

9.2.6  Multi-layer functional COMPONENTES ... 29
Annex A (informative) Mapping big data RA functional view to other system integrationRA........... 33
Annex B (informative) Examples of the relationship of roles in big data ecosystem...................... 34
ANNEX C (INFOTTATIVE]) oo 35
BIDIHOGTAPIY ... 37

iv © ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=bf87ff03d49bdc3e6492fbaa1ad404cd

ISO/IEC 20547

Foreword

-3:2020(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.
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Introduction

The ISO/IEC 20547 series is intended to provide users with a standardized approach to developing
and implementing big data architectures and provide references for approaches. ISO/IEC TR 20547-1
provides users with an overview of the reference architecture framework described in this document
and a process for applying that framework in developing an architecture. ISO/IEC TR 20547-2 provides
a collection of big data use cases and decomposes those use cases into technical considerations that
big data architects and system implementers can consider. This document describes the reference
architecture in terms of User and Functional views. Those views can be used by the big data architect
to describe their specific system. ISO/IEC 20547-4 describes the security and privacy aspects unique
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architecture
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that architects and implementers can consider as part of the design and implementat

I

p parts is built on the common vocabulary and concepts described in ISO/IEC20546.

'ms, reference architecture provides an authoritative source of informdtion about a sp

that guides and constrains the instantiations of multiple architectures and solu
ference architectures generally serve as a reference foundation fox solution architec
be used for comparison and alignment purposes.

| of this reference architecture is to facilitate a shared-understanding across my
banizations, and disciplines about current architectures.and future direction.

The referen

describing the big data components, processes, and systems)ta establish a common language fq
various stakeholders named as big data reference architecture (BDRA). It does not represent the sy
architecture of a specific big data system. Instead, it is @tool for describing, discussing, and devel
system-spediific architectures using an architecture framework of reference. It provides generic
level architgctural views that are an effective tookfor discussing the requirements, structureg
operations ipherent to big data. The model is not tied to any specific vendor products, servig
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e architecture presented in this document provides an architecture framewor

plementation, nor does it define prescriptive solutions that inhibit innovation.
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Information technology — Big data reference
architecture —

Part 3:
Reference architecture

1 Scope

This
inclu

The 1

d

(0]

document specifies the big data reference architecture (BDRA). The referéence
les concepts and architectural views.

eference architecture specified in this document defines two architectural viewpoint

user view defining roles/sub-roles, their relationships, and types)of activities with
cosystem;

functional view defining the architectural layers and the classes of functional compo
hose layers that implement the activities of the roles/sub-roles within the user view.

DRA is intended to:

rovide a common language for the various stakeholders;

ncourage adherence to common standards; specifications, and patterns;

rovide consistency of implementation‘of technology to solve similar problem sets;

hcilitate the understanding of the-gperational intricacies in big data;

o =

f an overall big data concéptual model;

architecture

%)

n a big data

nents within

lustrate and understand thejvarious big data components, processes, and systems, i the context

bnsumers to

sability, and

— grovide a technical reference for government departments, agencies and other c
understand, discussjeategorize and compare big data solutions; and

— fhcilitate the analysis of candidate standards for interoperability, portability, reu
extendibility’

2 Normative references

The felow de e e—Fe ed—to e : : 6

constitutes requirements of this document. For dated references, only the edition cited

heir content
applies. For

undated references, the latest edition of the referenced document (including any amendments) applies.

[SO 8000-2, Data quality — Part 2: Vocabulary
[SO/TS 8000-60, Data quality — Part 60: Data quality management: Overview
ISO 8000-61, Data quality — Part 61: Data quality management: Process reference model

ISO/IEC 38500, Information technology — Governance of IT for the organization

ISO/IEC 38505-1, Information technology — Governance of IT — Governance of data — Part 1: Application

of ISO/IEC 38500 to the governance of data
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ISO/IEC TR 38505-2, Information technology — Governance of IT — Governance of data — Part 2:

Implications

of ISO/IEC 38505-1 for data management

ISO 55000, Asset management — Overview, principles and terminology

ISO 55001, Asset management — Management systems — Requirements

IS0 55002, Asset management — Management systems — Guidelines for the application of 1SO 55001

ISO/IEC/IEE

E 42010, Systems and software engineering — Architecture description

ISO/IEC 20546, Information technology — Big data — Overview and vocabulary

ISO/IEC 177

3 Terms

BO, Information technology — Cloud computing — Reference architecture

and definitions

For the purposes of this document, the terms and definitions given in ISO 8000<2,/1SO/TS 800

1SO 8000-61
ISO/IEC/IEE

[SO and IEC

ISO Onli
IEC Elec

3.1

data
reinterpret
interpretati

[SOURCE: IS

3.2
reference a
authoritativ

1SO/IEC 38500, ISO/IEC 38505-1, ISO/IEC TR 38505-2, ISO 55000,1S0 55001, ISO 5
E 42010, ISO/IEC 20546, ISO/IEC 17789 and the following apply.

maintain terminological databases for use in standardization.at-the following address

e browsing platform: available at https://www.iso.org/obp

tropedia: available at http://www.electropedia.org/

le representation of information (3.3) in a formalized manner suitable for communic
n, or processing

D/IEC 2382:2015, 2121272]

Fchitecture
e source of information.;about a specific subject area that guides and constrain

instantiations of multiple architectures and solutions

Note 1 to entr

description”[4].

Note 2 to ent
be used for cq

3.3
informatio

y: This document utilizes the definition of reference architecture from DoD “reference architg
]

y: Referencesarchitectures generally serve as a foundation for solution architectures and ca|
mparison.and alignment of instantiations of architectures and solutions.

0-60,
5002,

es:

ation,

s the

cture

h also

data (31) thlLf are prnr‘pccpd, nrgnni7pr1 and correlated to prndnr‘p meaning

Note 1 to entry: Information concerns facts, concepts, objects, events, ideas, processes, etc.

34
activity

specified pur

suit or set of tasks

[SOURCE: ISO/IEC 17789:2014, 3.2.1]

3.5
knowledge
maintained,

processed, and interpreted information (3.3)

[SOURCE: ISO 5127:2017, 3.1.1.17]
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functional component
functional building block needed to engage in an activity (3.4), backed by an implementation

[SOURCE: ISO/IEC 17789:2014, 3.2.3]

3.7

data governance
property or ability that needs to be coordinated and implemented by a set of activities (3.4) aimed to

desig

n, implement and monitoring a strategic plan for data asset management

Note 1 to entry: Governance of data is described in ISO/IEC 38505-1.

-3:2020(E)

Note
benef|

D to entry: Data asset is understood as a set of data items, or data entities, that have ared
t for an organization. Data asset is a subset of asset defined in ISO 55000. A benefit is\an ady

orgallization of the actionable knowledge derived from an analytic system. It is often asexihed to b

the u

Note ]
isto
plan (|

3.8

data
degrg
cond

[SOU

3.9
data
coord

[SOU

3.10
part)
natut

[SOU

3.11
polid

derstanding that data has potential benefit that was typically not considered previously.

to entry: A strategic plan for data asset management is a document specifyinghow data mand
e aligned to the organizational strategy. This term has the same meaning as strategic asset
SAMP) defined in ISO 55000 with data point of view.

quality
e to which the characteristics of data satisfy stated and.implied needs when used un
tions

RCE: ISO/IEC 25024:2015, 4.11]

quality management
inated activities to direct and control aix.organization with regard to data quality

RCE: ISO 8000-2:2018, 3.4.9]

r
al person or legal person;whether or not incorporated, or a group of either

RCE: ISO/IEC 17789:2014, 7.2.3]

y

intenkion and dipection of an organization as formally expressed by its top management

[SOU
final

RCE: 1S0.55000:2014, 3.1.18, modified — The term has been changed to the singular
stophas been removed from the definition.]

1 or potential
rantage to the
ig data due to

gement (3.15)
management

ler specified

form and the

3.12
role

set of activities (3.4) that serves a common purpose

[SOURCE: ISO/IEC 17789:2014, 3.2.7]

3.13

stream
list of flow objects attached to a port of a flow object

[SOURCE: ISO/IEC 10179:1996, 4.33, modified — by deleting leading article and trailing full stop.]
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3.14
sub-role

subset of the activities (3.4) of a given role (3.12)

[SOURCE: IS
3.15

O/IEC 17789:2014, 3.2.9]

data management
set of activities (3.4) aimed to implement the big data architecture that best meet business goals by

following the strategic plan for data management assessment

3.16

data lifecyc]e

stages in thg management of a data

Note 1 to entr

3.17

application|programming interface

API

boundary a

services

[SOURCE: IS

has been deleted from the definition.]

4 Abbreyviated terms

ACID
API
CEP
CPU
BDA
BDAP
BDAcP
BDAnP
BDC
BDCP
BDFP
BDIP
BDP
BDPlaP
BDPreP

BDProP

tomicity, consistency, isolation, and durability

pplication programming interface

omplex event processing
entral processing unit

ig data auditor

ig data applicatipnprovider
ig data access provider

ig data @nalytics provider

ig.data consumer

y: The target of lifecycle (defined in ISO 55000) is data in this document.

‘ross which application software uses facilities of programming languages to imvoke

D/IEC 18012-2:2012, 3.1.4, modified — Note 1 to entry hasbeen removed and the fina| stop

big datacottectiomprovider

big data framework provider
big data infrastructure provider
big data provider

big data platform provider

big data preparation provider

big data processing provider

© ISO/IEC 2020 - All rights reserved
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BDRA big data reference architecture
BDSD big data service developer

BDSO big data system orchestrator

BDSP big data service partner

BDVP big data visualization provider

DG data governance

DM data manager

DQM data quality manager

PII personally identifiable information
RA reference architecture

5 ({onventions

The dliagrams that appear in this document are presented using the conventions that gre shown in
Tablg 1. This notation is used as described in ISO/IEC 17789,

Table 1 — Legend to the diagrams used throughout this document

Object Meaning

Party

Role

Sub-Role

Activity

Functional component

Cross-cutting aspect

OHOERIC

6 Big data reference architecture concepts

6.1 General

This document defines a BDRA that serves as a fundamental reference point for big data standardization
and which provides an overall architecture framework for the basic concepts and principles of a big
data system.

This document describes the logical relationships between the roles/sub-roles, activities, and functional
components, and cross-cutting aspects that comprise a big data system architecture.

Standards can be relevant to some of these relationships. Standards associated with a relationship can
be used to:

— specify degrees of information flow or other types of interoperability; and/or

— ensure specified degrees of quality (e.g. security or service level).

© ISO/IEC 2020 - All rights reserved 5
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Logical relationships defined in this architecture are a significant part of specifying the BDRA and its
behaviour. The relationship describes matters such as the categories of information flows between the
functional components in the BDRA.

6.2 Views

Big data can be described using a viewpoint approach. Four distinct viewpoints are used in the BDRA
(see Figure 1 and Table 2):

=L ]

|
S SR

Key
1  userview
2 functiondl view
3  implementation view
4  deployment view
Figure 1 — Transformations between architectural views
Table 2 — BDRA views
BDRA}view Description of the BDRA view Scope

User view The ecosystem of big data with-the stakeholders (used in ISO/ |Within scope

IEC/IEEE 42010), the roles;the sub-roles and the big data

activities
Functional view The functions necessaby for the support of big data activities |Within scope

Implementatjon view The functions neeessary for the implementation of big data Out of scope
within service parts and/or infrastructure parts
Deployment yiew How the functions of big data are technically implemented Out of scope
within already existing infrastructure elements or within new
eleménts'to be introduced in this infrastructure
NOTE While details of\'the user view and functional view are addressed within this documenit, the

implementatipn and deployment views are related to technology and vendor-specific big data implement
bloyments,/and are therefore out of the scope of this document.

and actual de

6.3 Overy

iéw of user view

htions

The user view addresses the ecosystem of big data with the following concepts:

— parties: a party is a natural person or legal person, whether or not incorporated, or a group of
either or both parties in a big data ecosystem are its stakeholders;

roles and sub-roles: a role is a set of big data activities that serves a common purpose. a sub-role

is a subset of the big data activities for a given role, and different sub-roles can share the big data
activities associated with a given role;

activities: an activity is defined as a specified pursuit or set of tasks. big data activities need to have

a purpose and deliver one or more outcomes and these are conducted using functional components;

© ISO/IEC 2020 - All rights reserved
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— cross-cutting aspects: cross-cutting aspects can be shared and can impact multiple roles, and
big data activities. Cross-cutting aspects may map to multi-layer functions and their associated
functional components which implement the activities within the cross-cutting aspect.

NOTE

A party can assume more than one role at any given point in time and can engage in a specific subset of
activities of that role. Examples of parties include, but are not limited to, large corporations, small- and medium-
sized enterprises, government departments, academic institutions and private citizens.

Figure 2 illustrates the entities that are defined for the user view.

ur S W N
Q o w»n = O

6.4

The f
The
activ

The f]
The f]

arty

ble

1b-role

Ctivity

Foss-cutting aspect

Figure 2 — User view entities

Overview of functional view

unctional view is a_techinology-neutral view of the functions necessary to form a big
unctional view describes the distribution of functions necessary for the support
ties.

linctionalakchitecture also defines the dependencies between functions.

linctional view addresses the following big data concepts:

data system.
of big data

— f

pnctional components: a functional component is a functional building block needed

to engage in

a

n activity, backed by an implementation;

— functional layers: a layer is a set of functional components that provide similar capabilities or

S

€erve a common purpose;

— multi-layer functions: the multi-layer functions include functional components that provide
capabilities that are used across multiple functional layers, and they are grouped into subsets.

NOTE

Not all layers or functional components are necessarily instantiated in a specific big dat

a system.

Figure 3 illustrates the concepts of functional components, layers and multi-layer functions.

© ISO/IEC 2020 - All rights reserved
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Multi-layer

Functional Layer Functions
Component
4 N
Functional Layer
Component -
\_ ) Functional
Component
4 N
Functional Layer
Component \ /
g J

Functional View

Figure 3 — Functional layering

6.5 Relatlionship between the user view and the functional view

Figure 4 illugtrates how the user view provides the set of big data.activities that are represented within
the functionpl view.

( Multi-layer

[ Role ]
Functional Layer Functions

Component
@ I
Functional Layer
Component -
| Functional

Component
<Activity N
—
Functional Layer

Component \ /

User View Functional View

Figure 4 — From user view to functional view

6.6 Relationship of the user view and functional view to cross-cutting aspects

Cross-cutting aspects, as their name implies, apply both across the user view and across the functional
view of big data.

Cross-cutting aspects apply to roles and sub-roles in the user view and they directly or indirectly affect
the activities that those roles perform.

Cross-cutting aspects also apply to the functional components within the functional view which are
used when performing the activities described in the user view (See Figure 4).

8 © ISO/IEC 2020 - All rights reserved
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Cross-cutting aspects of big data described in Clause 9 include:

— security and privacy;

— management;

— data governance.

7 User view

7.1

-3:2020(E)

Giver]
canb
analy

This
Itisi
a rolg

data

As shi

Big data roles, sub-roles, and activities

that distributed services and their delivery are at the core of big data, all big datarela
e categorized into three main groups: activities that use big data, activities that-proj
tics services and activities that provide data.

ed activities
yide big data

clause contains descriptions of some of the common roles and sub-roles,associated with big data.

mportant to note that a party can play more than one role at any givewpoint in time. V
, the party can restrict itself to playing one or more sub-roles.,Sub-roles are a subs
hctivities of a given role.

own in Figure 5, the roles of big data are:
ig data application provider (BDAP) (see 7.2);
ig data framework provider (BDFP) (see 7.3);

ig data service partner (BDSP) (see 7.4);
ig data provider (BDP) (see 7.5);
ig data consumer (BDC) (see 7.6).

Big data provider is any data'provider to the BDRA.

Vhen playing
et of the big

© ISO/IEC 2020 - All rights reserved
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Big Data Service Partner (BDSP)

Big D'ata Big Data Big Data
Service . System
Auditor
Developer (BDA) Orchestrator
(BDSD) (BDSO)

( ) / \ e A
Big Data Application Provider (BDAP)
Big Data Big Data Big Data
Big Collection Preparation Analytics
Data FTOVIUET FTOVIUET FTOVIdeT Brg Data
. (BDCP) (BDPreP (BDANP) Consumer
Provider
(BDC)
(BDP) )
Big Data
Visualization Access
Provider
k (BDACP) /
-/

-

Big Data Framework Provider (BDFP)

Big Data Big Data Big Data
Processing Platform Infrastructure!
Provider Provider Provider
(BDProP) (BDPIaP) (BDIR)

Figure 5 — Big dataroles

Annex B proyides examples of the relationship of rolesih big data ecosystems.

Each of the sub-roles shown in Figure 5 is described in more detail in 7.2 to 7.6.
7.2 Role: Big data application provider (BDAP)

7.2.1 Gengral

The BDAP executes the manipulations of the big data lifecycle. This is where the general capabilities
within user yiew of the big data reference architecture as shown in Figure 5 are combined to pr¢duce
the specific ¢lata system.

NOTE1  While the activities of an application provider are the same whether the solution being built corjcerns
big data or nqt, the methods and techniques have changed because the data and data processing is parallelized
across resourfes.

NOTE 2  Asldata propagates through the ecosystem, it is being processed and transformed in differentl ways
in order to extract the value from the information. Each activity of the big data application provider can be
implemented by independent stakeholders and deployed as stand-alone services.

NOTE3  The BDAP can be a single instance or a collection of more granular big data application providers, each
implementing different steps in the big data lifecycle. Each of the activities of the big data application provider
can be a general service invoked by the data provider or big data consumer, such as a web server, a file server, a
collection of one or more application programs, or a combination.

NOTE4 The BDAP is in charge of the implementation, testing and validation of the data quality business
rules, requirements and metrics that assure the correct management of data in the big data system. Any big data
application provider can apply the data quality requirements throughout the big data lifecycle.

The BDAP is composed of the following five sub-roles as shown in Figure 6:

— big data collection provider (BDCP) (see 7.2.2);

10 © ISO/IEC 2020 - All rights reserved
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big data preparation provider (BDPreP) (see 7.2.3);

big data analytics provider (BDAnP) (see 7.2.4);
big data visualization provider (BDVP) (see 7.2.5);
big data access provider (BDAcP) (see 7.2.6).
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7.2.2| Sub-role: big data collection provider (BDCP)

Figure 6 — Big data activities relating tebig data application provider sub-rples
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of da
the d

The H
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DCP is a sub-role of BDAP which-is responsible for the collection of big data from d
Fan be a general service, such as:d file server or web server to accept or perform specif
a, or it can be an applicationtspecific service designed to pull data or receive pushes
hta provider.

DCP activities are as\follows:

he find data source activity is focused on searching and storing data source informat
f metadata which can be used for capturing and/or storing data;

tc.) into“a form that can be handled by system;

hta provider.
c collections
of data from

jon as a form

he capture data activity is focused on converting available data (e.g. web document, blog data,

— t

he régister and buffer data activity is focused on storing data into data registry or

holding data

before transferring it to other tasks or processes.

7.2.3

Sub-role: big data preparation provider (BDPreP)

The BDPreP is a sub-role of the BDAP which is responsible for preparing data from raw data to ready for
analyzing data.

The BDPreP activities are as follows:

another;

C

onstraints such as correctness, meaningfulness, security and privacy, etc.;

© ISO/IEC 2020 - All rights reserved

the transform data activity is focused on converting data or information from one format to

the validate data activity is focused on ensuring that the data is correct based on the validation
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the cleanse data activity is focused on detecting inaccurate part of data and correcting them by
replacing, modifying or deleting;

the aggregate data activity is focused on combining two or more data into one dataset in
summary form.

Data validation and data cleansing should be guided by the application of the data quality management.

7.2.4 Sub-role: big data analytics provider (BDAnP)

The BDAnP is a sub-role of BDAP which is responsible for analysing big data in order to meet the

requirements-ofthe dataprocessingalgorithms for processing the datatoproduceinsightsthataddress

the technica

The BDAnP
processes w
the applicati

7.2.5 Sub

The BDVP is
result to big
as to optima

The BDVP ad

various

the man

goal.

activity includes an associate analytic logic activity which involves modelling
th associated logic for extracting information from the data based on the requireme
1.

role: big data visualization provider (BDVP)

a sub-role of BDAP which is responsible for presenting data souree information or an
data consumer. The objective of these activities is to format@nd present data in such
[ly communicate meaning and knowledge.

tivities are as follows:

lifest data status activity involves describing data’status in data storage. this can in
visualization, classification criteria, etc.;

— the format analysis result activity involves formatting processed data for clear and eff

commulif

7.2.6 Sub
The BDAcP

application 3

The BDACP 3
system to an

7.3 Role:

7.3.1 Gen

The BDFP consists o

requiremen

NOTE

ication. This can include visual represeéntation, overlaying, etc.

role: big data access provider (BDAcP)

is a sub-role of BDAP which ‘ts responsible for exchanging big data between big
nd data provider or big data’consumer.

ctivity includes a transfer data activity focused on passing or moving big data fror
other system with‘data transmission integrity, continuity, security and privacy.

big data framework provider (BDFP)

bral

data
nts of

hlysis
h way

clude

icient

data

n one

is no

f one or more hierarchically organized instances of the components. There

In fact, most big data implementations are hybrids that combine multiple technology approaches

in order to provide flexibility or meet the complete range of requirements, which are driven from the big data
application provider.

The BDFP is
— bigdata
big data

big data
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comprised of the following three sub-roles as shown in Figure 7:

infrastructure provider (BDIP) (see 7.3.2);

platform provider (BDPlaP) (see 7.3.3);

processing provider (BDProP) (see 7.3.4).
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Figure 7 — Big data activities relating to big data framework provider sub-rples
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7.3.2| Sub-role: big data infrastructure provider (BDIP)

The BDIP is a sub-role of BDFP which is responsible ferproviding system resources inclyding system
facilifies (e.g. networking, computing, storage, etc.)@nd physical environment (e.g. computer rooms,
electric powers, air conditioners, etc.).

The BDIP activities are as follows:

— the manipulate resources activity-is focused on handling or controlling physicgl or virtual
rgsources;

—

he store/retrieve data activityinvolves persisting and recalling data from storage (thanipulating
ata atrest.);

o

— the transmit/receive data activity is focused on transferring data via network (pufting data in
hotion.).

=

7.3.3] Sub-role: big-data platform provider (BDPlaP)

The BDPlaP is-asub-role of BDFP which is responsible for providing platforms to organize apd distribute
big data ondigdata infrastructure.

The BDPRIaP activities are as follows:

— the organize data activity involves arranging, indexing and linking the data in ways that are
suitable for the specific applications and analytics;

— the distribute data activity involves allocating data across infrastructure resources to maximize
data locality for distributed computation performance.

7.3.4 Sub-role: big data processing provider (BDProP)

The BDProP is a sub-role of BDFP which is responsible for supporting computing and analytic processes
for BDAP activities.
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The BDProP activities are as follows:

— process data in batches: process data in large increments and on a non-continuous basis. Batch
process is used when response time is not critical. Batch processing is most often associated with

the volume of the data or complexity of the analysis;

process data in streams: process data continuously in small increments (typically individual

records or data elements). Stream processing is used when response time is critical and is most

often associated with the velocity of the data.

7.4 Role: big data service partner (BDSP)

7.4.1 General

The BDSPis 4
provider, the

A BDSP’s big
roles in big data ecosystem.

The BDSP is

— big datalservice developer (BDSD) (see 7.4.2);

— big datajauditor (BDA) (see 7.4.3);

— big data|system orchestrator (BDSO) (see 7.4.4).

data activities vary depending on the type of partner and their relationship with

comprised of the following three sub-roles as shown in Figure:8t

role which is engaged in support of, or auxiliary to, activities of among the big data‘appli¢ation
big data framework provider, the big data provider or the big data consumet; or all.

other

Big Data Service Partner (BDSP)

Big Data Auditor
(BDA)

Perform audit
Reportaudit
results

Big Data Service
Developer (BDSD)

Design, create and
maintain service
components

Compose
services

Big Data System
Orchestrator(BDSO)

Define
application

requirements

Define business
process

Define system

architecture
requirements

Define security

and privacy
requirements

Define data
quality
requirements
and metrics

Figure 8 — Big data activities relating to big data service partner sub-roles
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7.4.2 Sub-role: big data service developer (BDSD)

The BDSD is a sub-role of BDSP which is responsible for designing, developing, testing and maintaining
the implementation of a big data service. This can involve composing the service implementation from
existing service implementations.

The BDSD activities are as follows:

— the design, create and maintain service components activity involves designing and creating
software components that are part of the implementation of a big data service, and providing fixes
or enhancements to service implementations;

— the compose services activity is focused on composing services using existing|services by
intermediation, aggregation of them;

—

he test services activity focuses on testing the components and services creatéd by|the big data
ervice developer.

(%)

7.4.3| Sub-role: big data auditor (BDA)

The BDA is a sub-role of BDSP with the responsibility of conducting’ an’audit of the provision and use
of big data services. A big data audit covers veracity of data sources,"0perations, performapce, security
and grivacy, and examines whether a specified set of audit criteria-are met.

NOTH1 There is a variety of specifications for the auditcriteria, for example, addrepses security
considlerations(8l.

The BDA activities are as follows:

— theperform auditactivity involves requestirigor obtaining audit evidence, conducting pny required
tests on the system or data being auditedand obtaining evidence programmatically;

— the report audit results activity involves providing a documented report of the results of
derforming an audit.

NOTH2 The BDA is responsible for; the assessment of data quality, the definition and evaluation ¢f data quality
servide levels, the continuous meastirement and surveillance of data quality.

7.4.4| Sub-role: big data system orchestrator (BDSO)

The BDSO is a sub-rple-of BDSP which provides the overarching requirements that the system should
fulfil{ including pelicy, governance, architecture, resources, and business requirementsg, as well as
moniforing activities to ensure the system complies with those requirements.

The BDSO activities are as follows:

— thé\define application requirements activity deals with the overarching requiremgnts that big
ataapphcatiomstoutdfutfi;

— the define business process activity deals with a partially ordered set of enterprise activities that
can be executed to realise a given objective of an enterprise or a part of an enterprise to achieve
some desired end-result;

— the define system architecture requirements activity deals with conceptual requirements for
defining the structure, behaviour, and view of a big data system;

— thedefine security and privacy requirements activity is focused on defining security and privacy
requirement from a governance point of view;

— the define data quality requirements and metrics activity is focused on development and
the promotion of data quality awareness, and the definition of the data quality business rules,
requirements, metrics.
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7.5 Role: big data provider (BDP)

A big data provider (BDP) makes data available to itself or to others. In fulfilling its role, the BDP creates
an abstraction of various types of data sources such as raw data or data previously transformed by
another system and makes them available through different functional interfaces.

NOTE1 The concept of a data provider is not new, the greater data collection and analytics capabilities have
opened up new possibilities for providing valuable data.

/ Big Data Provider (BDP) \

The BDP act

— the maKe data available activity is focused on opening or{distributing data source to the outs

the orig

— the abs
purpose

NOTE2 W
the identified

7.6 Role:

A big data d
recipient of
data applica
then expose

Make data available
Abstract data source
type

. )

Figure 9 — Big data activities relating to big data-provider

vities are as follows (see Figure 9):

nally purposed system;

‘ract data source type activity involves publishing metadata or data catalogue fa
of distributing data through a registry.

hen making data available to others, thewbig data provider can monitor the data and may m
data quality issues according to the data quality management.

big data consumer (BDC)
onsumer (BDC) receives/the output of the big data system. In many respects, it

Lion provider (BDAPR). After the system adds value to the original data sources, the
b that same type of functional interfaces to the big data consumer (BDC).

/ Big Data Consumer (BDC) \

ide of

r the

Anage

s the

he same type of functional interfaces that the big data provider (BDP) exposes to the big

BDAP

Use big data

Evaluate big data

\ J

Figure 10 — Big data activities relating to big data consumer

The BDC activities are as follows (see Figure 10):

— the use big data activity focuses on using the results of big data analysis or utilizing application
interfaces provided by big data application provider for big data consumer’s business purposes;
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— the evaluate big data activity involves rating the quality of big data or big data application as
feedback.

8 Cross-cutting aspects

8.1

General

Cross-cutting aspects include:

— security and privacy: this aspect relates to how systems and data are secured by preserving their

(

Q

— e
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PI1) are protected from unauthorized use;

hanagement: this aspect relates to how system components and resources-are
onfigured, utilized, and monitored;

ata governance: this aspectrelates to how data is controlled and mandged within the
s lifecycle.

information

provisioned,

system over

8.2 |Security and privacy

Secufity and privacy issues affect all other roles and sub-rolés’in big data ecosystem arld functional

components of the BDRA. The security and privacy interacts:with the Big Data System Orchestrator for

policy, requirements, and auditing and also with both the’big’data application provider and the big data

fram¢work provider for development, deployment, and{operation.

Security related considerations in big data include:

— dgonfidentiality which ensures that systéins and data are not made available or |disclosed to
unauthorized individuals, entities, or processes;

— iptegrity which ensures that systenis’and data are accurate and complete;

— availability which ensures that’systems and data are accessible and usable on dgmand by an

= c

t
d
u

Priv]:y

thorized entity.
related considerations’in big data include:

nlinkability which ensures that a PII principal may make multiple uses of resource
Fithout others being able to link these uses together;

ransparency which ensures that an adequate level of clarity of the processes in priv
ata processing is reached so that the collection, processing and use of the inform
nderstood and reconstructed at any time;

i

5 Or services

acy-relevant
htion can be

htervenability which ensures that PII principals, PII controller, PIl processors and

supervisory

authorities can intervene in all privacy-relevant data processing. (See ISO/IEC 20547-4[28]
ISO/IEC 27000[291)

8.3

Management

The big data characteristics of volume, velocity, variety, and variability demand a versatile system and
software management platform for provisioning, software and package configuration and management,
along with resource and performance monitoring and management. Big data management involves
system, data, security, and privacy considerations at scale, while maintaining a high level of data quality
and secure accessibility.
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Management related considerations in big data include the following.

8.4 Data governance

Provisioning: provisioning is the act of configuring system resources to support a specific task.
Provisioning can take place at multiple levels across the system architecture from allocation of
resources for virtual machines to allocation of resources for a specific job on one or more nodes. These
considerations involve efficient use and configuration of resources to support one or more tasks.

Configuration: these considerations involve the proper setting of parameters within system
elements for optimal execution and use of system resources.

Package management: these considerations involve management of the package baselines for
system components to maintain security and operational reliability of the system.

Resour¢e management: these considerations involve how resources within the system @re peing
utilized [to support the various workloads supported by the system based on their priority.

Data governpnce is a property or an ability that needs to be coordinated anddmplemented by pet of
activities of roles and sub-roles in the user view charge of guaranteeing thatdata used in the buginess

processes creates value and effectively responds to the business needs.

Data governance plans and defines:

9

9.1 Functional architecture

9.1.1 General

an organizational strategy related to the management of data in order to ensure that data is
aligned ith the business;

a data quality management strategy which is a set of.cofstraints and actions aimed to ensurf that
data mepts the quality needs defined by the business, (sée Annex C for more detail).

Functipnal view

The functional architecture for big data describes big data in terms of a high-level set of functional
components| layers. The funetional layers represent sets of functional components with similar
capabilities that are required-to perform the big data activities described in Clause 8 for the vqrious
roles and sub-roles involved in big data the specification and implementation of a big data archite¢ture.

The functionjal architecture describes functional components in terms of a layering architecture where

specific typdgs of funetions are grouped into each layer as illustrated in Figure 12.

18
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Figure 11 — BDRA layer-based architecture

DP and BDC shown above can be external to the big data syStem under architecture
ernal components (since one application provider in the big data architecture can p
consume input from another application provider within the architecture). Anne;

ration reference architecture.

ing a specific architecture, recommended-best practice is that the architect documen
ional components that provide interfaces from those layers to the big data architectu

Layering architecture

1 General

hyering architecture used in the BDRA has four layers, plus a set of functions that spz
5. The four layers are:

ig data application layer (see 9.1.2.2);
ig data priecessing layer (see 9.1.2.3);
ig data platform layer (see 9.1.2.4);

Hevelopment
rovide input
K A provides

jonal information on mapping the big data reference architecture functional view to ¢ther system

ata user view roles and activities including BC€P, BDC, BDSP, BDAP and BDFP are implemented

purposes of
L the specific
re.

n across the

— b

igndata infrastructure layer (see 9.1.2.5).

The functions that span the layers are called the multi-layer functions.

The layering architecture is shown in Figure 11 and each of the internal layers in the layering
architecture is described in 9.1.2.2 t0 9.1.2.5.

9.1.2

.2 Big data application layer

The big data application layer provides the application supporting functionalities, including data
collection, preparation, analytics, visualization and access functions. These functions are achieved
through interfaces with the BDP, the big data processing layer, the big data platform layer, and the BDC.
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9.1.2.3 Big data processing layer

The big data processing layer provides framework and library components to execute the analytics
specified by the application provider layer. Within this layer, the components manage execution of the
analytic tasks across the system. The components often interact with the platform layer to determine
where data is stored on the system and direct the analytics for that data to the corresponding node
in order to provide data locality to the computations. They also interact with resource management
components within the multi-layer functions to balance computations across the system.

9.1.2.4 Big data platform layer

The big data|pta 3 by the
system. Thefe components draw on resources from the resource layer and, in the case on in=meémory
storage, coofdinate with the resource management components in the multi-layer functions fqr the
resources rejquired. The platform layer components focus primarily on providing efficientorganization
of the data fgr access from the application provider and processing layers within the systém.

9.1.2.5 Big data infrastructure layer

The big data infrastructure layer is where the resources reside. This includes equipment typjically

used in a da
correspondi
host operati

The big daf
functionality
application j
peer big dat3

9.1.3 Mul

The multi-lg
components

— security
integrat

manage
availabi

The multi-la

La centre such as servers, networking switches and routers,.storage devices, and als

g systems, hypervisors, device drivers and generic system$ management software.

a infrastructure layer also represents and houses the big data transport net
¥ which is required to provide underlying network connectivity between the big
rovider and the BDP/BDC, as well as within the big data application provider and bet]
h application providers.

li-layer functions

yer functions include a series of\functional components that interact with func
of the above four other layers tojprovide supporting capabilities including and not limit

systems capabilities (authentication, authorization, auditing, validation, encryption)
jon capabilities (linkage of different components to achieve the required functionality

ment capabilities (deployment, configuration, monitoring, multi-tenancy resource,
ity, and big data lifecycle).

er functiohs described above may support cross cutting aspects or activities from

that have sy$tem architecture wide applicability.

o the

hg non-big data-specific software that runs on the servers-and other equipment such as

work
data
ween

fional
ed to:

7);
high-

roles

9.2 Functional components

9.2.1 Gen

eral

This subclause describes the big data architecture in terms of the common set of big data functional
components. A functional component is a functional element of the BDRA which is used to perform an
activity or some part of an activity and which has an implementation artefact in a concrete realization
of the architecture, e.g. a software component, a subsystem or an application.

Figure 12 presents a high-level overview of the BDRA functional components organized by means of
the layering architecture.
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The term framework as used for functional component names within Figure 12 and associated text
clauses is defined in ISO/IEEE 11073-10201 as “a structure of processes and specifications designed to
support the accomplishment of a specific task”.

NOTE Given the range of applications/domains involved in big data and the rapid evolution of big data
technologies, describing an exhaustive list of possible functional components within these layers is both
voluminous and can never be complete. Therefore, only general categories of components are presented here.

Role: Big Data Provider Role: Big Data Consumer

make data receive data
available output

Multi-layer functions \
————————————————— flntegration\ fSecurity& 7\ (‘System

! - N ! Privacy Manggement
I Big Data Application Layer |
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Deployment
I Access | L nd
|( Big Data Processing Layer ) Audit confguration
Interact R
R Frameworks Mohitorin

I |Batch Frameworks | | Streaming Frameworks | Iwith Messaging managemeit
1\ /| multiple Frameworks —

("Big Data Platform Layer ), Layersfor Adthorization Mulbtenanc
I [ File Syst Relational St Key-value St supporting || state frameworks rdhource

ile Systems | | elational Storage | | ey-value Storage |
| | capabilities xznmaegir:rek:t __ marjagement
11| Wide-columnar || Column-based Document Graph | Authentication
| storage storage storage storage | Frameworks
I ( Big Data Infrastructure Layer ) I — hgement
Anonymization - -
I Physical resources | Fesource abstraction & Control I Frameworks BlgEatla Life
J Cle

| | Manggement

_________________ \ AN J ;7

Figure 12 — Furnctional components of BDRA

9.2.2 Bigdata application layer functional components

9.2.2|]1 General

The big data application tayer with the functional components supports the activities of|the big data
applitation provider. {t\yprovides the primary interface to external components including big data
providers and big ddta consumers. The components here invoke components in the big datla processing
layer(and big data platform layer to implement the big data application layer activities. The following
are the primaryfunctional components within this layer.

9.2.2]2 , (Collection functional component

from big data

h 11 - £ b 1 b e balals ol 41 1 - e H ol ol
T e correctonr rairctonat CUIITPUIITIIT IS5 USTU LU TSLAUILSIT UIT ITITUIIAITIIS IS TU TITTPUT U Udtd
provider and store data for further processes:

— establish connection;
— import data;
— store data.

This category of component is concerned with getting data into the system. These components can
efficiently implement their functions given the volume and velocity of the incoming data.
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9.2.2.3 Preparation functional component

The preparation functional component is used to prepare data fit for a specific analysis process. The
detailed functionalities consist of data aggregation, data cleansing, data conversion/transformation,
data calculation field creation, data optimization, data partition, data summarization, data alignment,
data validation, data virtualization and store prepared data. Data virtualization is an approach to
data management where an application can access and change data without knowledge of the physical
formatting and storage of the data. Data transformation changes data from one format to another, which
includes encryption/decryption, compression/decompression, decimation, pivots, and normalization

on data.

9.2.2.4 An

The analytid
take place o
requirement

NOTE1 Cl
data fusion,
regression, cl

alytics functional component

s functional component is used to encapsulate the specialized computations thatne
h the data for information finding and/or knowledge extraction to meet the applica
s by using specified algorithms.

sses of algorithms for machine learning include but are not limited to corrélation, classific
Hata integration, data mining, artificial intelligence, pattern recognition, predictive mod
ster analysis, spatial analysis, audio analysis, visual analysis, textual analysis, etc. Text an

algorithms ifclude sentiment analysis, named entity recognition, and theme detection. Machine lez

algorithms in
analysis, and
a work flow

(people, plac
K-nearest nei

NOTEZ2 A

clude correlation, classification, pattern recognition, predictiveymodelling, regression, d
spatial analysis. In many cases, big data systems combine sevetal of these types of algorithm

ed to
tions

ation,
blling,
alysis
rning
luster
s into

n the data. For example, a system can use named entity recognition to extract specific eptities

s, orgs, etc.) from unstructured chunks of text then feéd that information as features
bhbour or K-means clustering algorithm to categorize theltext chunks.

flass of analytics function is operational data analysis, i.e. the analysis of log files, system

data, alert in
file search,

ormation, etc., for system operation and maintenance. Typical query and analysis include lo
ulti-dimensional aggregation analysis, etc. Numerical analysis algorithms include fast F

transforms, linear algebra, and N-Body methods. graph algorithms include community detection, subgraph

finding, findi
centrality, sh

NOTE3 Th

g diameter, clustering coefficient, page rank, maximal cliques, connected component, betwes
rtest path.

e critical characteristics of these. dlgorithms for big data are that they need to be able to ope

parallel withipn the processing layer and dealwith the distributed nature of the data within the platform la
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htion functional component is used to present analyzed data to the big data consume
manner. The defajled functionalities consist of:
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ge/explanatory visualization (reports and customer summarization presentation).
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€ CTTUICal aspects oI visuallZIng D1g ddta IS presenting large datasets 1n a manner that can be

easily

navigated and is comprehensible. In addition, it can need to operate on the data in a distributed parallel fashion.

9.2.2.6 Ac

cess functional component

The access functional component is used to provide big data consumer access to the results of big data
application layer. The detailed functionalities consist of:
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access rights management;
data export (e.g. via application programming interface, protocol or query language); and

secure data access.
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NOTE Big data consumers connect through this functional component by web services, user interfaces, and/
or APIs, protocols, etc. which are used to access/retrieve data. The unique issue for big data here involves how to
present the data to the big data consumer considering the big challenge of volume and velocity aspects.

9.2.3 Big data processing layer functional components

9.2.3.1 General

The big data processing layer components are primarily focused on performance (e.g. producing
results of computations within the requisite period of time). The big data processing layer provides
functional components to mainly support big data characteristics of volume, velocity and variety.
The big data processing layer adopts different processing engines on different dataistorage and

schedule computation on near or local storage. This layer provides abstraction functionallities for the
operdtions of big data application layer. User operation is abstracted as data source, filtér, nhap, window,
aggregation, etc. The big data processing layer completes the execution process with'data flowing from
one operator to another, and from input to output. Parallel data processing is implemented|in this layer.

NOTH1 In traditional database systems, the big data processing layer compénents are called [the execution
enging. The big data processing layer is more about runtime. The keyword “big” means not only the|big data from
the sdurce; the intermediate data can be bigger than raw data.

NOTH2 In parallelizing operations, the processing layer components'typically allocate work t¢ nodes in the
clustdr first based on data locality (e.g. the data in the platform layereeded for the computation i on the node)
and tlen based on memory and CPU resources.

NOTH3  Anexample of this is the map/reduce programmingpattern, where computation on indivyidual records
is disfributed to nodes based on data locality during the“map phase and then the results from ¢ach node are
merged and sorted during the reduce phase.

The Hig data processing layer adopts different processing engines on different data storage and schedule
computation on near or local storage.

Typidally, frameworks within the big. data processing layer are categorized based on how many
elem¢nts and how fast they process. The common forms of evaluation are one block (bfatch) or one
elemgnt (streaming).

9.2.3]2 Batch frameworks functional component

The batch frameworks <unctional component mainly aims to solve the problem of volyme. It takes
a batch of elements,as_the basic unit to process. Elements that were received are blocked to form a
batcH based on their-distribution within the platform layer for processing to maximize ¢lata locality.
Afterleach node-has processed its batch, the results are, synchronously or asynchronously, forwarded
to the next step. which can be another loop of processing (as done in the bulk synchronous parallel
pattern) orsummarization of the results (as done in the map/reduce pattern). The time r¢quired for a
batcl analytic to complete can vary from hours to sub-seconds depending on analytic and|data. Ad-hoc
query and daily operational analysis report applications can need different response tim¢s. When the
response time 1s within minutes, hours or longer-range level, it is often referred to as offline processing.
When it is within seconds or sub-second range, it is referred to as interactive processing. However, just
because a system is designed to be interactive does not mean all response times are in the seconds or
sub-seconds range. A poorly written analytic/query, one that has complex joins between data or one
that simply must process a large volume of records can take minutes or hours to complete.

9.2.3.3 Streaming frameworks functional component

9.2.3.3.1 General
The streaming frameworks functional component mainly aims to solve the problem of velocity. The

process model is pipelined and every element is forwarded to next operator with minimal latency.
The instant response is the main concern and every element is valuable in the moment. while some
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operations require elements to be blocked or buffered, for example to perform sliding window
aggregations. However, in an ideal situation, the data flows continuously through the processing
pipeline. The messaging frameworks functional component (see 9.2.6.2.2) is used to communicate
between operators across nodes. When the data is too big and/or fast for the system to keep up, the
system may employ temporary storage, choose to drop excess data or be forced to employ a rate limit
mechanism with the producer to avoid a system crash.

The basic characteristic of streaming framework is data flow. The data flow is internally a directed
acyclic graph that contains operator as vertex and event stream as edge. The operator can be
parallelized and the event stream can be partitioned. Complex event processing (CEP) is more advanced
than pure streaming and can be queryable, which adds more practical characteristics: event ordering,
event proces

: - e - h N Py . L - -1l
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The four characteristics are described in 9.2.3.3.2 t0 9.2.3.3.5.

9.2.3.3.2 ]r\lrent ordering

Event ordering is guaranteed by custom global timestamp or sequence id, both of(which are marked by

feeder. Even
When event
in timestam
evaluated. W
operator in §

ordering can be handled by time or count. Event ordering is relative to windowed st
time is used, the event ordering means the event should be evaluated in window ope
p order. Out-of-order and delayed events should be reordered,‘discarded or immed
[hen event count is used, the event ordering means the event(should be evaluated in wi
equence id. Event time or sequence id should be monotonically increasing.

"feam.
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9.2.3.3.3 ‘Ivent processing guarantee

Events sho
when strear
and data sto
important p
committing

d be processed with fault-tolerance mechanism in the presence of failures. Espe
1ing is partitioned, operator is paralleled, and-data is distributed. Data stored in me
red as persisted storage in file system should be guaranteed in the window duration
nases that should be given special attention are receiving before processing (Receivet
hfter processing (Processor).

cially
mory
. Two
) and

Event procegsing guarantees are typically divided into the following three classes:

at-most
need to

canber
not guat

ronce: this class means the receiver phase should receive once from data source and dogs not
maintain the offset recejved, and the processor phase is not guaranteed. The received pvent
bceived but no results.returned. This is simple and with low latency, but the correctness is
anteed.

fimes
ssed,
1d be
pated
ntee.

at-least
and the]
but the

support
treatme

once: this class means the receiver phase can replay and receive an event multiple

processor phase can process the events repeatedly. All events can be received and proce
Fesult may/not be accurate. Additional manual offset maintenance mechanism shoy
bd to meet event replay, and a duplication mechanism can be supported to reduce rep
ht. This adds extra overhead but can achieve low latency and a certain degree of guar

exactlyionce: the eventis received once and processed once, no lost and no replay. The receiver and
processor phases are both guaranteed. The two phases both need independent fault tolerance and
failure recovery mechanism to make atomic and durable storage. This adds high overhead due to
frequent 10 operation, but best guarantees correctness.

9.2.3.3.4 State store

Typical streaming frameworks have a pipeline process model, while CEP over streaming frameworks
need additional state to support the window operation which is for continuous query where the event
is stored for a period of time to generate the window. In traditional CEP, the window is small and the
event is stored in a buffer. While events in window can be massive in modern CEP for big data, state
store can provide support for high volume streams. Extra storage is needed for fault tolerance and
failure recovery, replication, write ahead log (WAL) and checkpoint are classic methods to solve the
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problem, so state store can support distributed and ACID semantics in limited ways and the trade-off is
in the performance and correction.

9.2.3.3.5 Stream partitioning/operator parallelism

This characteristic relates to scalability. Stream and operator are executed in directed acyclic graph.
The goal of streaming frameworks is paralleling the execution to the greatest extent. Streaming
partitioning serves event distribution and operator parallel serves parallel computation. Scheduler
makes parallel computation execute with local events. Stream partition by key (e.g. sensor id, user
ID, account ID), and aggregation function are separately evaluated on partitioned stream. Stream
metadata, communication coordination, dynamic resource allocation and push/pull fetch strategy are
need¢d to help the stream partitioning in distributed environment. Operator parallelisnp is the need

to mget fast computation, but more mechanism needs to help to coordinate global state (Harrier, event
ordetf). Operators are often one by one, some operators are applicable to chainedrto-reduce network
communication overhead.

9.2.4] Big data platform layer functional components

9.2.4{1 General

The domponents of the big data platform layer provide the service‘to store, organize and|retrieve the
data jn support of the higher layers. Accordingly, this layer prevides for the logical data prganization

and
or m
descr

listribution combined with the associated access application programming inter
bthods. This may also include data registry and smetadata services along with se
iptions such as formal ontologies or taxonomies,

faces (APIs)
mantic data

NOTE
for hi
of big
enhar

One aspectin architecting this layer is to seleetor improve the data organization and stqg
bh data utilization and better query or retrieval performance. Especially with the rapid incred
data (in e.g. finance, banking, media, manufacturing industry) and service scenarios, the
ced performance for different queries and analyses with less duplication and redundancy in

rage methods
se of volumes
users call for
lata storage.

Subclauses 9.2.4.2 to 9.2.4.8 describe thegeneral categories of these components.

9.2.4{2 File systems functional component

File slystems organize chunks of data (typically defined as records) accessed as a named ¢
a deffined namespace. Wihile local filesystems are often used within big data systemg for storing
intermediate data localito a processing node, distributed file systems are far more grevalent for
persiptent data storage? The difference being that distributed file systems manage the distributions

ntity within

and 1
ism

Distr|

prova;lg

eplication of data blocks across nodes and the namespace rather than being stored v
aged through a central name service often running in a master/slave or multi-mast
e faulttolerance.

buted file systems (also known as cluster file systems) seek to overcome the throu

vith the data
br manner to

hput issues

presdnted by the volume and velocity characteristics of big data, combine /0 throughput across
multiple devices (spindles) on each node, with redundancy and failover mirroring or replicating data
at the block level across multiple nodes. The data replication of a distributed file system is specifically
designed allow the use of heterogeneous commodity hardware across the big data cluster. Thus, if a
single drive or an entire node should fail, no data is lost because it is replicated on other nodes and
throughput is only minimally affected because that processing can be moved to the other nodes. In
addition, replication allows for high levels of concurrency for reading data and for initial writes.

Distributed object stores (DOSs) (also known as global object stores) are a unique example of
distributed file system organization. Unlike the approaches described above, which implement
traditional file system hierarchy namespace approaches, DOSs present a flat namespace with a globally
unique identifier (GUID) for any given chunk of data. Generally, data in the store is located through a
query against a metadata catalogue that returns the associated GUIDs. The GUID generally provides
the underlying software implementation with the storage location of the data of interest. These object

© ISO/IEC 2020 - All rights reserved 25


https://iecnorm.com/api/?name=bf87ff03d49bdc3e6492fbaa1ad404cd

ISO/IEC 20547-3:2020(E)

stores are developed and marketed for storage of very large data objects, from complete datasets to
large individual objects (e.g. high-resolution images in the tens of gigabytes [GBs] size range).

9.2.4.3 Relational storage functional component

In the relational storage model, data is stored as rows with each field representing a column organized
into a table based on the logical data organization.

NOTE Big data implementations of relational storage models are relatively mature and have been adopted by
anumber of organizations. They are also maturing very rapidly with new implementations focusing on improved
response time. Many big data implementations take a brute force approach to scaling relatlonal queries.
-g‘:g.n.g..n_,-- but-more important processingof the-input-tables s-distributed
across multipje nodes (often as a map/reduce job).

The actual gtorage of the data can be flat files (delimited or fixed length) where each record/line in
the file reprgsents a row in a table. Increasingly however these implementations are adopting binary
storage fornjats optimized for distributed file systems. These formats often use blocklevel indexes and
column-oriepted organization of the data to allow individual fields to be accessed/in records without
needing to rpad the entire record. Despite this, most big data relational storagermodels are still hatch-
oriented sydtems designed for very complex queries which generate very largé intermediate ¢ross-
product matfices from joins so even the simplest query can require tens of.Seconds to complete.

9.2.4.4 Key-value storage functional component

The principlgs of key-value stores underpin all the other storage and indexing models. From a big data
perspective,|these stores effectively represent random access #fiemory models. While the data stoyed in
the values cdn be arbitrarily complex in structure all the handling of that complexity should be proyided
by the applifation with the storage implementation often\providing back just a pointer to a blgck of
data. Key-value stores also tend to work best for 1-1 relationships (e.g. each key relates to a single yalue)
but can also| be effective for keys mapping to lists:gf-homogeneous values. When keys map multiple
values of heterogeneous types/structures or whenwalues from one key need to be joined against values
for a differefpt or the same key then custom application logic is required. It is the requirement for this
custom logiq that often prevents key-value stores from scaling effectively for certain problems.

Key-value sfores generally deal well with updates when the mapping is one to one and the|size/
length of thg value data does not change. The ability of key-value stores to handle inserts is geng¢rally
dependent oh the underlying implementation. Key-value stores also generally require significant pffort
(either manyal or computational}.to deal with changes to the underlying data structure of the values.
Distributed key-value stores(ane the most frequent implementation utilized in big data applicafions.
One problenp that shall always be addressed (but is not unique to key-value implementations) {s the
distribution|of keys acrossover the space of possible key-values.

Specifically, keys shdll be chosen carefully to avoid skew in the distribution of the data across the cljister.
When data if heavily skewed to a small range it can result in computation hot spots across the cluster
if the imple entatlon is attemptmg to optlmlze data locality. If the data is dynamic (new keys peing
added)fors h an implementation then i ke hat at some paint the data can require reba C]ng
across the cluster. Non-locality optimizing implementations employ various sorts of hashing, random,
or round-robin approaches to data distribution and does not tend to suffer from skew and hot spots.
However, they perform especially poorly on problems requiring aggregation across the dataset.

9.2.4.5 Wide columnar storage functional component

Unlike traditional relational data that store data by rows of related values, columnar stores organize
data in groups of like values. The difference here is subtle but in relational databases an entire group
of columns are tied to some primary-key (frequently one or more of the columns) to create a record.
In columnar stores, the value of every column is a key and like column values point to the associated
rows. The simplest instance of a columnar store is little more than a key-value store with the key and
value roles reversed. In many ways, columnar data stores look very similar to indexes in relational
databases. In addition, implementations of wide columnar stores that follow the sparse, distributed
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multi-dimensional sorted map model (where arbitrary byte arrays are indexed/accessed based on
row and column keys) introduce an additional level of segmentation beyond the table, row and column
model of the relational model, that is called the column family. Wide columnar stores add an additional
dimension known as the column family.

9.2.4.6 Column-based storage functional component

By organizing and storing the data by the columns (instead of by the rows in row-based stores),
columnar databases are well-suited for big data applications which require a wide spectrum of
analysis, such as multi-dimensional OLAP (online analytic processing) query, big and small scan query.
Various column-based sorting, indexing and compression techniques, e.g. multi-dimensional indexing,
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nary coding, etc., can be applied to increase the query performance.

7 Document storage functional component

rn document stores have evolved to include extensive search and ifidexing caf
tured data and metadata and that is why they are often referred to as sénxi-structurec
n a document-oriented data store each document encapsulates and-encodes the met
ny other representations of that record. While somewhat analogpus 'fo a row in a rel
eason document stores have evolved and gained in popularity/isthat most implem
nforce a fixed or constant schema. While best practices held ‘that groups of docun
bically related and contain similar data, there is no requirement that they be alike
locuments even contain the same fields. That is one reason that document stores ar
ar for datasets which have sparsely populated fields;-since there is far less overhe
traditional RDBMS systems where null value columns in records are actually store
ments within these types of stores are generally¢eférred to as collections and like key
sort of unique key references each document:

8 Graph storage functional componént

b social networking sites have centainly driven the visibility of and evolution of

processing as discussed below), gtaph stores have been a critical part of many prob
military intelligence and counter terrorism to route planning/navigation and the s
bars. Graph stores representidata as a series of nodes, edges, and properties on tho
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Typically, distributed architectures for processing graphs assign chunks of the graph to system nodes then
the system nodes use messaging approaches to communicate changes in the graph or the value of certain
calculations along a path. Even small graphs quickly elevate into the realm of big data when one is looking
for patterns or distances across more than one or two degrees of separation between graph nodes.

Depending on the density of the graph, this can quickly cause a combinatorial explosion in the number
of conditions/patterns that need to be tested. A specialized implementation of a graph store known as
the resource description framework (RDF) is part of a family of specifications from the World Wide Web
Consortium (W3C) that is often directly associated with semantic web and associated concepts. RDF
triples, as they are known, consist of a subject (Mr X), a predicate (lives at), and an object (Mockingbird
Lane). Thus, a collection of RDF triples represents a directed labelled graph. The contents of RDF
stores are frequently described using formal ontology languages like OWL or the RDF Schema (RDFS)
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language, which establishes the semantic meanings and models of the underlying data. To support
better horizontal integration (Smith, et al., 2012)[1¢] of heterogeneous datasets extensions to the RDF
concept such as the data description framework (DDF) (Yoakum-Stover & Malyuta, 2008)[1Z] have been
proposed which add additional types to better support semantic interoperability and analysis. Graph
data stores currently lack any form of standardized APIs or query languages. However, the W3C has
developed the SPARQL query language for RDF which is currently in a recommendation status and
there are several systems such as Sesame which are gaining popularity for working with RDF and other
graph-oriented data stores.

9.2.5 Resource layer functional components

9.2.5.1 Ge]neral

The resourc¢ layer functional components include:

b abstraction and control;

resourcy

— physicalresources.

9.2.5.2 Resource abstraction and control functional component

iders
burce
. The

ction

The resourc
(BDAPs) to p
abstraction

control feat
features.

e abstraction and control functional component is used by big data application prov
rovide access to the physical computing resources throughSoftware abstraction. Res
heeds to ensure efficient, secure and reliable usage, of the underlying infrastructure
ire of the functional component enables the management of the resource abstra
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e abstraction and control functional\component enables big data application prov
offer qualities such as rapid elasticity, resource pooling and on-demand self-se
e abstraction and control functional component can include software elements su
virtual machines, virtual datastorage, and time-sharing.

vork, these are the respuices that transfer data from one component to another w

the infrastructure layer. Besides, the-hetwork infrastructure can also include automated deploy

provisioning
the manager

capabilities, or agehts and infrastructure-wide monitoring agents that are leverag
hent/communicafion elements to implement a specific model.

For computing, the logical-distribution of cluster/computing infrastructure can vary from a

grid of phys
provider or
used compuf

cal commodity machines in a rack to a set of virtual machines running on a cloud s¢
Fo a loasely coupled set of machines distributed around the globe providing access t
ing resources.

iders
rvice.
ch as

rithin
ment,
ed by

lense
rvice
0 un-

NOTEZ A

hypérvisor is a piece of computer software, firmware or hardware that creates and runs v

irtual

machines. In this form, a hypervisor runs natively on the bare metal and manages multiple virtual machines
consisting of operating systems (0S) and applications.

9.2.5.3 Physical resources functional component

The physical resources functional component represents the elements needed by the big data
application providers to run and manage the big data systems that they offer.

Physical resources include hardware resources, such as computers (CPU and memory), networks
(routers, firewalls, switches, network links and network connectors, storage components (hard disks)
and other physical computing infrastructure elements. These resources can include those that reside
inside cloud data centres (e.g. computing servers, storage servers, and intra-data centre networks),
and those that reside outside of data centres, typically networking resources, such as inter-data centre
networks and core transport networks.
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For the network, the volume and velocity characteristics of big data often are driving factors in the
implementation of the internal and external connectivity of network infrastructure.

For computing, these are the physical servers that execute and hold the software of the other big data
system components. Computing infrastructure also frequently includes the underlying operating
systems and associated services used to interconnect the cluster resources via the networking
elements.

For storage, these are resources that provide persistence of the data in a big data system. The storage
infrastructure can include any resource from isolated local disks to storage area networks (SANs) or
network attached storage.

Thes
an in
resoy
resoy
of ph
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e are the physical plant resources (power, cooling) that should be accounted for when
stance of a big data system. While the resource components may be deployed directl
rces or on virtual resources, at some level all resources have a physical représentat
rces are frequently used to deploy multiple components that are duplicated @cross al
ysical nodes to provide what is known as horizontal scalability. Virtualization is fre
hieve elasticity and flexibility in the allocation of physical resources@nd is often r¢
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ion. Physical
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hta systems’
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In thjs form, the accelerating units are resources that improve the efficiency for big d
computing, storage or transferring speed. The volume, variety and,velocity of big data ask
more|flexible processing speed than the traditional way.
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For example, the accelerating units for computing includes but not limited to graphics prjocessing unit,

mised gate array for acceleration by field-programmablé\gate array.

9.2.6/ Multi-layer functional components

9.2.6/1 General

The vices to the

funct

multi-layer functions include a series of functional components that provide ser
ional components in other layers:

9.2.6(2 Integration layer functional components

9.2.6/2.1 General

Integ
in the

ration layer functiohal components provide services to connect the functionality of the
same layer or aeross different layers.

components

The iptegrationdtunctional components may include but are not limited to:

messaging frameworks (see 9.2.6.2.2);

tate management frameworks (see 9.2.6.2.3)

S|

9.2.6.2.2 Messaging frameworks functional component

Messaging frameworks functional component provides services, for example in the form of APIs, for
message routing and exchange, including but not limited to the reliable queuing, transmission, and
receipt of data between nodes in a horizontally scaled cluster, or components in the same or across
different vertical layers defined in Figure 12. For example, a network resource in the resource layer can
send information regarding its health status to the system management components via APIs offered
by the messaging frameworks.
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9.2.6.2.3 State management frameworks functional component

The state management frameworks functional component is used by functional components to
persist or maintain state across nodes in a distributed environment, to ensure state consistency and
persistency lest resource or system failures occur. The persisted state information can be input to the

system management components for resource monitoring or management.

9.2.6.3 Security and privacy layer functional components

9.2.6.3.1 General
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r
l{ut does not expand into finer details, which can be more accurate but are best relegated to a

privacy components are used to facilitate interoperability in BDRA without compren

mponents via APIs.

Curity and privacy components form a fundamental aspect of the reference ar¢hitecture.
spanning or cross-cutting main components, indicating that all components are affect]
ivacy considerations. Thus, the role of security and privacy is correctly depicted in relation

ity and privacy reference architecture. The following are the general ¢ategories of compd
to support security and privacy aspects.

privacy components interface and leverage a number of System management compo
ata capture and tracking.
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mponents often leverage platform layercomponents to record and persist their dat
rity purposes, persist the data outside of the big data architecture. The audit trails o
by these components can be used o, help track provenance of data, for recovery of
vent of a system component failure, or to forensically analyse a system crash or incuj
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Authenticati

ents.

n involves the présentation of an identifier (e.g. user name) and an access key o] keys

(e.g. passwofd or certificate)that is verified against a reference store. Typically, the component peing
authenticatgd communigates with the component they wish to access providing the identifier angd key.
The accessed component then invokes the authentication services and receives an answer as to whiether
to allow or r¢ject thesaccess. While, ideally, authentication services should be centralized within a §ingle
component, the prevalence of multiple components across all the layers can involve different layers or
components|regdiring different authentication components.

9.2.6.3.4 Authorization framework functional component

The authorization frameworks functional component supports mapping a user or component identifier
to the privileges they have in accessing resources (both data and processing) within the cluster.

NOTE Examples of privileges that can apply to any given resource or element within the cluster are read or
access, write, delete, execute, traverse and terminate.

The privileges can apply at different granularities within the resource. For example, many big data
platforms are now implementing field /element level access control as opposed to record or file/dataset
level control.
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