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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procedures used to develop this document and those intended for its further mainten
d¢scribed in the ISO/IEC Directives, Part 1. In particular, the different approval criterianeéds
diffferent types of ISO documents should be noted. This document was drafted in aceordance]
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the 5
p4tent rights. ISO shall not be held responsible for identifying any or all such patent rights. |
any patent rights identified during the development of thé document will b& in the Introductic
onp the ISO list of patent declarations received (see www.iso.org/patents)
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Introduction

Big data refers to the massive amount of digital information collected in various forms from different
sources of digital and physical environments. This data is not only generated by traditional means
of information exchange, but also from sensors embedded in physical environments, such as city
surroundings, transportation vehicles, critical infrastructures, etc. The collection and processing of big
data provides additional challenges not inherent in the traditional digital information exchange setting.

This document was developed in response to the worldwide demand for a common baseline of security

and privd
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lata paradigm blurs the security boundaries between data collection, storage and access
ditionally addressed independently — that now needs to be confronted holistically with|
bnsive security and privacy foundation, tightly coupled to all architecture components.
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on amongst big data stakeholders.

standardization of security and privacy is paramount to the developmentjof mutual trust and
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Terms and definitions 6)

r the purposes.of this documeritjthe terms and definitions given in ISO/IEC 20546 apply.

)
[SOOnline browsing fﬂatform: available at https://www.iso.org/obp
AN

IEC Electrope(ﬁa‘: ‘available at http://www.electropedia.org/

nis document specifies the security and privacy aspects applicable to the big data reference

chitecture (BDRA) including the big data roles, activities-and functional\'eomponents [and also

ovides guidance on security and privacy operations for big data. \

: 0)
Normative references .:,

e following documents are referred to in the text in such a w\); that some or all of theif content

nstitutes the requirements of this document, For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced docament (including any amendments) applies.

N
0/1EC 20546, Information technology— Big data — Ovepview and vocabulary
N¢

O/IEC 20547-3, Information technology — Big dita reference architecture — Part 3: Reference

chitecture > \S

0/1EC/IEEE 15288, Systemis.and software e;idineering — Systemt life cycle processes

N
0 and IEG.maintain terminblogical databases for use in standardization at the following addfresses:

4 Symbolsand abbreviated terms
APT advanced persistent threat
BDRA bigdataTeference architecture

BD-S&P big data security and privacy

DDoS distributed denial of service

LINDDUN linkability, identifiability, non-repudiation, detectability, disclosure of information, una-
wareness, non-compliance

PII personally identifiable information

STRIDE spoofing of user identity, tampering, repudiation, information disclosure, denial of ser-

©

vice, elevation of privilege

ISO/IEC 2020 - All rights reserved


https://www.iso.org/obp
http://www.electropedia.org/
https://iecnorm.com/api/?name=21a3ef51f0ef10a1f8182e62c5e06bc0

ISO/IEC 20547-4:2020(E)

5

Overview

5.1 Big data security and privacy concerns

This subclause addresses three types of concerns:

Big data hhas the key data characteristics of volume, velocity, variety and variability-and also the Key“data
processing characteristics of volatility, veracity and value. These characteristics introduce,additionfal
risks and thus challenges on the security and privacy aspect of big data.

Big data japplication’boom brings more “Serious security and privacy issues on data, such as frequept
incidentq of data.loss and personal,\\data leakage, illegal data transactions underground, which caupe
data abuge and Internet fraud and endanger social stability and national security.

From te¢hnology platformi ‘faerspective, due to the continuous emergence of a variety of big dafta
technology; new techni€al architecture and support platforms and big data software, the following
security and privacy.capabilities are needed in the big data context.

risks caused by big data characteristics;

security and privacy challenges from big data;

ecosystem coordination capabilities needed 1n the context ol big data.

Volume of data is at risk associated with massive amounts of data in various layers. For example,
multj-tiered, distributed storages and transmission on various-networks with.different protocolg.

Velo¢ity of data has risks associated with faster flow at which the data is cr@ted stored, analysed
or vipualized. Security controls can be a burden on velocity and easily ormitted.

\9
Varigty of data brings more complexity from a diversity of sourcégiunder the control of variopis
actofs. Complexity inevitably leads to vulnerability: An emergent\phenomenon introduced by Hig
data|variety is its ability to infer identity from-anonymized datasefs by correlating with apparently

innofuous public databases. 3

Varigbility of data has risks associated with faster chang@‘;’s in data rate, format/structure, semantigs
and/pr quality. It can become more difficult to apply s@curity controls on data security and privagy.

Volatility of data can affect to keep audit trails ahd }nake security'management difficult.

Veragity of data brings higher requirements ‘E‘&’iﬁtegrity, consistency and accuracy. Associated risks

can e aggregated and magnified. N
&
Valu¢ of data brings more attacks for awariety of purposes and interests.

;\'

Tradjtional security controls in big data context are needed.

Masdive,\niulti-sourced, heterogeneous, dynamic and other big data characteristics lead to the
diffefenee of data application security from a closed environment. Big data applications generally
use open distributed computing and storage architecture with complex underlying support to
provide massive data distributed storage and high-performance computing services. These new
technologies and architectures make the network boundaries of big data applications become
blurred so that the boundary-based traditional security protection measures are no longer valid.
Meanwhile, under this new situation, the advanced persistent threat (APT), distributed denial
of service (DDoS), machine learning-based data mining and privacy discovery and other attacks
make the traditional defence, detection and other security controls expose serious deficiencies. For
instance, providing secure data management and threat intelligence, providing secure data storage
for big data as well as secure log data generation, transmission, storage, analysis and disposal
becomes very difficult. Additionally, novel technical approaches for privacy-preserving, machine
learning, cryptographic mechanisms for data-centric security and access control are necessary.

© ISO/IEC 2020 - All rights reserved
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For more information on the requirements of big data security and privacy, refer to the security
and privacy technical considerations in different use cases provided by ISO/IEC TR 20547-2.

Security and privacy need to be provided for the distributed computation and data store
infrastructure of big data.

This requires privacy-preserving and secure distributed computation and information
dissemination. Big data requires scalable and distributed solutions for secure data storage as
well as for audits and investigations for data provenance. Data integrity for streaming influx of
data from various sensors and other endpoints has to be provided. Real-titne analytics for threat

F1

ch

Intettigence TequiTes the processing of farge amounts of Security-retated informatton suchjas traffic
streams and log information.

Platform security mechanisms need to be improved in the context of big data security and privacy.

In general, existing big data applications use big data management platferms and tefhnology,
such as Hadoop-based HBase/Hive, Cassandra/Spark, MongeDB. At the beginning of design, these
platforms and technology are mostly considered to be used in the trusted internal netwprk, with
little consideration of authentication, authorization, key'services and sectmty audit. Althofigh some
software is improved, such as adding the Kerberos«authentication m@:hamsm the overall security
capability is still relatively weak. Meanwhile, third-party open-source components are often used
in big data applications. Due to the lack of rigorous test mandgement and security certifcation of
these components, the ability to prevent software vulnerabilities and malicious backdogrs in big
data applications is insufficient. >\ X

Application access control capabilities in big data conte}(t are needed.

Because of the variety of data‘types and the vﬁde range of applications of big data, if is often
used to provide multiple services to users with different identities and purposes from (different
organizations or departments. In general, a¢cess control is an effective means to achieve cpntrolled
access to data. However, due to a large number of unknown data users and data to be pccessed,
it is very difficult to pre-set roles and‘permissions of.data access. Although the user’s|rights to
access data can be ¢lassified in ad\(ance because of the numerous roles, it is difficult fo define
the control of each role's actual p‘ermlssmns in asfine-grained way. So, it is difficult to afcurately
specify the range of data for each user to access.without deploying a newer access contiol model
such as attribute-base access:eéontrol (ABAC). This also causes the issue with the data minjmization
principle'in' ISO/IEC 291(@.‘
"\

Scalable security and~pFivacy mechanisms are needed.

When designipg and applying security and privacy mechanisms such key management] identity
and access nfanagement, de-identification, etc., in the big data environment, not only thg security
and privacy functionalities need to be considered, but also the scalability of these me¢hanisms
needs to’be taken into account in order to support processing of high volume and high vglocity of
the data.

om,‘the data application perspective, due to the big Vs (volume, variety, velocity and vdriability)
aracteristics of big data and huge value in big data, the following security and privacy capabllities are

needed in big data context:

— Data protection capabilities in big data context are needed.

In the open network society, the huge volume of big data with immeasurable potential value
makes it more favoured and easier to become a significant target of network attacks. In recent
years, information security incidents frequently occur, for example, leakage of email accounts,
social security information and bank card numbers. The distributed system deployment, the open
network environment, the complex data application and the large number of user accesses, all
cause the big data to face the bigger challenges in confidentiality, integrity, availability and so on.

© ISO/IEC 2020 - All rights reserved 3
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— Personal data protection capabilities in big data context are needed.

Due to the large amount of personal data in big data systems, when the security incidents such as
data abuse, internal theft and network attacks occur, the consequences of personal data leakage are
more serious than ordinary information systems. On the other hand, the advantage of generating
value from the analysis and usage of large amounts of data can be compromised by the more risk of
personal data leakage during the comprehensive analysis of multi-source data where analysts are
easier to explore more personal data through correlation analysis.

— Data

authenticity capabilities in big data context are needed.

Data

in big data systems have a wide range of sources that can be a variety of sensors, active uploadls

and public websites. In addition to reliable data sources, there are a large number of untrusted‘data
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Big data
objective
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hany difficulties in verifying all the data authenticity because of‘the performance limitati
ta acquisition terminals, the lack of technology, the limited amount of information and tl
ty and complexity of sources. \

owner’s right protection capabilities in big data contextare needed. ( \®,

.

»

%
hg the application of big data, the data can be aceessed by a vafiety of users, flow from o}

Ces. Some attackers even deliberately falsify data in an attempt to induce data analysisiresults.
efore, it is very important to verify the authenticity of data and their sources. However, thefe

n
ne

ne

roller to another and even be mined to produce-new data. Thepefore, in the process of da

involves ecosystems, or netwerks of organizations that collaborate to collect, analyse a
a. The following collaborations'are needed in abig data context:

boration between stakeholders to er\ ‘pe that overall ecosystem security and priva
jrements and individual erganization’ s\securlty and privacy requirements are consistent;

boration betweerstakeholders toy chsure that the overall ecosystem risk management and tl
idual organization’s risk management are consistent; and

boration between stakehalflers to ensure that individual organizations ensure consiste
ment of the assets to protect

curity and privacy objectives

applicationsthave security and privacy objectives. Table 1 describes examples of securi
s. Table 27déescribes examples of privacy objectives. Note that Table 2 describes alternati
bok at objectives.

a

hnge and sharing, there is the circumstance where the data QWnershlp of a data owner and the

use right of a data manager are separated, which implies that data can be out of data ownef's
N\

‘ol and brings the risks such as data abuse, vague ownership of data, unclear responsibilities jof

security supervision so that the rightsiand interestgofdata owners can be seriously damaged.
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Table 1 — Security objectives

Security
protection goals

unauthorized individuals,
entities, or processes.

processing of data and protec
storage.

Objective Description Examples
. . Protected transmission of collected
Ensures that information is not . )
. . data, protected access with suitable
. . made available or disclosed to .
Confidentiality authentication schemes, protected

ted

Intacritys

Ensures the accuracy and

caomplatanacc of data ovar 1t c

Protection of integrity during
transmission, processing of data, as

[From
I$0/1EC 27000]

TIreCgTTIcy

COTHPTETeTICSS

entire life cycle.

ottt oV eTrTeS

well as at storage level using {
such as.digital signatures

chemes

Ensures accessibility and

Preventing service disiuptior]
to'power outages, haxdware f]

s due
hilures,

Availability usability upon derpand by or denial of service attacks uging
an authorized entity
schemes such\as’redundant systems.
Table 2 — Privacy objectives N
'®)
Objective Desgription

Pfivacy principles

[From
I$0/1IEC TR 27550]

Consent and choice

Providing PII principals withi clear, prominent, easily
understandable, accessibleand affordable mechanisms 4
exercise choice and to give consent in relation to the
processing of theirPHl at the time of collection

Collection limitation

of app}jcgble law and strictly necessary for the specified

Purpose legitimacy Presupposing that}che purpose(s) is in compliance with applica-
and specification ble law and £eli€s on a permissible legal basis
Limiting {he'collection of PII to that which is within the bounds

purpose

Data minimization

Strictly minimizes the processing of PII

Use retention and

disclosure limitationg\
o

h

Limhiting the use, retention and disclosure (including tra

nsfer) of

I1 to that whichyis.necessary in order to fulfil specific, ejxplicit

and legitimate purposes

NS
N

Ensuring-thatthe PII processed is accurate, complete, uf

to date

Accuracy andguality  |(unless there is a legitimate basis for keeping outdated data),
S adequate and relevant for use
Openne§§,\' Providing PII principals with clear and easily accessible
transparency information about the PII controller’s policies, procedurg¢s and
and\notice practices concerning the processing of PII
T;lziividual Giving PII principals the ability to access and review thejr PI],
e provided their identity is first authenticated with an
participation : . .
appropriate level of assurance and such access is not prdhibited
and access .
by applicable law
Accountability The processing of RII entails a duty o_f care and _the adoption of
concrete and practical measures for its protection
Protecting PII under its authority with appropriate contfols

Information security

at the operational, functional and strategic level to ensure the

integrity, confidentiality and availability of the PIl and p

rotect it

against risks such as unauthorized access, destruction, use,

modification, disclosure or loss throughout the whole of
cycle;

its life

Privacy compliance

Verifying and demonstrating that the processing meets data

protection and privacy safeguarding requirements by

periodically conducting audits using internal auditors or

trusted third-party auditors
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Table 2 (continued)

Objective Description
Ensures that a PII principal may make multiple uses of resources
or services without others being able to link these uses together
Unlinkability
EXAMPLE A customer uses two different accounts for a service
that involves big data analysis.
Ensures that an adequate level of clarity of the processes in
privacy relevant data processing is reached so that the collection,
Privacy prnr‘nccing anduse aofthe information canbeunderstaad and
protection goals Transparency reconstructed at any time
[From EXAMPLE Understandable documentation covering techhology
ISO/IEC TR 27550] organization and responsibilities accessible to the PII principal.
Ensures that PII principals, PII controller, PII processors and
supervisory authorities can intérvene in all privacyrelevant data
processing
Intervenability \
EXAMPLE Processes forinfluencing or stopping the data
processing fully or partially, manually pv€Fturning an automatef
decision, data portability precautions..',
Providing a reliable understanding.of what is occurring with PII
processing within a system X
Predictability N
EXAMPLE Developing a PIl»,Eur-}Scessing capability that is
repeatable. Related to thextransparency protection goal.
Privacy Administration of Pll.with'sufficient granularity so that the right
engineering levelof control can Ve applied
objectives Manageability EXAMPLE Development of a privacy preference management
[From that allows PIFprincipal the right level of control. Related to the
ISO/IEC TR 27550] intervenability protection goal:
Actively\p'r'otect or “blind™anindividual’s identity or associated
activifies from unnecessary exposure during transactions
Disassociability >\
EXAMPLE Development of a health data processing capability
that is anonymous:Related to the unlinkability protection goal.
Clauses § to 8 are under the context\o“f‘big data systems that have the above security and privacy (S&P)
concernsfand objéctives. >
~
Big data pecurity and privacy\(BD-S&P) shall be based on the big data reference architecture (BDRA)
defined ipISO/IEC 2054785
6 Secuyrity and’privacy aspects of BDRA user view
6.1 Goyernance activities

6.1.1 Purpose

The data governance defined in ISO/IEC 20547-3 is the governance of an organization that focuses
on the data aspect of the organization. The purpose of BD-S&P governance activities is to establish
and maintain BD-S&P's coherence and alignment with objectives and constraints with respect to the
current and future security and privacy needs of an organization and its stakeholders or interested
parties.

NOTE Governance of BD S&P can apply to an organization internally, or to an ecosystem. For instance, an
organization in charge of a big data market place can provide governance policies to its participants.

6 © ISO/IEC 2020 - All rights reserved
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6.1.2 Prepare for and plan BD-S&P governance effort

a)
b)

Establish BD-S&P strategy derived from organizational objectives, strategy and vision.

Establish role, responsibilities, accountabilities, authorities and organizational structures to

support BD-S&P governance effort and reporting requirements.

Establish BD-S&P governance organizational structure that is consistent with defin
authorities, responsibilities and accountabilities.

Establish gniding prinrip]pc and work instructions for pprfnrming BD-S&P governance

ed roles,

f)

g)

h)

{1.3-\ ‘Monitor, apsgé\s and control BD-S&P governance activities

NOTE These work instructions delineate the steps to be performed by those who executetheg
activities. This is to ensure the decision processes are transparent and consistently followed- Sor]
secretariat is used to administer these work instructions and to ensuré they are properly,followed

Establish decision forums to carry out BD-S&P governance work instructions:

Define procedures for identifying, managing, auditing-and disseminating information 1
BD-S&P governance decisions. O«: %
1) Link these procedures to BD-S&P strategy. 1> .

\9
2) Map these procedures to resources and constraints¥to- support strategy, plan
decision making. W

- 3/

Plan BD-S&P governance effort. \ N
1) Establish the scope of BD-S&P governance eQQrt.
2) Establish metrics for BD-S&P governange@ffort.

3) Identify the data and information nggded for BD-S&P governance effort.

/
.,

4) Identify and define BD-S&P goyernance work elements and associated resources.
N

5) Develop BD-S&P governan(;e\schedule and define associated milestones.

Obtain necessary approva\l;s’a\ﬁd funding for theplan.

\‘\
Collect.the data and ir\l_f’p}matmn needed for BD-S&P governance effort.

Monitor and assess metrics for BD-S&P governance effort.
Identifyand assess risks and opportunities associated with BD-S&P governance effort.

Enspre that other processes (e.g. enterprise life cycle processes, system life cycle proce
properly using BD-S&P governance directives and guidance.

bvernance
hetimes, a
.

elated to

hing and

sses) are

)

Report BD-S&P governance activity plans and status in accordance with reporting requirements.

Assess and control BD-S&P governance effort.

Manage risks associated with BD-S&P governance.

6.1.4 Establish BD-S&P governance objectives

a)

Examine current and future big-data-related business needs when known.

1) Examine current and future big-data-related enterprise objectives that need to be achieved,

such as maintaining a competitive advantage.
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2) Examine and make a judgment on the current and future big-data-related enterprise vision,
including strategies, proposals and supply arrangements (whether internal, external, or both)
in support of the big-data-related enterprise objectives.

NOTE1 The examination can consider the external or internal pressures acting on the enterprise,
such as business change, technological change, economic and social trends and political influences.

3) Examine BD-S&P objectives of the strategies and proposals that are being evaluated.

b) Examine current and future big-data-related mission needs for those missions supported by the
enterpricn
1) KExamine current and future big-data-related mission objectives that need to be achieved.
2) Examine and evaluate possible future use of big data, includingstrategies, proposals and
qupply arrangements (whether internal, external or both) in support of the mission objectives.
OTE2  The examination can consider the external or internal pressures acting\on the enterprise,
uch as technological change, economic and social trends and political influences’y
3) IKkxamine BD-S&P objectives of the strategies and proposals that are bei.@ evaluated.
1>
c) Establish BD-S&P strategy by making the relevant decisions about thé governance in BD-S&P.
e
V)
1) Discover, develop, define and evaluate the ovérall goals of BD=§&P as a whole.
\3
3) Identify work to be performed to achieve these goals:™
D)
p) Create a configuration of resources that are ne<‘\e§sary ingredients in meeting these goalk.
¢) Establish a means of measuring governance éffectiveness.
N
2) Define BD-S&P governance-policies related.'t'b\BD-S&P.
3) Define a set of governance principles th\at apply to BD-S&P.
N
4) Determine adherence of objectivegB‘ased on governance compliance criteria and strategies.
5) Kstablish management criterig’fo'r control of BD-S&P governance practices, dispensations and
¢ompliance. \\3
N
d) Identify BD-S&P objectivesto'be pursued and desired levels of achievement for each.
h‘\
{ O
6.1.5 Direct BD-S&P ~ =
a) Establish and issue governance direction in the form of directives and guidance for BD-S&P.
1) Developand issue governance directive(s) that drive the appropriate evolution of BD-S&P.
2) Implement a governance framework that supports this governance directive to define
orceptaal-and-organizations Hetures-and-provides netured-decision-makingapproach.
3) Establish a decision-making mechanism that minimizes or avoids potential conflicts of
interests with an escalation in the enterprise if the problems cannot be properly addressed by
BD-S&P governance.
b) Assign responsibility for, direct preparation and implementation of directives, standards and
policies that set the direction for BD-S&P efforts.
c) Make strategic decisions within the scope of BD-S&P governance responsibilities and authorities.
d) Review and communicate the decisions.
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6.1.6 Monitor and assess compliance with BD-S&P governance directives and guidance

a) Monitor the governance of BD-S&P by the enterprise by utilizing appropriate means.
NOTE1 BD-S&P is not monitored. In order to see how well BD-S&P are helping to achieve the enterprise
goals and objectives, BD-S&P governance can monitor metrics from the development and use of actual
entities based on BD-S&P.

b) Establish a means for monitoring compliance with BD-S&P governance directives and guidance.
NOTE 2 A dashboard is a common way of doing this.

c)] Presupposethat BD-S&P is in compliance with external obligations (regulatory, legislative)common
law, contractual) and internal work practices.

d] When appropriate, BD-S&P governance authority may access'directly an entity constructed
according to a BD-S&P design under auspices of the governance authority.
NOTE 3  This access by governance is to enable verification-that a system, am\enterprise, a software item, a
service, or other kinds of BD-S&P entity conform to obligations established byigovernance directives. Merely
checking BD-S&P for conformance can be insufficient since BD-S&P featuf€s can lack a proper tfanslation
into the design or operation of the entity. L

e)| Establish aresponsibility matrix to ensure responsibilities aréappropriately assigned.

. % : "

f)] Monitor management plans and status and assess cefipliance with governance directives and

guidance for BD-S&P. N\
N

g) Examine the effectiveness of the governance p({&icies and initiate steps to revise the pplicies as
necessary. 2

h)| Collect lessons learned regarding BD-S&R governance as reported from previous engagenpents and
make these lessons available to future projects.

6{1.7 Review implementation of BD:S&P governance-directives and guidance and pr¢pare

fdr change N

NOTE This-activity includes ‘t‘h’e? tasks necessary for'the BD-S&P governance authority to close oit BD-S&P

gdvernance effort. QO

"\
N

a)l Review all information to assert that BD-S&P governance work is complete and that BD-S&P
objectives have been-met.

b)) Presuppose compliance with current regulations and standards that affect BD-S&P goverhance.

c)| Establish-procedures to investigate and capture the various reasons for non-implemerjtation of
governance directives and guidance.

d] ARecord lessons learned and communicate with all relevant stakeholders.
1) Contribute to best practices tor BD-S&P governance.
2) Scrutinize the effectiveness of governance directives and guidance.

e) Identify and select the changes to be made to BD-S&P governance directives and guidance.

f) Incorporate the changes into BD-S&P governance directives and guidance.
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6.2 Management activities

6.2.1 Purpose

The purpose of BD-S&P management activities is to ensure the proper implementation of BD-S&P
governance directives and the timely and efficient achievement of BD-S&P objectives.

6.2.2 Prepare for and plan BD-S&P management effort

a) IdentifyrBD-S&P managementa pproaches—constraints-methods-toolsand-techniauesaccordinato
BD-S&P governance policies, directives and guidance.

NOTH Management by objectives, management by measurement and management by pdlicies afre
examples of management approaches.

b) Devdlop a charter for the management of BD-S&P.

1) Identify organizational assets (people, resources, processes) that influeniee the managemeht
of BD-S&P. 3

\?
2) Ildentify knowledge assets (historical information; issues and defeet-resolutions, successfjul
putcomes) that can aid in the management of BD-S&P. /\ /
v

3) Identify internal and external factors and criteria that influ(in,?g‘é the management of BD-S&P.

4) Identify in-scope and out-of-scope items'that influence the\tnanagement of BD-S&P.

5) Develop a statement of work in alighment with the Qﬁarter for management of BD-S&P.

6) IDefine measurable BD-S&P management objectivgs and related success criteria for BD-S&P.
c) Devdlop BD-S&P managementorganizational §t1;1icture.

1) Identify the necessary managerial roles, responsibilities and authorities that are concern¢d
ith or involved in(BD-S&P managg¢fient.

2) Iefine a BD-S&P managementicontrol hierarchy corresponding to the identified roles and
fesponsibilities. -~

3) [Ensureproper delegation Jof management responsibilities in the BD-S&P management contrjol

hieratrchy. N

4) nsure proper allgcation of roles to identified role players in the BD-S&P managemept
fiierarchy.

d) Planfthe effortfer managing BD-S&P.

1) [Kstablish the scope of the BD-S&P management effort.

2) ldentify-metriesforthe BD-S&Pmanasemen

3) Collect the data and information needed for the BD-S&P effort.

4) Obtain access to enablers needed for the BD-S&P management effort.

5) Identify and define BD-S&P management work elements and associated resources.
6) Develop BD-S&P management schedule and define associated milestones.

7) Obtain necessary approvals for the BD-S&P management plan.

8) Ensure that BD-S&P is established and maintained in accordance with the relevant plans.

10 © ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=21a3ef51f0ef10a1f8182e62c5e06bc0

6.2.3

ISO/IEC 20547-4:2020(E)

Monitor, assess and control the architecture management activities

a) Report BD-S&P management activity plans and status.

b) Monitor and assess whether BD-S&P governance directives and guidance are being followed.

c) Monitor and assess metrics for the BD-S&P management effort.

d) Identify and assess risks and opportunities associated with the BD-S&P management effort.

e) _Ensure that other processes (e.g. enterprise life cycle processes, system life cycle processes) are

properly using BD-S&P management work instructions.
f)] Report BD-S&P management activity plans and status in accordance with reportingrequifrements.
g) Assess and control BD-S&P management effort.
h) Manage risks associated with BD-S&P management.
A
62.4 Develop BD-S&P management approach O"
a)l] Develop BD-S&P management plans in accordance-with governance directions for BD-S&R.
\9
1) Identify BD-S&P requirements and otherconcerns. N\’
2) Define BD-S&P management scope statement ‘(B'c'ope description, acceptance]| criteria,
deliverables, exclusions, constraints, assumptions).
3) Establish specific BD-S&P marnagement goal%‘.that address BD-S&P objectives and specify the
reasons for their sufficiency. %
4) Prioritize the goals interms of their#mportance in achieving BD-S&P objectives.
5) Create a work definition that pNVfdes a common, framework for the overall planning and
control of BD-S&P. N\
&
a) Outlinethe tasks (i.e.the course of action) required for achieving the BD-S&P management
goals-and order thf‘ta'sks in terms of importance toward achieving those goals.
N
b) “Define organizgt\fonal resources necessary for carrying out the tasks.
~
)~ Establishievaluation methods for assessing the progress of the tasks towdrds goal
complétion.
d) Identify alternate courses of action (contingency plan) in case certain goals prove to be
unattainable.
€)  Ensure that the work definition is consistent with the BD-S&P management goals and
includes anticipated levels of uncertainty and change.
6) Establish the resources necessary for performing the BD-S&P management work elements and
assign responsibility and authority to the management hierarchy.
Develop the resource definition that is essential for delivering the outcomes.
7) Define management measures that allow assessment of compliance with the BD-S&P

management goals.

Define measurement systems that can aid in the measurement of BD-S&P activities.

b) Develop BD-S&P management schedule in accordance with the BD-S&P management plan(s).

1) Develop a budget to create and manage BD-S&P and incorporate checks and balances to

validate the budget.
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2) Develop the schedule for the activities identified in the work definition and define precise and
measurable milestones.

3) Define the organizing logic and order of the activities and resources necessary for creating and
managing BD-S&P.

4) Estimate the duration of each of the activities and include them as part of the schedule.

Adapt the BD-S&P management plan according to new information.

repare adaptive management actions that respond to new problems or opportunities.

Apply new knowledge, insights and technologies that contribute’ to achieving .BD-S&

nanagement objectives.

erform management of BD-S&P
A

plish and issue management direction in the form of instructions and gujdance for BD-S&P.

in resources to all the identified roles in accordance with the sequeflce of tasks that needs

rformed.
’./'

ate the necessary tracking systems which.can capture workp\erformance information and u
control BD-S&P development. N\

D)
rm the tasks defined in the BD-S&P ‘management pl\.an to achieve the BD-S&P objectives.

s BD-S&P management measures, work penrformance information, resource utilizatio
able risks and new opportunities and manage thanges to improve work performance.

ide relevant information‘te all stakeholdef%-as outlined in.the BD-S&P management plan.
A\

nually confirm that work performance results conform to the BD-S&P requirements includil
itions and dispensations.

hctical directions for BD-S&EJHa't address policy decisions.

plish individual plans for\t:h‘\e)development or revision of BD-S&P.
ge decisions about BD-S&P.

hoe risks associatg‘(i \with BD-S&P management.

ge changes.to BD-S&P.

Monitor BD-S&P effectiveness

P

to

g

tor‘and control work performance by tracking, reviewing and regulating the progress to m

et

the management objectives as per the BD-S&P management plan.

1) Monitor work performance to identify variances from the BD-S&P management plan.

2) Monitor management issues and recommend preventive action in anticipation of possible
problems.

3) Monitor management plan execution progress against the schedule estimates.

4) Monitor the health of BD-S&P (using the identified management measures) and identify any
areas that require additional attention.

5) Monitor the status of the BD-S&P scope and manage changes to the scope baseline.

<)

iy

2)

3)

|

6.2.5 H
a) Estal
b) Assig

be p{
c) .ACtl\

1t to
d) Perfqg
e) Asse

prob|
f) Prov]
g) Cont

devis
h) Sett
i) Estal
j) Man
k) Man
1) Man
6.2.6
a) Mon
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6) Monitor the status of the BD-S&P management schedule and manage changes to the schedule
baseline.

b) Assess actual outcomes against planned targets and make corrective actions when necessary.

c) Collect and communicate performance information to all relevant stakeholders at periodic
intervals.
1) Maintain accurate and timely information concerning BD-S&P.
2) Atperiodicintervals, assess whether the BD-S&P management objectives are being reached.
3) Provide forecasts to update current schedule information.

d] Define quality assurance actions and audits that confirms'the execution. of the| BD-S&P
management plans.

e)] Report BD-S&P management activity plans and status in accordance with teporting requirements.

f)| Assess and control the BD-S&P management effort. O«: %

6[2.7 Update the BD-S&P management plan & )

a)l Finish the previous BD-S&P management plan. \“ X

b) Review all information to assert that the:<BD-S&P man@g}ament work is complete and that the BD-
S&P objectives have been met. i\

c)] Monitor and assess metrics for the BD-S&P manaﬁement effort.

d] Presuppose compliance with.regulations and §candards that affect BD-S&P.

e)| Establish procedures to.investigate a{q'c;})ture the various reasons for management acti¢ns taken
as part of BD-S&P management.

f)] Record lessonslearned and comm‘u\nicate to all relevant stakeholders.
1) Contribute to best pract‘lres for BD-S&P management.
2) Scrutinize the effeeﬁVeness of management approaches that were adopted in order t¢ address

the BD-S&P management problem.

g) ~ldentify change’s‘fo be made to the BD-S&P management plan.

h)~ Select the changes to be made in the next iteration of the BD-S&P management plan.

i)| Incorporate the changes into the BD-S&P management plan.

© ISO/IEC 2020 - All rights reserved
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6.3 Operation activities

6.3.1 BD-S&P solution design activities

6.3.1.1

Purpose

The purpose of BD-S&P solution design activities is to identify BD-S&P solutions that address
stakeholder concerns, achieve BD-S&P objectives and meet relevant requirements.

NOTE 1

the trade
of a trade
trade-off
full explo
select the

NOTE 2
under BD

6.3.1.2
a) Ident
b) Defiy

space). Typically, a varied and distinctive mix of BD-S&P solutions is considered‘in order to alow t
between various constraints and concerns. In other words, in dealing with-a complex problem space
ration of the solution space is necessary as part of the BD-S&P solution.design activities toyeventua
most appropriate solution.

The candidate BD-S&P solution(s) can be derived from or can be already existing BD-S&P solution
S&P management oversight or from other sources. .

/)‘o
Prepare for and plan the BD-S&P solution design effort >

15
¥
</

.

ify the potential problem area(s) that need to be addressed.

c) Defi

N
e one or more BD-S&P solution design approaches that are consistent with the BD-S&

govelnance and management directions.and are consistent.with the purpose, scope and objectiv|
of this effort. X

X

d) Seledt or develop the requisite techniques, methgds‘and tools for BD-S&P solution design.

-

e) Planfthe BD-S&P solution design effort. \."

1y
2)

3)
4)

5)

stablish the scope.ofthe BD-S&P S(ihlt\lon design effort.
stablish metrics for the BD-S&P's‘olution design’effort.

OTE1 At‘a minimum, n@‘ﬁcs and criteria that enable the BD-S&P solution design team
etermine when the BD-S&P;solution design task is complete, is established.
~
dentify the data andinformation needed for the BD-S&P solution design effort.
O
btain access tg¢ emtablers needed for the BD-S&P solution design effort.

OTE2  The'enablers are usually obtained from the BD-S&P solution enablement activities. Wh
nablers @re obtained from other sources, these can become candidate enablers for use by oth
rojects-through the BD-S&P solution enablement activities.

e the expected purpose, scope, objectives and level ofdetailo,fth‘e BD-S&P solution design effor

ne

s)

[%2)

o

y P
£S

to

En
er

dentify and define BD-S&P solution design work elements and associated resources.

6) Develop BD-S&P solution design schedule and define associated milestones.

f) Obta

in necessary approvals and funding for the plan.

g) Collect the data and information needed for the BD-S&P solution design effort.

h) Ensure personnel is trained in the use of identified techniques, methods and tools.

6.3.1.3

Monitor, assess and control the BD-S&P solution design activities

a) Report BD-S&P solution design activity plans and status.

b) Monitor and assess whether BD-S&P governance directives and guidance are being followed.

14
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Monitor and assess whether BD-S&P management instructions and guidance are being followed.
Monitor and assess metrics for the BD-S&P solution design effort.
Identify and assess risks and opportunities associated with the BD-S&P solution design effort.

Maintain traceability of BD-S&P solution design results to the source material used during the
activities.

Implement corrective actions to modify the work plan or realign the work with the plan.

h)

b)

f)

3.1.4 Characterize problem space and associated problems

g)

Assess and control the BD-S&P solution design effort.

Identify current and projected situation(s) in the problem space:

NOTE1 The problem space and the solution space are abstract. However, the,problem and the solution
themselves can be actual or perceived and they can also be tangible or intangible. For example, the problem
can be inefficient work (actual or perceived) and the solution can be to 1;53 faster machines (tangible) or
apply better processes (intangible). In simple terms,-the problem space’relates to the world of end-user
challenges and motivations — it is all about needs (States of felt deprivation). The solution space|relates to
the world of products, services and technology —it,is all about thegﬂferings that satisfy needs.

Identify problems, difficulties and opportunities in the Qurﬁént and projected situation(s).
)

NOTE 2  The concept of “problem” is used here in the s«m?sense used in ISO/IEC/IEEE 15288: {difficulty,
uncertainty, or otherwise realized and'undesirable event;-set of events, condition, or situation that requires
investigation and corrective action” A problem spag‘é is a mental representation of a problem|(or set of
problems) that contains the knowledge of the ini{;ial state and the goal state of the problem(s) ps well as
possible intermediate states that need to be searghed in order to link up the beginning and the end qf the task.

Identify relevant aspects-of the identi{i\ed situation(s).

NOTE3  An aspectis‘a way in which\a thing can be viewed or regarded, an interpretation, or 4 different
viewpoint. A clear understanding:0fthe different aspects involved can help ensure that the full|nature of
the problems, difficulties and oppertunities are well understood. It is a common error to not consfider these
things from different perspectives.
NQ
Examine current and futgtr‘re business and mission need with respect to these problems, difficulties
and opportunities. )

Identify stakel)ﬂld‘e}rs and their concerns corresponding to each of these problems, difficylties and
opportunities. =

Identify~and analyse any formal and informal requirements that apply to this situdtion and
docunient which requirements are relevant to current effort and how they would flgw to the
evaluation criteria.

Identify quality attributes associated with these stakeholder concerns.

h)

Identify and characterize how the problems, difficulties and opportunities affect different
stakeholders and their priorities in addressing these items.

Identify and characterize complexities of each problem, difficulty and opportunity, its cause and
effect and how it is being addressed currently in each of the identified situations.

6.3.1.5 Establish BD-S&P solution objectives and evaluation criteria

a)

Gather, analyse and negotiate relevant requirements for each identified problem, difficulty and
opportunity.
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b)

f)
g)

h)

6.3.1.6 | Synthesize potential solution(s) in the solutign space

a)

b)

d)

16

Determine boundary conditions, root causes, drivers and relevant scenarios for each identified
problem, difficulty and opportunity.

Determine gaps or shortfalls of current or planned solutions in addressing the problem.
Identify relevant assumptions, degrees of freedom, constraints, conditions and challenges.

Identify and characterize the cause and effect relationships for the identified problem(s) or
difficulties.

ke
ian

he
i¢d

oppdrtunities. \

Defife evaluation criteria that can be used to assess the.extent to whj@ the problems(s) are
resolved and to inform exploration and selection of alternatives. e

\
NOTH These evaluation criteria are directly related:to aspects of the’problem(s) in the problem spake
and gre primarily concerned with achieving desired “ends.” As suchxthese are sometimes called enfs
objedtives. In some domains, the ends objectives are.related dlrectly'to desired “effects” and are the bagis
for sq-called effects-based analysis. These criteria-are different but\related to the “means objectives” to pe
definpd during solution space analysis.

\$

Devdlop an objective view by reformulating théselements in the cause-effect characterization ps

condjfitions and levels to be achieved in addxgssmg the problems.revealed by examination of tHis

characterization. \
N

Identify problem mitigation strategies\ﬂ’lat can achieve those conditions and levels and serve ag a
potential solution(s).

L\
v

N .
1) Perform technology scan fp)(.relevant technologies.

)
2) Perform problem/solutia‘n pattern scan for relevant solutions to similar problems.
h‘\
3) [IPerform natural §ys’cem metaphor scan for possible naturally occurring solutions to similpr
roblems.

4) Perform risk-assessment of the identified strategies.

Identify eXisting or previous solutions to determine if these can be used as a potential solution(s)
for the<urrent or projected situation under examination.

NOTE1 Solutions can be found in current or future BD-S&P solutions and can sometimes address more
than one problem or difficulty.

Review the resulting relationships between problem mitigation strategies and problem causes to
assure the completeness of the potential solution(s).

NOTE 2  Strategies can apply to multiple objectives. It can be important to specify the relationships
between strategies and objectives to facilitate the examination of solution completeness.

Formulate purpose statement(s) for each potential solution.

NOTE 3 There can be a different purpose statement for each solution since the solution may not be
addressing the entire problem or all aspects of the problem.
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Identify needs, wants and expectations for each potential solution.

NOTE 4  Expectations are what someone regards as likely to happen, which can have nothing to do with
what they need or want. Expectations can drive the solutions as much as what can be needed or wanted by
a person.

Identify relevant critical success factors and key performance indicators for each potential solution.
NOTE5  Success factors can be different for each potential solution. It depends on the problem perspective

on which the solution is based. Success factors are relative to the purpose of that/particular solution. The
proposed solutions can also be addressing different aspects/parts of the problem. Success factors and

6.

N
BI
cd
m
cd

performance indicators can be based on the identified stakeholder concerns or quality attrib
problem space analysis.

3.1.7 Characterize solutions and the trade space

DTE 1 Trade space is the range and extent of parameters, properties and characteristics required|
-S&P solution objectives and stakeholder concerns. Trade space.analysis is used-for analysing thg
nstraints, conditions and challenges involved in large complex problems with”multiple stakehd
lltiple objectives. It involves the identification and understanding of trade- of&'mvolved in choosin

utes from

to satisfy
b relevant
Iders and
r between

f)

mpeting solutions.
13
Examine the context in which stakeholders perceive value 3hd' formulate value proposjtions for
each potential solution. " Y,

Identify strengths, weaknesses, opportunities and thre\afk for each potential solution.

Identify other important aspects related to each Qotentlal solution including, but not limited to, the
following. \

1) Identify and characterize risks for eachp&ential solution.
2) Identify assumptions with respe({fo each potential'solution.

3) Identify additional problems that can be caused by.each potential solution.

X
4) Determine remaining gaps'or shortfalls after.implementing the proposed solutions.
Harmonize elements of ea\\‘eh’potential solution to ensure that it can be realized in a cohg¢rent and
cohesive manner. e

)

Identify and charagterize the trade-offs between and within proposed solutions.
NOTE 2 Trade-éffs can be within each solution and between solutions. There are also trade-offf between
proposed selutions and the status quo (which can be considered as one of the alternative “solutipns” to be
considered):* Typical trade-offs to consider are the following: cost vs performance, cost vs schedyle, weight
vs speed,accuracy vs timeliness, acquisition cost vs operating cost, ease of use vs security, flekibility vs
predictability, agility vs robustness, risk vs reward, etc.

ldentify and characterize negative and positive influences and interactions between proposed

g)
h)

Lot | ekl L] | ) R
SUIULIUILS dllu lJl < UAIDLIIIS/ lchlllllCu SUIULIUIILS.
Formulate a roadmap for implementing the proposed solution(s).

Define evaluation criteria that can be used to assess the extent to which the proposed solution(s)
address the specified problem(s) and to inform exploration and selection of alternatives.

NOTE 3  These evaluation criteria are directly related to aspects of the solution(s) in the solution space
and are primarily concerned with the “means” by which a solution addresses the identified problems. As
such, these are sometimes called means objectives. These criteria are different but related to the “ends
objectives” defined during problem space analysis.
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6.3.1.8 Formulate candidate BD-S&P solution(s)

a)

b)

d)

f)

g)

h)

j)
k)

18

Establish and capture the desired functional and non-functional characteristics based on
the potential solution(s) with respect to the purpose of each solution that corresponds to the
stakeholder concerns, relevant requirements and constraints and quality attributes identified
during problem space analysis.

Devise structural, behavioural and organizational concepts and properties that support the desired
functional and non-functional characteristics.

EXA!

RLE 1 Thaoca caoncantc and ooy flac con ba axnracca ddn tha forns of 1o far o ation tachaoaolo
T e 5e—€6Hee Pts—ahe properties—a—re—expresseath—te—+Tor—oer—hormatioh—+e oo

like qonstructs such as information flows, control flows, data structures, operational rules, event/tra
diagrfams, state transition diagrams, timelines, roadmaps, etc.

EXANPLE 2  These concepts and properties can be expressed in other forms/such as risk modéls, financ
modgls, economic models, simulation models, sensitivity models, queuing models (as well as other kinds

conti
socia

huous and discrete event simulation models), geospatial models, maragement models, blisiness mode
- and environmental impact models, value stream models, etc.

A
Identify and characterize the trade-offs between candidate BD-S&P solution/s;i

Identify key characteristics that provide insight into the BD-S&P solutiop: énd use them to defil
the dontext and scope of the BD-S&P solution(s). )

</

NOTHE 1 These characteristics are based on identified stakeholdel’\concerns relevant requiremen

quali
and t

[y attributes, BD-S&P solution objectives and.other relevant fdetors. A mapping between such drive
he characteristics can be developed to aid in traceability. \

Formulate principles, guidelines, protocols‘and standarQs for each candidate BD-S&P solution.

can

Dec(jlmpose and allocate the characteristics to cgrﬁponents and processes that make up ea

idate BD-S&P solution. '3

AN
-

Identify the processes and activities that, when arranged or performed in a specific order, provi
or erfable the identified characteristics. s\

-

X

Identify rules governing the components, their compeosition, interaction and interdependence th|

ensu

Ire that each candidate BD-S&P<solution provides.or enables the desired characteristics.
N

Ensyre that each candidate BRxS&P solution provides the desired characteristics or enables the

to bg realizable. .

)

Identifyissues and argasi‘f\or improvement in the BD-S&P solution(s).

If m

pre than one BD-S&P solution is generated, select the best BD-S&P solution(s) for u

downstream.

NOTH 2  TheBD-S&P solution evaluation activities can be used to facilitate the selection of the mg

suita

ble BD3S&P solution(s). The results of problem space analysis can be used as a basis for the evaluati

critefia:xOften an initial screening of candidate BD-S&P solutions is conducted prior to sending these f

8Y-

ce

al
of
Is,

e

S,
rs

m

eval

b 4 A | £E. s 1 4o h L S 41 4 u 1. dos 4 4] . |
dUIVIT U dVUTUUIITITT TS5 dT y CTIUT U TIT TV dTUdUITs UdITUTU LTS U TIal  dITUuupIrie ative, LtUU LUS LTy " UT 115

unsuitable or infeasible, etc.

NOTE 3

Sometimes the selection of the BD-S&P solution(s) going forward is made through decisions

outside the scope of the BD-S&P solution design activity. In that case, then the candidate BD-S&P solutions

arep

resented to decision-makers along with an assessment of these BD-S&P solutions.
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6.3.2 BD-S&P solution evaluation activities

6.3.2.1 Purpose

The purpose of BD-S&P solution evaluation activities is to determine the extent to which one or more
BD-S&P solutions meet BD-S&P objectives and address stakeholder concerns, or to determine the
quality or completeness of BD-S&P.

6.3.2.2 Prepare for and plan the BD-S&P solution evaluation effort

a)
b}

f)
g)
h)

i)
j)

Identify the potential decision(s) that can be addressed by the BD-S&P solution evaluation

Define the expected purpose, scope, objectives and level of detail of the BD-S&P
evaluation effort.

Review stated purpose, scope and objectives of the BD-S&P solution evaluation effort

sponsor, designer and other interested parties.
A

Define one or more BD-S&P solution evaluation approaches that are,€onsistent with thg
governance and management directions and are consistent with the purpose, scope and g

for this effort.
\ )

Select or develop the requisite techniques, methods and toc{ls ff)r BD-S&P solution evaluat

Select or develop a BD-S&P solution evaluation framerfk
N
Collect any relevant regulatory requirements. £

Plan the BD-S&P solution evaluation effort. <

.

1) Establish the scope of the BD-S&P solition evaluation effort.

2) Establish metrics for the BD-S&P'$dlution evaluation effort.
\

3) Identify thedata and inform&fi\on needed for the BD-S&P solution evaluation effort.

a\

4) Obtain@ccess to enablexs-heeded for the BD-S&P solution evaluation effort.
NS
NOTE The enablg&‘s; are usually obtained from the BD-S&P solution enablement activit]
enablers are obtainéd from other sources, these can become candidate enablers for use
projects throqu'the BD-S&P solution enablement activities.
5)" Identify argi'd\efine BD-S&P solution evaluation work elements and associated resour
6) Develop'BD-S&P solution evaluation schedule and define associated milestones.
Obtain-necessary approvals and funding for the plan.

CoHect the data and information needed for the BD-S&P solution evaluation effort.

effort.

solution

with the

» BD-S&P
bjectives

ion.

ies. When
by other

[esS.

k)
D)

Ensure personnel is trained in the use of identified techniques, methods and tools.

Ensure personnel has necessary and appropriate access to relevant BD-S&P solution work products.

6.3.2.3 Monitor, assess and control the BD-S&P solution evaluation activities

a)
b)
‘)
d)

Report BD-S&P solution evaluation activity plans and status.

Monitor and assess whether BD-S&P governance directives and guidance are being followed.

Monitor and assess whether BD-S&P management directives and guidance are being followed.

Monitor and assess metrics for the BD-S&P solution evaluation effort.

© ISO/IEC 2020 - All rights reserved
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f)

g)
h)
i)
j)

Identify and assess risks and opportunities associated with the BD-S&P solution evaluation effort.

Maintain traceability of BD-S&P solution evaluation results to the source material used during the

activities.
Ensure traceability and integration of assessed information.
Implement corrective actions to modify the work plan or realign the work with the plan.

Assess and control the BD-S&P solution evaluation effort.

Manage risks associated with BD-S&P solution evaluation.

6.3.2.4 |Determine evaluation criteria

NOTE 1 | The evaluation criteria consist of both the value assessment criteria and the attribute analygi
criteria.

NOTE 2 | The evaluation objectives can be related to the objectives used in BD-S&P solution design or not.
any case, the design objectives need to be examined to determine to what extent they ap?fy to this evaluation.

NOTE 3 | The evaluation criteria can be based on the results of\problem space analysis performed during B
S&P solutfon design or elsewhere. N\

a)
b)

d)

f)

<
v
Identify relevant mandates and imperatives, including relevant golicies and standards.
)

Identify relevant stakeholders and their concerns for the BD;S&P solution(s) being evaluated.

NOTE4  The stakeholder concerns to be considered duting the BD-S&P solution evaluation can
diffefent from the stakeholder concerns addressed during{he original design of the BD-S&P solution(s). T
evaluation, for example, can be tasked with determinipg if the BD-S&P solution can be suitable for sor
other) purpose than that originally envisioned. Q0

Definje value assessment criteria that contrikiite to key success factors, key indicators and decisio
that peed to be made. N

-

\ 4
NOTES5  During BD-S&P solution evalwation, those value assessment criteria defined during BD-S§

solutfon design can be evaluated for rélevance in the evaluation effort and if necessary, additional critei

can be added or existing criteria can‘bevmodified to reflect the evaluation context.
\‘\

o)

Defife attribute analysis criteria that support the value assessment criteria.

NOTE 6+, Consider the(ag‘%ed quality attributes for the BD-S&P solution as candidates for attribu
analyjsis/criteria. 9

Detefmine valuetassessment and attribute analysis criteria structure and relationships.
NOTE 7 The.relationships between value assessment and attribute analysis criteria is considered wh

the results of the analysis are used to determine the extent to which stakeholder concerns are addresse
Thesg¢ relationships can often be structured in such a way to facilitate doing the value assessment a

b
d.
hd

corrdlating this with the analysis results

Determine relationships between value assessment criteria and attribute analysis criteria and

elements of value or utility (e.g. value function, utility curve).

NOTE 8  This task determines how the two sets of criteria map to the “value curves” that represent the

figures of merit for the BD-S&P solution.

6.3.2.5 Determine evaluation methods and integrate with evaluation objectives and criteria

a)

20

Select or develop value assessment and attribute analysis methods that support the defined value

assessment and attribute analysis criteria
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NOTE1 These methods can have been developed by the BD-S&P solution enablement activities. If so, then
they are located in the BD-S&P solution repository. If these methods are developed here, then they can be
supplied to BD-S&P solution enablement as candidate items to be made appropriate for reuse across the
organization.

Review assessment and analysis objectives, criteria and methods and associated scales and weights
(if any) with the sponsor and designer.

Identify sources of information for use during the application of the value assessment and attribute
analysis criteria.

m
€3
m
ar
m

b}

3.2.6 Establish measurement techniques, methods and tools

NOTE 2 Some information comes from analysis but other information can come from other sotces, such
as prior evaluation efforts, operational experience, industry databases, system verification' dctiyvities and
research activities.

DTE1  Many BD-S&P solution evaluations can be performed adequately witheut invoking a spibstantial
ilti-tiered structure of value assessment and attribute analysis layers. At a minimum, the evaluatiof assesses
ch alternative against the criteria. It does not always need to be quantitative a/ly{ does not always nedd to apply
pasurement scales. Weights are not absolutely requiredsince this is nearly-always a multi-objectivp problem
d the goal is usually to present to the stakeholders the trade-offs between those objectives, not nec¢ssarily to
hthematically determine the "best" solution. ,;*
When appropriate, utilize scales and weight as a means t& measure the factors and properties of
the BD-S&P solution. N\

N
1) Define analysis scales for measuring againstghe analysis criteria, if appropriate.
\ -

U

2) Define assessment scales for measuring dgainst the assessment criteria, if appropriat
N

3) Specify weights for assessment and analysis criteria, if appropriate.

NOTE2  Some-.methods do not usé\welghts while.others depend on them to achieve mor¢ accurate
results. There are different kmds\of weights, such as.importance weights, swing weights, [criticality
weights. The methods chosen uSually specify the kinds of weights to be used.

4) Determine where on these'scales the BD-S&P solution is now and identify the desired point(s)
for future levels of aglj‘l‘evement.
o)

Identify appropriate teédsures for the relevant BD-S&P solution attributes.
h‘\ .
Identify metrigsite-be determined from the measures.

NOTE 3  There is an overlap between measures and metrics. Both can be qualitative or quantitative,
but what)distinguishes them is important. Measures are concrete, usually measure one thing and are
quantitative in nature (e.g. [ have five apples). Metrics describe quality and require a measuremerjt baseline
(I havefive more apples than I did yesterday). Measures and metrics can be useful for setting program
priorities, allocating resources and measuring performance.

f)

g)

6.
a)

©

Nafi laods L Lot daal A | ] 3 1 H
DCIIIIT T ClaLlUllbllllJb UCLVWLULUIL ITIITASUL TS, TTITLIILS dllu Tvaluativull LIItTl 1d.
Identify sources of information for obtaining values for these measures and metrics.

Identify techniques, methods and tools appropriate for these measures, metrics and evaluation
criteria.

Estimate the likely accuracy, errors and level of uncertainty in results when using these measures,
metrics and evaluation criteria.

3.2.7 Review evaluation-related information

Identify relevant information for the chosen value assessment and attribute analysis methods.
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information available is still valid.

b) Colle

ct all relevant and necessary information.

If possible, reuse existing data and results from previous evaluations of this kind, if the

c) Create additional information if not readily obtainable (i.e. non-existent, inaccessible) and if its
creation is feasible within the available time without causing disruptions.

d) Examine and qualify collected artifacts in terms of completeness, correctness and consistency.

e) Develop an understanding of the BD-S&P solution, the BD-S&P solution quality attributes, key

decis

NOTH

6.3.2.8

a) Ident
NOTH
NOTH

NOTH
some

alterpatives that have been predefined and that additional alternati\(eb need to be generated.

NOTE 4  Eliminate alternatives that are similar to each othef-and that do not provide a discriminati
case with respect to the evaluation criteria. R‘

b) Use the assessment and analysis method(s) as spegiﬁed in the evaluation work plan to assess t}
BD-S&P solution for the identified purpose. Q0

¢) Use gelected evaluation methods to determifié'the concepts and properties of the BD-S&P solutigpn
(alternatives) with respect to the evaluatieh criteria.

\

EXAMPLE Examplesiof methods to determine these concepts and properties include elements such
analysis, observation; simulation, pratotyping, experimentation, inspection, audit, review, walk-throu
and gxpert judgment. N

..)
d) Evalpate the \BD-S&P solutiapn*or the BD-S&P solution alternatives against the identified quali

attri
e) Ident

NOTH
consil
solut

f) Chan

ions and system concerns.

2 Quality attributes can be defined to characterize how stakeholder coneerns can be addressed.

Analyse BD-S&P solution attributes and assess stakeholder value
ify BD-S&P solution alternatives for evaluation, if appropriate.
A
1  The alternatives can come from the BD-S&P solution'design activities. O‘: :
2 The status quo is sometimes one of the alternatives-to be considered.':‘
\9)

3  Development of these alternatives can be outside the scope Qfﬂ're evaluation activity. Howev
times the evaluation activity determines that-there is an insuffisient number, variety, or extent

., g
butes, stakeholder chCerns and BD-S&P solution objectives.
ify and Character(iz‘e\ costs, risks and opportunities.
5 Risksdiave been identified during the BD-S&P solution design for each potential solution und|
deration,The risks identified here for the BD-S&P solution under evaluation can be related to tho

ons risks-identified before.

pcterize the accuracy of, the levels of uncertainty associated with and the extent of errors

bT,
of

g

e

as
h

Ly

in

hoacuramantcencad and athor raculte ahtainod durina tho aualiiatian

the

6.3.2.9

TOTO T CIITCIICY o T O THToh O CITCT T OO Ity OO tOIITC O CTO T It CITe ©V T oot croTts

Characterize BD-S&P solution(s) based on assessment results

a) Identify and characterize trade-offs with respect to quality attributes, stakeholder concerns, BD-
S&P solution attributes, costs, risks and opportunities.

b) Assess whether and the extent to which, relevant mandates and imperatives, including relevant

polic

ies and standards, are met by the BD-S&P solution(s).

NOTE1 Sometimes the BD-S&P solution meets the objectives and addresses stakeholder concerns b
does not meet a mandate or imperative. It can be possible to get relief from meeting such mandates or
imperatives, so it is appropriate to examine this possibility.

22

ut
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NOTE 2 It is sometimes better to eliminate BD-S&P solution alternatives that fail to meet mandates and
imperatives earlier in the process to avoid expending considerable resources in the further evaluation of
these items. However, it can also be helpful to see how far off these are from meeting the mandates and
imperatives.

c) Assess results of this analysis to determine, as appropriate, the best BD-S&P solution(s) among the
alternatives, the quality of a BD-S&P solution, or the extent to which a BD-S&P solution meets BD-
S&P solution objectives, meets relevant requirements, or satisfies stakeholder concerns.

d) Review analysis and assessment results with the sponsor, designer and othef interested parties.

6.3.2.10 Formulate findings and recommendations
a)l Identify and characterize findings from the evaluation.
b) Analyse the findings.

c)| Validate the findings with subject matter experts and otherrelevant parties.
A

N A
”

d] Assess the implications of findings. @

X

e)] Develop recommendations. W
\9

f)] Review findings and recommendations with the sponsor, des{g'ner and other interested p4rties.

- 3/

6.3.2.11 Capture and communicate evaluation results\ N )

a)| Identify the audience for communicating the evakg‘ation results.

b) Select the most relevant and elaborate on kgyﬁndings and recommendations.

c)| Develop an evaluation report. 4 N

d] Obtain approval for'the report, if aep%i)riate.

e)] Present findingsand recommeqd‘gtions to decision-makers, if relevant.

f)| Presentto.key stakeholde\r&‘aﬁid designers.

g) Capture" responses frgﬁ‘ these presentations (e.g. issues, action items, risks, obsdrvations,
perspéctives). D

h).~Ifrequired or ré‘q}‘lzsted, iterate relevant parts of the evaluation.

i) Ifan evaludtion is updated, review changes with the sponsor, designer and other interestefl parties.

j)| Updateeports, if necessary, based on feedback from presentations.

k) Akchive reportand responses received during presentations.

6.3.3 BD-S&P solution enablement activities

6.3.3.1 Purpose

The purpose of BD-S&P solution enablement activities is to develop, maintain and improve the enabling
capabilities and resources needed in performing BD-S&P solutions. This can involve the acquisition or
development of these capabilities and resources as and when required.

6.3.3.2 Prepare for and plan the BD-S&P solution enablement effort

a) Identify the enabling capabilities and resources needed for support to BD-S&P governance and
management.
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b)

d)

f)

6.3.3.3 | Monitor, assess and control'the BD-S&P solutfon enablement activities

a)
b)

<)

d)

f)
g)
h)
i)
j)

Identify the enabling capabilities and resources needed for support to the design and evaluation of
BD-S&P solutions.

Identify the guidelines, policies, strategies and constraints for deploying the enabling capabilities
and resources.

NOTE These guidelines, policies, strategies and constraints can be obtained from the BD-S&P
governance directives and BD-S&P management guidance.

Identify and define the necessary roles and responsibilities of people involved.in.the BD-S&P
solution-enablement effort

Planthe BD-S&P solution enablement effort.
1) Kstablish the scope of the BD-S&P solution enablement effort.
2) [Istablish metrics for the BD-S&P solution enablement effort.

3) (ollect the data and information needed for the BD-S&P solution enablement effort.

\ ¢

o

4) (Qbtain access to the capabilities and resources needed for.the BD-S&P sqlt@ion enablement effor

5) Identify and define BD-S&P solution enablement work elements afid, a.'ssociated resources.
V)

6) Develop a BD-S&P solution enablement schedule'and define asgociated milestones.

3
7) Develop necessary control and communication plans for BR-S&P solution enablement.
D)

Obtalin necessary approvals and funding for the plan. R.

Repdrt BD-S&P solution enablement activity\;zlanE and status.

Monjtor and assess whether BD-S&P governance directives and guidance for BD-S&P solutigpn
enabllement are beingfollowed. <

a\

Mon{tor and assessywhether BD-S&P management directives and guidance for BD-S&P soluti¢gn

enabjement are being followed. \3“
“\

Mon{tor and assess metrics férthe BD-S&P solution enablement effort.
Identify the enableme,nt,f:s\sues arising from changes to the BD-S&P solution approach.

-

NOTH For exampl€, moving from a functional-based to a service-oriented approach can lead to| a
significant change'in the BD-S&P solution enablement items.

Identify andrassess risks and opportunities associated with the BD-S&P solution enablement effort.

Monitorand assess whether BD-S&P solution enablers are being utilized properly.

Monitor and assess whether the BD-S&P solution repository and library are being utilized properly.
Implement corrective actions to modify the work plan or realign the work with the plan.

Assess and control the BD-S&P solution enablement effort.

6.3.3.4 Manage the BD-S&P solution process enablers

a)

b)

24

Manage decisions about BD-S&P solution enablers using the Decision Management process in
ISO/IEC/IEEE 15288 as a guide.

Manage risks associated with BD-S&P solution enablers using the Risk Management process in
ISO/IEC/IEEE 15288 as a guide.

© ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=21a3ef51f0ef10a1f8182e62c5e06bc0

f)

ISO/IEC 20547-4:2020(E)

Manage changes to the BD-S&P solution process enablers using the Configuration Management
process in ISO/IEC/IEEE 15288 as a guide.

Manage the BD-S&P solution repositories, libraries and registries using the Information
Management process in ISO/IEC/IEEE 15288 as a guide.

Manage the BD-S&P solution repositories, libraries and registries using the Knowledge Management
process in ISO/IEC/IEEE 15288 as a guide.

Manage the quality of BD-S&P solution enablers using the Quality Management process in

g)

g)

h)

13.3.5 Develop and establish enabling capabilities and resources

13.3.6 Deploy capabilities and resources for use by the other BD-S&P activities

le\//IE‘f‘//TE‘E‘E‘ 10200 o o g dn

T TozZoo oo 6"““\“

Manage infrastructure associated with BD-S&P solution enablers-using the nfrastructure
Management process in ISO/IEC/IEEE 15288 as a guide.

Identify capabilities and resources that can be leveraged. for facilitating t;he achievement of BD-S&P

vision, strategy, goals and objectives. O«:
Develop a catalogue of capabilities and resources that can be used.by the other BD-S&P pctivities
and put this catalogue in the BD-S&P solution registry. O

e

V)
Develop and establish a BD-S&P solution‘repository that y:‘an be used to store BD-S&P [solution-
related information and data.

\
Establish access control measuresfor the BD-S&P.sélution-related information and data ih the BD-
S&P solution repository. R‘

Establish work product templates that can he ﬁsed by the other BD-S&P activities.

Develop the requisite information and rnfbrmatlon flows)needed for governing and mangging BD-
S&P. X

\
Identify areas-of improvement ar\d\additional training to be provided in order to drive th¢ BD-S&P
vision, strategy, goals and objeaives.

;\

Establish_services, activities, events and controls that can be applied for BD-S&P| solution

enablement. .\\'
NOTE Events are milestones, reviews, audits, key decision points, quality gates, etc. Coptrols are

checklist, entry eriteria, exit criteria, decision trees, etc.

-

Deplgy the BD-S&P solution repository for maintaining the BD-S&P solution work-products.

Align activities, services, resources, capabilities and information cohesively for the prqvision of
effective BD-S&P solution enablement.

Deploy capabilities, services, activities, events and controls for support to the other BD-S&P
activities.

Deploy the appropriate organizational resources, capabilities, assets, activities and services for the
provision of BD-S&P solution enablement.

Deploy BD-S&P solution work product templates.
Deploy information structures and information flows necessary for BD-S&P solution enablement.

Deploy mechanisms to collect relevant data and information needed for the BD-S&P solution
enablement effort.
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h) Deploy mechanisms to collect relevant data and information needed for managing the BD-S&P
solution repository.

i) Provide training and certification on enabling capabilities and resources.

6.3.3.7 Improve BD-S&P solution enablement capabilities and resources
a) Identify gaps and shortfalls in enabling capabilities and resources.

1) Mechanisms used to collect data and information "related to" or "used in" ,BD-S&P solution
nablement.

2) IBD-S&P solution repository contents and structure.

3) BD-S&P solution library contents and structure.

4) BD-S&P solution registry contents and structure.

5) ork product templates and guidelines. 9

6) Information structures and flows related to performing the other BD-SS/RD activities.
15

7) Enablement services, activities, events and controls: /;« /
8) BD-S&P governance enablers. o X

9) BD-S&P management enablers. 3 N

10) BD-S&P solution design enablers. R‘

11) BD-S&P solution evaluation enablers. N X

b) Examine gaps and shortfalls ta identify potential improvements:
¢) Proppse improvements tothe enabler development activity.

&
d) Monitor the development of the impxoved enablers.to ensure the expected improvements afe

achigved. O
N

6.4 Security and privacy asgék\fs of big data roles

All roles pf big'data defined in'dSO/IEC 20547-3, including big data application provider (BDAP), big data
framewolk provider (BDFT"),\big data service partner (BDSP), big data consumer (BDC) and big dafa
provider|(BDP) (see ISOLIEC 20547-3:2020, Clause 8) have the responsibility of maintaining big data
security and privacy(S&P). As shown in Figure 1, the S&P aspects of big data roles are:

— big data S&Rplanning;
— big data S&P managing;

— big data S&P implementing;
— big data S&P operating;
— big data S&P auditing.
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Roles of big data

N N N N\
( Big Data Big Data Big Data Big Data Big Data
Provider Framework Service Application Consumer
Provider Partner Provider

Big data S&P planning
1 T1 I I

Big data S&P managing
1 1 I I

Big data S&P operating
1 1 1

S&P Aspe¢ts of big data
oY oY e e Y e A

)
Big data S&P implementing J

Big data S&P auditing \0

J AN J J J

Figure 1 — BDRA-S&P user view (7

>

(_

three-layered structure.
\

3
Governance Layer

[ Big data Qﬂ)\lanning ]

Mahagement Layer

&
[ \B&\data S&P managing ]

D

\¢ Operation-Layer

|\
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Figure 2 — Big data S&P aspects in organizational three-layered structure

The governance act1v1t1es descrlbed in 6.1 are mapped to blg data S&P plannlng The ma

N NAS
An organization generally has a three-layered.structure tha(/.consmts of the governarn
mjanagement layer and operation layer. Figure 2 shows the pqs1t10ns of big data S&P aspeq

ce layer,
ts in the

in 6.3 are mapped to big data S&P 1mplement1ng, blg data S&P operatmg and big data S&P auditing.
Table 3 shows big data S&P aspects and their activities according to these mappings.
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Table 3 — Big data S&P aspects and their activities

S&P Sub- Activities Purpose
aspects | clause
6.1.2 Prepare for and plan big data S&P governance effort To establish and
6.1.3 Monitor, assess and control big data S&P governance activities maintain BD-S&P's
coherence and
6.1.4 Establish big data S&P governance objectives alignment with
Bigdata |0-1.5  |Directbigdata S&P g(t))ﬁsctt‘l:iistsar\:\?ith
S&P 6.1.6 Monitor and assess compliance with big data S&P governance LYY .
. . . . I CDPCLL CU LIIT CUIrIcliv
Planning directives and guidance andiiture security&
6.1.7 Review implementation of big data S&P governance directives privacy needs of an
and guidance and prepare for change organization aud its
stakeholders or
interested parties
6.2.2 Prepare for and plan big data S&P management effort
6.2.3 Monitor, assess and control the architecture management TO Ansure th? proper
activities implementation of
Big data BD-S&P governance
S&P 6.2.4 Develop big data S&P management approach .} directives and the
Managing (6.2.5 |Perform management of big data S&P Q ti?ely and effifcient
. . . e achievement o
v
6.2.6  |Monitor big data S&P effectiveness S BD-S&P objectives
6.2.7 Update the BD-S&P management plan A
6.3.1.2 |Prepare for and plan the BD-S&P solution design gﬂ%rt
6.3.1.3 |Monitor, assess and control the BD-S&P solut.ip.n design activities | Tg jdentify BD-S&P
Bigdata | |6.3.1.4 |Characterize problem space and associate p‘oblems solutions that address
S&P . : . . o stakeholder concerns,
Imple- 6.3.1.5 |Establish BD-S&P solution ob]ectlvei dud evaluation criteria achieve BD-S&P
menting | |6.3.1.6 Synthesize potential’solution(s) in,’Ehe solution space objectives and meet
6.3.1.7 |Characterize solutions and the ¥dde space relevant requirements
6.3.1.8 |Formulate candidate BD-S&P\s\olution(s)
6.3.3.2 |Prepare for and plan the B]?—S&P solution enablement effort
6.3.3.3 |Monitor, assess and control the BD-S&P solution enablement . .
S Al X To develop, maintain
activities \ :
Bie dat S. ) and improve the
S<‘1§§P ata ] 16.3.2.4" |Manage the BD\'S&P solution process enablers enabling capabilities
Operatin 6.3.3.5./| Develop and-establish enabling capabilities and resources and resources needed ip
P QY. . performing BD-S&P
.3.3.6 |Deploy€apabilities and resources for use by the other BD-S&P solutions
activities '
6.3.3.7 |Improve BD-S&P solution enablement capabilities and resources
6.3.2.2\Rrepare for and plan the BD-S&P solution evaluation effort
6.3.2:3* |Monitor, assess and control the BD-S&P solution evaluation
activitles To determine the
6324 [Determine evaluation criteria extent to which one
6.3.2.5 |Determine evaluation methods and integrate with evaluation orlmt(_)re BD'Sgt‘l];D S&P
Big data objectives and criteria SoUUHlons Meer B2
S&P _ . objectives and address
Auditing 6.3.2.6 |Establish measurement techniques, methods and tools stakeholder concerns,
6.3.2.7 |Review evaluation-related information or tcl) determine the
. . quality or
6.3.2.8 |Analyse BD-S&P solution attributes and assess stakeholder value completeness of
6.3.29 |Characterize BD-S&P solution(s) based on assessment results BD-S&P.
6.3.2.10 |Formulate findings and recommendations
6.3.2.11 |Capture and communicate evaluation results
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7 Guidance on security and privacy operations for big data

7.1 General

This section provides guidance on security and privacy operations in relation to the roles, activities

and functional components defined in the BDRA.

Figure 3 describes the relationships between organizations and the BDRA:

— an organization is a part of an ecosystem which follows the BDRA. The BDRA consists of roles and

sub-roles, activities and functional components;

— an organization implements operations focusing on security and privacy.“They are a
protect assets in the BDRA against vulnerabilities. Some assets may be specific to an orgg

AN

— organization operations; and

— “Ecosystem collaboration operations.

e.g. commercially sensitive information, while others.may be sharedAyithin the ecosys
datasets. O"
Organisation > Ecosystem 4}’ BDRA
[s part of Foll(y;\}s
¢ ) Consists
Implements N\
S

Roles and
E— ]

\ sub-roles

Related to %
Operation X
%‘—P Activities 4
\"
Includes
N

N\ Functional

A\ I <«
) components
o -
Security and .
privacy operation (¢

C _F;‘gure 3 — Relationship between organizations and BDRA

As shown in’Eigure 4, this clause focuses on two types of security and privacy operations:

i
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— anorganizationimplementsoperationsthatarerelated toroles,activities and functionalcomponents.
For instance, an organization can be in charge of the big data application provider.role; an

pplied to
Inization,

ems, e.g.

of
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ISO/IEC 20546
Big Data - Overview
and Vocabulary

ISO/IEC 20547-3
BDRA - Reference
architecture

ISO/IEC 20547-4
BDRA - Security and
privacy

Security and privacy \

.

operations O«:
N\
L
| J
)«
\ L 4
Organization ECQS.}"CEm
viewpoint viewpoint

¢
Figure 4 — Two viewpoints on securi(t,y And privacy operations

7.2 Gulidance at organization level & R

7.2.1 (eneral & S

Figure 5 phows the various standards that ¢an be used to guide organizations in their big data security
and privdqcy operations. There are fourimportant phases:
N\a

— requjrementsphase; €

— risk @nalysis phase; p &

— conffol'design phase;and

— lifecycle enginééring phase.
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Requirement [—

ISO/IEC 27009 Sector-specific application of
ISO/IEC 27001 - Requirements

— Privacy

ISO/IEC 29100
Privacy framework

ISO/IEC 27701 Extension to ISO/IEC

dICOIDC 97009 € ;

27001
mation

ety
afrer oo TE Sz oz TorPrivacy-Hirot

management -Requirements and(gui

delines

Security

ISO/IEC 27005
Information seetiyity risk manage

ment

Risk analysis

Privacy

!
\J« “ISO/IEC 29134
Priva@impact assessment - Guidg
N

lines

Organisation
operations

'
A
£z

1 Security

v

W)
ISO/IEC 27002
Code of practice for information securit]

Iy controls

Control design. — ‘\*.
Va

.
N\

—4% Privac
N y

ISO/IEC 29151
Code of practice for personally ident
information protection

ifiable

ISO/IEC 20889

Privacy enhancing data de-identifidation

techniques

Security

ISO/IEC 21827:2008, Systems Sec
Engineering - Capability Maturi

rity

h"ﬂ‘ecycle
. erigineering
3

Privacy

ISO/IEC 27550
Privacy engineering

7{2.2 ~ Standard guidance on requirements

Figure 5 — Standards for security and privacy operations

— security requirements of big data information systems as described in ISO/IEC 27001;

— sector-specificsecurity requirements of big datainformation systemsas described in ISO/IEC 27009;

— privacy requirements of big data systems resulting from the use of privacy principles as described

in ISO/IEC 29100;

— privacy requirements of big data information systems as described in ISO/IEC 27701.
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7.2.3 Standard guidance on risk management

Big data security and privacy operations dealing with risk analysis follow the following standards:

— information security risk management as described in ISO/IEC 27005;

— privacy impact assessment guidelines as described in ISO/IEC 29134.

7.2.4 Standard guidance on controls

Big data
— code
— code

— prive

7.2.5 Standard guidance on lifecycle operations

security amd privacy operationsdeating withriskamatystsfottow thefoHowingstandards:
of practice for information security controls as described in ISO/IEC 27002;

of practice for PII protection as described in ISO/IEC 29151;

cy enhancing data de-identification techniques as described in ISO/IEC 20889

A
.

A
2

Big data|security and privacy operations dealing with lifecycle engineer};hg follow the followil
standards: (X
&
— secutity engineering as described in ISO/IEC 2182%; '\
w\' 2
— privdcy engineering as described in ISO/IEC,TR/27550. N
D)
7.3 Gujidance at ecosystem level \$
X
7.3.1 (eneral N
An organfization can be in charge of: \"'
— BDRATroles, e.g. big dataprovider, big da‘ta‘;}\pplication provider, big data consumer;

— BDR
big d|

A sub-roles, e.g. big data collec’gi\o,n\provider, big data analytics provider, which are sub-roles
ata application-provider rolej

>
— supplying BDRA functional cgm‘ponents. They can be:

—

]

—
[(

— a cor

omponents in onexefithe BDRA architecture layer, e.g. a streaming capability in the processi}
dyer, or a Visuali{aﬁion component in the platform layer; or

apability;and

hbination of roles, sub-roles and supplying functional components.

Security

omponentssin‘the multi-layer functions part of the BDRA architecture, e.g. an authenticatipn

g

ndprivacy can involve global assets shared by organizations within a big data ecosystem

that case, their security and privacy operations should be coordinated as shown in Figure 6:

— each

organization carries out its own security and privacy operations;

— overall coordination of each organizations’ security and privacy operations ensures consistency.

32
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Coordination of
security and privacy

. : .

C
ay

T]
in

W]

3.2 ) Guidance 611 data processing chain

7
Ciordination is\needed when a data processing chain is in operation. For instance, an Io
0

Organisation 1 Organisation 2 Organisatioh N
security and privacy security and privacy security and)privac
operations operations operations

Figure 6 — Coordination of security and privacy op€rations

2

*,

ordination can take different forms, e.g. a public authority, a dedicatejd organization, an allia
e examples of security and privacy management-coordination: ,\ )

organizations involved in traffic big data'to allow for smart traffic analytics apply sec}
privacy operations that can be coordinated by a city autherity;
N\

nce. Here

hrity and

organizations involved in healthcare big data to-dllow for clinical analytics apply secyirity and

privacy operations that can be coordinated by naﬁonal health authority;

organizations involved in insurance big data‘tg allow for insurance risk analysis apply sec
privacy operations that can be coordinatéd-by an ad-hoc werking group.

his sub-clause provides'guidance on the'dordination of the following security and privacy o]
big data ecosystems: W

-

&
data sharing, which belongs tothe agreement.category (ISO/IEC/IEEE 15288);

L\

securityandrisk analysis(‘which belongstothetechnicalmanagementcategory (ISO/IEC/IE

ey
lifecycle management\\‘h}hich belongs to the technical category (ISO/IEC/IEEE 15288).

AN

erator cafreollect data that is provided as a dataset to a service provider which in turn co
ith other.sources of data and provides it to a data consumer. As shown in Figure 7:

each organization carries out its data sharing operations;

urity and

berations

 15288);

[ system
mbines it

— overall coordination of each organization’s data sharing operations ensures the security and privacy

©

of the data processing chain.
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Coordination
of data
processing chain

A4 v \ 4
Organisation 1 agreement Organisation 2 agreement Organisatien N
data[sharing |« | g data sharing |« > data sharing
opération operation operation
Figure 7 — Coordination of data processing chain
\2,
The following guidance is provided: w®
9

— atthg ecosystem level: N

— identifythe dataprocessing chain operational requirements‘siléh asvelocity, veracity, scalability,

N

[(

— 4
[(

— atth
— 1
— 1

(

— ¢

7.3.3 (

rovenance; i\

identify the security and privacy protection requireﬁ‘xents of the data processing chain, such

ata confidentiality, integrity, availability, unlink@bility, transparency, intervenability;

omponents; and \",
ompliance, assurance and audit of Practice;
-

’

b organization level: "
~
N

h‘\ . . . . . .
dentify the speeific-organization security and privacy protection requirements on da|
onfidentiality, intégrity, availability, unlinkability, transparency, intervenability; and

stablish data sharing operations in accordance with the ecosystem coordination scheme.

uidarnce on risk management

Coordin

A
dentify specific requirements associated with'BDRA roles, sub-roles, activities and functionjal

stablish security and privacy coordinration schemes in the ecosystem, including measures fpr

dentify thespecific organi;aﬁfion operational requirements such as velocity, veracity, scalability,
provenance; y N

[ca

pd

by an IoT system operator and provided as a dataset to a service provider is compromised, then the
operations of the service provider are compromised. As shown in Figure 8:

— each

organization carries out its security and privacy risk management operations;

— overall coordination of security and privacy risk management ensures a common understanding of
the risks at the ecosystem level.

34
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Coordination of
security and privacy
risk management

v v v

Organisation 1 Organisation 2 Organisation N
security and privacy security and privacy security and pfivacy
risk management risk management riskmanagerent

— at

— at

Figure 8 — Coordination of security and/privacy risk management

\?,

X

The following guidance is provided: w®

&
the ecosystem level: N

identify the vulnerabilities and thréats of the ecosystém that need coordination. It i
that organizations in the ecosystem provide déscriptions based on common classi
Annex A provides, as examples,the STRIDE a\r(ld EINDDUN classification;

»

)
identify the risks and breaches of the ecos@stem;
>
identify the controls to,treat the risksef the ecosystem;

identify specific'security and pri'.(éc'y risk management requirements associated w
roles, sub-roles, activities and functional components; and

\4
establish ‘security and privacy risk management coordination schemes in the ed

including measures for’'monitoring risks and for compliance, assurance and audits of j
N

the.organization leVL:l}\“
~
identify the vulnerabilities and threats of the system which the organization is respo
in the ecogystem;

identify the risks and breaches of the system;
idetitify the controls to treat the risks of the system;

establish security and risk management operations in accordance with the e
coordination scheme.

5 advised
fications.

th BDRA

osystem,
bractice;

nsible for

Cosystem

7.3.4

Guidance on lifecycle operations

Coordination is needed on the security and privacy lifecycle of big data. For instance,

— organizations can agree on the use of similar controls, for example:

an agreed level of protection for data at rest;
an agreed level of integrity and authentication for data in motion;

an agreed level of availability for data processing;
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— an agreed level of unlinkability for data provenance;
— organizations can agree on coordination for incident management, for example:
— an agreed level of incident preparedness;

— a common alert mechanism on security breaches (e.g. tampering detection) or on privacy
breaches (e.g.re-identification detection).

As shown in Figure 9:

— each|organization carries out its security and privacy lifecycle operations;

— overgll coordination of security and privacy lifecycle ensures consistent treatment of the assets fo

protect.
Coordination
of security and \
privacy lifecycle Bt
\4,
| v
&
v v ik
Organisation 1 Organisation 2 o) Organisation N
security and security and N\ ) security and
privacy lifecycle privacy lifecycle privacy lifecycle
operation operation ? operation
X
Figure 9 — Coordination of security and privacy lifecycle
The following guidance is provided: \\
N
— atthg ecosystem level: \¢

a\

— identify the operations in ths‘e‘c'osystem lifecycle‘-where coordination is needed (assurandge,
¢ompliance verification, incidént management, audit);
"\

— identify._the controls that are implemented in the ecosystem further to the risk analydis
¢oordination. It is adwised that organizations in the ecosystem provide control descriptiohs
Ibased on commoﬁ_tlassifications. Annex B provides, as example, the categorization used fin
ISO/IEC 27001, 1SO/IEC 27002, ISO/IEC 27701, ISO/IEC 29151;

— ¢stablish ¢entrol coordination schemes in the ecosystem, including measures for compliande,
assurance-and audits of controls;

— at thg ebganization level:

— identify the operations in the system lifecycle where security and privacy concerns need to be
integrated;

— identify the controls that are implemented in the system further to the risk analysis;
— establish the lifecycle operations in accordance with the ecosystem coordination scheme.

Annex C provides, as examples, the ecosystem and resulting coordination of security and privacy
operations.
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8 Security and privacy functional components

8.1 Overview

Clause 7 describes the BDRA-S&P in terms of the common set of functional components. A functional
component is a functional element of the BDRA-S&P which is used to perform an activity or some part
of an activity and which has an implementation artifact in a concrete realization of the architecture.

Security and privacy controls provided in existing standards can be utilized to realize the security and
privacy functional components with additional consideration of the security and privacy gbjectives
in| the context of big data. Annex B lists the security and privacy control categories_spgcified in
[SO/IEC 27001, ISO/IEC 27002, ISO/IEC 27701, ISO/IEC 29151.

8{2 Functional components for both security and privacy

The security control categories specified in ISO/IEC 27002 areused in thistdocument as flinctional
cqmponents for both security and privacy, which are as follows. \

a)l] Information security policies to provide management directiqn.’ﬁnd support for infprmation
security in accordance with business requirements' and taking intp-consideration complignce with
relevant laws and regulations. /\ )
V)
b) Organization of information security to establish a(management framework to inifiate and
control the implementation and operation ofinformatio\n‘security within the organization.

c)] Human resource security to ensure that emﬁloyees and contractors understand their
responsibilities and are suitable for the roles forWhich they are considered prior to employment,
to ensure that employees and contractors‘@r€ aware of and fulfil their information| security
responsibilities during employment, to proteet the organization’s interests as part of the grocess of
changing or terminating employment whéir termination and:change of employment.

d] Asset management) to identify o%ganizational assets and define appropriate pfotection
responsibilities, to-ensure that infof*ﬁlation receives anappropriate level of protection in accordance
with its importance to the orgahization by information classification, to prevent unaythorized
disclosure, modification, remioval or destruction of information stored on media.

e)] Access.control to limj'gkﬁ‘?:cess to information and information processing facilities, o ensure
authorized user acce§sidnd to prevent unauthorized access to systems and services, to mfke users
accountable for saféguarding their authentication information, to prevent unauthorized faccess to
systems and appltc\ations.

f)}' Cryptography to ensure proper and effective use of cryptography to protect the confidentiality,
authenti¢ity and/or integrity of information.

g) Physical and environmental security to prevent unauthorized physical access, damage and
irterference to the organization’s information and information processing facilities, tq prevent
loss, damage, theft or compromise of assets and interruption to the organization’s operatipns.

h) Operation security to ensure correct and secure operations of information processing facilities,
to ensure that information and information processing facilities are protected against malware,
to protect against loss of data by backup, to record events and generate evidence by logging and
monitoring, to ensure the integrity of operational systems by control of operational software,
to prevent exploitation of technical vulnerabilities, to minimize the impact of audit activities on
operational systems.

i) Communication security to ensure the protection of information in networks and its supporting
information processing facilities, to maintain the security of information transferred within an
organization and with any external entity:.
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j)

k)

D)

\9
Annex D|provides, as examples, the security and privacy controls forig data application provider
(BDAP) and big data provider (BDP).

8.3 Fupctional components for privacy )

N¢
The privacy control categories for PII controllers and PH p\rbcessors specified in ISO/IEC 27701 afe
used in this document as functional components for privaéy, which are as follows.

a)

b)

d)

Other dithensiensto view functional components for privacy are as follows.

a)

b)

38

System acquisition, development and maintenance to ensure that information security is an
integral part of information systems across the entire lifecycle (also including the requirements
for information systems which provide services over public networks), to ensure that information
security is designed and implemented within the development lifecycle of information systems, to
ensure the protection of data used for testing.

Suppliers relationships to ensure the protection of the organization’s assets that is accessible
by suppliers, to maintain an agreed level of information security and service delivery in line with
supplier agreements

Informma s TOCITICT ST
manjgement of information securlty 1nc1dents 1nc1ud1ng communication en' security events‘amnd
wealtnesses.

Information security aspects of business continuity management that should be ‘embedd¢d
in the organization’s business continuity management systems, to-ensure theavailability |of
inforjmation processing facilities by redundancies.

A
Compliance with legal, statutory, regulatory, or contractual.obligations rélated to informatign
secufity and of any security requirements is presupposed, to ensure that fAformation security|is
implemented and operated in accordance with the organizational policies.and procedures.

x‘

- 3/

N\,

Conditions for collection and processing to.de‘termlne and document that processing is lawful,
with|legal basis as per applicable ]urlsdlct10n§’and with clearly.defined and legitimate purposes.

Rights of PII principals to ensure thar\PTI principals are provided with appropriate informatign
aboutt the processing of their PII andito meet any othen applicable obligations to PII principgls
related to the processing of their PH
N

Privacy-by-design and by-default for PII controllers to ensure that processes and systems
are designed,such that the ¢ollection and processing of PII (including use, disclosure, retentiqn,
trangmission-and disposgL) are limited to what is necessary for the identified purpose.

O
PII dharing, transfer-and disclosure to determine whether and document when PII is sharegd,
trangferred to otherjurisdictions or third parties and/or disclosed in accordance with applicable
obligations.

Privacy policy enforcement

An organization as PII controller should define their privacy policy, how they protect personal data
inside the organization, in the product development process, etc. The privacy policy can contain the
classification of personal data, privacy risk assessment, data sharing policy and required protection
mechanisms necessary in the data life cycle. The protection mechanisms include encryption, de-
identification, access control policy, etc. It is recommended to use IT tools and extend the existing
IT security systems to enforce privacy policy so that personal data is protected according to the
policy and violation of the policy can be detected.

Personal data detection and inventory

This component can detect personal data in data storage or before data transfer and collection.
Detection of personal data in unstructured data such as in a document, audio or video files relies on
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rule-based and machine learning methods. The source of personal data needs to be recorded. The
data should be classified and tagged based on their sensitivity. Additionally, data belonging to the
same data subjects need to be inventoried, that can facilitate the management of personal data. In
the case that a data subject requires to delete his/her personal data, related data can be easily found.

c) De-identification

This component can modify personal data so that the identities of data subjects are obscured.
It reduces the sensitivity of personal data in the sense that it is hard to link to the data subject
or it reduces information expose about the data subject. It also reserves-the utility to a certain
EXTENT 10 MEet DUSINESS TEqUITEMENTS. 1 e teCNNOoI0gIEs COMITONMY USed for the de-tdemntification
of structured datasets are described in ISO/IEC 20889:2018. The-selection of thectechnologies
depends on the privacy risks of given scenarios and the defined privacy policy of an.orggnization.
A trade-off between privacy protection and data utility needs_to be mades Deé-identification
technologies should be applied as early as possible during the data life cycle to reduce prijacy risks
in further processing steps. The technologies should support large scale applications in thie context
of big data.

A
.

d] Privacy risk assessment D%

*,

This component can give a qualitative assessmentbased on the sensitivity of the data. Forfinstance,
an organization can divide privacy risks into 5'levels and require different protection sfrategies.
Alternatively, quantitative assessment can)be given baseon the empirical evaluation. The
evaluation metrics can be defined based-on potential privacy attacks on data. Since data|of a data
subject can be collected from different applications and‘stored in different big data subjsystems,
privacy risks linking different data sources need tode taken into account and evaluated. Some de-
identification techniques such as-differential privacy, k-anonymity, I-diversity, etc., provide metrics
to quantify privacy risk. Privacyrisks should be Eontinuously monitored during the data |ife cycle,
especially when data is changed or made usg.dQH other contexts.

%
AN

e)] Privacy-preserving computation -

This component can-protect the privacy of data inUse~In the big data market, the data|provider
can want to monetize the data wighout revealing datato the data consumer. Alternatively,|different
PII controllers want to combine:their data to train a machine learning model. Technologigs such as
secure set intersection, secute multiparty computation, homomorphic encryption, secure enclaves

can be used to support pgb‘acy-preserving computation.
)
f)| Accesscontrol and ménitoring

\ AN .
This componept provides access control management and monitors access to personal ddta. It can
detect invalid access and avoid data leakage.

g)] Data subject right protection

The-component enables functions, which is necessary to ensure data subject rights. For [instance,
the )consent management model can record when a data subject give/withdraw their cpnsent of
data collection and usage of an applications. It can securely remove or anonymize data according to
requests of the data subject or after data retention time. In a big data system, data of the same data
subject can be located in different places of different applications. Data inventory can very help to
locate personal data.

8.4 Multi-layer functions for security and privacy

The following multi-layer functions for both security and privacy are specified in ISO/IEC 20547-3 (see
ISO/IEC 20547-3:2020, Figure 12 and 10.2.6.3):

— audit framework;

— authentication framework;
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authorization framework;

— anonymization framework.

As shown in Table 4, these frameworks can be supported by the functional components in 8.2 and 8.3.

Table 4 — Multi-layer functions and their supporting functional components for security

and privacy

Multi-layer functions Supporting functional components

Audit framework 8.2n)

Authentig¢ation framework 8.2¢),8.3))

Authorization framework 8.2¢),8.3b),8.3d),8.3j),8.3k)
Anonymifation framework 8.3 g)

"
X O
1N
3
\ //
A
Yy
N
)
&
\ -
X
\
\"
\¢
NG
.)\"
i‘\
O
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Examples of security and privacy threat classification

Table A.1 and Table A.2 list categories of security and privacy threats. Security threats follow the

Table A.1 — STRIDE security threats categories

STRIDE categorization. Privacy threats follow the LINDDUN categorization.

rivilege

X

W

Threat Property Property description
Shoofing Authentication T}_le-ldentlty of users is established (or you|are
willing to accept anonymous users).
. . Dataand system re Wirces are only changgd in
Thmpering Integrity . .
appropriate waysby‘appropriate people.
Repudiation Nonrepudiation Users capno&p‘er'form an action and later deny
performingdt:
Ifpformation Confidentiality Data Lsfoffly available to the people intendgd to
djsclosure acces$sit.
N
Denial of service | Availability Systems are ready when needed and perfofm
{}acteptably.
: ¥ - :
IE)Ilevatlon of Authorization Users are explicitly allowed or denied access to

resources.

Table A.2 — LI{]}’DI}N privacy threats categories

Threat Propegt& Property description
< - . -
Linkability Unlinkability Hldln_g_the link l_)etweep two or more actiops,
) identities and pieces of information.
Identifiability O [Anonymity Hldlng the llr'lk betwe_en an identity and arf action
S or a piece of information
Hard ptivdcy — - -
N . y . I Ability to deny having performed an action that
Non-repudiation Plausible deniability . . . .
N other parties can neither confirm nor contfadict

( Mg a1

Dletectability < Undetectabl_ll_ty and Hiding the user’s activities
unobservability
; Hiding the data

. fsclosur_e o« Security Confidentiality
Ipformatien content or controlled release of data contept
Unawareness Content awareness User’s consciousness regarding his own ddta

Soft Privacy | Dalicy and comcant PII controller to inform the data subject to[the

on-compliance ISR system’s privacy policy, or allow the data subject to
compliance : : : . N
specify consents in compliance with legislation
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Annex B
(informative)

Examples of security and privacy control classification

Table B.1 lists control categories as proposed by ISO/IEC 27001, ISO/IEC 27002, ISO/IEC 27701 and
ISO/IEC 29151.
Table B.1 — Control categories
Category Sub-categories
Informatjon security policies Management direction

Organizalion of information security

Internal organization

Mobile devices and teleworking

A

N, ¥
|V

\%,

Human r¢source security

Prior to employment

During employment

Y,
v
Termination.and change of empldyment

9
Y

Asset mapagement

Responsibility for assets ,

3 e e C)
Information classification

Access cdntrol

User access mar{aément

User responsibilities

\
Business requireménts’of access control

System and z;pplication access control

Operatiop security

Medhia‘h\andling
Cryptogrpphy Cryp\tographic controls
“{Secure areas
Physical §nd environmental security \s
&l |Equipment
N ) Operational procedures and responsibilities
A ~\‘\ Protection from malware

Backup
Logging and monitoring

Control of operational software

Technical vulnerability management

Information systems audit considerations

Communication security

Network security management

Information transfer

System acquisition, development and
maintenance

Test data

Security requirements of information system

Security in development and support processes

Suppliers relationships

Information security in supplier relationships

Supplier service delivery management
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Table B.1 (continued)

Category

Sub-categories

Information security incident management

Management of information security incidents and improvements

Information security aspects of business
continuity management

Information security continuity

Redundancies

Compliance

Compliance with legal and contractual requirements

Information security reviews

Table B.2 — Privacy controls for PII controllers

Tqble B.2 and Table B.3 list further privacy controls as proposed by ISO/IEC 27701, depending on
whether the organization is a PII controller or a PII processor.

Category

Measures for PII controlers

(@)

pnditions for collection and processing

Identify and document.purpose \

N
2

Identify lawful basis o)

Determine when and how consenfié to be obtained

Obtain andreceord consent AN

) 4
Privacy impact assessment 0

Contracts with PII pro‘cés’s'ors

Records related tg pchessing PII

=

ights of PII principals

Determining Pl principals rights and enabling exercise

Determinidg #formation for PII principals

Providinginformation for PII principals

Provj&é mechanism to-modify of withdraw consent

Provide mechanism(to object to processing

‘§haring the exercising of PII principle

Correction or erasure

Providing cepy of PII processed

v}

rivaey-by-design and by-default

I
N
xS Request management
% Automated decision making
N Limit collection

Limit processing

Define and document PII minimization and de-identification ¢bjectives

Comply with data minimization and de-identification use

PII de-identification and deletion

Temporary files

Retention

Disposal

Collection procedures

PII transmission controls

PII sharing, transfer and disclosure

Identify basis for PII transfer

Countries and organizations to which PIl may be transferred

Records of transfer of PII

Records of PII disclosure to third parties

Joint controller
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Table B.3 — Privacy controls for PII processors

Category

Measures for PII Processors

Cooperation agreement

Organization’s purposes

Marketing and advertising use

Conditions for collection and processing

Infringing instruction

PII controller obligations

Ra rde valatad +o o cnccing DIT

e COTOST eI tCaTOpProtesSSTITg T 1T

Rights of|PII principals

Obligations to PII principals

Limit processing

Privacy-ly-design and by-default

Temporary files

Return transfer or disposal of PII

PII transmission controls

Basis for transfer of PII

X
N, ¥

Countries and organizations to which PII rpQ be transferred

Records of PII disclosure'to third parties ¥

Notification of PIL.disclosure reque&t‘;‘.\ .

PII sharing, transfer and disclosure

Legally binding PII disclosures ( )

Disclosure(of subcontractorsq‘ls\ed to process PII

Engagement of a subcontrattor to process PII

Chahge of subcontract;r to process PII
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Annex C
(informative)

Examples of ecosystem and resulting coordination of security and

privacy operations

C

(S

Tl

1 Mapping organizations of the ecosystem to BDRA

This example is adapted from the AutoMat automotive big data research project. The purpda
ample is to show concrete examples of how the ecosystem is coordinated. The gcosystem iny
following organizations (see Figure C.1):

ne following can be observed: N

automotive manufacturers play the big data provider-BDRA role, as weii as the big data ¢
provider and big data preparation provider BDRA sub-roles. They il}s@ll with the consent
owners a data collecting system, collect data.and prepare them-into an interoperabl
(common vehicle information model); /\ )
v
storage providers play the big data infrastructure prozigiefr BDRA sub-role. They manag
rest. Data collected are stored and managed separately\iﬁ'\;ehicle owner accounts;

marketplaces play the big data platform provider and\)ig data processing provider BDRA s
The collected data from the storage providers an&‘transform them into datasets thatcanb
services providers; and %

.

N\

service providers play the big data analytics provider, big data visualization provider,
access provider BDRAsub-roles and Qé’big data consumer.BDRA role.

-

\
the mapping between roles and organizationsis.not one-to-one;
the storage'provider cusg‘mers are vehicle owners who directly control the use of data; a
o)
the marketplace builds’on the fly datasets requested by service providers.
h‘\
O

se of the
olves the

ollection
bf vehicle
e format

e data at

ub-roles.
e used by

big data
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-
Big data
provider

/8

Big data

preparation
provider

Big data
collection
provider

Automotive manufacturer

Big data application provider

é Big data h

consumer

Big data
visualisation
provider

Big data
access provider

Big data
analytics
provider

Service provider

Vehicle
owner
Big data
- processing
0 Big data provider
infrastructure 0
provider Big dgta
latform
,&ovider
Storage provider Marketplace W
\ Big data framework provider /> g
o X
2y
Figure C.1 — Example of‘ecosystem following BDRA
D)
N
Vo
C.2 Ecpsystem coordination Y

The ecoslystem follows the personal-data ecosystem*approach. While ‘automotive manufacturers afe
part of te ecosystem as they play.the role of big@ata provider and, the sub-roles of big data collecti¢n
provider|and big data preparation provider, théy are not involved in the exchange of data with servife
provider$. This is managed by the marketpldce which serves as the broker between vehicle owners and

N\

service providers. Figure €.2 shows the resulting two features of the ecosystem:

0\'

datalis stored aceording to Vehic\loéaccounts;

“\

inforimation model or CVIM).

O
-

an interoperable descripti(m"is made available to the market place (called common vehidle

Storage manager
Vehicle A Vehicle B
owner owner
data data

Vehicle C

owner
data

Common
information
model

Automotive manufacturer 1

Vehicle A
data

Vehicle B
data

Common
information
model

Vehicle C
data

Automotive manufacturer 2

Figure C.2 — AutoMat personal data ecosystem
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