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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work.
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Introduction

Cryptographic applications need random numbers for a wide range of tasks. A strong cryptographic
random bit generator that is suitable for general cryptographic applications is expected to provide
output bit strings that cannot be distinguished with any potentially practical computational effort and
any potentially practical sample sizes from bit strings of the same length drawn uniformly at random.
Furthermore, such an RBG is expected to offer enhanced backward secrecy and enhanced forward
secrecy.

© ISO/IEC 2019 - All rights reserved v
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Information technology — Security techniques — Test and

analysis methods for random bit generators within
19790 and ISO/IEC 15408

1 Scope

This
rando
this dg
authori

bit generators intended to be used for cryptographic applications. The provis
cument enable the vendor of an RBG to submit well-defined claims of security to
ity and shall enable an evaluator or a tester, for instance a validation authority, to

certifyf or reject these claims.
This document is implementation-agnostic. Hence, it offers no specific-guidance o
implerentation decisions for random bit generators. However, design and implemer

influence the evaluation of an RBG in this document, for instance.because it requires
stochalstic model of the random source and because any such model’i$ supported by techni
pertaihing to the design of the device at hand.

Random bit generators as evaluated in this document aim'to output bit strings that ¢
distriuted. Depending on the distribution of random numbers required by the consumir
howevier, it is worth noting that additional steps can be’necessary (and can well be critic
for thgq consuming application to transform the random bit strings produced by the RB(
numbdgrs of a distribution suitable to the application requirements. Such subsequent tr3
are oufside the scope of evaluations performedin’this document.

2 Normative references

The following documents are referred to in the text in such a way that some or all of]
constifutes requirements of this'document. For dated references, only the edition cite
undated references, the latest'edition of the referenced document (including any amendmnj

ISO/IEC 15408 (all parts);Information technology — Security techniques — Evaluation

securtt

ISO/IHC 17825, Information technology — Security techniques — Testing methods for the
non-inyasive attack classes against cryptographic modules

[SO/IHC 18031:2011, Information technology — Security techniques — Random bit generat}
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3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

qiiirements for

[SO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at http://www.electropedia.org/
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3.1

backward secrecy
assurance that previous RBG output values cannot be determined from knowledge of current or
subsequent output values

3.2
bit stream

continuous output of bits from a device or mechanism

[SOURCE: ISO/IEC 18031:2011, 3.4]

3.3

black box
idealized med
cannot see inj

Note 1 to entry

[SOURCE: ISO

hanism that accepts inputs and produces outputs, but is designed such that an 'ab
ide the box or determine exactly what is happening inside that box

: This term can be contrasted with glass box (3.13).

IEC 18031:2011, 3.6]

server

3.4

conformance-tester

tester

individual asdigned to perform test activities in accordance with a giveh conformance testing standard
and associate testing methodology

EXAMPLE An example of such a standard is ISO/IEC 19790~and the testing methodology specified in
ISO/IEC 24759

[SOURCE: ISOJIEC 19896-1:2018, 3.2, modified — The term“tester" has been added as an admitted term.]
3.5

deterministic random bit generator

DRBG

random bit ggnerator that produces a randem-appearing sequence of bits by applying a deternjinistic
algorithm to 4 suitably random initial va]ue-called a seed and, possibly, some secondary inputs

Note 1 to entry: Non-deterministic sources'can also form part of these secondary inputs.

Note 2 to entrfy: The security of a’deterministic random bit generator rests primarily on the strength of its
cryptographic algorithms and en-the randomness contained in the seed value. In a deterministic random bit
generator that fis suitable for eryptographic use, at least forward and backward secrecy shall be assured Wwithout

invoking seconjdary inputs-fo:the RBG or reseeding.”

3.6

enhanced backward secrecy
assurance thdt.tie knowledge of the current internal state of a random bit generator does not allow an
adversary to dert i i i i

Note 1 to entry: The notion of enhanced backward secrecy is trivial for memoryless RBGs. Therefore, it is only
a useful notion for deterministic and hybrid RBGs, the security of which rests at least in part on cryptographic
properties of the state transition function and the output generation function of the random bit generator.

3.7

enhanced forward secrecy

assurance that knowing the current internal state of the random bit generator does not yield practically
relevant constraints on subsequent (future) output values

Note 1 to entry: Deterministic random bit generators are unable to achieve enhanced forward secrecy. Unlike
forward and backward secrecy as well as enhanced backward secrecy, enhanced forward secrecy rests entirely
on the ability of a continuous reseeding process to supply as much entropy as is required to make the prediction
of future outputs infeasible.
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Note 2 to entry: It is possible for a random bit generator to have enhanced forward secrecy but still expand
entropy, i.e. output a bit-string that can in principle be significantly compressed”. For instance, one can
consider an RBG design with a random source which produces at each invocation a 128 bit random string R
with an estimated 120 bits of min entropy, with a 512 bit internal state S(n), a state transition function giving
S(n+1) := SHA3-512(S(n)/[R), and an output generation function applying SHAKE-256 on S(n)//R with up to 1024 bits
of output per invocation.

Note 3 to entry: Another term often found in the literature that is interchangeable with enhanced forward

secrecy is prediction resistance.

3.8

entropy

measu

re of the expected amount of information contained in a bit string given knowledge

of how the bit

string

Note 1

them are Shannon entropy, min entropy, collision entropy, guessing entropy, algorithmic entr

entrop
entrop

Note 2
evaluat
and als|

Note 3
namely

Note 4
given f
a bit-st
in geng
crypto
some p
that is
output

3.9

entroaﬁly source

mech

Note 1]

performed just once, andin this case, it is possible for the RBG device not to contain an entro

was generated

I (the latter notion containing as special cases among others Shannon entropy, Min entro

).

fo entry: The amount of entropy contained in an unknown bit string is always relative to ag
ions establish entropy estimates in face of an attacker with detailed\knowledge about the
o consider her abilities to observe or influence the state of the entropy source.

to entry: Irrespective of the chosen kind of entropy, the term “full entropy” always m
uniformly distributed and independent random numbers, that is, ideal randomness.

fo entry: An algorithmic entropy is a logarithm to the‘base 2 of the length of the shortest en
brmal language. Its measure is based on the notion of optimal compression. The algorith

ral incomputable unless the language is verysrestricted. However, related notions are of
braphic context. For instance, one can ask itow much the sequence of raw random numbe
hysical noise source can be compressed using some fixed computationally efficient compr
informed by a precise understanding®f the physical noise source and of the process th
of the noise source into the raw randorm numbers.

ism or device which produces intrinsically unpredictable output

to entry: In the eaontext of purely deterministic random bit generators, entropy gen

to entry: There are various notions of entropy that play a role in cryptography. Warth’'mentioning among

opy and Renyi
y and Collision

observer. RBG
entropy source

bans the same,

coding in some
mic entropy of

ring is dependent on the underlying formal language and even given a well-defined fornjal language, is

relevance in a
s derived from
pssion strategy
ht converts the

bration can be
py source. The

source [of the entropywused by such an RBG nevertheless needs to be evaluated to the same standqrds that would
otherwfise be required.

Note 2 fo entrysln'some circumstances, it can be admissible for a deterministic RBG to be seeded with externally
generated efitropy instead of containing hardware that produces entropy within its own perimeter. In that case,
the extprhidlly generated entropy shall only be available to the RBG instance it is intended for.

3.10

evaluator

individual assigned to perform evaluations in accordance with a given evaluation standard and
associated evaluation methodology

Note 1 to entry: An example of an evaluation standard is ISO/IEC 15408 (all parts) with the associated evaluation
methodology given in ISO/IEC 18045.

[SOURCE: ISO/IEC 19896-1:2018, 3.5]
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3.11

forward secrecy

assurance that the knowledge of subsequent (future) values cannot be determined from current or
previous values

[SOURCE: ISO/IEC 18031:2011, 3.13]

3.12

glass box

idealized mechanism that accepts inputs and produces outputs and is designed such that an observer
can see inside and determine exactly what is going on

Note 1 to entryThistermrcam becontrasted withrbfack box {3-37-

[SOURCE: ISOfIEC 18367:2016, 3.12]

3.13

health test
online test and total failure test
any mechanism (statistical test or otherwise) which detects at least one of the following two scenarios:

a) atransient or permanent total failure of the entropy source, i.e. a drastic decrease in entropylwhich
usually mjanifests itself in a small number of easily detectable symptoms

b) smaller deviations from the normal behaviour of the entropy source, but nevertheless intolerable
which undermine security claims made by the vendor. Infeontrast to a total failure, it ysually
requires @ slightly larger sample size until these deviations'are reliably detected

3.14
independentjand identically distributed
11D
property of a family of random variables stating that they share the same distribution and are myitually
independent

3.15

laboratory
organization vith a management systemproviding evaluation and or testing work in accordance|with a
defined set of]policies and proceduresand utilizing a defined methodology for testing or evaluatng the
security functionality of IT products

Note 1 to entrly: These organizations are often given alternative names by various approval authoritles. For
example, IT S¢curity Evaluation Facility (ITSEF), Common Criteria Testing Laboratory (CCTL), Comjmercial
Evaluation Facllity (CLEFY.

[SOURCE: ISOfIEC-19896-1:2018, 3.8]

3.16

min entropy
the min entropy of a finite random variable X is -log2(p_max) where p_max denotes the probability of
the most likely outcome. That is, p_max >=p_x for all x

3.17

guessing entropy

guess work

<of X> expected number of guesses an adversary following an optimal guessing strategy needs to submit
in order to guess the value of x[12], with X, a random finite variable and x, the value of a realization of X
(i.e. a corresponding random variate)

Note 1 to entry: The formula for the guessing entropy is \sum_i=1"n ip_i where the p_i are ordered p_1 >=p_2 >= ...
(thatis, the optimal guessing strategy is to guess the most likely outcomes first).

4 © ISO/IEC 2019 - All rights reserved
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3.18

non-dedicated non-deterministic random bit generator

NNRBG

non-deterministic random bit generator the security of which is not based on randomness generated by
hardware that was designed explicitly to generate randomness

Note 1 to entry: TNRBG und NNRBG stand for true dedicated NRBG and non-dedicated NRBG, respectively.

3.19

non-deterministic random bit generator

NRBG

random bit generator that continuously samples multiple entropy sources and, if operating correctly,
has a:h output that is expected to be unpredictable for attackers with unbounded, domputational
capabillities over short timescales

3.20
perfeq¢t forward secrecy
property of a cryptographic protocol whereby an attacker cannot compromise-past runs gf the protocol
by learning the long-term secrets of the participants

3.21
physig¢al entropy source
entropgy source based on the use of a dedicated physical effect (e:g/noisy diode, nuclear d¢cay, etc.)

3.22
noise source
element of a technical system or its environment which¢produces partially unpredictable putput. In this
docunjent, “noise source” and “entropy source” are taken to be entropy sources

3.23
non-physical entropy source
entroyly source not based on a dedicated physical system but on unpredictable parts of thg environment
or techinical components that were not etiginally designed for random bit generation

Note 1 fo entry: Examples can be user input or the collection of various difficult to predict system data (e.g. hard
drive afcess times, noise from a sensor'device, system interrupts) in a standard computer.

3.24
post-processing
part of a random bit generator which processes the output of a random source with the aim of removing
depenglencies between-random bits or biases. Is often also referred as a conditioning conﬁonent

3.25
randojm bit generator
RBG
device|oralgorithm designed to produce bits that appear statistically independent and urbiased

Note 1 to entry: In case of purely physical random bit generators, the existence of very small entropy defects
can be permitted. Deterministic RBG constructions, on the other hand, shall offer output that is computationally
indistinguishable in practice from ideally distributed data. In addition, it is worth noting that hybrid designs
have advantages over both purely deterministic and purely physical designs by combining the true entropy
guarantees of physical RBGs with the near-ideal output distribution of deterministic RBGs and resilience
properties, for instance with regards to noise source failure.

© ISO/IEC 2019 - All rights reserved 5
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3.26

raw random numbers

bit sequence produced internally within a random bit generator by digitization of the random noise
source or detection of unpredictable events within the machine in question, before any post-processing
beyond the digitization has been performed

Note 1 to entry: It should be noted that although the raw random numbers represent an early stage in random
bit generation, they can already contain complicated inherent pseudo-random patterns. For instance, part of the
randomness in hard drive seek times is commonly associated to chaotic turbulent air flow patterns inside the
hard drive; even if one abstracts away all other features of a hard drive, it seems difficult to argue that an RBG
based on this effect does not have significant internal memory. However, sources with large internal memory are
notoriously difficult to properly characterlse by statistical tests with realistic sample sizes. The extent to which
pseudorandomypatte c c antropy
source and shdll be cons1dered when analysmg 1t Generic statlstlcal tests can mlstake pseudo random ess for
actual randompess and thus overestimate the entropy of the raw random numbers. It is for this reason prjmarily
that it is impdrtant to understand the design of the mechanism producing the raw random.numbeys. This
comprises inflfiences of the digitization mechanisms itself, e.g. resolution and non-linearity ofyA/D converters or
noise produced by amplification circuits.

3.27

security strength

largest natural number, n, such that a computationally unbounded attacker cannot distinguis
more than negligible advantage an n-bit value produced by the RBG fromrann-bit value drawn uni
at random, wlen given the true prior distribution of internal RBG states

h with
formly

Note 1 to entry|: If no such number n exists, the security strength is saidto be infinite.

Note 2 to entr
strength, as de
that the outpuf]

P: Only hybrid or physical random bit generators.caf have infinite maximal supported s
ferministic random bit generators always rely on ah'initial seed value. It is worth noting, h
of pure physical random bit generators can oftentbe distinguished from random data in pr

pcurity
wever,
ctice if

the design of ahy conditioning steps that can be performeddsknown to the attacker.

3.28

Shannon ent
<of a finite ra
realization X3

ropy
hdom variable X> expected value of -logZ2(px), where px is the probability of observ

X

ng the

Note 1 to entry: In other words, for a finite random variable X with range S that the Shannon entropy |H(X) is

given by the fofmula H(X )= —er S ‘px-log2( px), where for the purposes of calculating the expected value

one adopts the|convention that 8*Jeg2(0) = 0.

3.29

stationarity
property of a
is time-invari

stochastiC process whereby the joint distribution of subsequent instances of the grocess

hnt

3.30
stochastic model

partial mathematical description of a random bit generator based on atleast a qualitative understanding
of the entropy source which, together with possibly some data gathered empirically for parameter
estimation, allows the derivation of entropy claims

Note 1 to entry: In the context of evaluating random bit generators, it is recommended but not required that the
stochastic model describe the behaviour of the raw random bits. Subsequent post-processing can make it more
difficult to make a convincing case that the stochastic model is in sufficient correspondence with the workings of
the device to be modelled to support the entropy claims to be shown. For instance, a stochastic model applied to
the output random numbers of a deterministic random bit generator will be essentially untestable statistically
insofar as strong cryptographic post-processing can render even very low entropy data indistinguishable from
random noise at realistic sample sizes, at least from the point of view of any adversary lacking a stochastic model
of the raw random numbers.
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3.31

TNRBG

non-deterministic random bit generator the security of which is based on a hardware component that
has been designed explicitly to generate randomness

Note 1 to entry: TNRBG und NNRBG stand for true dedicated NRBG and non-dedicated NRBG, respectively.

3.32
validation authority
entity that will validate the testing results for conformance to ISO/IEC 19790

[SOURCE: ISO/IEC 19790:2012, 3.132, modified — In the definition, “this International Standard” has

lcalloo aaran

| L L 2]
been c AIged to ISU/TEC T979U ]

3.33
vendor
entity,|group or association that submits the cryptographic module for testing and validation

Note 1[to entry: The vendor has access to all relevant documentation and designevidence regardless if they did
or did ot design or develop the cryptographic module.

[SOURLE: ISO/IEC 19790:2012, 3.133]

4 Symbols and abbreviated terms

CCTL Common Criteria Testing Laboratory
CLEF Commercial Evaluation Facility

ITSEF IT Security Evaluation Facility

LFSR Linear Feedback Shift Registert
0S Operating System
SHA Secure Hash Algorithnr'(SHA-256 and SHA3-512 referred to in this document)

5 Structure of this~document

This document is_divided into five clauses after the current clause: overview of non{deterministic
randoin bit generators, conformance testing of NRBG, overview of deterministic random|bit generator,
conformance testing of DRBG and testing methodology. Each clause focuses on testing ajnd evaluation
activitiies fof\random bit generators for a conformance scheme using ISO/IEC 19790 and|an evaluation
schemp using the ISO/IEC 15408 series.

6 Overview of non-deterministic random bit generators

6.1 Introductory remarks on random bit generation

The current clause intends to demonstrate the problems of evaluating random bit generators and the
security goals that are to be achieved by looking at the well-known setting of coin-tossing. One side of
the coin is called “a head” (H) and the other is called “a tail” (T). Randomness is generated by tossing
the coin into the air and noting which side is up when it lands.

Flipping a coin multiple times produces an ordered series of coin flip results denoted as a series of H(s)
and T(s). For example, the sequence “HTTHT” (reading left to right) indicates a head followed by a tail,
followed by a tail, followed by a head, followed by a tail. This coin flip sequence can be translated into

© ISO/IEC 2019 - All rights reserved 7
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a binary string in a straightforward manner by assigning H to a binary one (“1”) and T to a binary zero
(“0”); the resulting example bit string is “10010”.

The required properties of randomness can be examined using the example of the coin toss experiment
described above. The result of each coin flip, from the point of view of using the output in cryptographic
applications, is:

unpredictable: Before the flip, it is unknown whether the coin will land showing a head or a tail. This
is, in the case of a coin flip, contingent on not knowing with sufficient precision the initial physical
parameters of the coin flip such as initial speed, height above ground, physical properties of the
ground on which the coin is going to come to rest and rotation rate of the coin. If there is sufficiently
low relevant entropy in the initial conditions of the flip, then the experiment becomes predictablel8];
what entfopy Is relevant for can only be determined by examining a physical model of-tje coin
flipping pirocess. But if initial conditions contain sufficient relevant entropy, the result is keptfkecret,
and if initial conditions are not repeated too closely in a predictable manner on subseguent trials,
it is not possible to determine what the result of flipping the coin was, given knowledge |of any
subsequept or previous outcome. The unpredictability after the flip depends also”on whether the
adversary can observe the outcome of the coin flip or not. The notion of entropy quantifjes the
amount of unpredictability or uncertainty relative to an observer and is diseussed more thorpughly
later in tHis document;

which
s that
pssible
tically

unbiased:[ That is, each potential outcome has the same chance of eccurring. The extent to
this is trye depends on the same factors as listed above. Being unbiased in this sense meal
each instiince of the coin tossing experiment follows a uniform distribution (over the two p
outcomeqd H and T) and therefore that the sequence of coin tossing experiments is ider
distribut¢d as each experiment has the same probability distribution; and

nt: The coin flip is memoryless; whatever.happened before the current flip ddes not
it. Whether this is true for areal coin toss experiment depends on whether the randdmness
he experiment via the initial conditions'is memoryless and possibly on whether the coin
hges, e.g. due to wear and tear over repeated experimental runs.

independs
influence
entering

itself cha

pf bits
hs can

Simulating an idealized coin flipping experiment - i.e. a random source emitting a stream
that is unbia$ed, independent and identically distributed - is what cryptographic applicatio
generally ain} for. The reason for this iscthat, while some cryptographic applications can tglerate
significant dejviations from ideal randomness (e.g. an AES-256 key is not brute-forceable if its Hits are
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any adversaries.
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brcent zeroes), others-start leaking information even in the presence of small biages (for
et sharing schemes)\or can even get broken when a small amount of information| about
- secrets leaks (efg. JECDSA noncesl21]). Also, the theoretically claimed security level of any
 mechanism js‘often only reached if keys are ideally distributed. RBGs to be evaluated in
I simulate a‘series of idealized coin flips, even under strong assumptions on the abiljties of

hethier~a random bit generator supplies sufficient randomness, one needs to analyse the
Fiplés of the device in question to arrive at a stochastic model ideally of the raw random

numbers gent
selected whic
numbers.

; en be
h enables the evaluator to derive estimates of the entropy contained in the raw random

6.2 Modelling of random sources

6.2.1 Stochastic models

6.2.1.1 General

Subclause 6.2 introduces the methods that are to be used in the modelling of random sources for
evaluation in this document and define documentation requirements and evaluator actions related to
that step in the evaluation of a random bit generator wherein it is checked that the stochastic behaviour
of the entropy source is sufficiently well understood to proceed. Therefore, 6.2 does not itself define
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minimum quality standards on the random source. Instead, such quality standards are defined by
requirements imposed on the security claims to be submitted by the vendor. One abstract way to model
a process that generates a random signal is by means of a stochastic model. As per 3.26, a stochastic
model is a partial mathematical description of the system in question as a mathematical random
process. A stochastic model is explicitly or implicitly a claim that the output of some circuit follows a
probability distribution from a certain family of distributions.

The purpose of introducing a stochastic model into the evaluation of a random bit generator is fourfold:

a) Having a stochastic model of a randomness generating component transforms the generally
intractable problem of ascertaining by black box testing whether the output of the device contains

the desired amount of entropy into the possibly tractable problem to determine whether statistical

tefting yields results compatible with the hypothesis that the mechanism samples-fijom one of the
diftributions covered by the stochastic model. Based on the stochastic model, it is.thien possible to
test for the amount of entropy generated by the mechanism.

b) THhe stochastic model contains output distributions that correspond to\defective|states of the
rapdomness producing device and statistical testing can then be usedto-determine|that one is in
orle of these regimes. This is necessary as without a hypothesis about.the behavioyr of defective
states, it is practically impossible to test for them.

c) THe stochastic model can and shall be supported using technical arguments derijved from the
dgsign of the randomness producing device that the stochastic model purports to mpdel. Thereby,
a fonnection is made between the technical properties<of the device under evaluption and the
clgimed security properties of the core of the random«bit generation mechanism.

d) Examining the stochastic model of an early stage of random bit generation and tle supporting
tefhnical rationale allows the evaluator to confirm that technical arguments predift the general
shiape of the distribution of random output™at a point where this output can still clearly be
diftinguished from ideal output. In contrast, many RBG constructions lead to outpput at the end-
stage of random bit generation which is\inidistinguishable from ideally distributed putput almost
irfespective of the amount of true entfopy contained therein.

The sfochastic model needs to cover all technically plausible modes of failure or|performance

degradation.

For ingtance, a stochastic model for the output of a randomness producing device can ¢laim that the

outpuf is identically and independently distributed for independent calls to the mechanism in normal

operatfional mode and zeroes-only in the only technically plausible failure mode. The probability of
spontgneously (withgut-adversarial intervention) entering a mode with performance |less than the
securify claims for the device may be claimed to be some low value per call to the mecharlism.

Usually, a stochastic model encompasses some assertion of stationarity: that under suitpble technical

conditjons the*process in question is modelled by one member of the family of probability] distributions

and thptover short time scales, the relevant distribution parameters are not expected to change greatly.

A stationarity claim of this type is not in contradiction to the notion that the device can experience

effects of ageing, transient effects during start-up, or that it can fail. In the first case, the change in
distribution parameters is too slow to affect sampling appreciably over short time spans; in the
transient response case, the RBG has presumably not reached its operational state yet and cannot in
fact yet be used; and in case of failure, the output distribution can change drastically, but this happens
with low likelihood and the likelihood of it happening from an operational starting state does not
change significantly with time.

Note that the question whether a process is stationary or not depends in part on the description of the
process that is being used. For instance, a standard random walk is a classic example of a non-stationary
process (the range of values that is being taken gets wider over time), but if the states reached in the
random walk are used as a source of randomness, it can (depending on further processing steps used) be
equivalent to instead consider the step-wise differences as entropy input, which yields an independent
and identically distributed Bernoulli process.
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Sources that are not amenable to being modelled by an underlying stationary process are harder to
characterize than approximately stationary sources, because distribution parameters that a statistical
test can attempt to estimate can in this case change over the course of sampling, shortly thereafter, or
shortly before.

6.2.1.2 Requirements
A claim of (approximate) stationarity shall always be substantiated by technical arguments.
Therefore, in general a stochastic model shall:

be a partial mathematical description of a stochastic process;

brecisely the stage of random bit generation in the device under study that is claillned as
lelled;

describe
being mo

allow for
random b

the efficient derivation of entropy claims for the distribution of the, targeted sf
it generation from test data;

age of

cover technically plausible defective states of the mechanism targeted in theymodelling;

be suppoyted by technical arguments based on the design of the targeted mechanism.
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th the parameters of all devices lie to satisfy.the security claims. An online health t
hilored statistical test to check whether a device's parameter still lies within that r¢

stic analysis of entropy sources
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ixts, it can be impossible texconstrain the distribution of digitized noise data by a sto
above sense. It can be\difficult to find strong technical grounds for assuming

s of the underlying distribution. This is generally the case when randomness or 3
fe of unpredictableybehaviour is produced by a complex physical system, such as a

that is
health
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pgion.

thastic
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t least
numan

user or a com
level of detail
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puter. In this case, the large physical system cannot usually be understood at a sufficient
to support thekind of technical argument backing the stochastic model required i 6.2.1;
perties like-stationarity are often not given.

6.2.2.2 Requiréments

alysis
is to lower-bound the amount of entropy collected and to identify any plausible conditions that can lead
these entropy claims to fail. In contrast, a stochastic model aims to derive a conservative, but ultimately
realistic, estimate of the amount of entropy acquired by a mechanism, including a quantitative
characterization of the distribution in weak states of the RBG.

Th d 1+l L | L radl 1 3 £l i Tl 3 £l it
€ vendor siram e proviatanetristrcanarysts-ortneentropy - source—Tneamrorneuristic=a

The distribution of the random source output shall still be constrained to a family of distributions and
a rationale shall be submitted that explains why the true distribution of the values under study can
be expected to be contained in the claimed distribution family even though the processes producing
the targeted intermediate output are only incompletely understood on a technical level. Naturally,
such heuristic analysis shall always aim to err on the side of caution, i.e. underestimate the entropy
provided. This includes assuming the greatest technically plausible ability for an adversary to influence
or observe entropy generation.
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6.2.3 Physical and non-physical sources

In the context of this document, intuitively, a random source is a component of an RBG which generates
an at least partially unpredictable bit stream and for which the vendor has submitted either a stochastic
model as outlined in 6.2.1 or a characterization of the produced entropy based on heuristic reasoning
as outlined in 6.2.2. The function of a random source within an RBG is, thus, to produce genuinely non-
deterministic behaviour. In some cases, random sources can be quite complex: think, for instance, of
a system that draws entropy from user activities on a standard computer. In this case, the “random
source” is the software component inside the computer which extracts information on the system state
and writes it into a suitable buffer for post-processing together with the user who performs actions that

are to some degree genuinely unpredictable.

On thd other hand, dedicated random sources based on physical effects can be relativg
instange, consider a small circuit that switches between two states in response to single p

ly simple: for
hotons hitting

a smalf photo sensor and the state of which is read out at intervals dictated by an external clock.

This djstinction between simple and complex random sources is of some impgritance in th
and supsequent evaluation. While, for dedicated physical sources, a solid undexstanding of
of the [source on grounds of technical analysis can be gained, this is generally infeasiblg
non-physical random sources. Therefore, this document distinguishes between non-
randoin bit generators based on a true, dedicated physical source (TNRBGs) and random

based pn a non-dedicated source (NNRBGs).

if a stofhastic model supporting the security claims for théshardware component has been subm
plausible by the vendor. On the other hand, the same RBG-¢an be considered an NNRBG if the same
for the joverall construction are supported at least in paxt’by heuristic reasoning regarding entroy
user inferaction.

NOTE It is conceivable that with very conservative entropy claims, the random source of an
evaluafed to a similar level of assurance andiindeed using similar methodology as would be done
physicgl source. In that case, one would fer instance in a user interface device not focus on the er
by useyf interaction but on sensor noise present in the device that captures user interaction. Howe
this is dlifficult as one usually does.not'have access to the raw data captured by such devices (e.g.
opticalmouse does not allow onetoraccess raw data from its optical sensor). Also, even if the raw d
were afcessible, the digitizing mecthanism itself can be realized with much less complexity in a
than isjthe case in a device eriginally designed for another purpose.

6.2.4 | Overview of the evaluation of the random source of a TNRBG

In the
the ra
the ra

evaluatien{of a TNRBG, the study of its random source focuses on showing that,
hdom seurce output (the raw random bits), there is sufficient entropy and more
v random bits follow a distribution that is suitable in terms of supporting the sg
made for<the whole construction. The random source shall be described by a stochast

eir modelling
the behaviour
p for complex,
deterministic
hit generators

[ or an NNRBG.
onent and user
fomponent and
tted and made
security claims
y derived from

NNRBG can be
for a dedicated
tropy supplied
ver, in practice
an unmodified
atain question
dedicated RBG

pt the level of
benerally that
curity claims
ic model that

includesatt technicatty ptaustbte fatture tasesand which 15 supported by technical arg

uments based

on the source's design. The evaluator shall check that the technical arguments based on the design
of the source supporting the assumption that the source behaves in accordance with the stochastic
model of the source are plausible. The actual entropy output and other security relevant features of the
output distribution of the real device shall be derived using statistical tests as described in Annex A,
under the assumption that the stochastic model holds. In addition, the evaluator shall check whether
test data indicates that the stochastic model holds. The vendor shall supply the stochastic model and
all supporting documentation thereof and clearly indicate what stage of random number generation
within the whole design the stochastic model targets (see Annex A).

The vendor shall also clearly indicate what effects if any are expected on the random source by ageing,
a change in operating conditions (for all operating conditions specified by the vendor, e.g. temperature),
or long-term use.
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Finally, the evaluator shall verify that the claimed security properties of the random source are sufficient
to support the security claims made by the vendor for the RBG-level output if any post-processing steps
that can be applied are correctly implemented according to the mathematical description of such steps
as provided by the vendor. The evaluator shall also check that the stochastic model in conjunction with
online health and total failure tests and test data submitted as part of the evaluation documentation
support the security claims made for the source. Standard cryptographic hardness assumptions (e.g. on
the one-way properties of hash functions or block ciphers) can be used in the latter argument.

6.2.5 Overview of the evaluation of the random source of an NNRBG

In the case of NNRBGs, a dedicated physical random source does not exist, and the random source
used is generalytoo-complex-tobe completelyy understood by the evaluator-Any technical argument
supporting the claim that the output of the random source follows a distribution from a payticular
family of disfributions shall therefore remain incomplete. Instead, the vendor shall supply heuristic
reasoning pufsuant to 6.2.2.2 to show that the output at the random source level stays inside some,
possibly broaflly defined, family of probability distributions. The evaluator shall check the plausibility
of the heuristic analysis so given. The vendor shall further supply experimental’evidence that the
heuristic reagoning is valid, and this experimental evidence shall also be verified by the evaluator.
Finally, the eyaluator shall verify that the claimed security properties of the random source,|to the
extent that they are backed up by the given heuristic reasoning, are sufficient'to support the s¢curity
claims made py the vendor for the RBG-level output if any post-processing steps that can be gpplied
are correctly implemented according to the mathematical description«ofsuch steps as provided|by the
vendor. Standprd cryptographic hardness assumptions can be used.

6.3 Generdl design template and taxonomy for non-deterministic random bit
generators

6.3.1 Overyiew

In the design pf an NRBG, existing standards and-best practice documents generally leave the ddsigner
more degreeq of freedom than with most other*widely used cryptographic constructions. Dedicated
random bit generators inherently involve (fhe design of specialized hardware, where very low-
level details ¢f hardware design have anlimpact on the security and the performance of the pverall
construction.[On the other hand, NRBGs without a dedicated source shall use various low-eptropy
sources to geherate unpredictability.Fhe success of this depends ultimately on the amount of eptropy
that is available from any of these sources in a given situation. The problem of developing a raindom
bit generator [therefore is muchless suited to a solution that fits all use cases than is, for instangce, the

Nonetheless, in terms of high-level design, templates underlying most practical NRBG constructigns can
be identified, pnd choices in high-level design have a direct impact on the documentation requir¢ments
and evaluatiop stepsthat are necessary to assess the quality of an NRBG. Subclause 6.3 has the following

— introduce a general design template for NRBGs to be evaluated in this document;

— introduce the taxonomy of non-deterministic random bit generators that is to be used in this
document and link it to some extent to the relevant parts of ISO/IEC 18031;

— outline best practices with regards to NRBG high level design;
— explain the evaluation steps that are influenced by the high-level design of the RBG;

— define documentation requirements related to the high-level design of the RBG.

6.3.2 Functional model of a NRBG

In general, an NRBG takes as input a stream of unpredictable input bits produced by an entropy
source and possibly some additional, can be predictable, input and generates from this a stream of
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output random numbers. In an efficient NRBG construction, the memory used up by this shall be fixed
and the functions that compute the next internal state and the next output shall be efficient. These
considerations effectively lead to Figure 1 as a general NRBG template.

For the purpose of this design template, the primary entropy source is the entropy source on which the
security claims made by the vendor rely. The vendor shall, in the documentation submitted by them to
the evaluator, unambiguously identify the elements that correspond to the components of Figure 1 in
their design.

The activities that need to be performed and the documentation that vendors should submit in the
course of the evaluation of a non-deterministic random bit generator depend on the type of random bit
generator. For this reason, the following taxonomy of random bit generators is used by this document.

NRBG§$ can be specified into sub-classes along at least three different axes:

a)

b)

© ISO/IEC 2019 - All rights reserved

NRBGs can be classified depending on the nature of their entropy source. Depending|on the nature

of|the primary entropy source, the NRBG will be either a TNRBG or an NNRBG. Thi
ctly to the distinction between physical and non-physical entropy seurces in ISO
tefms of minimal requirements on a DRBG, the evaluator shall verify that a TNRBG
atla minimum the requirements of ISO/IEC 18031:2011, 8.3.1.2 and 8.3.2.2 on RBGs
sources and that an NNRBG meets the requirements of ISO/IEG.18031:2011, 8.3.1.2
RBGs with non-physical entropy sources. Beyond this impact onh minimal security

the choice between a TNRBG and an NNRBG also influeneeS’documentation. The e
TNRBG shall always use a stochastic model of the primaryientropy source. The vendos
cajn submit heuristic reasoning pursuant to 6.2.2 instead.

BGs can be classified depending on whether they are hybrid NRBGs or pure NRB
BG, a significant part of the security assurance.of the NRBG comes from cryptogray

b corresponds
IEC 18031. In
design meets
with physical
that apply to
requirements,
aluation of a
of an NNRBG

is. In a hybrid
hic processes

ilar to those employed in a strong deterministic random bit generator, but entropy is in addition
hered and mixed into the internal state(on a regular basis from a true entropy soygrce. In a pure
BG, in contrast, the output of the NRBG is derived from the output of the random source by a
nsformation which cannot hide at/least a total entropy loss of the source from hn adversary:
ically, non-cryptographic mearns; i.e. by much simpler conditioning, compression or mixing
chanisms such as von Neumann correction or linear feedback shift registers usgd as entropy

accumulators. Hybrid NRBGs-¢an, if designed properly, achieve security propertief that neither
pyre non-deterministic nor;deterministic RBGs can achieve: unlike deterministic RBGs, they can
achieve enhanced forward secrecy, whereas unlike pure non-deterministic RBGs, p hybrid RBG

cajn be able to continueproducing output suitable for cryptographic applications ev¢n if the noise
source fails in a way)that is not detected by health tests. Also, achieving undifferentiability from
ideal source under all computationally feasible statistical tests is at the least very difficult in
pyre non-detérministic RBGs, but conceptually easy in DRBGs and hybrid RBGs. H¢nce, whether
ar] NRBG js-pure or hybrid needs to be considered when certifying certain securitly claims. For
inftance,suppose that one security claim on the output of a pure NRBG is that the putput cannot
at[realistic sample sizes be distinguished from ideally distributed data. Since in a pure NRBG the
oytput generation and state update functions are not cryptographically strong, then very strong
arguments is needed to support such a security claim. Unprocessed data from a physical entropy
source (“raw random numbers") typically exhibit at least some miniscule deviation from ideal
random numbers which can be detected when analysing large amounts of data.

NRBGs can be classified according to whether they are entropy compressing or entropy expanding.
An example of an RBG which can reasonably be called non-deterministic, but which can under
circumstances expand a smaller amount of entropy into a longer sequence of (cryptographically
strong) pseudo randomness is the /dev/urandom generator in UNIX-like operating systems.: over
short enough time scales, /dev/urandom behave exactly as a deterministic random bit generator;
but reseeding is still continuous, i.e. the RBG tries to retrieve as much entropy as possible from the
entropy sources present in the system, and assuming proper functioning of the entropy gathering
process, there are some guarantees on the information-theoretic unrelatedness of outputs which
are generated at sufficient (but not excessively large) temporal separation. Whether an NRBG is
entropy compressing or entropy expanding is important mostly in terms of certifying security
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claims related to the entropy of the output bits. For instance, an RBG that creates 256 bits of output
for any 128 bits of entropy is generally only be able to support cryptographic applications up to the
security level of 128 bits. Therefore, the vendor shall explicitly state how much entropy is claimed
for each call to the RBG, depending on the parameters with which the RBG is called. The vendor
shall indicate whether the data returned by different calls to the RBG can reasonably be treated as
independent random data in an information theoretic sense. If, in the previous example, the RBG
were to buffer the 256 bits of output containing 128 bits of entropy and deliver the first and the
second half of the buffer to different callers, the security claim of 128 bits would not hold in an
information theoretic sense (though it can still be secure in practice).Entropy compressing NRBG
on the other hand aim to produce bit strings containing an amount of entropy equal or at least very
close to the length of the output. To achieve this, they usually use compression, e.g. hash functions,

to increa
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Figure 1 — Block Diagram of NRBG

6.3.3 | Compgonents of a NRBG

6.3.3.1 /General

The following subclauses provide an overview of the evaluation steps required for each block illustrated
in Figure 1. The focus of this subclause is on the technical content of the evaluation steps for each
component. Detailed documentation requirements are treated in Clause 7.

6.3.3.2 Primary entropy source

This component serves as the source of unpredictability in the NRBG by providing data to be processed
by the internal state transition function. In a NRBG, unpredictability is based on the use of one or more
sources of entropy. These sources are known as entropy sources and can be further classified as either
physical or non-physical.

The vendor shall provide a stochastic model of the primary entropy source respectively of the raw
random numbers in the case where the primary entropy source is a dedicated device (i.e. if the NRBG is
a TNRBG). If a failure is detected, the RBG shall not output random bits for which any claimed security
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properties (e.g. amount of entropy) have been affected. Another stage of random bit generation than
the raw random numbers can be targeted by the stochastic model, but it shall be clear which part of
the random bit generation process is being modelled. This stochastic model shall be based on at least
a qualitative understanding of the processes that give rise to the generation of entropy within the
primary entropy source. If several entropy sources are used by a random bit generator, the source
on which the vendor’s security claims are mainly based shall be regarded as the primary source for
evaluation. Stochastic model submitted by the vendor shall satisfy the requirements of 6.2.1.

If the primary entropy source is not a device originally designed to provide entropy, it can be necessary
to submit in place of a stochastic model a heuristic analysis of the entropy collecting process reliably
lower-bounding the entropy collected. This heuristic analysis shall meet the requirements of 6.2.2. In
this case, evaluation testing and online health testing with the aim of verifying entropy lower bounds
respectively fissuring that the RBG has not entered some technically plausible state in whikh the
claimed entrdpy lower bounds fail to hold shall be performed on the digitized raw entropy-databefore
it enters postjprocessing.

Furthermore,
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the test resul
after health t
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Es before using the data. This avoids a situation where the enttopy source breaks
pesting, but before or while gathering data (possibly due to-an“external attacker).
able to detect all realistic failure modes of the noise sourcethat can lead to an into
of the quality of the raw random numbers. The proper functioning of the state tra
he output generation function is more properly tested by known-answer tests. If k
pf these functions are performed online, special carélshould be taken that no interf
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that health testing is easiest to perform omthe raw random numbers, as statistical dlefects
detectable at the earliest stages of random bit generation. However, other apprpaches
y valid if there is strong technical support for the conclusion that intolerable devjations
Ired distribution is detected. Additionally, it is worth mentioning that health testipg can
bvered by approaches that do not test the random numbers at all, but which e.g. monitor
tate of the noise source (e.g.voltages in a noise diode) to detect tampering or accidental
imary entropy source can-be complemented in some design by additional entropy spurces
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state transition functions control all the operations that alter the internal state.
hndatory functions that place the output of the entropy source into the working sta
art of the internal state to the output generation function.

state-transition function of an RBG will generally play an important role in
the’entropy source into the internal state and in ensuring that the final RBG oul

These
ke, and

nixing
[fput is

indistinguishable from an ideal source.

In principle, the internal state transition function of a NRBG can be a non-cryptographic construction,
such as a conditioning function intended to increase bitwise entropy and remove statistical
dependencies in the output by discarding in a suitable way some of the information contained in the raw
random numbers. For instance, von Neumann correction, if applied to an independent and identically
distributed but biased source, will yield independent, identically distributed, and unbiased output.
However, to obtain strong assurances about the output produced by such methods, one generally needs
to understand the distribution of the raw random numbers, including any dependencies between them,
quite well and in a quantitatively accurate way.

The required constraints on the behaviour of the raw random source cannot be obtained entirely by
empirical study of the source: for instance, if one tries to assume generically that the random source is a
simple machine with just a small number of internal states and some limited ability to be influenced by
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its environment, a probabilistic finite state machine can appear like a natural mathematical model of that
situation. The machine will produce outputs (bit strings) and receive inputs (changing environmental
conditions such as temperature or voltage, which need to be discretized in this model). But the sample
sizes needed to detect potential long-term dependencies that can severely lower the entropy of at least
some bits of the output grow in the general case exponentially with the number of assumed internal
states already in this model (note that this holds both for dependencies of outputs on changing inputs
from the environment and dependencies between subsequent output bits with no input).

Generally, assumptions on the stochastic behaviour of the source will be needed to obtain strong entropy
guarantees, such as the absence of practically exploitable multi-step dependencies or deviations from
stationarity. These assumptions shall be justified by means other than statistical testing. Therefore, to

apply statistical testing methods to the problem of ensuring that a raw random number so
sufficient entropy for cryptographic applications, it is necessary to derive from the desigy
a partjal mathematical description, i.e. a stochastic model, that places determining the e
of the $ource into a class of efficiently computationally tractable problems.

For ingtance, this can be the case if the vendor can provide solid evidence that.the design
impliep that the source should emit an independent and identically distributed byte strear]
testing can on the one hand establish the min entropy of the byte stream based on the III
and or] the other hand test the [ID assumption in ways that will be based on knowing pl3
modeg of the device under examination.

In termhs of resilience and general security properties, it is advantageous for the state {
outpuf functions to have strong cryptographic properties. Ideally, it should be possible to
secrecly, backwards secrecy, and enhanced backwards seérecy assuming a high-entropy
even if the noise source fails totally after initial seeding;

The eyaluator of an RBG construction shall checkythat any post-processing and cond
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stochastic model of the raw random numbers. These evaluation steps shall consider the]
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6.3.3.5 Output generation function

This component provides random output to the requesting application by processing all or a subset of
the bits in the current internal state and any subset of the optional additional inputs.

Depending on the properties of the entropy source and the state transition function, the output
generation function will generally serve as an important component in obtaining backward and
particularly forward secrecy. The component can, if properly designed, prevent in this context the
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random output from revealing information about the previous or current values of the internal state,
entropy source inputs, or other random outputs.

NOTE Theoretically, it is possible to achieve nearly perfect behaviour in an RBG with trivial state transition
and output functions: one “just” uses a near-perfect entropy source. However, designing a physical entropy source
to generate, without a need for cryptographic post-processing, unbiased, identically distributed, independent
random bits is hard; designing such a source which can be shown to a high level of confidence to have these
properties is even harder. Also, such an RBG will still fail quickly if the noise source deteriorates in a way that is
not detected by the health and failure tests. On the other hand, the design of deterministic random bit generators
is well understood. Therefore, it is highly advisable for the state transition and output generation function to
work together in such a way that the RBG will even with predictable input from the entropy source after some
initial good seeding produce output that cannot be distinguished from random data by attackers not knowing
the internal state

6.3.3.6 Othler considerations

The vendor of
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them that dey

For instance,
backward seq
assumptions

from a stron
the vendor's

security with
design in que

an RBG shall perform a taxonomic classification of the RBG according toisuitable sé

a minimum, it shall be noted whether the RBG is non-deterministi¢_or determ
hding or entropy compressing, whether the output is expected basgd on cryptog
mptions to achieve indistinguishability from an ideal source as well as whether bac

s arrived at. Additionally, the vendor shall point out any properties of the RBG kn
iate significantly from a generic member of this class.

ure, forward secure and enhanced backward secure based on standard cryptog
hs well as enhanced forward secure based onbeing reseeded with 120 bits of e
b physical random source at each invocation: Generically, one would then expe
becurity claim is that there exists no algorithm which can break, for instance, fq
feasible data, time or memory requiremeénts. But it is possible to imagine that w
stion, this is not strictly speaking trueand that instead the vendor's claim is ju

curity
nistic,
raphic
kward

hird secrecy, and enhanced backward and forward secrecy are achieved and on what basis

bwn to

suppose that a vendor claims that their RBG is a hybrid) entropy expanding RBG wihich is

raphic
htropy
Ct that
rward
th the
5t that

forward seculrity can only be broken by a memory- and time-efficient algorithm after the aftacker
has performed a one-time large precomputation to find the attack algorithm or if the attacker has
themselves generated certain parameters td-be used in the algorithm. Such deviations from sg¢curity
expectations [based on claimed standardisecurity properties of the RBG shall be clearly mentioned
in the documgntation submitted to the‘eévaluator and shall be carefully considered by the evaluator
when arriving at an evaluation result-If a security property of an RBG is found which greatly d¢viates
from expectations based on the taxonomic classification of the RBG and which is not mentioned in the
design rationple submitted, the security claims affected by the unexpected property should normally
be rejected by the evaluator.

7 Conformance testing of NRBG

7.1 Overview

The goal of conformance testing in the context of RBGs is, in general terms, to show that the security
claims made by the vendor are delivered by the implemented RBG and that the security claims made
by the vendor at a minimum include the security requirements on the appropriate type of RBG as given
in 6.3. With regards to the entropy source employed, this means that the vendor shall submit well-
defined security claims in the form of entropy estimates derived from a stochastic model of the stage
of random bit generation targeted by the stochastic model, usually the raw random numbers together
with evidence that the stochastic model has plausibility given the physical details of the source’s design.
The tester then shall check that the reasoning linking the stochastic model with the design of the source
and with the security claims is valid and that testing of the raw random numbers does not yield results
contradicting the stochastic model.

Additionally, conformance testing shall ensure that the deterministic components of the RBG
construction such as the state transition, output generation, health, and failure test functions are
implemented according to their specification. The specifications of these components itself shall be
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checked in a separate testing step for being suitable in terms of the entire RBG construction reliably
providing a random bit stream indistinguishable from that emitted by an ideal source.

Conformance testing of a NRBG can be performed by a laboratory for a validation authority. The NRBG
can be a component of a cryptographic module whose requirements are described in ISO/IEC 19790.
ISO/IEC 18031 describes an overview and requirements for a NRBG but cannot describe a specific
implementation or design. The implementation or design will be dependent on the sources of entropy
and the requirements of the consuming application and can either be implemented in hardware,
software or a combination thereof.

Therefore, for the purposes of this document, conformance testing shall determine if the design and
implementation of an RBG supports the security claims made by the vendor. The evaluator shall
deterthine whether the security claims made by the vendor conform at a minimum to th?:|:‘equirements

on thelappropriate type of random bit generator as given in 6.3. Any security property\(such as forward
securi ed at a 100-
bit sed ck using only
classig

'y, backward security, enhanced backward security) shall at a minimum be-¢lai
urity level. Security properties that have a known polynomial time quantum att3
al queries to the RBG shall not be accepted in this document.

7.2 Testing

7.2.1 | Design documentation

The vendor shall provide complete documentation of the NRBG design and implementation to the
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RBG output.

components can include LFSRs, noisy diodes, thermal sampling, analogue to digit]
y service calls from other compoehents or modules, clock readings, memory cach
ious human-induced measurements, such as the time intervals between keyst
hents, etc.

t of gathered entropy and the claimed randomness of the raw random numbers.

cumentation shialt’provide a stochastic model of an appropriate stage of random
lly, of the rdw.random numbers) or strong heuristic arguments lower-boundin
ed if it isdiot feasible (for non-physical RNGs) to fulfil the documentation requi
stic model of some stage of random bit generation as laid out in 6.2.1.

Ustially, a heuristically augmented lower entropy bound will not be tight, i.e. it will
y\drgin in terms of the ratio of internally generated entropy versus number of rando

illustrates all
Ce. If multiple
cribed cannot
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bcumentation shall provide the vendor’s rationale on determining the relationship between the

hit generation
b the entropy
Fements for a

fequire a large
 bits emitted

by the

BG (in other words, the post-processing will have a high "compression factor”]. Lower entropy bounds

derived from stochastic models will be tighter and thus allow for more efficient post-processing constructions.

7.2.2

Analysing entropy

7.2.2.1 Overview

The vendor shall provide an analysis of entropy. This means that the vendor shall provide arguments that
will allow a random number generator expert who is knowledgeable about the principal components of
the proposed random bit generation device to arrive at a reliable judgement as to whether the entropy
claims made by the vendor are to be accepted. The guiding criterion in making this determination shall
be whether it is possible to imagine operational circumstances under which the entropy claims made
by the vendor fail. To this end, the vendor's heuristic analysis shall include assumptions on the ability of
an attacker to observe or influence the device during operation.
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Normally, this analysis should be based on a stochastic model of an appropriate stage of random bit
generation. If it is infeasible to understand entropy production at the level of detail that is required to
obtain a useful stochastic model, then in place of an analysis by use of a stochastic model a heuristic
analysis deriving a reliable lower bound to the amount of entropy collected can be submitted. In this
case, the vendor shall explain why the construction of a stochastic model is infeasible.

7.2.2.2 Requirements
The vendor shall provide the following documentation:

— a stochastic model of an intermediate stage of random bit generation (normally the raw random
numbers) that can be used to derive an entropy claim for the output random numbers if free
parametdrs are fixed to specific values. See 6.2.1 for detailed documentation requirements, pn this
item. If s¢veral sources of entropy are used, stochastic models shall be provided for each fource
which is dlaimed to contribute to overall entropy generation. If it is not feasible to obtajin a’sto¢hastic
model of the random source and to support it with strong technical arguments based 6n the |[design
of the soyrce, heuristic arguments in accordance to 6.2.2 which reliably lower-bgund the ehtropy
acquired an be submitted in place of a stochastic model;

— a derivatjon of entropy claims for the output random numbers based{ena stochastic maqdel or
heuristic pnalysis of the stage of random number generation modelled-in‘the previous step;

— an explanation of any post-processing steps that transform the raw random numbers into the putput
random numbers. The exposition shall be detailed enough to allow independent re-implementation
of the podt-processing steps. Test vectors shall be given for allion-trivial post-processing steps or a
standard|shall be referenced that contains such test-vectons;

— an explanation of health-tests (all total failure tests.and online tests) done during start-fip and
operatior] of the device to ensure that the raw random numbers produced at the random fource
are of sufficient quality. The health testing requirements for random bit generators of functipnality
class PT(.2 according to Reference [7] can serve as informative guidance if a dedicated random
source is peing used. The health tests perfotrieéd shall cover all realistic failure modes of the flevice.
The detefmination of what realistic failure modes can look like shall be based on an understanding
of the physical processes used in the entropy source; and

— adocumdnt explaining unambiguously the claimed security properties of the overall constrijction.

In the case where randomness . iS:supplied by a complex natural system such as a human user, the
stochastic mddel of derived rdndom events can be replaced by heuristic bounds on the min eptropy
gathered frorh the relevant events. These heuristic bounds shall be carefully argued for based on an
adversary's apility to observé the relevant environmental inputs and on their observed variabilify. The
worst plausibje case shall'be used.

If multiple enjtropy sources are used, it is admissible to add their contributions to a joint eptropy
estimate if a $t@ehastic model of their joint distribution backed by strong technical arguments jallows

thls or, failinb H'\af’ if cfrnng heuristic orgnmnnfc canhbe ginnn for accnming them inr‘]apnnr‘nnf

7.2.2.3 Examples

7.2.2.3.1 Overview

In the sequel, some examples are given of the heuristic analysis of entropy that the vendor or testing
laboratory shall provide. These are meant to outline the general lines of argument that heuristic
analysis can follow; if one says, for instance, that three bits of entropy can be extracted from timing the
intervals between user-induced keystrokes, this is not meant to imply that this is a generally acceptable
estimate. Whether such an estimate is justified depends on the particulars of the situation at hand,
not least on the extent to which an adversary is able to gain information about the timing of said key
strokes.
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7.2.2.3.2 Human-driven entropy generation

Human-driven entropy generation means using data on events triggered by a human user to generate
entropy. In this case, it is ultimately unknown to what degree the noise source can be predictable, and
therefore deriving a model of the distribution of the entropy containing raw data that can be backed up
by technical arguments will be impossible. Therefore, entropy claims will in this case not be derived
by examining a stochastic model of the entropy generating process but by lower-bounding the entropy
collected by heuristic arguments.

In the case of human-driven entropy generation, the vendor can for instance say that three bits of
entropy are gathered by measuring the time intervals between subsequent keystroke events. For
example, the vendor can argue that based on the operating conditions of the device, an adversary can
estimdte the time at which the human user starts entering data on the keyboard at most yith precision
one sefond and that similar restrictions apply for acquiring timing data on any subsequent keystrokes;
furthef, the vendor can argue that speed typing records suggest that even highlytrained humans are
unablg to accurately type more than about twenty letters per second, indicating that|the standard
deviatjon in keystroke timing in a very highly skilled typist can be of the otdér of 10 nps. If the time
ement has millisecond precision, one can then assume that a sequenoe of keystrgkes will yield

r to partially
btance, in the
itself instead

If duripg the review of the entropy generated by any kind of entropy source it becomes
the amount of entropy gathered by a certain* process depends on variable external f]
instange in the preceding example, on thesampling frequency of an attached hardwar
worst [identifiable case that does not involve preventable adversarial action shall be

nl11.

apparent that
hctors (as for
e device), the
hssumed. The

vendor shall explain the worst-case segenario they identified and how they identified it.

7.2.2.3.3 Entropy generation.by dedicated physical devices

If the primary entropy source‘is a dedicated physical device, the vendor shall submit a stofchastic model

of a sujtable stage of outpiit generation of said device.

btope coupled
| decay events
r time period,
lecay and the
pf the number
shall provide
a stochastic model of the raw random number sequence and reasonmg to support that model.
The vendor shall further derive an estimate of the entropy gathered from that model. Note also
that in this scenario, not all outcomes (numbers of decayed atoms) are equally likely. Instead, the
distribution is centred on its mean value. Therefore, the vendor should either use the min-entropy
estimate or come up with another reasonable and statistically sound lower bound on the generated
uncertainty.

— If the entropy is.geénerated by a physical device such as a sample of a radioactive is
with a detectjon device for nuclear decay events, such that the average rate of detectec
is known and'the random value is the number of atoms that have decayed in a particulg
the vendor or laboratory shall state some known facts about the mean rate of the
measuring dev1ce and also about either the distribution or at least about the variance

If the entropy is generated by oscillating rings, the vendor or laboratory shall explain the design
of the random noise generator. The design description in Reference [3] can serve as an example.
However, to complete the description of the entropy source from the referenced presentation,
the vendor or laboratory shall provide an explanation, at least heuristically, how the jitters are
measured, how these measurements are used to generate the raw random number for the NRBG
and how much entropy the raw random number carries. Again, the design description by the vendor
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shall lead to a stochastic model of the raw random numbers produced by the noise source which can
be tested, and which can be used to derive a reliable lower bound to gathered entropy.

— If the RBG is reseeded frequently, an estimate of the pool's entropy can be increased accordingly
until limits given by the design of the entropy pool and the output generation function are met
if the stochastic model of the entropy shows that treating subsequent entropy as independent is
reasonable. This can forinstance be the case if the physical entropy source is a sample of aradioactive
isotope, which continues decaying independently (in some sense, and after adjusting by the number
of the remaining atoms and changes in the reliability of detection equipment) of its history and
therefore in this case the entropy values can be added without providing any further justification
beyond considering the effects mentioned. Note, however, that if a claim of forward secrecy is made,
an estimate of the entropy contained in the entro ool that is appropriate to support claimed
security levels must be justifiable even directly after a full state compromise.

7.2.2.3.4 Entropy gathering from the operational environment

If entropy is pathered from the operational environment of a module, it will ofteirbe imposgible to
single out a sfingle, specific source of entropy that can be captured in a stochasti¢’model. Evaluation
will thereford in such a case focus on obtaining very conservative estimates ofi the amount of eptropy
collected and[on making sure that unsafe operational states are reliably avoidéd.

— If the entjropy is coming from an operational environment of the module a careful analysis shall
be made pf the source of entropy and of the ability of realistic @ttackers to observe or inflluence
the relevant portions of the operational environment. If this source is an entropy providef in an
operating system (e.g. getrandom() or /dev/random in a Linuk-based 0S), a careful analysig of the
generated entropy (possibly provided by the vendor of the ®S) is required. The vendor or labdgratory
can referto an independently published analysis of dev/random and dev/urandom such as [9]. Care
should b¢ taken to ensure that entropy claims are made only for versions of the dev/random or
dev/urandom generators that have received peer review; whether this is the case in any sifuation
depends ¢n the version of the Linux RBG under, censideration and the state of published sclentific
review (dee Reference [22]). When relying on results about the quality of an operating §ystem
entropy pgrovider, it is also important to check whether the operating conditions under whjch the
algorithn} was found to provide sufficient entropy are met. For example, an analysis can discover
that the glgorithm only provides enttepy if the hardware is x86 and if the OS does not riin in a
virtual mpchine [see following reference].

— For certafin versions of the Linux kernel and if the necessary operating conditions are satisfied,
the following line of arguments can possibly be applied unless careful analysis finds otherwjise the
dev/randgm justification isthe easier of the two. The OS satisfies a request for a randon] value
only wheh it collects_“enough” entropy; that is, when its own estimate of the collected entropy is
such thatja module/s-request can be met. For example, if the module needs to generate a 256-bit
symmetrjc key and therefore the module requests 256 bits of entropy then the OS returns not
the dev/riindom call until it is able to generate this much entropy. Until then, the module fannot
generate [thé-aforementioned symmetric key. However, the detailed setting in terms of usgd RBG
version, ntropy sources available in a Ir_\nrh'ml]:xr dnvirn’ and other relevant factors shall bd taken
into account when using any particular instantiation of the Linux RBG. For instance, it is not obvious
that the assumptions made by the entropy estimator inside the operating system hold if it runs on a
virtual machine.

In case of the dev/urandom request, the OS always sends an immediate reply back to the module. This
reply can or cannot possess the desired amount of entropy. The non-blocking behaviour of /dev/urandom
implies that the consuming application has no guarantees about the amount of entropy it receives.

To meet the requirements, the vendor shall first demonstrate that the initial call (that is, the first call
after the module has been powered up or instantiated) to dev/urandom returns the claimed amount of
entropy. A possible way to achieve this is to analyse the sequence of events that precedes this initial
call. If, for example, this sequence includes several restarts of the module and if each of these restarts
includes several events that are measured and that provide the desired uncertainty, then a heuristic
claim about the entropy in the initial call can be made. These events can include the times between
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the restarts, the measurements of an operator activity during the restarts (mouse clicks, etc.), the
values stored in certain memory locations that are known to be unpredictable during the restarts. This
argument has a good chance of succeeding for stand-alone modules; embedded modules normally do
not require multiple restarts so the use of dev/urandom in such modules is harder to justify. The same
caveats as explained in the /dev/random example apply.

If the vendor can justify having 100 bits of entropy returned on the first call to /dev/urandom, then
the vendor can often continue claiming that at least a 100 bit security strength is achieved on each
subsequent call. The basic reason for this is that many versions of /dev/random are designed to behave
like a strong PRNG after being initially seeded even if there is no additional entropy input. Hence, from
the point of view of an adversary, the uncertainty about any subset of the output sequence of length at
least approximately equal to the amount of entropy in the seed should equal their uncertainty about the
state df the seed.

NOTE
that prj

Applications that aim at providing Perfect Forward Secrecy needs a random-number generator
pvides at least enhanced backwards secrecy, as otherwise the RBG state can be viewed|as a long-term
secret knowing of which allows an attacker to compromise past protocol runs. Likewise, if in [this setting an
RBG is|used that fails to provide enhanced forward secrecy (i.e. that is not often @neugh reseeded or reseeded
with ifgsufficient entropy) then an attacker learning the internal state of the|RBG can compromise future
protoc¢l executions. In general, these example considerations imply that care needs to be taken to review the
requirgments of the consuming application before endorsing a specific RBG for use, unless the RBG is a hybrid
random) number generator with frequent reseeding, forward secrecy even'in case of failure of the noise source,
enhanded backward secrecy and ideally also enhanced forward secregy:

7.2.2.3.5 Other considerations
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e significantly from guessing entropy, i.e. it does not (in the general case of not n
utions) allow areliable prediction of the expected amount of work an adversary h
br to guess ferinstance a cryptographic key that was produced by a certain random|
er, these-deviations are largely benign from a cryptographic point of view: while ng
guessing-entropy of a distribution can be derived from knowing its Shannon entr
bn_ehtropy itself is not a lower bound to guessing entropy, such a lower bound ¢
[19F Essentially, guessing entropy is never in excess of two bits lower than Shanno
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py, and while
hn be derived
h entropy and

for dis
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han Shannon

But guessing entropy itself, besides being very difficult to estimate accurately for real-world random
experiments, does not fully answer the questions that are of interest to the evaluator of a cryptographic
random bit generator. It is possible that the expected workload of guessing a bit string produced by some
random process is very high, but that the likelihood of guessing correctly very early in the execution of
the optimal guessing strategy (on the first try, for instance) is also very high. In principle, one would
like to have some guarantee of the form that an attack that succeeds with probability p has to do guess
work of order at least N*p, for some large N (say, N > 2100),

The simplest notion of entropy that allows one to obtain guarantees of this kind is min entropy. It is
obvious that min entropy lower-bounds Shannon entropy and it can therefore be used (with possibly
about two bits' loss) to lower-bound guessing entropy. Shannon entropy, on the other hand, can have
some practical advantages over min entropy in some situations, e.g. the existence of a simple entropy
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chain rule for dependent random variables. For distributions that can be expected to deviate only in
minor ways from an ideal distribution, the Shannon entropy of the distribution will be very similar to

the min entro

py and can sometimes be easier to calculate.

An estimate of the generated min entropy that is a simplification of one of the methods proposed in

Reference [2]

is as follows.

This method would only apply if noise sources (and any conditioning components, if applicable) are
IID (independent and identically distributed random variables). See Reference [2] (section 9.1.1) or any
statistics textbook for an explanation of this notion. It is not necessary for the sources to produce a
uniform distribution of the outcomes: the probabilities of different outcomes can be different. However,
the probability distributions are identical between the sources (or between the different consequent

readings of efch source’s random output]) and these probabilities do not depend on the outco
other events generated by these sources.
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A situation shall be avoided wherein a random source is iteratively “tuned” to pass certain statistical
tests. The largest concern here is that such a development process can lead to a construction which
hides the weaknesses of the initial design from the statistical test suite used without removing
them; see e.g. the RBG presented in Reference [11] and the subsequent break of it in Reference [12]
for a real-world example of the dangers of using a suite of statistical tests as a primary benchmark
for a cryptographic RBG.

The testing shall target the early stage of random bit generation that is described by the stochastic
model”. Depending on what post-processing is performed to obtain the output random numbers from
the raw random numbers, the utility of performing statistical tests on the output of an RBG ranges
from completely useless to somewhat dubious, at least when the goal is to judge the suitability of the
underlying random source. Tests on the output random numbers can be useful too, but in general
only for assuring that the transformation from raw random numbers to output random numbers
has been implemented satisfactorily.

© ISO/IEC 2019 - All rights reserved


https://iecnorm.com/api/?name=ad537be0c103aae46829c1e5987c34de

ISO/IEC 20543:2019(E)

The vendor shall further demonstrate that the test result supports the vendor provided rationale.
Typically, it takes several statistical tests to obtain a reasonable estimate of entropy. Some tests establish
the degree of confidence in the independence of the observed values. Other tests can examine the
short and long runs of bits and again, check the behaviours of these runs for their consistency with the
claimed properties of the tested source. References [1], [2] and [7] can be used as informative guidance.
The rationale shall be mathematically sound and consistent with vendor claims of randomness. The
choice of tests shall be suitable to refute the stochastic model of the random source provided by the
vendor if it fails in ways that appear reasonably plausible on inspection of the source’s construction.

The vendor shall provide documentation on the development process of the random source along with
the design rationale. The evaluator shall then check that the development process avoids concerns
about the design having been tuned to pass a given statistical benchmark.

Annex|B provides tests files for exemplary statistical tests. Reference [2] shows a sequenck of statistical
tests that would allow a vendor to test if the noise sources are IID. These tests can be‘used|to test the IID
assumption in the sense that they can have a chance to refute it. However, the [ID:assumpfion shall also
be supported by a qualitative understanding of the noise source. Statistical tests alone are insufficient
to supporta claim of independent and identical distribution of the raw randombits. The t¢st result shall
be collected at representative environmental conditions inside the normal‘operating rarlge (e.g. 25 °C,
0 °C, +1L00 °C for temperature). To the extent that the device itself is ngt capable of detecting excursions
from the normal operating range, it shall be ensured by operational ‘guidance that the| device is not
subjecfed to conditions outside the regime so indicated.

NOTE There are many ways in which a random source can fail to produce IID output, buf a finite set of
statistilcal tests can in practice only detect a limited number of.specific defects. For example, an pntropy source
with cqmplicated dependencies between its output bits or whose related output bits are not close to each other
is not IID and can have exploitable weaknesses. But it is_cénceivable that such a source can still reliably pass
statistilcal blackbox tests for I1D.

7.3 Evaluation

7.3.1 | General

Evaludtion of a NRBG can be performed by a laboratory in accordance with a given evalugtion standard
and agsociated evaluation methodology. The NRBG can be a component of a cryptograpHic application
or appliance whose requirements are described in ISO/IEC 15408 (all parts).

7.3.2 | Vendor input to conformance testing

7.3.2.1 General

There jare certain elements in the process of validating the design of a random bit generator for which
the evaluatorshall rely on vendor-provided information primarily. This clause will give Jome detail on
the retiluirements on vendor input to the evaluation process.

The vendor shall provide all necessary material to demonstrate evidence of the claimed performance:
— awell-defined security target;
— atechnical description of the entropy source;

— astochastic model of an appropriate stage of random bit generation (or heuristic reasoning lower-
bounding the entropy collected if obtaining a stochastic model is infeasible);

— test data obtained from the device and a statistical evaluation of the obtained test data including a
justification based on the stochastic model of why the chosen statistical tests are suitable to back
up the security claims pertaining to the random source made in the security target;

— aspecification of any health and total failure testing steps;
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a justification of why the chosen health and total failure tests are appropriate;

a specification of any post-processing or conditioning steps that are performed to obtain the output
from the raw random numbers;

a justification based on the properties of the random source and of any post-processing steps
justifying all security claims made in the security target.

7.3.2.2 Security target

The vendor shall supply a security target for the RBG. The security target shall unambiguously define
the min-entropy expected to be provided by each call to the NRBG under the least favourable operating
conditions that are still within the operational envelope of the device. An estimate of Shannon-ephtropy
is acceptable nstead of an estimate of min-entropy if the entropy defect is very low.

The entropy dlaim will be expressed quantitatively, i.e. as a number of bits of entropy percall of the RBG.

The security farget shall also outline unambiguously the range of operating conditions the de
meant to fundtion under and any additional assumptions that are needed to supp¢rt secure ope
It shall includg a claim as to the basic properties of the random bit generator. This claim shall be |
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1S as its output the raw random numbers. The description shall, in this case, cont
f what underlying physical effect is exploited to obtain randomness.

to be present in the system and shall explain how these hardware components arg
ain entropy. If subsequent security claims rely on physical effects happening withi
re components,.the description shall contain an explanation of why these physical
[o produce randomness

thastiec-model

allsupply a stochastic model of the raw random numbers, or of another appropriat

vice is
ration.
packed
r non-
ty can
bCcrecy,

which
made

htropy
tronic
ain an

ated source is used, the-description shall include a list of all hardware componen{ts that

being
1 some
pffects

p early

stage of rand

m DIU generation, as part or thie documentation supporting their entropy clalm. se

e6.2.1

for details on the requirements regarding the stochastic model. If it is infeasible to construct a stochastic
model, heuristic reasoning pursuant to the requirements of 6.2.2 can be submitted in its place.

7.3.2.5 Vendor-defined tests

The vendor shall supply evidence based on statistical testing backing up their entropy claim. The vendor
shall provide a rationale showing that the statistical tests employed together with the stochastic model
of the random source can constrain the amount of entropy emitted by the random source to a level at or
above the entropy claim with a high level of confidence (see Annex A).
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7.3.2.6 Health testing

The vendor shall supply documentation on any health and total failure testing performed by the source.
This documentation shall be precise enough to allow for a reimplementation of health and total failure
testing. It shall also precisely specify the stage of random bit generation which is being tested. The
vendor shall show that deviations from expected performance causing a loss of entropy below the
security claim made by the vendor will be detected by the health tests chosen with high probability.

7.3.2.7 Conditioning components

If a conditioning component is used, the vendor shall provide the specification of the conditioning
componen ided i is why the entropy
claim made is being met at the output of the conditioning component. It shall also indlude rigorous
reasorling on whether the component interferes with any health testing measuresenplpyed and how
the component itself can fail.

8 Oyerview of deterministic random bit generators

8.1 eneral remarks

The dividing line between hybrid and purely deterministic random bit generators is |
sharplly delineated; a DRBG can reseed regularly. For the purposes of this document,

by nature not
a random bit

generdtor is called deterministic if reseeding is not performed continuously. The key
deterministic RBG to be evaluated is that under a wide range of attack scenarios it provid
cannot be distinguished from ideally distributed random data by a computationally bounc

In this|setting, there are in principle the following‘areas that need to be checked during
of a DRBG:

— Injtial seeding: The vendor shall show that the initial seeding process produces a see
thpt cannot be exploited by an adversary with full information about the DRBG de
anly claimed security properties of the DRBG substantially faster than is implied b}
stfength claimed for the DRBG¢In arguing that the initial seeding has this property, t

use generally accepted cryptographic hardness assumptions, but they shall make thes
exiplicit.
NQTE A high seed&ntropy even together with a state transition function and output gene

that work together-well is not in general enough to ensure good properties at the level of R
ingtance, it is not difficult to construct a DRBG which is forward secure, backward securd
backward secuteiif the seed state is picked uniformly at random from the set of all possible
which the state transition function also has a high number of efficiently computable fixed p
copstruction; it is possible to imagine the seed process producing only fixed points of the
fuhction while remaining high-entropy, thereby voiding all security assurances of the DRBG.

property of a
es output that
ed adversary.

he evaluation

d distribution
sign to break
/ the security
he vendor can
P assumptions

ration function
BG output. For
and enhanced
states, but for
pints. In such a
tate transition

Rdseeding:

et supplied by

the vendor, then reseeding shall use a high-quality source of entropy. The entropy gathered during
reseedings shall be quantified and the reseed process shall be subject to the same evaluation steps
as the initial seeding. The same criteria shall apply whenever the reseed process can potentially
reduce the entropy of the DRBG internal state (e.g. if part of the internal state is overwritten with
freshly generated random data). In all other circumstances, a high-quality source of entropy should
be used.

The design of the state transition and the output generation function shall be evaluated. The
security claims made for the DRBG in the submitted security target shall be reducible to hard
cryptographic problems: for instance, to well-studied properties of the employed cryptographic
primitives, such as the one-wayness of a hash function or of a block cipher when viewed as a
function of its key. The argument supporting the claimed security properties shall consider the
assumed distribution of seed values as deduced from the properties of the seeding process. All
claimed security properties shall be shown to hold under standard cryptographic assumptions
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against attackers able to execute the underlying cryptographic primitives (such as hash functions,
block ciphers) up to 2" times or to execute other calculations with a similar cost factor, where n is
the claimed security strength of the RBG.

— The implementation of the state transition and output functions shall be checked for conformance
with their specifications and against known-answer tests.

The key property of a deterministic RBG to be evaluated is that it shall, under a wide range of attack
scenarios, provide output that cannot by a computationally bounded adversary be distinguished from
ideally distributed random data. A computationally bounded adversary in this sense is an adversary
who cannot execute more instances of some simple cryptographic operation (e.g. calculation of a hash
on a single message block) than is indicated by the claimed security strength of the RBG.

The following properties shall generally be checked:

— Forward ind backward secrecy can be shown under standard cryptographicassumptions. Enlhanced
backward secrecy and prediction resistance should be checked in generators that ate to be evdluated
with the aim of using them in arbitrary cryptographic applications or if the consuming appljcation
needs th¢se properties. Of these two properties, enhanced backward secrecy is mandat¢ry for
evaluatioh in this document if the RBG is to be used in arbitrary applicatiohs; prediction resistance
is only mgndatory between reseeds, but is in general a highly desirable property to achieve bgtween
different jnvocations of the RBG.

— Initial se¢ding and (optionally) reseeding provide enough entrépy to support the cryptographic
security guarantees claimed under the previous point.

— Approprifite health tests are performed on all components of the RBG. This is most important for
the seedihg and reseeding mechanisms; health testing of.the deterministic component can be done
once at stfart-up by processing some test vectors.

Protection frgm side channel and fault attacks is of equal importance for the deterministic and the non-
deterministicjcomponent.

If the security target for the RBG claims a seeurity level for the RBG according to ISO/IEC 19790, then
evaluation of|side channel resistance shall*at a minimum include the applicable test and evaluation
methods given in ISO/IEC 17825. If neGecurity level according to ISO/IEC 19790 is claimed|in the
security targgt, then the evaluator can determine an applicable security level from the stated opgrating
conditions anfd the intended uses of the RBG and use that security level as the basis for evaluating side

8.2 Structyral overview-of a deterministic random bit generator

Structurally, [there i§ no fundamental difference between DRBGs and NRBGs. All remarlfs and
requirements| of 6:3:2 and 6.3.3 therefore apply unchanged. In terms of evaluation requirements,
the difference between DRBGS and NRBGs is one of empha51s DRBGs are random bit gengrators

e blexity

assumptions. This has the followmg consequences:

— Unlike for non-deterministic random bit generators, where certain applications which can tolerate
small statistical defects within the output random numbers no such measures are absolutely
needed, the use of strong cryptographic mechanisms within the random bit generator is mandatory
for deterministic random bit generators. Evaluators shall assure that forward secrecy, backward
secrecy and enhanced backward secrecy of the DRBG can be shown to hold under standard
cryptographic assumptions if the seed of the DRBG provides sufficient entropy. Even understood
weaknesses of the DRBG construction shall be treated with the utmost caution. No empirically
demonstrable statistical bias in the output random numbers is to be deemed acceptable for DRBGs.

— Thelack of continual reseeding also means that special attention shall be paid on the need to ensure
that the initial seeding was of high quality. Therefore, independently of the security claims made
by the vendor in the security target, a DRBG should be seeded with at least 120 bits of Shannon
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entropy and should have at least 200 bits internal state. If either of these conditions is not met, the
evaluation report shall note this, but can still accept all security claims made by the vendor.

It is mandatory that neither the seed value nor subsequent iterations of the intern

al state value

become known to an adversary. While a non-deterministic random bit generator will generally
have some ability to recover from state compromise, this is not true for deterministic random bit

generators.

9 Conformance testing of DRBG

9.1 (Querview

The gd
Clause
an RB

als of conformance testing for DRBGs are as given in Clause 7. In general, all ren
| 7 apply. For this reason, this clause will only point out some issues within the-doc
[ design that require special attention in the evaluation of a DRBG.

9.2 Testing

9.2.1 | Design documentation

In the
Clause

case of a DRBG, the design documentation submitted according to the requireme
7 shall provide evidence of achieving backward secrecy;forward secrecy and enhan
secrecly based on standard cryptographic hardness assumptions. Additionally, the design
side clhannel and fault injection attacks against the state transition and output generat
and refliably protect the confidentiality of the internal‘state. The requirements on the d
and dgsign goals of the random source to be used fenseeding are as in Clause 7.

NOTE The fact that this document mentions*the above points specifically with regards t
randonp bit generators does not in any way imply that they are not to be considered in the evaly
randonp bit generators under Clause 7. In prineiple, the same points apply to the evaluation of th
parts of all hybrid random bit generators.

NOTE Enhanced backward secrecy can from a purely cryptanalytic point of view b
constriictions that have a strong.state transition function, but which leak part of the intern

output| imagine for instance a sponge construction based on an arbitrary random-looking mapp
permutation as the cryptographic core component. However, it is worth noting that construction
leak thle internal state witheut post-processing it can yield bad randomness immediately if th
manipylate the internalstate e.g. by applying a fault attack. Also, side channel attacks can becom
is statd leakage, as the adversary can build e.g. power templates with partially known data for t
under
recomipended in-DRBG designs.

9.2.2 | Analysis of seed entropy

arks given in
Imentation of

nts laid out in
ced backward
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ion functions
bcumentation

deterministic
ation of hybrid
P deterministic

h

e obtained by
al state in the
ng instead of a
s that partially
e attacker can
b easier if there
he exact device

httack. Adding\cryptographic security guarantees protecting against partial state leakajge is therefore

The vendor sitatt provide am anatysis of Seed entropy. I e TeqUITEments for this anatysts
Clause 7.

re defined in

The vendor shall supply a stochastic model of the entropy source if using a dedicated physical entropy
source and specify statistical tests that are suitable to derive a reliable lower bound on the amount
of entropy collected. If seeding is done from a non-physical entropy source, heuristic reasoning
in accordance to 6.2.5 in support of the entropy claim for the seeding process shall be submitted.
Furthermore, a claim as to the entropy provided by the initial seeding shall be specified and shall be
justified using the stochastic model or the heuristic lower-bounding of collected entropy that was
performed by the vendor. Entropy claims for subsequent reseed processes are required only if they are
of relevance to security claims for the overall construction. In addition, a rationale shall be provided
showing that the result of the initial seeding cannot be observed or otherwise inferred at potentially
practical cost by an adversary and that any subsequent reseedings meet the same requirements at least
insofar as they are critical to the security claims made by the vendor.
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In addition to any security claims made for the seeding process, the vendor shall submit a security claim
also for the DRBG output. A rationale shall be provided showing that under cryptographic standard
assumptions the security claims for the DRBG output will be met if the same condition is fulfilled at
the seeding process. The seeding process is in principle allowed to deviate significantly from an ideal
random source provided that the aforementioned conditions are met.

10 Testing

methodology

10.1 General

To perform c

onsistent evaluation both for NRBG and DRBG it is recommended to use the fol

numbering s
requirements

10.2 Vendo}
The vendor rd
VE<requirem

requirem

assertion

sequence

10.3 Tests 1

rheme. This will also guarantee full traceability of the requirements and

" requirements
quirements are numbered under the following frame:

bnt_number>.<assertion_sequence_number>.<sequence_number>

sequence means the order in the sub clause,

number means the detailed justification to be provided.

equirements

The test requi[

ements are numbered and provide the list of the tests performed by the evaluator or

TE<requifrement_number>.<assertion_sequence_number>.<sequence_number>

where <reqy
defined in 10

irement_number>, <assertion-sequence_number> and <sequence_number> 3
2

ent number refers to conformance testing clause and sub clause for NRBG and DRB[G,

owing
esting

tester.

\re as
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Annex A
(normative)

General statistical methodology

A.1 General

This annex describes examples of general statistical procedures and models and exa

design
test, et

A2

A2.1

Statist]
sourceq

The V|
insuffi
and cd
condit
amou]
securd
numbd
as infqg

A2.2

In add
generd
output
stocha

The re

A2.3

Health

s and stochastic models which are common for different parts of this document (g
c.). [25][26][27][28]

ptatistical tests

General remarks

ical tests to be used in the evaluation of an RBG shall be tailored to the stochasti

endor shall further identify statistical tests which will detect failures or
cient entropy. The evaluator will examine the rationale provided by the vendor fq
mpleteness, check that the statistical tests suggested will reliably detect the ple
ons identified, and carry out testing to ¢determine if the random source dog
t of entropy required. In the case of mon-deterministic RBGs without a cryj
conditioning component, they will in addition check that the distribution of the o
rs is close to ideal. The requirementsfor achieving the PTG.2 property of Referencg
rmative guidance.

Baseline testing

ition, baseline statistical festing shall be performed on both the raw random num|
lly the stage of random number generation targeted by the stochastic model) 3
random numbers-Any findings that contradict security claims or that are incomps
stic model shalllead to the security claims in question being rejected.

commendediset of baseline tests is the test procedure A and B of Reference [7].

Health and total failure testing

t&sts shall be performed online and shall be designed to detect entropy defeq

mples of RNG
.g. chi-square

model of the

and executed using the stage of random bit generation¢argeted by the stochastic fnodel.

conditions of
r correctness
usible failure
s deliver the
tographically
itput random
[Z] can serve

bers (or more
s well as the
tible with the

ts significant

enoug

h to threaten any security claims made tor the RbG. The nature of the health

determined by examining all technically plausible failure modes of the RBG.

tests shall be

Total failure tests shall reliably detect a total failure of the noise source. After a total noise source
failure, the RBG shall not output random bits if any claimed security properties for these random bits
have been affected by the failure of the random source. It shall be shown that in the event of failure,
detection of failure is expected to happen with high likelihood at any subsequent invocation of the RBG.

Again, the type of statistical tests to be employed here depends on an examination of all technically
plausible cases which would lead the RBG to cease emitting entropy.
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A.2.4 Other considerations

Statistical tests performed during the evaluation of an RBG should be carried out on several independent
instances of the device and under varying operating conditions to test the assumption that the entropy
claims made by the vendor are valid for the entire operating envelope of the device under test.

A.3 Examples of stochastic models

A.3.1 Overview

In the sequel, some simple examples of stochastic models are introduced. As per 3.26, a stochastic

model of a ra
of the source
appropriate t

finding a
family of
random s

showing
produced

selecting

A.3.2 Rema

— Usually, t

It seems 1
world RB
claim of s
design of

The evaluator
further shall
are suitable f
claim made 4
output expect
before outpuf]

showing §ising arguments based on the engineering details of the entropy source that the pr

hdom source is a partial mathematical description of the expected statistical proj
which allows the derivation of entropy claims if the stochastic model is combine
st data. The vendor therefore has the following tasks:

family of distributions which contains the true distribution of the randemxSource,

distributions is reasonably expected to contain the true distribution produced
purce,

that the family of distributions is restricted enough to allow for a determination
entropy to be made based on statistical methods, e.g. parameter estimation, and

Qppropriate statistical tests as well as stating an entropy claim for the source.

rks

he family of distributions can be characterized by one or several parameters.

easonable to require the stochastic model to assume stationarity, since otherwise fq

tationarity is made, it shall of ¢ourse be supported by technical arguments based
the RBG under study.

shall verify that the stochastic model is appropriate given the design of the sourcg
Ferify that the statistical methods suggested by the vendor to derive an entropy es
br that purpose ang:give reliable results. In addition, it shall be checked that the e
y the vendor is-met by the design under all operating conditions. Finally, the e

ting data to eonsuming applications, shall be found to be suitable given the attack

perties
d with

posed
by the

of the

rreal-

Gs the verification of the stochasticcomodel can become too difficult. However, whenever a

on the

. They
timate
htropy
htropy

ed from the entire device, given any subsequent post-processing that can be performed

profile

the RBG is to pe evaluated against.
It is obvious that!some steps of this process can depend on details of implementation. The following
examples are| niednt to show how some of these steps can influence the process of evaluatign of a

random source. They are not meant to address all possible concerns or to propose designs ready for
deployment as is in security-critical applications.

In Reference [14], an estimation method is proposed which accumulates intermediate value of the

number of fre

quencies.

A.3.3 Notations and conventions

In A.2.4. random variables are denoted by uppercase letters and the values of a realization of the
corresponding experiment is denoted by lowercase letters. The same convention applies to sequences
of random variables respectively variates: here the position in the sequence will be denoted by a
subscripted index, i.e. 4; is the i-th element in the sequence of random variables 4;, 4, ..., 4;.., and q;
will be the corresponding realization. Random variables in this annex are real-valued unless indicated
otherwise. Functions of a single real variable t is denoted in lower-case letters, e.g. f{t). In a slight abuse
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