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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

The procedures used to develop this document and those intended for its further maintenance

are d¢scribed in the ISO/IEC Directives, Part 1. In particular, the different app

neede

accordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.ise.org
www.jec.ch/members_experts/refdocs).

for the different types of documents should be noted. This document’)w3

Foval criteria
1s drafted in
directives or

Attentjon is drawn to the possibility that some of the elements of this document may
of patent rights. ISO and IEC shall not be held responsible for identifying any or a
rights) Details of any patent rights identified during the development‘of the document
Introduction and/or on the ISO list of patent declarations received (see www.iso.org/pate
list of
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such patent
will be in the
nts) or the IEC

batent declarations received (see https://patents.iec.ch).

nde name used in this document is information given for the convenience of users
ute an endorsement.

explanation of the voluntary nature of staridards, the meaning of ISO specif

Trade Organization (WTQO) principles in the Technical Barriers to Trade (TBT) see

ocument was prepared by joint Technical Committee ISO/IEC JTC 1, Informati
mittee SC 31, Automatic identification and data capture techniques.

econd edition cancels and replaces the first edition (ISO/IEC 20248:2018), wh
cally revised.

hin changes are as follows:

e relationship between the Domain Authority (data owner) and the Domain Autho
clarified to be ohe*to-many. The DAID has been extended to cater for the GS1 Co
nger than 10 digits (see 7.5.3), and a method to use the primary data carrier DAID,
b.2).

e data'types and specifications have been updated for easier implementation and
pecially to support the practice of using the data type specifications to achieve optin
séd data encoding. A codebook method forms part of this update.

and does not

ic terms and

sions related to conformity assessment, as Wwell as information about ISO's adhlerence to the

n technology,

ich has been

ity ID (DAID)

mpany Prefix
f present (see

Completeness,
hized schema-

The date field type has been found to be limiting. A new human readable isodate has been specified

to

replace date (see 8.9.3.7).

The format of binary data is explicitly defined to be Hexstring or Baseé64String ensuring
interoperability and ease of use.

The bstring DDDdata has been limited to HexString since Base64 decoding can be done in more
than one way which may cause a valid DigSig to be rejected.

The digsigenv type has been changed from bstring to string with a range of Base64string, which
is technically the same, but explicit and clear.

The cidsniptext pragma (field directive) has been removed since it is not practical, not used, and
redundant. It is also difficult and convoluted to use and implement.
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— ISO/IEC 9899, Information technology — Programming languages — C has been removed as a
normative reference. Common current coding language methods replaced the C methods.

— Example cryptography methods are provided in B.4.

— Example interfaces to potential code blocks are provided in D.3.3 and E.3.3.

— Revocation has been harmonized with conventional best practices. The CID requirement to be 0 and
1 has been removed (see Annex J).

— An example implementation architecture description has been added as Annex N.

— The stru

tured document function (see 8.11) has been enhanced to support multiple languages. An

example ¢

Any feedback

tructured document is discussed as Annex O.

or questions on this document should be directed to the user’s natiomal-standards

body. A conpplete listing of these bodies can be found at www.iso.org/members.html and

www.iec.ch/n

ational-committees.
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Introduction

This document specifies a data structure framework and data specification method for domain-
authority-specified, schema-based item identification data. A domain authority is typically a brand
owner, a data authority, or a data owner.

ISO/IEC 21778 (JSON) is used as the data message format for both the schema and the data, ensuring
interoperability with modern Internet systems and services. The data message encapsulates both data
syntax and semantics, providing meaning to the data message.

The data source, data schema and data are both offline and online verifiable using ISO/IEC 9594-8 (public
key in ronment. The

C. ; + LDIZIN 1- - 1 - + 1 e + hY [P P 1 PR
Id5rutiurc (M) UIgItdl STgHdiUurcs dilu CCIULTICALES ), WILIT TULS THIPICIHICIILAUUIT €11V

data

Data

labels
in ISO
metho
(any c
specifi

Generic data are carried by the digital certificate associated with the)tag. This method allg

(comp

Addin

result;lng in high costs and system/services unavailabilify,‘This document provides a me

data
rather

essage format allows for the verification of the data message anywhere within/the

apacity and/or data transfer capacity of automated identification datal.carr
and RFID tags) are limited. This restricts the normal use of a digital\signature
[EC 9594-8, within automated identification services. This limitdatien is ovel
ds specified in this document, which recognizes the three classés of item; dats
mbination of barcodes and RFID tags), generic data which appliesjto a group of it
c data which may be static for that item, or volatile. Only item speécific data are carr

rehensive) data about a group of items to be readable and.verifiable.

b additional data, especially authenticity data, to tags are often challenging for exi

ay be added with limited impact to incumbeft Systems, facilitating an interop
than a system redesign.

data-stack.

ers (barcode
, as specified
come by the

carrier data
bms, and item
jed by the tag.
ws additional

Sting systems
thod whereby
brable add-on

This document specifies an effective and intereperable method to specify, read, decode, and verify

data s
includ

ored in automated identification, independent from real-time remote control. Mef
bd in a digital certificate are used to-achieve:

a parameters

— offline integrity verification of therdata source and data originality,

— aYerifiable data structure description to enable interoperability of deployment, domain authority
arld automated identification data carriers,

— a perifiable data eneoding method to achieve compact data to be stored in dat@ constrained
automated identification data carriers (the JSON data format is used for both inputjand output of
the encoder and decoder),

— avyerifiable-automated identification data carrier read method description, allowing for the data of

A succ

— th

technologies,

bled automatic

essful verification of the DigSig signifies:

e data was not tampered with;

— the source of the data is as indicated on the DigSig certificate used to verify the DigSig with;

— if a secured unique identifier of the data carrier is included in the signature of the DigSig stored on
data carrier, then the DigSig stored on the data carrier can be considered unique and original.

The choice of cryptography method should be considered carefully. It is advised that only internationally
recognized or standardized methods, e.g. FIPS PUB 186-4 and IEEE P1363, be used.
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This document should be used in conjunction with standard risk assessments of the use-case and
environment.

NOTE Many applications rely on a secure non-transferable unique data carrier identifier to tag an item
uniquely. ISO/IEC 29167 gives more information on such functionality for RFID tags. This specification provides
a mechanism to ensure the integrity and authenticity of the data carrier data and an irrefutable link of the
data carrier data with the unique data carrier identifier. As such, alterations or insertion of false data into data
carriers are detectable. It also provides a means to detect tampered data carrier data stored and communicated
within systems. It does not provide any means to defend against replay attacks. As a counter the data carrier
reader can use this specification to sign the read data, effectively providing integrity and authenticity to the
read-transaction. A third party can then verify that the read-transaction happened at a given place and time, as
well as verify the data read from the carrier. Likewise, the signed data carrier data can contain data describing
unique featuresand security marks of the item estahlishing a verifiable link hetween the data carrier data and

the physical itgm.
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Information technology — Automatic identification

and

data capture techniques — Digital signature data structure

schema

1 Scope

This d D U C d 1 § Y d U Ul i : i d : d d
application specification for automated identification services. It specifies a methed
stored|within a barcode and/or RFID tag are structured, encoded and digitally sigued!1§
is used to provide a standard method for key and data description management and dis
data cppacity and/or data transfer capacity of automated identification dataleatriers 3
This restricts the normal use of a digital signature as specified in ISO/IEC9594-8 with

identiflication services.

The puirpose of this document is to provide an open and interoperable method, betwe
identiffication services and data carriers, to read data, verify datd originality and data i
offlind use case.

This dpcument specifies

the meta data structure, the DigSig, which contaifnis‘the digital signature and encod
data,

certified associated public key, the structured data description, the read method;
containers,

th
D3

e method to specify, read, describe;'sign, verify, encode, and decode the structured d
ta Description,

th
ke

e DigSig EncoderGeneratoxrwhich generates the relevant asymmetric key pairs, kee
y secret, and generates the DigSigs, and

the DigSig Decoder¥erifier which, by using to the DigSig certificate, reads the DigSig f
ddta carriers, verifies the DigSig and extracts the structured data from the DigSig.

This dpcument does not specify

criyptographic methods, or

ke

y\management methods.

d certificates]
whereby data
0/IEC 9594-8
fribution. The
re restricted.
in automated

en automated
htegrity in an

bd structured

the public key certificate parameter and extension use, the DigSig certificate, whichh contains the

, and private

hta, the DigSig

ps the private

rom the set of

2 Normative references

The following documents are referred to in the text in such a way that some or all

their content

constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

IS0 8601 (all parts), Data elements and interchange formats — Information interchange — Representation

of dates and times

ISO/IEC 8824-1Y), Information technology — Abstract Syntax Notation One (ASN.1): Specification of basic

notation — Part 1

1) ITU-T X.680 is equivalent to ISO/IEC 8824-1.

© ISO/IEC 2022 - All rights reserved
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ISO/IEC 9594-12), Information technology — Open Systems Interconnection — The Directory — Part 1:
Overview of concepts, models and services

ISO/IEC 9594-83), Information technology — Open Systems Interconnection —The Directory — Part 8:
Public-key and attribute certificate frameworks

ISO/IEC/IEEE 9945, Information technology — Portable Operating System Interface (POSIX®) Base
Specifications, Issue 7

ISO/IEC 19762, Information technology — Automatic identification and data capture (AIDC) techniques —
Harmonized vocabulary

[ETF RFC 39W
IETF RFC 56464, Tags for Identifying Languages

3 Terms 4nd definitions

For the purpdses of this document, the terms and definitions given in ISO/IEC 19762 and the following
apply.

ISO and [EC njaintain terminology databases for use in standardization at the following addressgs:

)

— ISO Onlinf browsing platform: available at https://www.iso.or

— IEC Electropedia: available at https://www.electropedia.org#

31
authenticity
quality or corldition of being authentic, trustworthy, or.genuine

3.2
base64url
Base64 encoding with the URL and FilenameSSafe Alphabet

Note 1 to entry: See IETF RFC 4648.

3.3
CIDSnip
continuous bipary sequence starting with the DAID and CID encoded field values

Note 1 to entry}: See 8.3.2.

34
DataSnip
continuous bihary-er text sequence of encoded field values

Note 1 to entry: See 8.3.2.

3.5

digital certificate

certificate

data construct that contains the public key, integrity parameters and use parameters of the DigSig

Note 1 to entry: The data construct shall be as specified in ISO/IEC 9594-8.

2) ITU X.500 is equivalent to ISO/IEC 9594-1, and is the commonly used reference for standard and terminology.
3) ITU X.509 is equivalent to ISO/IEC 9594-8, and is the commonly used reference for standard and terminology.
4) 1EFT RFC 5646 is the reference specification of the IETF BCP 47.

2 © ISO/IEC 2022 - All rights reserved
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3.6

digital signature

signature

result of an asymmetric encryption method on a data construct

Note 1 to entry: The asymmetric encryption method and data construct shall be as specified in ISO/IEC 9594-8.
Note 2 to entry: In typical legal terminology, this term is the equivalent of an advanced electronic signature.

3.7

DigSig

data construct assembled according to this document which contains verifiable information obtained

A LI
from omreormoreAIDE

3.8
DigSig envelope

envelgpe

data c¢nstruct assembled according to this document by the EncoderGenerator

3.9
Domajn Authority
entity,|operating as a trusted third party, responsible for the digital'signature integrity offa jurisdiction

3.10
integrjity
reliabillity of data that are as they were created according-to the required verification parpmeters

3.11
jurisdiiction
indepgndent domain of control in terms of the business or legal (or both) scope of the parties concerned

Note 1|to entry: Examples are independent countries, separate ministries or departments of a government, or
indepehdent companies each with their ownlegal or business (or both) framework.

3.12
nibble
four-blt aggregation

3.13
pragma
field djrective

Note 1 o entry: See.Clause 9.

3.14
Private key
key thpt.s kept in secret and is used to generate a digital signature by encrypting datp that will be
verified by its associated public key

3.15
Public key
key that is publicly available and is used to verify data that were encrypted by its associated private key

3.16
Snip
continuous binary or text sequence

Note 1 to entry: See 8.3.2.

© ISO/IEC 2022 - All rights reserved 3
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3.17
UTF-8

8 bit variable-width encoding as specified by ISO/IEC 10646 of the Unicode Graphic code points

Note 1 to entry: See ISO/IEC 10646.

3.18
WORD

media physical memory grouping of bits

4 Field and data definitions, abbreviated terms, symbols, and binary data

4.1 Field aInd data definitions

Field and datq objects are defined in Clause 8 and 8.10.3.

4.2 Abbreviated terms

AFI
AIDC
BRE
CA
CID
DA
DAID
DDD
DI
DigSig [A
ERE
ID
[oT
JSON
MSB
OID
PKI
RFID
UID
URI
UTC

Application Family Identifier
Automatic Identification data capture
Basic Regular Expression
Certification Authority

PigSig certificate ID

PDomain Authority

Domain Authority identifier

PigSig Data Description

Pata Identifier (see ISO/AEC15434)
PigSig Issuing Authority

Fxtended RegularExpressions
dentification number

nternetof Things

Pata’description construct (see ISO/IEC 21778)

Most significant bit

Object identifier as specified in ISO/IEC 8824-1
Public key infrastructure

Radio-frequency identification

Unique ID

Uniform Resource Identifier

Coordinated Universal Time

© ISO/IEC 2022 - All rights reserved
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4.3 Symbols

(.
(x]

concatenate or join
repeat the previous, as required, or fill in, as required
parameters that form one structure/grouping, a JSON object

x is optional, or a JSON array

<X>
X|=y
X<y
# X
F(xy)
XXXX
0xX...

XXX,

4.4 |1
Binary

— He
A

pr]
EX

— B4
us
ch

EX

Binary

x is compulsory

y is a description of x

x takes the value of y

x is a comment until the end of the line

the function F that takes as input two parameters, x and'y, to produce an ou
.XX depicts a hexadecimal string with "0" to "9" and{'A""to "F" with 4-character

depicts a hexadecimal value with X with "0"%0 "9" and "A" to "F"

"XXX"is binary with Xa"0" ora "1"

Binary data
data shall be represented by a JSON-§tring with one of the following two formats:

xstring: The character 0 to 9 and ™A to F shall be used to represent binary values 0

non

eceded by a colon (":"). Zerog5bit padding shall be used to reach a 4-bit boundary.
AMPLE 1 ":0123:4567¢¥89AB:CDEF:0123:4567:89AB:C" and ": 92"

se64string: IETFRFC 4648 base64url with padding shall be used except when B4
ed as an input {alue for bstring where multiples of 6 bits are represented each wif]
aracter.

AMPLE 2 "VGhlIHF1aWNrIGJzyQMjezuZcA=="

data shall be represented in network byte order (big-endian on bytes).

put

broupings

00, to 1111,

HexString is a continuum of 4-bit nibbles presented as uppercase hex grouped with 4 characters

se64String IS
h a base64url

Applic

atiors stattautodistinguistr betweenr rexstring aMd Base64String Dy USITE the

(":") character in the JSON string.

5 Conformance

5.1 Specification version

leading colon

The specification version is used by data structures defined in this document. Other systems use the
specification version to identify the data structures of this document and to determine the version of
the specification.

The specification version shall be set as follows:

© ISO/IEC 2022 - All rights reserved
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specificationversionvalue < "ISO/IEC 20248:yyyy" with "yyyy" the year of the publication
supported by the implementation.

5.2 C(Claiming conformance

To claim conformance, a service shall comply with the requirements of this document.

5.3 Test authority

The tests shall be performed by a software test authority using a norm application or by code inspection.
The norm application used in this test shall be independent from the person who requests the test.

5.4 Test specification

The test specification specifies the conformance test methods for this document.
The test methods in Annex A shall be used.

The test specffication is independent of

— cryptography conformance and performance; and

— AIDC datj carrier conformance and performance.

The following components shall be tested:

— DigSig certificate format.

— DigSig data.

— DigSig DecoderVerifier.

— DigSig EncoderGenerator.

6 DigSig yse architecture

6.1 General

The DigSig EpcoderGenerator is typically an application dedicated implementation and the |DigSig

This documetF specifies a DigSig EncoderGenerator and a DigSig DecoderVerifier system component.
DecoderVerifier an application independent implementation.

A DigSig is a ptructured set of AIDC data. A DigSig may be stored over more than one AIDC deyice of
different typ¢s,,A.DigSig is cryptographically verifiable. The DigSig data structure definition, read
methods and| cxyptographic functions (DigSigs Data Description - DDD) are specified by a ETomain
Authority (DA) and published in a DigSig certificate (a version 3 X.509 digital certificate). The DigSig
certificate is cryptographically verifiable as certified by an X.509 Certification Authority. Each DigSig
certificate has a unique identifier (see 7.6) called the certificate Identifier (CID). The {DAID, CID}
is unique and contained in every DigSig as the first data of the DigSig. A reader of a DigSig uses the
{DAID, CID} of the specific DigSig to reference the relevant DigSig certificate, from which the reader
acquires the read methods, data structure specification and cryptographic functions to read the full
DigSig, decode the DigSig and verify the DigSig. See Annex B for example DigSigs and Annex I for the
DigSig data structures of an example DigSig.

The DigSig EncoderGenerator is used to generate a DigSig, on request from a data carrier programming
application. The DigSig EncoderGenerator does not include the method to create or program a data
carrier. See Annex D for a typical DigSig EncoderGenerator use architecture.

6 © ISO/IEC 2022 - All rights reserved
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The DigSig DecoderVerifier is used by a local application to instruct a data carrier reader/interrogator
how to read the DigSig from a set of data carriers and other sources to decode and verify the data. See
Annex E typical DigSig DecoderVerifier use architecture.

Certification Authority-a Certification Authority-B

Domain
Authoritu-R

DigSig Signer

Autharitu A
(DigSig Signer)
G

Jurisdiction B

Figure 1 — DigSiguse architecture

The ggneral method and properties of this document are illustrated in Figure 1.

a) Dgmain Authority A (DA-A) provides DigSig issuing services for Jurisdiction A. Simjlarly, Domain
Aythority B (DA-B) provides  DigSig issuing services for Jurisdiction B. “Issuing” entails the
validation of the data for a_DigSig, the validation of the DigSig requestor's credentials, and the
generation of the DigSig. The-DigSig requestor may be a human and/or an application

b) The DigSig certificates. issued by DA-A, each containing a DigSig Data Descriptjon (DDD) as
applicable to Jurisdiction A applications/services, are certified by the Certification Authority o (CA-
o)|for a specific sighing and certificate validity period in accordance with a Certifichtion Practice

Stptement ag specified in X.509. Similarly, Certification Authority B certifies DigS]g certificates

isgued by DA<B. Certification Authorities a and  may be the same entity.

c) THe DigSig certificates are published in a manner to allow systems S1,, S2,, S15, SZ... to acquire
themyin advance or on demand. The DigSig certificates are used by the systems to|read, decode,
and-verifyDigSigs-generatedand-stored-ondata—earriersby-the Bomain-Atthorities, e.g. Data X is
used by DA-A to generate a DigSig N X, as specified by a DigSig certificate N. The systems of both
jurisdictions use the DigSig certificates to read, decode, verify, and use the data without the need to
connect to any other system.

Annex C provides more information on DigSig use in IoT. AIDC data fulfil an important role in IoT by
providing physical objects with a digital identity and optional attributes.

Annex G provides more information on digital signature use in general.

6.2 DigSig identification and ownership

The Domain Authority (DA) shall be the owner of the DigSig certificate which specifies the DigSig data
structure schema (the DDD). The DA shall be the issuer of the DigSigs, directly or by proxy, specified by
the associated DigSig certificate.

© ISO/IEC 2022 - All rights reserved 7


https://iecnorm.com/api/?name=228efe8492f3f7f6625ae6e63e063b7d

ISO/IEC 20248:2022(E)

The Domain Authority shall be identified by its URI called the DA URI (see 7.3). The DA URI shall be
verified by the X.509 Certificate Authority when issuing the DigSig certificate.

The DigSig ownership shall be identified by the tuple {Domain Authority URI (dauri), Domain Authority
identifier (DAID, see 7.5), DigSig certificate identifier (CID, see 7.6)} as certified by the DigSig certificate
to be valid at the time of the issuance of the certificate. This validity should be valid when a DigSig is
issued.

A Domain Authority may be related to more than one DAID. A DAID shall only be related to one Domain
Authority at a given time.

NOTE A DAID is typically assigned to a company or an operating entity of a company. These entities can be

: g | Ph [P | pa | PR | e el 11 H -
traded, termingted; StSsperraet; ana resturrectetas par tornornrarousmessoperations:

6.3 DigSig|certificate process

Figure 2 desdribes the process that shall be followed to issue a DigSig certificate in lacCordande with
X.500.

AutolD Use-case D|gS|g Dfata A
requirements |~ Description |\ S
(DDD) !
|
.......................................... ! S
; | r——
DigSig|EncoderGenerator ' ' Certification
: Authority within a
Generate key pair. : formal X.509 PKI
|
|
I
I
|
Assess and L e
upfate the DigSig Send Public K&y and I AR
Ddta Description the DigSig Data b e
(DDD) Descrigtion (DDD) AR !
to the Certification
Authority [CA] as a
cértificate request | | T
PSS DigSig Verifier
o The DigSig R
The DigSig Data issue period-or. The CApublishthe | . o
Description certificate term digital certificate 1
(DDD) requires expires
an update )

Figure 2 — DigSig certificate process

Figure 3 illustrates how data structure changes can be achieved seamlessly by allowing DigSig
certificates — and therefore the data structure validity — to overlap.
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All data remains readable -interpretabl

first data structure: DDD-12a A data structure change: DDD-12b

Figure 3 — DigSig data structure rolloever

DigSig generation process

E and verifiable.

m DDDdata.

ire algorithm

d Timestamp.

the ability to

a) THhe applicable CID referenced DigSig certificatesshall be used to generate SigData fro

b) SigData shall be digitally signed using the-DigSig certificate specified digital signat
repulting in the values Signature and Timestamp.

c) THhesignature and timestamp DDDdataTields shall be assigned the values Signature an

d) THherequired DigSig shall be generated from DDDdata.

6.5 DigSig verification process

The D|gSig verification-shall be performed by a DigSig DecoderVerifier application. The application

reads fhe data carriefsds required by its primary function in its use case. It has also

obtain|the referencéd-DigSig certificate.

The steps to verify a DigSig shall be as follows:

a) Rdad.the DigSig envelope.

b) Extractthe{BAID€B}fromtheBigSigenvetope:

c) Check if the {DAID, CID} referenced DigSig certificate is contained in the local certificate store. If
not, obtain it from a trusted repository.

d) Verify the {DAID, CID} DigSig certificate, and then use it in the following steps.

e) Read the remainder of the DigSig using the readmethod pragma.

f) Decode the DigSig and prepare DDDdata and SigData.

g) Perform the verification on SigData.
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6.6 Error codes

The DigSig error codes shall be in accordance with Annex F.

7 DigSig certificate

7.1 General

The DigSig certificate consists of a X.509 version 3 certificate with the DDD included in the X.509
version 3 extension.

DigSig certi

ficate |= <X.509V3 certificate> || <DDD in a X.509V3 extension>

The DigSig certificate establishes a verifiable link between

— the Domdin Authority (DA) represented by its URI (DA URI with the field dauri),

— the Domdin Authority Identifier (DAID with the field daiq),

— the DigSig Data Description (DDD with the fields digsiginfo and datafi€xgs), and

— the authqrity verification and revocation services (and array of URIs for the DigSig inforjnation
fields verfificationuri and revocationuri).

The relationship between a DA and a DAID shall be valid at the tinde of issuance of the DigSig certfficate.

When that link is broken the DigSig certificate should be revokéd)

NOTE1 Angn-hierarchical certification path can be valid when.the same DigSig is used by more than dne DA.

NOTE 2 It ig possible that the desired CA do not suppogtithe specific requirements of this document/In this

case, an interrhediate CA, a DigSig Issuing Authority (DigSig IA), can be included in the PKI, with a sjngular

function of valjdating the DigSig extension. The desirediCA can incorporate the DigSig IA or be the parenit of the

DigSig IA. X.5(09 recommends the inclusion of the DigSig IA function into the respective Certification Hractice

Statement.

7.2 1SO/IEC 20248 Object Identifier

The ISO/IEC 20248 OID shall taketthe value: 1SO.standard.“the number of this standard”; this redults in

the OID: “1.0.20248".

The ISO/IEC R0248 arch, %1.0:20248.1" shall be the container for the ISO/IEC 20248 specific |digital

signature mef

hods not defined by other standard OIDs (see B.4).

7.3 DigSig|certificate parameter use
The X.509 verlsion 3 parameters (in a human readable format with notes) shall be used as follows:
Certificate:
Data:
Version: 3 (0x2) # Shall be version 3
Serial Number: .. # set in accordance with X.509
Signature Algorithm: .. # set in accordance with X.509
Issuer: .. # set in accordance with X.509
Validity # set in accordance with X.509
Not Before: ..
Not After : ..
Subject: .. # {DA, DAID, CID} using distinguished names as
# specified in ISO/IEC 9594-1 and this clause
Subject public key Info: # set in accordance with X.509
Public Key Algorithm: .. # set in accordance with X.509 (see B.4)
Public-Key: .. # set in accordance with X.509 (see B.4)
X509v3 extensions: # set in accordance with X.509

X509v3 Key Usage:

10

critical
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Digital Signature, Key Encipherment
X509v3 Basic Constraints: critical
CA:FALSE
X509v3 Authority Key Identifier: ..
X509v3 CRL Distribution Points: ..
1.0.20248: <DDD>
Signature Algorithm: ..

set in accordance with X.509
set in accordance with X.509
set in accordance with this document
set in accordance with X.509

+ oo o

The common name of the subject shall have the following format:

CN = <DA URI>||/"daid"/||[<DAID>||"/cid/"|[<CID>

EXAMPLE 1 CN = https://DomainAuthority.com/daid/QC%20TEST/cid/12345

EXAMRLE 2 See Annex H.

NOTE1 A DigSig not aware digital certificate authority (CA) can reject the issuing of the certificate if it does
not kngw the DigSig public key algorithm.

NOTE2 A DigSig aware digital certificate validator processes the extension and accepts or rejects the DigSig
certifidate depending on the content of the DigSig certificate, the extension, and-the conditior]s under which
proces$ing occurs (e.g. the current values of the path-processing variables).

7.4 DigSig cryptography

7.4.1 | General

This dpcument specifies the use of two types of cryptography:

— F]r digital signatures.
— Far private containers.

This document does not specify the specific cryptographic algorithms, key, or hash [lengths. Only
recogilized cryptographic methods shall\be used.

NOTE The choice of cryptography is linked to the use case risk profile, the size of memoty available on

the dafla carriers to be used, the timie available to read/interrogate the data carrier reliably, the scope of the
application services (i.e. open vs€lose loop) and the desired validity period of the DigSig.

7.4.2 | Digital signatures

The djgital signature“cryptography methods (i.e. asymmetric encryption, key length, and hash
algorithm) shall-be*specified within the DigSig certificate in compliance with X.509.| B.4 provides
example digital'signature cryptography methods which may be applicable in the resoufce constraint
AIDC ¢nvironment.

7.4.3 | Private containers

The private container cryptography shall be specified by the privatecontainer pragma (see 9.5).
7.5 DigSig Domain Authority identifier (DAID)

7.5.1 Binary encoding

The DigSig Domain Authority identifier (DAID) shall be uniquely constructed using the ISO/IEC 15459-2
Issuing Agency Code (IAC) and the Company Identifying Number (CIN) in the following manner:

DAID |= <IAC>||" "||<CIN>
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An ISO/IEC 20248 Domain Authority shall be registered with a CIN.

a) The DAID is constructed as specified in Table 1.

Table 1 — Domain Authority identifier binary encoding

IAC indicator

CIN indicator

IAC code

CIN code

1 bit

2 bits

5 or 13 bits

24 or 32 bits

b) The rules in Table 2 shall be used to encode the IAC.

c) The rule

Examples

1) Ther

2) The
hexat

Decin

ij "

—  Table2—ISO/AEC15459-2JACenceding

IACindicator [IACrange |IACcode |Encoding bits
0, 0-9 0-9 5

0, A-] 10-19 5

1, LA-UZ 20-279 13

1, KAA-KZZ |280-955 13

1, VAA-Z77Z 956-4335 |13

in Table 3 shall be used to encode the CIN. The CIN~both decimal and uppg
alphanunperic, as specified by ISO/IEC 15459-3, is treated as a nutber with leading zeros or s
are provided in Table 4.

Table 3 — ISO/IEC 15459-2 €IN encoding

CIN indicator |CIN type CINlength |Encoding bits
00, Numeric -7 digits 24 bits
01, Numeric 8-9 digits 32 bits
10, Alphanumeric |1-4 char. 24 bits
11, Alphanumeric |5-6 char. 32 bits

al CIN (& A *36" ..

ii) "

D" t@ "9" takes the character values 0 to 9.

iii) Leading zeros and spaces take the character value 0.

NOTE
spaces.

EXAMPLE

umeric CIN shall betreated as a Base10 (decimal) number.

pper-case alphantmeric CIN shall be treated as a Base36 number, also know,|
ridecimal number, encoded as follows:

+ A,*36% + A;*36 + Ay & A LARAA,

r-case
paces.

Nl as a

CINs are treated as a number, as such it is padded with leading zeros which is equivalent to leading

"123" is equal to "0000123" for 24-bit numerical encoding and "000000123" for 32-bit numerical

encoding, and "BC1" is equal to "_BC1" and "0BC1" for 24-bit alphanumerical encodingand "___BC1" and "000BC1"
for 32-bit alphanumerical encoding.

12
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Table 4 — DAID encoding examples

15459-2 IAC CIN IAC CIN DAID calculated from
Example indicator indicator IAC CIN Example
IAC CIN

CZZ 0, 10, 01100, :00:05:0F :4C:00:05:0F
CZZ77 0, 10, 01100, :19:A0:FF :4C:19:A0:FF

B 999 0, 00, 01011, :00:03:E7 :0B:00:03:E7

B 999999999 0, 01, 01011, :3B:9A:C9:FF :2B:3B:9A:C9:FF
4123456 0, 00, 00100, :01:E2:40 :04:01:E2:40

QC ZZ%% 1 10 8006840641600, 39 AQEE +£0:98-19:A0:FF
QCZZ3777 1, 11, 0000010011000, :81:BF:0F:FF :E0:98:81:BF:0F:FF
UN 999999999 1, 01, 0000100001011, :3B:9A:C9:FF :Ajl:0B:3B:9A:C9:FF

7.5.2 | Referenced DAID

Wherg the DigSig is a data element of an AIDC data carrier message, the DAID 0xFF mpy be used to
referepce the DAID of the data carrier message.

The CIN of the primary data carrier data shall comply with 7.5.1,
NOTE Annex K a) and Figure M.2 illustrates the inclusion of a PigSig in a data carrier messagg (primary data
carrier|data). Often the primary data carrier data, as illustratéd, includes a DAID (IAC and CIN). It is common
for thel|issuer of the primary data carrier data and the DigSig signer to be the same entity (Donpain Authority)

as indifated by the DAID (IAC and CIN). As a result, the overall encoded data message is shortened, which is
benefidial for memory and/or communication constraint\data carriers.

7.5.3 | GS1 Company Prefix (GCP)

GS1 Cqmpany Prefixes (GCPs) of length up’to 10 digits shall be encoded as specified by 7f5.1 where the
first digit is the IAC, and the remainder digits are the CIN.

EXAMRLE1  The 7-digit GCP "4123456" is encoded as DAID "4 123456" with IAC "4" and CIN "133456".
NOTE 1 Rare duplicate encodings can occur where the GCP CIN portion contains leading zeros
GCPs yp to 12 digits shall'be'encoded as follows:

— TRe first byte shall’be set to 0xFE, followed by

— thp 40-bit ntunber encoding of the GCP.
EXAMRLE 2~"_The 12-digit GCP "377956789012" is encoded as ":FE:57:FF:FA:EB:14".

76 BNG: :ficateidentifier (EID)

The CID is a 16-bit unsigned integer reference number to a DigSig certificate. The Domain Authority
manages the CID and its associated DigSig certificate.

The tuple {DAID, CID} shall be unique within the DigSig certificate validity period.

A CID may be reused. Substantial time between the uses is recommended.
7.7 DigSig validity

The UTC time zone shall be used for all validity periods.

DigSigs are issued within an issuing period as specified by the range of the DigSig timestamp (see 8.5).
DigSigs are typically required to be valid for a much longer period than the issuing period. A DigSig

© ISO/IEC 2022 - All rights reserved 13


https://iecnorm.com/api/?name=228efe8492f3f7f6625ae6e63e063b7d

ISO/IEC 20248:2022(E)

expires when its associated certificate expires (see 7.3). The DigSig is therefore valid from the date of
signing to the expiry of its associated DigSig certificate as illustrated in Figure 4. The DigSig remains
verifiable, though the associated DigSig certificate has expired.

NOTE1 A generally accepted best-practice is to limit the issuing period to one year to ensure that a new key
pair is generated annually. This reduces the exposure risk of a key compromise. However, a DigSig is typically
valid for a much longer period, e.g. a DigSig for a work of art may need to be valid for 40 years. In contrast, a
DigSig for medicine may need to be valid for only 2 years. A much stronger crypto algorithm, resulting in a much
larger signature, is required for the art than the medicine. "Re-keying" and DigSig certificate "re-issuing" ensure
efficient and effective authentication of items, which is illustrated in Figure 4.
(——
rE,.A.-r)\( ) Domain Authority X issued DigSig
Not Before DigSig certificate validity period \‘“’“'”"’"’\ Not After | certificate DA-X with CID 34

DDD_B!--.,_ containing DDD-23.
: CL//—M"‘

| DA-X {DAID, 34} DigSig-1 validity period

| DA-X {DAID, 34} DigSig-2 validity period

. Note how the DigSigs
DA-X {DAID,|34} %o issued‘in.the sequenced
DigSig issuing o . - issuihg’periods remain
Py | DA-X {DAID, 34} DigSig-n validity period alid to a later date.
Time
DA-X re-issued I DigSig certificate DA-X {DAID, 56} with DDD-23
DDD-23 with afnew | &5 - T
key pair with CJD 56. 0 d —
DA-X re-issued | g DigSig certificate DA-X {DAID, 92} with DDD-23
DDD-23 with anew | & —
key pair with CID 92. il o>

Figure 4 — DigSig validity period

NOTE2  X.509 allows for the periodic re-issuing of a certificate to extend a certificate validity period.
EXAMPLE A re-issue period is discuSsed in the following use-case:

A university sdlects a one-year issuing period; they generate a new key pair annually and publish a new DigSig
certificate with a new CID annually:

The university|determines that-the risk profile indicates that the DigSig certificate should be valid for 1( years.
They thereforelissue the DigSig certificate with a validity period of 10+1 years (to include the issuing peripd).

University certificatessieed to be verifiable for many years. The university therefore re-issues the| DigSig
certificate, with the same CID, DDD and key pairs, every decade. Both the DigSig and the current DigSig cerftificate
remain therefore verifiable.

NOTE 3  Encryption strength is measured in the brute-force attack duration. The DigSig lifespan is limited by
this duration. Re-issuing of the DigSig with new key pairs extends the lifespan of a DigSig.

7.8 DigSig certificate management
DigSig certificate management and DigSig certificate revocation shall comply with ISO/IEC 9594-1.

NOTE The revocation of a DigSig certificate revokes all DigSigs issued with it. The DigSigs need not be
individually revoked.

7.9 DigSigrevocation

The revocation of DigSigs is a recommended service typically performed by a trusted service (see
Annex E).
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The Domain Authority of a DigSig shall be the authority of the revocation of the DigSig.

The DDD may list additional authoritative revocation URIs (see 8.5).

The DigSig revocation shall comply with AnnexJ.

NOTE A chain of trusted digital signatures can be compromised in several possible ways (e.g. exposure of a
private key, innovations in the mathematics of hashing algorithms, or availability of greater computing power).

Any implementation of this document which does not implement revocation services for digital signatures
assumes some risk of wrongly trusting a digital signature.

7.10 Online verification

Onling verification, using commonly available browsers, may be performed by submiLting the URI
envelope (see 8.3.3.3) and a RAW envelope (8.3.3.2) prefixed with a verification URItg“a frusted online
service (see Annex E).

The DIPD may list authoritative verification URIs (see 8.5).
The trpsted online service shall perform the entertext pragma (see 9.2)through its userlinterface.

The trpsted online service should use standard mobile app services\to perform the othef readmethod
pragmias.

NOTE A primary goal of this document is to provide an offline method, whereby a read¢r/interrogator
reads, flecodes, and verifies data carrier data in an open and intéroperable manner. The data read} and passed on
to another application, as in [oT, remain verifiable.

8 DigSig Data Description (DDD)

8.1 General

The DD is a hierarchical schema-basedspecification of the data fields contained or diredtly associated
with aln item, the DDD data. The DDB-data are structured, signed, verified, encoded, de¢oded, stored,
and refad from data carriers as specified by the associated DDD. The encoded form of the DDD data is
called p DigSig.

AIDC dlata carriers' data.storage and data transfer are limited. This limitation should be considered
when gleveloping the DDD\

The DD is a JSON.construct. It has the following format:
{<digdiginfoX, gdatafields>}

digsidinfk_is'a JSON object containing management definition fields.

- A faVat Wi L " - 1 Lol - 1 1 h - £ 1.1
datafieTrdsIs a JoUIN dITdy U1 ODJCCLS CdlIl SPCLILYIIg d COINIPUISOT'Y dlIi dpPplitatlOll T1C1U.

The DDD is a tree structure. The leaves are the DDD data containers and the branches are the structuring
of the containers.

Figure 5 illustrates all the components of DigSig envelope as specified by a DigSig Data Description
(DDD).
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Signature with Timestamp
data fields data fields
Field description and encoding methods scription, crypto anclencoding methods
Not signed Not signed private
data fields data fields
2

| 4 sy
[ 4 VV

Read methods

First Data Carrier read Another Data Carrier Another 2ata Carrier
[CIDSnip] [...[DataSnip]...] [...[DataSnip]...]

Figure 5 4+ Components of DigSig envelope as specifielQ)Qa DigSig Data Description (DDD)

N\
N
8.2 DDD dgrived data structures %
s\‘{‘
8.2.1 Genefal A\Q,
DDD derived ¢lata structures are JSON consn@cts.
DDD derived flata structures shall foll e DDD syntax as specified in 8.5.

The specified| field order and hierarchy shall be maintained between a DDD and all its derived data
structures. O§

EXAMPLE L3 shows a ]&ﬁa\ample.

8.2.2 DDDdata OQ~
DDDdata sha I@SON array of arrays of values following the structure of the associated DDD
datafields olpjeét’(see 8.1), as such, DDDdata shall NOT contain JSON objects.

DDDdata shall only contain the values of the DDD leaf-fields, field values.
The JSON types for field values shall be:

— Single value fields (see 8.9.3.1 to 0): AJSON string, number, true, false, or null, e.g.

[.."abc", "xX", 123, true..] the values of a string, an enumeration, a number and a boolean field.
— Astructure defined by struct (see 8.9.3.9): A JSON sub-array, e.g.
[..["abc", 123, true]..] the values of a structure with a string, a number and a boolean field.

— An array of a field values, cardinality (see 8.9.2.2): a JSON array of the field values.

[..["abc", "def"..]..] the values of a list of a string field.
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— An enumeration where the enumeration selects a set of fields, enumvaluefields (see 8.9.3.8): a JSON
string followed by a JSON sub-array, e.g.

[."XX", [123, true]..] the values of the enumeration "XX" set of fields which is in this case a number
and boolean field.

The values of the fields signature and timestamp of DDDdata"Put shall be ignored.

NOTE

EXAMPLE

8.2.3
SigDat]

SigDat]
by delé¢

It is in
rejectg
— Th

En
Al

DDDdata are used as an input and output structure: see in Figure 5 and 8.3.3.4 The values of the fields
signature and timestamp are generated by the DigSig EncoderGenerator.

For DDDdatainPut see [.5. For DDDdata see L6.

SigData
a shall be a JSON array, a subset of DDDdata.

a shall only contain the data fields specified to be signed and verified. SigData shal
bting all field values of which the field descriptor bsign equals false.

hportant that signed data are computed to be consistent, else’a-signature verifig
d even when the data is correct, but the formatting different. As"such the following

e data to be signed is the full JSON array, starting with the-first "[" and ending wit}
hpty fields and arrays shall be pruned.

| whitespaces and formatting, outside of string alues shall be removed.

be generated

ation may be
rules apply:

the last "]".

Numbers shall only contain the characters 0 t0-9, the decimal point when the fractign is non-zero

ailing zeros.
hg characters.

5 supported by

hgged with its

ble value fields
fion with value
b1 and S2).

A single value
A single value

An enumeration
An enumeration
with fields

arld the leading negative sign. Numbers shallnot contain leading zeros and fraction ti

— Bdse64 shall be in the format when enceded from the binary; it shall contain the paddi

NOTE The above rules are based on the output of typical JSON message generation method

most c¢mmon coding languages.

EXAMRLE See L7.

8.2.4 | DDDdataTagged

DDDd4taTagged shall'be a JSON object whereby each array and field value of DDDdata is t

fieldidlvalue as setinrthe DDD to become a JSON pair.

EXAMRLE 1 . This example is abbreviated and edited for readability purposes. It has two sin

(A and B), a field with cardinality (a list C with 2 values), an simple enumeration (E), an enumera

fields (forE1:F11 and F12, and F2: F21 and F22) and a structure (S) with two single value fields (.

DDD datafields:

[{"fieldid":"idA"}, #
{"fieldid":"idB"}, #
{"fieldid":"idC", "cardinality":"{2}"}, # A list
{"fieldid":"idE", "enumvalues": ["E1","E2"]}, #
{"fieldid":"idF", "enumvalues": ["F1","F2"], #

"enumvaluefields":[[{"fieldid":"idF11"}, {"fieldid":"idF12"}], #
[{"fieldid":"idF21"}, {"fieldid":"idF22"}]1]}, #
{"fieldid":"idS","fields": [{"fieldid":"idS1"}, {"fieldid":"idS2"}]1}] # A structure

DDDdata:

["valA"™,"valB", ["valCl", "valC2"],

DDDdataTagged:

{"j_dA" . "ValA", "idB": "ValB",
"idc": ["valCl","valC2"],

©150/1

# Single values
# A list

EC 2022 - All rights reserved

"E1","F1", ["valF1l1l", "valF12"], ["valS1l", "valS2"]]
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"idE": "El",
"idF": "Fl",
"idD": {"idS

EXAMPLE 2

48:2022(E)

# An enumeration
# An enumeration with fields
# A structure

"F1":{"F11":"valF1l1l","F12":"valF12"},
1":"valSl","ids2":"vals2"}}

See 1.8.

8.2.5 DDDdataDisplay

DDDdataDisplay is used to display DDDdata in the desired language and time zone. DDDdataDisplay
shall only contain information for display purposes. All other information shall be purged.

See 8.10 for details.

EXAMPLE The following is the DDDdataDisplay datafields value in an abbreviated form for the example in
8.2.4.
[{"fieldid":["idA", "displayvalue":"valA"},
{"fieldid":|"idB", "displayvalue":"valB"},
{"fieldid":['idC", "displayvalue": ["valCl", "valC2"]},
{"fieldid":["idE", "displayvalue":"E1"},
{"fieldid":|"idF", "displayvalue":"F1"},
{"fieldid":|"F1","displayvalue": [{"fieldid":"F11","displayvalue":"valEl1"},
{"fieldid":"F12","displayvalue" :"&aWF12"} 1},
{"fieldid":["idD", "displayvalue":[{"fieldid":"idS1", "displayvalug™\'valsli"},
{"fieldid":"idS2", "displayvalue™:"valsS2"}]}]
8.3 DigSig[format
8.3.1 General

See Figure 5.

The encoded form of the data of a DDD dataris called a DigSig. A DigSig may be

stored

over more thgn one data carrier, including human memeoby and observation. It contains fields whjch are
signed or not pigned and open or private.

The DigSig enjvelope is the encapsulation of the!DigSig. The first part of DigSig envelope shall |be the
CIDSnip with|the first two fields the {DAID,.CID}. The {DAID, CID} references the DigSig Certjficate,
which contairs the DDD, which in turn defines methods to read, decode and verify data of the DigSig.
8.3.2 Snipy

8.3.2.1 Snip types

A Snip is a conptinuous binary-or text sequence of encoded field values.

The following Snips shall'be used:

— CIDSnip: [The ‘CIDSnip is the head, the first Snip, of the DigSig. It shall contain the DAID, CID|as the

first two

[ields, and all data fields without a readmethod or entertext pragma.

DataSnips: DataSnips are stored in another part of the CIDSnip data carrier, or on another data

carrier as specified by the readmethod pragma (see 9.4). The entertext pragma (see 9.2) provides a

method for a human to be the data carrier (memory and observation) of a DataSnip.

NOTE A Data Carrier will typically provide a CIDSnip in an automated manner, e.g. when reading a barcode,
the content of the barcode will be the CIDSnip as a singular read. In contrast, inventory of an ISO/IEC 18000-63
will only provide the UIL It is possible for the UII to contain the complete DigSig, though it is expected that the
TID and some user memory can also be read. In the latter case, the TID and user memory are provided as separate
DataSnips.

8.3.2.2 Snip encoding
A Snip shall be encoded in binary using network byte order (see 4.4) using the DigSig Data Description
(DDD).
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A DataSnip may be provided as text (see 9.2 and 9.4). It shall be validated and converted to the DDD
specified format.

DataSnips shall be identified by the fie1did value, the field short name, of the field contained by the
DataSnip (see 8.8, 9.2, 9.4 and D.3.9).

The following shall apply to padding a Snip:
— The head of a Snip shall NOT be padded.

— The tail of a Snip may be padded with any bit value.

NOTE The DigSig decoder knows exactly the encoding format of the Snip, as such, padding is inherently
ignored.

EXAMRLE See L4.
8.3.3 | Envelope format

8.3.3.1 General

The envelope contains fields as specified in 8.7.

8.3.3.2 RAW envelope
A RAW envelope is the CIDSnip.

The D3taSnips are included in the envelope by reference (see 9.2 and 9.4) as specified by the DDD.

8.3.3.3 URI envelope

The URI envelope shall be the CIDSnip enc¢oded in base64url preceded with a URI in ac¢ordance with
IETF RFC 3986. The DataSnips are included in the envelope by reference (see 9.2 and 9.4) as specified
by the|DDD.

The URI envelope shall have the:following format:

URI erjvelope |= <verificationuri> || "?" || Base64url encoding (CIDSnip)
The vdrification URI used)should be one of the listed verificationuris (see 8.5).

NOTE The URI envelope is useful for online verification where a data carrier is read using a hpndheld device
with ggneric dataccasrier readers, e.g. a smart phone with a barcode and/or RFID reader.

8.3.3.4 GSI envelope

8.3.4 AIDC specific construction of a DigSig

A DigSig envelope (a formatted CIDSnip, see 8.3.3.3) may be stored on all AIDC data carriers capable of
carrying binary data or a Base64 URL. The following methods apply:

— The application knows by design it is reading a DigSig from the AIDC data carrier. No special data
carrier encoding is required to indicate the carried DigSig.

— An AIDC data carrier that is specified to carry a URL shall use the URI envelope (see Annex L).
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— An AIDC data carrier that is specified to carry a DigSig:

— For example, the ISO/IEC 15961-2 data construct register has assigned AFI 0x92 and DSFID
0x11 to indicate a DigSig (see Annex M).

— For example, an ISO/IEC 15434-based message, having the ANSI MH10.8.2 Data Identifier "6R"
(see Annex K) as part of the message, indicates a DigSig.

The DAID encoding may be replaced with the 8-bit encoding OxFF (reference DAID) where the
AIDC data message contains an unambiguous DAID as the first part of the message (see M.4 for
an [SO/IEC 17367 example).

The optional PatasSaipsmaybestored onallADC datacarrierscapable ofcarrying binary or bexd, since

the DDD specifies how a DataSnip is read. (],

An AIDC text-pased data message stored in a DataSnips shall be pruned from all control aﬁ&hit bspace
characters for signature generation and signature verification. N :

The construction and mapping of a DigSig in an AIDC data carrier is illustrated in{@%e 6.
The data carrfer should have sufficient carrying and transfer capacity for th@e’ciﬂed Snip.

N
NOTE1 ADjgSigusing a null signature (see B.4.4) can be as small as 32 bits, E@XVer, the smallest "applicable"”

signature is 256 bits resulting in a minimum DigSig size of 320 bits (see B.3 sing a DataSnip for the R56-bit
signature can gssist in reducing the impact of the carrier capacity and readgxmltations. It also provides a jnethod

to seamlessly iptroduce authenticity in legacy systems. Q
NOTE 2  Renpoving all control and whitespace characters fr@ he text-based message eliminatles any
ambiguities t}?{t they can bring during the coding process. §
&
.

The DigSig
data construct
DS | @ - ——1 ppp——
data fields ! Data owner specified :
! The dotted outline indicates thf data 1
element is DA (data owner) spgcified |

Domain
Authority
Identifier

DigSig
Certificate

DigSig
timestamp

DigSig

signature

Identifier

o e 1 x| x|l * 1
Position 1 Position 2 y Anywhere* 1~ “Anywhere* I~ Anywhere* I } and may be omitted. 1
32, 40 or 48 bifs 16 bits | 256bits**  WIJ10to32bits || Oormorebits || ~ ~=—========= —
o OO e 1 - 4 *Anywhere - placement]

These fields may be placed in gny
order from field position three
The DAID and CID must be in tlje first
and second position since it is §sed
to reference the DigSig certificqte
which describes the data structjre;
field positions and encoding.

N
A DigSig is stored ag] one or more Snips, eech Snip maps toa ;geof an AIDC data carri,er memory page.
A Snip is a continuey stream of bits or text, $ *
The first Snip to be fead is called the CIDSnip.
It shall contain fhe Do\n@in Authority Id‘enﬁﬁ@& D) and the DigSig Certificate Identifier (CID).
It typically contgins data ﬁ\elds.

Data Snips only confains data fie|ds. **signature bits
Q~ The signature size is dependenf on

/ \ the security use case. It can be:
r =
1
1
1
1
1

=

-
1 1 1
URI | DI | A]i | D I 11 . ,
b} 1 r~1i * 80-255 bits: (weak signature
CIDsnip \Q/" | ' | Data Snip : | Data Snip DAID-CID * 256 bits (current recommendation)
- L L=t L=t Method * > 256 bits (strong)

7777777777777777777777777777 — |Data Desc\

 zero (no verification)
* 16-64 bits (CRC level checking)

AIDC data carrier specific ) Continues part of an AIDC data
code to identify a CIDSnip. o"' Z ﬁ carrier memory page.

Figure 6 — The construction and mapping of an DigSig in an AIDC data carrier

8.4 The DigSig physical data path

The physical data path of a DigSig is illustrated in the steps below as depicted in Figure 7, and illustrated
in Annex N.

DDDdatalrPut & LocalApplicationGenerateDDDdata (Certificate(PAID,CID} ApplicationData)

Sighata & ExtractSigData (Certificate(PAID,CID} =~ DDDdatalnput)

20 © ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=228efe8492f3f7f6625ae6e63e063b7d

ISO/IEC 20248:2022(E)

{Signature, Timestamp } & Sign(Certificate(PAID,CID} = gSigData)

DigSig < EncodeDigSig (Certificate(PAID,CID} = DDDdatairPut, {Signature, Timestamp})
Programmed data carrier.. & WriteDigSig(DigSig)

{CID', DigSig'} & ReadDigSig(Data Carrier..)

{DDDdata’, SigData', Signature'} & DecodeDigSigCertificate!PAID,CID}' = DigSig')
VerificationOutcome & Verify(Certificate!PAID,CID}' =~ gSigData’, Signature'}

ApplicationData < TranslateFromLocallApplication (Certificate!PAID,CID}' = DpDDdata',

VerifijcationoOutcome)
The DA services obtain and validate the data [ DDDdata
DigSig Generator
[FomsTTT T T T T meememmmmenmmmmees 1 compute (1S
1 .
Lo—s Sign SigData S'gD%()
i \\VI
I |
i A4 Vol
| Signature Timestamp \\.E)ncode
1
| Q)
- ~ Envelope
: AQ N
: y_\
|
o DDDdata staredyas Snips s s
Certificate®” in the Data Carrier[s] DigSig Envelope
| N
T \\Qf """""""" 1 Decode
1
' SigDatal Signature’ Envelope
1
1 |
1 . N
O
'----z-==-»  Verify DDDdata’
DigSi er
Accept or Reject [ The local application uses the data
Figure 7 — Physical data path

8.5 DDD syntax

The DDD shall have the following syntax:

{"digsiginfo":
{"specificationversion":<specificationversionvalue>, # See 5.1.
"dauri":<dauri>,

"daid":<DAID>, # See 7.5.
"cid":<CID>, # See 7.6.
"verificationuri": [<verification URI>,..], # See 7.10.
"revocationuri": [<revocation URI>,..], # See 7.9.

"preverify":<display string before verification>,
"acceptverify":<display string on verification accept>,
"rejectverify":<display string on verification reject>,
"postverify":<display string after verification>,

"structureddocuri": {<language code>:<document URI>,..}, # See 8.11.
"custom" :<JSON value with custom information>},
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"datafields":
[{"fieldid":"specificationversion", #
"type":"string",
"bsign":true},

{"fieldid":"dauri", #
"type":"string",

"bsign":true},

{"fieldid":"daid", #
"type":"string",

"bsign":true},

{"fieldid":"cid", #
"type":"unsignedint",
"bsign":true},

{"fieldid":"signature",

Shall be the first field.
Shall be the second field.
Shall be the third field (see 7.5).
Shall be the fourth field (see 7.60).

This field may be placed elsewhere.

"type": "pstTriTg®;

"bsign":ffalse,

"binaryflormat":" {<signature length>}"},
{"fieldid|":"timestamp",

"type":"[isodate",

"bsign":ftrue,

"range":KDigSig issuing period>},
w1

4 o =

.

specificatiopnhversion, dauri, cid, signature

compulsory flelds shall only use the field descriptors as specified in this-clause. The timestamy
r shall be included in the DDD. The other field descriptors“may be omitted from th

field descript

EXAMPLE See B.3.1.

8.6 DigSiglinformation fields

The DigSig information fields describe the use environment-of the DigSig and DDD. digsiginfo fie
not included in the DigSig. digsiginfo fields, as part.ef¢he DDD, are included in the DigSig cert
as such, it is a|verifiable set of information applicable to all the DigSigs associated with a specific

certificate.

NOTE

encoded on thd
data carrieris

digsiginfo i9
contain DDDdata values.

Digdig information fields and the descriptions of the DigSig data fields are applicable to all the
generated using the DDD authenticated by the DigSig certificate. These "static" fields and information
AIDC data carrier with an explicit aim to keep the encoded bit count as low as possible. Th
herefore only encoded withydynamic data (see 8.7).

a JSON object. It shall contain only the fields specified in Table 5. These fields sh

Table 5 — digsiginfo fields

INSISEESHESISANSIO] J_guctuu_e MELIIOU  LEIIgLIl dPP 1]

as a fixed length (see B.4 for examples)

This field may be placed elsewherel

The time zone shall be UTC. rangéiss use
to configure the timestamp span | £0 be at
as long as the issuing periody(gee 7.7).
Optional data fields.

and timestamp are compulsory data field

es

least

5. The
range

e DDD.

|ds are
ficate,
DigSig

PigSigs
bre not
e AIDC

all not

Name Purpose and value Type Inclusion
specificationversion Setaccording to 5.1. JSON string compulsory
dauri The Domain Anthority 1IRI (QPP Q) JSON string (‘nmpnlcnru
daid The Domain Authority identifier (see 7.5). JSON string compulsory
cid The DigSig certificate identifier (see 7.6). unsigned integer |compulsory
verificationuri These URIs point to the online verification ser-  |JSON array of compulsory to
vice. It is also used for the URI envelope. strings list at least one
revocationuri These URIs point to a revocation service. JSON array of compulsory to
strings list at least one
preverify The text shall be displayed before verification. displaystring optional
acceptverify The text shall be displayed on a successful verifi- |displaystring optional
cation.
rejectverify The text shall be displayed on a rejected verifica- |displaystring optional
tion.
postverify The text shall be displayed after verification. displaystring optional
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Table 5 (continued)

Name Purpose and value Type Inclusion

structureddocuri This URI shall point to a Media Type (IEFT RFC  |AJOSN object of |optional
6838) resource which is used by a direct substi- [JSON objects
tution method to create a populated document
reflecting the verified DigSig display data (see
8.11).

custom JSON object with DDD custom information. JSON object optional

8.7 Data fields

8.7.1 | General

The DIPD datafields field specifies the information, structure, read method and encoding of the DDDdata
fields. Only the values of the datafields are included in a DigSig. The static data.j$containedl in the DigSig
Certificate (see 8.6).

— ddftafields is a JSON array of objects.

— ddftafields shall contain the compulsory data fields as depictedyin Table 6.

— dajtafields may contain application data fields.

8.7.2 | Compulsory data fields
The compulsory DigSig data fields are specified in Table 6.

Table 6 — Compulsory DDD data fields

Name$ DDD Type (type) Signed (bsign) |DDDdata Order DigSjg Order
specificationversion string Yes First Not ipcluded
dauri string Yes Second Not ipcluded
daid DAID rules-(see 7.5) Yes Third First

cid 16-bit un'signedint Yes Fourth Secopd
signatfire fixed length bstring No Default fifth Defallllt third
timestpmp isodate Yes Default sixth Defallt fourth

The following special rules shall apply:
— Cdmpulsory’data fields should not contain field descriptors. The settings of Table 6 shall be used.

—{ .timestamp shall contain range.

— signature may containbinaryformat to specify they signature length for DDD encoding analysis.
The binaryformat shall be ignored. The signature length shall be set according to the signature
method used.

— signature shall be generated at the point of signing using the DigSig certificate specified signature
algorithm and its specified bit length.

— timestamp shall be generated at the point of signing using the specified range and accuracy (see
8.9.3.7.3).

8.7.3 Application data fields

Application data fields are specified by the domain authority for a specific use case. Application data
fields are optional.
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Application data fields may be included by codebook reference (see 8.11).

8.8 Data field object syntax

Data fields are JSON objects with the following syntax:

{"fieldid":<field short name>,
"type":<DDD type>,
<optional field descriptors>}

A data field object may contain field descriptors as specified in Table 7. These field descriptors provide
a method to specify the field syntax, semantics and encoding. The semantics use the multi-language
displaystring fsee- 8162}

Table 7 — DDD field descriptors

Name Purpose and value Default Type Inclusion

fieldid The short name of the field used as its - JSON string compulsory
identifier. The fieldid shall be unique
within the DDD and shall only contain
[A-Za-z0-9].

type Specify the field type of application fields
as boolean, unsignedint, number, string,
bstring, digsigenv, isodate, enum, or
struct.

JSON string compjulsory

The type of the compulsory fields is speci-
fied in 8.7.2 and should be omitted.

fieldname A display string that is intended to name “\[the value of  |displaystring optiopal
the field differently from fieldid. This s fieldid
for display purposes on capturing, print-
ing, or extracting the data.

description A display string to provide meaningtoa |null displaystring optiopal
field when capturing, printing, or extract-
ing the data.

pragma See Clause 9. null JSON object optiopal

bsign <true | false>; if true then the field value |true boolean optiopal
is included in the'signature.

cardinality Specify a list-ef values for a field (see "1}y JSON string optiopal
8.9.2.2):

nullable <trug)|-false>; if true then the field value |false boolean optiopal
may)be set to null (see 8.9.2.1).

nulldescription A display string to describe a nullable null displaystring optiopal
field when it contains a null.

nonnulldescriptiomr TAdisplay stringtodescribeauttabie Trott displaystring optional
field when it contains a value.

binaryformat This field descriptor specifies the value as specified |JSON string or optional
format to achieve optimal binary encoding|by type number as speci-
(see 8.9.3.x). fied by type

range The allowed value range of the field (see |asspecified |as specified by optional
8.9.3.x). by type type

decimalunit Specifies the accuracy of a number (see 0 integer optional
8.9.3.3). with the

truncate Specifies the truncation of the input value |"round” string Eype num-
of a number (see 8.9.3.3). er

timezone Specify the time zone to be used with "uTc" JSON string

DDDdataDisplay (see 8.9.3.7 and 8.10.3.6).
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Name Purpose and value Default Type Inclusion
enumvalues Enumeration values (see 8.9.3.8). null JSON array of used with
JSON strings the type
enum
enumvaluedesc The description of the enumeration values |null JSON array of optional
(see 8.9.3.8). displaystring with the
enumvaluefields A set of fields associated with the enumer- [null JSON array of type enum
ation value (see 8.9.3.8). objects
fields A JSON object that contains the fields of |atleastone |As specified by used with
thretypestructtsee8-53-57- fretd struct the type
struct
defaultvalue The default value for the field when cap- |null As specified by optional
turing the data. type
displayformat The string format for DDDdataDisplay of |accordingto |As spetified by | |optional
the field value (see 8.10). the type type
custom JSON object with DDD custom informa- null JSON object optional
tion. Components of this standard shall
ignore this field.

8.9 DDD field types and associate settings

8.9.1
JSON

General

upports the following types: number, string and

docunient specifies rules for their use.

This dpcument specifies the following additional DDD types: unsignedint, bstring and

boolean, and the special va

JSON type for unsignedint and date shall be;number and bstring shall be string.

This dpcument further specifies complex field types enum and struct.

— enum maps to a JSON string.

— enumvaluefields maps to,a JSON array of object containing the fields of the specific e

— stjruct maps to a JSON array of object containing the fields of the struct.

8.9.2 | Special field values
8.9.2.1 The DDD field value "null"
The value'hull is a special value, meaning "no value".

ue null. This

isodate. The

hum value.

The DDDdata value shall be the JSON literal null if the field is set to null.

A field shall only take the value null if nul1ab1e is set to true.

The default is false.

A field which is nullable shall have the null bit in the MSB position, the first bit of the binary encoding of

the field.

— If the null bit is set to false (1,) then the field contains a value.

— Ifthe null bitis set to true (0,) then the field contains no value. The binary encoding of the field shall

be collapsed.
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If nullable is set to true; then, if set, the value of nulldescription Or nonnulldescription shall be
displayed within DDDdataDisplay.

See 9.4 for the null binary encoding where the readmethod pragma is used.

8.9.2.2 Array of field values - cardinality
"cardinality":<field cardinality>
The type cardinality specifies multiple field values for a field, a list of values.

The DDDdata shall be a JSON array of the field values.

The value of dardinality shall be a JSON string:
— " {m}" with m > 0 specifies a fixed number of values. The binary encoding shall reserve)im fields.
EXAMPLE|1  "binaryformat":"{5}"

— "{m,n}" with 0 < m < n specifies variable length list with m to n values. The pncoded valug count
shall be rglative to m, 0 to n-m (n-m+1 values).

EXAMPLE|2  "binaryformat":"{5,10}"

The binary erjcoding of a variable cardinality field shall be prefixed with countbits. countbits shall be
encoded as follows:

countbits |5 {<countsize>||<fieldcount>}

countsizq is a variable length bit field terminating witla'0,, with each preceding 1, represepting a
nibble in fieldcount.

fieldcount is the number of field values. fieldcgunt is encoded as a multiple of nibbles (CCCQ,).
EXAMPLE 3 [countsize 0, specifies m field values.
EXAMPLE 4  |countsize 10, CCCC, specifies m plus 0 to 15 field values.

EXAMPLE5 |countsize 110, CCCC, CGEE; specifies m plus 0 to 255 field values.
8.9.3 Fieldftypes

8.9.3.1 Dbodlean

"type":"boolgan"

A boolean field is @ binary switch.

EXAMPLE A DDDdataTagged example "lamSMART":true
The binary encoding of a boolean field shall be a single bit set to 0, when false, and 1, when true.

NOTE If the boolean field is marked as nullable, then the encoding is two bits long when not null (false: 10,;
true: 11,) and one bit when null (0,).

The following Table 7 field descriptors are valid for this field: fieldname, description, pragma, bsign,
cardinality, nullable, nulldescription, nonnulldescription, defaultvalue, displayformat and

custom.

8.9.3.2 unsignedint
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"type":"unsignedint"
An unsignedint field shall contain a non-negative integer.

The DDDdata value shall be a non-negative JSON integer number in the decimal notation. Leading zeros
and all formatting shall be stripped.

EXAMPLE1 A DDDdataTagged example "appels":12345
NOTE unsignedint is a special implementation of number.

The binary encoding may be controlled with binaryformat and range.

. 1 1 1 1 £l 1 1 1 Py 1 abit
—  Dbi aryrormatc llldy DC USCU LU SCLU UIC ITUITTDCT O DILS LU TIICOUC ULIIC VAdIUC. U = VdIUC < 4 S. The default

is [L6 bits.
EXAMPLE2  "binaryformat":5 resultingin a value range of 0 to 31.

— rajhge maybeusedtodefine aninclusive field value range n to m with 0 < m €n/range shgll be specified
with the inclusive block notation " [m..n]". The encoded value shallbe-relative to 1n resulting in
n + m + 1 encoding values, 0 to n - m. The binary encoding shall allocate RoundUp(LO|G,(n - m + 1))
bits for the relative field value. binaryformat shall be ignored when, range is specified.

EXAMPLE3  "range":"[200..400]" resulting in an encodingfor201 values.

The following Table 7 field descriptors are valid for this field»fieldname, description, pragma, bsign,
cardirfality, nullable, nulldescription, nonnulldescription, binaryformat, range, flefaultvalue,
displgdyformat and custom.

8.9.3.3 number
"type'l: "number"
A numbper field shall contain a decimal number accurate to a decimal unit 10decimalunit j @ ¥k 1 (Qdecimalunit_

The DDDdata value shall be a JSON number in the decimal notation. Leading and trailing fraction zeros,
and all formatting shall be stripped:

EXAMRLE1 A DDDdataTagged example "Amount":12300
EXAMRLE 2 A DDDdataTagged example "Amount™:123.32
NOTE1 AJSON number cannot indicate accuracy, e.g. 12300 is accurate to any decimalunit <.

decimdlunit, andinteger, shall be used to set the decimal accuracy of the number to 104ecimalunit, The
defaulf is zere!

EXAMRLE 3 For "decimalunit":2, the numbers are multiples of 100s, e.g. 12300, 100, -100 and 4560000.

EXAMPLEZ  For "decimalunit":-2, the numbers are multiples of 100ths, e.g. 104Z2.34, -0.25, 0.00 and
-13242.12.

The value to be encoded shall be the integer counting part (X) of the number X x 10decimalunit re]ative to
the first value.

The binary encoding may be controlled with binaryformat and range.

— Dbinaryformat may be used to set the number of bits to encode the value in the inclusive value range
(—2bits-1) x JQdecimalunit o (2bits-1. 1) x ](Qdecimalunit jp jntervals of 10decimalunit The default is 16 bits.

EXAMPLE 5 "binaryformat":16 with "decimalunit":0, the defaults, results in the default number
range -32768 to 32767 encoded with the values 0 to 65535.

EXAMPLE6  "binaryformat":16 with "decimalunit":2 results in the number range -3276800 to
3276700 encoded with the values 0 to 65535.
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EXAMPLE 7 "binaryformat":16 with "decimalunit":-2, the defaults, results in the number range
-327.68 to 327.67 encoded with the values 0 to 65535.

range may be used to define an inclusive field value range m to n using the inclusive block notation
"[m..n]" with m < n where m = X x 10decimalunit 3nq n = Y x 10decimalunit yyjth X and Y integers used
for encoding. The encoded value shall be relative to X resulting in Y - X + 1 encoding values, 0 to
Y - X. The binary encoding shall allocate RoundUp(LOG,(Y - X + 1)) bits for the relative field value.

binaryformat shall be ignored if range is specified.

EXAMPLE 8 "range":[0..10] with "decimalunit":-2, will be encoded in 10 bits with the values 0 to

1001. 10 bits can represent 1024 values, as such the last 23 encodable values are not valid.

EXAMPLE 9 "rapnge":[=10..10] with "decimalunit":-2, will be encoded in 11 bits with the values 0

to 2001. 1] bits can represent 2048 values.

NOTE 2  unsfignedint is a special case number where range starts with a zero and decimalunit'is setfto 0.

truncate may be used to specify the input value rounding to the accuracy of 10decimalunit The vplue of

truncate shal] be a JSON string:
ceiling |F round up; add 10decimalunit apd truncate the fraction
round |=1jound to nearest with tie breaking towards ceiling
floor |=1jound down; truncate the fraction
round is the default.

EXAMPLE 10 |The input value 123.45 will be ceiling truncated ds follows: for decimalunit = -1 th

b value

becomes 123. and for decimalunit = 1 the value becomes 130. This is useful for an automated npachine
interface, e.g. 3n automated scale providing not-formattable values. It is important to note that the scdle may
provide higher|accuracy values than the application requines-’Such high accuracy values may be problemfatic for

signature verification.

The following Table 7 field descriptors are valid-for this field: fieldname, description, pragma,

bsign,

cardinality,|nullable, nulldescription,, fignnulldescription, binaryformat, range, decimdlunit,

truncate, defpultvalue,displayformat and custom.

8.9.3.4 string

"type":"strijphg"

A string field fontains a case sensitive Unicode string encoded using UTF-8.
The DDDdatal|value shallbe a JSON string.

EXAMPLE1 |ADDDdataTagged example "Notice":"Please eat your apples."

EXAMPLE 2 |A'DDDdataTagged example "City": " ®H 5"

binaryformat specifies the number of characters of the string value. If binaryformat is not specified,

then the string value shall be of variable length.
The value of binaryformat shall be a JSON string:

— "{m}" with m > 0 specifies a fixed length string of m characters.

EXAMPLE 3 "binaryformat":"{5}"

— "{m,n}" with 0 £ m < n specifies a variable length string of m to n characters. The encoded string
length shall be relative tom, 0 to n - m (n - m + 1 characters).
EXAMPLE 4 "binaryformat":"{5,10}"
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The string shall be padded at the end with the first character of the range of characters to be used. This
character has a binary encoding of zero. Too long input values shall be truncated at the end.

The binary encoding of a variable length string shall be prefixed with 1engthchars. lengthchars shall
be encoded as follows:

lengthchars |= {<lengthsize>|<numberofchars>}

EXAMH
EXAMH
EXAMH
The dd

NOTE 1
fixed 14
where

Range

range

BRE b

lengthsize is a variable length bit field terminating with a 0, with each preceding 1,
representing a nibble in nunberofchars.

numberofchars is the number of characters in the string. numberofchars is encoded as a multiple of

ni

CH

Ch
sh

TH
ch

N(
bal

nmo

fo
"[
Al

hhles (FFFFZ)

LE5 lengthchars 0, specifies a string with m characters.

LE6 lengthchars 10, CCCC, specifies a string with m plus 0 to 15 characters;

LE7 lengthchars 110, CCCC, CCCC, specifies a string with m plus 0 to 255.characters
fault is UTF-8.

Using the default string definition can result in unpredictable data length even whe
ngth string, given that a UTF-8 encoded character can be expressed in more than 1 byt
the string contains non-ASCII characters.

should be used in all cases.

imits the characters set. The value of range shall be a JSON string using a subset
acket expression "[ ]" to list (not match) a range of characters. The following rules

aracters shall be listed explicitly.

aracters shall be listed only once. Allicharacters and notations used for matching
all be treated as literals, e.g. "*" is aliteral and does not indicate a repeat.

e \\u{xxxx} Unicode characternotation may be used to specify a character with }
aracter. This notation shall(be treated as a literal string representing the character

TE2 \\u{xxxx} is used not to be confused with the JSON \uxxxx character code
ckslash escape the second backslash with u{XXXX} normal text.

may be used to fist a range of characters in the UTF-8 scalar value range. "-" is

lowing a "["“.Orlead a "]".
]" is used to exclude characters. """ is a literal when not following a "[".
lowed’POSIX BRE classes are: [:alpha:], [:alnum:], [:xdigit:], [:print:] and [N

bn specifying a
e — specifically

of the POSIX
hpplies:

hnd repeating

[ a capital hex

oint. The first

h literal when

asebdurl].

See Table B Tor examples.

The binary encoding of each character shall be

The UTF-8 code points in the default case, and

an enumeration of the specified Graphic UTF-8 characters

us

in

ing the UTF-8 scalar value

the order of specification occurrence

with the enumeration starting with the value zero

encoding each character in the specified set in RoundUp(LOG,(number of characters in the set))
bits.
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EXAMPLE 8

The non-Graphic code point is included in the range.

The non-Graphic code point shall be ignored and have no effect.

Where non-Graphic code points appears in arange the following applies (for ease of implementation):

In an application that requires 6 characters to be limited to 0, 1, 2, 3, A and B, the bracket

expression defines the range as [0-3AB]. The characters map as follows: "0"=0, "1"-=1, "2"-2, "3">3,
"A"—4 and "B"—5 using 3 bits per character.

Table 8 — Binary encoding ranges

Range Rifcllr'har (rhnrc) Notes

[A-Za-z0-9] or|[[:alnum:]] 6 (62) Alphanumeric.

[0-9A-F] 4 (16) Uppercase hex.

[NY] 1(2) A simple NO-YES flag when the stiiglengthlis set
to 1.

[0-9.] 4(11) Numbers of the format 999:999.

[0-9A-Z] 6 (36) Uppercase alphanumerical.

[0-9A-Z[*OQU[] 5(32) 32 easy recognizable hiiman readable chardcters
for licence plates<(l.and 1; 0, 0 and Q; and Vjand U
are sometimes ‘confused).

[A-c] 7 (91) The Thai chdracter set. Though the range is|from
u{0E01}-te{u{0E5B} it contains only 86 Graphic
characters. The 5 "missing" characters shal| be
treated as non-Graphic.

[—-f] 15 (20949) The CJK Unified Ideographs character set rgnge is
u{4E00} to u{9FD5}.

[[:alnum:]A-c 8 (62+91) The Thai character set and alphanumeric cHarac-
ters.

[\\u{0020}-\\4{007E}] or [[:print:]] 7 (96) Unicode expression for space to tilde, the pifinta-
ble characters of US-ASCII.

[#\\u{0020}*A}Za-z] 6.(54) Unicode expression for [# *A-Za-z].

The following
cardinality,
displayformal

8.9.3.5 bsti

"type":"bstr

t and custom.

'ing

ing"

A bstring field

| contains binary data.

Table 7 field descriptors are valid for this field: fieldname, description, pragma,
nullable, nulldescription, nonnulldescription, binaryformat, range, defaulf

bsign,
value,

The DDDdata value shall be a HexString as specified in 4.4.

binaryformat specifies the number of bits for the bstring value. If binaryformat is not specified, then
the bstring value shall be variable length set according to the DDDdata input value, a multiple of 4 bits.

The value of binaryformat shall be a JSON string:

EXAMPLE

NOTE

1 "binaryformat":"{5}"

m = 0 is allowed to allow for the correct handling of a null-signature (see B.4.4).

shall be relative tom, 0 ton - m (n - m + 1 bits).
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EXAMPLE 2 "binaryformat":"{5,10}"
0, shall be used for padding. Too long input values shall be truncated at the end.

The binary encoding of a variable length bstring shall be prefixed with 1engthbits. 1engthbits shall be
encoded as follows:

lengthbits |= {<lengthsize>|[<numberofbits>}

lengthsize is a variable length bit field terminating with a 0,, with each preceding 1, representing
a nibble in numberofbits.

numberofbits is the number of bits for the bstring. numberofbits is encoded as a multiple of nibbles
(Ccce,).

EXAMBLE 3  lengthbits 0, specifies a bstring with m bits.
EXAMBLE 4  lengthbits 10, CCCC, specifies a bstring with m plus 0 to 15 bits.
EXAMBLES5  lengthbits 110, CCCC, CCCC, specifies a bstring with m plus 0 te,255 bits.

The fgllowing Table 7 field descriptors are valid for this field: £ieddname, descrigtion, pragma,
bsign,| cardinality, nullable, nulldescription, nonnulldescriptien, binaryformat, flefaultvalue,
displgdyformat and custom.

8.9.3.6 digsigenv
"type'l:"digsigenv"

The digsigenv field is a special designated string indicating that it contains a DigSig enve]ope resulting
in nesfed DigSigs.

The DDDdata value shall be a Base64stringas Specified in 4.4.
The biphary encoding of digsigenv shallbe string with a range of Base64string.

The D¢coderVerifier shall decode and verify the nested DigSig envelope independently from the parent
DigSig

The following Table 7 field. descriptors are valid for this field: fieldname, description, dfsplayformat,
pragmd, bsign, cardinalityynullable, nulldescription, nonnulldescription and custom.

8.9.3.7 Datetime

8.9.3.7.1 General

The IS D/IEC 20248:2018 date type has been found to be limiting in range and readability. This document

S ele nnnnnnnnnnn - thao datatizon tyrna
pecifiessodate—stuperseditgare—as-the-datetime-type:

The compulsory field timestamp shall use isodate.

8.9.3.7.2 date (superseded by isodate)
"type":"date"

date shall not be used after "specificationversion":"ISO/IEC 20248:2018". date is included in this
specification for referencing when updating and reissuing DDDs.

NOTE1 The DigSig timestamp predating this document uses date. This document specifies isodate as the type
for timestamp.
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A date field contains an exact 32-bit POSIX epoch date as specified in ISO/IEC/IEEE 9945 or a date
relative to certificate.Data.validity.Not Before of the DigSig Certificate.

NOTE 2  Any other desired date format is representable as a string or a struct with the structjoin pragma.
The DDDdata value shall be a JSON number.
The value of binaryformat shall be a JSON string with:

tepoch |= This is the default value. 32-bit POSIX epoch, display format: "yyyy-MM-DDThh : mm"

tldm |= 20-bit delta minutes max. range 1 year, display format: "vyyy-MM-DDThh : mm™

t2dd |= 11-bit delta days max. range 2 years, display format: "yyyy-MM-DD"
t5dh |= 16-bit delta hours max. range 5 years, display format: "yyyy-MM-DDThh: 00"
t5dd |= 12-bit delta days max. range 5 years, display format: "yyyy-mv-pp"

The time zong of date shall be specified with timezone. The value of timezone shall be a JSON|string
with:

utc |= This is the default value. The DDDdata shall use UTC. DDDdataPisplay shall append "UTC".

device |5 The DDDdata shall use UTC. DDDdataDisplay shall translate DDDdata to the devide time
zone and pppend the device time zone.

tag |= The DDDdata shall be time zone agnostic. A reldtive date shall use certificatel Data.
Validity|Not Before in a time zone agnostic manner, DDDdataDisplay shall NOT append|a time
zone.

NOTE 3  DDIpdataDisplay is generated by the DecoderVerifier.

range shall uge the range block notation " [m. .n] 5to specify an inclusive date range m to n with{m and
n dates in teppch numbers.

8.9.3.7.3 ispdate
"type":"isodpte"

An isodate figld contains an IS©.8601 UTC datetime value accurate to milliseconds within a spgcified
range and grgnularity. A range,and granularity shall be specified.

Care should b taken that the range cater for the locality range of use.
NOTE1 DDIbdata doesnot cater for a time zone since it is specified to be UTC.

The DDDdatalisedate value shall be a JSON string containing an ISO 8601 datetime day or week format
to the specified=acecuracy:

— Day format: yYyy [-MM[-DD[Thh[:mm[:ss[.s[s[s]]11111]].

— Week format: YyyY-www [-D[Thh[:mm[:ss[.s[s[s]1111]].

The characters "-", ":", "W" and "T' shall be used where applicable.

EXAMPLE1 Day:"2009-07-12T03:02:45.123","2009-07-12T03:02:45", "2009-07-12T03:02" and "2009-07"

EXAMPLE 2  Week: Monday 29 December 2008 is written "2009-W01-1" and Sunday 3 January 2010 is written
"2009-W53-7".

The isodate binary encoding shall be the bit concatenation of each of the datetime components; year,
month day, week, weekday, hour, minutes, seconds, and the specified tenth, hundredth or thousands of
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a second fraction. Table 9 provides the details for the datetime component encoding. Table 10 provides

encoding examples.

The datetime range and granularity shall be specified with the inclusive range block notation " [m..n]"
(range examples are provided in Table 9).

— m and n, with m before n, shall be datetime strings of the same type (day or week).

— The granularity shall be set by the granularity of m.

— The range ends with the latest datetime value of n within the granularity of m.

— mmay use the plus character ("+") to indicate a date range using "+v[-m[-d]]" or "+y[-Ww].

— m, d and w are optional.
—{ yand m may be set to zero.
— range may be setto " [tnull]" where tnull indicates "no date time" with abinary enfoding of zero
bits.
Table 9 — isodate component encoding
Component Values Bits Encoding method
Year (YYYY) 0000t0 9999 |0to14 |Indexed.Thefirstyear in the range shall He encoded as
0. Zerg. bits are used when the range contdins only one
year-value, one bit for two values, to 14 bitls for 9999
valueés.
Monthk (MM) 01to12 Oor4 Encode the number value as is. January shpll be encoded
as 1.
Weekg (ww) 01to 53 Ooré Encode the number value as is.
Days (PD) 01to31 Oor 5 Encode the number value as is.
Weekdays (D) 1to7 Oor3 Encode the number value as is. Monday is the first day of
the week encoded as 1.
Hours|(hh) 00 to:28 0or5 Encode the number value as is.
Minut¢s (mm) 00 ta/53 Oor6 Encode the number value as is.
Secondls (ss) 00 to 53 Oor6 Encode the number value as is.
Tens of a second (.s) .0to9 Oor4 Encode the number value as is. Mutually eikclusive with
.ss and .sss.
Hundrgds of a second’(.ss) |.00 to .99 Oor7 Encode the number value as is. Mutually ekclusive with
.s and .sss.
Millisgconds{.55s) .000 to .999 0or 10 [Encode the number value as is. Mutually eikclusive with
.sand .ss.

Table 10 — isodate encoding examples

Range Encoded components Last value Year values
[2020..2021] YYYY 2021 2 — 1 bit
[2020..+2]

2020 encode as 0, and 2021 encode as 1, length 1 bit.

[2020-01-01..2020] MM-DD 2020-12-31 1 — 0 bits
[2020-01-01..+1]

[2020-01-01..+0-12

2020-08-16 encode as 1000, 10000, length 9 bits.

[2020-10-20T00:00:00..+2] YYYY-MM-DDThh:mm:ss 2022-10-19T23:59:59 3 — 2 bits
2021-08-16T04:32:48 encode as 01, 1000, 10000, 00100, 100000,, 110000, length 26 bits.
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Table 10 (continued)

Range Encoded components Last value Year values
[2020-10-20T00:00:00..+0-0-10] DDThh:mm:ss 2020-10-29T23:59:59 1 — 0 bits
2020-10-25T00:00:00 encode as 11001, 00000, 000000, 000000, length 22 bits.
[2020-10-20T00:00:00.0..+1] |YYYY—MM-DDThh:mm:ss.s |2021-10-19T23:59:59.9 |2 — 1 bit

2020-10-25T00:00:00 encode as 0, 11001, 00000, 000000, 000000, 0000, length 27 bits.

[2020-10-20T00:00:00.000..+1]

|YYYY-MM-DDThh:mm:ss.sss |2021-10-19T23:59:59.999 [2—>1b

it

2020-10-25T00:00:00 encode as 0, 11001, 00000, 000000, 000000, 0000000000, length 33 bits.

[2020-W12-1T00:00:00..+1] [YYYY-Www-DThh:mm:ss ~ [2021-W11-7T23:59:59 |2 > 1 bits
2020-W32-4T{4:32:48 encode as 0, 10000, 100, 00100, 100000, 110000, length 27 bits.
[2020-W12-1T00:00:00.+0-W27]  |Www-DThh:mm:ss 2020-W39-7T23:59:59 | 1= 10 bjts

2020-W32-4T(4:32:48 encode as 10000, 100, 00100, 100000, 110000, length 26 bits.

The following
cardinality,
and custom.

NOTE 2 Lea

NOTE3  The

NOTE4 Any
unsignedint an

NOTES5 Dun
number fields.

Table 7 field descriptors are valid for this field: fieldname, description, pragma,
nullable, nulldescription, nonnulldescription, range, defaultvalue, display

b years and leap seconds are inherently catered for.
binary encoding size can be reduced by careful consideration of limiting the range.

other desired datetime format, e.g. time only, can be constructed using struct with struc
d number fields.

ation values can be specified using unsignedint or struct with structjoin of unsigned

bsign,
Format

tjoin of

nt and

8.9.3.8 enum
An enum is § single selection of a zero-based index of an enumeration of values in the onder of
specification.|[Each enumeration value may‘have a set of associated fields. The syntax of an enufn field
shall be as follows:
{"fieldid":<|field short name>,

"type " : "enu " ,

"enumvalues|':<a JSON array,.Oftenum values>,

"enumvaluedesc":<a JSON artay of enum displaystring values>,

"enumvalueffields":<a JSON_array of arrays of fields associated with an enum value>,

<optional flield descriptdrs>}
EXAMPLE1 |[See8.2.4 and 8.2.5.
The enum desdripters are specified in Table 11.

Table 11 — enum field descriptors

Name Purpose and value Type Inclusion
enumvalues The enumeration values. JSON array of JSON strings compulsory
enumvaluedesc The description of the enumeration values. |JSON array of displaystring |optional
enumvaluefields A set of fields associated with the enumera- |JSON array of field objects optional

tion value.

The DDDdata value shall be a JSON string selected from enumvalues followed by the optional array of

enumvaluefie

"<enum selec

1ds values.

tion>", [<enumvaluefields value>..]

DDDdataTagged shall use the enum selection as the fieldname for the optional enumvaluefields array.

34
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"<enum fieldid>":"<enum selection>","<enum selection>":{<enumvaluefields tagged fields>..}

EXAMPLE 2

"PlateType" :"US","US": {"number":"ABC123", "Chars":"white","Plate":"black"}

Care should be taken where enumvaluefields is used that the enum selection string is used as a JSON
fieldname on the same level than the fieldid. Otherwise fieldid conflicts may be caused.

The binary encoding of an enum is the index value encoded with RoundUp(LOG,(number of
enumerations)) bits. The binary encoding of enumvaluefields shall follow the enum binary encoding in
the order of DDD occurrence.

The following Table 7 field descriptors are valid for this field: fieldname, description, pragma,

bsign,

cardinality, nullable, nulldescription, nonnulldescription, enumvalues, e

numvaluedesc,

enunvdluefields, defaultvalue, displayformat, displayvalue, and custom.

8.9.3.9 struct

The st
an arr

Fuct type shall be used to group fields in a hierarchical manner. The yaltie a strucf
hy of fields. The syntax of a struct field shall be as follows:

{"fielldid":<field short name>,
"typq":"struct",

"fiellds":<a JSON array of fields>,
<optijonal field descriptors>}

EXAMBLE See 8.2.4 and 8.2.5.

The DIDDdata value shall be a JSON array of field values:

The bgign value of a struct shall be the default bsigh'value of the fields of the struct.

NOTE1 Cardinality repeats the struct.

NOTE } A struct is nullable.

The fo

llowing Table 7 field descriptors are valid for this field: fieldname, description,

cardirfality, nullable, nulldescrdiption, nonnulldescription, fields, displayformat an

8.10 DigSig data presentation

8.10.1] General

field shall be

ragma, bsign,
 custom.

DDDdgtaDisplay presents a DigSig in a human readable format within a specified langyage and time

zone.

DigSig

display data comprises of:

— erq]“wrprnrpccpd,4% playstring

— Field values formatted as specified by displayformat.

DDDdataDisplay have the following format:

{"digsiginfo":{<DigSig information field>:<locality processed displaystring>,..},
"datafields":

[{"fieldid":<the fieldid value>,
"fieldname" :<the fieldname value>,
"description":<a dash-concatenation of locality processed applicable descriptions>,
"displayvalue":<the formatted field value as a string,

an array of struct and enumvaluefields in the datafields £
for cardinality, an array of displayvalues>}..]}

EXAMPLE See 9.

©150/1
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8.10.2 displaystring
"displaystring":{<language tag>:<string to be displayed>,..}

displaystring specifies language strings with a JSON value object listing on one or more language
strings. The language string fieldname specifies the language using the appropriate language tag. The
language string value is a string in the specified language. The first element in the list is the default.

The language tag shall be constructed in accordance with IETF RFC 5646. The use of ISO 639-1,
2-character language tag is compulsory. The IETF RFC 5646 sub-tags are optional.

NOTE IETF RFC 5646 specifies that the language tag is case insensitive but recommends case use.

EXAMPLE 1
displaystrinjg:{"en":"This is the display text",
"af":"Hierdie is vertoonteks",

"de-AT":"Dies ist der Anzeigetext "}

EXAMPLE 2 |Language tags examples are, English: "en":"January", Austrian Germaikx )'de-AT": "J4nner",
German: "de" {"Januar", Swiss German "de-CH" : "Januar", and Swiss French "fr-cu" :"ganvier".

8.10.3 displayformat

8.10.3.1 General

The displayfofmat field descriptor is type specific as specified iiffable 12. The format is:
"displayformpt":<type specific display format>

Table 12 — Display formats

Type Display format

Boolean A JSON object with the displaystring fields "true" and "false" (see 8.10.3.2).

Unsignedint ||Number display format (see 8.10.3.3).

Number Number display format (see 8(10.3.3).

String None, display the DDDdataas is.

Bstring Binary string display format (see 8.10.3.4).

Digsigenv A displaystring using'${DAID}, ${CIDdec}, ${CIDhex}, ${CIDHEX} and ${env} (see 8.10.3.5),
Date Convert the epochdate number to an ISO 8601 datetime format in the specified time zong.

NOTE Included for backwards compatibility.

Isodate Convertthe date to the specified time zone (see 8.9.3.7.3).
Enum A displaystring using ${enumvalues} and ${enumvaluedesc} (see 8.10.3.7).
Struct Struct display format (see 8.10.3.8).

8.10.3.2 boolean display format

The boolean display format is a JSON object which specifies a displaystring for the true and false
values, with "en":"true" and "en":"false" the defaults.

"displayformat":{"true":<true displaystring>,"false":<false displaystring>}
EXAMPLE

{"fieldid":"IamSMART",

"type:":"boolean",

"displayformat":{"true":{"en":"Absolutely"},"false":{"en":"A pipe-dream"}}}

Field value: true
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{"fieldid" :"IamSMART", "displayvalue":"Absolutely"}

8.10.3.

3 number display format

The number display format is used with number and unsignedint. The number display format uses a
mask-string to specify a decimal point number format (to be consistent with the JSON decimal format
number).

indicate a leading-zero number. The mask-characters shall not be mixed.

The sign position shall use the mask-characters

nn

"+" to force both the plus and minus signs to be used.

The mask-string shall use the mask-characters "9" to indicate a leading-space number and "0" to

to indicate the position of the negative sign and

TH
def

Va3

Fi

-imalunit shall be used to determine the length of the fraction, which shall be zerd

riable length number mask:

kedength number mask:

The sign may only be placed as the first or last character of the display stringlg
the number. The plus and minus shall be used as literals in all other positiens. Inl
format "+" indicates valid positions in the mask-string.

"t<prefix>*t<number mask>t<postfix>+" using the value -45.02may result i
45.02-","-$45.02","$ -45.02","$ 45.02-","0452" and "-45°C".

The sign-mask-character within a fixed length masked stringéhall be replaced
plus or a minus, e.g. " 23", "-23" and "+23".

The sign-mask-character within a variable length masked string shall add a plus
the position indicated, e.g. "23", "-23" and "+23".

e default position for the sign shall be the first charvacter of the string.

A mask- string with a single character nine shall be used, e.g. "9, "s9", =59,
"+9°c" and "-AUS9".

The standard variable 3<digit grouping shall be indicated with the single c

prefixed with a commasor a space indicating comma and space separation, e.g.

"-$, 9" with a decimalainit of -2, and "+, 9°c” may resultin "12, 345", "-12, 345",
and "+12,345°C",

The comma and-Space may be escaped, using "\\ ", to treat it as a literal within
"BasH\\ 9"twill notbe treated as a space-grouped number, but rather as variable |
prefixed'with "Bass ". This example also illustrates that this mask is not in confli

r lead or trail
the following

N "-45.02", "

Vith a space, a

or a minus in

padded.

S
°

$_9n’ "_g

haracter nine
", 9"' H_, 9",

"$12,345.00"

the mask, e.g.
ength number
Ct with a fixed

length mask where the number only contains a single digit, with the understanding that the

fraction is specified by decimalunit.

A format string with two and more nine characters and two or more zero characters shall be

used, e.g. "9999" and "-$99999.99" and "0000".

Zero-padding shall be used when the masked fraction is longer and truncate shall
itis shorter.

be used when

All other characters shall be treated as literals to separate, prefix, and postfix the number e.g.

"999-999","+99.99.99.99","00-000.00" and "EAN-13 0 00000 000000".

The mask-characters "0", "9", "+" and "-" shall be escaped, using "\\", to use it as a literal in the

mask-string, e.g. "Code-\\07 9999-99" may resultin "Code-07 1234-56".

© ISO/IEC 2022 - All rights reserved
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8.10.3.4 bstring display format

The bstring display format uses a mask-string to specify the binary formatting.

— "Base64String” shall be used to specify a variable width the base64 format as specified in 4.4.
— r"HexString" shall be used to specify a variable width hex format as specified in 4.4.

— The mask-string shall use the mask-characters "0", "x" and "X" to indicate a binary, lowercase hex,
and an uppercase hex character position in the mask-string. The mask-characters shall not be mixed.

— A ssingle mask-character mask-string indicates a variable length binary display string.

— A single group of mask-characters lead or trailed by a single character, the separator, spegifies a
repeating grouping of the length of the group with a leading separator indicating the digplaystring
to start with the separator, e.g. " : xxxx" may resultin ":048a:8pe" and "xxxx " will, with the same
binary, rdsults in "04sa 8DE". A hex character shall be completed with zero-bit padding.

— Two and more characters specify a fixed length mask.

— Atoo]long binary shall be displayed with a string of hashes ("#") matching the mask. A top short
binary shall be padded with zero bits.

— All characters, excluding "0", "x" and "X" shall be treated as‘literals to separate, preflix and
postfiix the binary string, e.g. ":xx:xx:xxxx" specifies an eleven-character display string for a
binaify of up to 32 bits,and "0000 00" specifies a seven-gharacter display string for a bipary of
up to|6 bits.

8.10.3.5 digsigenv display format

The digsigeny| display format is a displaystring using the parameters ${DATD}, ${CIDdec}, ${CIPhex},
${cIDHEX} andl s {env}, as specified in Table 13, with\the default "en":"$(DATID} ${CIDdec}".

Table 13 — digsigenv display parameters

digsigenv parameterc,[Description

DAID The DAID as specified in 7.5.

CIDdec The CID as a decimal value.

CIDhex The CID as a lower-case hex value xxxx.
CIDHEX The CID as an upper-case hex value XXXX.
env. The DigSig envelope in Base64String.

The displayvdlue should be displayed as a DigSig verification hyperlink by an DigSig verificatign user
interface.

EXAMPLE The CID 1S not shown SINce 1t 1S Not IMmportant.

"displayformat":{"en":"Click this link to verify the ${DAID} container ID."}
"displayvalue":"Click this link to verify the QC ABCD container ID."

8.10.3.6 isodate display format
isodate values shall be formatted to the specified accuracy.

Table 14 shall be used by the isodate display format to specify time zone conversion of the datetime.

EXAMPLE "displayformat":"utc", "displayformat":"-08" and "displayformat":"+10:30".
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Table 14 — timezone values

timezone value Description

"utc" This is the default value. The DDDdata datetime shall be append a "Z".

"device" The DDDdata datetime shall be converted to the device time zone with the time zone
+hh:mm appended.

"tag" The DDDdata datetime shall append the Certificate.Data.validity.Not Before
time zone of the DDD containing DigSig certificate, if specified. Time zone conversion
shall not be done.

"+hh[:mm]" The DDDdata datetime shall be converted to the specified time zone with the time zone
+hh:mm appended.

8.10.37 enum display format

The enum display formatisadisplaystringusing the parameters $ {enumvalues)and s {en

with the default $ {enumvaluedesc} when specified, else $ {enumvalues}.

NOTE The parameter name "enumvalues" is used instead of "enumvalue", the sin

enumvdlues is the referenced field descriptor providing a single value from a list of enumerated vj

EXAMBLE

{"fielldid":"colour","type":"enum", "description": {"en":!!Vehicle colour (pantone) :

"enurfvalues": ["0018A8", "F93822", "00AB84"],
"enunpfvaluedesc": [{"en":"blue"}, {"en":"red"}, {"en" {'green"}],
"disglayformat":{"en":"${enumvaluedesc} (${enumvalues})"}}

Resulting in an

"displayvalue":"red (F93822)" displayed as_MNMehicle colour (pantone): red(F9382

enumvgluefields shall be handled as an independent inserted struct as specified in 8.10.4.8

8.10.3|8 struct display format

The stfuct display format has thefollowing rules:

— THe struct fields are handléd independently in a hierarchical manner when neither s
dijsplayformat is specified.

—  Wjthout structjoin (see 9.3): The struct display format is used to combine the displ
struct fields into*a single a displayvalue using the ${<fieldid>} parameter metho
digplay value string of a struct field. The DDDdataDisplay struct shall be collapsed.
dyplicatingfield displayvalue strings are allowed.

— Wjthstructjoin (see 9.3): The joined DDDdata value, which is a JSON string, is displ

lumvaluedesc}

bular, because
alues.

"},

ructjoin nOr

byvalue of the
1 to select the
Omitting and

hyed as is.

8.10.4 DDDdataDisplay generation

DDDdataDisplay & GenerateDDDdataDisplay (DDD, DDDdata, <language tag>,
DDDdataDisplay shall be generated with the following steps:
a) Startwith a DDD.

NOTE
b) Pruneevery displaystring according to the specified language tag, e.g.:

"postverify":
{"en":"For more information contact the Department of Education.",
"af":"Vir meer inligting kontak die Department van Opleiding."}

© ISO/IEC 2022 - All rights reserved

<time zone>)

The structure of DDDdataDisplay is the same than the DDD which makes this processing intuitive.
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Based on the selection of the language tag "af", the value of postverify becomes:

"postverify":"Vir meer inligting kontak die Department van Opleiding."

c) Addthedisplayvalue pairforeachleaffieldin datafields formatted as specified by displayformat.
"displayvalue":<field value formatted for display as a JSON string>

NOTE1 Eachleaf within datafields shall receive a displayvalue pair.

NOTE 2  Ensure the datetime fields are presented in the specified time zone.

d) Perform structjoin, where specified, by creating a single string for the struct displayvalue as
specified py thestroctorm Prune the fietds:

e) Append/dssign to description the non-null value of the appropriate nulldeséri¥tion or
nonnulldgscription using space-dash-space (" - ") as the separator.

NOTE 3 | The default value for description, nulldescription and nonnulldescription is null.

f) For a nop-null privatecontainer (see 9.5) append/assign to description the non-null value of
privatecpntainerdesc using space-dash-space (" - ") as the separator.

NOTE 4 | The default value for description and privatecontainerdegcis null.
g) Purge allffield descriptors excluding fieldid, fieldname, description and displayvalue.

h) Ifafield does not contain a fieldname pair, then fieldname With the value of fie1did shall be pdded.

8.11 Structyred document processing

A structured|document is a "template” to be populated with DDDdata formatted for displdy (see
8.10). The conmon script parameter notation ${<fieldid>} shall be used to place a field value]in the
structured ddcument. Omitting and duplicating field display values are allowed.

An array field| (see 8.9.2.2) shall be handled'in-one of the following ways:

— Not indexed: Concatenate the display-values using a single space. The display values of each field in
a struct field shall be concatenatefirst.

— Indexed: [The parameter notation shall be specified with an index using the following syntax
${<fieldjd>.<index>)With index an unsigned integer starting at 0.
The displpy value replacement shall be by index.

Indexes withoutwalues shall use an empty string ("").

Indexes nlotincluded in the fpmp]nfp shall he ignm‘pd

A structure document is processed using the following steps:
a) Select the structured document based on language and locale from the st ructureddoc list (see 8.5).
b) Generate DDDdisplayData (see 8.10.4).

c) In the selected structured document replace all occurrences of matching ${<fieldid>} with the
display value of the matching <fie1did> from the DDDdisplayData. Non-matching <fie1did>s shall
not be replaced.

NOTE The specification of displaystring caters for some formatting, placeholder size and alignment. It is

however common to use a text based structured document which is rendered by an application. This rendering is
out of scope for this document.
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EXAMPLE See Annex O.

8.12 Application field specification by codebook

Application fields may be specified using a codebook containing a reverence list of application fields

specifi

NOTE 1

cations.

the readability of a DDD.

A code

"field

book referenced field shall be included with the following field syntax:

£n faalda £ dal le Il 1
TG C—eT A=a=rvy T T

<
!

The use of a codebook specification reduces the risk of errors, ensures interoperability, and improved

The £1
replac

The DI

NOTE 7

conflict.

The co

"202449

202481
202481

EXAMH

{"digd
{"sH
"d3
"ci
"d3
"vd
"rq
llpI
"dat3
[ { "f
{"1

EXAMH

r
e St 7

eldref shall be resolved by looking the field description (see 8.8) up in the codehoo
b it in the DDD.

DD included in a DigSig certificate shall not contain a fieldref.

A codebook can change after the DigSig certificate was issued, which can resultin a fie

debook shall be a JSON construct containing the field 20248€i¢1ds with the followi

fields":<an array of application field specifica%ions>

ields may be on any level in the codebook. The{resolver shall use the first
ields and the matching fieldid value.

LE1 ADDD usinga codebook.

iginfo":
ecificationversion":"ISO/IEC 20248 :2022",

id":"QC DGSG",

d":1023,
uri":"https://dauril.20248.info",
rificationuri": ["https://vi;20248.info"],

vocationuri":"https://dauweil.20248.info/revoked",
everify":{"en":"This is\a signed ISO UII"}},

fields":

ieldid":"specificationversion"},

ieldid":"dauri" }%

ieldid":"daid"},

ieldid":"cid"},

ieldid":"signature"},

ieldid" :»Bimestamp", "range":"2022-01-01T00:00:00.0..+41"},
ieldref™3{"UII", "https://UMcodebook.rainrfid.org"1},
ieldref™: ["TID", "https://UMcodebook.rainrfid.org"]1}]1}

LE2, A codebook.

k and directly

d specification

ng syntax:

bccurrence of

{"20248codebookname" : "RAIN RFID - DigSig in UM",
"version":"0.0.1 example",
"sha256":"ygkuewhdf98234yrtuhfgcin843hvinnjcfsdzhc98437¢cnt839u42jnc98437p34m=="",
"description":"RAIN RFID fields are specified in this codebook. The 20248 DigSig

is stored in UserMem identified with the DSFID 0Ox11.

The UII-96 and TID values are

specified. The UII is obtained by the application during INVENTORY of the tags. The TID
must additionally be ACCESSed using a read command after INVENTORY.",
"20248fields":
[{"fieldid":"UII-96",
"type":"bstring",
"binaryformat":"{96}",
"pragma": {"readmethod": {"methodname": ["ISO/IEC 18000-63","INVENTORY"],

"methodmemory":[1],
"methodoffset":2,
"methodlength":96}1}},

{"fieldid":"TID",
"type":"bstring", "binaryformat":"{96}",

©150/1
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:{"readmethod": {"methodname": ["ISO/IEC 18000-63","ACCESS"],
"methodmemory":[2],
"methodoffset":0,
"methodlength":96}}}]}

9 Pragmas (field directives)

9.1 General

A pragma defines additional actions regarding the handling of the field.

Pragmas shall NOT be nested.

The pragmas

"pragma":
{"entertext
"structjoi
"readmetho
"privatecq
"startonwo

9.2 entertd
entertext ins
NOTE ent]
which cannot ¢
can be used, w
entertext Mmd

entertext shd

entertext INd
which the st

entertext shd

pf a field are specified with the pragma field. All pragmas are optional.

":null,

n":<structjoin format>,

A" :<readmethod description>,

htainer":<private container description>,

rd" : <WORD size>}

pxt

tructs the DecoderVerifier application to request a field to-be entered by the operat

crtext is a useful method to obtain information which needs to be verified by an oper
asily be obtained automatically, e.g. a personal identification number (PIN) or even a pa
th entertext to prove ownership of an item or a ticket:

y only be used with singular fields, with or without cardinality.

11 NOT be used with struct, but may be'used with the fields of the struct.

y be used with a structjoin strudtin which case the struct is treated as a strin
uct fields values are obtained.

11 NOT be used with readmexkod.

The input forinat of a field type shall he’as follows:

boolean:
unsigned

number: A

and "0" tq

string: T

[he displayformat¥alues shall be used in a selection list.
i nt: A non-negative integer. Hex and base64 are not allowed to prevent type confus

decimalpeint number (computer format) with the characters minus, space, comm3
"9". Theenumber shall be converted to the appropriate decimalunit using truncat

helvalid characters as specified with range.

or.

ator or
ssword

5 from

ion.

, point

b

detected or selected with a check box.

Binary: Valid characters are zero ("0") and one ("1") with a whitespace as a separator.

alphabets (see RFC 4648). The characters may be entered with and without padding.

digsigenv: Entered as a bstring with the default format Base64.

in the date or isodate specified format and accuracy.
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pstring: Entered as a string and converted to Hexstring (see 4.4). The input type may be auto

Hex: Valid characters are zero ("0") to nine ("9"), a case insensitive "A" to "F" with colon ":" and
whitespace separators. The string may start with "0x" or

Base64: All characters shall be one of the valid Base64 characters of the regular and URL safe

date and isodate: Entered in the date and time format of the capture device and converted to UTC
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— enum: The enumeration is selected from a selection list using the enumvaluedesc values, whereafter,
if specified, the enumeration fields will be processed.

9.3 structjoin

structjoin is used with struct to join the structure's DDDdata field values into a single string to be
used by DDDdataTagged and DDDdataDisplay in which case the structure is collapsed. DDDdata and
SigData shall contain the struct values NOT joined.

NOTE The intended use of structjoin is to optimize multi-language alphanumeric encodings and include
simple formatting characters, typically found in serial numbers. The scope of structjoin is limited to this intent.

stru::llej oin uses a format string to join the DDDdata values of the structure. The~codmmon script
paramleter notation s{<fieldid>} shall be used to place a field value in the string?|Omitting and
duplicgiting field values are allowed.

EXAMRLE In the following field description, the struct licencenumber contains the fields 999part
with the value "345" encode with 4 bits per character (the range is [0-9]) and aaapart with the value "ABC"
encode| with 5 bits per character (the range is [A-Z]). The licence number format,is "GB 999 AAA" resulting in
"GB 34p ABC" which will be encoded into 6 bits per character when not using structjoin, which is ¢ x 10 = 60 bits.
With structjoin the encoding will use 3 x 4 + 3 x 5 = 27 bits.

{"fieldid":"licencenumber",
"typq":"struct",
"pradqma":{"structjoin":"GB ${999part} S${AAApart}"},
"fiellds":

[{"flieldid":"999%part",
"Yype":"string",
"Rinaryformat":"{3}",
"gdange":"[0-9]"},

{"fieldid" :"AAApPart",
"Yype":"string",
"Rinaryformat":"{3}",
"dange":"[A-Z]"}]}

9.4 readmethod

readmdthod is used to specify theiread method of a field. Each readmethod results in [an additional
DataSpip. The read method js)data carrier specific. The readmethod descriptors ar¢ specified in
Table 15.

Table 15 — readmethod field descriptors

Name Purpose and value Default | Type Inclusion
methodname The standard specification name for the read - JSON array off |compulsory
method (s). See 5.1 for the format. EXAMPLES JSON strings

["ISO/IEC 18004"]

| ISU/IEC 1TeUUU-65", "ISU/IEC Z9167-107

methoddesc A display string to optionally instruct an opera- |null displaystring |optional
tor, e.g. where a data carrier is located.
methodmemory The memory segment identifier is a sequence of |[0] JSON array optional
unsigned integers and text labels identifying the of unsigned
hierarchical layers of the selected data segment integer and
starting from the root parent. string
methodsnipencoding |Encoding method of the snip: BINARY or TEXT. |BINARY [JSON string |optional
methodoffset The start of the field bit/character encodingin |0 unsigned optional
the memory segment. integer
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Table 15 (continued)

Name Purpose and value Default | Type Inclusion

unsigned optional
integer

methodlength The specified number of bits/characters to read.

methodlength may be omitted for data carriers
which have a length field encoded as part of the
read/interrogation protocol.

readmethod shall use the following syntax:

"readmethod": {"methodname" :<method name>,
"methoddesc":<an operator instruction>,

"LLlC L,‘llULlLLlCLLlUJ_ = . lllclllUL_y Cglllcllu lUbGl L,iull 2
"methodsnipencoding" :<"BINARY" |"TEXT">,

"methodoffset":<an unsigned integer for the bit or character offset>|
"methodlength":<length to be read>}

The nu11 bit gf the binary encoding of a nu11able field using a readmethod pragma shallbe contalned in
the parent Snjp.

EXAMPLE1 |ISO/IEC 18004 (QR codes) only have one "memory" page which is read‘in/a singular read.
"readmethod"|: {"methodname": ["ISO/IEC 18004"], "methodsnipencoding®\"TEXT"}

EXAMPLE 2 |A DataSnip from ISO/IEC 18000-63 user memory:

"readmethod"|: {"methodname": ["ISO/IEC 18000-63"],

"methodmemory":[3],

"methodoffset":128,

"methodlength":128}

EXAMPLE 3 |A data set encoded in ISO/IEC 15434 syntax,encoded in a QR Code, contains the data identifiers:
25S (serial nunpber), 1P (item identification), 16D (production date) and 2E (max temperature):

D>Rs066525SQCELMI1234567XYZ6s1P12345NM%16D20120326%;2E80REOQ.

A readmethod can obtain the data of the datd.identifier by using the data identifier.

{"fieldid":"production date",
"fielddescrfiption":{"en":"date &fproduction"},
"type":"strfing", "binaryformat":"{8}",

"pragma": {"freadmethod": { "methodname": ["ISO/IEC 18004","ISO/IEC 15434","ISO/IEC 1541%"],
"méthodsnipencoding" :"TEXT",
"methodmemory": ["16D"]}}}

This readmetHqod deliversythie data (i.e. the production date): "20120326".
NOTE1 Thellocal application converts the bit location and length to the WORD boundaries of the data ¢arrier.

NOTE 2  Varjablélength fields are complex to use with data carriers which do not provide a length valu.

9.5 privatecontainer

privatecontainer is used to specify an encrypted struct. privatecontainer shall only be used with
struct.

A struct with a privatecontainer shall be handled as a singular bstring and used as such in all
DDDdata structures (see 8.2). The struct description shall be used by an authorized application to
decode the privatecontainer struct after it was decrypted.

The scope of a decoded private container should be limited to the authorized application.

The syntax of privatecontainer shall be as follows:

"privatecontainer":
{"privatecontaineruri":<the private container URI>,
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Table 16 — privatecontainer field descriptors

Name Purpose and value Default |Type Inclusion
privatecontaineruri |The URI where an authorized application - JSON string  |compulsory
will find the methods and keys to decrypt a
private container.
privatecontainerdesc |Provides optional instruct an operator, e.g. null displaystring |optional
where a data carrier is located.
9.6 startonword
startdnword is used to align a field value binary encoding on the next WORD boundary.
The value of startonword shall be an unsigned integer providing the WORD,size in bits.
NOTE This is useful for reprogrammable fields, typically with bsign = £al<e.
EXAMRLE "startonword":16
45
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Annex A
(normative)

Test methods

A.1 DigSig certificate format

A.1.1 Genefral

This test verifies conformance of a generated DigSig certificate. This test shall not verify.the validity of
the cryptogr

A.1.2 Test

The test sam
document.

A.1.3 Test]

The test shall

By inspec

document.

By norm
interpret
"FAIL".

A.1.4 Test]

The test repo

the testa
the date ¢
the meth

a list of sa

phic components. It shall verify conformance to the format.

configuration

bles shall be provided in the certificate format as specified ia<ISO/IEC 9594-8 amnd this

method

be performed by one of the following methods:

tion: An inspector shall inspect a printed version of the sample for conformance with this

hpplication: A norm application, typically a norm DigSig DecoderVerifier, shall be y
the sample. A successful interpretatign shall mean "PASS"; if not successful, it shal

report

't shall record
ithority,

f the test,

pd of test, @nd

mpleS, with each sample marked "PASSED" or "FAILED".

A.2 DigSig Data

A.2.1 General

This test verifies the DigSig Data as stored in a data carrier in the RAW or URI DigSig formats.

A.2.2 Test configuration

sed to
mean

Test samples shall be provided with valid DigSig certificate(s). The test sample shall be stored in the
appropriate data carrier(s).

A.2.3 Test method

The test authority shall ensure that it can read the data carriers on which the test data are stored.
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The following steps shall be performed:
a) The data on the data carrier shall be read in the prescribed manner.

b) The conformance of the DigSig shall be verified by inspection or with a norm application. If the
verification fails, then the test shall be stopped.

c) The DigSig Data shall be verified by inspection or with a norm application against the DigSig
certificate referenced by the CID in the envelope of the test sample.

A.2.4 Testreport

The reportshattrecordthefolowing

— thp test authority,

— thp date of the test,

— thp method and scope of the test, and

— allist of samples, with each sample marked "PASSED" or "FAILED'.

A.3 DigSig DecoderVerifier

A.3.1| General

This tgst verifies the conformance of a DigSig DecoderVerifier against a representative Dighig certificate.

A.3.2 | Test configuration
For th¢ DigSig DecoderVerifier to be tested, the following shall be provided by the testee:

— Test by norm application: The exeeutable loaded on the intended platform with al] the required
pdripherals.

— Tést by inspection: The full'source code with a description of all the third-party exectitables used.

Only third-party executables used widely in other applications shall be allowed to "PASS" ps object code
or exegutable.

A.3.3 | Test method

A.3.3.1 Testby inspection

The tept@uthority shall inspect the source code for conformance and record the full flow pf data within
the exgrnfah]n indetail

A.3.3.2 Test by execution against a norm data set

The test authority shall prepare a sample data set that mimics the intended use of the test DigSig
DecoderVerifier. This data set shall contain at least five different DigSig certificates, each supplied
with at least 100 DigSig samples programmed in the intended data carrier. Random tampering shall be
applied to at least 10 % of the samples. The test shall indicate the rejections.

A.3.4 Testreport
The report shall record the following

— the test authority,
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the date of the test,

the method of test, which includes the test data set, and

ither "PASSED" or "FAILED".

A.4 DigSig EncoderGenerator

A.4.1 General

a description of the sample (including the platform and peripherals used in the test) as tested,

This test verj

Descriptions

A.4.2 Test

For the DigSig

For test b
executab
allowed t

For testb

£ +1 £ £ el ] 1 o ; : + . £ -1 . o-
HES LHC CUOLITUTIIAIICE U d Ulgolyg LIILUUCTUCIICTALUL dgdIIlsSt d SCU Ul vdllu DUIgol

ind DigSig certificates.

configuration
EncoderGenerator to be tested, the following shall be provided:

y inspection: the full source code shall be available with a descfiption of all third
es used. Only third-party executables that are used widely in~other applications s
b "PASS" as object code or executable.

y execution: the DigSig EncoderGenerator shall be available with its executable loa

the intengled platform with all the required peripherals.

A.4.3 Test]

A4.3.1 Test

The test auth

method

by inspection

prity shall inspect the source code fof; conformance and record in detail the full {

data within the executable.

g Data

-party
hall be

ded on

low of

DigSig
r Data

pected

A.4.3.2 Testby execution against a norm-'data set

The test autHority shall prepare a sample data set that mimics the intended use of the test
EncoderGenerator. This data set shall contain at least five different representative DigSi
Descriptions, [each supplied withsatleast 10 DigSig data samples.

The following|test steps shallbe performed for each of the DigSig data samples and the result ins

for conformarce:

a) Generatelthe DigSig certificate.

b) Generatelthé test RAW and URI DigSigs.

c) Inspect the DigSigs for correctness by inspection or by norm DigSig DecoderVerifier in accordance

with A.2.

A.4.3.3 Testreport

The report shall record the following

the test authority,
the date of the test,

the method of test, which includes the test data set, and

tested, marked either "PASSED" or "FAILED".
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Annex B
(informative)

Example DigSigs

B.1 General

The fo
but rat
are sin
prescr

It shoy

— Th
di

— Th
— Th

B.2 |

A Dig{ig described in the specified DDD format{{see Clause 8) is often too elaborate for

For sh

[name

fieldd
NOTE 1

A Dig§
field s

Since

in the
follow
the Di

EXAMH

lowing examples illustrate the many uses of this document. It is not meant to be an ¢
her an attempt to illustrate the flexibility and control of the specification. The follov
hplified and provided in the DigSig shorthand (B.2). The examples are neithér reprg
iptive in any way.

1d be noted that when a DigSig verification is accepted, the following isyvalid:

e data read from the data carrier or received from a device have'been decoded ac
Fective of the authority of the data.

e data read are unaltered from when they were written.

e data were authorized (signed) at the instance of the timestamp.
DigSig shorthand syntax

brthand purposes, the following syntax‘'may be used:
of DigSig]lDigSig[data carrier «{¥be] {daid, cid, fields}

|= the set of fields

daid, cid, signature and-+timestamp are compulsory fields.

ig field which is not signed is depicted by strikethrough text, i.e. NotSigned¥Field. THh
| gnature is an example of a field, in the DigSig, which is not signed.

aid, cid, signature and timestamp are compulsory fields of the DigSig, it need

shorthand-The daid and cid shall be the first fields. The signature and timesta
the daidand cid in that order. The signature and timestamp fields may be placed
ySig, butithen it shall be shown.

pxhaustive set
ing examples
psentative nor

cording to the

easy reading.

e compulsory

hot be shown
p, by default,
anywhere in

LEA ItemDigSigNFC{daid, cid, signature, timestamp, ItemID, OwnerID}

daid and cid shall be the first 2 fields. It can therefore be safely omitted in the shorthand. The default position
for signature and timestamp are third and fourth in which case it can also be omitted in the shorthand.

EXAMPLE 2 ItemDigSigNFC{ItemID, OwnerID}

NOTE 2 Examples 1 and 2 represent the same DigSig.

signature and timestamp are explicitly placed to change it position in the DigSig. This is useful with
multi-page memory AIDC data carriers.

EXAMPLE3  ItemDigSigNFC{ItemID, OwnerID, signature, timestamp}

NOTE 3

© ISO/IEC 2022 - All rights reserved

In Example 3 the signature and timestamp are explicitly placed at the end of the DigSig.

49


https://iecnorm.com/api/?name=228efe8492f3f7f6625ae6e63e063b7d

ISO/IEC 20248:2022(E)

{field...} groups a set of fields. This group can be prefixed with another memory location or data carrier which
indicates it is not part of the CIDSnip and is read using a read method, i.e. IDcardLinearBarcode{NotInCIDSnip}.
In the next example signature and timestamp are placed into MB11 of an ISO/IEC 18000-63 tag.

EXAMPLE 4 ItemDigSigRAIN{ItemID, OwnerID, MBll{signature, timestamp}}

NOTE4 In Example 4 the term RAIN is an accepted industry term for ISO/IEC 18000-63.

NOTES5 InExample 4 signature and timestamp are explicitly placed in MB11 of the ISO/IEC 18000-63 tag.
EXAMPLE 5 ItemDigSigNFC{ItemID, OwnerID, entertext{SecretPIN}}

NOTE 6 In Example 5 the SecretPIN is secret since it is not part of any Snip. It is to be entered by the operator,
typically from premmory:

The square brjackets "[]" indicate an array of values for a field, i.e. "field1" indicates field1 has,ond value.
"field1[]" indifates field1 has none, one or more values.

The symbols ]..." and ",..." may be used to indicate none and more, and one and more fecords for a list.
EXAMPLE 6 ContainerItemlList{ContainerID, List{{ItemID, ItemDesc}..}[d}

To aid readability, fields can be grouped under a group name and expanded on a.8eparate line. Similafly, it is
recommended that fields of DataSnips be described in this way.

EXAMPLE 7 |ContainerItemList{ContainerID, List{}} withList{{ZItemID, ItemDesc}..} storeflin the
QR code on the|waybill.

B.3 Use examples

B.3.1 A simple timestamp

A simple timejstamp can be created with an empty-DigSig:

Timestamp({ }

The DDD for this simple timestamp is as follows (note the use of defaults to make it compact):

{"digsiginfo':
{"specifichtionversion":"ISQ/IEC 20248:2022",
"dauri":"https://thetimestamp.org",
"daid":"A TIME",
"cid":"123",
"verificationuri": [fh&tps://verify.thetimestamp.org"],
"revocatijpnuri": [Whittps://revoke.thetimestamp.org"],

"acceptvefrify": {("en":"This is a valid timestamp."},

"rejectvefrify"ef'"én" :"The timestamp cannot be trusted."}},
"datafieldg|":

[{"fieldid|"A¥specificationversion"},

{"fieldidll-¥dauri"} ’

{"fieldid":"daid"},

{"fieldid":"cid"},

{"fieldid":"signature"},

{"fieldid":"timestamp", "range":"[2022-01-01T00:00:00..2024]1"}1}

The decoding and verification of this DigSig will verify the Domain Authority and the time at which the
timestamp was generated.

A device under the control of a Domain Authority may like to timestamp data it created and prove that
the data originated from it. The DigSig will then look like this:

TimeStamp{DeviceID, DeviceGeneratedInfo{}}
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B.3.2 An authentic digital-twin tag

A digital-twin label/tag is typically an AIDC data carrier which only contains a reference to a cloud
service where all the relevant information of the tagged object resides. It is important that such a
reference is unique and that the reference contains an indicator of which "cloud" to use.

A "timestamp" as discussed in B.3.1 is in fact unique as long as only one signature is generated within
the accuracy of the timestamp, e.g. one a second in the default setting. The dauri provides for the
verifiable reference to the authoritative "cloud".

The time accuracy limitation is mitigated where the AIDC data carrier contains a trusted unique ID, e.g.
the TID for an ISO/IEC 18000-63 tag, by simply including the trusted unique DI in the DigSig.

B.3.3 | Barcode DigSigs

Barcodles are typically encoded with human readable text. [t became common practice, in flon-industrial
applications, to prefix the barcode with an URI which informs the reader what te do with|it. Associated
data ate often encoded in text or contained in a sparse proprietary data structtre. The r¢sultis a large
barcode, which may reduce the read quality of the barcode or may be too large for the placement.

To be Moted, it is easy to tamper with a barcode by simply changing tlie‘read barcode and recreating it.
This nmay lead to a barcode which points to a rogue URI pointing a(malicious website.

A Digligs allows for the detection barcode tampering. A DigSig however, does not proyide a method
to det¢ct copying of a barcode, but it is possible to link a/barcode uniquely to an object| Consider the
follow|ng example:

CompuflerOwnershipQR{ComputerSerialNumber,
IDcardLinearBarcode{Own&rib},
OwnerMemory{PIN}}

NOTE In the above example, the name of thé field also indicates read method; IDcardLinearBarcode, in this
example, is a linear barcode in the South Afnican identification book and OwnerMemory refers ffo the memory
of a reql person. Where IDcardLinearBarcede{OwnerID} is a struct with a “ISO/IEC 15417” repd method and
OwnerMemory{PIN} is a struct with an ehtertext read method.

In the pbove example, when the.barcode is read with a mobile phone, the DDD will

a) inptructs the standard DigSig DecoderVerifier app on the phone to display the Domjain Authority
arld CID for inspection;

b) inptructsthestandard DigSigDecoderVerifierapp onthe phonetodisplaythe ComputerferialNumber
fof inspection;

c) repuests‘the operator of the phone to scan the linear barcode of the ID book/card [of the person
cldimingthe ownership of computer, and

d) reguyests the pnrcnn r‘]:\iming the rnmpufnr toenter 2 PIN

Copying this barcode is futile since it is linked to the computer by its serial number, the ID of the owner
and something only the owner knows, the PIN. Ownership of the computer can therefore be proven,
that is, if the Domain Authority can be trusted.

If in doubt, the phone user may check the revocation status of the DigSig and/or perform an online
verification to confirm the offline verification at the trust service of the Domain Authority of the DigSig.

B.3.4 A RFID example

Tag data copying can be detected when an electronic data carrier with a trusted unique TaglID is used,
e.g. an English language competency certificate example may be constructed as follows:

IELTS{{ACADEMIC | STANDARD}, Date, Centre,
Candidate{Number, ID, FamilyName, Names[], NationalityENUM, FirstLanguageENUM}
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Results{Listening, Reading, Writing,
NullableTID{TagID} (null: "Note,

Speaking, BandScore,
this is a copy.", nonnull:

CEFR},
"This is the original.")}

This DDD has two applications, which can either be used independently or together to facilitate the best
of both approaches.

Barcode DigSig - TagID is be set to null since a barcode does not have a TagID. This DigSig barcode
is applied on the certificate. The null description: The null description "This is a copy." will be
displayed with the result of the verification.

RFID DigSig - the unique RFID TagID is included in the DigSig. The RFID tag is applied to the original
certificate. The nonnull description "This is the original." will be displayed with the result of the

verificati

On

NOTE Typ
segment which

will result in afp additional DataSnip requiring an additional data carrier read access.

B.3.5 A sin]

A simple Dig
example.

PrimaryDigSi

DigSigRecord]
BlockSize

This DDD allo|

Each recq
same sing

DigSigRe

DigSigRe
B.3.6 Aseq

Sequences of
object is tran
B.3.5. It shoy
EncoderGene
to generate D

is read during the first data carrier access. The DDD specifies a read method for the Faglll

ple file system

big record system is specified for an ISO/IEC 18000-63 data ,carrier in the fol

{UII{CID, PrimaryFields({},
TID{TagID},

UserMem{Signature, TimeStamp, DigSigRecordListy}, [DigSigRecord{}..]}

|= Blocksize, DigSigContainer{Start-OffsetBlock, Length-Blocks}[]

Enumeration{l-bit | 16-bits | 32-bits, |\\I'28-bits} encoded in 2 bits.
ws the writing of many DigSigRecords to-the data carrier. The following applies:

rd is a DigSig and therefore can independently be verified. The records need not
e its CID referenced DDD describes its fields and encoding.

fordList is not signed and can therefore be updated as and when a new record is ad

fordList should start ona memory WORD boundary to assist in updating its values

uence of DigSigs

DigSigs can be-used to establish a trail of trust when accountability/ownershif
sferred. This-trail of trust may be stored on the data carrier in a manner discug
Id be notéd that, in this offline example, each role player is deployed with a

gSigs.

cally the TaglID of the data carrier is stored in a different memory segment from.the rl\emory

which

owing

be the

ded.

of an
sed in
DigSig

rator which falls under the public key infrastructure of a domain authority to alloy them

Let us consi
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le and

health risk goods, e.g. scheduled medicine. To ensure that the plate conforms to all the physical and
registration rules, the following steps are taken, assuming an electronic data carrier is embedded in

the plate:

52

The manufacturer of the blank plate (Blanker) guarantees the plates are manufactured in
conformance with relevant blank plate specifications. These plates are sent to Embossers.

An Embosser will add the licence number to the plate after the Embosser verified that the blank is
genuine, and the licence number is legal. These plates are sent to the issuing point.

The issuing point issues the plate and mark it as issued ("live"). This may also involve that the
vehicle visual parameters are added to the data carrier with an additional DigSig.
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It should be noted that, in each step, the authenticity of the object is verified before the next step takes
place. Also, the entity which acts on the plate should be held accountable for that action. DigSigs provide

that fu

nction. A DDD for ISO/IEC 18000-63 (type C) might look as follows:

LicencePlateDigSig{UII{LicenceNumberNullable = vyehicleVisuals{}Nullable T1jcenceExpiry},

NOTE 1

cases.

TID{TagID},
UserMem{Sigrmature, TimeStamp, BlankSerial,
BrankbigStgtiiutlable, EmbossDigSig{ }Nullable} )

The steps are as follows:

a) TH

b) TH
m
w

lo
ge

TH
by
be
[ss
w

T}

NOTE 2

marked as bsign = false they are not required to be xéad for verification of the current [active] Dig

This c
A plat
Insped
the ap|
insped
field. §
may o

propriate mobile equipment, inspectors can verify, or update recorded data dur

e Blanker generates (signs) the DigSig with the following application field: BlankSe

e Embosser reads and verifies the [Blank] DigSig. If accepted, it knows lit is
hnufactured by the specific Blanker who signed it, ready to be embossed, Phe plat
th the legal licence number. The Embosser copies the [active Blank}~DigSig to th
fation and locks that part of the memory. The Embosser adds theLicenceNumi
nerates a new [active] DigSig, then writes it to the DataCarrier.

e Issuer reads and verifies the [Emboss] DigSig. If accepted, itknows this is a valid p
the specific Embosser who signed it, ready to be issued“The BlankDigSig may al
fore continuing. The Issuer copies the [active Emboss] DigSig to the EmbossDigSig
uer adds the VehicleVisuals{} and LicenceExpiry fields-and generates a new [activg
[ites it to the DataCarrier. The Issuer locks the datajearrier memory, as per applicg
e plate is handed to the vehicle owner as fully issued and active.

The BlankDigSig, and likewise EmbossDigSig, remains independently verifiable, but

b of which the DigSig does not verify is illegal and should be confiscated and
tors can check for illegal plates-and activities anytime, at any place. If authorized

tion and cross-refer to a.li€ehce disc compliant with this standard to update the
uch a data field corre€tion requires the generation of a new DigSig. In contras
hly be required to report back to the inspector’s back office at a later time. Pilfer

The position of the fields optimises both the reading and writing of the data carrier in the various use

rial.

h legal blank,
b is embossed
e BlankDigSig
ber field and

ate, prepared
50 be verified
location. The
| DigSig, then
ible standard.

since they are
Sig.

in seem like an elaborate process, butiit works well even in places with connectivity challenges.

or destroyed.
and carrying
ng a physical
LicenceExpiry
t, verification
ed plates will

e detected when used illegally or inserted back into the process. All the role players can be held

table because they can be identified through the DigSig they generated.

also b
accout]

B.3.7 | Selectivestruct

See 8.9

.3.8 cHutvaluefields.

B.3.8 | Multiple DigSigs using the same base data

It is possible for different DigSigs to use the same part of data carrier. For example, a waybill barcode
DigSig for a container includes the TagID of the container seal, which is read using the readmethod
pragma. The container seal contains its own DigSigRFID. The DigSig will be rejected in both cases if the
seal is broken.

WayBil119®{ContainerInfo{},
ContainerSeal®3{UII{SealInfo{}},

SealTID{TagID}}
SealTID{TagID}}

Source{}, Destination{},

UserMem{Signature, Timestamp},
B.4 Signature method examples

B.4.1 General

The use of standard digital signature methods is recommended; however, standard methods are
designed for large data blocks where data size is not a critical limitation. AIDC data carriers are limited
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in the number of bits it can store especially when considering the read scenario. This clause provides
example digital signature methods, standard, standard adapted and proprietary. These examples are
not provided as a recommendation for general use, the use case risk needs to be evaluated to decide if
such or which example method may be applicable (see Annex G). Also, to be noted is the ever-changing
improvement of computer power, which reduce the security level of a crypto method in over time. The
use of X.509 by this document allows for the seamless upgrade to stronger crypto methods whenever
the need arises.

A digital signature method has the following components:

— Anasymmetric cypher utilizing a secret private key (or set of information) with which the DigSig is
signed, and a public key (or set of information) which is almost impossible to derive from the private
key with fvhich the signature is verified.

— A hashing algorithm.

A digital signature method is typically named using these two components, e.g. ECDSAwithSHA[256 or
ecdsa-with-SHA256 which is identified with the OID 1.2.840.10045.4.3.2. The first method of naning is
used by this document.

B.4.2 Standard digital signature methods

(7]

Table B.1 proyides standard digital signature methods which may be suitable for use with DigSigs.

Table B.1 — Example standard digital sighature methods

Method namg oID Reference specifications Signature
length
ecdsa-with-SHA256 1.2.840.10045.4.3.2 IETF RFC 5480 and IETF RFC 5758 512 bits
id-ecdsa-with{sha3-256 2.16.840.1.101.3.4.3.10 [NIST'CSOR 512 bits
sha256 2.16.840.1.101.3.4.2.1 NIST PUB FIPS 180-3 256 bits

B.4.3 A prgprietary digital signature:method (ECBNwithSHA256)
Method OID: 1.3.6.1.4.1.49897.1

This method is in common use byDigSig implementations.

Description: CBN with SHA256-/using point reduction.

Information: The ECBN MIRACL C library (pre-2018) is used for the implementation.

Public key de ;cription: (Pub (Pointl (x,y),Point2(x,y)),Sys param(Pointl (x,y),Point2(x,y))|) with
x and y 32-byfe unsigned integers.

B.4.4 DigSigTultsigmature—datadefimitiom verificatiom (NUEEWithNUELE)
Method OID: 1.0.20248.1.1
NOTE Null encryption is a standardised practice as illustrated by ITU H.235.6.

A requirement exists for the distribution of a verifiable AIDC data description to be used by independent
systems. A DigSig DDD is a schema data description distributed in a digital certificate, which makes it
independently verifiable, like code-signing. However, the verification of the data is often not important,
and the bit size of the signature causes read performance issues. A null signature (no signature) may be
used to reduce the signature to zero bits and avoid the size issue.

NULLwithNULL has a zero-bit signature with no data verification, while the DigSig certificate provides
authenticity for the data description.
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The timestamp may also be null'ed (see 8.9.3.7.3).

B.4.5 Compact data error detection (NULLwithCRC32)
Method OID: 1.0.20248.1.2

Simple data error detection (not data authenticity) may be provided using CRC32 as the hash algorithm
in addition to the data structure authenticity (see B.4.4). There is no public key, and the signature length
is 32 bits.

NULLwithCRC32 uses the 32-bit CRC as specified by IEEE 802.3-2012. It uses the following polynomial:

3 26 23 22 16 12 11 10 g Z LN 4 2 1
X XA X X X X X X T AT T A TA XA TA TATTI

The advantages are:

— Short "signature” of 32 bits.

— Ng security is claimed and therefore no false sense of security.
— Ng digital signature verification process is needed, resulting in a fastér execution tine.
— Da3taerrors are detected.

— D4gta structure tamper/errors are detectable.

— TRhedatastructureisdistributed usingamanaged and-verifiable method, the X.509 Digpig certificate.

B.4.6 | Compact elliptic curve (FP256BNwithSHA256)
Methogd OID: 1.0.20248.1.3

A usefjul 256-bit signature is achievable through the point reduction of ECBN. It provides a 100-bit
security level (as of 2020). It is a well-used-algorithm especially for short messages in IoT|as is the case
with AIDC data.

Public|key description: (Pub (Pointi(x,y),Point2(x,y)),Sys_param(Pointl(x,y),Point} (x,y))) with
x and ¥ 32-byte unsigned integers.

The fdllowing example EP256BNwithSHA256 implementation steps was created using the MIRACL
Core: Apache License, Version 2.0 library dated 2020.

— MJRACL Corelibrary using FP256BN with SHA256.

— Udes the BLS signature from emerging standard https://datatracker.ietf.org/doc/Html/draft-irtf
-cfrg-bl§ssitgnature-02.

— Ciphér’suite ID: BLS_SIG_FP256BNG1_XMD:SHA-256_SVDW_RO_NUL._.

An alternative implementation may use https://github.com/cloudflare/bn256. Care should be taken in
the parameter preparation, hashing and hash-to-curve steps to ensure interoperability.

NOTE This example uses the data from Annex I.

a) Key generation
Generated private key:
0xA1356E9DC2166EA15C7755C4C282AE81DE9439880CE02541CEOCT7AEF300760E9

Generated public key:

0x026C451A6645729B679916E15FALIFFA7I9C3D1F516A3862C9E3618530249CB6BF42527BF3770AD0D6E435
2EAC84A408BCYO96F93E229448766B4DASEA2FD4E11D4374
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b) Signing process

56

Extracted SigData:

["ISO/IEC 20248:2021","https://www.dept-edu.com","QC DGSG",110,"2024~-

11-04T08
elors in

:00:00", "John Doe","612209498902"™, ["2021","2022","2023"], "Bach
Administration", "Business School","2024-03-04", [["Structures

101", "degree","B"], ["Accounting 112", "degree","A"], ["Statistics 159", "extra","A"]]]

Generate

the signature (33 bytes):

0x03FD88E0782374DA3BD55BB7A847FB019C0C8B3B8D3775B7441F5DFI9F9B6256A5A

Drop the
boundari

0xFD88EQ

Encoded

0xC09809
2B773A12
D2DCD2E6
CAGESE4E

6A7300

Encoded

https://
pvaG4gRG
TZaTu7luX

Verificati

Lo 1 1 1 L L2221 Lo DI LI
HISU DyLC LU proudutc d CUIIPICSSTCU SIgIHAdLUlc (o4 DyLCES LU 1IU COIINITION RT'ITD 11
PS):

) 82374DA3BD55BB7A847FB019C0C8B3B8D3775B7441F5DF9F9B6256A5A

'he DDDdata after adding the signature:

Pp640006EE100FD88E0782374DA3BD55BB7A847FB019C0C8B3B8D3775B444XF5DF9F9B625

emory

bASAQF

PBDA1B88111BD96C3631323230393439383930328C6C3684C2C6D0CADSPEE4E640D2DC40
F8E4C2E8D2DEDD7A13AB9B4B732B9B99029B1B437B7B65AEEEEEESEC2C4C65CC2C65CEF4C
NCO6ESEAE4CAE6406260623720B1B1B7BAB73A34B7339018989906CA6ES8C2E8D2EGE8D2C6

'he URI envelope:

ww . dept-edu.com?wJgJ1lkAAbuEA YjgeCNO2jvVWAeoR sBnAyLO403dbdEH135-bYlalo
D1sNjEyMjASNDk40TAYGw2hMLGOMrY3uTmONLcQILE2tLcOubo5MLo0t7dehOrm0tzK5uZA

MLEx1zCx1z0wsyR3Kbo50rG60rkyuZAYmBiNyCxsbeb6tzo0tz0QGJ1iZBcpujCONLMONLGSkRB]]

DN process

Decode the DigSig envelope and extracted the;SigData:

["ISO/IE
11-04T08
elors in

101", "de
Extracted

0xFD88EOD

Verificati
and alter
either of 1

[ 20248:2021", "https://www.dept-edu.com","QC DGSG",110,"2024-
00:00","John Doe","612209498902", ["2021","2022","2023"], "Bach
Administration”, "Business~School","2024-03-04", [["Structures

jree", "B"], ["Accountimg\112", "degree","A"], ["Statistics 159", "extra","A"]
the signature: (32 hytes):
/82374DA3BD55BBJA847FB019C0C8B3B8D3775B7441F5DF9F9B6256A5A

bn is performed using the public key from the DigSig certificate, the extracted S

he prefixed signatures verify.

B2C8DA
PCCO1D
64062

PK3C6OE
bsbQ3t

anMA

gData,

hatively the extracted signature prefixed with 0x02 or 0x03. Verification is accepted when
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Annex C
(informative)

DigSig use in IoT

The Internet of Things or 10T is an abstract of the relations and interactions between real world things
(humans and objects) and the digital world. The digital world consists more and more of autonomous
and inelli j i i i j these devices
are urlder the control and management of independent domain authorities. The domajn authorities
increapingly direct devices through policies, relying on the device intelligence andoca] information,
to act| These domain authorities will assume accountability of the actions of'devices under their
contrdl. For this to work, devices need to trust identity, data, information, andimethods. [This relies on
interoperability of identity, data, and methods. It should be noted that the werld of IoT is alfast-changing
world.| Domain authorities therefore have a key requirement for agility in-defining datfa objects and
data nlethods while maintaining the integrity and identity of such definitions and methods. At the same
time, Big Data Stores have a requirement for authentic and interoperable data to provide correct and
meanipgful interactions with the physical world.

%:/ Domain Authog( 6\ B

Accountability
Management

—( Information Information Infgrmation
ﬁlnterro ate \{~ World ; e

. »\0 Intarface Relay Translation Ap )Ilc?hon
g ‘\ Devices Devices Devices

e

Big Data

—_— S

Figure C.1 — Simplified view of the Internet of Things

Automated identification data carriers fulfil an important role in representing physical world objects
in the digital world. It provides identity and information (both static and interactive) of the object and
the environment of the object when connected to a sensor. For example, an aeroplane part is identified
by the owner of the part. The part carries information of installation and every inspection of the part.
To illustrate the requirement for interoperability of data and methods, consider that there are many
independent aircraft owners and manufactures. There are also many independent part inspectors and
service entities. Each of them has a requirement to access the data on the data carrier, to trust the data
on the data carrier and be trusted to update the data carrier correctly. The world of commercial aircraft
is successfully achieving such goals, but a single domain authority is working hard to reach these goals.
[oT expands these requirements to domains where such rigidity is not achievable.
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In the context of this document, the role players in Figure C.1 perform the following functions (see
Figure 1 for context):

— Physical world objects are tagged with a data carrier.

— A domain authority, which is accountable for the object, programs the data carrier with a DigSig
containing identity data and optional information about the object. The domain authority has
previously published a DigSig certificate which describes the data structure and read methods of
the DigSig.

EXAMPLE 1 DigSig{ObjectID, [ObjectInfo], [PrivateInfol}

NOTE 1 The DigSig certificate isa verifiable and trusted directive from an inr‘lpppndpnf domain au 'hority'
instructing an autonomous device how to access data carriers on objects from that domain authonity

NOTE 2 | The DigSig inherently identifies the domain authority of the object.

— The datafcarrier is accessed and read by a Real-World Interface Device, which.¢an be under the
control of a different domain authority than the domain authority of the data(carrier. In this case,
because (fits access to the DigSig certificate, the Device can decode and verify the data carrigr data.
It can als¢ read the encrypted data if it has been assigned authenticated access to the DigSig private
containel

NOTE 3 |Ifso configured, the data carrier remains untraceable, and the private containers remain private
until the fevice has been authenticated using the method specified in the DigSig certificate.

NOTE 4 |The Real-World Interface Device can also, by its ownylogic or under the directive of gnother
device, wrjite information to the data carrier.

In 10T, it is popsible that other intelligent devices need thelinformation of a data carrier access eyent to
fulfil their furnjctions. These devices need to trust the acééss event information, especially since the data
carrier is not present. This is achieved by:

— Every Repl-World Interface Device is issued“with a X.509 identity by its domain authorify. The
associatef DigSig certificate describes the access events of the device. Likewise, every devife that
produces|data should be issued with a X.509 identity by its domain authority. The associated|DigSig
certificatp describes the informatiorproduced by the device.

— The Real{World Interface Device digitally signs the access event. It then makes the event availpble to
other loT[devices, which cansthen verify the data accessed, when, by whom and if it was, how it was
manipulajted.

EXAMPLE|2  In the example the AccessEventInfo may be in a private container for security purpoges.

DigSig{AlccessEventTimestamp, [AccessEventInfo],
DigSig¥©bjectID,ObjectInfo,PrivateInfo}}

AccessEvent€Info |= {[AccessEventInfoStatic],
L2 I i ol = . il
HrecessEvrernrttrfofetiorst

[AccessEventSensorInfo]}

NOTES5  The DigSig inherently identifies the domain authority of the Device and therefore also the DigSig
certificate whereby the read event DigSig can be interpreted.

— The relaying devices can verify the DigSig(s) and sign it as being relayed by a specific device at a
specific time in the manner described above. However, it will not be able to access private containers
without proper authentication.

— Information translation devices typically join and translate access events with other information to
make the access event more useful. The result of joining, translation and aggregation also should be
signed.
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— Following this chain, the Application device can authenticate the data carrier data without the need
of directly interrogating the data carrier. It can also verify all additional information and changes to
the information, in relation to the access event, before it uses the information.

This chain of DigSigs provides accountability of actions across all devices, even if these devices are
under the control of independent domain authorities. Interoperability of data structures and read
methods are maintained. Data structure and method changes are handled by issuing a new DigSig
certificate with the new structures and methods (see Figure 3).
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Annex D
(informative)

Typical DigSig EncoderGenerator device architecture

D.1 General

This annex shjould be read with Annex E.

D.2 Architecture

Figure D.1 illustrates a typical DigSig EncoderGenerator device architecture. The”DigSig enfoding
and generatign services typically consist of an Issuer device and the EncoderGererator devicg. This
separation erjsures proper segmentation of functions and allows for efficient information s¢curity
measures. The private key used for the generation of the signature should\be’kept secured within the
EncoderGenefator device.

The Issuer deyice is typically responsible for
— the assenpbly of the DigSig data to be signed,
— the requgst for a DigSig, and

— the programming of the data carriers.

Encoder Generator device [set]

si X.509
Issuer device [s@ lgner Key Store

l— RFID Ta BAQ
g Interrogator

) Issuer

AIDC
programmer

1
1
—_

]

DigSig
Encoder
Generator
Controller

=y
CI3PTT sV CUC JI1/USI

Application/
Controller

—_—
Barcode

1
|

X Applicator |]

JayrrerTeTeoeT

2

DigSig Audit Log
Encoder (Journal)

Figure D.1 — Typical DigSig EncoderGenerator use architecture

The EncoderGenerator device is typically responsible for

— the protection of the private key,
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— the generation of the X.509 key pair,

— journaling of all DigSigs generated,

— the generation of the Timestamp, SigData and Signature, and
— the encoding of the DigSig.

A DigSig issuing service, incorporating one or more EncoderGenerator devices is typically responsible
for

— controlling and managing the DigSig EncoderGenerator device(s),

— the validation of the DigSig request and the credentials of the requestor (and issuing flevice),
— th process of the DigSig generation,

— the checking of the DigSig before release to the Issuer device,

— crpating an audit trail of DigSig requests, DigSigs generated and error@onditions,
— acks as a security shield for the EncoderGenerator device,

— ogtionally provides the online verification services, and

— opgtionally provides the online DigSig revocation services-

This d|stributed architecture may be simplified if all th€ functions are local to a specific point, e.g. on a
factory line or in a distribution centre.

It is recommended, to ensure signature fidelity, that'the DigSig be verified for valid verification before it
is programmed on the data carriers. This meansthe DDDdata should undergo the full cycle of encoding
and dgcoding before being signed and released: SigData should be generated from the dedoded DigSig.

D.3 Example interface

D.3.1| Principles

This example DigSig EncoderGenerator interface is widely used to provide a TCP/IP commjand-response
(messdge) service. It isqused to encode and sign data and generate the DigSig as specifigd by a DigSig
Data Dlescription (see(8.5).

All comnmands shall'be responded to and processed in sequence.

DigSig|EncodexrGenerator is typically supported by the following utilities:

— DiFSig Data Description checker.

— DigSig certificate sign-request generator.

— DigSig certificate signer, typically a function of an X.509 Certificate Authority.

D.3.2 Version

The interface notifies the application which ISO/IEC 20248 specifications and which interface
implementations are supported by the service, using version in the information notice.

The versions for the interface specified in this document are:
— Specification: "ISO/IEC 20248:2022".

— Interface: 2.
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The version fi

"Version": {"

"

EXAMPLE

"Version": {"

"

48:2022(E)

eld has the following format:

Specifications":[list of supported ISO specifications],
InterfaceSupport":[list of supported interface versions],
Implementation™:

{"VendorName" :"<vendor name>",
"Version":"<major>.<minor>.<patch>",
"Build":"<build number"}}

Specifications™: ["ISO/IEC 20248:2018","ISO/IEC 20248:2022"],
InterfaceSupport":[1,2],
Implementation":

D.3.3 Inter

D.3.3.1 Met

The interface

{"VendorName":"20248 Technologies",
"Version":"2.2.3",
"Build":"231921-alpha"}}

face message

hod

uses a command-response method of which the initial "Info" message is a respon

successful copnection.

D.3.3.2 Mesg

The interface

{"<message n

NOTE Fiel
D.3.3.3 Bin:
See 4.4.

sage framing

message is a single inline JSON object containing a-sét of fields in the following formn

bme>" :<message data>}EOL with EOL |= <LEx_ | <CR> | <LF><CR> | <CR><LF>

 order within <message data>, as with all JSON objects, has no meaning.

airy values

D.3.3.4 Conmpmunication start-up

On receiving

h connection, the seryvice shall send an information notice.

D.3.3.5 Communication termination

Empty messa

D.3.3.6 Mesg

bes (an EQhLpreceded with no text) shall terminate the connection with no error.

sage-error

Sse to a

hat:

Commands w

hich are not valid [SON objects shall be discarded with the following response:

{"Erroxr":{"D

escription":"Incomplete command"}}

D.3.4 Certificate store

The certificate store contains the desired DigSig certificates.

The certificate store may contain the associated private keys.

The private keys should be kept secret to ensure authenticity of the system. Only one copy of a private
key should ever exist. If the private keys are stored in the certificate store, then the certificate store
should also be kept secret.

An independent secure and trusted service should manage this store.
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The EncoderGenerator shall watch the store for a change on which it shall enact the change and notify
connected applications of the change.

D.3.5

Keys and DigSig certificates

D.3.5.1 General

The generation of new keys and DigSig certificates, using this interface, shall use the following steps,
see Figure 2:

a) The application requests the generation of a new key pair. The EncoderGenerator generates the

cified l(r—\y p;\ir and

stores the key pair securely, and
return the public key.

e application adds the correct DAID and CID to the DDD.

e application submits the DigSig certification request toran appropriate X.509
thority.

e resultant DigSig certificate is
published appropriately, and

provided to the EncoderGenerator upon which it matches the private key by us
public key and the public key in the certificate.

S
b) T}
c) T}
d) TH

Ay
e) T}
f) Th

Di
NOTE
D.3.5.

e EncoderGenerator reports, using the info message, its readiness to perform si
Sig certificate.

A key request is not required:when any of the NULL encryption methods are used.

Key request

The following command shall be used to generate a new key pair, securely store the py

e application generates a DigSig certification request by including the public key aind the DDD.

Certification

ng the stored

bning for that

ivate key and

provide the public key to be associated with a DDD:
{"KeyHequest" :<crypto signature method>}
The response hias'the following format:
{"KeyHequést" : {"ResponseCode": {"Code" :<JSON number - code as per Table D.1>,
"Desc":<JSON string - error as per Table D.1>},
"PubKey":<Public key in base6d>}1}
Table D.1 — Key request error codes

Error Description

0 Success

1 Failed: Method not supported

2 Failed: Key generation error

3 Failed: Key storage error
NOTE The method knows the key length. It is therefore redundant information and excl
interface.
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D.3.5.3 Add a DigSig certificate

The following command shall be used to add a DigSig certificate:

{"AddCert":<the DigSig certificate in the PEM format>}

The response has the following format:

{"AddCert": {"ResponseCode": {"Code"

The applicatig

:<JSON number - code as per Table D.2>,

"Desc":<JSON string - error as per Table D.2>}}}

Table D.2 — Add a DigSig certificate error codes

Error Description

0 Success

11 Failed: No private key match

12 Failed: Certificate storage error
13 Failed: DDD decode error

D.3.5.4 Delete a DigSig certificate

The following

{"DelCert":{

The response

{"DelCert":{

D.3.5.5 List

The following
DigSig certifig

{"ListKeys":
The response

{"ListKeys":

"DAID":<DAID>, "CID":<CID>}}

has the following format:

n should perform an information request to obtain the DataSnipconfiguration.

command shall be used to delete a DigSig certificate:

"ResponseCode": {"Code" :<JSON number -_ceode as per Table D.3>,
"Desc":<JSON stringg<<{error as per Table D.3>}}}

Table D.3 — Delete a DigSig certificate error codes

null}

has‘the following format:

Error Description

0 Success

21 Failed: Cert not found

22 Failed: Deletion error
the key pairs

command shall be used to list the public key of the generated key pairs with the(linked
ates identified by the DAID and CID:

{"ResponseCode": {"Code" : <JSON
"Desc" :<JSON
"PubKeys": [ {"PubKey" :<Public

"Certs":[{"DAID":

number - code as per Table D.4>,
string - error as per Table D.4>},
key in base64>,
<DAID>,"CID":<CID>}..1},..1}}

With "No keys", the field pubkeys may be omitted. If included in the response, then it shall have an empty
array as a value, "PubKeys": [].

No linked certificates shall be indicated with an empty array, "certs": [].
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Table D.4 — List key pairs error codes

Error Description

0 Success

31 Failed: No keys
32 Failed: List error

D.3.5.6 Delete a key pair

The following command shall be used to delete a key pair and its linked DigSig certificates:

{"Delfey"*T<PubtricT Rey IIT Dbascoz>7
The response has the following format:
{"DelHey": {"ResponseCode": {"Code" :<JSON number - code as per Table D.5%7
"Desc":<JSON string - error as per TableHVS>}}}
Table D.5 — Delete a key pair error codes
Error Description
0 Success
41 Failed: Key not found
42 Failed: Deletion error
D.3.6| Crypto support
The hgsh and asymmetric crypto are specified in‘the DigSig certificate. The private cont

cryptd
The cr
The m
— E(
— NI
— NI
— NI
— FH

D.3.7

is specified in the DDD, which is part of the DigSig certificate.
ypto support shall be indicated in theilnfo message.

nimum crypto signature methods‘are (see B.4):
DSAwithSHA256 identified'as ecdsa-with-SHA256 (see B.4.2)
JLLwithNULL (see B.4.4)

JLLwithCRC32 (see'B.4.5)

JLLwithSHA256-identified as sha256 (see B.4.2)
256BNwithSHA256 (see B.4.6)

Configuration

ainer pragma

The CLufiguL attorrcommramnd Luufigul es—the TCSPUITST fornrat=s lCLluil ed 'u_y acomrected application
for that specific TCP/IP connection, i.e. a configuration is applicable for a single TCP/IP connection. The
configuration command has the following format:

{"Configure": {<Table D.6 configuration fields>}}

Table D.6 — Configuration fields

Field name |Description Value Default
Base64 Switch binary return values between Base64String and HexString |JSON boolean |false
Envelope Select the envelope format "RAW" | "URI" |"RAW"
The URI envelope CIDSnip shall use Base64string in accordance with 8.3.3.3.
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applies:

{"Configure": {<configuration fields>}} will setthe specific values.
{"Configure": {}} will set the default values.

{"Configure":null} will return the set values.

In all cases the response has the following format:

{"Configure"

:{<configuration fields>}}

If the command is in error the response shall be as follows:

{"Configure"

D.3.8 Enco

D.3.8.1 Reqpuest format

The DecodeVe

and it shall not change the state of the service. As such, the information for the’request shall be pr

as a single red

{"20248" :<DD

NOTE1 The
selected for thg
NOTE2 The
NOTE3 The
D.3.8.2 Res

{"20248": {"R

"l
"

EXAMPLE

{"20248": {"R
e
)

D.3.9 Infor]

The informat
to obtain the

:{"Error":"Bad configuration"}}

leGenerate

rify request is stateless and atomic, i.e. the request shall be executed without interr

uest.

DdataTagged limited to the leaf fields, i.e. not sfrictjoin'ed>}

DigSig encoding and generation.
encryption method is obtained from the DigSig certificate.

service generates SigData from DDDdataTagged.

ponse format

esponseCode": {"Code" :<JSON pumber - code as per Table F.1>,
"Desc":<JSON"string - error as per Table F.1>},

I[DSnip":<CIDSnip binary>,

btaSnips":{<DataSnip mame>:<DataSnip binary>..}}

With reference to the{D.3.9 example.

sponseCode": {2'"Code":0, "Desc":"No Error"},
[DSnip":"wJgLT3UaawNS5RRiIWnEEAA=="",
btaSnips":4ad":"jhflkwie7£432","bb":"4j53ds90j42="1}}

mationnotice

on rotice is used by the application to predetermine which DigSigs is of interest ar
D3taSnips of those DigSigs.

iption,
pvided

DDDdataTagged contains the DAID and the CID from which'the appropriate DigSig certifficate is

d how

The information notice is sent by the service:

— As the first message to the application after the connection was established.

{"Info":n

Unsolicited when the service detects a change to the list of DigSig certificates in the store.

On request with the command:

ull}

The information notice field uses the following format:

"Info":{"Ver
IIC‘::Ey
"Dig
66

sion":<version as specified in D.3.2>,

pto":{"Signature": [<signature function>,..],
"PrivateContainer": [<private container function>..]},

Sigs":{"<IAC>-<CIN>-<CID>":
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{("DAID":"<DAID in Binary>",
"CID":<CID number>,
"DataSnips":{"<fieldid wvalue>":<pragma value>..}}..}}

The allowed pragmas are entertext and readmethod.
EXAMPLES "DataSnips" field values:
{"bb":{"entertext":null}}

{"bb": {"readmethod": {"methodname": ["ISO/IEC 18000-63"7,
"methodmemory": [3], "methodoffset":128, "methodlength":128}}}

EXAMPLE ISO/IEC 18000-63

{"Infq":
{"Vdrsion":<version as specified in D.3.2>,
"Chdypto":{"Signature": ["NULLwithNULL", "NULLwithCRC32", "NULLwithSHA256™,
"ECBNwithSHA256", "FP256BNwithSHA256", "ECDSAwithSHA25F" ]},
"DigSigs":
{"|OQC-FVXX-106":{"DAID":":C098:0B4F:75","CID":106,
"DataSnips":{"aa":{"readmethod": {"methodname" :[(“F¥SO/IEC180pP0-63"1],
"methodmemory: [3],
"methodoffset":128,
"methoddlength":128}},
"bb": {"readmethod": {"methedname": ["ISO/IEC180pP0-63"],
"mefhedmemory":[2],
"metkodoffset":128,
Mpethodlength":128} 11},
"1OC-FVXX-107": {"DAID":":C098:0B4F:75","CID":1Q7,
"DataSnips":{"aa": {"readmethod™ M "methodname": ["ISO/IEC180pP0-63"1],
"methodmemory": [3],

"methodoffset":128,
"methodlength":128}},
"bb": {"readmethod": {"methodname": ["ISO/IEC180p0-63"17,
"methodmemory":[2],
"methodoffset":128,
"methodlength":128}}}}1}}}

NOTE1 ISO/IEC 18000-63 data configuration and read method considerations are:
— Ar]ISO/IEC 18000-63 tag automatically provides the inventory data. Other data is explicitly fead.
— The ISO/IEC 18000-63 inventery data consists of:

—| The protocol control word (PC) that contain the standards toggle bit (the T flag) and the application
family identifier (AFI):

— T =1land AFI = 0x92 indicates an ISO data structure with the unique item identifief (UII) encoded
asthe CIDSnip.

—~T=0or 1, AFI # 0x92 and the UserMemory DSFID = 0x11 indicates the CIDSnip fpllows the data
storage format identifier (DSFID) in the UserMemory. The DSFID is the first 8 bits pf UserMemory
(MB11)

— Inventory data (UII).
NOTE 2  With URI data encoding the CIDSnip is the data following the "?" (see 8.3.3.3).

NOTE 3  The CIDSnip follows the ISO/IEC 15434 message structure, Format ‘06’ for ASC MH 10 Data Identifier
"6R".

D.3.10 privatecontainer and crypto support

The application shall be responsible for the private container pragma. It is foreseen that the private
container handling will be provided as an independent microservice interoperable with this interface
specification.

© ISO/IEC 2022 - All rights reserved 67


https://iecnorm.com/api/?name=228efe8492f3f7f6625ae6e63e063b7d

ISO/IEC 20248:2022(E)

The application shall be responsible for the crypto within a read method. It is foreseen that the
crypto handling will be provided as an independent microservice interoperable with this interface
specification.
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Typical DigSig DecoderVerifier device architecture

E.1 General

This ahnex should be read with Annex D.

E.2 Architecture

Figurg E.1 illustrates a typical DigSig capable AIDC Reader device architecture’The AIDC

is the dlevice responsible for reading the DigSig from the data carrier(s), It should verify t
Applicption device is a separate device which uses the DigSig. The Application device veri
before| it is used, even though it has no ability to read data carriexs.”Both the Applicat
Readef devices are DigSig DecoderVerifier devices as specified in-this document.

Application device [set]

Crypto Vault Key Store
Associated
Application(s)
Ol

©

R\
)

igSig DigSig
Translator ( Verifier

DigSig
Decoder

e

\

~»
AIDC R%er device [set]

FI
Barcode Ba
Reader

Reader device
he DigSig. The
ies the DigSig
ion and AIDC

D Tag |<7
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code |<7

™ Q X.509
Verifier a» Key Store
N\
§Q> RFID R
@ Interrogator
Local
Application/
Controller
Device User
Interface
DigSig DigSig
Translator Decoder

Jojessuaniapodud 31S81d 820z D31/0S!

Figure E.1 — Typical DigSig DecoderVerifier use architecture

The architecture specifies the following modules:

— Local Application/Controller: This is an application which runs on a device with the capability to
read/interrogate data carriers. It may include an operator interface. This device is typically designed
and deployed for a specific purpose.

— Associated Application: This is an application which is connected to the Local Application/Controller
with the purpose to receive data carrier read instance information from the Local Application/

Controller.

— RFID Interrogators: RFID Interrogators typically interrogate the data carrier providing direct and
selective access to memory and over the air security.
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The process flow is as follows:

a)
b)

c)

d)

f)

g)

h)

70

Barcode Readers: Barcode readers typically read a barcode as a single unit. They provide the data
length and encoding information allowing the Application to interpret the data easily.

Device User Interface: This interface is typically associated with a handheld device but can be a
console for an automated portal. It displays information and allows text input.

X.509 Key Store: The X.509 Key Store is typically a standards-based component of the operating
system. It validates and stores X.509 certificates as provided by a trusted application. Content of
the X.509 Key Store is not necessarily secret but can be considered authentic because it is digitally
signed. However, access to it should be strictly controlled to prevent the insertion of erroneous
certificates. DigSig implementations typically use an independent instance of the store local to the
application providing isolation between the DigSig certificates and other certificates stored on the
device.

Crypto Vault: The Crypto Vault is typically a dedicated hard or software module which performs
specific cfyptographic functions. The Crypto Vaultis used to decrypt private containers’as directed
by the pr{vatecontainer directive. It may also be used with cryptographic air protocols as d;I;ected
by the rdadmethod. It normally also acts as a secret store for keys (notably symimetric kefys and
the private key of a key pair) and has an ability to securely obtain such keys based on a directive.

Various cpmmercial products are available which are, e.g. used in POS terminals and ATMs.
DigSig Decoder: The DigSig Decoder module decodes an array of Snip$ into DDDdata.

DataSnip$ containing a privatecontainer may be decoded by the Application and beford being
passed to the DigSig decoder. Such decoded DataSnips should/be‘marked as having been decfypted
allowing |the DigSig Decoder to decode the fields of the onivatecontainer. The DigSig dpcoder
should assume a privatecontainer DataSnip is in its encfiypted form unless instructed othefwise.

The DigSilg Decoder should be able to indicate, using the’CIDSnip and the selected DDD, if andfwhere
DataSnip$ can be obtained from.

DigSig Vetification Module: The DigSig Verifierinodule verifies DDDdata using the referenced|DigSig
certificatp. It generates SigData from the DDDdata.

DigSig Translation Module: The DigSig” Translation Module uses displayformat to generate
DDDdatapisplay from DDDdata.

The Local Application/Controller reads/interrogates a CIDSnip.
The Local Application/Controller extracts the CID from the CIDSnip.

The Loca] Application/Controller selects the most appropriate DigSig certificate for the defoding
from the K.509%Key Store. If not available, it searches for it according to its local knowledge.

The Loca] Application/Controller extracts the DDD from the DigSig certificate and passes it along
with the CIDSnip to the DigSig Decoder.

The DigSig Decoder decodes the CIDSnip into DDDdata. If DataSnips are needed to complete the
DDDdata the DigSig Decoder returns a DataSnip map containing instructions on how to obtain
data.

The Local Application/Controller reads all the required DataSnips (privatecontainer DataSnips
are not decrypted at this stage). It then passes the array of Snips to the decoder for decoding.

When the DDDdata are correctly decoded, the Local Application/Controller provides the DigSig
certificate and the DDDdata to the DigSig Verifier for verification.

If the DigSig verification is accepted, the Local Application/Controller may request the DigSig
Translator to generate DDDdataDisplay and DDDdataTagged for its own purposes.
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i) The Local Application/Controller may, with proper authority, decrypt privatecontainer DataSnips
for them to be decoded into the DDDdata. DDDdataDisplay and DDDdataTagged then contain the
fields of the privatecontainer.

j) The Local Application/Controller may pass the DDDdata to Associated Applications who can
perform their own verification without the need to read/interrogate the data carrier.

E.3 Example interface

E.3.1 Principles

This ekample DigSig DecoderVerifier interface is widely used to provide a TCP/IP commland-response
(messgge) service. It is used to decode and verify DigSigs read by Automated Identificatiorf Data Capture
(AIDC] devices.

All cornmands shall be responded to and processed in sequence.

E.3.2 | Version
See D.B.2.

E.3.3 | Interface message

E.3.3.1 Method
See D.B.3.1.

E.3.3.2 Message framing

See D.B.3.2

E.3.3.3 Binary values

See 4.4.

E.3.3.4 Communication start-up

See D.B.3.

|ON]

E.3.3.3 Communication termination

[y

See D.B.3.

E.3.3.6 Message error

See D.3.3.6.

E.3.4 Certificate store
The certificate store contains the desired 20248 certificates and revocation lists.
An independent trusted service should manage this store.

The DecoderVerifier shall watch the store for a change on which it shall enact the change and notify
connected applications of the change.
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E.3.5 DigSig certificates and revocation lists

E.3.5.1 General

A DecoderVerifier should be able to obtain DigSig certificates, certificate revocation list and DigSig
revocation lists. The application may perform these functions in the following manners:

— DigSig certificates: The application obtains and provides the DecoderVerifier with the DigSig
Certificates for its targeted DigSig AIDC data.

— Certificate revocation: The application checks or receives certificate revocation lists where after it
notifies the DecoderVerifier of the certification status.

— DigSigrey
itasisto

E.3.5.2 Add
See D.3.5.3

E.3.5.3 Delq¢
See D.3.5.4

E.3.5.4 Cha

The following

{"CertRevoca
NOTE1 The
NOTE2 Acd

The response

{"CertRevocy

bocation list: The application obtains the DigSig revocation lists (see Annex |) and pf]
the DecoderVerifier.

a DigSig certificate

rte a DigSig certificate

nge a DigSig certificate revocation status

command shall be used to change a DigSig certificate status:

tionStatus": {"DAID" :<DAID>, "CID":<CI», "Revoked":<true or false>}}
default status of a certificate is not revoked (false).

rtificate can only be suspended.

has the following format:

tionStatus": {"ResponseGode": {"Code" :<JSON number - code as per Table E.1
"Desc":<JSON string - error as per Table E.

TableE,1'— Change revocation status error codes

Error Description

0 Success

31 Failed: Cert not found
32 Failed: Storage error

ovides

>}1}

E.3.5.5 Add

The following

a DigSig revocation list

command shall be used to add a DigSig revocation list:

{"AddDigSigRL":<A DigSig revocation list as specified in J.3.4>}

The response

has the following format:

{"AddDigSigRL": {"ResponseCode": {"Code" :<JSON number - code as per Table E.2>,

72

"Desc":<JSON string - error as per Table E.2>}}}

Table E.2 — Add a DigSig revocation list errors

Error |Description

0 Success
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Table E.2 (continued)

Error

Description

41

Failed: Associated {DAID, CID} not found

42

Failed: Revocation list format error

43

Failed: Storage error

E.3.5.6 Delete a DigSig revocation list

The following command shall be used to delete a DigSig revocation list:

Caa 1] (TR 1

{"Del oSty

oo o
T

c N N A
N . | DIilD . SDIIro

The re

{"Dell]

’

10
7T

N
T

sponse has the following format:

1igSigRL": {"ResponseCode": {"Code" :<JSON number - code as per TablE~E.3>,

"Desc":<JSON string - error as per Table E.3>}

Table E.3 — Delete a DigSig revocation list errorcoedes

Error Description
0 Success
51 Failed: List not found
52 Failed: Deletion error
E.3.6 | Crypto support
See D.B.6.
E.3.7 | Configuration
The cqnfiguration command configures the response format as required by a connectg

d application

for that specific TCP/IP connection, i.e~a configuration is applicable for a single TCP/IP connection. The

config

{"Conf

iration command has the following format (the rules of D.3.7 apply):

igure":{<Table E.4 cegnfiguration fields>}}

Table E.4 — Configuration fields

Field hame Description Value Default
DDDd4ta Réturn DDDdata JSON boolean false
SigDatp Set return SigData JSON boolean false
DDDd4taTagged"|Set return DDDdataTagged JSON boolean true
DDDd4tabisplay |Setreturn DDDdataDisplay JSON boolean false
StructlredDac Set return StructuredDaoc JSON string with Media Type (IEET false

RFC 6838), see Annex O
Timezone Set the time zone JSON string: ISO 8601 time zone Device time

zone

DateTime Set the time JSON string: ISO 8601 format Device time

YYYY-MM-DDThh:mm:ss.sssZ

No time zone means local time.
Language Set the language for DDDdataDisplay |JSON string: See 8.2.5. Firstin list
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E.3.8 DecodeVerify request

E.3.8.1 Request format

The DecodeVerify request is stateless and atomic, i.e. the request shall be executed without interruption,
and it shall not change the state of the service. As such, the information for the request shall be provided
as a single request. This also applies where more data has been requested to complete a verification.

{"20248":{"CIDSnip":"<binary data>",
"DataSnips":{"<field name>":"<binary data>"..}}}

E.3.8.2 Response format

{"20248": {"ResponseCode": {"Code" :<JSON number - code as per Table F.1>,
"Desc":<JSON string - error as per Table F.1>},
"MissingDataSnips": [<list of DataSnip root field names>],
"DDbDdata": [<DDDdata>],

"Slighata": [<SigData>],

"DpDdataTagged": {<DDDdataTagged>},

"DDDdataDisplay": {<DDDdataDisplay>},

"SjtructuredDoc" :<Media Type (IEFT RFC 6838) URI>}}

MissingDataShips is omitted when all the DataSnips are complete.
DDDdata, SigDpta, DDDdataTagged and DbDdataDisplay are included by eobfiguration.

The DigSig DecoderVerifier should decode and return field values for-which it has data as contained in a
Snip. Fields wjithout data are returned with a null value.

E.3.9 Information notice

See D.3.9.

E.3.10 privdtecontainer and crypto support
See D.3.10.
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Annex F
(normative)

DigSig error codes

The DigSig EncoderGenerator (G) and DecoderVerifier (V) error codes are provided in Table F.1.

Toalal 1 DiaCs pu |
1dUIC 1. L unsols CIIUI CUUCTS
Code Applicable Error Notes
0 \ DigSig verification accepted;
No error
1 \% DigSig verification accepted; The local application may.be configured nof to check for a
DigSig certificate revocation not checked certificate revocation./Fhisicheck may be pgrformed for each
verification or periodically.
2 \ DigSig verification accepted;
DigSig certificate revoked
3 \ DigSig verification accepted; The localapplication may be configured nof to check for
DigSig revocation not checked a certifieate’revocation. This check may be performed for
each verification or against a revocation list obtained during
apother process.
4 \' DigSig verification accepted;
DigSig revoked
5 \% DigSig verification accepted; The verification is accepted if the certificatg expiry is
DigSig certificate expired ignored.
6 \ DigSig verification rejected The cryptographic function rejected the vefification.
7 GV DigSig certificate expired The DigSig certificate is expired, as such nq cryptographic
verification was attempted.
GV DigSig certificate is rejected The DigSig certificate is cryptographically fejected.
\' DigSig certificate trustéhain is rejected The DigSig certificate trust chain is cryptographically
rejected.
10 \ DigSig certificate'tevoked The DigSig certificate is revoked.
11 GV DigSig certificate format error The DigSig certificate cannot not be decoddd.
12 \ DigSig eertificate notlocal The CID could not be matched with a locally stored DigSig
certificate.
13 \% DigSig certificate not found online The CID could not be found at the locally cohfigured DAs.
14 \ DigSig certificate not available The network resource is not available prevgnting on online
search.
15 GV DDD format error The DDD could not be decoded.
16 GV DDDdata does not match the DDD
17 W CIDSnip incomplete The CID could not be decoded from the CIDpnip.
18 \% DataSnip incomplete The DataSnip requires more bits/text to be decoded accord-
ing to the DDD.
19 \% Snips incomplete More Snips are required to complete a DigSig decoding.
20 \% Read method not available
21 \ Read method error
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Annex G
(informative)

Digital Signature use considerations

Digital signatures within the public key infrastructure (PKI) and web-of-trust (WOT) concepts are

widely used and supported by most reputable operating systems. It is important to note that digital
signatures methods may be used without a PKI or WOT when itis used within a trusted clased system

or service.

A familiarity

recommendedl.

A digital sign

— Akey gen
possible |
key rema

— Asigning
produces

— A signaty
when prg
authentig

A successful d

— It should
possess t

— The digit
digital sig

with recognized or standardized methods, e.g. FIPS PUB 186-4 and IEEE’'P1

hture scheme typically consists of three algorithms.

eration algorithm that selects a private-public key pair uniformiy.at random from

ns secret. The public key is published in a digital certificate.

algorithm (the hash and cryptographic functions) that,given a message and a priva
a signature.

re verification algorithm, which includes the“hash and cryptographic function
vided with a message, public key, and a signature, either accepts or rejects the c}
ity of the message.

igital signature scheme has the following properties:

be computationally infeasible to\generate a valid digital signature if a party dd
he private key.

h| signature which contains,the public key and information to read, decode and v
nature should be verifiable and traceable.

B63, is

h set of

keys. The algorithm outputs the private key and a corresponding public key. The private

te key,

, that,

aim of

es not

erify a
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Annex H
(informative)

Example of a DigSig certificate

This annex gives an example of a DigSig certificate to indicate where the DDD component is placed.

NOTE This example DigSig certificate uses the information from Annex I.
Certiflicate:
Dgta:
Version: 3 (0x2)
Serial Number: 1 (0x1)
Signature Algorithm: sha256WithRSAEncryption
Issuer: CN = digsig.tools
Validity
Not Before: Jan 25 06:49:59 2021 GMT
Not After : Jan 25 06:49:59 2041 GMT
Subject: C = DE, O = Sieveo, CN = https://www.dept=edu.com/daid/QC%20DESG/cid/110
Subject Public Key Info:
Public Key Algorithm: id-ecPublicKey
Public-Key: (256 bit)
pub:
04:22:3e:93:e6:7b:61:88:90:91¢ac:9¢c:33:39:57:
Od:ef:ce:ee:06:e0:c4:86:3e:794:29:7a:a3:4d:27:
9d:ab5:fd:1d:8b:db:6c:53:00025:e7:45:36:da:99:
8b:80:7b:ce:fd:32:e7:49:8r63:7a:78:7f:ae:83:
2d:61l:cf:34:d7
ASN1 OID: prime256vl
NIST CURVE: P-256
X509v3 extensions:
1.0.20248:
{"digsiginfo":{"specificationversion":"ISO/IEC 20248:2022","dapri":"https:
//www.dept-edu.cou™, "daid":"QC DGSG","cid":110,"verificationurfii": ["https:

//www.dept-edwycom"], "revocationuri": ["https://www.dept-edu.co/revoked"],
"preverify<\'en":"Inspect the certificate holder's original IP Document",
"af":"Inspekteer die sertifkaathouer se oorspronklike ID Documpnt"},"accep
tverifyl:{Men":"This is a valid Department of Education Certiffcate.","af"
:"Geldige Departement van Onderwys Sertifikaat."},"rejectverifl":{"en":"Th

is is_mot a valid Department of Education Certificate.","af":"pie Sertifik
aathds nie 'n geldig Departement van Onderwys Sertifikaat nie.['},"postveri
£yt {"en":"For more information contact the Department of Educption.","af"

+"Vir meer inligting kontak die Departement van Onderwys."},"sfkructureddoc
uri":{"en":"https://www.dept-edu.com/text/plain/uni-cert-en", "Rf":"https:/
/www.dept-edu.com/text/plain/uni-cert-af"}},"datafields": [{"fipldid":"spec
ificationversion"}, {"fieldid":"dauri"}, {"fieldid":"daid"}, {"fipldid":"cid"
},{"fieldid":"signature"}, {"fieldid":"timestamp", "range":" [202P-01-01T00:0

Q.00 202411 Lo ldadmn.n a2l = " n LIPS | P " n.eo 1 "w. " mw.mn
AreReme e Ay wame" : {"en":

Student Name","af":"Student Naam"},"description":{"en":"Name of the person
who holds this certificate","af":"Die naam van die persoon aan wie die se
rtifikaat behoort"}}, {"fieldid":"idnumber", "type":"string","fieldname": {"e
n":"ID Number","af":"ID Nommer"},"description":{"en":"Scan the ID Document
barcode","af":"Lees the ID Document strepieskode"},"pragma":{"readmethod"
:{"methodname": ["ISO/IEC 15417"]1}}}, {"fieldid":"years","type":"isodate","r
ange":"[2021..2024]","fieldname": {"en":"Years registered","af":"Jare gereg
istreed"},"cardinality":"{1,5}"},{"fieldid":"coursename", "type":"string","
fieldname":{"en":"Course Name","af":"Kursus Naam"}}, {"fieldid":"department
", "type":"string","fieldname": {"en":"Department", "af":"Department"}}, {"fie
ldid":"departmentURL", "type":"string","fieldname": {"en":"Department URL","
af":"Department URL"},"bsign":false}, {"fieldid":"date","type":"isodate","r
ange":"[2021-01-01..+4]1","fieldname":{"en":"Certificate Date","af":"Sertif
ikaat Datum"}}, {"fieldid":"subjectgrades","type":"struct","fieldname":{"en
":"Subject Grades","af":"Vak Punt"},"cardinality":"{1,5}","fields":[{"fiel
did":"subjectname", "type":"string", "fieldname":{"en":"Subject Name","af":"
Vak Naam"}}, {"fieldid":"subjectPurpose", "type":"enun", "enumvalues": ["degre
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Signature Algorithm:
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£3:
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76:
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e","extra"], "enumvaluedesc": [{"en" :"Degree","af":"Graad"}, {"en":"Extra","a
"enum", "fieldname": {"en":"Grade",
["A","B","C",'ID","E"] }] }] }

f":"Ekstra"}]},{"fieldid":"grade", "type":
"af":"Punt"}, "enumvalues":
sha256WithRSAEncryption
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Annex I
(informative)

Example DDD for a physical certificate

General

the stgndard use or a university certificate.

ABCU
a certi

barcode on his/her national identification document. In this case, the certificate shall be
verification with the identity document of the certificate holder. Thissmethod assists i
identiflication of the certificate holder. A comment line in the DDD alerts-the verifier to thi§requirement.

Two d

hta carriers are used:

— TRe first data carrier contains the information of the certificate excluding the certi

id

byt is included in the DigSig.

This data carrier may be a 2D barcode, ISO/IEC 18000-63 or an NFC tag. It uses the U
support online verification typically with a standard mobile phone.

— TRhe second data carrier is the linear barcode on the South African national ident
containing the identification number efthe certificate holder. This DataSnip is a TEXT encoded.

1.2 Example university course certificate

.

(U ABC University - Business School
O® : Certificate of Compliance
Department of Education

O
SQ John Doe

has successfully completed
Bachelors in Administration

xample illustrates the various DDD data constructs. It is not meant to be representptive of either

hiversity issues certificates of conformance with its courses to its successful stud¢nts. To verify
[ficate, the verifier should also verify the identity of the certificate holder‘by scanr|ing the linear

presented for
h the positive

icate holder's

entity number. It also contains a URI for the university, which is not part of the datalto be verified

RI envelope to

fication book

(2021, 2022, 2023)

On 2024-03-04
with the following subjects
Structures 101 (degree): B
Accounting 112 (degree): A
Statistics 159 (extra): A

www.abc.ac.za

1.3 Example DDD

{"digsiginfo":
{"specificationversion":"ISO/IEC 20248:2022",
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"dauri":"https://www.dept-edu.com",
"daid":"QC DGSG","cid":110,
"verificationuri": ["https://www.dept-edu.com"],
"revocationuri": ["https://www.dept-edu.com/revoked"],
"preverify":
{"en":"Inspect the certificate holder's original ID Document",
"af":"Inspekteer die sertifkaathouer se oorspronklike ID Document"},
"acceptverify":
{"en":"This is a valid Department of Education Certificate.",
"af":"Geldige Departement van Onderwys Sertifikaat."},
"rejectverify":

{"en":"This is not a valid Department of Education Certificate.",

"af":"Die Sertifikaat is nie 'n geldig Departement van Onderwys Sertifikaat nie."},
"postverify":

{"en":"FpTr MOIT IIIfOIMatCION CONtact tIe DEpar tment oL EaducatIon:

"af":"Vir meer inligting kontak die Departement van Onderwys."},
"structurleddocuri":

{"en":"hjttps://www.dept-edu.com/text/plain/uni-cert-en",
"af":"hittps://www.dept-edu.com/text/plain/uni-cert-af"}},
"datafields|":

[{"fieldid|":"specificationversion"},

{"fieldid|":"dauri"},

{"fieldid|":"daid"},

{"fieldid|":"cid"},

{"fieldid|":"signature"},

{"fieldid|":"timestamp", "range":"[2022-01-01T00:00:00..2024]1"3%

{"fieldid|":"studentname", "type":"string",

"fieldname":{"en":"Student Name","af":"Student Naam"},
"descripftion":

{"en":"Name of the person who holds this certificagels,

"af":"Die naam van die persoon aan wie die sertifikaat behoort"}},
{"fieldid":"idnumber", "type":"string",
"fieldname":{"en":"ID Number","af":"ID Nommer"g.,
"descripftion":

{"en":"|Scan the ID Document barcode",

"af":"l[Lees the ID Document strepieskode!,
"pragma"|: {"readmethod": {"methodname": ["ILSO/IEC 15417"]1}}},
{"fieldid|":"years","type":"isodate","range":" [2021..2024]",
"fieldname":{"en":"Years registered",™af":"Jare geregistreed"},
"cardinaflity":"{1,5}"},
{"fieldid]":"coursename", "type" :"sEking",

"fieldnape":{"en":"Course Name\Waf":"Kursus Naam"}},
{"fieldid|":"department", "type'l:Ystring”,
"fieldnape":{"en":"Department”,"af":"Department"}},
{"fieldid]":"departmentURLY,\"type":"string",
"fieldname":{"en":"Depdrtment URL","af":"Department URL"},
"bsign":|false},
{"fieldid|":"date","tyre" :"isodate", "range":" [2021-01-01..+4]1",
"fieldnape": {"en"H"Certificate Date","af":"Sertifikaat Datum"}},
{"fieldid|":"subjeetgrades", "type":"struct",

"fieldname": {en":"Subject Grades","af":"Vak Punt"},
"cardinaflity™:¥v{1,5}",

"fields"|:

[{"fieldid":"subjectname", "type":"string",

"fieldname":{"en":"Subject Name","af":"Vak Naam"}},
{"fieldid":"subjectPurpose", "type":"enum",

"enumvalues": ["degree", "extra"],

"enumvaluedesc": [{"en":"Degree","af":"Graad"}, {"en":"Extra","af":"Ekstra"}1},
{"fieldid":"grade", "type":"enum",

"fieldname":{"en":"Grade","af":"Punt"},

"enumvalues": ["A","B","C","D","E"]1}]1}1}

1.4 Example Snips
The example DDD and data set results in the following Snips:

CIDSnip in hex encoding.

0xC098099640006EE100EF28DC6B3A36E4B77869BB6DFE75B6E5CT79B7985B11262842A738A7424ED60ES563
C1D094DEDODC4088DECB61B189919181C9A1CI9C1C981946361B42616368656C6F727320696E2041646D696
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E697374726174696F6EA99195C185CO9D1B595B9D2D6465706172746D656E7455524C6648EE537472756374
75726573203130311B9058D8DBDD5BI9D1IA5SB99C80C4C4C82E53746174697374696373203135398

CI

DSnip in base64url encoding.

wJgJlkAAbuEA7yjcazo25Ld4abtt 3W25cebeYWxEMKEKNOKACTtYOViwdCU3tDcQIjey2GxiZGRgcmhycHIgZ
RIYbOmFjaGVsb3JzIGluIlEFkbWluaXNOcmF0aW9ugZGVwYXJO0bWVuUdLWR1cGFydGl1bnRVUkxmSO5TdHJI1Y3R1

cmVzIDEWMRUQWNjb3VudGluZzyAxMTILINOYXRpc3RpY3MgMTUSg

DataSnip: 612209498902 as a linear barcode using ISO/IEC 15417.

OViwdCU3tDc

The URI envelope:
https‘ d B dua—o m?HTgT1b ﬂ%ﬂvﬂ7yjhﬁ 201 d4 b+ W2bcal e B K E Ko QR AoTE
0Ijey4GxiZGRgcmhycHJIgZRIYbOmEFjaGVsb3JzIGluIEFkbWluaXNOcmF0aWougZGVwYXJ0bWVudliW
RVUkxn{SO5TdHJI1Y3R1cmVz IDEWMRUQWNJb3VudGluZyAxMTILINOYXRpc3RpY3MgMTUSg
1.5 Example DDDdatalnput
["ISOAIEC 20248:2022","https://www.dept-edu.com", "QC DGSG",110,
null)
null)
"Johr] Doe","612209498902", ["2021","2022","2023"],
"Baclelors in Administration","department","www.abc.ac.za""2024-03-04",
[["SHructures 101", "degree","B"],
["Adcounting 112", "degree","A"],
["Sfatistics 159", "extra","A"]]]
1.6 Example DDDdata
["ISOAIEC 20248:2022","https://www.dept-edu.cem", "QC DGSG",110,
":EF48:DC6B:3A36:E4B7:7869:BB6D:FF75:B6E5:CY98:7985:B112:6284:2A73:8A74:24ED:
"2021-11-04T08:00:00",
"Johrl Doe","612209498902", ["2021","20224,."2023"],
"Baclelors in Administration","department", "www.abc.ac.za","2024-03-04",
[["SYructures 101", "degree","B"],
["Adcounting 112", "degree","A"],
["Stlatistics 159", "extra", "A"1J(
1.7 Example SigData

R1cGFydGllbn

bOES",

This slhows all the fields asispecified by the DDD with bsign set to true, which will be signed.

["ISO
Doe", "'
School
112",

SigDat]
readal]

IEC 20248:2022"%, "https://www.dept-edu.com","QC DGSG",110,"2024-11-04T08:
612209498902, "2021","2022","2023"],"Bachelors in Administration", "Busi
","2024-03=04", [ ["Structures 101", "degree","B"], ["Accounting
degree",¥A"), ["Statistics 159", "extra","A"]]]

a does:NOT contain whitespaces or any other formatting. This below example is
ility~ahd comparison purposes.

D0:00", "John
hess

formatted for

["ISO

1EC UZ4ac:ZU , NTTPS? www.dept-edu.com™, "QC DGoG™, 11U,

"2024-11-04T08:00:00",
"John Doe","612209498902", ["2021","2022","2023"],
"Bachelors in Administration","Business School™,"2024-03-04",
[["Structures 101", "degree","B"],
["Accounting 112", "degree","A"],
["Statistics 159", "extra","A"]]]

1.8 Example DDDdataTagged

{"specificationversion":"ISO/IEC 20248:2022",
"dauri":"https://www.dept-edu.com",
"daid":"QC DGSG",

"eidg"

:110,

"signature":
":EF28:DC6B:3A36:E4B7:7869:BB6D:FF75:B6E5:C79B:7985:B112:6284:2A73:8A74:24ED
"timestamp":"2024-11-04T08:00:00",
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"studentname" :"John Doe",
"idnumber":"612209498902",
"years":["2021","2022","2023"],
"coursename":"Bachelors in Administration",
"department" :"Business School",
"departmentURL" : "www.abc.ac.za",
"date":"2024-03-04",

"subjectgrades":

[{"subjectname":"Structures 101", "subjectPurpose":"degree", "grade":"B"},
{"subjectname" :"Accounting 112", "subjectPurpose":"degree", "grade":"A"},
{"subjectname":"Statistics 159", "subjectPurpose":"extra","grade":"A"}]}

1.9 Example DDDdataDisplay

This examplefrequested English as the display language.

{"digsiginfo[':
{"specifichtionversion":"ISO/IEC 20248:2022",
"dauri":"https://www.dept-edu.com",
"daid":"QC DGSG",
"cid":110|,
"verificajtionuri":"https://www.dept-edu.com/verify",
"revocatipnuri":"https://www.dept-edu.com/revoke",
"preverifly":"Inspect the certificate holder's original Id Documén#",
"acceptvefrify":"This is a valid Department of Education Certifigate.",
"rejectvefrify":"This is not a valid Department of Education(€ertificate.",
"postveriffy":"For more information contact the Department¢of Education.",
"structurpddocuri":"https://www.dept-edu.com/uni-cert"},
"datafields|":
[{"fieldid|":"specificationversion",
"displayjvalue":"ISO/IEC 20248:2022"},
{"fieldid':"dauri",
"displayvalue":"https://www.dept-edu.com"},
{"fieldid|":"daid",
"displayjvalue":"QC DGSG"},
{"fieldid|":"cid",
"displaywvalue":"110"},
{"fieldid|":"signature",
"displayjvalue":
":EF28:DC6B:3A36:E4B7:7869:BB6D;:FF75:B6ES5:C79B:7985:B112:6284:2A73:8A74:24ED: 605"},
{"fieldid":"timestamp",
"displayalue":"2024-11-04T08*Q0UTC" },
{"fieldid|":"studentname",
"fieldname":"Student Name',
"descripjtion":"Name of jg£he*person who holds this certificate",
"displaypvalue":"John poe'},
{"fieldid|":"idnumber¥,
"fieldnapjpe":"ID Nufweer",
"descripjtion":"Sédm the ID Document barcode",
"displayjvalue"¢\W612209498902"},
{"fieldid|":"years",
"fieldname! N'Years registered",
"displaypvalue":["2021","2022","2023"]},
{"fieldid"™T"Ccoursename",
"fieldname":"Course Name",
"displayvalue":"Bachelors in Administration"},
{"fieldid":"department",
"fieldname":"Department",
"displayvalue":"Business School"},
{"fieldid":"departmentURL",
"fieldname":"Department URL",
"displayvalue":"www.abc.ac.za"},
{"fieldid":"date",
"fieldname":"Certificate Date",
"displayvalue":"2024-03-04"},
{"fieldid":"subjectgrades",
"fieldname":"Subject Grades",
"displayvalue":
[[{"fieldid":"subjectname",
"fieldname":"Subject Name",
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"displayvalue":"Structures 101"},

{"fieldid":"subjectPurpose",
"displayvalue":"Degree"},
{"fieldid":"grade",
"fieldname":"Grade",
"displayvalue":"B"}],

[{"fieldid":"subjectname",
"fieldname":"Subject Name",

"displayvalue":"Accounting 112"},

{"fieldid":"subjectPurpose",
"displayvalue":"Degree"},
{"fieldid":"grade",

ISO/IEC 20248:2022(E)

"fieldname":"Grade",

"displayvalue":"A"}],
e s b eT tTae

"fieldname":"Subject Name",

"displayvalue":"Statistics 159"},

{"fieldid":"subjectPurpose",
"displayvalue":"Extra"},

{"fieldid":"grade",
"fieldname":"Grade",
"displayvalue":"A"}]11}1}
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Annex ]
(normative)

DigSig revocation specifications

J.1 General

J.1.1 DigSilg revocation mechanism

A Domain Aut

a DigSig g
be revokg

— aspecific

The methods
practice guid
same applies

concerns itself with

DigSig re

the onling

Revocation aj
trust of the au

NOTE1 The
verification. T
attacks. Bestp

For ease of uj

hority DigSigs may revoke

ertificate, which will result in all the DigSigs referencing this revoked DigSig certifi
,and

DigSig.

and processes for revocation of certificates are outside the.scope of this documen
blines and standard methods are well known within the X509 application doma
or the distribution of certificate revocation lists and the checking of such lists. Thig

Focation lists, and

e checking of the revocation status of a DigSig:

cate to

t. Best
n. The
annex

d the revocation list period should be,carefully considered based on the required level of

thenticity within the DigSig use enyironment.

need to check in real-time the revocation status of DigSigs counteracts the benefits off
is real-time online check, as withall cloud-based services, can be vulnerable to denial-of-
ractices therefore suggest these of revocation lists which are periodically distributed.

offline
service

e and interoperability the DigSig revocation lists shall use DigSigs with the DigSig Data

Descriptions {DDDs) as specified.in].3.3.
NOTE 2  The|revocation DigSig certificate and DigSigs are issued and used in the same way than all othey DigSig

certificates an
which is used d

To counter de
trusted proxi
reliable offlin

l DigSigs. A-Domain Authority will typically issue annually a revocation list DigSig cen
uring the year to generate and verify all the revocation lists of the Domain Authority.

hial ofiservice attacks a Domain Authority should distribute the signed revocation
bs/and repositories. AIDC applications should obtain these lists periodically to m4

tificate

ists to
intain

P operations.

J.1.2 DigSig revocation process

DigSig revocation checking is a subtask of DigSig verification. Neither need to be done when the AIDC
data carrier is read, however, the DigSig validity should be checked when (or just before) the DigSig is
used. The risk in the use of the DigSig determines when a revocation check is done, if at all. Revocation
checking is only failsafe when it is done in real-time, which is often not attainable or efficient. Common
revocation practices therefore provide for the creation and distribution of revocation lists, which is
used for local revocation checking.

A DigSig may be verified, and its revocation status checked
— by the AIDC reader,

— by the local AIDC application,
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