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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.
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Introduction

This document specifies a “language” which is used to specify data constructs with; how the data
constructs can be read from one or more AIDC; and how to decode and verify such data.

This document is an ISO/IEC 9594-8 (Public Key Infrastructure: digital signatures and certificates)
application specification for automated identification services. Data capacity and/or data transfer
capacity of Automated Identification Data Carriers are limited. This restricts the normal use of a digital

signature as s

pecified in ISO/IEC 9594-8 within automated identification services.

This document specifies an effective and interoperable method to specify, read, decode and verify data
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Information technology — Automatic identification and
data capture techniques — Data structures — Digital
signature meta structure

1 Scope

ThlS dioct C i 3, 95948 -II SAY s y are—diet fe1ature

3 —digitat-sig amyl certificates)
application specification for automated identification services. It specifies a method

hereby data

Carriefs are restricted. This restricts the normal use of a Digital Signature as'specified in |[SO/IEC 9594-

The puirpose of this document is to provide an open and interoperable method, betwepn automated
identiffication services and data carriers, to read data, verify datd originality and data iptegrity in an

— thp meta data structure, the DigSig, which contains‘the Digital Signature and encodpd structured
data,

— the public key certificate parameter and extension use, the DigSig Certificate, which contains the
certified associated public key, the structured data description, the read methods and private
containers,

— the method to specify, read, describe, sign, verify, encode and decode the structured data, the DigSig
D4ta Description,

— the DigSig EncoderGeneratoxwhich generates the relevant asymmetric key pairs, keeps the Private
Kdy secret and generates the DigSigs, and

— the DigSig DecoderVerifier which, by using to the DigSig Certificate, reads the DigSig firom the set of
Ddta Carriers, vetifies the DigSig and extracts the structured data from the DigSig.

A succpssful verification of the DigSig signifies the following:

— thp dataswas not tampered with;

— thp'seurce of the data is as indicated on the DigSig Certificate used to verify the DigSig with;

— ifasecured identifier of the data carrier is included in the DigSig it contains, then the data stored on
the data carrier can be considered as the original issued copy of the data; the secure identifier will
be able to guarantee that the data carrier is authentic.

This document does not specify
— cryptographic methods, nor
— key management methods.

This document is used in conjunction with standard risk assessments of the use environment.

© ISO/IEC 2018 - All rights reserved 1
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2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 8824-1Y, Information technology — Abstract Syntax Notation One (ASN.1): Specification of basic
notation — Part 1

ISO/IEC 9594-12), Information technology — Open Systems Interconnection — The Directory — Part 1:
Overview of concepts, models and services

ISO/IEC 959 -SQ), lrufu: mation Ccu’ulut’uy)/ —OpemrSystems—frtercommectior— Fhe-Dir ectory—yart 8:
Public-key and attribute certificate frameworks

ISO/IEC 9899| Information technology — Programming languages — C

ISO/IEC 180014, Information technology — Automatic identification and data capture)techniques|— QR
Code bar code|lsymbology specification

ISO/IEC IEEH 9945, Information technology — Portable Operating System{Anterface (POSIX®]) Base
Specifications) Issue 7

[ETF 3986, Uniform Resource Identifier (URI): Generic Syntax
IETF RFC 56464, Tags for Identifying Languages

3 Terms gnd definitions

For the purpases of this document, the following terms.ahd definitions apply.
ISO and IEC naintain terminological databases for,use in standardization at the following addresses:

— IEC Elpctropedia: available at http:/fivww.electropedia.org/

— ISO Onpline browsing platformi-available at https://www.iso.or

31
authenticity
quality or conjdition of being‘authentic, trustworthy, or genuine

3.2
Base64url
Base64 encoding with the URL and Filename Safe Alphabet

Note 1 to entry|: Se€ IETF RFC 4648.

3.3

CIDSnip

singular continuous bit or text stream portion of a Data Carrier transmission which contains the CID as
the first part

1) ITU-T X.680 is equivalent to ISO/IEC 8824-1.

2) ITU X.500 is equivalent to ISO/IEC 9594-1, and is the commonly used reference for standard and terminology.
3) ITU X.509 is equivalent to ISO/IEC 9594-8, and is the commonly used reference for standard and terminology.
4) 1EFT RFC 5646 is the reference specification of the IETF BCP 47.

2 © ISO/IEC 2018 - All rights reserved
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3.4
Data Carrier
device used to store data as a relay mechanism in an AIDC system

EXAMPLE Barcodes, RFID tags and even human memory.

3.5
Data Carrier construct rule
process to prepare the DigSig Envelope for encoding in a particular Data Carrier

3.6
DataSnip
singulpr—ee
DDD fjelds

aining data for

3.7
Digitall Certificate
certi;{cate

data construct that contains the Public Key, integrity parameters and use parameters of the DigSig

Note 1 o entry: The data construct shall be as specified in ISO/IEC 9594-8.

3.8
Digitall Signature
signatjure

result pf an asymmetric encryption method on a data construct
Note 1 fo entry: The asymmetric encryption method and.data construct shall be as specified in ISPQ/IEC 9594-8.
Note 2 ko entry: In typical legal terminology, this term is the equivalent of an advanced electronic|signature.

3.9
DigSig
data cpnstruct assembled according to-this document which contains verifiable informgtion obtained
from gne or more AIDC

3.10
DigSig Envelope

envelgpe

data cpnstruct assembledyaccording to this document by the EncoderGenerator

3.11
Domajn Authority
entity,(operatifig)as a trusted third party, responsible for the Digital Signature integrity ofla jurisdiction

3.12
integrity
reliability of data that are as they were created according to the required verification parameters

3.13
jurisdiction
independent domain of control in terms of the business or legal (or both) scope of the parties concerned

EXAMPLE Independent countries, separate ministries or departments of a government, or independent
companies each with their own legal or business (or both) framework.

3.14
nibble
four-bit aggregation

© ISO/IEC 2018 - All rights reserved 3
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3.15
Private Key

key that is kept in secret and is used to generate a Digital Signature by encrypting data that will be

verified by its

3.16
protocol

associated Public Key

communication specification

3.17
Public Key

key that is publicly available and is used to verify data that were encrypted by its associated Private Key

3.18
Snip
singular cont

3.19
Time Zone

time zone code

Note 1 to entry

3.20
UTF-64
64 bit variabl

Note 1 to entry

3.21
WORD
media physic{

4 Field an

nuous bit or text stream portion of a Data Carrier transmission

: See ISO 8601.

p-width encoding

: See ISO 10646.

1] memory grouping of bits

|d data definitions, abbreviations and symbols

4.1 Field and data definitions

Field and datq objects are defined-in Clause 8.

4.2 Abbreyiations

AFI Application Family Identifier

AIDC Automatic Identification Data Carrier
AutolD Automated Identification

BRE Basic Regular Expressions

CA Certification Authority

CID DigSig Certificate ID

DA Domain Authority

DAID Domain Authority identifier

DDD DigSig Data Description

4 © ISO/IEC 2018 - All rights reserved
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DI Data Identifier (see ISO/IEC 15434)

DigSig [A DigSig Issuing Authority

ERE Extended Regular Expressions

ID Identification number

[oT Internet of Things

JSON Data description construct (see ISO/IEC 21778)
MSB MosSTsigniiicant bit

OID Object identifier as specified in ISO/IEC 8824-1
PKI Public Key Infrastructure

RFID Radio-frequency identification

UID Unique ID

URI Uniform Resource Identifier

UTC Coordinated Universal Time

X.509 ISO/IEC 9594-8

4.3 Symbols

Il concatenate or join

repeat the previous, as required

{.} parameters that formlone structure/grouping

[x] x is optional.

<x> X is compulsory.

Bold a tag to be used as is

X|=y yris‘a description of x.

X&ey x takes the value of y.

# x xisacommentuntittheendof thetine:

F(x,y) the function F that takes as input two parameters, x and y, to produce an output
XX:. XX depicts an hexadecimal string “0” to “9” and “A” to “F”

XXX> “XXX” is binary.

© ISO/IEC 2018 - All rights reserved 5
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5 Conformance

5.1 Specification version

The specification version is used by data structures defined in this document. Other systems use the
specification version to identify the data structures of this document and to determine the version of
the specification.

The specification version shall be set as follows:

specificationversionvalue < “ISO/IEC 20248:yyyy” with “yyyy” the year of publication of this
document

5.2 Claimihg conformance
In order to cldim conformance, a service shall comply with the requirements of this doctument.

AIDC conformance standards, as specified in Annex K, Annex L. and Annex M, shalhapply.

5.3 Test aythority

The tests shalf be performed by a software test authority using a norm application or by code insppction.
The norm appglication used in this test shall be independent from the person who requests the teft.

5.4 Test specification

The test specification specifies the conformance test methods for this document.
The full test methods in Annex A shall be applied.

The test specification is independent of:

— cryptography conformance and performance;

— AutolD Data Carrier conformance and,performance.

The following components shall be tested:

— DigSig Ceftificate format;

— DigSig Dafta;

— DigSig DegcoderVerifier;

— DigSig DecoderGenerator.

6 DigSig use architecture

6.1 General

This document specifies a DigSig EncoderGenerator and a DigSig DecoderVerifier system component.
The DigSig EncoderGenerator is typically an application dedicated implementation and the DigSig
DecoderVerifier an application independent implementation.

A DigSig is a structured set of AIDC data. A DigSig may be stored over more than one AIDC device of
different types. A DigSig is cryptographically verifiable. The DigSig data structure, read method and
cryptographic functions are specified by a Domain Authority (DA) published in a DigSig Certificate
(an X.509 method). The DigSig Certificate is cryptographically verifiable as certified by an X.509
Certification Authority. Each DigSig Certificate has a unique identifier (Clause 7) called the Certificate

6 © ISO/IEC 2018 - All rights reserved
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Identifier (CID). The {DA, CID} is unique and contained in every DigSig as the first data of the DigSig. A
reader of a DigSig uses the {DA, CID} of the specific DigSig to reference the relevant DigSig Certificate,
from which the reader acquires the read methods, data structure specification and cryptographic
functions to read the full DigSig, decode the DigSig and verify the DigSig.

The DigSig EncoderGenerator is used to generate a DigSig, on request from a Data Carrier programming
application. The DigSig EncoderGenerator does not include the method to create or program a Data
Carrier. See Annex D for a typical DigSig EncoderGenerator use architecture.

The DigSig DecoderVerifier is used by a local application to instruct a Data Carrier reader/interrogator
how to read the DigSig from a set of Data Carriers and other sources in order to decode and verify the
data. See Annex E typical DigSig DecoderVerifier use architecture.

Certification Authority-a Certification Authorityc

(DigSig, Signer)
=

Figure 1 — DigSig use architecture

The gg¢neral method ‘anid properties of ISO/IEC 20248 are illustrated in Figure 1. With reference to

Figure 1:

b)

Dgmain Authority A (DA-A) provides DigSig issuing services for Jurisdiction A. Simjlarly, Domain
Aythority B (DA-B) provides DigSig issuing services for Jurisdiction B. “Issuing” entails the
dlidation of the data for a DigSig, the validation of the DigSig requestor's crederftials, and the

The DigSig Certificates issued by DA-A, each containing a DigSig Data Description (DDD) as
applicable to Jurisdiction A applications/services, are certified by the Certification Authority o (CA-
a) for a specific signing and certificate validity period in accordance with a Certification Practice
Statement as specified in X.509. Similarly, Certification Authority [ certifies DigSig Certificates
issued by DA-B. Certification Authorities o and 3 may be the same entity.

The DigSig Certificates are published in a manner to allow systems S14, S24, S1p, S2g... to acquire
them in advance or on demand. The DigSig Certificates are used by the systems to read, decode and
verify DigSigs generated and stored on Data Carriers by the Domain Authorities; for example:

Data X is used by DA-A to generate a DigSigN X4 as specified by a DigSig Certificate N.

The systems of both jurisdictions use the DigSig Certificates to read, decode, verify and use the
data without the need to connect to any other system.

© ISO/IEC 2018 - All rights reserved 7
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AIDC data fulfil an important role in IoT by providing physical objects a digital identity and optional
attributes. Annex C provides more information on DigSig use in IoT.

Annex G provides more information on Digital Signature use.

6.2 DigSig Certificate process

Figure 2 describes the process that shall be followed to issue a DigSig Certificate in accordance with X.509.

1

Figure 3 illu
Certificates —

Figure2.— DigSig Certificate process

AutolDuse-case D1gSlg D?ta
requirements | 2] Description pm————- >
q (DDD) i
! ol
i —
DigSig EncoderGenerator A 2 i Certificatiop
! Authority within'a
>| Generate key pair : formal X.509-PKI
i
I
i
Assess and A O e
upflate the DigSig Send Public Key and Sl {" ________
Data Description the DigSig Data : / -‘\'\"
(DDD) Description (DDD) | i ____ | 1 O
= to the Certification )
Authority [CA] as a
Certificate Request R
v e »| DigSig Verifier
The Dig.Sig.Data 'I(‘:hetl.)f}gl'ial P The CA publishesthe] ...
Description ertiicate s Digital Certifieate
(DDD) require term expires
an update

ctrates how data Sstructure changes can be achieved seamlessly by allowing
- and thereforethe’/data structure validity — to overlap.

DigSig

The first data structure

A data structure change

All data remain readable, interpretable and verifiable

Figure 3 — DigSig data structure rollover
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6.3 DigSig generation process
The DigSig is generated by the DigSig EncoderGenerator.
a) The applicable CID referenced DigSig Certificate shall be used to generate SigData from DDDdata.

b) SigData shall be digitally signed using the DigSig Certificate specified Digital Signature algorithm
resulting in Signature and Timestamp.

c) The signature and timestamp DDDdata fields shall be assigned the values Signature and
Timestamp.

d) The rpqnirpd Dngig shall he gpnprn‘rpd from DDDdata

6.4 DigSig verification process

The DigSig verification shall be performed by a DigSig DecoderVerifier application. The application has
the ab]lity to read the Data Carriers as required by its primary function indtsuse case. It has also the
ability|to obtain the referenced DigSig Certificate.

The stgps to verify a DigSig shall be as follows:
a) Rdgad the DigSig Envelope;

b) Extract the {DA, CID} from the DigSig Envelope. The DA'is determined from the DAID. It may be
ddrived from the URI Envelope encoding;

Use the {DA, CID} DigSig Certificate after it was verified to:
c) Rdad the remainder of the DigSig using the readmethod pragma;
d) Dg¢code the DigSig and prepared DDDdata and SigData;

e) Pdrform the verification on SigData.

6.5 Error codes

The DilgSig error codes shall be-in accordance with Annex F.
7 DigSig Certificate

7.1 General

The DigSigCertificate consists of a X.509 version 3 certificate with the DDD included in a|X.509 version
3 extension.

DigSig Certificate |= <X.509V3 certificate> || <DDD in a X.509V3 extension>
NOTE1 Anon-hierarchical certification path is valid when the same DigSig is used by more than one DA.
NOTE 2  The desired CA might not be familiar with the specific requirements of this document as these differ
from the standard requirements of X.509. In this case, an intermediate CA, a DigSig Issuing Authority (DigSig
[A), can be included in the PKI, with a singular function of validating the DigSig extension. The desired CA can

incorporate the DigSig IA or be the parent of the DigSig IA. X.509 recommends the inclusion of the DigSig IA
function into the respective Certification Practice Statement.

7.2 ISO/IEC 20248 Object Identifier

The ISO/IEC 20248 OID shall take the value: ISO.standard.“the number of this standard”; this results in
the OID: “1.0.20248".

© ISO/IEC 2018 - All rights reserved 9
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The object identifier format to be used in X.509 shall be as specified in I[SO/IEC 8824-1.

7.3 DigSig

Certificate parameter use

The X.509 version 3 parameters (in X.509 specification notation) shall be used as follows:

certificateCo
version
serialNum
signature
issuer
validity
subject

ntent::= SEQUENCE {

set to the value 2 indicating certificate version 3
ber set in accordance with X.509

set in accordance with X.509

set in accordance with X.509

set in accordance with X.509 and 7.7

{DA, CID} using distinguished names as specified in

subjectPu
issuerUni]
Extension]
extnId|
critic
extnVa

EXAMPLE 1
The common
CN = <DA
EXAMPLE 2
NOTE AD

Certificate dep
processing occ

7.4 DigSig

7.4.1 Gene

This documer

ISO/IEC 9594-1 and this clause.

pblicKeyInfo set in accordance with X.509
ueIdentifier set in accordance with X.509
s : := SEQUENCE ({

ISO/IEC 20248 OID
b1 shall have the wvalue "non-critical”
lue DDD; see Clause 8
See Annex H.

hame of the subject shall have the following format:

URI> || "/cid/" || <CID>

“CN = https://DomainAuthority.com/cid/12345”

gSig aware digital certificate validator processes the extension and accepts or rejects thd

ending on the content of the DigSig Certificate, the extension and the conditions undef
irs (e.g. the current values of the path-processing variables).

cryptography
ral

t specifies the use«@ftwo types of cryptography:

— for the Dipital Signatures;

— for the pr

This docume
recognized ctf

ivate containers.

ht does“NOT specify the specific cryptographic algorithms, key or hash lengthj
yptographic methods shall be used.

DigSig
which

. Only

NOTE The choice of cryptography is closely linked to the use case risk profile, the size of memory available
on the Data Carriers to be used, the time available to read/interrogate the Data Carrier reliably, the scope of the
application services (i.e. open vs close loop) and the desired validity period of the DigSig.

7.4.2 Digital Signatures

The Digital Signature cryptography methods (i.e. asymmetric encryption, key length and hash
algorithm) shall be specified within the DigSig Certificate in compliance with X.509.

7.4.3 Private containers

The private container cryptography shall be specified by the privatecontainer pragma in 9.5.

10
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7.5 DigSig Domain Authority identifier

The DigSig Domain Authority identifier shall be uniquely constructed in the following manner:
DAID |=<IAC> || " " || <CIN> (see ISO/IEC 15459-2).

An ISO/IEC 20248 Domain Authority shall be registered with a Company Identifying Number (CIN).

a) The Domain Authority identifier (DAID) shall be encoded from the ISO/IEC 15459-2 Issuing Agency
Code (IAC) and CIN as specified in Table 1.

Table 1 — Domain Authority identifier bit encoding

IAC indicator CIN indicator IAC code CIN code
1 bit 2 bits 5or 13 bits | 24 or 32 bits

b) THRe rules in Table 2 shall be used to assign a unique identifier to each I1AC:

Table 2 — ISO/IEC 15459-2 IAC encoding

IAC indicator IAC range IAC code |Eneoding bits
02 0-9 0-9 5
02 A-] 10-19 5
17 LA-UZ 20-279 13
12 KAA-KZZ 280-955 13
12 VAA-777 956-4335 13

The numerical code is converted to binary with the necessary leading zeros.

c¢) TRerules in Table 3 shall be used to calgulate a unique identifier for each CIN:

Table 3~ ISO/IEC 15459-2 CIN encoding

CIN indicator; CIN type CIN length Encoding bits
007 Numeric 1-7 digits 24 bits
01y Numeric 8-9 digits 32 bits
10, Alphanumeric 1-4 char. 24 bits
11; Alphanumeric 5-6 char. 32 bits

1)| Numeric CIN: The numeric value is used as is.

2) Alphannmnrir‘ CIN: Base 36 conversionfrom-the CIN to 2 numericyvalue:

i) “0”to “9” takes the character values 0 to 9.

ii) “A” to “Z” takes the character values 10 to 35.
iii) Leading spaces takes the character value 0.
An..ApA1A) & Ap*360 ..+ Ap*362 ...+ A1*36 ... + Ag

NOTE ISO/IEC 15459-3 specifies that a CIN is limited to capital letters and numerals; see the Invariant
Character Set of ISO/IEC 646.
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EXAMPLE
15459-2 IAC CIN IAC Code CIN Code DAID calculated from
Example indicator | indicator IAC || CIN Example
IAC CIN

CZ777 02 10, 011002 19:A0:FF 4C:19:A0:FF

B 999999999 02 01, 01011, 3B:9A:C9:FF |2B:3B:9A:C9:FF

QCZZ77 12 107 00000100110007 19:A0:FF €0:98:19:A0:FF

QCZ727777 12 11, 0000010011000; 81:BF:0F:FF |E0:98:81:BF:0F:FF

UN 99999999 12 012 0000100001011 3B:9A:C9:FF |A1:0B:3B:9A:CO:EE

7.6 DigSig|Certificate identifier (CID)

The CID is a 16 bit unsigned integer reference number to a DigSig Certificate. The.Domain Authority
manages the €ID and its associated DigSig Certificate.

The tuple {DA4, CID} shall be unique within its validity lifespan.

The CID valudgs 0 and 1 are reserved for revocation, see Annex J.

7.7 DigSigvalidity
The Time Zonle of the validity period shall be UTC.

DigSigs are igsued within an issuing period. DigSigs are‘typically valid for a much longer peri¢d: the
DigSig validity period. The validity period of the DigSig €ertificate shall be at least as long as the pum of
the issuing pdriod and the DigSig validity period.

From a securfty and risk analysis viewpoint, X:509 allows periodic re-issuing of a new certifigate to
extend a certificate validity period.

EXAMPLE A re-issue period is discussed-inthe following use-case:

A university selects a one year issuing period; they generate a new key pair annually and publisi a new
DigSig Certtificate with a new CID.annually.

The univefsity determines-that the risk profile indicates that the DigSig Certificate should be valid for 10
years. Thely therefore issue the DigSig Certificate with a validity period of 10+1 years (to include thefissuing
period).

University| certificates need to be verifiable for many years. The university therefore re-issues the DigSig
Certificatg, with tthe same CID, DDD and key pairs, every decade. Both the DigSig and the currenf DigSig
Certificatd rémain therefore verifiable.

NOTE Encryption strength is measured in the brute-force attack duration. The DigSig lifespan is limited by
this duration. Re-issuing of the DigSig with new key pairs extends the lifespan of a DigSig.

7.8 DigSig Certificate management
DigSig Certificate management and DigSig Certificate revocation shall comply with ISO/IEC 9594-1.

The revocation of a DigSig Certificate shall also revoke all DigSigs issued with it. The DigSigs need not
be individually revoked.

7.9 DigSigrevocation

The revocation of DigSigs is a recommended service typically performed by a Trust Service (see
Annex E).

12 © ISO/IEC 2018 - All rights reserved
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The Domain Authority of a DigSig shall be the authority of the revocation of the DigSig.

The Di

NOTE

gSig revocation shall be as provided in Annex J.

A chain of trusted Digital Signatures can be compromised in several possible ways (e.g. exposure of a
private key, innovations in the mathematics of hashing algorithms, or availability of greater computing power).
Any implementation of this document which does not implement revocation services for Digital Signatures
assumes some risk of wrongly trusting a Digital Signature.

7.10 Online verification

Online verification, using commonly available browsers, may be performed by submitting the URI

Envel
The To
The Ty
NOTE

reader
read pa

8 D

8.1 ¢

The DI
the DI
Data C

Autollj

pe(see 6.5.5.5J 10 a ITustdervice (see Annexr ).

ust Service shall perform the entertext pragma (see 9.2) through its user intexfac
ust Service uses App services to perform the readmethod pragmas.
The primary goal of this document is to provide an offline methed, whereby

interrogator reads, decodes and verifies Data Carrier data in an open and interoperable m
ssed on to another application, as in [oT, remain verifiable.

gSig Data Description (DDD)

Feneral

DD is a hierarchical specification of the data fields contained or directly associated
D data. The DDD data are structured, signedyverified, encoded, decoded, stored 3
arriers as specified by the associated DDDZThe encoded form of the DDD data are ¢

Data Carriers data storage and data‘transfer is limited. This limitation should |

when gleveloping the DDD.

The DI
DI

DD is a JSON construct. It has the‘following format:
D |= {<digsiginfo> || <datafields>}
digsiginfo |= an object'with management definition fields.

datafields |= amm array of compulsory and application definition fields.

1%

Data Carrier
hnner. The data

with an item;
nd read from
blled a DigSig.

be considered

The DIDD is a treestructure. The leaves are the DDD data containers and the branches are tle structuring

of the

Figure

rontainers.

4 jllustrates the use of a DDD.

© ISO/IEC 2018 - All rights reserved
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Signature with Timestamp

Not signed Not signed private
data fields data fields

Field description apd encoding methods

Not signed Not signed private
data fields \ data fields

4

Read methods

First Data Carrier read Another Data Carrier Another Daia Carrier
[CIDS] [...[DataSnip]...] [...[DataSnip]...]

2
N

i J

L

Figure 4 — Use of a DigSig Data DeQthion (DDD)
A\
QO
i %
8.2 DDD dgprived data structures S

N

8.2.1 General A’\Q)
DDD derived ¢lata structures are JSON consﬂ@cts.
DDD derived ¢lata structures shall fol@&&ct’he DDD syntax as specified in 8.5.

The specified| field order and h@’rchy shall be maintained between a DDD and all its derived data

structures. O

EXAMPLE For DDD, se@@
8.2.2 DDDdata ()<2~

DDDdata shal @-&ontain the values of the DDD leaf fields called the field values.

DDDdata shall'be aJSON array of arrays following the structure of the DDD datafields.

DDDdata of a struct shall be contained in a JSON array.
DDDdata shall NOT contain JSON objects.
A field value shall be:

a) When cardinality is NOT specified for the field: a JSON string, number, true, false or null;

b) When cardinality is specified for the field: a JSON array of strings, numbers, trues, falses or nulls.
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The values Signature and Timestamp of DDDdatainput shall be ignored.

NOTE

DDDdata are used as an input and output structure: see in Figure 4 and 8.3.4. The values Signature
and Timestamp are generated by the DigSig EncoderGenerator; the input values of Signature and Timestamp are
ignored.

EXAMPLE For DDDdatainput, see [.5. For DDDdata, see L.6.

8.2.3
SigDat
SigDat,

SigData

a shall be a subset of DDDdata.

SigDat]
Empty

SigDat]
EXAMH

8.2.4

DDDd4
fieldid

EXAMJ
DDD: {|
{"

B

branches shall be pruned.

p shall NOT contain white spaces or any other formatting.

LE See L.7.

DDDdataTagged

taTagged shall be a JSON object whereby each array and field value of DDDdata is t
value as set in the DDD to become a JSON pair.

LE1 This example is abbreviated for readability pdrposes.
fieldid":"id-A", "fieldid":"id-B", {"fieldid":"id-C", "cardinality":"{2}"},
fieldid":"id-D","fields":{"fieldid":"id-D1","fieldi@}:"id-D2"}}}

DDDda[a: [val-A, val-B, [val-C1, val-CZ2], [val-D1, val-D2]]

DDDda
EXAMH

8.2.5
DDDd4

shall only contain inférmation for display purposes. All other information shall be purged.

DDDd4
DDDd4

aTagged: {id-A:val-A, id-B:val-B, id-€:|val-C1, val-C2], id-D:{id-D1:val-D1, id-D2:val-D2}}
LE2 Seel.8.

DDDdataDisplay

taDisplay is usedto display DDDdata in the desired language and Time Zone. DD

taDisplay%&=GenerateDDDdataDisplay(DDD, DDDdata, Language Code, Time Zone)

ta shall\be generated by:

a) Ad

a shall be generated by deleting all field values of which the field descriptor/bsign equals false.

hgged with its

DdataDisplay

dirdg the DDDdata field values as JSON pairs to the DDD fields in the format as sp

ecified by the

Hhony 3 : LR 1 c
DDDT e vdiuc palrl” Siidll Iidve UIC T0T'IIIat.

“displayvalue”: <field value formatted for display - JSON string >

b) Changing all displayStrings to singular strings; for example:

"postverify":
{"en":"For more information contact the Department of Education.",
"af":"Vir meer inligting kontak die Department van Opleiding."

}

Based on the selection of “af” the value of “postverify” becomes:

"postverify":"Vir meer inligting kontak die Department van Opleiding."

© ISO/IEC 2018 - All rights reserved
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c¢) Changing

all dates to the selected Time Zone and display format.

d) Purging all field members excluding: fieldname, description and displayvalue.

e)
EXAMPLE

8.3 DigSig

See 1.9.

format

If a field member does not contain a fieldname pair, the fieldid shall be used for display purposes.

8.3.1 Gene

See Figure 4.
than one Dat4

The DigSig Ef
on the Data C
first part of tH

{DA, CID} refe
read, decode :

NOTE Hun
8.3.2 Snipyg
8.3.2.1 Snij

A Snip is a sinjgular continues part of a Data Carrier-memory as specified by the DDD. It contains

more fields.

The following

a) CIDSnip:
data field
b) DataSnip

shall map
The DataSnip

NOTE Dat
a barcode, the
ISO/IEC 18000

ral

The encoded form of the DDD data is called a DigSig. A DigSig may be stored.ove
Carrier. It contains fields which are signed or not signed and open or private!

velope is the encapsulation of the {DA, CID} and the data fields as specified to be
irrier containing the {DA, CID}.encoded format of the DDDdata. The DigSig Envelop
e DigSig read.

rences the DigSig Certificate, which contains the DDD, whichyin turn defines meth
ind verify data of the DigSig.

han memory is also a Data Carrier. Data are provided from human memory as a TEXT Snip.

D types

Snips shall be used:

[he CIDSnip is the head,thefirst Snip, of the DigSig. It shall contain the DAID, CID
s without a readmethod-pragma.

5: The additional Snips as specified by the DDD readmethod pragma. Each readm
to a DataSnip.

5 shall be in the order of reference in the DDD.

h Carrier typically will provide a CIDSnip in an automated manner; for example when 1
content of the barcode will be the CIDSnip as a singular read. In contrast, inventor
-63(will only provide the UIL. It is possible for the UII to contain the complete DigSig, tho

L. TI T

[ more

stored
b is the

ods to

one or

hnd all

ethod

eading

Uy of an
ghitis

expected that

<l 1 L. pa I +la lois 1o pa |
e T T aITa SUNTC USTT THCITOT y - CaTT diSU- OCT T AU TIT I TatteT CasST Tt T 1o airda O STTTITCTIT

provided as separate DataSnips.

8.3.2.2 Snip encoding

A CIDSnip shall be encoded in BINARY. A DataSnip shall be encoded as either BINARY or TEXT:

ry are

a) BINARY encoding shall be packed as a bit stream with the most significant bit first in network
byte order.

b) TEXT encoding shall be UTF.

The following shall apply to padding a Snip:

The head

16

of a Snip shall NOT be padded.
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— The tail of a Snip may be padded.

EXAMPLE See L4.

8.3.3

Envelope format

8.3.3.1 General

The Envelope specification contains fields specified in 8.5.

8.3.3.2 RAW Envelope

A Raw

8.3.3.3

The U]
IETF R

URI Envelope |= <verificationuri> || “?” || Base64url_encoding(CIDSnip) ||

The ci

NOTE
device

8.3.4

Each 9§
allowi

This ipternational standard defines a prg¢éess, as depicted in Figure 5, for encoding a |

carrie}
— 2

Envelope is the CIDSnip.

URI Envelope

RI Envelope shall be the CIDSnip encoded in Base64url preceded with.a-URI in acq
FC 3986. The URI Envelope shall have the following format:

sniptextvalue shall be in the order of reference in the DDB;see 9.7.

The URI Envelope is useful for online verification where a Data Carrier is read usi
with generic Data Carrier readers; e.g. a smart phone withi a barcode and/or RFID reader.

AIDC specific construction of a DigSig

nip of a DigSig shall be specifically comnstructed for insertion into the desired
hg the DigSig to be read correctly from such Data Carrier.

's. Rules are explicitly specifiedfor:

D barcodes (see Annex K for-details), specifically:
Aztec Code, as defined-in ISO/IEC 24778;
DataMatrix, asdefined in ISO/IEC 16022;
MicroPDF447,as defined in ISO/IEC 24728;
PDF4717,as defined in ISO/IEC 15438;

QR Gode, as defined in ISO/IEC 18004.

J— RFI]‘\ taactathaca nratacalc.
S—tO—+rese

ordance with

<cidsniptextvalue>]...

hg a hand-held

Data Carrier

DigSig in data

TO-toy oIS Prococorss

ISO/IEC 18000-3 Mode 1, operating at 13.56MHz (see Annex L for details);
ISO/IEC 18000-63, operating at 860 MHz to 960 MHz (see Annex M for details).

© ISO/IEC 2018 - All rights reserved
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The data carr

A similar iny
DecoderVerifier may call for additional processes to be carried out based on the content of th
carrier, e.g. to

DigSig DigSig
EncoderGenerator DecoderVerifier
Selected Selected
Data Carrier Data Carrier

Construct Rule De-construct Rule

S¢lected Selected
Datp Carrier Data Garrier
Encqding Rule Decoding Rule

The data

are different ways of doing this in RFID and bar code data carrier.

The Dom
example,
2D symb

RFID tags

ISO/IEC 18000-63 supports addressable partitioned memory and these memory areas may 1

the DigSi
The 2D sy

The 2D s
symbol.

Figure 5 — Encoding and decoding a DigSig in AIDGdata carriers

jer construct rule addresses the following features.

carriers need to declare that the encoding complies with the International Standard

hin Authority and CID need to be processed in a manner specific to the data carri
these are encoded in different memory areas in the different RFID protocols, while
dls share common features.

support selective locking.

b to be distributed between these memory areas.
mbologies support.error correction, sometimes with a choice of correction level.

mbologies reduire print parameters to be defined, including defining the format

rerse prodess is required to de-construct the data carrier. Additionally, the

There

er. For
all the

equire

of the

DigSig
e data

use the unique chip id in an RFID tag.

8.4 The DigSig physical data path

The physical data path of a DigSig is depicted in Figure 6.

18
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The DA services obtain and validate the data —> DDDdata

DigSig G I

:r ___________________________________ 8 Compute

' : : B SigData

ey Sign < SigData <

’ |

I

! E v

1

E Signature Timestamp —> Encode N

E_ ___________________________________ N Envelop&a .

] A

i

1

DDDdata stored as Snips
e oD NG

Certificate in the Data Carrier[s] DigSig Envelope

I

1

i

. 40 ). >

] - Decode

I

Envel

i SigData’ Signature’ < velope

I NS

I

I

! Vv

: J>

mmmmm s s Ver;@ DDDdata’
D - S- ![ - [- -

§kcéept or Reject = Thelocal application uses the data

Figure 6 — Physical data path

a) DIpDdatainput < LocalApplicationGenerateDDDdata(CertificateCID, ApplicationData)

b) SigData < Fyfrnerigann((‘prﬁfirnprID nnndqfninDUt)

c) {Signature, Timestamp } < Sign(CertificateCID, SigData)

d) DigSig < EncodeDigSig(CertificateCID, DDDdatainput, {Signature, Timestamp})
e) Programmed Data Carrier... & WriteDigSig(DigSig)

f) {CID', DigSig'} &« ReadDigSig(Data Carrier...)

g) {DDDdata’, SigData', Signature'} & DecodeDigSigCertificateCID’, DigSig")

h) VerificationOutcome « Verify(CertificateCID', SigData’, Signature'}

i) ApplicationData < TranslateFromLocalApplication(CertificateCID’, DDDdata’, VerificationOutcome)
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8.5 DDD syntax
The DDD shall have the following syntax:

{"digsiginfo":
{"specificationversion":<specificationversionValue>,
"dauri":<dauri>,
"daid" :<DAID>,
"cid":<CID>,
"verificationuri":<verification URI>,
"revocationuri":<revocation URI>,
"preverify":<display string before verification>,
"acceptverify":<display string on verification accept>,
"rejectverify":<displa tring on verification reject>,
"postveriffy":<display string after verification>,
"structurfeddocuri":<structured document URI>,
"custom" :KJSON member with custom DDD information>
by
"datafields|":
[{"fieldid|":"specificationversion", # Shall be the first field descriptiorn
"type":['string",
"bsign"|: true
by
{"fieldid[":"dauri", # Shall be the second fieldN\deScription
"type":['string",
"bsign"|: true
by
{"fieldid|":"daid", # Shall be the thirdield description
"bsign"|:true
}y
{"fieldid|":"cid", # Shall be thevfourth field description
"type":["unsignedint",
"bsign"|:true
}y
{"fieldid|": "signature",
"type":|"bstring",
"bsign"|: false
s
{"fieldid|":"timestamp",
"type":|"date",
"binaryfformat":<dateformat>,
"bsign"|: true

by

Thisxfield may be placed elsewhere
Fixéd length as per DigSig Certificate

Eran

This field may be placed elsewhere
The Time Zone shall be UTC
The default is tepoch

e

# Optional application fields

specificationjversion,~dauri, cid, signature and timestamp are compulsory datafields. The
compulsory fields shall’only use the field descriptors with its specified value as specified in this flause.
The field desdriptors'may be omitted from the DDD.

8.6 DigSig information fields
The DigSig information fields describe the use environment of the DigSig and DDD.

digsiginfo is a J[SON object. It shall contain only the fields specified in Table 4. These fields shall not
contain DDDdata values.

Table 4 — digsiginfo fields

Name Purpose and value Type Inclusion
specificationversion |Setaccording to 5.1. JSON string compulsory
dauri The Domain Authority URI for reference purposes. |JSON string compulsory
daid The Domain Authority identifier. JSON string compulsory
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Table 4 (continued)
Name Purpose and value Type Inclusion
cid The DigSig Certificate identifier, see 7.6. unsigned integer |compulsory
verificationuri This URI points to an online verification method. It is [JSON string compulsory

also used in the URI Envelope. It is recommended to
be the same as dauri.

revocationuri This URI points to the revocation method. JSON string compulsory
preverify The text shall be displayed before verification. displaystring optional
acceptverify The text shall be displayed on a successful verification. |displaystring optional
reject m-iFy Thetextshallbe r‘]icp]ayn{‘] on-a rﬂjpr‘fﬂr‘] verification r‘]icp]aycfrihg optional
postvdgrify The text shall be displayed after verification. displaystring optional
structpreddocuri This URI shall point to a structured document which [JSON string optional

uses the fields.

custorh JSON object with DDD custom information. JSON@bject optional

8.7 Data fields

The DPD data fields specify the information, structure, read méethod and encoding of|the DDDdata
fields.|DDD data fields shall not have values.

datafi[lds is on JSON array of objects.

datafipelds shall contain the compulsory data fields asdepicted in Table 5.

8.7.1 | Compulsory data fields
The cogmpulsory fields describe the DigSig data‘fields.

Table 5 <= Compulsory DDD data fields

Names DDD Type (type) Signed DDDdata Order DjgSig Order
(bsign)

specificationversion |string Yes First Not included
dauri string Yes Second Not included
daid DAID rules Yes Third First
cid 16 bit unsignedint Yes Fourth Second
signatpre fixed length bstring No Default fifth Dlefault third
timestamp date with binaryformat Yes Default sixth De¢fault fourth

The fol]lowing special rules shall apply.

a) Compulsory data fields shall only contain the type and bsign field descriptors which shall be set
according to Table 5. timestamp may optionally contain binaryformat.

b) signature shall be generated at the point of signing using the DigSig Certificate specified signature
algorithm and its specified bit length.

c) timestamp shall be generated at the point of signing using the specified resolution in accordance
with the binaryformat setting. The Time Zone shall be UTC.

8.7.2 Application data fields

Application data fields are specified by the domain authority for a specific use case. Application data
fields are optional.
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8.8 Data field object syntax

Data fields are JSON objects with the following syntax:

{

"fieldid" :<field short name>,
"type":<DDD type>,
<optional field descriptors>,
}

A data field object shall contain a set of field descriptors as specified in Table 6.

Table 6 — DDD field descriptors
Name Purpose and value Default Type Inclusion
fieldid The short name of the field used as its — JSON string compylsory
identifier. The fieldid shall be unique
within the DDD and shall only contain
[A-Za-z0-9].
fieldname A display string that is intended to name null displaystring optipnal
the field differently from fieldid. This is
for display purposes on capturing, print-
ing or extracting the data.
description Display string intended for display pur- null displaystring optipnal
poses on capturing, printing or extracting
the data.
type Defines the DDD field type as bstring, — JSON string compylsory
string, unsignedint, number, date, enum,
boolean or struct.
The compulsory fields specified in.Table 5 | As specified — not indluded
takes the type as specified in Table' 5. in Table 5
decimalunit Specifies the accuracy of a number. 0 integer optipnal
with tHe type
number
truncation Specifies the truncation of the input value “round” string optipnal
of a number. with tHe type
number
bsign <true | false>; if true then the field value true boolean optipnal
is includedin the signature.
nullable <true'|false>; if true then the field value false boolean optipnal
may)be set to null.
nulldescriptioh Display string to describe a nullable field null displaystring optipnal
when it contains a null.
nonnulldescriptiom TBisplay string todescribe a muttablefietd Tt displaystring optional
when it contains a value.
cardinality Repeat the field in a JSON array. — JSON string optional
range The allowed value range of the field. — As specified by optional
type
binaryformat This is a field member specifying the bi- — JSON string optional
nary format. Binary format is associated
with type.
pragma See Clause 9. — JSON object optional
fields value is a JSON object that contains the — — used with the
fields of the type struct. type struct
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Table 6 (continued)

Name Purpose and value Default

Type

Inclusion

displayformat

According to
type.
For date:

“YYYY-MM
-DDThh:mmZ”

Formatting to be applied to data when it
is displayed. Standard C formatting (in
accordance with ISO/IEC 9899) shall be
used.

JSON string

Date formats shall use strftime represent-
ing date as a string. The Zone “Z” shall

be displayed as specified in 8.9.3.7 using
timezone.

optional

timezgq

ne See 8937 “urcr J]Qﬂ]\] cfring

optional

defaul

As specified;by.
type

The default value for the field when cap-
turing the data.

Fvalue

optional

custon

JSON object with DDD custom informa- JSON-object
tion. Components of this standard shall

ignore this field.

optional

displa

The field value in display format. JSON string
displayvalue shall only be used in

DDDdataDisplay.

yvalue

89 |

8.9.1
JSON s

This d
bstri
be str

This d

st

8.9.2

8.9.2.1

null is

DDD field types and associate settings

General

bcument specifies DDD types which map-gnto the JSON types to include: unsigne

115 and date. The JSON type for unsignedint, number and date shall be number and

g.

bcument further specifies comptex field types enum and struct:

enum maps to a JSON string;

ruct maps to a JSON object containing the fields of the struct.
Special field yalues

The DDD*field value “null”

a spe€ial value, meaning “no value”.

upports the following types: number, string and boolean, and the special value nIll.

A field

shall only take the value null if nullable is set to true.

The default is false.

int, number,
bstring shall

A field which is nullable shall have a null-bit in the MSB position of the binary encoding of the field.

If the null-bit is set to false (12) then the field contains a value.

be collapsed.

The DDDdata value shall be the JSON literal null if the field is set to null.

If the null-bit is set to true (02) then the field contains no value. The binary encoding of the field shall

If nullable is set to true; then the value of nulldescription or nonnulldescription shall be displayed.

NOTE

©150/1

See 9.4 for the null bit encoding where the readmethod pragma is specified.

EC 2018 - All rights reserved
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8.9.2.2 Array of field values - cardinality

cardinality specifies a repeat of the field. The repeated field values shall be an array of values in
DDDdata.

The value of cardinality shall be the JSON string “variable” which specifies a variable cardinality or
for a specified cardinality a POSIX ERE “{}” bracket expression (in accordance with ISO/IEC IEEE 9945)
encoded as follows:

m>0,0<n<m

{m]} specifies a fixed number of repeats. The binary encoding shall reserve m fields.

{n,m} specifies variable repeats of n to m. The binary encoding of a variable cardinality field shall
be prefix¢d with count-bits. The count-bits shall be encoded as follows:

count-pits |= {<countsize> || <fields>}

countsize is a variable length bit field terminating with a 02, with each preceding 1, repredenting
anibble ip fields.

fields is the number of parts encoded as a multiple of nibbles (CCCCy).
EXAMPLE 1 |count-bits 07 specifies no field values.
EXAMPLE 2 |count-bits 10, CCCCy specifies 0 to 15 field values.
EXAMPLE 3  |count-bits 110, CCCCy CCCCy specifies 0 to 255 field walues.

The DDDdata|value shall be a JSON array of values.
8.9.3 Field|types

8.9.3.1 boglean
The binary erfcoding of a boolean field is.a single bit set to 02 when false, and 1, when true.

NOTE If the boolean field is marked as nullable, then the field is 2 bits long, for ejample:
false: 102; true| 117; null: 07.

binaryformajt and range have no meaning and shall be ignored.

The DDDdata|value shall bethe JSON literals: true, false or null.

8.9.3.2 unsjignedint

An unsignedintfield shall contain an integer with range zero to 232-1.

binaryformat may be used to set the maximum range value using a bit length encoding. The value of
binaryformat shall be an integer b. The binary encoding shall allocate b bits for the field value.

The maximum range value shall be 2b-1 with 0 <b < 32.
The default value of b is 16.

range may be used to define an inclusive field value range n to m with 0 < n < m < 232-1. range shall be
specified with the range block notation “[n..m]”. The binary encoding shall allocate RoundUp(LOG(m-n))
bits for the relative field value using n as the base. binaryformat shall be ignored if range is specified.

The DDDdata value shall be a JSON number greater or equal to zero.
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8.9.3.3 number

A number field shall contain a number accurate to a decimal unit 10decimalunit,

EXAMPLE 1 If decimalunit = 2, the numbers are multiples of 100s; for example 12300, 100, -100, 4560000, etc.

EXAMPLE 2  If decimalunit = -2, the numbers are multiples of 100ths; for example 1042.34, -0.25, 0.00,

-13242.12, etc.
The number value shall be represented as follows:

number value = <encoded integer> * 10decimalunit

The rajnge value shall be (-2b-1 to 2b-1-1) * 10decimalunit with 0 < b < 32

The ddfault value of b is 16.

range|may be used to define an inclusive field value range n4op m with (=231 x 10decimaly
and mg 231-1 x 10decimalunit), range shall be specified witk the range block notation “[n..n
encoding shall allocate RoundUp(LOG((m-n)/10decimalfinit)) bits for the relative field va
the bage. binaryformat shall be ignored if range is spécified.

truncate may be used to specify the input value,rounding when the input value contain
10decimalunit, The value of truncate shall be a,JSON string:

ceiiling |= round up; add 10decimalunit ggrd truncate the fraction
raund |=round to nearest with ti€)breaking towards ceiling;
flpor |= round down; truncatesithe fraction

rdund is the default.

The DIPDdata value shall be a JSON number.

8.9.3. string
A string field'€¢ontains a UTF-64 printable string encoded as an enumeration.

A stripgiis.case sensitive.

roded integer
ncoding shall

nit) <n, n <m
]”. The binary
ue using n as

5 a fraction of

binaryformat specifies the number of characters of the string. If binaryformat is not
string shall be variable length.

specified, the

The value of binaryformat shall be a JSON string using the POSIX ERE “{}” bracket expression as

specified in ISO/IEC IEEE 9945. The string shall be encoded as follows:

O<n<m

{m} specifies a fixed length string of m characters. The string shall be padded at the end with the

first character of the range. This character has a binary encoding of zero.

{n,m} specifies a variable length string of n to m characters. The binary encoding of a variable
length string shall be prefixed with length-bits. The length-bits shall be encoded as follows:

© ISO/IEC 2018 - All rights reserved
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length-bits |= {<lengthsize> || <num_chars>}

lengthsize is a variable length bit field terminating with a 07, with each preceding 1;
representing a nibble in num_chars.

num_chars is the number of characters represented in lengthsize nibbles; CCCC;
EXAMPLE 1 length-bits 0; specifies an empty string.
EXAMPLE 2 length-bits 102 CCCCy specifies a string with 0 to 15 characters.

EXAMPLE 3  length-bits 110, CCCC2 CCCC3 specifies a string with 0 to 255 characters.

expression. The bit encoding of each character shall be in the BRE “[]” sequence starting with'zero. The

Range may 1? used to limit the allowed characters within the string with a single “[]”bracke¢t BRE
encoding sha

be as specified in Table 7.

The default rgdnge is [:print:] or [\x20-\x7E]; the POSIX visible characters and the space“charactef.

Table 7 — Bit encoding ranges

Range size Bits per character
1to?2
3to4
5to8
9to 16
17 to 32
33to 64
65 to 128
129 to 255

XN ||| D WIN|-

EXAMPLE In an application that requires-6 characters to be limited to 0, 1, 2, 3, A and B, the POSIX ERE
“{}” bracket expression defines the range as\J0-3AB]. The characters map as follows: “0"-0, “1"->1, “2"-2] “3"-3,
“A"—4 and “B”-5 using 3 bits per character.

The DDDdata(value shall be a JSONString.

8.9.3.5 bstring

A bstring fie]d contains' m bits of binary data. The DDDdata value shall be the Base64URI efcoded
value of the bftring:

binaryformat'spécifies the number of bits in the bstring. If binaryformat is not specified, the bstring
shall be variable length.

The value of binaryformat shall be a JSON string using the POSIX ERE “{}” bracket expression as
specified in ISO/IEC IEEE 9945. The string shall be encoded as follows:

m>0,0<n<m
{m} specifies a fixed number of bits in bstring. The binary encoding shall reserve m bits.

{n,m} specifies a variable length bstring of n to m bits. The binary encoding of a variable length
bstring shall be prefixed with length-bits. The length-bits shall be encoded as follows:
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length-bits |= {<lengthsize> || <num_bits>}

lengthsize is a variable length bit field terminating with a 03, with each preceding 1;

representing a nibble in num_chars.

num_bits is the number of bits in lengthsize nibbles; CCCC2...
EXAMPLE 1 length-bits 0z specifies an empty bstring.
EXAMPLE 2 length-bits 102 CCCCy specifies a string with 0 to 15 bits.
EXAMPLE 3  length-bits 110, CCCCp CCCCy specifies a string with 0 to 255 bits.

The DIDDdata value shall be a JSON string, with the bit string encoded in Base64url.

rangelhave no meaning and shall be ignored.

8.9.3. digsigenv
The d:L

sigenv is a special designated bstring indicating that it is a nested DigSig Enveloy
All the| bstring rules apply to digsigenv.

The SigData of digsigenv shall be the encoded bit string of the nésted DigSig Envelope.

The DecoderVerifier shall decode and verify the nested DigSig Envelope independently from the

parent DigSig.

8.9.3.7 date

A date field contains an exact 32 bit POSIX.epoch date as specified in ISO/IEC IEEE 9
relativie to CertificateContent.validity.nothefore of the DigSig Certificate.

NOTE Any other desired date format are representable as a string or a struct with the struc
The value of binaryformat shall be.a JSON string with:
tepoch |= This is the default value. 32 bit POSIX epoch, display format: “YYYY-MM-DI

D45 or a date

tjoin pragma.

Thh:mm”

t1dm |= 20 bit delta minutes max. range 1 year, display format: “YYYY-MM-DDThh:mm”

t2idd |= 10 bit delta’days max. range 2 years, display format: “YYYY-MM-DD”
t5(dh |= 16 bit-delta hours max. range 5 years, display format: “YYYY-MM-DDThh:00”
t5dd |=12'bit delta days max. range 5 years, display format: “YYYY-MM-DD”

The TimeZone of date is specified using timezone. The value of timezone shall be a JSO]

N string with:

utc |= This is the default value. The DDDdata shall use UTC. DDDdataDisplay shall append “UTC”.

device |= The DDDdata shall use UTC. DDDdataDisplay shall translate DDDdata
TimeZone and append the device Time Zone.

to the device

tag |= The DDDdata shall be Time Zone agnostic. A relative date shall use CertificateContent.
validity.not before in a Time Zone agnostic manner. DDDdataDisplay shall NOT append a Time Zone.

NOTE DDDdataDisplay is generated by the DecoderVerifier.

range shall be defined with the range block notation “[n..m]”, specifying an inclusive date range n to m.

n and m are dates in the tepoch display format.

The DDDdata value shall be a JSON number.

© ISO/IEC 2018 - All rights reserved
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8.9.3.8 enum

An enum is a single selection of a 0 based index of an enumeration of values. The syntax of an enum
field shall be as follows:

{

"fleldid" :<field short name>,
"type":"enum",

"enumvalues" :<enum values>,
"enumvaluedesc":<enum display values>,
"bsign":<signature inclusion>,
<optional field descriptors>,

}

The enum descriptors is specified in Table 8.

Table 8 — enum field descriptors

Name Purpose and value Type Inclysion
enumvalues The enumeration values. JSON array of JSON strings  |compullsory
enumvaluededc The description of the enumeration values. [JSON array of' displaystring |optionpl

binaryformajt, range and defaultvalue shall be ignored.

The binary enjcoding of an enum is an unsignedint of b bits. b shall be calculated as specified in Table 9.

Table 9 — enum binary.encoding

enum size b
1to?2
3to4
5to8
9to 16
17 to 32
33 to 64
65 to 128
129-t0.255

R[N || U DN -

The DDDdata|value shall*be a JSON string selected from enumvalues.

8.9.3.9 strlrct

The struct type shall be used to group fields in a hierarchical manner. The fields of a struct shall be an
array of fields with the field member name: fields. The syntax of a struct field shall be as follows:

{

"fileldid" :<field short name>,

"type":"struct",

"fields" :<fields>,

<optional field descriptors>
}

The bsign value of a struct shall be the default bsign value of the fields of the struct.
displayformat, binaryformat, range and defaultvalue shall be ignored.

NOTE1 cardinality repeats the struct.
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NOTE 2  astructis nullable.

The DDDdata value shall be a JSON array of fields.
8.9.4 Special types

8.9.4.1 General

The special types shall not define nor specify DDDdata. It is used for supplementary functions.

8.9.4.2 displaystring

displaystring provides language translation for display strings. Display string shally
DDDd4ta. It is used to describe the capture and display of DDDdata.

displayString is a JSON value object with at least one element which specifies thelanguag
as a string. The first element is the default. The syntax is as follows:

{<Language Code>:<string to be displayed>[, ...]}

Langupge Code shall be constructed in accordance with RFC 5646\ The use of ISO 639-
langudge code is compulsory. The RFC 5646 subtags are optionak

EXAMRLE 1 displaystring: {"en”:“This is the display text”, “af”:“Hierdie is vertoonteks”, “de-A
Anzeigptext “}

EXAMRLE 2  Language Codes: below a list of language vatiation examples.

»,

glish: “en”:“January”, Austrian Gerfian: “de-AT”:“Janner”, German:
iss German “de-CH”:“Januar”, Swiss French “ffxCH”:“Janvier”

W 1

a defines additional actions regarding the handling of the field.

as shall NOT be nested.

The syntax of pragma shall be as follows:
"pragna":
{"enflertextM:null,

uctjodn'":<structjoin format>,
dmethpd" :<readmethod description>,
lvafecontainer" :<private container description>,

ot be part of

e and the text

|, 2 character

[”:“Dies ist der

“de":"]al’luar",

"Stuv-i— auiord .. ADND oo

9.2 entertext

entertext instructs the DecoderVerifier application to request a field to be entered by the operator.

entertext shall only be used with singular fields, with or without cardinality.
entertext shall NOT be used with struct, but may be used within the fields of the struct.
entertext shall NOT be used with readmethod.

entertext may be used with structjoin.

© ISO/IEC 2018 - All rights reserved
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The input format of for a field type shall be as follows.

boolean:

Decimal:

Hex: 0xX.

“TRUE" or "FALSE” in a selection list.

9..99 is digital with “9” the characters “0” to “9”.

XX is hex with “X” the characters “0” to “9” and “A” to “F” not case sensitive.

indicate the decimal unit.

string: T

be suppo
Binary: b

Hex: XX:.
binary is
the input

Base64ur

date: as s

enum: T}

9.3 structj
structjoin is
structjoin sh

DDDdata and
contain the jo

The struct fie

<structjoin fg
ISO/IEC 9899

EXAMPLE
345ABC” for w

{"fieldid" : "1
"type" s"str
"pragma": {"
"fields":

[{"fieldid"
"type" [l
"binaryf
"range":

s
{"fieldid"
"type":"
"binaryf
"range":
}
]

30

bstring and digsigenv: White spaces are allowed and will be stripped. The following format

unsignedint: Input starting with "0x" shall be hex. All other input shall be a positive decimal integer.

number: Decimal number with the characters minus, space, point and "0" to "9". The input may

he valid characters as specified with range.

"ted:
.bb is binary with “b” the characters “0” and “1”

XX is hex binary with “X” the characters “0” to “9” and “A” to “F{" not case sensitiy
ndicated with the use of “”: in the input string. One or more “”:4nay be placed anyw
string.

|: consisting of the Base64url characters.

pecified with range.

e enumeration is selected from a selection list.

jpin

1sed to join a DDD structure into a single DDD string.

b1l only be used with struct.

ined structure as a singular string.
1ds shall be joined uSing standard C formatting.

rmat> shall bé a-JSON string and contain standard C formatting (in accordanc
for the fieldS-of the structure.

In the following field description, the field licencenumber in SigData contains a val
hich the-field LN-999part contains “345” and the field LN-AAApart contains “ABC”.

i cdehcenumber",

s shall

re. Hex
nere in

SigData shall contain the struct NOT joined. DDDdataTagged and DDDdataDisplaly shall

e with

ue “LN

ok

structjoin":"LN %s%s"},

:"LN-999%part",
string",
ormat":"{3}",
" [0_9} "

:"LN-AAApart",
string",
ormat":"{3}",
" [A_Z} "
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9.4 readmethod

readmethod is used to specify the read method of a field. Specifying a readmethod shall result in one
or more additional DataSnips. The read method is Data Carrier specific.

Table 10 — readmethod field descriptors

Name Purpose and value Default Type Inclusion
methodname The standard specification name for the read — JSON array of | compulsory
method (s). See 5.1 for the format. EXAMPLES JSON strings

[“ISO/IEC 18004”]
[“ISO/IEC 18000-63”, “ISO/IEC 29167-10"]

methoddesc A display string to optionally instruct an opera- — displayString|| optional
tor; e.g. where a Data Carrier is located.

methodmemory The memory segment identifier is a sequence of [0] JSON array optional
unsigned integers and text labels identifying the of unsigned
hierarchical layers of the selected data segment integer and
starting from the root parent. string
methodsnipencoding |Encoding method of the snip: BINARY or TEXT. | BINARY | JSON string optional
methodoffset The start of the field bit/character encoding in 0 unsigned optional
the memory segment. integer
methofdlength The specified number of bits/characters to.read. — unsigned optional

methodlength may be omitted for Data Carri- Integer

ers which have a length field encaded as part of
the read/interrogation protocol.

The syjntax of readmethod shall be as follows:

"readnjethod":

{"melhodname" : <method name>,
"metlhoddesc" :<an operator instruction>,
"metlhodmemory" : <memory segmentx‘location>,
"meflhodsnipencoding" : <"BINARY' | "TEXT">,
"metlhodoffset" :<JSON location array>,
"meflhodlength" :<length t0 be read>

The nuill bit of the bit.ehcoding of a nullable field using a readmethod pragma shall b¢ contained in
the parent Snip.

The rdadmethod descriptors are specified in Table 10.

EXAMBLE I\~ ISO/IEC 18004 (QR codes) only have one “memory” page which is read in a singulalr read.

"readmethod™: {"methodname™: ["ISO/TIEC I80047], "Tmethodsnipencoding ="TEXT" ]|

EXAMPLE 2 A DataSnip from ISO/IEC 18000-63 user memory:

"readmethod":

{"methodname": ["ISO/IEC 18000-63"],
"methodmemory":[3],
"methodoffset":128,
"methodlength":128

}
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EXAMPLE 3

A data set encoded in ISO/IEC 15434 syntax, encoded in a QR Code, contains the data identifiers;
258 (serial number), 1P (item identification), 16D (production date) and 2E (max temperature):

[)>Rs06G525SQCELMI1234567XYZGs1P12345NMGs16D20120326G52E80RSEOT.

A readmethod can obtain the data of the data identifier by using the data identifier.

{"fleldid":"production date",
"fielddescription":"date of production",
"type":"string",

"binaryformat":"{8}",

"pragma":
{"readmethpod" :
{"methodnpme": ["ISO/IEC 18004","ISO/IEC 15434","ISO/IEC 15418"],
"methodsphipencoding"="TEXT",
"methodmemory": ["16D"]

P}

This readmethod delivers the data (i.e. the production date): “20120326".

NOTE1 The|local application converts the bit location and length to the WORD-boundaries of the Data arrier.

NOTE 2  Varjable length fields are complex to use with Data Carriers whichide'not provide a length valye.

9.5 privathontainer

privatecontdiner is used to specify a struct which is encrypted. The struct may be stored in an

encrypted forymat, or received over the air in an encrypted\format.

privatecontainer shall only be used with struct.

DDDdata and [SigData shall contain the privatecontainer as a singular bstring.

DDDdataTagged and DDDdataDisplay may cefitain the privatecontainer as the specified decoded fields.

The local application shall decrypt the’ private container where after the DDD decoding |of the

privatecontdiner fields can take place!

It is recommended that the scop&of a decoded private container is limited to the local application.

The syntax of|privatecontainer shall be as follows:

"privatecontpiner":

{"privateconhtaineruri":<the private container URI >,
"privatecopntain&rdesc":<an operator instruction>
}
The privatecontainer descriptors are specified in Table 11.
Table 11 — privatecontainer field descriptors
Name Purpose and value Default Type Inclusion

privatecontaineruri The URI where the local application will find — JSON string compulsory
the methods and keys to decrypt a private
container. This URI should be security
protected. The local application should be
authenticated.

privatecontainerdesc |A display string to optionally instruct an op- — displaystring optional
erator; e.g. where a Data Carrier is located.

32
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9.6 startonword
startonword is used to align a field value bit encoding on the next WORD boundary.
The value of startonword shall be an unsigned integer providing the WORD size in bits.

NOTE This is useful for reprogrammable fields, typically with bsign = false.

9.7 cidsniptext

cidsniptext is used to encode a string field as TEXT in the URI Envelope.

NOTE
barcodgs where only a CIDSnip is specified.

itally used with

cidsniptext shall only apply
— to|string fields on the first layer of the DDD (i.e. the field is NOT in a structtire), and
— to|the URI Envelope.
The synntax of the cidsniptext value shall be as follows:
ciflsniptextvalue |= /[headtext]<field value>[tailtext]

“«_n
~

The fidld value, the headtext and tailtext exclude the character and are limited to the|non-reserved
URI chiaracter set as specified by RFC 3986. The reserved-¢haracters within the URI character set are:

7H[|@1$&'()*+,;=
The syjntax of cidsniptext shall be as follows:
"cidsrjiptext":

{"hdadtext" :<Non reserved URI charaeters head text>,

"tdiltext":<Non reserved URI chanacters tail text>

}

The cifisniptext descriptors arespecified in Table 12.

Table 12 — cidsniptext field descriptors

Name Purpose and Value Default Type In¢lusion
headtext |[Noh reserved URI characters inserted at the start JSON string | optional
of the field value.
tailtext. |Nonreserved URI characters inserted at the end of JSON string | optional
the field value.

The cidsniptextvalue shall be appended to the URI Envelope as specified in 8.3.3.3.

EXAMPLE https: //www.dept-edu.com/verifyme?ekjcsafg6l0VbnNHSe7FMWqtMQNAtuwo3bgY~25S
-ABC123~26S-ABC456~27S-FGH987

25S-ABC123, 26S-ABC456 and 27S-FGH987 are cidsniptext with “25S-", “26S-" and “27S-” headtext.

© ISO/IEC 2018 - All rights reserved 33


https://iecnorm.com/api/?name=488fcbec91db449083244429f697cda6

ISO/IEC 20248:2018(E)

Annex A
(normative)

Test methods

A.1 DigSig Certificate format

A.1.1 Genefral

This test verifies conformance of a generated DigSig Certificate. This test shall not verify.the validity of

the cryptogr

A.1.2 Test

The test samiples shall be provided in the certificate format specified in\d{SO/IEC 9594-8 ay

document.

A.1.3 Test]
The test meth
— Dby inspeg
— by norm

to interp
mean "FA

A.1.4 Test]
The test repo
— thetesta
the date g
the meth

a list of sa

phic components. It shall verify conformance to the format.

configuration

method

od shall be as follows:

)

et the sample. A successful interpretation shall mean "PASS"; if not successful,
IL".

report

't shall record:
ithority;

f the test;

pd of test;

mpleS, with each sample marked "PASSED" or "FAILED".

d this

tion: An inspector shall inspect a printed version of the sample for conformance with this
document;

application: A norm application, typically a norm DigSig DecoderVerifier, shall be used

t shall

A.2 DigSig Data

A.2.1 General

This test verifies the DigSig Data as stored in a Data Carrier in the RAW or URI DigSig formats.

A.2.2 Test configuration

Test samples shall be provided with valid DigSig Certificate(s). The test sample shall be stored in the
appropriate Data Carrier(s).

A.2.3 Test method

The test authority shall ensure that it can read the Data Carriers on which the test data are stored.
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The following steps shall be performed:
a) The data on the Data Carrier shall be read in the prescribed manner.

b) The conformance of the DigSig shall be verified by inspection or with a norm application. If the
verification fails, then the test shall be stopped.

c) The DigSig Data shall be verified by inspection or with a norm application against the DigSig
Certificate referenced by the CID in the Envelope of the test sample.

A.2.4 Testreport

The reportshattrecordthefolowing:

— thp test authority;

— thp date of the test;

— thp method and scope of the test; and

— allist of samples, with each sample marked "PASSED" or "FAILED'.

A.3 DigSig DecoderVerifier

A.3.1| General

This test verifies the conformance of a DigSig De€oderVerifier against a represertative DigSig
Certificate.

A.3.2 | Test configuration
In ordé¢r for the DigSig DecoderVerifier to be tested, the following shall be provided.

— Fdr test by norm application: the ‘executable loaded on the intended platform with all the required
pdripherals.

— Fc]:‘ test by inspection: the'fuill source code with a description of all the third-party exefutables used.

Only third-party executables used widely in other applications shall be allowed to “PASS” ps object code
or exegutable.

A.3.3 | Test method

A.3.3.1 Testby inspection

The tekt qnfhnrit‘y shall incpnr‘f the source code for rnnfnrmanrn’ and record the full flow bf data within
the executable in detail.

A.3.3.2 Test by execution against a norm data set

The test authority shall prepare a sample data set that mimics the intended use of the test DigSig
DecoderVerifier. This data set shall contain at least five different DigSig Certificates, each supplied
with at least 100 DigSig samples programmed in the intended Data Carrier. Random tampering shall be
applied to at 10 % of the samples. The test shall indicate the rejections.

A.3.4 Testreport
The report shall record the following:

— the test authority;
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the date of the test;

the method of test, which includes the test data set; and

marked either "PASSED" or "FAILED".

A.4 DigSig EncoderGenerator

A.4.1 General

a description of the sample (including the platform and peripherals used in the test) as tested,

This test verj

Descriptions

A.4.2 Test

In order for tH

For test b
executab
allowed t

For testb
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ind DigSig Certificates.

configuration
e DigSig EncoderGenerator to be tested, the following shall be provided.

y inspection: the full source code shall be available with a descfiption of all third
es used. Only third-party executables that are used widely in~other applications s
b "PASS" as object code or executable.

y execution: the DigSig EncoderGenerator shall be available with its executable loa

the intengled platform with all the required peripherals.

A.4.3 Test]

A4.3.1 Test

The test auth

method

by inspection

prity shall inspect the source code fof; conformance and record in detail the full {

data within the executable.

g Data

-party
hall be

ded on

low of

DigSig
r Data

pected

A.4.3.2 Testby execution against a norm-'data set

The test autHority shall prepare a sample data set that mimics the intended use of the test
EncoderGenerator. This data set shall contain at least five different representative DigSi
Descriptions, [each supplied withsatleast 10 DigSig data samples.

The following|test steps shallbe performed for each of the DigSig data samples and the result ins

for conformarce.

a) Generatelthe DigSig Certificate.

b) Generatelthé test RAW and URI DigSigs.

c) Inspect the DigSigs for correctness by inspection or by norm DigSig DecoderVerifier in accordance

with A.2.

A.4.3.3 Testreport

The report shall record the following:

the test authority;
the date of the test;

the method of test, which includes the test data set;

tested, marked either “PASSED” or “FAILED”.
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a description of the sample (including the platform and peripherals that were used in the test)
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Annex B
(informative)

Example DigSigs

B.1 General

The following examples illustrate the many uses of this document. It is not meant to be an.¢xhaustive set
but rather attempts to illustrate the flexibility and control of the specification. The following examples
are simplified and provided in the DigSig shorthand (B.2). The examples are neithér repr¢sentative nor
prescrijiptive in any way.

It shoyld be noted that when a DigSig verification is accepted, the following is)valid.

a) THhe dataread from the Data Carrier or received from a device have-been decoded acfording to the
difective of the authority of the data.

b) THhe dataread are unaltered from when they were written.

c) THhe data were authorised at the moment of the timestamp.

B.2 DigSig shorthand syntax

A DigSig described in the specified DDD format{see Clause 8) is often too elaborate for|easy reading.
For shprthand purposes, the following syntax‘'may be used:

[nhme of DigSig]DigSig[Data Carrier\type]{daid, cid, fields}

figlds |= the set of fields

and timestamp are-compulsory fields.

A DigSjig field which is not signed is depicted by strikethrough text; i.e. NotSigned¥ield. THe compulsory
i is an exaniple of a field, in the DigSig, which is not signed.

aid, cid, sighature and timestamp are compulsory fields of the DigSig, it therefore need not be
in the shafthand. The daid and cid shall be the first fields. The sighattire and tim¢stamp fields,
ult, follow the daid and cid fields in that order. The sigirature and timestamp [fields may be
anywhere in the DigSig, but then it shall be shown.

EXAMRLEY  ItemDigSigNFC{daid, cid, signature, timestamp, ltemID, OwnerID, SecretPIN}

EXAMPLE 2 ItemDigSigNFC{ItemID, OwnerID, SecretPIN}
Examples 1 and 2 represent the same DigSig.

EXAMPLE 3  ItemDigSigNFC{daid, cid, ItemID, OwnerlID, SecretPIN, signature, timestamp}
The signature and timestamp are explicitly placed at the end of the DigSig.

EXAMPLE 4  ItemDigSigNFC{ItemID, OwnerlID, SecretPIN, signature, timestamp}

The symbols “[]” indicate an array of values for a specific field.

EXAMPLES5  “field1” indicates field1 has one value. “field1[]” indicates field1 has one or more values.
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The symbols “||”, “...” and [structure name]{...} may be used to describe more complex DigSigs in
shorthand.

EXAMPLE 6  ContainerltemList{ContainerID, List{{ItemID, ltemDesc}...}[]}

To aid readability, fields may be grouped under a group name and expanded on a separate line. Similarly,
it is recommended that fields of DataSnips be described in this way.

EXAMPLE7  ContainerltemList{ContainerID, List{}}

List{{ItemID, [temDesc}...} stored in the QR code on the waybill.

B.3 A simple timestamp
A simple timejstamp can be created with an empty DigSig:
Timestanpp{}

The decoding|and verification of this DigSig will verify the Domain Authority andthe time at whjch the
timestamp was generated.

A device undé¢r the control of a Domain Authority would like to timestamp, data it created and prove
that the data priginated from it. The DigSig will then look like this:

TimeStamp{DevicelD, DeviceGeneratedInfo{}}

B.4 Barcode DigSigs for mobile phones

Barcodes to e read by mobile phones are commonly generated in TEXT. It will generally contain a
URI which tells the mobile phone what to do with it.*The associated data are often also encoded in
TEXT or conflained in a sparse proprietary data structure. The result is often a very large bdrcode,
which reducef the read quality of the barcode;Aldedicated app and a real time connection ar¢ often
also required| This document provides an automated compaction of the data which can be decoded,
interpreted and verified without the need fora real time connection to a central service.

Itis also easy[to tamper with a barcode'stmply by reading a barcode, changing parts of it and recijeating
it. This may l¢ad to a barcode which points to a rogue URI. This document allows a mobile phorje (and
its user) to deftect such tampering:An example of a DigSig barcode is provided in Annex I.

A DigSig howgver, does not ptovide a method to detect copying of the barcode, but it is possible t¢ link a
barcode uniqiiely to an ohject. Consider the following example:

ComputerOwnershipQR{ComputerSerialNumber, IDcardLinearBarcode{OwnerID},
OwnerMemory{PIN}}

d CXda Jisn C d SNV C CIa a dicate C cad C iy a arCOde
is a linear barcode in the South African identification book and OwnerMemory refers to the memory of a real
person. Where IDcardLinearBarcode{OwnerID} is a struct field with a readmethod pragma with methodname
[“ISO/IEC 15417”] and OwnerMemory{PIN} is a struct field with a entertext pragma.

The barcode is fixed on the computer. When the barcode is read the DDD will

a) Instruct the standard DigSig DecoderVerifier App on the phone to display the Domain Authority
and CID for inspection,

b) Instructthestandard DigSigDecoderVerifier App onthe phone to display the ComputerSerialNumber
for inspection,

c) Request the operator of the phone to scan the linear barcode of the ID card of the person claiming
the ownership of computer, and
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d) Request the person claiming the computer to enter a PIN.

Copying this barcode is futile since it is linked to the computer by its serial number, the ID of the owner
and something only the owner knows: the PIN. Ownership of the computer can therefore be proven,
that is, if the Domain Authority can be trusted.

If in doubt, the phone user may check the revocation status of the DigSig and/or perform an online
verification to confirm the offline verification at the trust service of the Domain Authority of the DigSig.

B.5 A RFID example

The iss

compe

B

NOTE
[“1SO/I

Witht
the be

a) B4
TH

ency certificate example may be constructed as follows:

LTS{{ACADEMIC | STANDARDY}, Date, Centre,
Candidate{Number, ID, FamilyName, Names[], NationalityENUM, FirstLanguage!
Results{Listening, Reading, Writing, Speaking, BandScore, CEFR},-TID{TagIDNu

TID{TagIDNullable} is a nullable struct field with a readmethod pragma, with
FC 18000-63"], with methodmemory 2, methodbitoffset 0 and méthodbitlength 96.

his DDD we have two applications, which can either be usedindependently or togeth|
5t of both approaches.

rcode DigSig - the TagID shall be set to null. This\DigSig barcode is applied on t
is allows the verification of the information of al¢opied certificate.

b) RKID DigSig - the TagID shall be the TagID éf.the RFID tag. The RFID tag is also 3

or
urj

NOTE

iginal certificate. If the TagID is unique then the originality can also be verified b
ique TagID.

Typically the TagID of the Data Ga¥rier is stored in a different memory segment fro|

NUM}
llable}}

methodname

er to facilitate

he certificate.

ipplied to the
y reading the

m the memory

segment which is read in the first Data Carrier interrogation. The DDD needs to specify a readmethod for TagID

which ¥

B.6 |

A simj]
examp

Py

will result in an additional DataStip following the CIDSnip read in the first interrogation.

A simple file system

ple DigSig record system is specified for an ISO/IEC 18000-63 Data Carrier in
le.

imaryDigSig{UII{CID, PrimaryFields{}, TID{TagID},

D1gSigRecord |= Blocksize, DigSigContainer{Start-OffsetBlock, Length-Blocks}[]

UserMem{Signature, TimeStamp, BigSigReeordhist{}, [DigSigRecord{}}...

the following

Bl

ockSize |= Enumeration{1-bit | 16-bits | 32-bits | 128-bits} encoded in 2 bits.

This DDD allows the writing of many DigSigRecords to the Data Carrier. The following applies.

— Eachrecord is a DigSig and therefore can be independently be verified. The records need not be the
same since its CID referenced DDD describes its fields and encoding.

— DigSigRecordList is not signed and can therefore be updated as and when a new record is added.

— DigSigRecordList should start on a memory WORD boundary to assist in updating its values.

— The DigSigRecords should be written from the end of the memory.
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B.7 A sequence of DigSigs

Sequences of DigSigs can be used to establish a trail of trust when accountability/ownership of an
object is transferred. This trail of trust may be stored on the Data Carrier in a manner discussed in
B.6. It should be noted that, in this complete offline example, each role player is deployed with a DigSig
EncoderGenerator which falls under the public key infrastructure of a domain authority.

Let us consider the lifecycle of a vehicle licence plate, which is similar to the lifecycles of high value and
health risk goods; e.g. scheduled medicine. To ensure that the plate conforms to all the physical and
registration rules, the following steps are taken, assuming an electronic Data Carrier is embedded in
the plate.

a) The manjufacturer of the blank plate (BlanKer] guarantees the plates are manufactufed in
conformdnce with relevant blank plate specifications. These plates are sent to Embossers.

b) An Embopser will add the licence number to the plate after the Embosser assured itself that the
blank is genuine and the licence number is legal. These plates are sent to the issuingpoint.

c) The issuipg point issues the plate and mark it as issued ("live"). This may’also involve that the
vehicle visual parameters are added to the Data Carrier.

It should be npted that, in each step, the authenticity of the object is verified before the next ste& takes
place. Also, the entity which takes action on the plate should be held accountable for that action. IDigSigs
provide that flunction. A DDD for ISO/IEC 18000-63 (type C) might loék as follows:

LicencePlateDigSig{UII{CID, LicenceNumberNullable, VehicleVisuals{}Nullable, LicenceExpiry},

TID{TagID},

UserMem{Signattire, TimeStamp, BlankSerial, BlankbigSig{}Nullable,
E—m-b-eggB}g-S-}g-{-}Nullable}}

NOTE The| position of the fields optimises both the\reading and writing of the Data Carrier in the yarious
use cases.

The actions are as follows.
a) The Blanker generates (signs) the DigSig with the following application field: BlankSerial.

b) The Embjsser reads and verifies the [Blank] DigSig. If accepted, it knows it is a legal [blank,
manufactjured by the specific-Blanker who signed it, ready to be embossed. The plate is embossed
with the Jegal licence number. The Embosser copies the [active Blank] DigSig to the BlanKDigSig
location @nd locks that part of the memory. The Embosser adds the LicenceNumber fiejd and
generateq a new [active] DigSig, then writes it to the DataCarrier.

NOTE The BlankDigSig, and likewise EmbossDigSig, remains independently verifiable, but sinfe they
are markefd as bsign = false they are not required to be read for verification of the current [active] D|gSig.

c) Thelssuet ds-and-veritie EmbesslDigSigHaccepteditknows-thisisavalidplateprépared
by the specific Embosser who signed it, ready to be issued. The BlankDigSig may also be verified
before continuing. The Issuer copies the [active Emboss] DigSig to the EmbossDigSig location. The
Issuer adds the VehicleVisuals{} and LicenceExpiry fields and generates a new [active] DigSig, then
writes it to the DataCarrier. The Issuer locks the Data Carrier memory, as per applicable standard.
The plate is handed to the vehicle owner as fully issued and active.

This can seem like an elaborate process, but it works well even in places with no or difficult online
connectivity. A plate of which the DigSig does not verify is illegal and should be confiscated and/or
destroyed. Inspectors can check for illegal plates and activities anytime, at any place. If authorized
and carrying the appropriate mobile equipment, inspectors can verify or update recorded data during
a physical inspection and cross-refer to a licence disc compliant with this standard to update the
LicenceExpiry field. A field correction requires another DigSig while verification might only report back
to the inspector’s back office. Pilfered plates will also be detected when used illegally or inserted back
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into the process. All of the role players can be held accountable because they can be identified through
the DigSig they generated.

B.8 Selective struct

Often a Data Carrier is used for more than one group of data depending, for example, on the type of
objectitis attached to. The same DigSig may contain more than one data structure effectively describing
more than one interface.

This is achieved by using the nullable feature. For example:

(Dt oy Rialdcl(l Din lrlf‘vnnnVﬂNn”nh]p E‘ nl.—l(‘unnan]Nn”nh]P A n]Af‘wnnn’7f1Nn ]ab]e}

e
DigSisHrimaryrietdstHeldGroupx tetdaretpy AHieldarowps

In this|case, the DigSig shall contain at least the PrimaryFields. It may contain the field grqups X, Y and Z
in any|combination. The bit encoding of an excluded field group is the single bit 05.

EXAMRLE1  CC...Cy: cid bits; SS...Sp: signature bits; TT...T,: timestamp bits; bits; RB.\P2: PrimapyFields bits;
XX.Xx7: FieldGroupX bits; YY..Y: FieldGroupY bits; ZZ..Z;: FieldGroupZ bits
EXAMRLE 2  CC...CSS..STT...TPP...P000; - all field groups are excluded.

EXAMRLE3  CC...CSS..STT...TPP...P0212YY...Y0; - field Y is includedyfield groups X and Z are exfluded.

This also illustrates the compaction ability of the DigSigs method.

B.9 Multiple DigSigs using the same base.data

It is pgssible for different DigSigs to use the same part of Data Carrier. For example, a waybill barcode
DigSig|for a container includes the TagID of the container seal, which is read using the|[readmethod
pragnja. The Container seal contains its own DigSigRFID. The DigSig will be rejected in|both cases, if
the seql is broken.

WhyBIllQR{ContainerInfo{}, Source{}, Destination{}, SealTID{TagID}}
CqntainerSeal®3{UlI{Seallnfef}}, UserMem{Signattre, Timestamp}, SealTID{TagID}}

B.10 Null encryptioii= Trusted data definition

Data Yerification is ‘often not required. However, a requirement exists to have a| well-defined
interoperable data'structure.

It is pgssible-ahd feasible to specify no encryption to be used. The key length is zero and the length of
the signature'field will also be zero.

Th ot i ot mH 3 £ L 3 4 haiclk-da i 3 1] N |
IS Cdadlls UlIdtl UIIC Udtltd CllqulllS 1S5 CACILI}JL ITuIIilr da DlsllaLul C, WIIICIT IS Ly }Jlbally HUILC Idl ge-

It is important to note that the DigSig Certificate remains a verifiable document and therefore the data
structure and read methods are verifiable constructs. This is similar to an application obtained from
the Internet which is digitally signed to ensure that it has not been tampered with.

B.11Simple data error detection

The strong public key algorithms require large keys which result in large data structures. This
potentially leads to slow RFID reads and large barcodes. In some applications, the use case does not
demand high levels of security. The urge, in these cases, is to use shorter keys. The result is that the
cryptographic strength is substantially reduced undermining the security which leads to a false sense
of security.
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A better solution can be the use of CRC-64 as the Hash algorithm with NULL encryption. This has the
effect of a very good cyclic redundancy check (CRC) over the full data structure. The advantages are:

— No security is claimed and therefore no false sense of security. The signing method is published in
the Certificate.

— No Digital Signature verification process is needed, resulting in a faster execution time.

— Data integrity errors are detected.
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Annex C
(informative)

DigSig use in IoT

The Internet of Things or 10T is an abstract of the relations and interactions between real world things
(humans and objects) and the digital world. The digital world consists more and more of autonomous
and inelli j i i i j these devices
are urlder the control and management of independent domain authorities. The doriajn authorities
increapingly direct devices through policies, relying on the device intelligence and lgeal ipformation, to
take agtion. These domain authorities will assume accountability of the actions of devices under their
contrdl. For this to work, devices need to trust identity, data, information andymethods. [This relies on
interoperability of identity, data and methods. It should be noted that the werld of 10T is a|fast changing
world.| Domain authorities therefore have a key requirement for agility in-defining datfa objects and
data nlethods while maintaining the integrity and identity of such definitions and methods. At the same
time, Big Data Stores have a requirement for authentic and interoperable data to provide correct and
meanipgful interactions with the real world.

o
Domain Authorities QQ

Inforjmation
Application
DeYices

Information
Translation
Devices

Information
Relay
Devices

Big Data

f_/

Figure C.1 — Simplified view of the Internet of Things

Automated identification data carriers fulfil an important role in representing real world objects in
the digital world. It provides identity and information (both static and interactive) of the object and
the environment of the object when connected to a sensor. For example, an aeroplane part is identified
by the owner of the part. The part carries information of installation and every inspection of the part.
To illustrate the requirement for interoperability of data and methods, consider that there are many
independent aircraft owners and manufactures. There are also many independent part inspectors and
service entities. Each of them has a requirement to access the data on the Data Carrier, to trust the
data on the Data Carrier and be trusted to update the Data Carrier correctly. The world of commercial
aircraft is successfully achieving such goals, but a single domain authority is working hard to reach
these goals. [oT expands these requirements to domains where such rigidity is not achievable.
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In the context of this document, the role players in Figure C.1 perform the following functions (see also
Figure 1).

— Real world objects are tagged with a Data Carrier.

— A domain authority, which is accountable for the object, programs the Data Carrier with a DigSig
containing identity data and optional information about the object. The domain authority has
previously published a DigSig Certificate which describes the data structure and read methods of
the DigSig.

EXAMPLE1  DigSig{ObjectID, [ObjectInfo], [Privatelnfo]}

NOTE 1 The nngig isin the DDDdata format See 82 2 and 1 6

— The Data|Carrier is accessed and read by a Real World Interface Device, which can be'under the
control of a different domain authority than the domain authority of the Data Carrief)In this case,
because dfits access to the DigSig Certificate, the Device can decode and verify the Data Carrigr data.
It can alsp read the Privatelnfo if it has been assigned authenticated access torthie DigSig private
containey

The Real World Interface Device can also, by its own logic or under the directive of another flevice,
write infgrmation to the Data Carrier.

NOTE 2 | The DigSig Certificate is a verifiable and trusted directive from an independent domain aufhority,
instructing an autonomous device how to access Data Carriers on objects from that domain authority.

NOTE 3 |Ifso configured, the Data Carrier remains untraceabl€ and the private containers remain private
until the Jevice has been authenticated using the method specified in the DigSig Certificate.

NOTE 4 |The DigSiginherently identifies the domain autherity of the object.

In [oT, it is possible that other intelligent devices need the information of a Data Carrier access eyent to
fulfil their furfctions. These devices need to trust the‘access event information, especially since the Data
Carrier is not [present. This is achieved by:

— Each and|every Real World Interface Dewice is issued with a X.509 identity by its domain authority.
The assofiated DigSig Certificate describes the access events of the device. Likewise, eath and
every device that produces data sheuld be issued with a X.509 identity by its domain authority. The
associatef DigSig Certificate describes the information produced by the device.

— The Real World Interface Device digitally signs the access event. It then makes the event available to
other [oT[devices, which'ean then verify the data accessed, when, by whom and if it was, how] it was
manipulafted.

EXAMPLE|2  DigSig{AccessEventTimestamp, [AccessEventInfo], DigSig{ObjectID, ObjectInfo, Privatelnfo}}

AccessEventinfe = {[AccessEventInfoStatic], [AccessEventInfoActions], [AccessEventSensorInfo]}

Any or all of the AccessEventInfo can be in a private container.

NOTES5  The DigSig inherently identifies the domain authority of the Device and therefore also the DigSig
Certificate whereby the read event DigSig can be interpreted.

— The relaying devices can verify the DigSig(s) and sign it as being relayed by a specific device at a
specific time in the manner described above. However, it will not be able to access private containers
without proper authentication.

— Information translation devices typically join and translate access events with other information
to make the access event more useful. It is recommended that such joining and aggregation also
be signed.
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— Following this chain, the Application device is able to authenticate the Data Carrier data without
the need of directly interrogating the Data Carrier. It can also verify all additional information and
changes to the information, in relation to the access event, before it uses the information.

This chain of DigSigs provides accountability of actions across all devices, even if these devices are under
the control of independent domain authorities. Interoperability of data structures and read methods is
maintained. Data structure and method changes are handled by issuing a new DigSig Certificate with
the new structures and methods; see Figure 3.
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Annex D
(informative)

Typical DigSig EncoderGenerator device architecture

Figure D.1 illustrates a typical DigSig EncoderGenerator device architecture. The DigSig encoding and
generation services typically consist of an Issuer device, a Trust Service and the EncoderGenerator
device. This s paration ensures proper segmentation of functions and allows for efficient information

security measures. The private key used for the generation of the signature should never beCexposed

from the EncdderGenerator device.

This Annex should be read with Annex E.

— The Issugr device is typically responsible for:
1) The 4ssembly of the DigSig data to be signed,
2) The rlequest for a DigSig,

3) The grogramming of the Data Carriers.
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Application/ Trust Service
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Applicaton E D, B D,
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n$ DigSig DigSig DigSig DigSig DigSif
Translator Verifier Decoder Encoder Generafor

Trust Service [set] {« EncoderGenerator device[set]
Crvpto Vault X.509 9 Credential X.509
Issuer device [set] R Key Store \\ Manager Key Store

AII : &h\

— The Trust Service is typically responsible for

iy
2)
3)
4)
5)
6)
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The validation of the DigSig request and the credentials of the requestor (and issuing device),
The process of the DigSig generation,

The checking of the DigSig before release to the Issuer device,

Creating an audit trail of DigSig requests, DigSigs generated and error conditions,

It acts as a security shield for the EncoderGenerator device,

It may also provide the online verification services, and
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7)
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[t may also provide the online DigSig revocation services.

— The EncoderGenerator device is typically responsible for

)
2)
3)
4)
5)

The protection of the Private Key,
The generation of the X.509 key pair,
Journaling of all DigSigs generated,

The generation of the Timestamp, SigData and Signature, and

The encoding of the DigSig. This function may also be placed within the Trust Service.

This dlistributed architecture may be simplified if all the functions are local to a spet

examp

Itisre
is prog
and de

The DilgSig encoding and generation process flow follows the description above.

le on a factory line or in a distribution centre.

rfommended, to ensure signature fidelity, that the DigSig be verified for valid verific
rammed on the Data Carriers. This means the DDDdata should undergo ithe full cyc
coding before being signed and released. SigData should be generated from the dec

ific point, for

htion before it
le of encoding
oded DigSig.
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Annex E
(informative)

Typical DigSig DecoderVerifier device architecture

This Annex should be read with Annex D.

Figure E.1 illustrates a typical DigSig capable AIDC Reader device architecture. The AIDC Reader device

Application dévice is a separate device which uses the DigSig. The Application device verifies the[DigSig

is the device 1lesponsible for reading the DigSig from the Data Carrier(s). It should verify the DigSIg. The

before it is uged, even though it has no ability to read Data Carriers. Both the Application an
Reader devicgs are DigSig DecoderVerifier devices as specified in this document.

AIDC

Application device [set] AIDC Reader device [set]

o
X.509 X.509 ( )
Crypto V3ult Key Store Crypto Vault Key Store g 1

F ¢ F ¢ 1 RFID
— 4 RFID Tag K- —=
‘O Interrogator g
N | g
N =
) S
no
& S
no
X | — :
) Local Dy e o
As.som'ated Application/ Barcode ‘ M
IApplication(s) Controller Reader &
] g
(=]
[=]
j=5
)
L\ &
@
Q 2
R e’“ A3| Device User N BN -
=]
E - = E A\, . . Interface g
DigSig DigSig DigSig DigSig DigSig DigSig
Translator Verifier Decoder 8 Franslator Verifier Decoder
\

The architectfire has thextallowing modules.

a)

b)
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Figure E.1 < Typical DigSig DecoderVerifier use architecture

Local Application/Controller: This is an application which runs on a device with the capability
to read/iptertogate Data Carriers. It may include an operator interface. This device is typically
designed [and-deployed for a specific purpose.

Associated Application: This is an application which is connected to the Local
Application/Controller with the purpose to receive Data Carrier read instance information from
the Local Application/Controller.

RFID Interrogators: RFID Interrogators typically interrogate the Data Carrier providing direct and
selective access to memory and over the air security.

Barcode Readers: Barcode readers typically read a barcode as a whole. They provide the data
length and encoding information allowing the Application to interpret the data easily.

Device User Interface: This interface is typically associated with a handheld device, but can be a
console for an automated portal. It displays information and allows text input.
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f)

g)

h)

j)

The prjocess flow is as follows.

ISO/IEC 20248:2018(E)

X.509 Key Store: The X.509 Key Store is typically a standards based component of the operating
system. It stores and validates X.509 Certificates. The Application obtains a Certificate from a
trusted source and stores it, after validation, in the X.509 Key Store. Content of the X.509 Key Store
is not necessarily secret but can be considered authentic because it is digitally signed. However,
access to it should be strictly controlled. This should be a function of the operating system. All
modern mobile phones and personal computers have a X.509 Key Store.

Crypto Vault: The Crypto Vault is typically a dedicated hard or software module which performs
specific cryptographic functions. The Crypto Vault is used to decrypt private containers as
directed by the privatecontainer directive. It may also be used with cryptographic air protocols
as directed by the readmethod. It normally also acts as a secret store for keys, notably symmetric
keys and the private key of a key pair, and has an ability to securely obtain such keys based on a
difective. Various commercial products are available which are, for example, used in POS terminals
arld ATMs.

DigSig Decoder: The DigSig Decoder module decodes an array of Snips into DBDdata.

DdtaSnips containing a privatecontainer may be decoded by the Application and| before being
pdssed to the DigSig decoder. Such decoded DataSnips should be marked.as been decryjpted allowing
the DigSig Decoder to decode the fields of the privatecontainer. The DigSig decoder should assume
a privatecontainer DataSnip is in its encrypted form unless instructed otherwise.

The DigSig Decoder should be able to indicate, using the CIDShip and the selected DDI), if and where
D4taSnips can be obtained from.

DigSig Verification Module: The DigSig Verifier module verifies DDDdata using the referenced
DigSig Certificate. It generates SigData from the DBDdata.

DigSig Translation Module: The DigSig Displaylnfo generates DDDdataTagged and D[JDdataDisplay
from DDDdata and the referenced DDD.

The Local Application/Controller reads/interrogates a CIDSnip.
The Local Application/Controller extracts the CID from the CIDSnip.

The Local Application/Controller selects the most appropriate DigSig Certificate for|the decoding
from the X.509 Key Store. If not available, it searches for it according to its local knowfledge.

The Local Application/Controller extracts the DDD from the DigSig Certificate and pgasses it along
with the CIDSnip.to the DigSig Decoder.

The DigSig Decoder decodes the CIDSnip into DDDdata. If DataSnips are needed to|complete the
DIpDdatathe DigSig Decoder returns a DataSnip map containing instructions on how o obtain data.

TheLecal Application/Controller reads all the required DataSnips (privatecontainer DatatSnips
are not decrypted at this stage). It then passes the array of Snips to the decoder for decoding.

When the DDDdata are correctly decoded, the Local Application/Controller provides the DigSig
Certificate and the DDDdata to the DigSig Verifier for verification.

If the DigSig verification is accepted, the Local Application/Controller may request the DigSig
Translator to generate DDDdataDisplay and DDDdataTagged for its own purposes.

The Local Application/Controller may, with proper authority, decrypt privatecontainer DataSnips
for them to be decoded into the DDDdata. DDDdataDisplay and DDDdataTagged then contain the
fields of the privatecontainer.

The Local Application/Controller may pass the DDDdata to Associated Applications who can
perform their own verification without the need to read/interrogate the Data Carrier.
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Annex F
(normative)

DigSig error codes

The DigSig EncoderGenerator (G) and DecoderVerifier (V) error codes are provided in Table F.1.

Taoalal 1 DiaCs o |
1dUICT I'. L Ulsdls CIIUI CUUTS
Code | Applicable Error Notes
0 \4 DigSig Verification accepted;
No error
1 \ DigSig Verification accepted; The local application may®e-configured nqgt to
s e . check for a Certificate révocation. This check
DigSig Certificate revocation not e .
may be performed fotseach verification or peri-
checked ;
odically.
2 \ DigSig Verification accepted;
DigSig Certificate revoked
3 \ DigSig Verification accepted; The logalapplication may be configured ngt to
e . checkfor a Certificate revocation. This chejck
DigSig revocation not checked e
may be performed for each verification or
against a revocation list obtained during ahother
process.
4 \ DigSig Verification accepted;
DigSig revoked
5 \ DigSig Verification accepted; The verification is accepted if the certificate
DigSig Certificate expired expiry is ignored.
6 \ DigSig Verification'tejected The cryptographic function rejected the yeri-
fication.
7 LV DigSig Certificate expired The DigSig Certificate is expired and no cryp-
tographic verification was attempted.
8 LV DigSig Certificate is rejected The DigSig Certificate is cryptographically
rejected.
9 \ DigSig Certificate trust chain is The DigSig Certificate trust chain is cryp-
rejected tographically rejected.
10 \ DigSig Certificate revoked The DigSig Certificate is revoked.
11 \.:‘V’ D;BS;S CCI t;f;\.atc lcUl lllat CITUI Thc D;BS;B CCI t;f;\.atc \.auuut lLUt bc dCLUd d-
12 \Y DigSig Certificate not local The CID could not be matched with a locally
stored DigSig Certificate.
13 \Y DigSig Certificate not found online The CID could not be found at the locally config-
ured DAs.
14 \Y DigSig Certificate not available The network resource is not available prevent-
ing on online search.
15 GV DDD format error The DDD could not be decoded.
16 GV DDDdata does not match the DDD
17 \Y CIDSnip incomplete The CID could not be decoded from the CIDSnip.
18 \Y DataSnip incomplete The DataSnip requires more bits/text to be de-
coded according to the DDD.
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Table F.1 (continued)
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Code | Applicable Error Notes
19 Vv Snips incomplete More Snips are required to complete a DigSig
decoding.
20 \ Read method not available
21 Vv Read method error
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Annex G
(informative)

Digital Signature use considerations

A Digital Signature scheme typically consists of three algorithms.

a) Akey generation algorithm that selects a private:public key pair uniformly at random from a set of
possible keys. The algorithm outputs the private key and a corresponding public key. The jprivate
key though remains secret. The public key is published in a Digital Certificate.

b) Asigning|algorithm (the hash and cryptographic functions) that, given a message and a privdte key,
produces|a signature.

c) A signatyre verification algorithm, which includes the hash and cryptographic functiong, that,
when prgvided with a message, public key and a signature, either accepts-or rejects the claim of

authentidity of the message.
A successful Digital Signature scheme has the following properties:

a) It should|be computationally infeasible to generate a valid Digital Signature if a party ddes not
possess the private key.

b) The Digitpl Certificate which contains the public key and information to read, decode and vlerify a
Digital Signature should be verifiable and traceable.
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Annex H
(informative)

Example of a DigSig Certificate

This is an example of a DigSig Certificate to indicate where the DDD component is placed.

NOTE This example is only for illustration purposes. The content has been reduced to fit the page.

Certifljcate:
Datg:
Vdrsion: 3 (0x2)
Sqrial Number: 29 (0x1d)
Sigrlature Algorithm: sha256WithRSAEncryption
Idsuer: OU=Domain Control Validated, OU=EssentialSSL, CN=test.sidgvr.it
vdlidity
Not Before: May 31 11:19:33 2017 UTC
Not After: May 22 11:15:22 2018 UTC
Sybject: C=ZA, O=TrueVolve Internal Test Server,
CN=tedt.sigvr.it://41414/cid/2586582774
Sybject Public Key Info:
Public Key Algorithm: id-ecPublicKey
Public-Key: (256 bit)
pub:
04:60:49:81:a7:03:7d:3£:d7:01:d0:6d:21732:0a:3a:0b:7£:91:e5:65:67:26[55:58:59:
e7:38:ed:b6:0e:40:8b:0e:c2:36:d9:1dafe:e6:63:2c:36:02:37:74:94:76:83be:£0:9d:
0b:53:d8:07:21:£9:10:02:ca:20:78:0aweb
ASN1 OID: prime256vl
Xq09v3 extensions:
X509v3 Key Usage: critical
Digital Signature, Key En¢¥pherment
X509v3 Extended Key Usage:
TLS Web Server Authengtication
X509v3 Basic Constraintss critical
CA:FALSE
X509v3 Authority Keywldentifier:
keyid:1C:36:E5%4E:E4:AA:95:0C:50:4A:EB:6D:A5:07:44:97:9B:A2:C1:66
X509v3 CRL Distxibution Points:

Full Name.:
URI:https://test.sigvr.it:41414/crl
1.0.20248;
{"digdiginfo": {"spetificationversion":"ISO/IEC 20248:2017","dauri":https://test|.sigvr.it”
,"daid":"QC DGSGY, "cid":110, "verificationuri":"https://test.sigvr.it", "revocatijonuri":"htt

ps://fest.sigvr.it:41414/revoked"}, "datafields": [{"fieldid" :"specificationversion|"}, {"fiel
did":'"l|daurith, {"fieldid":"daid"}, {"fieldid":"cid"}, {"fieldid" :"signature"}, {"fieldfid":"tim
estamg"}, {"fleldid" :"thefield", "type" :"string"}, {"fileldid" : "theNumberfield", "type"}| "number
"}1}

Slgr ES TR 7\1g ] #L\m- ho2C cli 1 DO v‘jlp#-‘ .

cl:c6:46:54:1c:9f:0a:1d:30:97:64:99:0b:25:97:42:9f:0a:39:7f:ca:03:a4:70:86:98:6a:ab:
ae:09:1b:be:c9:fc:d4:47:4d:€6:6e:d0:44:d6:08:35:£3:36:2e:1£:91:77:38:a5:fc:60:54:af:
el:dd:d3:b5:5b:f7:ee:6c:75:90:8b:55:8e:11:cb:3a:be:7d:b6:a5:d6:66:26:14:de:£f0:c3:8f:
0l1:a29:1e:5b:1e:89:2a:86:47:2e:5a:cb:f8:04:05:c3:af:£7:96:a9:dc:98:2b:3a:2c:2d:c0:66:
36:0c:ec:1e:30:6e:fd:6e:1a:41:2c:ff:17:£9:cc:0b:21:ef:16:08:57:26:87:d9:38:3b:32:28:
5a:13:7c:cl:ec:6a:1d:30:5a:cb:6d:f5:a5:21:2e:a6:47:72:f3:a9:5e:c4:ef:5d:79:9c:a6:91:
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Annex I
(informative)

Example DDD for a physical certificate

I.1 General

This examplelillustrates the various DDD data constructs. It is not meant to be representative of either
the standard jise or a university certificate.

ABC University issues certificates of conformance with its courses to its successful students. To| verify
a certificate, the verifier should also verify the identity of the certificate holder by sganning the linear
barcode on his/her national identification document. In this case, the certificate shall be presented for
verification with the identity document of the certificate holder. This method asSists in the ppsitive
identificationfof the certificate holder. A comment line in the DDD alerts the vérifier to this requirpment.

Two Data Carfiers are used:

a) The firqt Data Carrier contains the information of ~the certificate excluding the
certificatp holder's identity number. It also contains alURL for the university, which is
not part qf the data to be verified, but is included in the DigSig.

This Datd Carrier may be a 2D barcode, ISO/IEC 1800063 or a NFC tag. It uses the URI Envelope to
support dnline verification typically with a standard mobile phone.

b) The secopd Data Carrier is the linear barcode,on the South African national identification book
containinlg the identification number of the cettificate holder. This DataSnip is a TEXT encoded.

1.2 Example university course certificate

ABﬁﬁfliversity - Business School
O® " Certificate of Compliance

Department of Education

Q‘® John Doe

%O has successfully completed
O Bachelors in Administration

7z

(1992 1993 1994)
On 1994-11-04
with the following subjects
Structures 101 (degree): B
Accounting 112 (degree): A
Statistics 159 (extra): A

www.abc.ac.za
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1.3 Example DDD

{"digsiginfo":
{"specificationversion":"ISO/IEC 20248:2017",
"dauri":"https://www.dept-edu.com",
"daid":"QC DGSG",

"cid":110,
"verificationuri":"https://www.dept-edu.comn",
"revocationuri":"https://www.dept-edu.com/revoked",
"preverify":
{"ent."Tn bay=Yals the cortificate holder! original ID Document "
laf" :"Inspekteer die sertifkaathouer se oorspronklike ID Document"

b
"adceptverify":

{'len":"This is a valid Department of Education Certificate.",
laf":"Geldige Departement van Onderwys Sertifikaat."

b
"rdjectverify":

{'len":"This is not a valid Department of Education Certificate.”,
laf":"Die Sertifikaat is nie 'n geldig Departement van Ondeswys Sertifikaat|nie."

b
"odstverify":

{'len":"For more information contact the Department o Education.",
laf":"Vir meer inligting kontak die Departement va@n“Onderwys."

"sflructureddocuri":"https://www.dept-edu.com/unifcert"

"datdfields":
[{"fleldid" :"specificationversion"},
{"fleldid":"dauri"},
{"fleldid":"daid"},
{"fleldid":"cid"},
{"fleldid" :"signature"},
{"fleldid" :"timestamp"},
{"fleldid" :"studentname",
" ypeu : "string" ,
"fleldname" : {"en" :"Student Nameg","af":"Student Naam"},
"description":
"en":"Name of the person who holds this certificate",
"af":"Die naam van di¥ persoon aan wie die sertifikaat behoort"

{"fleldid" : "idnumbex”,

"y ypeu : "string" ;

"fleldname" : {®%en" :"ID Number","af":"ID Nommer"},
"descriptiofQ™:

"en":"Scan the ID Document barcode",
"af"Tlees the ID Document strepieskode"

14

"gragma": {"readmethod" : {"methodname": ["ISO/IEC 15417"]}}
bo
{"fieldid":"years",

"type":"unsignedint",

"binaryformat":11,

"fieldname": {"en":"Years registered","af":"Jare geregistreed"},
"cardinality":"{1,5}"

b

{"fieldid" :"coursename",

"type":"string",

"fieldname": {"en":"Course Name","af":"Kursus Naam"}

b

{"fieldid" :"department",

"type":"string",

"fieldname": {"en" :"Department", "af":"Department"}

b

{"fieldid" :"departmentURL",

"type":"string",
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"fieldname": {"en":"Department URL","af":"Department URL"},
"bsign":false
b
{"fieldid":"date",
"type":"date",
"fileldname" : {"en" :"Certificate Date","af":"Sertifikaat Datum"},
"displayformat":"$Y-%m-%d"
b
{"fieldid":"subjectgrades",
"type":"struct",
"fileldname": {"en":"Subject Grades","af":"Vak Punt"},
"cardinality":"{1,5}",
"fields":
[{"fieldid":"subjectname",
"typeTHstTITIoY;
"fieldhame": {"en":"Subject Name","af":"Vak Naam"}
bo
{"fieldid" :"subjectPurpose",
"typel': "enum",

"enumfvalues": ["degree", "extra"],
"enumfvaluedesc":
[{"en":"Degree", "af":"Graad"},

{"en":"Extra","af":"Ekstra"}
]
bo
{"fieldid":"grade",
"typel': "enum",
"fieldhame": {"en":"Grade", "af":"Punt"},
"enumjvalues": ["A","B","C","D","E"]

1.4 Example Snips

The example DDD and data set results in the following Snips:
CIDSnip: fekjcsaIOVbnNHSe7EM . . . ... .. WgtMONAtuwo3bgY="1in Base64url encodirlg
DataSnip{ “612209498902%as a linear barcode using ISO/IEC 15417

The URI Envelope:
https: f/www.dept-edu.com?ekjcsalOVbnNHSe7FM. . . ... ... WgtMONAtuwo3bqy="

NOTE The|Base64url_encoding(CIDSnip) is illustrative.

1.5 Example DDDdata input

["ISO/IEC 20248:2017","https://www.dept-edu.com","QC DGSG",110,null,null,
"John Doe","612209498902",[1992,1993,1994],
"Bachelors in Administration","Business School","www.abc.ac.za",
783907200,
[["Structures 101", "degree","B"],
["Accounting 112", "degree","A"],
["Statistics 159", "extra","A"]
]
]
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1.6 Example DDDdata

["ISO/IEC 20248:2017","https://www.dept-edu.com", "QC DGSG",110,
"IOVbnNHSe7FM. .. ...... WgtMQNAtuwo3bgyY=", 783936000,
"John Doe","612209498902",[1992,1993,1994],
"Bachelors in Administration","Business School","www.abc.ac.za",
783907200,
[["Structures 101", "degree","B"],
["Accounting 112", "degree","A"],
["Statistics 159", "extra","A"]
1

]

NOTE The signature value is illustrative.

1.7 Example SigData

This slhows all the fields as specified by the DDD with bsign set to trii€,which will be sign]

["ISOAIEC 20248:2017","https://www.dept-edu.com","QC DGSG*,110, 783936000, "John
"6122(49498902",[1992,1993,1994],"Bachelors in Administgation", 783907200, [["Str
,"degygee","B"], ["Accounting 112", "degree","A"], ["Stat{stics 159", "extra","A"]]

SigDath shall NOT contain white spaces or any other, formatting. This below example is
readaljility and comparison purposes.

["ISOAIEC 20248:2017","https://www.dept—-edi. com", "QC DGSG",110,
783936000,
"Johrl Doe","612209498902",[1992,1993,~8994],
"BacHelors in Administration",
7839(Q7200,
[["SYructures 101", "degree", "B™}
["Adcounting 112", "degree", "AY],
["SYlatistics 159", "extra" \N'AY]
]
1

1.8 Example DDDdataTagged

{"spedificationversion":"ISO/IEC 20248:2017",
"daugi": Mhttps://www.dept-edu.comn",
"daidq" 'QC DGSG",

ed.

Doe",
ictures 101"

formatted for

"cid'|:NLO,

"signaturem: "I1OVObNNHSe /FM. . ....... WgtMONATuwo3bgY=",
"timestamp":783936000,

"studentname" :"John Doe",

"idnumber":"612209498902",
"years":[1992,1993,1994],

"coursename" :"Bachelors in Administration",
"department":"Business School",
"departmentURL" : "www.abc.ac.za",
"date":783907200,

"subjectgrades":

[{"subjectname" :"Structures

101", "subjectPurpose":"degree", "grade":"B"},
{"subjectname":"Accounting 112", "subjectPurpose":"degree", "grade":"A"},
{"subjectname":"Statistics 159", "subjectPurpose":"extra", "grade":"A"}

]
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1.9 Example DDDdataDisplay

This example requested English as the display language.

{"digsiginfo":
{"specificationversion":"ISO/IEC 20248:2017",
"dauri":"https://www.dept-edu.comn",
"daid":"QC DGSG",

"cid":110,

"verificationuri":"https://www.dept-edu.com/verify",

Moovocn T ipemes e la s pa s L oo oo o s et
"preverifly":"Inspect the certificate holder's original Id Document",

"acceptvefrify":"This is a valid Department of Education Certificate.",
"rejectvefrify":"This is not a valid Department of Education Certificate.",
"postveriffy":"For more information contact the Department of

Education.",

"structurddocuri":"https://www.dept-edu.com/uni-cert"

s
"datafields"|:

[{"fieldid"|: "specificationversion",

"displayjvalue":"ISO/IEC 20248:2017"
s
{"fieldid"|:"dauri",

"displayjvalue":"https://www.dept-edu.com"
I
{"fieldid"|:"daid",

"displaypwalue":"QC DGSG"
}y
{"fieldid"|:"cid",

"displayjvalue":"110"
by
{"fieldid"|: "signature",

"displayjvalue" :"IOVbnNHSe7FM......... WotMONAtuwo3bgY=""
s
{"fileldid"|: "timestamp",

"displayfwvalue":"1994-11-04T08:00UTE"
I
{"fieldid"|: "studentname",

"fieldname" :"Student Name",

"descripjtion":"Name of the person who holds this certificate",

"displayjvalue":"John Doel
s
{"fieldid"|: "idnumber",

"fileldname" :"ID Numbér';

"descripjtion":"Scancthe ID Document barcode",

"displayvalue":*12209498902"
by
{"fieldid"|: "yeanrs",

"fieldname "/ }"¥ears registered",

"displayjalde":["1992","1993","1994"]
by
{"fieldid" :"coursename",

"fieldname" :"Course Name",

"displayvalue":"Bachelors in Administration"
by
{"fieldid" :"department",

"fieldname" : "Department",

"displayvalue":"Business School"
by
{"fieldid" :"departmentURL",

"fieldname" : "Department URL",

"displayvalue":"www.abc.ac.za"
by
{"fieldid":"date",

"fileldname" :"Certificate Date",

"displayvalue":"1994-11-04"
by
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{"fieldid" :"subjectgrades",

"fieldname" :"Subject Grades",

"displayvalue":

[[{"fieldid":"subjectname",
"fieldname" :"Subject Name",
"displayvalue":"Structures

bo

{"fieldid" :"subjectPurpose",
"displayvalue":"Degree"

b

{"fileldid" :"grade",
"fieldname" :"Grade",
"displayvalue":"B"

}

101"

ISO/IEC 20248:2018(E)

I

[{"fieldid":"subjectname",
"fieldname" :"Subject Name",
"displayvalue":"Accounting

bo
{"fieldid":"subjectPurpose",
"displayvalue":"Degree"

b

{"fileldid" :"grade",
"fieldname" :"Grade",
"displayvalue":"A"

}

1,

[{"fieldid":"subjectname",
"fieldname" :"Subject Name",
"displayvalue":"Statistics

bo
{"fieldid" :"subjectPurpose",
"displayvalue":"Extra"
b
{"fileldid" :"grade",
"fieldname" :"Grade",
"displayvalue":"A"
}

1

112"

159"
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Annex ]
(normative)

DigSig revocation specifications

J.1 General

The Domain Authority shall use the following CIDs for all its DigSig revocations.
— CID < 0: DigSig revocation list DDD; see 4.
— CID « 1: DigSig revocation check DDD; see ].5.

J.2 Revocption response rules

The DigSig of which its revocation status is to be checked shall be referenced by {<DAID>, <CID>}.

The hash alggrithm used in the list and for the revocation response DigSigs shall be the hash alg
specified in the DigSig Certificate {<DA>, <CID>} which describes thé.-revoked DigSigs.

prithm

NOTE Revpking null encryption DigSigs (see B.10) does not nfake sense; however, if done, the encfyption
method at least contains a hash function as specified in B.11.
The signaturg and timestamp field values (see 6.3 and-8.5) of the revocation response DigSig shall be
generated during the signing of the revocation response DigSig.
J.3 DigSig revocation lists
A DigSig revolcation list shall contain the\serialised timestamped list of the revoked DigSigs wjth the
following rec¢rd format:
{serial number, revocation timestamp, Hash(SigData)}
The serialisatfion shall start with’'the number one.
J.4 DigSig revocation list download
A DigSig revogatidn list shall be requested using the following URI:
“<revocatluuu11 ?dald— DAID &le— CID [&}uua}}lotcud— ThC DC\.iuCll\,C uuulbcx Uf th last

record in the list at the requester for this {<DA>, <CID>.}>[&downloadlimit=<Maximum amount of

”

record in download.>]

The server has a veto on the download limit. If downloadlimit is not specified, the server decides.

If locallistend is not provided then the list will be downloaded from its start.

The revocation list shall be returned in a special DigSig with the following datafields:

"datafields":

[{"fieldid" :"specificationversion"},
{"fieldid" :"dauri"},
{"fieldid":"daid"},
{"fieldid":"cid"},

{"fieldid" :"signature"},
{"fieldid":"timestamp"},
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{"fieldid":"lastlistpart", "type":"boolean"},
{"fieldid" :"revocationlistpart",
"type":"struct",

"nullable":true,

"cardinality":"variable",

"fields":
[{"fieldid" :"sequence", "type" :"unsignedint"},
{"fieldid":"revocationtimestamp", "type":"date"},

{"fileldid" :"digsighash", "type", "bstring"}
]

EXAMPLE A DDDdata revocation list result for the DDD {“https://www.dept-edu.com”, 110} is as follows:

["I4O/IEC 20248:2017","https://www.dept-edu.com","QC DGSG",110,
"IQVbnNHSe7FM......... WgtMONAtuwo3bgY=", 783936000, true,
[[Y,784783233,"1kjlkajf7fsakhw982h3hd298"],

4,784783456,"kajslfofeq870pjrpf80jcjcl"],

4,784784323,"1233rp0o932fj1we98327£a9%9%p"],
4,784784539,"fkaj2398r2qpf09743237£f90fc"]

The values are illustrative. The DDDdata are formatted for readdbility purposes.

J.5 Online DigSig revocation check

An onlline DigSig revocation check shall be performed using the following URI:

«

<revocationuri>?daid=<DAID>&cidms<CID>&sigdatahash=<Hash (SigData)>"

The rgsult of “valid”, “revoked” or “error” _shall be returned in a special DigSig with |the following
datafields:

"datjafields":

[ {'[fieldid": "specificationvengion"},

{"|fieldid" :"dauri"},

{'lfieldid":"daid"},

{"|fieldid" :"cid"},

{'lfieldid" :"signaturé&!}’,

{'lfieldid" :"timestamp"},

{"lfieldid" :"revqocationresult",

ltype": "enum{,

enumvalues®™a\["valid", "revoked", "error"]}

EXAMRBLE A DDDdata revocation result for a DigSig of the DDD {“https://www.dept-edu.cpm”, 110} is as
follows:

["ISO/IEC 20248:2017","https://www.dept-edu.com","QC DGSG", 110,
"IOVbnNHSe7FM......... WgtMQONAtuwo3bgY=",783936000, "valid"]

The values are illustrative. The DDDdata are formatted for readability purposes.
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2D bar code symbologies — Encoding and decoding the DigSig

K.1 Symbologies capable of supporting DigSigs

The DigSig mgy be encoded in any of the following 2D bar code symbologies:
— Aztec Code, as defined in ISO/IEC 24778;

— Data Matfix, as defined in ISO/IEC 16022;

— MicroPDH417, as defined in ISO/IEC 24728;

— PDF417, ds defined in ISO/IEC 15438;

— QR Code, ps defined in ISO/IEC 18004.

K.2 Requirements and constraints

K.2.1 SymMhology encoder requirements and constraints

The symbology encoder shall support the ISO/IEC 15434 message structure, in particular format
“06” for ASC MH 10 Data Identifier for the RAW envelope. The ISO/IEC 15434 rules that apply [to this
document ar¢g fully defined in K.3.1 and K.3.2.

The URI envelope encoding scheme (see K.4) is the exception to the ISO/IEC 15434 message strug¢ture.

Where a symbology supports a choice pfterror correction, the encoding system shall be capable of
supporting thle rules defined in K.5.

This document imposes no constraints on the following features, leaving this to the domain authority
to define basdd on the requirements of the application:

— the choic¢ of the symbology from those defined in K.1;
— the size apd format)of the symbol from those specified for the symbology of choice;

— the use of structured append might cause problems, so it should be adopted with care;

— the x-dimension, asong as it eets basic appHcation TEqUITENTETS;
— the use of a higher error correction level defined in K.5.

NOTE In normal circumstances, structured append can be used to perfectly reconstruct data encoded over
more than one 2D symbol. The use of an ISO/IEC 15434 message and the fact that some DataSnips might be

associated with a particular read instruction specified by the pragma calls for structured append to be used with
some care.

K.2.2 Symbology decoder and reader requirements and constraints

A standard symbology decoder can be used to support the reading of an ISO/IEC 15434 message, but
the post-decode data processing shall be capable of decoding such a message and parsing it to extract
the data value associated with the ASC MH 10.8 Data Identifier 6R.
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The URI envelope encoding scheme (see K.4) is the exception to the ISO/IEC 15434 message rule. A
compliant URI symbology decoder does not need to support this message structure and its post decode
processing, but may do so if other types of DigSig are defined for the application domain.

If the selected error correction fails and the message cannot be properly reconstructed, then an
appropriate error message shall be transmitted to the application.

K.3 Common RAW envelope encoding and decoding rules

K.3.1 RAW envelope encoding

The RIAW envelope is defined in 8.3.3.Z. This envelope structure is used to suppdrt DigSigs in
applications that already make use of 2D symbols in existing applications. When encefled in the 2D
symbd]l, the RAW envelope is the data value of Data Identifier 6R. This is constructed, fogether with
other Data Identifiers and associated data, in an ISO/IEC 15434 message.

Additipnal data elements may be specified as part of the DigSig and be encoded/in other Ddta Identifiers.
The encoding process is undertaken in these steps.

a) THhe DigSig EncoderGenerator transmits the RAW envelope andData Identifier in the form of the 6R
with its value to the ISO/IEC 15434 encoding process.

b) Ifrelevant, the DigSig EncoderGenerator transmits related Data Identifier(s) and the associated
dqta to the ISO/IEC 15434 encoding process.

c) If|relevant, the application transmits other Data Identifier(s) and the associated data to the
ISP/IEC 15434 encoding process.

d) Application-defined rules are used to defitie'the sequence of Data Identifiers
e) TheISO/IEC 15434 Format “06” message is constructed.
f) TRhe ISO/IEC 15434 message is encoded to the specific symbology rules.

g) The symbology encoding process shall employ error correction as appropriate for the selected
syjmbology (see K.5).

h) (Implied) all the othér2D symbol parameters (e.g. choice of symbol size and error cprrection) are
processed beforethe’symbol is printed.

K.3.2 | RAW envelope decoding

The specificssymbology decoder removes any error correction and other overhead featufes to its own
decodingrules.

The resultant byte string is transierred as a complete ISO/IEC 15434 Format 06~ message to a parsing
process. If this contains Data Identifier 6R, the DigSig DDD shall be used to identify other Data Identifiers
and the associated data that are part of the DigSig.

K.4 URI envelope encoding and decoding rules

K.4.1 URI envelope encoding

The URI envelope is defined in 8.3.3.3. The objective is to make use of the large scale deployment of
hand-held devices with generic 2D symbology decoders, e.g. in smartphones. When encoded in the 2D
symbol, the URI envelope comprises, in this sequence:

a) The verificationuri to enable this to be processed by any commonly available browser system.
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b) The character “?”.

c) The CIDSnip, where the DigSig EncoderGenerator will have selectively used the Base64url encoding

scheme to render all characters as eye readable.

«_n
~

d) Optionally the character and the cidsniptextvalue.

The encoding follows the rules of the selected 2D symbology, using the appropriate mode and shift
characters to achieve an efficient encoding. This produces a fairly basic DigSig which can be deployed

on a large number of applications using low-cost reading devices.

The encoding process shall employ error correction as appropriate for the selected symbology (see K.5).

K.5 Symbglogy specific rules

K.5.1 Cominon rules for all symbologies

Constructing [the ISO/IEC 15434 message, and symbology specific compaction, form two indep
logical layers pf the process for the symbologies described in this annex.

— ThelSO/IEC 15434 messageis considered a separate layer in the systems stack from the rulesd
in the spgcific symbology standard. Similarly, the ISO/IEC 15434 message shall be reconst

bndent

efined
ructed

after the[symbology decoding procedure. These symbology rules\are defined in the appr¢priate

standard|mentioned below.

— Once contructed, the ISO/IEC 15434 message string is not necessary “compacted” as a single byte.

A given sfring of data bytes may be represented by different codeword sequences, depend
how the gncoder switches between compaction modés.and sub-modes. There is no single sp
way to ehcode data in a 2D symbol. For exampley,the byte string 30:31:32:34:39:37:32:3
6:31 might well be considered suitable for encéding using the numeric compaction mode
specific symbology. This mode switching is ifivoked by mechanisms similar to shift and 1

ing on
pcified
1:34:3
of the
bck on

a keyboafd and generally results in fewer~data codewords being required. During the ¢lecode

process, fhe mechanisms that declare themode switch are identified and the original byte st
reconstrycted.

The implicatipn of these two points(is,that the symbology data compaction schemes can redy
encoding. In turn, it means that the DigSig cannot be decoded directly from the symbology decod
from the ISO/[EC 15434 messagésstructure.

Different sympbologies have‘\procedures to concatenate the data from different symbols in
message. The[requiremeritis to maintain the structure of the entire ISO/IEC 15434 message; the
in this first edition of this document, the various forms of structured append should not be used,

K.5.2 ISO/JEC 15438 PDF417

ring is

ce the
er, but

o one
refore,

K.5.2.1 Common rules for PDF417
Compact PDF417 shall not be used for DigSigs.
Macro PDF417 should not be used for the reasons defined in K.5.1.

PDF417 support 9 different levels of error correction. Minimum error correction levels are defined
in ISO/IEC 15438 for different numbers of data codewords. A higher level of error correction may be

specified by the application.

K.5.2.2 PDF417 and RAW envelopes
All encoding of the ISO/IEC 15434 message is based on the PDF417 mode switching rules.
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