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Preface

The Open Group

The Open Group is a global consortium that enables the achievement of business objectives
through IT standards. With more than 400 member organizations, The Open Group has a diverse
membership that spans all sectors of the IT community — customers, systems and solutions
suppliers, tool vendors, integrators, and consultants, as well as academics and researchers — to:

e  Capture, understand, and address current and emerging requirements, and‘establjsh
policies and share best practices

o  Facilitate interoperability, develop consensus, and evolve and_integrate specifications and
open source technologies

e  Offer a comprehensive set of services to enhance the operational efficiency of consortia
e  Operate the industry’s premier certification service
Further information on The Open Group is available~at www.opengroup.org.

The Open Group publishes a wide range of technical documentation, most of which|is focused
on development of Open Group Standards“and Guides, but which also includes white papers,
technical studies, certification and testing:documentation, and business titles. Full details and a
catalog are available at www.opengroup.org/bookstore.

Readers should note that updates’~ in the form of Corrigenda — may apply to any publication.
This information is published-at-www.opengroup.org/corrigenda.

This Document

The Open Group Frusted Technology Forum (OTTF or Forum) is a global initiative that invites
industry, government, and other interested participants to work together to evolve this Standard
and other OT TF deliverables.

This Standard is the Open Trusted Technology Provider Standard (O-TTPS). The Standard has
been-developed by the OTTF and approved by The Open Group, through The Open Group
Company Review process. There are two distinct elements that should be understood with
respect to this Standard: the O-TTPF (Framework) and the O-TTPS (Standard).

The O-TTPF (Framework): The Framework is an evolving compendium of organizational
guidelines and best practices relating to the integrity of Commercial Off-the-Shelf (COTS)
Information and Communication Technology (ICT) products and the security of the supply chain
throughout the entire product life cycle. An early version of the Framework was published as a
White Paper in February 2011 (see Referenced Documents). The Framework serves as the basis
for this Standard, future updates, and additional standards. The content of the Framework is the
result of industry collaboration and research as to those commonly used commercially
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reasonable practices that increase product integrity and supply chain security. The members of
the OTTF will continue to collaborate with industry and governments and update the Framework
as the threat landscape changes and industry practices evolve.

The O-TTPS (Standard): The O-TTPS is an open standard containing a set of guidelines that
when properly adhered to have been shown to enhance the security of the global supply chain
and the integrity of COTS ICT products. It provides a set of guidelines, requirements, and
recommendations that help assure against maliciously tainted and counterfeit products
throughout the COTS ICT product life cycle encompassing the following phases: design,
sourcing, build, fulfillment, distribution, sustainment, and disposal.

Using the guidelines documented in the Framework as a basis, the OTTF is taking a phased
approach and staging O-TTPS releases over time. This staging will consist of\standards that
focus on mitigating specific COTS ICT risks from emerging threats. As threats ¢hangg or market
needs evolve, the OTTF intends to update the O-TTPS (Standard) by, releasing dddenda to
address specific threats or market needs.

The Standard is aimed at enhancing the integrity of COTS ICT products and helping{customers
to manage sourcing risk. The authors of this Standard recognize-the value that it cgn bring to
governments and commercial customers worldwide, particularly those who adopt procurement
and sourcing strategies that reward those vendors who.-follow the O-TTPS bes$t practice
requirements and recommendations.

Note:  Any reference to “providers” is intendedhto refer to COTS ICT providers. The use of
the word “component” is intended to.refer to either hardware or software corhponents.

Intended Audience

This Standard is intended for organizations interested in helping the industry evolve to meet the
threats in the delivery of trustworthy COTS ICT products. It is intended to provige enough
context and information on business drivers to enable its audience to understand the value in
adopting the guidelines, requirements, and recommendations specified within. It dlso allows
providers, suppliers, andyintegrators to begin planning how to implement the Standdrd in their
organizations. Additionally, acquirers and customers can begin recommending the adoption of
the Standard to theirproviders and integrators.
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Introduction

1.1

1.2

This chapter introduces this Standard — the Open Trusted Technology Provider Stan
TTPS) — and the normative terminology that should be understood in relation to
requirements and recommendations found in Chapter 4 of this document.

Objectives

The Open Trusted Technology Provider Standard (O-TTPS) is a set of guidelines, requ
and recommendations that, when practically applied, create a business’ benefit ir
reduced risk of acquiring maliciously tainted or counterfeit products for the technology
Documenting best practices that have been taken from the experience of maturp

dard (O-
specific

irements,
terms of
acquirer.

industry

providers, rigorously reviewed through a consensus process, and-established as requirgments and
recommendations in this Standard, can provide significant-advantage in establishing|a basis to

reduce risk. A commitment by technology providers, largesand small, suppliers of ha:Ld
software components, and integrators to adopt this Standard is a commitment to usi
methodologies to assure the integrity of their hardware or software Commercial Off-

ware and

g specific

the-Shelf

(COTYS) Information and Communication Technglogy (ICT) products. This Standard |is detailed
and prescriptive enough to be useful in raising.the bar for all providers and lends itself to an
accreditation process to provide assurancé.that it is being followed in a mean|ngful and

repeatable manner.

Overview

This Standard (O-TTPS) issa-set of guidelines, requirements, and recommendations that address
specific threats to the integrity of hardware and software COTS ICT products throlighout the
product life cycle. This“initial release of the Standard addresses threats related to maliciously

tainted and counterfeit products.

The provider’s_product life cycle includes the work it does designing and developing products,
as well as-the supply chain aspects of that life cycle, collectively extending through the

following phases: design, sourcing, build, fulfillment, distribution, sustainment, and

disposal.

While.this Standard cannot fully address threats that originate wholly outside any spari of control

of. the provider — for example, a counterfeiter producing a fake printed circuit boarg
that has no original linkage to the Original Equipment Manufacturer (OEM) — the

assembly
practices

detailed in the Standard will provide some Tevel of mitigation. An example of such a practice

would be the use of security labeling techniques in legitimate products.

The two major threats that acquirers face today in their COTS ICT procurements, as addressed in

this Standard, are defined as:

1. Maliciously tainted product — the product is produced by the provider and is acqu
through a provider’s authorized channel, but has been tampered with maliciously.

™
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2. Counterfeit product — the product is produced other than by, or for, the provider, or is
supplied to the provider by other than a provider’s authorized channel and is presented as
being legitimate even though it is not.

Note:  All instances, within this standard, of the use of the words: taint, tainted, tainting, refer
to maliciously taint, maliciously tainted, and maliciously tainting, respectively.

Trusted Technology Providers manage their product life cycle, including their extended supply
chains, through the application of defined, monitored, and validated best practices. The product’s
integrity is strengthened when providers and suppliers follow the requirements and

roeammandatinne cnanifind 1n thic Qtandard Tha indiicting aancanciic raflantnd harna f\nd in the
TC UM TIC TIOTTIOT IO JPTC T U T tHiho Ot ot O T Hic— ot oty CUTIOCTToUS To e Tt U—T1eTT

Open Trusted Technology Provider Framework (O-TTPF) draws from the followirng| areas that
are integral to product integrity:  product development/engingering secure
development/engineering, and supply chain security. Additionally, product integrity qnd supply
chain security are enhanced by following practices among suppliers, trading:partners,|providers,
and, when appropriate, acquiring customers to preserve the product’s inféended configuration.

This Standard is focused on the security of the supply chain versus the business management
aspects of the supply chain. This Standard takes a comprehensive view about whaf providers
should do in order to be considered a Trusted Technology Provider that “builds with|integrity”.
This includes practices that providers incorporate in theif own internal product [life cycle
processes, that portion of product development that is “ifishouse” and over which they jhave more
direct operational control. Additionally, it includes,th€ provider’s supply chain Security practices
that need to be followed when incorporating thivd-party hardware or software components, or
when depending on external manufacturing and:delivery or supportive services.

The Standard makes a distinction betweef’provider and supplier. Suppliers are thos¢ upstream
vendors who supply components or solttions (software or hardware) to providers or integrators.
Providers are those vendors who-supply COTS ICT products directly to the dpwnstream
integrator or acquirer.

Ideally, the guidelines, requiréments, and recommendations included in this Standgrd will be
widely adopted by providers and their suppliers regardless of size and will provide benefits
throughout the industry:

For this version.ofithe Standard, the following elements are considered out of scope:

e  This Standard does not focus on guidelines, requirements, and recommendations for the
acquirer. The Forum is considering addressing this area in subsequent versions gf the
Standard. In the meantime, an acquirer does have a role to play in assuring that

acquirer can do that is to require their providers, suppliers, and integrators to be

ANnother \a Q avata' he “g

oG alfala a gels a e d S1o o KNOW - Z1C a t”,
realizing that if an acquirer elects to receive hardware or software support from grey
market suppliers, it is at their own risk and generally outside of the influence of the
legitimate provider.

e This Standard is not meant to be comprehensive as to all practices that a provider should
follow when building software or hardware. For a more comprehensive set of foundational

Open Group Standard (2014)
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best practices that a provider could implement to produce good quality products, readers
can refer to the O-TTPF White Paper.

e  This version of the Standard does not apply to the operation or hosting infrastructure of
on-line services, but can apply to COTS ICT products in as far as they are utilized by
those services.

This Standard complements existing standards covering product security functionality and
product information assurance, such as ISO/IEC 15408 (Common Criteria).

1.3 Conformance

The OTTF intends to develop conformance criteria and create an Accreditation Policy and
Program for the Open Trusted Technology Provider Standard (O-TTPS) as.a useful tool for all
constituents with an interest in supply chain security. Without theassociated copformance
criteria and an Accreditation Program, there is no assurance that an organization has
implemented practices according to the O-TTPS.

Accreditation will provide formal recognition of conformance to'the O-TTPS, which allows:

° Providers and practitioners to make and substantiate clear claims of conformancg to the
Standard

° Acquirers to specify and successfully procare-from providers who conform to th
Standard

@D

Conformance assessment is the act of determining the conformance of an implementation to a
specification, or the adherence of a busihess operation to a best practice or process |definition.
There are many techniques for assessing such conformance, including the use of a standardized
test method, quality assessment by:industry experts or third-party test laboratories, and vendors’
claims of conformance made within a defined legal framework.

The O-TTPS accreditation’ process, conformance criteria, conformance assessment, policies,
parties, and their roles'will be defined and approved after the publication of Version [1.0 of this
Standard.

1.4 Terminglogy

This seetion provides a set of terms and their definitions, which should be used when [describing
and jinterpreting the Standard requirements and recommendations specified in Chaptgr 4 of this
Standard. These terms are aligned with ISO/IEC Directives, Part 2 (Annex H).

Shall Indicates an absolute, mandatory requirement of the Standard that has to be
implemented in order to conform to the Standard and from which no
deviation is permitted. Do not use “must” as an alternative for “shall”. (This
will avoid any confusion between the requirements of a document and
external statutory obligations.)

Open Trusted Technology Provider™ Standard (O-TTPS), Version 1.1 3
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1.5

Shall not

Should

Should not

Indicates an absolute preclusion of the Standard, and if implemented would
represent a non-conformity with the Standard. Do not use “may not” instead
of “shall not” to express a prohibition.

Indicates a recommendation among several possibilities that is particularly
suitable, without mentioning or excluding others, or that a certain course of
action is preferred but not necessarily required.

Indicates a practice explicitly recommended not to be implemented, or that a
certain possibility or course of action is deprecated but not prohibited. To

canfaorm tn tha Standard an ancantahln pictifinatinn mict ha nrncnn ed if the
CUTTOTTT tU T Ot ot Oy i o T T PtoioC U St TC Ot o T T o ST IoCPTe ot T

May

Can

Future Directions

requirement is implemented.

Indicates an optional requirement to be implemented at the.discretipn of the
practitioner. Do not use “can” instead of “may” in this context.

Used for statements of possibility and capability, whether material,|physical,
or causal.

The OTTF intends to address possible additional “threats and risks with begt practice
requirements and recommendations in future Standard releases. The OTTF also fintends to

provide conformance criteria and an O-TTPS Accreditation Program.
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Business Context and Overview

2.1

2.1.1

This chapter describes the typical business environment, the business rationale, the

context of

Commercial Off-the-Shelf (COTS) Information and Communication Technology (ICT), and an

overview of the Open Trusted Technology Provider Framework (O-TTPF) and

Tructad Tachnaloon RPraviadar Standard (O TTPRS)
Hoote a1 eeHRoBg YT TovVIat ottt o -1+—11o)-

this Open

Business Environment Summary

Globalization is inherent in the business environment. The rapid pace-of globali
brought both benefits and risks to customers of COTS ICT products. Globalizg

zation has
tion is an

software, and the economies of scale resulting from globalization are a significant

enefit. In

essential factor in the ability to build, deliver, and support feature-rich COTS ICT harEware and

fact, in today’s market COTS ICT products could not exist\without global develop
global production environment is essential to the technology-industry.

As cyber attacks increase in sophistication, stealth, and severity, global governments
enterprises have also begun to take a more comprehensive approach to risk manage

ent — the

and larger
ment as it

applies to product integrity and supply chain.security. In addition to enhancing ipformation

security by improving security practices acrass the enterprise, governments and entery
begun inquiring about the practices COTS ICT vendors use to protect the integri
products and services as they are developed and moved through the global supply ¢
one needs to understand the extent-of the global supply chain by looking at an ¢
scenario.

Operational Scenario

Figure 1 provides one‘example of how the various constituents in COTS ICT prod
chains ideally wauld interact. These constituents may not always have a role to pla
scenario. They are all included to provide a more complete picture.

rises have
y of their
nain. First,
perational

uct supply
y in every
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Customer/Acquirer

Integrator Standards Body

Will seek business partners who meet
Trusted Technology Provider
requirements

Will seek ways of achieving
market up-take/ integrity
of standards

Demands certificate as
evidence of conformance
to standards

Business Partners Standards

Process

I 1
\ NN R
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Business Partners Process

Alliance

Component Ceftification/
Suppliers Provider Accreditation Bofly
May be hardware, software, . . .
global, open source - or not Will seek business partners who can meet Must be independent (&
| Trusted Technology Provider requirements vendor/technology-neutral

- multiple supplier layers

Figure 1: Constituents

Table 1 describes the roles of these constituents in this Standard.

Table 1: O-TTPS Constituents and their Roles

Constituent Role Played

Customer Synonymous with acquirer.

Acquirer Acquires ofprocures a product or service from a supplier, provider, gr
integrator,

Proeures and integrates components, products, and services to create golutions
that-meet the customer’s requirements.

Bownstream customer or integrator.

System Integrator. Provides services and solutions to customers. Typically used on largg projects
that deal with multiple providers.

Engages in competitive tendering processes with acquirers.
Has alliances with providers and acquirers.

Deals with the incorporation of technologies that could be componen
technologies as sub-assemblies or component technologies incorporated into
assemblies. These assemblies could be hardware assemblies, softwarg
assemblies, or combinations of hardware and software.

Vendor Synonymous with provider.

6 Open Group Standard (2014)
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Constituent

Role Played

Provider

Builds products, either entirely in-house, or including software and/or hardware
components from suppliers.

Has alliances with: acquirers, integrators, suppliers (for software or hardware
components), and business partners, including distribution channel partners.

May also utilize Open Source software components in development of their
products.

May engage in the standards process with standards bodies.
Engages in the certification/accreditation process with certification/accreditation

bodies.

Requests that their suppliers follow the O-TTPS and have beer accreflited as
Trusted Technology Providers.

Builds products that may be the subject of certification.

Develops products and manages the supply chain to-provide acquirer$ and
integrators with trustworthy products.

Supplier

Supplies components typically as a businessparther to providers. Maly be
required to prove that their products meet(certain criteria through certification or
through vendor test and documentation‘grocedures.

Has business partnerships with providers.
May also be a provider in its owrright.

Standards Body

Develops technical specifications that establish some of the criteria for
certification.

Engages in the standards process with providers, customers, and integrators.
Has alliances withcertification/accreditation bodies.

Certification/
Accreditation Body

Provides certification and/or testing services, especially those involvad with
conformance certification and/or testing.

Has.alliances with standards bodies.
Engages in the certification/accreditation process with vendors.

2.2 Business Rationale

reasonably cover.

221 Business Drivers

The following sections provide the business rationale for the Standard by presenting the business
drivers-and benefits. Section 2.3 provides more context on what this Standard can gand cannot

Both acquirers and providers understand the need for globalization and wish to gain visibility
into the risks inherent in global sourcing for product development and manufacturing.
Governments and commercial consumers have expressed specific interest in understanding the
risks and learning how providers manage those risks by asking the providers the following

guestions:

™
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2.2.2

e  What potential security risks may be inherited from supply chains, both for software and
hardware, and how does the Original Equipment Manufacturer (OEM) assess and manage
these risks?

o  What supply chain security practices can mitigate potential risks of significant supply
chain attacks?

e  What are the risks to confidentiality, integrity, and availability of a customer’s
environment or critical infrastructure as a result of procurement by customers of
counterfeit components and products?

e  What software or technology development or engineering practices can help reduce
product integrity risks?

¢  How is product integrity and risk managed through the adoption of industry bes{ practices
and assurance programs?

Because COTS ICT products are used extensively in both private industry and gpvernment
acquisition, an alignment of interests exists between enterprise-customers and gpvernment
customers. There is a shared business value in understanding-the factors that contribpute to the
integrity of COTS ICT products and supply chain security;identifying those practicgs that can
improve product integrity and supply chain security, accrediting providers who follow] those best
practices, and knowing how to identify trustworthy-products that were built Qy Trusted
Technology Providers.

Objectives and Benefits

The technology supply chain continues to-become more globalized, segmented, and specialized.
All commercial and government acquiters, integrators, software developers, hardware|providers,
and manufacturers are members -of’;the global technology supply chain. Consequently, every
member of this global community has a responsibility to ensure the security of the pnd-to-end
technology supply chain. The.©pen Group Trusted Technology Forum (OTTF) is intended to
facilitate the evolution ofcthe O-TTPF (Framework) and O-TTPF-related Standards to allow
compliant providers to@ddress the ever-changing supply chain landscape and new thrdats as they
emerge.

The OTTF alsolintends to provide an accreditation program that will allow providers|who meet
the O-TTPS, requirements and recommendations to become accredited and acknowlgdged on a
public aecreditation registry, so that customers from industry and government can|buy from
those Trusted Technology Providers with increased confidence.

TheForum’s work is intended to benefit:

— & _Providers Providers whoadopt these practices wittbe better abtetoidentifyand mitigate
security risks throughout the development, sourcing, and maintenance of COTS ICT
products. They will be able to take advantage of a market differentiator associated with
Trusted Technology Provider status, and to more readily identify Trusted Technology
Providers for their own supplier and business partner relationships.

e  Suppliers: Suppliers who follow these best practice requirements and recommendations
can also achieve Trusted Technology Provider status and will be able to take advantage of

Open Group Standard (2014)
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a market differentiator associated with having that status, which could result in better and

more frequent business partnerships among Trusted Technology Providers and i

ntegrators.

e Integrators: Integrators will be able to buy products and components (hardware and
software) from Trusted Technology Providers and suppliers enabling that part of their

integration work that is based on out-sourcing and partnerships, to be more secu

re and

trustworthy. In addition, integrators who follow the O-TTPS and are Trusted Technology

Providers will realize the same benefits as the providers (above).

e Acquirers: Acquirers will be able to consider a provider’s adherence to the O-TTPS as

nd risk

ane element of their own mmprphpnqi\/p commercial Tprhnnlngy procurement a
management strategy.

e  Marketplace at Large: Over time, widespread use of and/or reference to)the O]
work products will help realize security enhancements throughout the ‘global inf
infrastructure in a manner that promotes trust, accountability, and.global innova

By working together, the members of the OTTF have brought/to the table their
practices and have created a composite set of best practice requiréments and recomme
be codified in this and future Standards. The OTTF work is netable in representing co
commercially reasonable best practices from industry in addressing the threats in focus
Standards have been approved and published they will be available for large
organizations throughout the world, to reference and incorporate into their practice
intent of raising the bar for all providers and component suppliers. This, in and of it
be a major benefit for global providers and customers, including governments.

Recognizing the COTS ICT.€ontext

It is important in defining this Standard of best practice requirements and recommen
outline the COTS ICT context and limitations. Identifying self-imposed and practical
enables businesses to focus upon making improvements in those critical areas that v
deliver the practical improvements at the heart of this Standard. Clearly stating such
is essential to avoidingleffort not focused on tangible improvements; for example:

e  Addressingwunsolvable problems
o Allowing’scope to creep beyond succinctly constructed problem statements

Equallysimportant to optimizing this Standard is limiting focus to those supply chair
are specifically associated with a targeted supply chain attack. There is a clear
between the variety of supply chain business risks (e.g., a supplier going out of h

[TF’s
brmation
ion.

own best
ndations to
sensus for
. Once the
and small
s with the
elf, would

dations, to
imitations
ill help to
imitations

risks that
difference
usiness or

selling a bad product) and those risks associated with a targeted supply chain af

tack (e.g.,

someone maliciously corrupting a component within a product being sold). Two of th

e principal

targeted attack areas relate to tainted and counterfeit products. Suppliers and customers should
rightly be concerned about these areas and they are discussed in Chapter 3 of this Standard. A

focus on best practices in these risk areas is likely to lead to the critical improvement

s that both

buyers and sellers want, and an improved global market encompassing trustworthy suppliers and

trustworthy products.
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Many other business risks are of concern but do not represent targeted attacks on the supply
chain and are thus not a focus area of these best practices. One such area is the risk pertaining to
a poor quality product. In the case of software and hardware, product defects include unintended
mistakes in coding or unintended mistakes in design. The cost of having to apply multiple
patches to address software defects is in some cases a “hidden cost” and may affect both a
system’s overall cost and effectiveness. Providers, too, have a vested interest in reducing
unintended defects since they may damage their brand and add business costs via creating and
testing patches. However, the nature of software and hardware development is as follows:

e Itis impossible to verify that a component or product is free from all defects.

Some defects are “security vulnerabilities”; i.e., defects may be exploited by
knowledgeable users to bypass security mechanisms.

Once security vulnerabilities are exploited there may be a compromise in'the

confidentiality, integrity, or availability of systems containing the ¢omponent or|product.

This is true for any software or hardware component, including=government deve
COTS ICT.

loped and

a risk of
ndard does
st practice

However important the area of “vulnerabilities” is to both-buyers and sellers, it is
buying any product. While vulnerabilities can never be completely eradicated, this Sta
provide best practice requirements that will help to dimit them, including a set of be
requirements specifically related to vulnerability analysis and response.

Another property inherent in the use of COTS:software and hardware requires that
(acquirers) understand that COTS products-are intended to meet the needs of
commercial market segment. Whether.a“software or hardware product is “fit-for
including “fit for the security threats it will face”, is a business and system design de
must be understood by the customer; since COTS by definition is not “special-purpo

practices in this Standard.

Lastly, even though “tainting” is rightly a focus area of this Standard, there are lim
best practices in ameliorating certain tainting risks. Chief among these is the prg
malicious yet fully. authorized insider deliberately corrupting or tainting product; that
in unintended. \functionality (e.g., a backdoor allowing bad actor access) or

functionality (eZg., rendering access controls by-passable under some conditions). It i
impossibleito completely prevent a fully authorized insider from changing code in a
undetectable, even if you know where to look for the corrupt code.* The practices des
may-be applied to mitigate risks introduced by both malicious insiders and outsiders.

Recognizing these COTS ICT realities and given the continual improvement in vu

consumers
a specific
-purpose”,
cision that
5e, custom

design”. Thus, “determination_of fitness-for-purpose” is not part of the scope of the best

itations of
blem of a
is, putting
corrupting
5, in short,
vay that is
ribed here

Inerability

analysis tools and techniques, this Standard does identify best practice requirements and
recommendations in those areas of risk. If followed in conjunction with the other best practice
requirements identified in the Standard, they will help to reduce the possibility of malicious code
being introduced as the product progresses throughout its life cycle and measurably further the

! For support of this premise, see the 2007 Defense Science Board Task Force on Mission Impact of Foreign Influence on DoD
Software. It is not currently a solvable problem, or even a problem for which there are acceptable mitigation techniques.
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goal of an improved global market encompassing trustworthy suppliers and t
products.

Overview

This section provides overviews of the Framework and the O-TTPS (Standard),
findings from the Standards Harmonization Work Stream of the OTTF.

O-TTPF Framework Overview

rustworthy

and adds

This section addresses the Framework for reference purposes only and to provide'Cd
Standard for mitigating tainted and counterfeit products is addressed in subsequent sec

The Framework organizes best practices into the following four categories:
e  Product Development/Engineering Method
e  Secure Development/Engineering Method
e  Supply Chain Security Method
e  Product Evaluation Method

The best practices within these methods are thiose considered most effective in
customers from assuming unacceptable levels of product integrity and supply cha
risks. The methods identify fundamental areas within the development and man
process where risk management and assurance have the greatest impact on the ¢
integrity of a COTS ICT product. These practices and methods are anticipated to evo
common approaches and techniqués are identified and adopted by Trusted T
Providers.

The first three methods identified above are in scope for this Standard. The concept ot
Evaluation Method as reférenced in the Framework is focused specifically on produ
This version of the ‘Standard, however, expressly excludes from its scope be
requirements for the evaluations of product security functionality and information as
individual products.

While the_best practice requirements and recommendations found in this Standard

ntext. The
tions.

protecting
n security
ufacturing
uality and
ve as new
echnology

a Product
t security.
t practice
surance of

have been

derived from and informed by the broad Framework method categories, only those requirements

and réecommendations that pertain directly to the two specific risks identified in C
namely, tainted and counterfeit products — are set forth in this Standard.

hapter 3 —

X puhlir‘ally available parly version of the Framewaork can be found in the White

aper (see

Referenced Documents).

Standard Overview

In releasing standards based on the Framework to the global community, the OTTF

decided to

scope this version of the Standard to best practice requirements and recommendations for
reducing the threats, and mitigating the risks associated with, tainted and counterfeit products.

™
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The organization of the best practice requirements and recommendations in this Standard are
presented in two categories of product life cycle activities:

1. Technology Development

2. Supply Chain Security

Relationship with Other Standards

The Forum’s Standards Harmonization Work Stream conducted a standards landscaping exercise
in 2011. At the time the landscaping exercise was completed, the findings of the Work Stream

were that there were no other standards that covered the breadth of the O-TTPS and.rjo standard
that addressed the depth of the O-TTPS supply chain best practices. The Work Streanp members
did, however, identify standards and standards-type activities for harmonization. |Given the
desire to help assure that the standards would be harmonized and aligned,asymuch as possible,
the OTTF established liaisons and is working with a range of organizations and workjng groups
including the International Organization for Standardization/International Electfotechnical
Commission (ISO/IEC).

The Forum is working globally with governments and intermmational standards organjzations to
promote and harmonize this and future Standards. The FFesum wishes, where appropriate, to
leverage evaluation and testing schemes while harmonizing with the security standards to which
those schemes relate.

Open Group Standard (2014)
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O-TTPS - Tainted and Counterfeit Risks

This chapter highlights certain risks associated with tainted and counterfeit Commercial Off-the-
Shelf (COTS) Information and Communication Technology (ICT) products. The following
chapter, Chapter 4, specifies the requirements and recommendations of this Open Trusted

et

Providers, are designed to reduce those risks.

As defined in Chapter 1, a tainted product is a product that is produced by the-prov
acquired through a provider’s authorized channel but has been tampered\with mali
counterfeit product is produced other than by or for the provider, or iscsupplied by o
provider’s authorized channel, and is represented as legitimate. For ‘example, a proy
source from a supplier that supplies a product that purports to be fram Vendor X, but
a “fake”.

Counterfeiting poses significant risk to an organization because the integrity of a “fak
cannot be validated. In addition, counterfeit products are unsupported by the origin
and can often result in significant financial and productivity losses. This damages the
whose purchased product may fail at a critical juncture, as well as the supplier, who
stream and brand may be damaged due to a:fake, inferior product. Even in cases
“fake” is a bit-for-bit copy of the original, @.customer may be damaged by the inab

stream that should rightly accrue from their intellectual property.

Tainting is important for similar_reasons: a corrupted product may not perform as in
fact, the tainting may well befor the precise reason of causing the product not to
intended, thus enabling a specific attack on an entity using the tainted product. Failure
performance, rogue functionality, and weakened security mechanisms are all possible
of tainted products.

The concepts of-tainted and counterfeit products can be confusing, so some exampleg
relating to each concept are presented here to provide some useful clarification. An ex
threat relating-to a tainted product is “malware”, which can be thought of as the intrd
unauthofized functionality into an otherwise genuine product, with the purpose of pre
outcome’undesirable for the provider and/or the acquirer.

An-example of a threat relating to a counterfeit product is the use of scrap or sub-stan

der and is
ciously. A
her than a
ider could
s, instead,

e”” product
| provider
customer,
be revenue
where the
lity to get

support services for a counterfeit productZand the supplier is damaged by loss of the revenue

tended. In
perform as
, degraded
outcomes

of threats
ample of a
duction of
ducing an

dard parts;

enacificallyy tha intraductinn Af narte 1ntn tha ciinnivy chain that hava hoon diceard
SPeCHHGaY- e HRHOaHECHO RO PatSHtotHe-—SHppry-—ErRdi—tHar Hae-—oeeR—aisEatrae

d at some

earlier stage of the supply chain, either through failing to meet a quality bar, or having reached
their end-of-life.

In addition to understanding the concepts of tainted and counterfeit products and their associated
risks, supply chain discussions require understanding of where in the chain those risks may be
relevant. From a provider’s perspective, technology development and supply chain activities can
be said to have “upstream” and “downstream” elements. “Upstream” of the provider are

™
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suppliers of components (software or hardware); for example, driver developers or chip
manufacturers. “Downstream” are the integrators and distribution channels, from which
acquirers source their products. Understanding the relevance of specific risks in this continuum
informs the measures that can be taken by providers in mitigating risk; for example, upstream
risks can be mitigated somewhat by contractual language, acceptance procedures, etc. Table 2
illustrates this dimension for both tainted and counterfeit products in relation to some of the
more serious risks, specifically:

Malware: Functionality that intentionally undermines or defeats the confidentia

lity,

integrity, or availability of a system or data (e.g., viruses, worms, or other malicious code,

laatla. clat +acl o : + la <l i 1 FAY
VIITTUICT UTICUITU Uy STyldiurt=uastu dlitr-ialvval© proyraitis Ul Tiut ).

Unauthorized “Parts”: The introduction into a product or component of apote
dangerous component that is unauthorized (e.g., a microprocessor device driver
masquerading as being from a provider’s authorized channel).

Unauthorized Configuration: The introduction of potentially dangerous chang
control settings, attack surface, etc.

Scrap/Sub-standard Parts: The introduction of parts into, the supply chain that
discarded at some earlier stage of the supply chain, either through failing to meg
bar, or having reached their end-of-life.

Unauthorized Production: Products that are-not authorized for manufacture or
the unauthorized production and sale of patts‘or products, by a manufacturing p
authorized to produce those parts or products on behalf of a provider).

In Table 2, the designation “Relevant” indicates that a specific risk can be thought of
particular stage in the continuum.

Table 2: Threat Mapping

ntially

es to

have been
t a quality

sale (e.g.,
rtner

irising at a

Tainted Counterfeit
Upstream Provider Downstream | Upstream Provider Downstream
Malware Relevant Relevant Relevant
Unauthorized Relevant Relevant Relevant Relevant
“Parts”
Unauthorized Relevant
Configuration
Scrap/Sub- Relevant
standard Parts
Unauthorized Relevant Relevant
Production

Open Group Standard (2014)

© ISO/IEC 2015 — All rights reserved



https://iecnorm.com/api/?name=e4da959e01051f8b1f109d73935ba67f

ISO/IEC 20243:2015(E)

4 O-TTPS — Requirements for Addressing the Risks of
Tainted and Counterfeit Products

This chapter defines the requirements and recommendations relating to tainted and counterfeit
product risks for this version of the Open Trusted Technology Provider Standard (O-TTPS).

Note: It is important to understand that all of the requirements and recommendations listed in
the tables in this chapter are specified using prescriptive terms (e:g.,) shall, should,
may); for definitions of these terms, please refer to the definitions in Section 1.3
(Terminology). For reasons of consistency, these terms are* equivalgnt to the
corresponding 1SO definitions.

This Standard is described in terms of the provider’s product life cycle. The collection of
provider best practices contained in the O-TTPS are those that.the’OTTF considers bgst capable
of influencing and governing the integrity of a Commercial-Off-the-Shelf (COTS) Information
and Communication Technology (ICT) product from its.inception to proper disposalfat end-of-
life. These provider practices are divided into two basic‘categories of product life cyclg activities
as described in Section 2.4.2: Technology Developmeént and Supply Chain Security:

e  The provider’s Technology Development.activities for a COTS ICT product are|mostly
under the provider’s in-house supervision in how they are executed. The methodology
areas that are most relevant to assuring against tainted and counterfeit products are:
Product Development/Engineering'methods and Secure Development/Engineering
methods.

e  The provider’s Supply Chain Security activities focus on best practices where the provider
must interact with thind parties who produce their agreed contribution with respgct to the
product’s life cyclexHere, the provider’s best practices often control the point of
intersection with-the outside supplier through control points that may include ingpection,
verification, @nd contracts.

While these categories are useful as an organizing construct, they are not absolute d{stinctions;
for example; one product may be handled by the provider’s own organization exclusiviely, whilst
another product’s life cycle could involve many aspects being handled in conjunctjon with a
variety-of third parties as governed by the provider. These two major categories of the product
life ¢ycle are depicted in Figure 2:

L 1 (£
SustainmentH Disposal

Technology
Development

Supply Chain

Figure 2: Product Life Cycle — Categories and Activities
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For structural purposes, in Sections 4.1 and 4.2, the requirements and recommendations are
delineated in separate sections according to which of the two major categories they fit into —
Technology Development and Supply Chain Security. However, from an operational
perspective, there is some overlap between best practices that might be followed in-house during
Technology Development, and those that might be invoked between a supplier and a provider at
a particular interface in the Supply Chain. The shading in the diagram above depicts an example
of this overlap of boundaries.

The following sections include the prescriptive requirements and recommendations for this
Standard. The requirements are focused on the two identified threats. Some are highly correlated

tothespecificthreats; othersare Tore foundatiomat-but torsideredessentiat:

Technology Development

For purposes of addressing tainted and counterfeit products, the Techhology Development
category of the product life cycle reflects the following methods, which-are referred tolin Section
4.1.1 and Section 4.1.2:

1. Product Development/Engineering Method: Trusted Technology Providers use 3 well-
defined, documented, and repeatable product development or engineering methqd and/or
process. The effectiveness of the method is managed through metrics and management
oversight.

2. Secure Development/Engineering Method:<Trusted Technology Providers employ a
secure engineering method when designing and developing their products. Software
providers and suppliers often employ: methods or processes with the objective of
identifying, detecting, fixing, and<mitigating defects and vulnerabilities that could be
exploited, as well as verifying-the security and resiliency of the finished products.
Hardware providers and suppfiers also include ways to mitigate use of unverifiefl and
inauthentic software andcto protect against counterfeit hardware or software.

PD: Product Develgpment/Engineering Method

The following sections contain the best practice requirements and recommendationg primarily
associated with~the Technology Development category of activities relating to the product
development/éngineering method.

PD_DES:Software/Firmware/Hardware Design Process

Attribute Definition

A formatprocess exists that defines and documents Tow TEqUITEments are transtated into a
product design.

Requirements

PD_DES.01 A process shall exist that assures the requirements are addressed in the design.

PD_DES.02 Product requirements shall be documented.

Open Group Standard (2014)
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PD_DES.03

Product requirements should be tracked as part of the design process.

PD_CFM: Configuration Management

Attribute Definition

A formal process and supporting systems exist which assure the proper management, control,
and tracking of change to product development and manufacturing assets and artifacts.

Requirements

PD_CFM.01 A documented formal process shall exist which defines the configuratign
management process and practices.
PD_CFM.02 Baselines of identified assets and artifacts under configuration management shall
be established.
PD_CFM.03 Changes to identified assets and artifacts under configuration management shall be
tracked and controlled.
PD_CFM.04 Configuration management should be appliedto build management and
development environments used in the development/engineering of the product.
PD_CFM.05 Access to identified assets and artifacts and supporting systems shall be{ protected
and secured.
PD_CFM.06 A formal process shall exist:that establishes acceptance criteria for work products
accepted into the producttaseline.
PD_MPP: Well-defined Development/Engineering Method Process and Practiges
Attribute Definition
Development/engineering (processes and practices are documented, and managed andl followed
across the life cycle.
Requirements
PD_MPP.01 The development/engineering process as documented should be inclusiye of
development partners as defined by the governance process.
PD<MPP.02 The development/engineering process shall be able to track, as appropriate,
components that are proven to be targets of tainting or counterfeiting as|they

progress through the life cycle.

PD_QAT: Quality and Test Management

Attribute Definition

Quality and test management is practiced as part of the product development/engineering life

cycle.
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Requirements

PD_QAT.01 There shall be a quality and test product plan that includes quality metrics and
acceptance criteria.

PD_QAT.02 Testing and quality assurance activities shall be conducted according to the plan.

PD_QAT.03 Products or components shall meet appropriate quality criteria throughout the life
cycle.

PD_PSM: Product Sustainment Management

Attribute Definition

Product support, release maintenance, and defect management are product sustainme
offered to acquirers while the product is generally available.

Requirements

ht services

PD_PSM.01 A release maintenance process shall be implemented.

PD_PSM.02 Release maintenance shall include a process for notification to acquirer$ of
product updates.

PD_PSM.03 Release maintenance shall includeya product update process, which uses security
mechanisms.

PD_PSM.04 A defect management precess shall be implemented.

PD_PSM.05 The defect management-process shall include: a documented feedback and
problem reporting process.

SE: Secure Development/Engineering Method

The following sections confain the best practice requirements and recommendationg primarily
associated with the Technology Development category of activities relating to the secure
development/engingering method.

SE_TAM: Threat Analysis and Mitigation

Attribute‘Befinition

Threat analysis and mitigation identify a set of potential attacks on a particular product or system
and”describe how those attacks might be perpetrated and the best methods of preyventing or
mitigating-petential-attacks:

Requirements

SE_TAM.01 Product architecture and design shall be assessed against potential attacks to gain

an understanding of the threat landscape.
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SE_TAM.02 Threat mitigation strategies for tainted and counterfeit products shall be
implemented as part of product development.
SE_TAM.03 Threat analysis shall be used as input to the creation of test plans and cases.

4122 SE_RTP: Run-time Protection Techniques

Attribute Definition

Run-time protection techniques are considered part of a secure development/engineering

pointers, etc.

Requirements

method. ThiS INCIudes techniques 1o mitigate the exploitation of VUInerabitities. Fo
run-time protection techniques help defend executable code against buffer overflow af

example,
tacks, null

SE_RTP.01 Run-time protection techniques as applicable to product architecture shpuld be
employed.

SE_RTP.02 Run-time protection techniques should be/neluded to mitigate the impact of
vulnerabilities.

SE_RTP.03 Run-time protection techniques sheuld-be included to protect executablg code
against memory space, buffer overflow attacks, and null pointers.

4123 SE_VAR: Vulnerability Analysis and Response

Attribute Definition

Requirements

Vulnerability analysis is the procéss of determining whether a product contains vulperabilities
and categorizing their potentialcseverity.

SE_VAR.01 Techniques and practices for vulnerability analysis shall be utilized. Some
techniques include: code review, static analysis, penetration testing, whjte/black
box testing, etc.

SE_VAR02 The impact of published vulnerabilities to products and processes should be
analyzed and mitigated.

SE_\VAR.03 A process shall exist for governing notification of newly discovered and
exploitable product vulnerabilities.

SE_VAR.04 Vulnerability analysis and response should feed into the processes for ongoing
product development, product patching, and remediation.

™

Open Trusted Technology Provider

© ISO/IEC 2015 — All rights reserved

Standard (O-TTPS), Version 1.1

19



https://iecnorm.com/api/?name=e4da959e01051f8b1f109d73935ba67f

ISO/IEC 20243:2015(E)

4124 SE_PPR: Product Patching and Remediation

Attribute Definition

A well-documented process exists for patching and remediating products. Priority is given to
known severe vulnerabilities.

Requirements

products.

factors,

SE_PPR.01 There shall be a well-documented process for patching and remediatin

SE_PPR.02 There should be a process for informing an acquirer of notificationiand
remediation mechanisms.

SE_PPR.03 Remediation of vulnerabilities shall be prioritized based on.a Variety of
including risk.

SE_PPR.04 Documented development and sustainment practices should be followe@l when
implementing product remediation.

4125 SE_SEP: Secure Engineering Practices

Requirements

Attribute Definition

Secure engineering practices are established to<avoid common engineering errors that lead to
exploitable product vulnerabilities.

SE_SEP.01

Secure coding practices shall be utilized to avoid common coding error
to exploitable product vulnerabilities. For example, user input validatio
appropriate compiler flags, etc.

that lead
N, use of

SE_SEP.02

Secure hardware design practices (where applicable) shall be employed
example, zeroing out memory and effective opacity.

For

SE_SEP.03

Training on secure engineering practices shall be provided to the appropriate

personnel on a regular basis consistent with changing practices and the
landscape.

hreat

4.1.2.6 SE_MTL: Monitor and Assess the Impact of Changes in the Threat Landscape

Attribute Definition

The threat landscape is monitored and the potential impacts of changes in the threat landscape
are assessed on development/engineering practices, tools, and techniques.

Requirements

SE_MTL.01

Changes to the threat landscape should be monitored by periodically reviewing

industry security alerts/bulletins.

20
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SE_MTL.02 Changes to the development/engineering practices, tools, and techniques shall be
assessed in light of changes to the threat landscape.

SE_MTL.03 The cause of product vulnerabilities shall be evaluated and appropriate changes to
the development/engineering practices, tools, and techniques identified to mitigate
similar vulnerabilities in the future.

Supply Chain Security

Trusted Tpr‘hnnlngy Providers manage their Qlllhlrﬂy chains thrnllgh the applimfinn of defined,

monitored, and validated supply chain processes. These processes, embodied in<be
requirements and recommendations, seek to ensure the security of the supply chain

the life cycle. In general, a technology supply chain attack is an attempt to disrupt the
goods by subverting the hardware, software, or configuration of a commercial produ
customer delivery (e.g., manufacturing, ordering, or distribution) for the purpose of i
an exploitable vulnerability or perpetrating fraud through counterfeiting. The primar
the O-TTPS Supply Chain category of provider activities is_to-assure the integt
technology manufacturing/development and support processes: \This is the second p
cycle category used to organize the requirements in this Standard.

SC: Supply Chain Security

The following sections contain the best practicesrequirements and recommendationg

st practice
hroughout
creation of
Ct, prior to
ntroducing
y focus of
ity of the
roduct life

primarily

associated with the Supply Chain Security category of activities relating to the product life cycle.
SC_RSM: Risk Management
Attribute Definition
The management of supply chain risk around tainted and counterfeit components and products
includes the identificationassessment, prioritization, and mitigation of corresponding business,
technical, and operationakrisks.
Requirements
SC_RSM.Q% Changes to the threat landscape should be monitored by periodically reyiewing
industry security alerts/bulletins.
SC_RSM.02 Supply chain risk identification, assessment, prioritization, and mitigatipn shall be
conducted.
SC_RSM.03 The output of risk identification, assessment. and prioritization shall beladdressed
by a mitigation plan, which shall be documented.
SC_RSM.04 The output of risk identification, assessment, and prioritization shall be addressed
by a mitigation plan, which shall be followed routinely.
SC_RSM.05 The mitigation plan should be reviewed periodically by practitioners, including
management, and revised as appropriate.
Open Trusted Technology Provider™ Standard (O-TTPS), Version 1.1 21
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SC_RSM.06

Supply chain risk management training shall be incorporated in a provider’s
organizational training plan, which shall be reviewed periodically and updated as

appropriate.

4212 SC_PHS: Physical Security

Attribute Definition

Physical security procedures are necessary to protect development assets and artifacts,

manufacturing processes, the plant floor, and the supply chain

Requirements

SC_PHS.01 Risk-based procedures for physical security shall be established and dogumented.

SC_PHS.02 Risk-based procedures for physical security shall be follewed routinely

SC_PHS.03 Risk-based procedures for physical security should-be reviewed periodigally by
practitioners, including management, and revisedas appropriate.

42.1.3 SC_ACC: Access Controls

Attribute Definition

cycle.

Requirements

Proper access controls are established for the protection of product-relevant intellectu
against the introduction of tainted and counterfeit components where applicable in
chain. Access controls can vary by type of intellectual property and over time, duri

il property
the supply
ng the life

SC_ACC.01

Aceess’controls shall be established and managed for product-relevant
property, assets, and artifacts. Assets and artifacts include controlled elg
related to the development/manufacturing of a provider’s product.

ntellectual
ments

SC_ACC.02

Access controls established and managed for product-relevant intellectu
property, assets, and artifacts shall be documented.

al

SC_ACE;03

Access controls established and managed for product-relevant intellectu
property, assets, and artifacts shall be followed routinely.

al

SC_JACC.04

Access controls established and managed for product-relevant intellecty

al
ioners,

property, assets, and artifacts should be reviewed periodically by practi

HEPN MEPY HEP VO PN P § nadravicad +
eTouTnmy mdraytciticrig, arnu 1cviotu do apurupriatc.

SC_ACC.05

Access controls established and managed for product-relevant intellectual
property, assets, and artifacts shall employ the use of access control auditing.
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42.1.4 SC_ESS: Employee and Supplier Security and Integrity

Attribute Definition

Background checks are conducted for employees and contractors whose activities are directly
related to sensitive product supply chain activities.

A Provider has a set of applicable business conduct guidelines for their employee and supplier

communities.

A—Provider-obtains pet todic—confirmatron—that aupp“cm arc bUIIdubtillU prstress—in a manner
consistent with principles embodied in industry conduct codes, such as the Electronic Industry
Citizenship Coalition (EICC) Code of Conduct.

Requirements

SC_ESS.01 Proof of identity shall be ascertained for all new employees and contragtors
engaged in the supply chain, except where prohibited by law.

SC_ESS.02 Background checks should be conducted for.employees and contractord whose
activities are directly related to sensitive‘product supply chain activitieg (within
reason given local customs and according to local law).

SC_ESS.03 A set of business conduct guidelings applicable to its employees and coptractors
should exist, consistent with pfinciples embodied in industry conduct cgdes such
as the Electronic Industry Citizenship Coalition (EICC) Code of Conduft.

SC_ESS.04 Business should be conducted in a manner consistent with principles empbodied in
industry conduct codes; such as the Electronic Industry Citizenship Codlition
(EICC) Code of Canduct.

SC_ESS.05 Periodic confirmation that suppliers are conducting business in a manngr
consistent with principles embodied in industry conduct codes, such as the
Electronicindustry Citizenship Coalition (EICC) Code of Conduct, should be
obtained.

4215 SC_BPS: Business Partner Security
(This includes, ;for example, Suppliers, Integrators, Logistic Partners, Channel Partners, and
Authorized Resellers.)
Attribute Definition
Relevant business partners follow the recommended supply chain security begt practice

TequiTements Specified by the O-T T PS:

Periodic confirmation is requested that business partners are following the supply chain security
best practices requirements specified by the O-TTPS.

Open Trusted Technology Provider = Standard (O-TTPS), Version 1.1
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4.2.1.6

42.1.7

42.1.8
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Requirements

O-TTPS.

SC_BPS.01 Supply chain security best practices (e.g., O-TTPS) shall be recommended to
relevant business partners.

SC_BPS.02 Legal agreements with business partners should reference applicable requirements
for supply chain security practices (e.g., O-TTPS).

SC_BPS.03 The provider should periodically request confirmation that business partners are

following the supply chain security best practice requirements specified by the

SC_STR: Supply Chain Security Training

Attribute Definition

Personnel responsible for the security of supply chain aspects are properly ‘trained.

Requirements

SC_STR.01 Training in supply chain security procedutes shall be given to all appro
personnel.

Driate

SC_ISS: Information Systems Security

Attribute Definition

Supply Chain information systems properly protect data through an appropriate set pf security
controls.

Requirements

SC_1SS.01 Supply chain data shall be protected through an appropriate set of securjity

controls.

SC_TTC: Trusted Technology Components

Attributé/Definition

Supplied components are evaluated to assure that they meet component sp
requirements.

ecification

Suppliers follow supply chain security best practices with regard to supplied components (e.g.,

O-TTPS).

Requirements

specification requirements.

SC_TTC.01 The quality of supplied components shall be assessed against the component
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