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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members
of ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
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1 Introduction
1.1 IPR Policy

This specification is provided under the Non-Assertion Mode of the OASIS IPR Policy, the mode chosen when the Technical Committee was
established. For information on whether any patents have been disclosed that may be essential to implementing this specification, and any
offers of patent licensing terms, please refer to the Intellectual Property Rights section of the TC's web page (https://www.oasis-
open.org/committees/csaffipr.php).

1.2 Terminology

The key tords "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED";yNOT
RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as described in BCP 14 [REC2119] and-[REC8]174]
when, anfl only when, they appear in all capitals, as shown here.

For purpgses of this document, the following terms and definitions apply:
advisory: reporting item that describes a condition present in an artifact and that requires action by the consumers,
advisory document: artifact in which an analysis tool reports a result

advisory management system: software system that consumes the documents produced by analysis t¢ols, produces advisories thit enable
engineer|ng and operating organizations to assess the quality of these software artifacts at a pointindime, and performs functions sugh as
filing sechrrity advisories and displaying information about individual advisories. Note: An advisory'management system can interact yvith a
documertt viewer to display information about individual advisories.

advisory matching: process of determining whether two advisories are targeting the sameproducts and conditions

artifact: $equence of bytes addressable via a URI. Examples: A physical file in a fil€ system such as a source file, an object file, a
configurdtion file or a data file; a specific version of a file in a version control systém; ‘& database table accessed via an HTTP reques|; an
arbitrary ptream of bytes returned from an HTTP request, a product URL, a common product enumeration value.

CSAF alset matching system: program that connects to or is an asset database and is able to manage CSAF documents as requred by
CSAF mpnagement system as well as matching them to assets of the aSset database.

CSAF basic validator: A program that reads a document and checks it against the JSON schema and performs mandatory tests.
CSAF cgnsumer: program that reads and interprets a CSAF.document

CSAF cgntent management system: program that is@able to create, review and manage CSAF documents and is able to preview fheir
details a$ required by CSAF viewer.

CSAF converter: CSAF producer that transforms.the output of an analysis tool from its native output format into the CSAF format
CSAF direct producer: analysis tool which aets as a CSAF producer
CSAF dgpcument: security advisory textdocument in the format defined by this document.

CSAF extended validator: A CSAF basic validator that additionally performs optional tests.

CSAF full validator: A CSAF ‘extended validator that additionally performs informative tests.

CSAF managementSystem: program that is able to manage CSAF documents and is able to display their details as required by CISAF
viewer.

CSAF mpdifier:. CSAF post-processor which takes a CSAF document as input and modifies the structure or values of properties. THe output
is a valid|CSAF’document.

CSAF post-processor: CSAF producer that transforms an existing CSAF document into a new CSAF document, for example, by removing
or redacting elements according to sharing policies.

CSAF SBOM matching system: A program that connects to or is an SBOM database and is able to manage CSAF documents as required
by CSAF management system as well as matching them to SBOM components of the SBOM database.

CSAF producer: program that emits output in the CSAF format

CSAF translator: CSAF post-processor which takes a CSAF document as input and translates values of properties into another language.
The output is a valid CSAF document.

CSAF viewer: CSAF consumer that reads a CSAF document, displays a list of the results it contains, and allows an end user to view each

© ISO/IEC 2025 - All rights reserved
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result in the context of the artifact in which it occurs.
CVRF CSAF converter: CSAF producer which takes a CVRF document as input and converts it into a valid CSAF document.
document: output file produced by an analysis tool, which enumerates the results produced by the tool

driver: tool component containing an analysis tool's or converter's primary executable, which controls the tool's or converter’s execution, and
which in the case of an analysis tool typically defines a set of analysis rules

embedded link: syntactic construct which enables a message string to refer to a location mentioned in the document
empty afray-earrey-thatcontainsno-elementisrand-so-hasetengthof-6

empty opject: object that contains no properties

empty sfring: string that contains no characters, and so has a length of 0
(end) uskr: person who uses the information in a document to investigate, triage, or resolve results

engineefing system: software analysis environment within which analysis tools execute. Note: An engineering,system might includel a build
system, g source control system, a result management system, a bug tracking system, a test execution system, and so on.

extensign: tool component other than the driver (for example, a plugin, a configuration file, or a taxonondy)

external|property file: file containing the values of one or more externalized properties
externaljzable property: property that can be contained in an external property file

externaljzed property: property stored outside of the CSAF document to which it logically.belongs
false positive: result which an end user decides does not actually represent a problem

fingerpr{nt: stable value that can be used by a result management system to.uniquely identify a result over time, even if a relevant artfact is
modified

formatt]d message: message string which contains formatting informatien such as Markdown formatting characters

fully qudlified logical name: string that fully identifies the programmatic construct specified by a logical location, typically by means pf a
hierarchigal identifier.

hierarchifical string: string in the format <component>{/<component>}*

line: configuous sequence of characters, starting eitherat the beginning of an artifact or immediately after a newline sequence, and ehding at
and inclufling the nearest subsequent newline sequence, if one is present, or else extending to the end of the artifact

line (nurhber): 1-based index of a line withifi a fite. Note: Abbreviated to "line" when there is no danger of ambiguity with "line" in the [sense of
a sequerjce of characters.

localizalple: subject to being translatedrom one natural language to another
messageg string: human-readablestring that conveys information relevant to an element in a CSAF document
nested grtifact: artifact thatis contained within another artifact

newline sequence:(seguence of one or more characters representing the end of a line of text. Note: Some systems represent a neyline
sequencg with a singlé newline character; others represent it as a carriage return character followed by a newline character.

notificatjon:reperting item that describes a condition encountered by a tool during its execution

opaque! titorentparts

parent (artifact): artifact which contains one or more nested artifacts

plain text message: message string which does not contain any formatting information
plugin: tool component that defines additional rules

policy: set of rule configurations that specify how results that violate the rules defined by a particular tool component are to be treated

problem: result which indicates a condition that has the potential to detract from the quality of the program. Examples: A security vulnerability,
a deviation from contractual or legal requirements.

© ISO/IEC 2025 - All rights reserved
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product: is any deliverable (e.g. software, hardware, specification,...) which can be referred to with a name. This applies regardless of the
origin, the license model, or the mode of distribution of the deliverable.

property: attribute of an object consisting of a name and a value associated with the name

redactable property: property that potentially contains sensitive information thata CSAF direct producer or a CSAF post-processor might
wish to redact

reporting item: unit of output produced by a tool, either a result or a notification

reporting configuration: the subset of reporting metadata that a tool can configure at runtime, before performing its scan. Examples:

text regipn: region representing a contiguous range of zero or more characters in a text artifact

tool conpponent: component of an analysis tool or converter, either its driver or an extension, consisting, 6f one or more files
top-leve| artifact: artifact which is not contained within any other artifact

translatipn: rendering of a tool component's localizable strings into another language

triage: d¢cide whether a result indicates a problem that needs to be corrected

user: se¢ end user.

VCS: version control system

vendor: the community, individual, or organization that created or maintains a product (including open source software and hardwarg
providery)

VEX: Vulnerability Exploitability eXchange - enables a supplier.onother party to assert whether or not a particular product is affected by a
specific Yulnerability, especially helpful in efficiently consuming'SBOM data.

viewer: gee CSAF viewer.

vulnerability: functional behavior of a product or sefvice that violates animplicit or explicit security policy (conforming to ISO/IEC 29147
[1S029147))

XML: e)(llensible Markup Language - the format used by the predecessors of this standard, namely CVRF 1.1 and CVRF 1.2.

1.3 Nogmative References
[JSON-§chema-Core]

JSON Sghema: A Media Typeé for Describing JSON Documents, draft-bhutton-json-schema-00, December 2020,
https://dafatracker.ietf.ofg/doc/html/draft-bhutton-json-schema-00.

[JSON-§chema-Validation]

JSON Sg¢hema.Validation: A Vocabulary for Structural Validation of JSON, draft-bhutton-json-schema-validation-00, December 2020,
htlps://d?atracker.ietf.orq/doc/html/d raft-bhutton-json-schema-validation-00.

[JSON-Hyper-Schema]

JSON Hyper-Schema: A Vocabulary for Hypermedia Annotation of JSON, draft-handrews-json-schema-hyperschema-02, September 2019,
https://json-schema.org/draft/2019-09/json-schema-hypermedia.html.

[Relative-JSON-Pointers]

Relative JSON Pointers, draft-bhutton-relative-json-pointer-00, December 2020, https:/datatracker.ietf.org/doc/ntml/draft-bhutton-relative-
json-pointer-00.

[RFC2119]
Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC 2119, DOI 10.17487/RFC2119, March 1997,
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https://www.rfc-editor.org/info/rfc2119.
[RFC7464]

Williams, N., "JavaScript Object Notation (JSON) Text Sequences", RFC 7464, DOI 10.17487/RFC7464, February 2015, https://www.rfc-
editor.org/info/rfc7464.

[RFC8174]

Leiba, B., "Ambiguity of Uppercase vs Lowercase in RFC 2119 Key Words", BCP 14, RFC 8174, DO0I 10.17487/RFC8174, May 2017,
https://www.rfc-editor.org/info/rfc8174.

[RFC8259]

T. Bray, Kd., "The JavaScript Object Notation (JSON) Data Interchange Format", RFC 8259, DOI 10.17487/RFC8259, December2(17,
https://wwvyw.rfc-editor.org/info/rfc8259.

1.4 Infgrmative References
[CPE234A]

Common Platform Enumeration: Applicability Language Specification Version 2.3 (NISTIR 7698), D. Waltermire, P. Cichonski, K.
Scarfong, Editors, NIST Interagency Report 7698, August 2011, https:/dx.doi.org/10.6028/NIST.IR.7698,

[CPE23P]

Common Platform Enumeration: Dictionary Specification Version 2.3, P. Cichonski, D. Waltetmit€, K. Scarfone, Editors, NIST Intefagency
Report 7L£:)7, August 2011, https://dx.doi.org/10.6028/NIST.IR.7697.

[CPE23M]

Common Platform Enumeration: Naming Matching Specification Version 2.3, M‘Parmelee, H. Booth, D. Waltermire, K. Scarfone, Editors,
NIST Intefagency Report 7696, August 2011, https://dx.doi.org/10.6028/NIST.IR.%#696.

[CPE23N]

Common Platform Enumeration: Naming Specification Version 2.3, B/Gheikes, D. Waltermire, K. Scarfone, Editors, NIST Interaggncy
Report 7695, August 2011, https:/dx.doi.org/10.6028/NIST.IR.7695x

[CVE]

Common Vulnerability and Exposures (CVE) — The Standard for Information Security Vulnerability Names, MITRE, 1999,
https://cve.mitre.org/about/.

[CVE-NA]

Common Vulnerability and Exposures (CVIE) v~The Standard for Information Security Vulnerability Names - CVE ID Syntax Charjge,
MITRE, January 01, 2014, https://cve.mitre.org/cve/identifiers/syntaxchange.html.

[CVRF-1-1]

The Compmon Vulnerability Reportirig Framewvork (CVRF) Version 1.1, M. Schiffman, Editor, May 2012, Internet Consortium for
Advancement of Security onthe Internet (ICASI), https://www.icasi.org/the-common-vulnerability-reporting-framework-cvrf-v1-1/.

[CVRF-1.2]

CSAF Cpmmon Vulherability Reporting Framework (CVRF) Version 1.2. Edited by Stefan Hagen. 13 September 2017. OASIS Conmittee
Specificdtion 0A~ https:/docs.oasis-open.org/csaf/csaf-cvrf/v1.2/cs01/csaf-cvrf-v1.2-cs01.html. Latest version: https:/docs.oasis-
open.orgfcsaf/csaf-cvrf/v1.2/csaf-cvrf-v1.2.html.

[CVSS2

A Complete Guide to the Common Vulnerability Scoring System Version 2.0, P. Mell, K. Scarfone, S. Romanosky, Editors, First.org, Inc.,
June 2007, https://www_first.org/cvss/cvss-v2-guide.pdf.

[CVSS30]

Common Vulnerability Scoring System v3.0: Specification Document, FIRST.Org, Inc., June 2019, https://www first.org/cvss/v3.0/cvss-v30-
specification v1.9.pdf.

[CVSS31]

Common Vulnerability Scoring System v3.1: Specification Document, FIRST.Org, Inc., June 2019, https://www first.org/cvss/v3-1/cvss-v31-
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specification_r1.pdf.

[CWE]

Common Weakness Enumeration (CWE) — A Community-Developed List of Software Weakness Types, MITRE, 2005,
http://cwe.mitre.org/about/.

[CYCLONEDX13]

CycloneDX Software Bill-of-Material Specification JSON schema version 1.3, cyclonedx.org, May 2021,
https://github.com/CycloneD X/specification/blob/1.3/schema/bom-1.3.schema.json.

[GFMCjARK]
GitHub's|fork of cmark, a CommonMark parsing and rendering library and program in C, https://github.com/github/cmark.
[GFMENG]

GitHub Bngineering: A formal spec for GitHub Flavored Markdown, https://githubengineering.com/a-formal-spec-far-github-markdo

[1S0860

Data ele
8601:20

[1S0197

Informat

.

nents and interchange formats — Information interchange — Representation of dates and times, International Standard, |

4(E), December 1, 2004, https://www.iso.org/standard/40874.html.
10-2]
n technology — IT asset management — Part 2: Software identification tag, International Standard, ISO 19770-2:2015,

September 30, 2015, https://www.iso.org/standard/65666.html.
[1IS029147]

Informatipn technology — Security techniques — Vulnerability disclosure, Intemational Standard, ISO/IEC 29147:2018, October, 2|

https://www.iso.org/standard/72311.html.
[OPENSPBL]
GTLS/S$L and crypto library, OpenSSL Software Foundation, https:/www.openssl.org/.

[PURL]

Packagdg URL (PURL), GitHub Project, https://github.com/package-url/purl-spec.
[RFC3339]

Klyne, GJand C. Newman, "Date and Time onthe.rternet: Timestamps", RFC 3339, DOI 10.17487/RFC3339, July 2002, https://wwW
editor.ord/info/rfc3339.
[RFC35%2]

Rescorla} E. and B. Korver, "Guidéglines for Writing RFC Text on Security Considerations", BCP 72, RFC 3552, DOI 10.17487/RFC3

2003, htt

s:/lwww.rfc-editor.org/info/rfc3552.

[RFC3986]

Berners-

L ee, T., FieldingyR., and L. Masinter, "Uniform Resource Identifier (URI): Generic Syntax”, STD 66, RFC 3986, DOI

10.1748/RFC3986, January 2005, https://www.rfc-editor.org/info/rfc3986.
[RFC4840]

Callas, J

D

=

8,

.rfc-

552, July

, Dennherhacke, L., Finney, H., Shaw, D., and R. Thayer, "OpenPGP Message Format", RFC 4880, DOI 10.17487/RFC488(

)

November 2007, https://www.rfc-editor.org/info/rfc4880.
[RFC7231]

Fielding,

R., Ed., and J. Reschke, Ed., "Hypertext Transfer Protocol (HTTP/1.1): Semantics and Content", RFC 7231, DOI

10.17487/RFC7231, June 2014, https://www.rfc-editor.org/info/rfc7231.
[RFC7464]

N. Williams., "JavaScript Object Notation (JSON) Text Sequences", RFC 7464, DOI 10.17487/RFC7464, February 2015, https://www.rfc-
editor.org/info/rfc7464.

[RFC8615]
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Nottingham, M., "Well-Known Uniform Resource Identifiers (URIs)", RFC 8615, DOI 10.17487/RFC8615, May 2019, https://www.rfc-
editor.org/info/rfc8615.

[RFC9116]

Foudil, E. and Y. Shafranovich, "A File Format to Aid in Security Vulnerability Disclosure”, RFC 9116, DOI 10.17487/RFC9116, April 2022,
https://www.rfc-editor.org/info/rfc9116.

[SCAP12]

The Techn
Scarfong

[SECURITY-TXT]

Foudil, E} and Shafranovich, Y., Security.txt Project, https://securitytxt.org/.
[SemVef]
Semantig Versioning 2.0.0, T. Preston-Werner, June 2013, https://semver.org/.
[SPDX22]

The Softpare Package Data Exchange (SPDX®) Specification Version 2.2, Linux Foundation and its &bntributors, 2020,
https://spdx.github.io/spdx-spec/.

[VERS]

vers: a njostly universal version range specifier, Part of the PURL GitHub Project, https:/gittiub.com/package-url/purl-spec/blob/verdion-
range-spec/VERSION-RANGE-SPEC rst.

[VEX]

Vulneraljility-Exploitability eXchange (VEX) - An Overview, VEX sub-group ofthe Framing Working Group in the NTIA SBOM initiatjve, 27
September 2021, https:/ntia.gov/files/ntia/publications/vex_one-page_surimary.pdf.

[VEX-JuEtification]

Vulneraljility Exploitability eXchange (VEX) - Status Justifications, VEX sub-group of the Framing Working Group in the CISA SBOM
initiative,|XX May 2022, https://www.cisa.gov/sites/default/files/publications VEX_Status_Justification_Jun22.pdf.
XmL]

Extensible Markup Language (XML) 1.0 (Fifth Edition); T. Bray, J. Paoli, M. Sperberg-McQueen, E. Maler, F. Yergeau, Editors, W3¢
Recommgendation, November 26, 2008, https:/www.W3.org/TR/2008/REC-xmI-20081126/. Latest version available at
https://mvpw.w3.org/TR/xml.

[XML-Sghema-1]

W3C XML Schema Definition Language (XSD) 1.1 Part 1: Structures, S. Gao, M. Sperberg-McQueen, H. Thompson, N. Mendelsohn, D.
Beech, M. Maloney, Editors, W3C'Recommendation, April 5, 2012, https://www.w3.0rg/TR/2012/REC-xmischema11-1-20120405/. Lptest
version gvailable at https:/mwwiw3lorg/TR/xmlschema11-1/.

[XML-Sdhema-2]

W3C XML Schema Definition Language (XSD) 1.1 Part 2: Datatypes W3C XML Schema Definition Language (XSD) 1.1 Part 2: Djtatypes,
D. Petergon, S. GaeyA. Malhotra, M. Sperberg-McQueen, H. Thompson, Paul V. Biron, Editors, W3C Recommendation, April 5, 201p
https://wyyw.w3(org/TR/2012/REC-xmischema11-2-20120405/. Latest version available at https://www.w3.org/TR/xmlschema11-2/.

>

1.5 Typographical Conventions

Keywords defined by this specification use this monospaced font.
Normative source code uses this paragraph style.

Some sections of this specification are illustrated with non-normative examples introduced with "Example" or "Examples” like so:

Examples 4321:

Informative examples also use this paragraph style but preceded by the text "Example(s)".
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All examples in this document are informative only.
All other text is normative unless otherwise labeled e.g. like the following informative comment:

This is a pure informative comment that may be present, because the information conveyed is deemed useful advice or
common pitfalls learned from implementer or operator experience and often given including the rationale.
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2 Design Considerations

The Common Security Advisory Framework (CSAF) is a language to exchange Security Advisories formulated in JSON.

The term Security Advisory as used in this document describes any notification of security issues in products of and by providers. Anyone
providing a product is considered in this document as a vendor, i.e. developers or maintainers of information system products or services.
This includes all authoritative product vendors, Product Security Incident Response Teams (PSIRTs), and product resellers and distributors,
including authoritative vendor partners. A security issue is not necessarily constrained to a problem statement, the focus of the term is on the

security aspect impacting (or not impacting) speC|f c product-platform-version combinations. Information on presence or absence of

workarounds is also considered part of th . This document is the definitive reference for the language elements of CSAF

version 0. The encompassing JSON schema file noted in the Additional Artifacts section of the title page SHALL be taken as norm
the case f gap or aninconsistency in this explanatory document becomes evident. The following presentation in this section is group
topical afea, and is not simply derivative documentation from the schema document itself. The information contained aims to(be, morg
descriptiye and complete. Where applicable, common conventions are stated and known common issues in usage are pointed out
informatiyely to support implementers of document producers and consumers alike.

tive in
d by

This minimal required information set does not provide any useful information on products, vulnerabilities, or securitysadvisories. Thus any

real-worldl Security Advisory will carry additional information as specified in section 3 Schema elements.

Care hag been taken, to design the containers for product and vulnerability information to support fine-graified,mapping of security ad
onto proquct and vulnerability and minimize data duplication through referencing. The display of the elementSrepresenting Product Tr}
Vulnerabllity information has been placed in the sections named accordingly.

2.1 Copstruction Principles

visories
be and

A Securify Advisory defined as a CSAF document is the result of complex orchestration of many players and distinct and partially difficult to

play schgmas.

The formJat chosen is [JSONSchema] which allows validation and delegation to sub'schema providers. The latter aligns well with sepgration of

concerng and shares the format family of information interchange utilized by the providers of product and vulnerability information whig
migrated|from XML to JSON since the creation of CSAF CVRF version 1.2, the'predecessor of this specification.

h

The acropym CSAF, “Common Security Advisory Framework”, stands for, the target of concerted mitigation and remediation accompfishment.

Technicaly, the use of JSON schema allows validation and proof of fmodel conformance (through established schema based validatig
declared|information inside CSAF documents.

The CSAF schema structures its derived documents into three main classes of the information conveyed:

1. The frame, aggregation, and reference informatioh.of the document
2. Prdduct information considered relevant by the.creator
3. Vulherability information and its relation tothe’products declared in 2.

Wherevef possible repetition of data has heen'replaced by linkage through ID elements. Consistency on the content level thus is in th
responsibility of the producer of such décuments, to link e.g. vulnerability information to the matching product.

n) of the

A dictionfry like presentation of all defined schema elements is given in the section 3. Any expected relations to other elements (linkdge) is

describef there. This linking reliesjon setting attribute values accordingly (mostly guided by industry best practice and conventions) a
implies, that any deep validation.on a semantic level (e.g. does the CWE match the described vulnerability) is to be ensured by the pr
and congumer of CSAF documents. It is out of scope for this specification.

Proven apd intended\usage patterns from practice are given where possible.
Delegatipn to industry best practices technologies is used in referencing schemas for:

e Plgform.Data:

d thus
pducer

o Common Platiorm Enumeration (CPE) Version 2.3 [CPE23-N]|
e Vulnerability Scoring:
o Common Vulnerability Scoring System (CVSS) Version 3.1 [CVSS31]
= JSON Schema Reference https://www.first.org/cvss/cvss-v3.1.json
o Common Vulnerability Scoring System (CVSS) Version 3.0 [CVSS30]
= JSON Schema Reference https://www first.org/cvss/cvss-v3.0.json
o Common Vulnerability Scoring System (CVSS) Version 2.0 [CVSS2]
= JSON Schema Reference https://www first.org/cvss/cvss-v2.0.json
e Vulnerability Classification
o Common Weakness Enumeration (CWE) [CWE]

© ISO/IEC 2025 - All rights reserved
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s CWE List: http://cwe.mitre.org/data/index.html
e Classification for Document Distribution
o Traffic Light Protocol (TLP)
= Default Definition: https://www first.org/tlp/

Even though the JSON schema does not prohibit specifically additional properties and custom keywords, it is strongly recommended not to
use them. Suggestions for new fields SHOULD be made through issues in the TC's GitHub.

The standardized fields allow for scalability across differentissuing parties and dramatically reduce the human effort and need
for dedicated parsers as well as other tools on the side of the consuming parties.

Section 4 defined profiles that are used to ensure a common understanding of which fields are required in a given use case. Additiorjal
conventigns are stated in section 5. The tests given in section 6 support CSAF producers and consumers to verify rules from thé ‘spegification
which caf not be tested by the schema. Section 7 states how to distribute and where to find CSAF documents. Safety, Secufity\and [Jata

Protection are considered in section 8. Finally, a set of conformance targets describes tools in the ecosystem.

© ISO/IEC 2025 - All rights reserved
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3 Schema Elements

The CSAF schema describes how to represent security advisory information as a JSON document.

The CSAF schema Version 2.0 builds on the JSON Schema draft 2020-12 rules.
"$schema": "https://json-schema.org/draft/2020-12/schema"

The schema identifier is:

"$iH": "https://docs.oasis-open.org/csaf/csaf/v2.0/csaf json schema.json"

The further documentation of the schema is organized via Definitions and Properties.

e Definitions provide types that extend the JSON schema model
e Prdperties use these types to support assembling security advisories

Types ard properties together provide the vocabulary for the domain specific language supporting security advisories.

The singI mandatory property is document. The optional two additional properties are product tree and yhwdfierabilities.

3.1 Defjinitions
The defirfitions (sdets) introduce the following domain specific types into the CSAF language:*Acknowledgments (acknowledgments_}),
Brancheg (branches_ t), Full Product Name (full product name t), Language (1ang t), Notes (notes t), Product Group ID

(product _group_id_t), Product Groups (product_groups_t), Product ID (product_id_t), Products (products_t), References (referd nces_t),
and Vergon (version t).

"Sdefs": {

"acknowledgments t": {
/o

by

"branches t": {
M ooo

I

"full product_name t": {
/o

b

"lang t": {
7 ooo

by

"notes_t": {
7 ooo

I

"product_group_id_t" ¥ {
7 ooo

o

"product_groups §™: {
7 coo

by

"produgt N&t": {
(7 .

}

"mreducts t": {

b

"references t": {

/] oco
I
"version t": {
7 ooo

}
b

3.1.1 Acknowledgments Type
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List of Acknowledgments (acknowledgments_t) type instances of value type array with 1 or more elements contain a list of Acknowledgment
elements.

"acknowledgments_ t": {
I oo
"items": {

/]

b

[OJepI=] S ara d OSt# properte VEeTYy SU

The valugty 7 wittrattea 5
describirlg those that contributed. The properties are: names, organization, summary, and urls.
"properties": {
"names": {
VU
by
"organization": ({
1) oco
I
"summary": {
/] ..
I
"urls": {

/)
}

3.1.1.1 Acknowledgments Type - Names

List of agknowledged names (names) has value type array with 1 or more items\holds the names of contributors being recognized. Every such
item of vglue type string with 1 or more characters represents the name ofitheé contributor and contains the name of a single contribifor being
recognized.

Examplds 1:

Albprt Einstein
Johpnn Sebastian Bach

3.1.1.2 Acknowledgments Type - Organization

The contfibuting organization (organization)yhas'value type string with 1 or more characters and holds the name of the contributing
organizafion being recognized.

Examplds 2:
CISp

Goople Project Zero
Talps

3.1.1.3 Acknowledgments Type - Summary

Summary of the adknowledgment (summary) of value type string with 1 or more characters SHOULD represent any contextual details{the
documerft preducers wish to make known about the acknowledgment or acknowledged parties. sI

Example 3:
First analysis of Coordinated Multi-Stream Attack (CMSA)

3.1.1.4 Acknowledgments Type - URLs

List of URLs (ur1s) of acknowledgment is a container (value type array) for 1 or more string of type URL that specifies a list of URLs or
location of the reference to be acknowledged. Any URL of acknowledgment contains the URL or location of the reference to be
acknowledged. Value type is string with format URI (uri).

3.1.1.5 Acknowledgments Type - Example

© ISO/IEC 2025 - All rights reserved
11


https://iecnorm.com/api/?name=ee6d1d318336c3c7eeeb66b47b7a0627

Exampl

ISO/IEC 20153:2025(en)

e 4:

"acknowledgments": [

{

The exa

3.1.2B

Listofb

"y

I

Every B

"names": [
"Johann Sebastian Bach",
"Georg Philipp Telemann",
"Georg Friedrich Handel"

I

"organization": "Baroque composers"
oy rrete st

"brganization": "CISA",

"bummary": "coordination efforts",

"hrls": [

"https://cisa.gov"

"brganization": "BSI",
"bummary": "assistance in coordination"
"hames": [

"Antonio Vivaldi"

"bummary": "influencing other composers"

mple 4 above SHOULD lead to the following outcome in a human-readable advisory:

e thank the following parties for their efforts:

o CISA for coordination efforts (see: https://cisa:gat)
e BSifor assistance in coordination
¢ Antonio Vivaldi for influencing other compesers

ranches Type

rinches (branches_t) with value type.array contains 1 or more branch elements as children of the current element.

rhpnches t": {
N...
"Htems": {

77 oo

}

r@nch holdsexactly 3 properties and is a part of the hierarchical structure of the product tree. The properties name and catego

mandatofy. In.addition, the object contains either a branches or a product property.

" o N [

"branches": {
1) oco

by

"category": {
/o

by

"name": {
1 oco

by

"product": {
/o
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branches_t supports building a hierarchical structure of products that allows to indicate the relationship of products to each
other and enables grouping for simpler referencing. As an example, the structure MAY use the following levels: vendor ->
product family->product name -> product version. Itis recommended to use the hierarchical structure of vendor ->

product name -> product version Whenever possible to support the identification and matching of products on the consumer

side.

3.1.2.1 Branches Type - Branches

List of branches (branches) has the value type branches_t.

3.1.2.2 Branches Type - Category

architecture
hosf_name
lanpuage

legpcy

patph level
proffuct family
profluct name
projfjuct_version
profluct version range
serfrice_pack
spefpification
venfor

The valu] architecture indicates the architecture for which the product is intephded.

host name indicates the host name of a system/service.

The valug 1anguage indicates the language of the product.

The valug 1egacy indicates an entry that has reached its end of life:

The valu] patch level indicates the patch level of the produict.

product family indicates the product family'that the product falls into.

The valug product_name indicates the name ofithe-product.

The valug product version indicates exactly'a’single version of the product. The value of the adjacent name property can be numeric
other degcriptor. However, it MUST NOT. contain version ranges of any kind.

l{is recommended to enurnerate versions wherever possible. Nevertheless, the TC understands that this is sometimes
impossible. To reflect that in the specification and aid in automatic processing of CSAF documents the value
froduct version rahge was introduced. See next section for details.

The valug product versi6n~ range indicates a range of versions for the product. The value of the adjacent name property SHOULD N
used to gonvey a single yersion.

of the branch (category) of value type string and enum describes the characteristics of the labeled branch. Valid erfun valug

S are:

Dr some

T be

The valug service) pack indicates the service pack of the product.
] spewi fication indicates the specification such as a standard, best common practice, etc.

The value vendor indicates the name of the vendor or manufacturer that makes the product.

3.1.2.3 Branches Type - Name

Examples 5:

10
365
Microsoft
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Office

PCS

7

SIMATIC
Siemens
Windows

A leading v or v in the value of name SHOULD only exist for the categories product_version Of product_version_range if itis part of the
product version as given by the vendor.

3.1.2.3.1 Branches Type - Name under Product Version

If adjaceJt property category has the value product version, the value of name MUST NOT contain version ranges of any kind.

Exampl

10
17.
v3

1
i
]

s 6 for name when using product version:

he product version is the easiest way for users to determine whether their version is meant (providedthat the given ances
h the product tree matched): If both version strings are the same, it is a match - otherwise not. Therefore, it is always
ecommended to enumerate product versions instead of providing version ranges.

Examplgs 7 for name when using product version which are invalid:

8.0
8.1
<=

pri
Alll
V3.

/
3.1.232

If adjacerft property category has the value product version ange, the value of name MUST contain version ranges. The value of MU

to exactl

.0 - 8.0.1
.5 and later
P
br to 4.2

versions < V3.0.29

, V4.0, V4.1, V4.2

Il the examples above contain some kind of a version range and are therefore invalid under the category product version.

Branches Type - Name under Product Version Range

one of the following options:

1. Vefsion Range Specifier (vers)

ver

vers is an ongoing community effertto address the problem of version ranges. Its draft specification is available at
[VERS].

5 MUST be used in its canonigal form. To convey the term "all versions" the special string vers:a11/* MUST be used.

Examples 8 for name when using ‘product version range with vers:

vers:gem/>=2.2 0 !=2.2.1[<2.3.0
vers:npm/1.2.305%2.0.0(<5.0.0
vers:pypi/On0T0(0.0.1/0.0.2|0.0.3]1.0|2.0prel
vers:tqmee/p=8.0.0-M1|<=8.0.1

Through the definitions of the vers specification a user can compute whether a given version is in a given range.

2. Vefs-like Specifier (vis)

ors

ST obey

This option uses only the <version-constraint> part from the vers specification. it MUST NOT have an URI nor the <versioning-
scheme> part. It is a fallback option and SHOULD NOT be used unless really necessary.

The reason for that is, that it is nearly impossible for tools to reliable determine whether a given version is in the range or

not.

Tools MAY support this on best effort basis.

Examples 9 for name when using product version range with vis:

<=2
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<4.2
<V3.0.29
>=8.1.5

3.1.2.4 Branches Type - Product

Product (product) has the value type Full Product Name (full product name t).

3.1.3 Full Product Name Type

Full Product Name (full product name t)with value type obiject specifies information about the product and assigns the product ID. The

propertigls name and product_id are required. The property product identification helper is optional.

"fulll product_name t": {

/|

n|

}
be

3.1.3.1 Full Product Name Type - Name

Textual d
name, in

Examplgs 10:

Cig

Micjrosoft Host Integration Server 2006 Service+P&€k 1

3.1.3.2 Full Product Name Type - Product ID

Product |
3.1.3.3H
Helper to
aidsinid
serial 1

o]

/

n|

broperties": {
"name": {
/)
by
"product_id": {
70 oo
I
"product_identification_helper": {
/]
}

pscription of the product (name) has value type string with 1 or morescharacters. The value SHOULD be the product's full ca
luding version number and other attributes, as it would be used in.a human-friendly document.

Lo AnyConnect Secure Mobility Client 2.3.185

D (product_id) holds a value of type ProductID (product id t).
ull Product Name Type - Product Identification Helper
identify the product (product %iderrtification helper) of value type object provides inits properties at least one method y

entifying the product in an,asset database. Of the given eight properties cpe, hashes, model numbers, purl, sbom urls,
umbers, skus, and x_genérig uris, one is mandatory.

pbduct_identificatim helper": {
ropertiesFm\g
mepet: |

/71 7\

I
“hEshes": {

2

I

"model numbers": {
7 ooo

I

"purl": {
77 oco

I

"sbom urls": {
/)

e

"serial numbers": {

© ISO/IEC 2025 - All rights reserved
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/..

by

"skus": {
1.

by

"x generic_uris": {
M oo

}

3.1.3.3.1 fuli-Rrodust-Name-Type—Rroductdontification-Helper—CRE

Commor] Platform Enumeration representation (cpe) of value type string of 5 or more characters with pattern (regular expression):

A (cpe:2\\.3: [aho\\*\\=T (: ((A\\2*[\\*2) ([a=zA=Z0=9\\=\\._T | O\NAN NN NS S6 AN (\\) N\, /25 <=2@ ) NN TV AN
DN+ ON2HNNF2) ) T INNF\N=1)) {5} (= (([a-2zRA-2]{2,3} (= ([a-zA-Z] {2} | [0-9]{3})) 2) [ [\\*\\=1)) (= (CO\)2*PY\*?) ([a-zp-20-
ONAANLLT T O WA NS EE NN (NN NN, /27 <=>@AN NN AN OW NN ~1)) + ON2* \NN*2) ) T INN\\=-] M{D}) | ([c] [pP]
[eE] : / [pHOaho] 2 (: [A-Za-20-9\\._\\-~%]*) {0,6})$

The Conmon Platform Enumeration (CPE) attribute refers to a method for naming platforms external to this'specification. See [CPEZ43-N] for
details.

3.1.3.3.2 fFull Product Name Type - Product Identification Helper - Hashes

List of hashes (hashes) of value type array holding at least one item contains a list of cryptographic hashes usable to identify files.

"haghes": {
W o...
"Ltems": {
) oo

}
b

Cryptograiphic hashes of value type object contains all information to4dentify a file based on its cryptographic hash values. Any cryptegraphic
hashes opject has the 2 mandatory properties file hashes and £ilewame.

"properties": {
"file hashes": {
10 oco
by
"filename": {
7 ooo

List of filg hashes (file hashes) of value type array holding at least one item contains a list of cryptographic hashes for this file.

"fifle hashes": {
A ooo
"Htems": {

/]

Each Fild-hashefraite-type—t-———eontains-onre-hash-va
mandatory properties algorithmand value.

"properties": {
"algorithm": {
1) oco
by
"value": {

Il oco
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The algorithm of the cryptographic hash representation (a1gorithm) of value type string with one or more characters contains the name of the
cryptographic hash algorithm used to calculate the value. The default value for algorithmis sha256.

Examples 11:

blake2b512
sha256
sha3-512
sha384
sha512

These values are derived from the currently supported digests OpenSSL [OPENSSL]. Leading dashes were removed.

1

he command openss1 dgst -list (Version 1.1.1f from 2020-03-31) outputs the following:

Supported digests:

bac85c645d0fcb

-blake2b512 -blake2s256 -md4

-md5 -md5-shal —-ripemd
-ripemd160 -rmd160 -shal
-sha224 -sha256 -sha3-224
-sha3-256 -sha3-384 -sha3-512
-sha384 -sha512 -shab12-224
-shab512-256 -shakel28 -shake256
—sm3 -ss13-md5 -ssl3-shal
-whirlpool

The Valug of the cryptographic hash representation (value) of value type string of 32 @r more characters with pattern (regular expression):

~[0}9a-fA-F]{32,}$

The Valup of the cryptographic hash attribute contains the cryptographic hashwalue in hexadecimal representation.

Examplgs 12:
37d£33cp7464da5¢c7£077£4d56a32bc84987ec1d85b234537clcgadda£c8d09dc29e2e762cb5203677b£849a2855a0283710£1£5feld6ces
3

4776203615d9534a8bfca%6a93dc8b461a489£69124a130d786b42204£3341cc
9eafic8200113d49d26505da0e02e2£49055dc078d¥a87a419b32e291c7afebbb84badfbd4 6dec42883bealb2alfa697c

The filengme representation (£ilename) of value type string with one or more characters contains the name of the file which is identif

the hash

alues.

Examplds 13:

WI

msof
sud|

If the valy

used as
31333

The list o
numbers

ORD . EXE
fadddin.dll

pbers.so

hformational pfoperty.

FullPredict Name Type - Product Identification Helper - Model Numbers

ed by

e of the hash matches and the filename does not, a user SHOULD prefer the hash value. In such cases, the filename SHOUUYD be

A list of models SHOULD only be used if a certain range of model numbers with its corresponding software version is affected, or the model

numbers

This can

change during update.

also be used to identify hardware. If necessary, the software, or any other related part, SHALL be bind to that via a product

relationship.

"mo

"

del numbers":
Maoo

items":

{

{
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/e
}
b

Any given model number of value type string with at least 1 character represents a full or abbreviated (partial) model number of the
component to identify.

The terms "model", "model number" and "model variant" are mostly used synonymously. Often it is abbreviated as "MN", M/N"
or "model no.".

cters).

6RAB096-4MV62-0AA0
6RAB01?-2?V62-0AA0
IC2pT060ATCS05-0

3.1.3.3.4 Full Product Name Type - Product Identification Helper - PURL

The pacage URL (PURL) representation (purl) is @ string of 7 or more characters with pattern (regular expression):
~pkp: [A-Za-z\\ . \\-\\+] [2-Za-z0-9\\ . \\-\\+]1*/ .+

The given pattern does not completely evaluate whether a PURL is valid according+e the [PURL] specification. It provides a
more generic approach and general guidance to enable forward compatibility, CSAF uses only the canonical form of PURL tp
donform with section 3.3 of [RFC3986]. Therefore, URLs starting with pkgs/% are considered invalid.

This package URL (PURL) attribute refers to a method for reliably identifying and locating software packages external to this specifichtion.
See [PURL] for details.

3.1.3.3.5 fFull Product Name Type - Product Identification Helper - SBOMVURLs

The list of SBOM URLS (sbom_urls) of value type array with 1 orghore items contains a list of URLs where SBOMs for this product cgn be
retrieved

The SBOMs might differ in format or depth of detail:*Currently supported formats are SPDX, CycloneDX, and SWID.

"sbpm urls": {
/)
"items": {
/)

}
by

Any give SBOM URL of value typé string with format uri contains a URL of one SBOM for this product.

Examplds 15:

https://raw.§Mhlbusercontent.com/CycloneDX/bom-examples/master/SBOM/keycloak-10.0.2/bom.json
httlps://gwinslow.net/spdx-examples/example4/main-bin-v2

3.1.3.3.6 full'Rréduct Name Type - Product Identification Helper - Serial Numbers

The list of serial numbers (serial numbers) of value type array with 1 or more unique items contains a list of full or abbreviated (partial) serial
numbers.

A list of serial numbers SHOULD only be used if a certain range of serial numbers with its corresponding software version is affected, or the
serial numbers change during update.

"serial numbers": {
Il oco
"items": {

/e
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e

Any given serial number of value type string with at least 1 character represents a full or abbreviated (partial) serial number of the component
to identify.

If a part of a serial number of the component to identify is given, it SHOULD begin with the first character of the serial number and stop at any
point. Characters which SHOULD NOT be matched MUST be replaced by either > (for a single character) or  (for zero or more characters).
Two * MUST NOT follow each other.

3.1.3.3.7 Full Product Name Type - Product Identification Helper - SKUs

The list of stock keeping units (skus) of value type array with 1 or more items contains a list of full or abbreviated (partial) stock keepihg units.

A list of gtock keeping units SHOULD only be used if the list of relationships is used to decouple e.g. hardware from the softwate, or the stock
keeping pinits change during update. In the latter case the remediations SHALL include the new stock keeping units is or a@description how it
can be optained.

he use of the list of relationships in the first case is important. Otherwise, the end user is unable to identifyjwhich version (thg
ffected or the not affected / fixed one) is used.

"skhs": {
I ooo
"Htems": {
Il ooo

}
}

Any givef stock keeping unit of value type string with at least 1 character represents @ full or abbreviated (partial) stock keeping unit{(SKU) of
the comgonent to identify.

Jometimes this is also called "item number", "article number" or "productnumber".

If a part df a stock keeping unit of the component to identify is given, it SHOULD begin with the first character of the stock keeping unif and
stop at afy point. Characters which SHOULD NOT be matched MUST he'replaced by either 2 (for a single character) or * (for zero ofmore
charactefs).

Two * MPST NOT follow each other.

3.1.3.3.8 Full Product Name Type - Product Identification HelRér - Generic URIs

List of ggneric URIs (x_generic_uris) of value type arramwith at least 1 item contains a list of identifiers which are either vendor-spetfific or
derived ffom a standard not yet supported.

"x peneric_uris": {

"Ltems": {

/]

Any suchlGeneric URl itenfofivalue type object provides the two mandatory properties Namespace (namespace) and URI (uri).

"properties"}k {
"nam&space": {
/3.
%
Quri": {
77 oco
}
}

The namespace of the generic URI (namespace) of value type string with format uri refers to a URL which provides the name and knowledge
about the specification used or is the namespace in which these values are valid.

The URI (uri) of value type string with format uri contains the identifier itself.
These elements can be used to reference a specific component from an SBOM:

Example 16 linking a component from a CycloneDX SBOM using the bomlink mechanism:
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"x generic uris": [
{
"namespace": "https://cyclonedx.org/capabilities/bomlink/",
" "urn:cdx:411ldafd2-c29f-491a-97d7-e97de5bc2289/1#pkg:maven/org. jboss.logging/jboss—
logging@3.4.1.Final?type=jar"
}
]

4 o

uri

Example 17 linking a component from an SPDX SBOM:

"x generic uris": [
{
"namespace": "https://spdx.github.io/spdx-spec/document-creation-information/#65-spdx-documefit-pdmepace-
field",
"uri": "https://swinslow.net/spdx-examples/exampled/main-bin-v2#SPDXRef-1libc"
}

3.1.4 Lapguage Type

Languagp type (1ang t) has value type string with pattern (regular expression):
~(((a-Za-z]1{2,3} (-[A-Za-z] {3} (-[A-Za-z] {3}) {0,2}) ?| [A-Za-z]{4,8}) (- [A-Za-z] {49 NG [A-Za-z] {2} ]| [0-9] {3})) ? (- (J[A-Za-

20-9] (5}, 8} | [0-9] [A-Za-2z0-9] {3})) * (- [A-WY-Za-wy-20-9] (- [A-2a-20-9] {2, 8})+) * (- [XxN=[A-2a-20-9] {1, 8})+) 2| [Xx] (- [A-Zh-20-9]

{1,8})#l [I1]-[Dd] [Ee] [Ff] [Aa] [Uu] [L1] [Tt] | [Ii]-[Mm] [Ti] [Nn] [Gg] [Oo]) $

The valug identifies a language, corresponding to IETF BCP 47 / RFC 5646. See IETFdanguage registry:
https://wypw.iana.org/assignments/language-subtag-registry/language-subtag-registey

G SAF skips those grandfathered language tags that are deprecated@tthe time of writing the specification. Even though the
drivate use language tags are supported they should not be used tosehsure readability across the ecosystem. It is

recommended to follow the conventions for the capitalization of the Subtags even though it is not mandatory as most users ar¢
ysed to that.

Examplds 18:

de

3.1.5 Ndtes Type
List of notes (notes_t) of value type~arsay with 1 or more items of type Note contains notes which are specific to the current context.

"noges t": {
A aoo
"Ftems": {
77 oo
}
by

Value tyge of &very such Note item is object with the mandatory properties category and text providing a place to put all manner of fext
blobs related to the current context. A Note object MAY provide the optional properties audience and title.

"properties": {

"audience": {
7 coo

o

"category": {
77 oo

o

"text": {
7 coo

b
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ieiplley |
1 coo

Audience of note (audience) of value type string with 1 or more characters indicates who is intended to read it.

Examples 19:

exeputTve
opefrational management and system administrators
safpty engineers

Note catg¢gory (category) of value type string and enum contains the information of what kind of note this is. Valid enun values’are:

desfription
detpils

faq]
general

legpl disclaimer
other

sumnary

The valug description indicates the note is a description of something. The optional siblingiproperty tit1e MAY have more informatfon in this
case.

The valug details indicates the note is a low-level detailed discussion. The optional’sibling property tit1e MAY have more informatign in this
case.

The valu] faq indicates the note is a list of frequently asked questions.
The valug general indicates the note is a general, high-level note. The optional sibling property tit1e MAY have more information in this case.
The valug 1egal disclaimer indicates the note represents any possible legal discussion, including constraints, surrounding the document.

The valug other indicates the note is something that doesn't fif the other categories. The optional sibling attribute tit1e SHOULD haye more
informatipn to indicate clearly what kind of note to expect inthis case.

The valug summary indicates the note is a summary of Something. The optional sibling property tit1e MAY have more information in this case.
Note confent (text) of value type string with 1,orlmore characters holds the content of the note. Content varies depending on type.
Title of ndte (tit1e) of value type string withs-Or more characters provides a concise description of what is contained in the text of the note.

Examplds 20:

Dethils

Exefutive summary
Technical summarys

Imppct on safekyNsyStems

3.1.6 Prpduct G¥otip ID Type

The Product Group ID Type (product group id t) of value type string with 1 or more characters is a reference token for product grqup
instance:
no predefned or reqwred format for the Product Group ID (product group id)as Iong as it uniquely identifies a product group in the context
of the current document.

"product group id t": {
1 oo
+

Examples 21:

CSAFGID-0001
CSAFGID-0002

© ISO/IEC 2025 - All rights reserved
21


https://iecnorm.com/api/?name=ee6d1d318336c3c7eeeb66b47b7a0627

ISO/IEC 20153:2025(en)

CSAFGID-0020

Even though the standard does not require a specific format itis recommended to use different prefixes for the Product ID and
the Product Group ID to support reading and parsing the document.

3.1.7 Product Groups Type

List of Product Group ID (product groups t) of value type array with 1 or more unique items (a set) of type Product Group ID
(product group id t)specifies a list of product group ids to give context to the parent item.

3.1.8 Prpduct ID Type

The Product ID Type (product id t) of value type string with 1 or more characters is a reference token forproduct instances. The vglue is a
token reduired to identify a full product name so that it can be referred to from other parts in the docupient-There is no predefined ¢r
required format for the Product ID (product id) as long as it uniquely identifies a product in the contextofiHe current document.

"prpduct_id_t": {
/
b

Examplds 22:

CSAFPID-0004
CSAFPID-0008

Bven though the standard does not require a specific format,itistécommended to use different prefixes for the Product ID ard
the Product Group ID to support reading and parsing the document.

3.1.9 Prpducts Type

List of Prpduct IDs (products_t) of value type array with 1 rmore unique items (a set) of type Product ID (product id t) specifies 4 list of
product |ids to give context to the parent item.

"prpducts_t": {
WV o...
"Htems": {
I oo

}
be

3.1.10 References Type,
List of references (refecénces_t) of value type array with 1 or more items of type Reference holds a list of Reference objects.
"refferenges\t": {

/

"Htemg): |

}
I

Value type of every such Reference item is object with the mandatory properties ur1 and summary holding any reference to conferences,
papers, advisories, and other resources that are related and considered related to either a surrounding part of or the entire document and to
be of value to the document consumer. A reference object MAY provide the optional property category.

"properties": {
"category": {
/]
o
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I

"summary": {
77 ooo
"url": {
77 oo

Category of reference (category) of value type string and enum indicates whether the reference points to the same document or vulnerability
in focus (depending on scope) or to an external resource. Valid enum values are:

ext]
sel

Ernal
It

The defalilt value for category iS external.

The valug

external indicates, that this document is an external reference to a document or vulnerability in focus (depending on scops).

The valug self indicates, that this document is a reference to this same document or vulnerability (also depending-on scope).

1
Summary

URL of rd

his includes links to documents with the same content but different file format (e.g. advisories as RDF or HTML).
of the reference (summary) of value type string with 1 or more characters indicates what this\reference refers to.

ference (ur1) of value type string with format uri provides the URL for the reference,

3.1.1 \Irsion Type

The Ver:

on (version_t)type has value type string with pattern (regular expressiony;

A0 [1-9710=-91%) S 1" (01 [1=91\\d*)\\. (O] [1=91\\d*)\\. (O] [1-91\\&¥*) ®2:= ((2:0] [1-9]\\d* | \\d* [a-zA-Z-] [0-9a-2zA-Z-]
(2:\\. (P:01 [1-91\\d* | \\d* [a-2A-Z-] [0-9a-2A-Z-]*) ) *) ) 2 (2:\\+ ([059a82R>Z-]+ (?:\\. [0-9a-zA-Z-]+) *¥)) ?) $
The version specifies a version string to denote clearly the evolution of-thé/content of the document. There are two options how it can
e serpantic versioning (preferred; according to the rules below)
e intqger versioning
A CSAF document MUST use only one versioning system.
Examplgs 23:
1
4
0.90
1.4-3
2.4p.0+21AF26D3
3.1.11.1 Mersion Type - Integer versioning
Integer v@rsioning increments for each version where the /document/tracking/status is £inal the version number by one. The regular
expressidn for this type is:
SO TI-Pl L= S
The followmgTatesappty:

*)

e used:

1. Once a versioned document has been released, the contents of that version MUST NOT be modified. Any modifications MUST be
released as a new version.
2. Version zero (0) is for initial development before the initial release date. The document status MUST be draft. Anything MAY
change at any time. The document SHOULD NOT be considered stable.
3. Version 1 defines the initial public release. Each new version where /document/tracking/status iS £inal has a version number
incremented by one.
4. Pre-release versions (document status draft) MUST carry the new version number. Sole exception is before the initial release (see rule
2). The combination of document status draft and version 1 MAY be used to indicate that the content is unlikely to change.

5. Bui

Id metadata is never included in the version.
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6. Precedence MUST be calculate by integer comparison.
3.1.11.2 Version Type - Semantic versioning

Semantic versioning derived the rules from [SemVer]. The regular expression for this type is:

A (0] [1-91\\d*)\\. (0] [1-9] \\d*)\\ (01 [1-91\\d*) (2:=((2:0] [1-9]\\d* |\\d* [a-2zA-Z-] [0-9a-zA-Z-1*) (2:\\. (2:0] [1-9]\\d*|\\d*
[a-zA-Z-] [0-9a-zA-Z-]* )) 2 (2:\\+([0-9a-zA-Z-]+(?:\\. [0-%9a-2zA-Z-]+) *)) ?) $

The goal of this structure isto provrde additional information to the end user whether anew comparrson with the asset database is needed.

2. Onge a versioned document has been released, the contents of that version MUST NOT be modified. Any modifieations MUST [be

3. Major version zero (0.y.z) is for initial development before the initial release date. The document status, MUST be dratt. Arjything
MAJY change at any time. The document SHOULD NOT be considered stable. Changes which would{increment the major versign
acdording to rule 7 are tracked in this stage with (0.y.z) by incrementing the minor version y instead./Changes that would incremgnt the
mirjor or patch version according to rule 6 or 5 are both tracked in this stage with (0.y.z) by incremienting the patch versionzinstgad.

4. Vefsion 1.0.0 defines the initial public release. The way in which the version number is incteménted after this release is dependent on
the|content and structure of the document and how it changes.

5. Pafch version Z (x.y.Z | x> 0) MUST be incremented if only backwards compatible bugAixes are introduced. A bug fix is defined|as an
intgrnal change that fixes incorrect behavior.

In the context of the document this is the case e.g. for spelling mistakes.

6. Mirjor version Y (x.Y.z| x> 0) MUST be incremented if the content of an éxisting element changes except for those which are coyert
thrqugh rule 7. It MUST be incremented if substantial new information are introduced or new elements are provided. It MAY inclyde patch
levg¢l changes. Patch version MUST be reset to 0 when minor version is incremented.

7. Major version X (X.y.z| X > 0) MUST be incremented if a new comparison with the end user's asset database is required. This jncludes:

b changes (adding, removing elements or modifying.content) in /product tree or elements which contain /product tree ir) their
path
b adding or removing items of /vulnerabil ¥ ies
b adding or removing elements in:
® /vulnerabilities[]/productstatus/first affected
® /vulnerabilities[]/product status/known_affected
® /vulnerabilities[]fproduct_ status/last_affected
removing elements from:

® /vulnerabilitid&s[J/product_status/first_ fixed

T

® /vulnerabili%igs[]/product_ status/fixed

® /vulnerapil®ties[]/product_status/known not_affected

It MAY also include 'minor and patch level changes. Patch and minor version MUST be reset to 0 when major version is incremehted.

8. A fre-release version (document status dratt) MAY be denoted by appending a hyphen and a series of dot separated identifieys
immediately, foIIowrng the patch versron Identifiers MUST compnse only ASCII alphanumerlcs and hyphens [0-9A-Za-z-]. ldentifiers

requirements as denoted by its associated normal version.

Examples 24:

0.0-0.3.7
0.0-alpha

.0.0-alpha.1l
0.0-x-y-z.-
0.0-x.7.2.92

i

9. Pre-release MUST NOT be included if /document /tracking/status iS final.
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10. Build metadata MAY be denoted by appending a plus sign and a series of dot separated identifiers immediately following the patch or
pre-release version. ldentifiers MUST comprise only ASCIl alphanumerics and hyphens [0-9A-Za-z-]. Identifiers MUST NOT be empty.
Build metadata MUST be ignored when determining version precedence. Thus two versions that differ only in the build metadata, have
the same precedence.

Examples 25:

1.0,
1.0,
1.0,
1

el

0+20130313144700
0+21AF26D3——117B344092BD
0-alpha+001

11. Prdcedence refers to how versions are compared to each other when ordered.

3.2 Prj:erties

These fi

optional properties product trae dnd vulnerabilities inthatorder.

3.2.1 Ddcument Propenty.

Document

(csaf_vefsion),PUblisher (publisher), Title (title), and Tracking (tracking) captures the meta-data about this document describin
particulalf set,of security advisories. In addition, the document object MAY provide the 7 optional properties Acknowledgments
(acknowlpdgménts), Aggregate Severity (aggregate severity), Distribution (distribution), Language (1ang), Notes (notes), Refere

(referen|

. Precedence MUST be calculated by separating the version into major, minor, patch and pre-release identifiers'in that ord

. When major, minor, and patch are equal, a pre-release version has lower precedehce-than a normal version:

Q-batataxn gha ©114£35

metadata does not figure into precedence).

minor, and patch versions are always compared numerically.

Example 26:

1.0.0 < 2.0.0 < 2.1.0 < 2.1.1

Example 27:

1.0.0-alpha < 1.0.0

dot separated identifier from left to right until a difference is found.as follows:

1. Identifiers consisting of only digits are compared nurferically.

2. Identifiers with letters or hyphens are compared lexieally in ASCll sort order.

3. Numeric identifiers always have lower precedénce than non-numeric identifiers.

4. A larger set of pre-release fields has a higherprecedence than a smaller set, if all of the preceding identifiers are e

Example 28:

1.0.0-alpha < 1.0.0-alpha.l <* 8\0J)0-alpha.beta < 1.0.0-beta < 1.0.0-beta.2 < 1.0.0-beta.ll < 1.0.0-rc.]
1.0.0

| three subsections doeument the three properties of a CSAF document. The single mandatory property document, as well

level meta-data (document) of value type object with the 5 mandatory properties Category (category), CSAF Version

br (Build

. Precedence is determined by the first difference when comparing each of these identifiers from left to-tight as follows: Malor,

. Precedence for two pre-release versions with the same major, miger; and patch version MUST be determined by comparjng each

ual.

s the

a

nces

(sonrce lang)

"document": {
7 sao

"properties": {

"acknowledgments": {
10 oo

I

"aggregate_severity" : {
/]

by

"category": {
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/]
b

"csaf version": {
77 ooo

I

"distribution": {
/]

I

"lang": {
7 oo

!

}
be

32110

Documeit acknowledgments (acknowledgments) of value type Acknowledgments Type (acknowledgments_t) contains a list of

acknowld

"ad|
/
by

3.21.20

Aggrega
vehicle
should b
values in

"adf
/|

n|

"notes": {
/)

by

"publisher": ({
I oo

I

"references": {
77 oco

I

"source lang": {
77 aco

I

"title": {
70 oo

I

"tracking": {
/)

}

locument Property - Acknowledgments

dgment elements associated with the whole document,

nowledgments": {

locument Property - Aggregate Severity

e severity (aggregate severity)of value type object with the mandatory property text and the optional property namespacd

addressed. It is a documient-level metric and applied to the document as a whole — not any specific vulnerability. The rang
his field is defined aceording to the document producer's policies and procedures.

bregate_severitR&y ™

propertiesl': X
"namesgacy®' : {
7/C. ¢
I
"heXt": {

}
b

The Nam

7] oco

espace of aggregate severity (namespace) of value type string with format uri points to the namespace so referenced.

isa

at is provided by the document producer to convey the urgency and criticality with which the one or more wulnerabilities repofted

of

The Text of aggregate severity (text) of value type string with 1 or more characters provides a severity which is independent of - and in
addition to - any other standard metric for determining the impact or severity of a given vulnerability (such as CVSS).

Examples 29:
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Critical
Important
Moderate

3.2.1.3 Document Property - Category

Document category (category) with value type string of 1 or more characters with pattern (regular expression):

ATANAS\A= AN T G HIM\AS\\-_\NLT) 28

Documeifit category defines a short canonical name, chosen by the document producer, which will inform the end user as to the categpry of
documertt.

l{is directly related to the profiles defined in section 4.

"cafegory": {
/|

Examplgs 30:

csaff base

csaff security advisory

csaff vex

Exaiple Company Security Notice

3.2.1.4 Qocument Property - CSAF Version

CSAF vgrsion (csat_version) of value type string and enum gives the version ofithe CSAF specification which the document was ggnerated
for. The dingle valid value for this enum is:

2.0

3.2.1.5 Qocument Property - Distribution

Rules forjsharing document (distribution) of value type objeetiwith at least 1 of the 2 properties Text (text) and Traffic Light Protodol (TLP)

(t1p) degcribes any constraints on how this document mightbe shared.

"ditribution": {

/|
"pbroperties": {
"text": {
/)
by
"tlp": {
// .

}
I

If both values are present, the TLP information SHOULD be preferred as this aids in automation.

3.2.1.5.1 Pocument Property - Distribution - Text

The TextuaTdescrplion (text) of value ype string With T Of MoTe characters provides a exiual descrption of adarional consrarnts.
Examples 31:

Copyright 2021, Example Company, All Rights Reserved.
Distribute freely.
Share only on a need-to-know-basis only.

3.2.1.5.2 Document Property - Distribution - TLP

Traffic Light Protocol (TLP) (t1p) of value type object with the mandatory property Label (1abe1) and the optional property URL (ur1) provides
details about the TLP classification of the document.
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"tlp": {

/

"

The Labd

AMBF.

GRE]
RED)
WHIJ

The URL

which is fised in this document. The default value is the URL to the definition by FIRST:

htt]
Examplg

htt]
htt

3.21.60

Documeft language (1ang) of value type Language Type (1ang t) identifies the language used by this document, corresponding to IE

47 I RFC
3.21.70

Documeft notes (notes) of value type Notes Type (notes &) holds notes associated with the whole document.

"l
/|
I

3.21.80

Publishe
and prov|

"ol
/|

n|

/ ocoo
properties": {
"label": {
77 ooo
I
"url": {

I oo

| of TLP (1apel) with value type string and enum provides the TLP label of the document. VValid values of the enum are:

'E

of TLP version (ur1) with value type string with format uri provides a URL where to find the textial description of the TLP \

bs://www.first.org/tlp/
s 32:

s://www.us-cert.gov/tlp
bs://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Kritis/Merkblais JLP.pdf

locument Property - Language

5646.

locument Property - Notes

fes": {

locument Property - Publisher

(publisher) has value typ€'pbject with the mandatory properties Category (category), Name (name) and Namespace (nam
des information on the’publishing entity. The 2 other optional properties are: contact details and issuing authority.

blisher": ({

propertiesl': X
"categemyd: {
7/C. ¢
I
"dgiftact details": {

Brsion

TF BCP

space)

1Y oo

I

"issuing authority": {
/)

by

"name": {
1 oo

}

"namespace": {
/).

}
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Document Property - Publisher - Category

The Category of publisher (category) of value type string and enum provides information about the category of publisher releasing the
document. The valid values are:

coordinator

discoverer

other

tr

Lok

usefr
venfdor

The valug coordinator indicates individuals or organizations that manage a single vendor’s response or multiple vendors* responseg

vulnerab

on the bghalf of a researcher.

ility, a security flaw, or an incident. This includes all Computer Emergency/Incident Response Teams (CERTs/CIRTS) or ager]

toa
ts acting

The valug discoverer indicates individuals or organizations that find vulnerabilities or security weaknesses. This includes all manner pf
researchprs.

The valug translator indicates individuals or organizations that translate CSAF documents. This includes.all manner of language trapslators,
also thosp who work for the party issuing the original advisory.

The valug other indicates a catchall for everyone else. Currently this includes editors, reviewers;forwarders, republishers, and misceflaneous
contributdrs.

The valug user indicates anyone using a vendor’s product.

The valug vendor indicates developers or maintainers of information system proddets.or services. This includes all authoritative prody

vendors,
3.21.82

Contact
possibly

Examplg 33:

Exafnple Company can be reached at contact, ySR@example.com, or via our website at https://www.example.com/contal

3.21.83

Issuing a
party to i

3.21.84

The Namg of publisher (name) of value type string with 1 or more characters contains the name of the issuing party.

Exampld 34:

BS|L
Cikco P$#RY,
Simeps \Ppoduct CERT

3.21.85

Document Property - Publisher - Contact Details

etails (contact details)of value type string with 1 or more characters provides information on how to contact the publishg
ncluding details such as web sites, email addresses, phonewiumbers, and postal mail addresses.

Document Property - Publisher - Issuing-Authority

bthority (issuing authority) of value type string with 1 or more characters Provides information about the authority of the i
tlease the document, in particular, the party's constituency and responsibilities or other obligations.

Document Property - Publisfier - Name

ct

Product Security Incident Response Teams (PSIRTs), and product resellers and distributors, including authoritative vendor gartners.

=

St

Esuing

Boctment-Property—Publisher—Namespace

The Namespace of publisher (namespace) of value type string with format uri contains a URL which is under control of the issuing party and
can be used as a globally unique identifier for that issuing party. The URL SHALL be normalized.

An issuing party can choose any URL which fulfills the requirements state above. The URL MAY be dereferenceable. If an issuing party has
chosen a URL, it SHOULD NOT change. Tools can make use of the combination of /document /publisher/namespace and
/document/tracking/id as itidentifies a CSAF document globally unique.

If anissuing party decides to change its Namespace it SHOULD reissue all CSAF documents with an incremented (patch) version which has
no other changes than:

e the

new publisher information
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e the updated revision history
e the updated item in /document/references ] which points to the new version of the CSAF document
e anadded item in /document/references[] Which points to the previous version of the CSAF document (if the URL changed)

Example 35:

https://csaf.io
https://www.example.com

3.21.9

Documel't references (references) of value type References Type (references t) holds a list of references associated with the Whol|
documertt.

"refferences": {

}

3.2.1.10 Ppocument Property - Source Language

Source

this propgrty describes from which language this document was translated.

The property MUST be present and set for any CSAF document with the value translator in /doesment /publisher/category. The p|

SHALL

3.2.1.11 Pocument Property - Title

Title of th

Examplds 36:

Cisfpo IPv6 Crafted Packet Denial of ServicerMulnerability
Example Company Cross-Site-Scripting Vulnewgbility in Example Generator

3.2.1.12 Pocument Property - Tracking

Tracking|(tracking) of value type object with the six mandatory properties: Current Release Date (current release date), ldentifier
Initial Rel|

Aliases

"

Document Property - References

/

lgnguage (source lang) of value type Language Type (1ang t) identifies if this copy of the documentis a translation then the

NOT be present if the document was not translated.
an issuing party publishes a CSAF document with the same content in more than‘ene language, one of these documents

dan retain its original publisher information including the category. Howeyersather rules defined in the conformance clause
"CSAF translator" SHOULD be applied.

(k1iases)and Generator(gererator).
rpcking": {

/|

"propertiesf': Y

"aliasgs"™\™{
110
} 4

"euwfent release date": {

§HOULD be deemed the "original”, the other ones SHOULD be considered-translations from the "original". The issuing party

Pase Date (initial release ‘date), Revision History (revision history), Status (status), and Version (version)is a coneLEiner
designatgd to hold all managementaftributes necessary to track a CSAF document as a whole. The two optional additional properti

L

alue of

operty

s document (tit1e) of value type string with 1 or more characters SHOULD be a canonical name for the document, and sufficiently
unique tgl distinguish it from similar documents.

(iq),

are

b

"generator": {
VASE

b

"id": |
I oo

b

"initial release date": {
I ooo

b

"revision history": {

© ISO/IEC 2025 - All rights reserved
30


https://iecnorm.com/api/?name=ee6d1d318336c3c7eeeb66b47b7a0627

ISO/IEC 20153:2025(en)

I oo
I
"status": {
77 ooo
I
"version": {

I oo

}
b

3.2.1.12.1 Document Property - Tracking - Aliases

Aliases (h1iases) of value type array with 1 or more unique items (a set) representing Alternate Names contains a list of altérmaté ngmes for
the samg document.

"alfiases": {
W o...
"Htems": {

I oo

}
1

Every su¢h Alternate Name of value type string with 1 or more characters specifies a non-empty.string that represents a distinct optipnal
alternative ID used to refer to the document.

Exampld 37:
CvEb-2019-12345

3.2.1.12.4 Document Property - Tracking - Current Release Date

Current rglease date (current release date)with value type string with format date-time holds the date when the current revision ¢f this
documerft was released.

3.2.1.12.3 Document Property - Tracking - Generator

Documeft Generator (generator) of value type object with.mnandatory property Engine (engine) and optional property Date (date) isfp
containe[to hold all elements related to the generation ofthe document. These items will reference when the document was actually cfeated,
including|the date it was generated and the entity that generated it.
"generator": {
7] aco
"properties": {
"date": {
Il oo
by
"engine": {
70 oo
}
}
by

Date of docdment generation (date) of value type string with format date-time SHOULD be the current date that the document was
generatefl. Be€ause documents are often generated internally by a document producer and exist for a nonzero amount of time before{being
released, this field MAY be different from the Initial Release Date and Current Release Date.

Engine of document generation (engine) of value type object with mandatory property Engine name (name) and optional property Engine
version (version) contains information about the engine that generated the CSAF document.

"engine": {
I ooco
"properties": {
"name": {
7Y soo
by

"version": {
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Engine name (name) of value type string with 1 or more characters represents the name of the engine that generated the CSAF document.
Examples 38:
Red Hat rhsa-to-cvrf

Secpr=sogremr
TV

Engine version (version) of value type string with 1 or more characters contains the version of the engine that generated the\CSAF
documertt.

lthough it is not formally required, the TC suggests to use a versioning which compatible wth Semantic Versioning as
escribed in the external specification [SemVer]. This could help the end user to identify when CSAF corisumers have to be
pdated.

Examplds 39:

.¢].0
.0]. O-beta+exp.sha.alc44£85

N = o

3.2.1.12.4 Document Property - Tracking - ID

Unique identifier for the document (id) of value type string with 1 or more characters with pattern (regular expression):
ATVNST (L*[\\ST) 28

Unique iqentifier for the document holds the Identifier.
i SHALL NOT start or end with a white space and SHALL\NOT contain a line break.

The ID is|a simple label that provides for a wide range of numbéring values, types, and schemes. lts value SHOULD be assigned and
maintaingd by the original document issuing authority. It MUST be unique for that organization.

Examplds 40:

Exanple Company - 2019-YH3234
RHBR-2019:0024
cisfpo-sa-20190513-secureboot

The combination of /docufient /publisher/namespace and /document/tracking/id identifies a CSAF document globally
ynique.

This valug is also used to_ determine the filename for the CSAF document (cf. section 5.1).
3.2.1.12.4 Document Property - Tracking - Initial Release Date

Initial reldase date\(initial release date)with value type string with format date-time holds the date when this document was firsf
published.

3.2.1.12.0.Document Property = Tracking = Revision History

The Revision History (revision history) with value type array of 1 or more Revision History Entries holds one revision item for each version
of the CSAF document, including the initial one.

"revision history": {
7 oo
"items": {

/e
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Each Revision contains all the information elements required to track the evolution of a CSAF document. Revision History Entry items are of

value type object with the three mandatory properties: Date (date), Number (number), and Summary (surmmary). In addition, a Revisio
expose the optional property 1egacy version.

"properties": {
"date": {
1 oco
by
"legacy version": {

Il ooo

n MAY

"number": {
7 ooo

by

"summary": {
1) oco

}

The Datd of the revision (date) of value type string with format date-time states the date of the revision efitry,

Legacy version of the revision (Legacy version) of value type string with 1 or more characters contains‘the version string used in anjexisting

documerjt with the same content.

dcheme and CSAF documents with the same content. It is recommended, to use the!CSAF revision number to describe the
revision history for any new human-readable equivalent.

The Numper (number) has value type Version (version t).

The Sumpmary of the revision (summary) of value type string with 1 or more characters holds a single non-empty string representing a
descriptipn of the changes.

This SHOULD be used to aid in the mapping between existing (human-readable) dociments which might use a different vergion

|short

Each Reyision item which has a number of 0 or 0.y.z MUST be removedArom the document if the document status is final. Versiong of the

documerjt which are pre-release SHALL NOT have its own revisionitem. All changes MUST be tracked in the item for the next releas
version. Build metadata SHOULD NOT be included in the number, 6f any revision item.

3.2.1.12.71 Document Property - Tracking - Status

Documeft status (status) of value type string and enud defines the draft status of the document. The value MUST be one of the follo

drafft
fingl
intprim

P

ving:

The valug draft indicates, that this ista-pre-release, intended for issuing party's internal use only, or possibly used externally when thel party is

seeking feedback or indicating itslintentions regarding a specific issue.

The valug final indicates, that the’issuing party asserts the content is unlikely to change. “Final” status is an indication only, and doeq not

preclude Jupdates. This SHOULD be used if the issuing party expects no, slow or few changes.

is significanthigher than for other documents. Once the rate slows down it MUST be changed to £inal. This MAY be done
ion.

his is/extremely useful for downstream vendors to constantly inform the end users about ongoing investigation. It can be use

interim indicates, that the issuing party expects rapid updates. This SHOULD be used if the expected rate of release for this

na

3.2.1.12.8 Document Property - Tracking - Version
Version has the value type Version (version t).

3.2.2 Product Tree Property

Product Tree (product tree) has value type object with 1 or more properties is a container for all fully qualified product names that can be
referenced elsewhere in the document. The properties are Branches (branches), Full Product Names (full product names), Product Groups

(product groups), and Relationships (relationships).
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"product tree": {
I soo
"properties": {

"branches": {
7] oco

b

"full product names": {
/)

by

"product_groups": {

}
b

3.221P
List of br;
3.222P

List of ful
product

3.223P

List of pr

"o
/

|

}
I

The prod
optional

"pr]

|

}

I

"relationships": ({
/)

}

roduct Tree Property - Branches
hnches (branches) has the value type branches t.
roduct Tree Property - Full Product Names

product names (full product names) of value type array with 1 or more items of type £411 product name t contains a lis{of full
ames.

roduct Tree Property - Product Groups

bduct groups (product groups) of value type array with 1 or more items of value type object contains a list of product groups.
pbduct groups": {

fitems": {

/]

Lict group items are of value type object with thes2 mandatory properties Group ID (group id) and Product IDs (product id4) and the
Bummary (summary) property.

bperties": {
broup_id": {
77 ooo

product_ids": {

/]

pummary": {

) oo

The sumInary of the product group (summary) of value type string with 1 or more characters gives a short, optional description of the froup.

Examples 47:

Products supporting Modbus.

The

Group ID

x64 versions of the operating system.

(group_id) has value type Product Group ID (product group id t).

List of Product IDs (product ids) of value type array with 2 or more unique items of value type Product ID (product id t)lists the
product_ids of those products which known as one group in the document.

3.2.2.4 Product Tree Property - Relationships
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List of relationships (relationships) of value type array with 1 or more items contains a list of relationships.

"relationships": {
/..
"items": {
/]
}
}

The Relatlonshlp itemi is of value type Obj ect and has four mandatory propertles Relatlonshlp category (category) Full Product Name
(full prpaocTT 7 ale
Relationghip item estabhshes a link between two eX|st|ng full product name_t elements, allowing the document producerto define b
combinatfion of two products that form a new full product_name entry.

"prpperties": {
"kategory": {
7 coo

"[full product_name": {

1 soo

"product_ reference": {

/]

"elates_to product_reference": {
/] ...

The situation where a need for declaring a Relationship arises, is given when a product is e.g. vulnerable only when installed
tpgether with another, or to describe operating system components,

Relationghip category (category) of value type string and enum defines(the category of relationship for the referenced component. The valid
values arg:

defpult component of
extprnal component of
insfalled on
insfalled with
optlional component of

The valug default component of indicates thatthe entity labeled with one Product ID (e.g. CSAFPID-0001) is a default component df an
entity witlh another Product ID (e.g. CSAFRID-0002). These Product IDs SHOULD NOT be identical to provide minimal redundancy.

The valug external component of indieates that the entity labeled with one Product ID (e.g. CSAFPID-0001) is an external component of an
entity witlh another Product ID (e,g \CSAFPID-0002). These Product IDs SHOULD NOT be identical to provide minimal redundancy.

The valug installed on inditates that the entity labeled with one Product ID (e.g. CSAFPID-0001) is installed on a platform entity with another
Product IP (e.g. CSAFPID-0002). These Product IDs SHOULD NOT be identical to provide minimal redundancy.

=

The valug installed{with indicates that the entity labeled with one Product ID (e.g. CSAFPID-0001) is installed alongside an entity With

another Rroduct IB-(e.g. CSAFPID-0002). These Product IDs SHOULD NOT be identical to provide minimal redundancy.

The valug optiohdl component of indicates that the entity labeled with one Product ID (e.g. CSAFPID-0001) is an optional compongnt of an
entity with another Product ID (e.g. CSAFPID-0002). These Product IDs SHOULD NOT be identical to provide minimal redundancy.

Full Product Name (full product name) of value type Full Product Name Type (full product name t).

Product Reference (product reference) of value type Product ID (product id t)holds a Product ID that refers to the Full Product Name
element, which is referenced as the first element of the relationship.

Relates to Product Reference (relates to product reference) of value type Product ID (product id t)holds a Product ID that refers to the
Full Product Name element, which is referenced as the second element of the relationship.

Example 42:

"product tree": {
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11 product names": [
"product_id": "CSAFPID-908070601",

"name": "Cisco AnyConnect Secure Mobility Client 4.9.04053"

"product_id": "CSAFPID-908070602",
"name": "Microsoft Windows"

4
W

"product_reference": "CSAFPID-908070601",
"category": "installed on",
"relates_to product reference": "CSAFPID-908070602",
"full product_name": {
"product_id": "CSAFPID-908070603"
"name": "Cisco AnyConnect Secure Mobility Client 2.3.185 installed on Microsoft Windowsy

he product Cisco AnyConnect Secure Mobility Client 4.9.04053" (Product ID: csaFRI®<908070601) and the product
icrosoft Windows (Product ID: csarpIp-908070602) form together a new product withithe separate Product ID csarp1p-
08070603. The latter one can be used to refer to that combination in other parts of the, CSAF document. In example 34, it midg
e the case that cisco AnyConnect Secure Mobility Client 4.9.04053" is only'wvdinerable when installed on Microsoft
indows.

3.2.3 Vulnerabilities Property

Vulnerab

lities (vulnerabilities) of value type array with 1 or more objects,representing vulnerabilities and providing 1 or more pro

represenys a list of all relevant vulnerability information items.

vyl

n|

The Vulny
vulnerabi
Vulnerab
IDs (ids)

(release

"pr]

n|

lnerabilities": {

items": {

//

brability item of value type obiect with\{*\or' more properties is a container for the aggregation of all fields that are related to g
ity in the document. Any vulnerability MAY provide the optional properties Acknowledgments (acknowledgments), Common
lities and Exposures (CVE) (cve), Common Weakness Enumeration (CWE) (cwe), Discovery Date (discovery date), Flag
Involvements (involvements),Notes (notes), Product Status (product status), References (references), Release Date

| date), Remediations (refiediations), Scores (scores), Threats (threats), and Title (title).

pperties": {
bcknowledgmentg®ay{
//

bve: {

//

cwel Y {

}

/7

’

"discovery date": {

}

"

//
flags": {
//

involvements": {
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/]

’

"notes": {

}

/]

’

"product_ status": {

}

/]

’

"references": {

}

7] oo

n|

|

n|

n|

n|

}

3.231V

Vulnerab
acknowld

nadl
/|
I

3.2.3.2V

CVE (cv
g

holds the]

3.233V

CWE (c
Commor

"o

/|

Felease_date": {
77 oo

remediations": {

/]

kcores": {

/]

khreats": {
77 coo

kitle": {
7 coo

ulnerabilities Property - Acknowledgments

lity acknowledgments (acknowledgments) of value type Acknowledgments Type (acknowledgments t)contains a list of
dgment elements associated with this vulnerability item.

nowledgments": {

ulnerabilities Property - CVE

) of value type string with pattern (regular expression):

F-[0-91{4}-[0-91{4,}$

MITRE standard Common Vulperabilities and Exposures (CVE) tracking number for the vulnerability.
ulnerabilities Property ¢ CWE

L) of value type object with the 2 mandatory properties Weakness ID (id) and Weakness Name (name) holds the MITRE sta
Weakness Enumeration (CWE) for the weakness associated. For more information cf. [CWE].

N
bropeftigs": {

il T
Y ...

hdard

}
I

The Wea

I
"name": {

7] oco

kness ID (id) has value type string with pattern (regular expression):

~CWE-[1-9]\\d{0,5}$
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and holds the ID for the weakness associated.

Examples 43:

CWE-22
CWE-352
CWE-79

The Weakness name (name) has value type string with 1 or more characters and holds the full name of the weakness as given in the CWE
specification.

Exampld

Cr9
Imp}
Imp)

3.2.34V

Discover]
discover

3.2.3.5V

s 44:

bs-Site Request Forgery (CSRF)
roper Limitation of a Pathname to a Restricted Directory ('Path Traversal'
roper Neutralization of Input During Web Page Generation ('Cross-site Scripting')

ulnerabilities Property - Discovery Date

date (discovery date) of value type string with format date-time holds the date and time the vdlherability was originally
bd.

ulnerabilities Property - Flags

List of flags (£1ags) of value type array with 1 or more unique items (a set) of value type object Contains a list of machine readable flags.

werl
/

|

}
I

Every Flig
vulnerabi

Atleastd
product d

1

In additig
nor

n|

|

bgs": {

fitems": {

/).

g item of value type object with the mandatory property LabéNTabe1) contains product specific information in regard to this
ity as a single machine readable flag. For example, this could be a machine readable justification code why a product is not
ne of the optional elements Group IDs (group_ids) and-Rroduct IDs (product ids) MUST be present to state for which prod
roups this flag is applicable.

hese flags enable the receiving party to automate the selection of actions to take.

h, any Flag item MAY provide the three optional properties Date (date), Group IDs (group ids)and Product IDs (product i
pperties": {
Hate": {

7 oo

proup_ids": {

7] oo

label™: {
/).

produf¢t Mds": {

W&

affected.
Licts or

}

Date of the flag (date) of value type string with format date-time contains the date when assessment was done or the flag was assigned.

Group IDs (group_ids) are of value type Product Groups (product groups t)and contain a list of Product Groups the current flag item applies

to.

Label of the flag (1apel) of value type string and enum specifies the machine readable label. Valid enum values are:

component not_present

inline mitigations_already exist
vulnerable_ code_cannot_be_ controlled by adversary
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vulnerable code not_in execute path
vulnerable code not present

The given values reflect the VEX not affected justifications. See [VEX-Justification] for more details. The values MUST be used as follows:

e component not present: The software is not affected because the vulnerable componentis not in the product.
® vulnerable code not present: The product is not affected because the code underlying the winerability is not present in the product.

Unlike component not present, the component in question is present, but for whatever reason (e.g. compiler options) the
specific code causing the vulnerability is not present in the component.

® vulherable code cannot be controlled by adversary: The vulnerable componentis present, and the component contains the
vulperable code. However, vulnerable code is used in such a way that an attacker cannot mount any anticipated attack.

® vullherable code not in execute path: The affected code is not reachable through the execution of the code, includifig'non-
ant|cipated states of the product.

Components that are neither used nor executed by the product.

e inlline mitigations already exist:Built-ininline controls or mitigations prevent an adversary from leveraging the vulnerability.
Product IPs (product_ids) are of value type Products (products t)and contain a list of Products the current flag item applies to.
3.2.3.6 Vulnerabilities Property - IDs

List of IDp (ids) of value type array with one or more unique ID items of value type object represents’a list of unique labels or tracking IDs for
the vulnefability (if such information exists).

midst: {
V| /2

"Htems": {

Il oo

}

be

Every ID |tem of value type object with the two mandatory properties System Name (system name) and Text (text) contains a single finique
label or tfacking ID for the vulnerability.
"properties": {
"system name": {
77 aco
I
"text": {
I oo

}

System rlame (system name) of valuedype string with 1 or more characters indicates the name of the vulnerability tracking or numbeiing
system.

Exampld 45:

Cisfo Bug 1D
GitHub Igsud

Text (texf)efvalue type string with 1 or more characters is unique label or tracking ID for the vulnerability (if such information exists)

Example 46:

CSCs066472
oasis-tcs/csaf#210

General examples may include an identifier from a vulnerability tracking system that is available to customers, such as:

e aCisco bug ID,
o a GitHub Issue number,
¢ anID from a Bugzilla system, or
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¢ anID from a public vulnerability database such as the X-Force Database.

The ID MAY be a vendor-specific value but is not to be used to publish the CVE tracking numbers (MITRE standard Common
Vulnerabilities and Exposures), as these are specified inside the dedicated CVE element.

3.2.3.7 Vulnerabilities Property - Involvements

List of involvements (involvements) of value type array with 1 or more items of value type object contains a list of involvements.

"involvements": {
Il oo
"Htems": {
I oo

}
be

Every Invplvement item of value type object with the 2 mandatory properties Party (party), Status (status) and the 2 ‘optional propertles Date
of involvgment (date) and Summary (summary) is a container that allows the document producers to comment on the level of involvemgnt (or

engagenpent) of themselves (or third parties) in the vulnerability identification, scoping, and remediation process, It.¢an also be used fo convey
the disclgsure timeline. The ordered tuple of the values of party and date (if present) SHALL be unique within infolvements.

"properties": {
"date": {
7 ooo
by
"party": {
1) cco
by
"status": {
/o
by
"summary": {
M ooo
by
}

Date of ifivolvement (date) of value type string with format dae*time holds the date and time of the involvement entry.

Party catpgory (party) of value type string and enum defines the category of the involved party. Valid values are:

coofrdinator
disfoverer
other

usefr
venfdor

These v1ues follow the same dgfinitions as given for the publisher category (cf. section 3.2.1.8.1).

Party stajus (status) of valueltype string and enum defines contact status of the involved party. Valid values are:
completed

confact_atgempted

disputed|

in_prdggess

not] coptacted

open

Each status is mutually exclusive - only one status is valid for a particular vulnerability at a particular time. As the vulnerability ages, a party's
involvement could move from state to state. However, in many cases, a document producer may choose not to issue CSAF documents at
each state, or simply omit this element altogether. It is recommended, however, that vendors that issue CSAF documents indicating an open
or in-progress involvement SHOULD eventually expect to issue a document containing one of the statuses disputed or completed as the latest
one.

The two vulnerability involvement status states, contact attempted and not contacted are intended for use by document
producers other than vendors (such as research or coordinating entities).

The value completed indicates that the party asserts that investigation of the vulnerability is complete. No additional information, fixes, or

© ISO/IEC 2025 - All rights reserved
40


https://iecnorm.com/api/?name=ee6d1d318336c3c7eeeb66b47b7a0627

ISO/IEC 20153:2025(en)

documentation from the party about the vulnerability should be expected to be released.

The value contact attempted indicates that the document producer attempted to contact the party.

The value disputed indicates that the party disputes the vulnerability report inits entirety. This status SHOULD be used when the party
believes that a vulnerability report regarding a product is completely inaccurate (that there is no real underlying security winerability) or that the

technical

issue being reported has no security implications.

The value in_progress indicates that some hotfixes, permanent fixes, mitigations, workarounds, or patches may have been made available by
the party, but more information or fixes may be released in the future. The use of this status by a vendor indicates that future information from
the vendor about the vulnerability is to be expected.

The valug not_contacted indicates that the document producer has not attempted to make contact with the party.

The valug open is the default status. It doesn’t indicate anything about the vulnerability remediation effort other than the fact that the pa

ty has

acknowlddged awareness of the vulnerability report. The use of this status by a vendor indicates that future updates from the vendor apout the

vulnerability are to be expected.

Summary
3.23.8 V]

Vulnerab
"no|

/

by

3.239V

Product

the statug of the referenced product related to the current vulnerability. The eighitidefined properties are First affected (first affecte

fixed (£i
(last_af]

"o
/

n|

of involvement (summary) of value type string with 1 or more characters contains additional context regarding what is going
ulnerabilities Property - Notes

lity notes (notes) of value type Notes Type (notes_t) holds notes associated with this vulnerabilityitem.

fes™: {

ulnerabilities Property - Product Status

tatus (product status) of value type object with 1 or more properties €ontains different lists of product_ids which provide d

st_fixed), Fixed (fixed), Known affected (known affected), Knewnyot affected (known not affected), Last affected
Fected), Recommended (recommended), and Under investigation (uhder investigation)are all of value type Products (prod

pbduct_status": {

properties": {

"first affected": {
I oo

I

"first fixed": {
77 ooo

I

"fixed": {
/)

by

"known_affected": f
7 oo

I

"known_not_&ffefted": {
/).

by

"lasf affected": {
It

I

etails on
H), First

cts_t).

}
e

Tecommended : 1

77 ooo

I

"under investigation": {
77 ca

}

First affected (first affected) of value type Products (products_t) represents that these are the first versions of the releases known to be
affected by the vulnerability.
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Firstfixed (first fixed) of value type Products (products t) represents that these versions contain the first fix for the vulnerability but may not
be the recommended fixed versions.

Fixed (£ixed) of value type Products (products_t) represents that these versions contain a fix for the vulnerability but may not be the
recommended fixed versions.

Known affected (known affected) of value type Products (products_t) represents that these versions are known to be affected by the

vulnerabi

lity. Actions are recommended to remediate or address this vulnerability.

This could include for instance learning more about the vulnerability and context, and/or making a risk-based decision to patch
or apply defense-in-depth measures. See /vulnerabilities[]/remediations, /vulnerabilities[]/notes and

Known n

[Fulnerabilities[]/threats for more details.

the vulnefability. No remediation is required regarding this vulnerability.

1
g

Last affe
affected

Recomm
vendor-rg

Under in
or are no|

3.2.3.10

Vulnerab
item.

.|
/|
e

3.23.1

Release
the wild.

3.2.3.12

List of re

"rgl

/

n|

}
I

xist, or other factors. See /vulnerabilities[]/threats in category impact for more details.

ted (1ast_affected) of value type Products (products t) represents that these are the last versions inja-release train know
by the vulnerability. Subsequently released versions would contain a fix for the vulnerability.

commended versions for fixing the vulnerability.

estigation (under investigation) of value type Products (products_t) represents thatit is not known yet whether these ver:

Mulnerabilities Property - References

lity references (references) of value type References Type (referenceg”N0lds a list of references associated with this vu|

fferences": {

Mulnerabilities Property - Release Date

Mulnerabilities Property - Remediatiofis
nediations (remediations) of valuetype array with 1 or more Remediation items of value type object contains a list of remg
ediations": {

items": {

/]

Every R

MUST b

mediatiofritem of value type object with the 2 mandatory properties Category (category) and Details (details) specifies d

pfesent to state for which products or product groups this remediation is applicable.

how to hqndle (and presumabily, fix) a vulnerability. At least one of the optional elements Group IDs (group ids)and Product IDs (pro

his could for instance be because the code referenced in the winerability is not present, not exposed, compensating controls

t affected (known not affected) of value type Products (products_t) represents that these versions are known not to be.affected by

to be

ended (recommended) of value type Products (products_t) represents that these versions haye g fix for the vulnerability and gre the

ions are

affected by the vulnerability. However, it is still under investigation - the result will be provided in a later release of the docunpent.

nerability

Hate (release date)with value type string of format date-time holds the date and time the vulnerability was originally releaged into

diations.

btails on
uct ids)

In addition, any Remediation MAY expose the six optional properties Date (date), Entitements (entitlements), Group IDs (group ids),
Product IDs (product_ids), Restart required (restart_required), and URL (url).

"properties": {

"category": {
1 ooo
I
"date": {
77 oco
I
"details": {
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I oo

I

"entitlements": {
77 ooo

I

"group_ids": {
/)

I

"product_ids": {
7 oo

!

"restart_required": {
/]

by

"url": {

/]
}

3.2.3.12.1 Vulnerabilities Property - Remediations - Category

Category of the remediation (category) of value type string and enum specifies the category which this répiediation belongs to. Valid values
are:

mitiigation
no_|fix planned
none available
venfor_ fix
workaround
The valug workaround indicates that the remediation contains information abaut'a configuration or specific deployment scenario that ¢ganbe
used to Jvoid exposure to the vulnerability. There MAY be none, one, or more.workarounds available. This is typically the “first line of defense”
against d new wulnerability before a mitigation or vendor fix has been issued or even discovered.

The valug mitigation indicates that the remediation contains information about a configuration or deployment scenario that helps to feduce
the risk of the vulnerability but that does not resolve the vulnerabilityron the affected product. Mitigations MAY include using devices orLaccess
controls ¢xternal to the affected product. Mitigations MAY orMAYY NOT be issued by the original author of the affected product, and they MAY
or MAY NOT be officially sanctioned by the document producer.

The valug vendor fix indicates that the remediation contains information about an official fix that is issued by the original author of th¢
affected product. Unless otherwise noted, it is assumed that this fix fully resolves the vulnerability. This value contradicts with the catedories
none_avdilable and no fix planned for the same-product. Therefore, such a combination can't be used in the list of remediations.

The valug none available indicates that therés currently no fix or other remediation available. The text in field details SHOULD corjtain
details alpout why there is no fix or othefreniediation. The values none available and vendor fix are mutually exclusive per product,

Anissuing party might choose to use this category to announce that a fix is currently developed. It is recommended that this a|so
includes a date when alcustomer can expect the fix to be ready and distributed.

The valug no fix planngd indicates that there is no fix for the vulnerability and it is not planned to provide one at any time. This is oftgn the
case whgn a product has¢been orphaned, declared end-of-life, or otherwise deprecated. The text in field details SHOULD contain dgtails
about whiy there willbe no fixissued. The values no fix planned and vendor fix are mutually exclusive per product.

3.2.3.12.4 Vulnérabitities Property - Remediations - Date

Date of t|1e remiediation (date) of value type string with format date-time contains the date from which the remediation is available.

3.2.3.12.3 Vulnerabilities Property - Remediations - Details

Details of the remediation (details) of value type string with 1 or more characters contains a thorough human-readable discussion of the
remediation.

3.2.3.12.4 Vulnerabilities Property - Remediations - Entitlements

List of entitlements (entitlements) of value type array with 1 or more items of type Entitlement of the remediation as string with 1 or more
characters contains a list of entitlements.

"entitlements": {
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Il cooo
"items": {
I oo
}
b,

Every Entitement of the remediation contains any possible vendor-defined constraints for obtaining fixed software or hardware that fully
resolves the vulnerability.

3.2.3.12.5 Vulnerabilities Property - Remediations - Group IDs

Group IDp (group_ids) are of value type Product Groups (product groups t)and contain a list of Product Groups the current remediation
item applies to.

3.2.3.12.¢4 Vulnerabilities Property - Remediations - Product IDs
Product IDs (product_ids) are of value type Products (products t)and contain a list of Products the current remediation.item applie$ to.

3.2.3.12.7 Vulnerabilities Property - Remediations - Restart Required

Restart r¢quired by remediation (restart required) of value type object with the 1 mandatory property Category (category) and theJoptional

property Petails (details) provides information on category of restart is required by this remediation to became effective.

"lcestart_required": {
I oo
"properties": {
"category": {
/o
}
"details": {
7 oco

Category of restart (category) of value type string and enum specifies what category of restart is required by this remediation to bec¢me
effective |Valid values are:

conhected
depkndencies

machine

nonf

parpent

serfrice

sysfem

vulperable component

zong

The valugs MUST be used as\follows:

e norfe: No restart.required.

e vulherable eomponent: Only the vulnerable component (as given by the elements of product ids or group ids in the current
renjediationitem) needs to be restarted.

e seifvigé: The wulnerable component and the background service used by the vulnerable component need to be restarted.

o padent:\Fhe vulnerable component and its parent process need to be restarted. This could be the case if the parent process hap no
buifd= = extT f = =

way o restd e va doIE COIMPOTETNt Or proce vaie O oy giverr a O € pd pTOCE

® dependencies: The wulnerable component and all components which require the vulnerable component to work need to be restarted. This

could be the case e.g. for a core service of a software.

e connected: The wulnerable component and all components connected (via network or any type of inter-process communication) to the
vulnerable component need to be restarted.

® nmachine: The machine on which the vulnerable component is installed on needs to be restarted. This is the value which SHOULD be
used if an OS needs to be restarted. It is typically the case for OS upgrades.

e zone: The security zone in which the machine resides on which the winerable component is installed needs to be restarted. This value
might be useful for a remediation if no patch is available. If the malware can be wiped out by restarting the infected machines but the
infection spreads fast the controlled shutdown of all machines at the same time and restart afterwards can leave one with a clean
system.
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e system: The whole system which the machine resides on which the vulnerable component is installed needs to be restarted. This MAY
include multiple security zones. This could be the case for a major system upgrade in an ICS system or a protocol change.

Additional restart information (details) of value type string with 1 or more characters provides additional information for the restart. This can
include details on procedures, scope or impact.

3.2.3.12.8 Vulnerabilities Property - Remediations - URL
URL (ur1) of value type string with format uri contains the URL where to obtain the remediation.

3.2.3.13 Vulnerabilities Property - Scores

List of scpres (scores) of value type array with 1 or more items of type score holds a list of score objects for the current vulnerability-

"scpres": {
W o...
"Htems": {
7 oo
}
by

Value tyge of every such Score item is object with the mandatory property products and the optional properties cvss vz and cvss v
specifieq information about (at least one) score of the vulnerability and for which products the given value dpplies. Each Score item hgs at
least 2 pfoperties.

"properties": {

"cvss_v2": {
1) oco

by

"cvss_v3": {
"oneOf": [

A oo

]

}

"products": {
7 ooo

}

The propprty CVSS V2 (cvss_v2) holding a CVSS v2.0\walue abiding by the schema at https://www first.org/cvss/cvss-v2.0.json.

The property CVSS V3 (cvss_v3) holding a CV.SS,v8.x value abiding by one of the schemas at https://www first.org/cvss/cvss-v3.0.json or
https://wwpw first.org/cvss/cvss-v3.1 json.

Product IDs (products) of value type preducts_t with 1 or more items indicates for which products the given scores apply. A score olpject
SHOULL reflect the associated produet's'status (for example, a fixed product no longer contains a vulnerability and should have a C\|SS
score of P, or simply no score listed; the known affected versions of that product can list the vulnerability score as itapplies to them).

3.2.3.14 Vulnerabilities Praperrty - Threats

List of thieats (threats)ofvalue type array with 1 or more items of value type object contains information about a vulnerability that can
change With time.

"thireats{':
VARG
"Htagps": {
I coo
}
be

Every Threat item of value type object with the two mandatory properties Category (category) and Details (details) contains the vulnerability
kinetic information. This information can change as the vulnerability ages and new information becomes available. In addition, any Threat item
MAY expose the three optional properties Date (date), Group IDs (group ids), and Product IDs (product ids).

"properties": {
"category": {
77 ooo
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"date": {

}

/]

’

"details": {

}

77 oo

’

"group_ids": {

}

}

Category

are:

explloit_status
imppct
tarpet_set

The valug exploit status indicates that the details field contains a description of the degree to whi¢h an exploit for the vulnerability]
known. This knowledge can range from information privately held among a very small group to_ an-ssue that has been described to th
at a majdr conference or is being widely exploited globally. For consistency and simplicity, this seCtion can be a mirror image of the
"Exploitapility" metric. However, it can also contain a more contextual status, such as "Weaponized" or "Functioning Code".

The valug impact indicates that the details field contains an assessment of the impaction the user or the target set if the vulnerability,
successflilly exploited or a description why it cannot be exploited. If applicable, foreonsistency and simplicity, this section can be a te|
summarny| of the three CVSS impact metrics. These metrics measure how a vulnerability detracts from the three core security properti

informati

The valug target set indicates that the details field contains a description of the currently known victim population in whatever term

appropri
Date of t

Details of the threat (details) of value type string with 1 ar'mere characters represents a thorough human-readable discussion of th

Group IDp (group_ids) are of value type Product Groups+(product groups_t)and contain a list of Product Groups the current threat it
applies tp.

Product IDs (product_ids) are of value type Praducts (products_t)and contain a list of Products the current threat item applies to.

3.2.3.15 Mulnerabilities Property - Title
Title (titfie) has value type stringWith+1 or more characters and gives the document producer the ability to apply a canonical name
the vulnefability.

"oroduct ideme {

/).

’

/]

bn system: Confidentiality, Integrity, and Availability.

te. Such terms MAY include: operating system platform, types.0f products, user segments, and geographic distribution.

of the threat (category) of value type string and enum categorizes the threat according to the rules of the specifigation. Valifl values

is
public
VSS

is
ktual
bs of an

are

e threat (date) of value type string with format date-tite contains the date when the assessment was done or the threat appeared.

b threat.

Em

r title to
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4 Profiles

CSAF documents do not have many required fields as they can be used for different purposes. To ensure a common understanding of which
fields are required in a given use case the standard defines profiles. Each subsection describes such a profile by describing necessary
content for that specific use case and providing insights into its purpose. The value of /document /category is used to identify a CSAF
document's profile. The following rules apply:

1. Each CSAF document MUST conform the CSAF Base profile.
2. Each profile extends the base profile "CSAF Base" - directly or indirect through another profle from the standard by making addltlonal

3. Any optional field from the standard can also be added to a CSAF document which conforms with a profile without breaking
corfformance with the profile. One and only exempt is when the profile requires not to have a certain set of fields.
4. Values of /document/category starting with csat_are reserved for existing, upcoming and future profiles defined in the . CSAF gtandard.

5. Values of /document/category that do not match any of the values defined in section 4 of this standard SHALL be validated agginst the
"C$AF Base" profile.

6. Logal or private profiles MAY exist and tools MAY choose to support them.
7. Ifap official profile and a private profile exists, tools MUST validate against the official one from the standard.

4.1 Prdfile 1: CSAF Base

This protll_e defines the default required fields for any CSAF document. Therefore, it is a "catch all"ifor/lCSAF documents that do not shtisfy any
other profile. Furthermore, it is the foundation all other profiles are build on.

A CSAF document SHALL fulfill the following requirements to satisfy the profile "CSAF Base

e Thg following elements MUST exist and be valid:

P /document/category

P /document/csaf_version

P /document/publisher/category

P /document/publisher/name

P /document/publisher/namespace

P /document/title

P /document/tracking/current_release date

P /document/tracking/id

P /document/tracking/initial_release_date

P /document/tracking/revision history[TWJate

P /document/tracking/revision histor¥[9/number
P /document/tracking/revision hiS{e¥y[]/summary
P /document/tracking/status

P /document/tracking/version

e Thq value of /document/categosy-SHALL NOT be equal to any value that is intended to only be used by another profile nor to th
insgnsitive) name of any other profile from the standard. This does not differentiate between underscore, dash or whitespace. T
exdlicitly select the use ofithis profile the value csaf base SHOULD be used.

(case

A=Al

Neither CSAF segurity Advisory NOr csaf security advisory are valid values for /document/category.

Anissuirlg party might choose to set /document /publisher/name in front of a value that is intended to only be used by another profile fo state
that the §SAF doeument does not use the profile associated with this value. In this case, the (case insensitive) string "CSAF" MUST pe
removed|from the yalue. This SHOULD be done if the issuing party is unable or unwilling to use the value csat base, e.g. due to legalfor
identty reasons.

Oth values Example Company Security Advisory and Example Company security advisory IN /document/category US€ the
profile "CSAF Base". This is important to prepare forward compatibility as later versions of CSAF might add new profiles.
Therefore, the values which can be used for the profile "CSAF Base" might change.

4.2 Profile 2: Security incident response

This profile SHOULD be used to provide a response to a security breach or incident. This MAY also be used to convey information about an
incident that is unrelated to the issuing party's own products or infrastructure.

Example Company might use a CSAF document satisfying this profile to respond to a security incident at ACME Inc. and the
implications on its own products and infrastructure.
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A CSAF document SHALL fulfill the following requirements to satisfy the profile "Security incident response™:

e The following elements MUST exist and be valid:
o all elements required by the profile "CSAF Base".
o /document/notes With at least one item which has a category of description, details, general O summary

Reasoning: Without at least one note item which contains information about response to the event referred to this
doesn't provide any useful information.

o /document/references With at least one item which has a category of external

The intended use for this field is to refer to one or more documents or websites which provides more details aboyt
the incident.

e Thq value of /document/category SHALL be csaf security incident response.
4.3 Prdfile 3: Informational Advisory
This proffle SHOULD be used to provide information which are not related to a vulnerability but e.g. a misconfiguration.
A CSAF [document SHALL fulfill the following requirements to satisfy the profile "Informational Advisory":

e Thg following elements MUST exist and be valid:
b all elements required by the profile "CSAF Base".
b /document/notes With at least one item which has a category of description, detallsy general Of summary

Reasoning: Without at least one note item which contains information about the "issue" which is the topic of the
advisory it is useless.

b /document /references With at least one item which has a category of-extgrnal

The intended use for this field is to refer to one or more decuments or websites which provide more details aboutjthe
issue or its remediation (if possible). This could be a hardening guide, a manual, best practices or any other helpful
information.

e The value of /document/category SHALL be csaf_informati§ial advisory.
e Thq element /vulnerabilities SHALL NOT exist. If there isiany information that would reside in the element /vulnerabilitie} the
CSAF document SHOULD use another profile, e.g. "Security Advisory".

If the elethent /product tree exists, a user MUST assume that all products mentioned are affected.

4.4 Prdfile 4: Security Advisory

This proffle SHOULD be used to provide infgfmation which is related to vulnerabilities and corresponding remediations.
A CSAF document SHALL fulfill the follewing requirements to satisfy the profile "Security Advisory":

e Thg following elements MUST exist and be valid:

b all elements required bythe profile "CSAF Base".

b /product_tree Which lists all products referenced later on in the CSAF document regardless of their state.
P /vulnerabilities which lists all vulnerabilities.

b /vulneraBitities[]/notes
S Ptovides details about the vulnerability.

P «/®uknerabilities[]/product_status

Lists each product's status in regard to the vulnerability.
e The value of /document/category SHALL be csaf security advisory.
4.5 Profile 5: VEX

This profile SHOULD be used to provide information of the "Vulnerability Exploitability eXchange". The main purpose of the VEX format is to
state that and why a certain product is, or is not, affected by a vulnerability. See [VEX] for details.

A CSAF document SHALL fulfill the following requirements to satisfy the profile "VEX":

e The following elements MUST exist and be valid:
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all elements required by the profile "CSAF Base".
/product_tree Which lists all products referenced later on in the CSAF document regardless of their state.
/vulnerabilities which lists all vulnerabilities.
at least one of

® /vulnerabilities[]/product_ status/fixed
® /vulnerabilities[]/product_status/known_ affected

® /vulnerabilities[]/product_status/known_not_affected

[]
[]
[]
® /vulnerabilities[]
at least one of

/product_status/under investigation

e Thg

b

eachitemin

® /vulnerabilities|[]/cve
® /vulnerabilities[]/ids

/vulnerabilities[]/notes

Provides details about the vulnerability.

/vulnerabilities[]/product status/known not affectedanimpact statement SHALL exist as machine readable flagfin
/vulnerabilities[]/flags or as human readable justificationin /vulnerabilities[]/threats. For the latter one, the cafegory
value for such a statement MUST be impact and the details field SHALL contain a a description why the vulnerability carpnot be
exploited.

/vulnerabilities[]/product status/known affected additional product specific information SHALL be provided in
/vulnerabilities[]/remediations as an action statement. Optional, additional information MAY also be provide through
/vulnerabilities[]/notes and /vulnerabilities[]/threats.

The use of the categories no fix planned and none available for an@etion statementis permitted.

Even though Product status lists Product IDs, Product Group IDs can bewsed in the remediations and threats object.
However, it MUST be ensured that for each Product ID the requiredrinfarmation according to its product status as statedl in
the two points above is available. This implies that all products with the status known not affected MUST have an impgct
statement and all products with the status known affected MUSTRhave additional product specific information regardles
of whether that is referenced through the Product ID or a Produet Group ID.

value of /document/category SHALL be csaf vex.
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5 Additional Conventions

This section provides additional rules for handling CSAF documents.

5.1 Filename

The fol

lowing rules MUST be applied to determine the filename for the CSAF document:

1. The value /document/tracking/id is converted into lower case.
2. Any character sequence which is not part of one of the following groups MUST be replaced by a single underscore ():

b Lower case ASCllletters (0x61 - 0x7A)
b digits (0x30 - 0x39)
b special characters: + (0x2B), - (0x2D)

The regex [~+\-a-z0-9]+ can be used to find a character sequence which has to be replaced by an underseore. Howe
it SHALL NOT be applied before completing the first step.

Even though the underscore  (0x5F) is a valid character in the filename it is replaced to avoid sittiations where the
conversion rule might lead to multiple consecutive underscores. As a result, a /document/traeking/id with the value
2022_#01-Aais converted into 2022_01-a instead of 2022 01-a.

3. Thq file extension .json MUST be appended.

Examplgs 47:

cis

cofsa-20190513-secureboot.json

exampfle company - 2019-yh3234.json

rhb

a-p019_0024.json

ifis currently considered best practice to indicate that a CSAF document is invalid by inserting invalid into the filename in
ffont of the file extension.

Examplds 48:

cis

cofFsa-20190513-secureboot_invalid.json

exampfle_company - 2019-yh3234 invalid.json

rhb

a-p019 0024 invalid.json

5.2 Separation in Data Stream

If multipld CSAF documents are transported yvia.a.data stream ina sequence without requests inbetween, they MUST be separated H
Record Jeparator in accordance with [RFC7464].

The ke

5.3 S::Iting

within a CSAF document'SHOULD be sorted alphabetically.

yer,

y the
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6 Tests

The following three subsections list a number of tests which all will have a short description and an excerpt of an example which fails the test.
6.1 Mandatory Tests

Mandatory tests MUST NOT fail at a valid CSAF document. A program MUST handle a test failure as an error.

6.1.1 Missing Definition of Product ID

an elemgnt within the product_tree it MUST be tested that the Full Product Name element with the matching product id exists.-ThHe)$ame

For eac%element Of typ€ /Sdefs/product_id_t WHICh IS not inside a Full Product Name (type: full product name t)and therefore rfeference
r all items of elements of type /sdefs/products_t.

applies f

The relevlant paths for this test are:

/prodhct tree/product groups[]/product ids|[]
/prodlict_tree/relationships[]/product reference Q
/prodlict_tree/relationships[]/relates_to product_reference (1/
/vulnkrabilities[]/product_status/first_affected[] C)
/vulnkrabilities[]/product_status/first_fixed[] @
/vulnkrabilities[]/product_status/fixed[] \\
/vulnkrabilities[]/product_status/known_affected[]

/vulnkrabilities[]/product status/known not affected[] %
/vulnkrabilities[]/product_status/last_affected[] s\\
/vulnkrabilities[]/product status/recommended[] o

/vulnerabilities[]/product_status/under investigation([] Q
/vulnerabilities[]/remediations[]/product ids[] Q
/vulnprabilities[]/scores[]/products(] Q
/vulnprabilities[]/threats[]/product ids[]

P - N

Exampld 49 which fails the test:

N\
"prodhct_ tree": { \

N
"prpduct groups": [ $
%

{ .
"group id": "CSAFGID-1020300", A\

"product_ids": [ O
"CSAFPID-9080700", L\
"CSAFPID-9080701" C\)b
| o
] .
R

’ QD

Neither csaFpID-9080700 NOFCSAFPID-9080701 were defined in the product_tree.
6.1.2 MJltiple Definition,okRroduct ID

For eachiProduct ID ftype./sdefs/product id t)in Full Product Name elements (type: /$defs/full product name t)it MUST be tested that
the prodjct id was\netalready defined within the same document.

The releviant pathsifor this test are:

\v
O - el ek ENo ik
/pro = = *

= >
/product_tree/full product_names[]/product_id
/product_tree/relationships[]/full product_name/product id

Example 50 which fails the test:

"product_tree": {
"full product names": [
{
"product_ id": "CSAFPID-9080700",
"name": "Product A"

t
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"product_id": "CSAFPID-9080700",
"name": "Product B"

CSAFPID-9080700 was defined twice.

6.1.3 Circular Definition of Product ID

For eachinew defined Product ID (type /$defs/product id t)initems of relationships (/product tree/relationships)it MUSThbe

that the pfroduct id does not end up in a circle.

The relevlant path for this test is:

/prodlict_tree/relationships[]/full product name/product id

necessary to run the full check following the references.

Exampld 51 which fails the test:

"prodhct tree": {

"fulll product_names": [
{
"product_id": "CSAFPID-9080700",

"name": "Product A"
}
1,
"reflationships™: [
{
"category": "installed on",

"full product_name": {
"name": "Product B",
"product_id": "CSAFPID-9080701"
b
"product_reference": "CSAFPID-9080700.,
"relates to product reference": "CSAFPW-9080701"

dsarp1D-9080701 refers to itselfi-\this is a circular definition.

6.1.4 Mi$sing Definition of Product Group ID

For eachlelement of type /$d&%s/product group id t whichis notinside a Product Group (/product tree/product groups[])and
referencg an element within the product_tree it MUST be tested that the Product Group element with the matching group id exists. T

applies Ir all items of elements of type /$defs/product groups t.
The relevlant paths'for this test are:

/vulnerabidities[]/remediations[]/group ids

As this can be quite complex a program for large CSAF documents, a program could check first whethiér'a-Product ID define|
g relationship item is used as product_reference Or relates to product reference. Only for those which fulfill this conditio|
i

ested

H in
hit

herefore
he same

/vulnErapITITT [J/Ccnreacs[]/group_1a

Example 52 which fails the test:

"product tree": {
"full product names": [
{
"product_id": "CSAFPID-9080700",
"name": "Product A"
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"vulnerabilities": [
{
"threats": [
{
"category": "exploit_status",
"details": "Reliable exploits integrated in Metasploit.",

"group_ids": [
"CSAFGID-1020301"

dsarGIp-1020301 was not defined in the Product Tree.
6.1.5 M{itiple Definition of Product Group ID

For eachiProduct Group ID (type /$defs/product group id t)Product Group elements (/product tree/prodicttgroups[])it MUS|T be
tested thait the group id was not already defined within the same document.

The releviant path for this test is:
/prpduct_tree/product_groups[]/group_id
Exampld 53 which fails the test:

"prodhct_tree": {

"fulll product names": [
{
"product_id": "CSAFPID-9080700",
"name": "Product A"

"product_id": "CSAFPID-9080701",
"name": "Product B"

"product_id": "CSAFPID-9080702",
"name": "Product C"

"prpduct_groups": [

"group_id": "CSAFGID-10@Q300",

"product_ids": [
"CSAFPID-9080700f",
"CSAFPID-90807%Q1"

"groupeddy: "CSAFGID-1020300",

"profuctYids": [
"'@SAFPID-9080700",
\®SAFPID-9080702"

CSAFGID-1020300 was defined twice.
6.1.6 Contradicting Product Status

Foreachitemin /vulnerabilities it MUST be tested that the same Product ID is not member of contradicting product status groups. The
sets formed by the contradicting groups within one vulnerability item MUST be pairwise disjoint.
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Contradiction groups are:

e Affected:

/vulnerabilities[]/product_status/first_affected[]
/vulnerabilities[]/product status/known affected[]
/vulnerabilities[]/product_status/last_affected[]

e Not affected:
VA vansicascioammumisica mpgeageotsioigycyur- tnsicy s stiof sy iolupy-amacioiu=ion )
o Fixpd:
/vhlnerabilities[]/product status/first fixed[]
/vhlnerabilities[]/product_status/fixed[]
e Ungler investigation:
/vjilnerabilities[]/product status/under investigation[]
Note: An issuer might recommend (/vulnerabilities[]/product status/recommended) @ product version from any group -
dlso from the affected group, i.e. if it was discovered that fixed versions introduce a more severe vulnerability.
Exampld 54 which fails the test:
"prodhct_ tree": {

we
{

]
be
"vuln|

{

|

q

6.1.7 MJitiple Sconés'With same Version per Product

For each

L1 product names": [

"product_id": "CSAFPID-9080700",
"name": "Product A"

brabilities": [

pbroduct_status": {

"known_affected": [
"CSAFPID-9080700"

1,

"known not_ affected": [
"CSAFPID-9080700"

SAFPID-9080700.J8:@smember of the two contradicting groups "Affected" and "Not affected".

item i/ yulnerabilities it MUST be tested that the same Product ID is not member of more than one CVSS-Vectors with

same velsion.,

The rele\L 't pat: rforthistestts:

/vu

lnerabilities[]/scores][]

Example 55 which fails the test:

"prod
"fu

{

uct tree": {
11 product names": [

"product_id": "CSAFPID-9080700",
"name": "Product A"
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"vulnerabilities": [

{

"scores": [

{
"products": [
"CSAFPID-9080700"
1,
"cvss v3": {

Drmaractlamlio 02 90

1

"vectorString": "CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H",
"baseScore": 10,
"baseSeverity": "CRITICAL"
}
by
{
"products": [
"CSAFPID-9080700"
1,
"cvss_v3": {
"version": "3.1",
"vectorString": "CVSS:3.1/AV:L/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H"
"baseScore": 6.5,
"baseSeverity": "MEDIUM"

wo CVSS v3.1 scores are given for csarp1D-9080700.

6.1.8 Ingalid CVSS

It MUST

e tested that the given CVSS object is valid according teithe referenced schema.

The releviant paths for this test are:

/vulnf
/vuln|

Examplg

/

Prabilities[]/scores[]/cvss_v2
prabilities[]/scores[]/cvss v3

56 which fails the test:

| v3": {

rsion": "3.1",

btorString": "CvSS:g.1/&V:L/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H",
feScore": 6.5

he required\element baseseverity is missing.

tool MAY'add one or more of the missing properties version, baseScore and baseseverity based on the values given in
ec€orString as quick fix.

6.1.9 Inv

alid CVSS computation

It MUST be tested that the given CVSS object has the values computed correctly according to the definition.

The vectorstring SHOULD take precedence.

The relevant paths for this test are:

/vuln
/vuln
/vuln
/vuln

erabilities[]/scores[]/cvss_v2/baseScore
/scores[]/cvss_v2/temporalScore

/scores[]/cvss_v2/environmentalScore

erabilities]|
erabilities|

[
[
[
[

erabilities[]/scores[]/cvss_v3/baseScore
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/vulnerabilities[]/scores[]/cvss_v3/baseSeverity
/vulnerabilities[]/scores[]/cvss_v3/temporalScore

] [

] [
/vulnerabilities[]/scores[]/cvss_v3/temporalSeverity
/vulnerabilities[]/scores[]/cvss_v3/environmentalScore
] [

/vulnerabilities[]/scores[]/cvss_v3/environmentalSeverity

Example 57 which fails the test:

"cvss v3": {
"version": "3.1",
"vefTOrStrINg : "CVSS: 3.1 TL/AC L/ PRH/ULR/S U/C H/ L H/AH™,

"bageScore": 10.0,
"bakeSeverity": "LOW"

Neither basescore nor baseseverity has the correct value according to the specification.
A tool MAY set the correct values as computed according to the specification as quick fix.
6.1.10 Irjconsistent CVSS

It MUST e tested that the given CVSS properties do not contradict the CVSS vector.

The releviant paths for this test are:

/vulnkrabilities[]/scores[]/cvss_v2
/vulnerabilities[]/scores[]/cvss _v3

Exampld 58 which fails the test:

"cvss| v3": {
"vefrsion": "3.1",
"vektorString": "CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:K/B:H",
"bakeScore": 9.8,
"bafeSeverity": "CRITICAL",
"atfkackVector": "LOCAL",
"atfackComplexity": "LOW",
"prjivilegesRequired": "NONE",
"usprInteraction": "NONE",
"scppe": "CHANGED",
"cohfidentialityImpact": "HIGH",
"infkegrityImpact": "HIGH",
"avpilabilityImpact": "LOW"

The values in CVSS vector differs from values of the properties attackvector, scope and availabilityTmpact.
A tool MAY overwritécontradicting values according to the vectorstring as quick fix.
6.1.11 QWE

It MUST be tested-that given CWE exists and is valid.

The rele\rnt path-for this test is:

/vulnerabilities[]/cwe

Example 59 which fails the test:

"cwe": {
"id": "CWE-79",
"name": "Improper Input Validation"

The cue-79 exists. However, its name is Improper Neutralization of Input During Web Page Generation ('Cross-site
Scripting').
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For each element of type /$defs/language t it MUST be tested that the language code is valid and exists.

The relevant paths for this test are:

/document/lang
/document/source_lang

Example 60 which fails the test:

ISO/IEC 20153:2025(en)

"langf': "Ez"

i

Hz is not a valid language. It is the subtag

6.1.13 PURL

It MUST

e tested that given PURL is valid.

The releviant paths for this test are:

/prod
/prod|
/prod

Exampld 61 which fails the test:

"prodhct_tree": {

nE

L1 product names": [

{

"name": "Product A",

"product_id": "CSAFPID-9080700",

"product_identification helper":
"purl": "pkg:maven/@1l.3.4"

}

Any valid purl has a name component:

6.1.14 Sprted Revision History

It MUST

The releviant path for this testis:

/dofument/trackfggrsrevision history

Exampld 62 which-fails the test:

"revipiow bistory": [

{

for the region "Eurozone".

or any deprecated subtag, a tool MAY replace it with its preferred value as a quick fix.

lict_tree/branches[] (/branches[]) */product/product_identification_helper/puysri
lict_tree/full product names[]/product_identification_helper/purl
lict_tree/relationships[]/full_product name/product identification helpe®/purl

{

e tested that the value ofnuier of items of the revision history are sorted ascending when the items are sorted ascending

Dy date.

"date": "2021-07-22T10:00:00.0002",
"number”: "2",

"summary": "Second version."

"date": "2021-07-23T10:00:00.0002",
"number”: "1",

"summary": "Initial version."
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The first item has a higher version number than the second.
6.1.15 Translator
It MUST be tested that /document/source lang is present and set if the value translator is used for /document/publisher/category.

The relevant path for this test is:

/document/source_lang

Example 83 uhich fails the fest:
"docufnent": {

/) --

"puplisher": ({
"kategory": "translator"
"hame": "CSAF TC Translator"
"hamespace": "https://csaf.io/translator"

b

"tifle": "Mandatory test: Translator (failing example 1)",

The required element source lang is missing.
6.1.16 Lptest Document Version

It MUST e tested that document version has the same value as the the number in the_last item of Revision History when it is sorted agcending
by date. Build metadata is ignored in the comparison. Any pre-release part is also.ignored if the document status is draft.

The relevlant path for this test is:
/dofument /tracking/version
Exampld 64 which fails the test:

"tracking": {

/)

"refision history": [
{
"date": "2021-07-21T09:00:00.000ZY7
"number": "1",

"summary": "Initial version."

"date": "2021-07-21TX0:90%00.0002",

"number": "2",
"summary": "Secdmnd ¥ersion."
}
1,
2 \boo
"version" : el

y ‘ f - f e ionis 1
6.1.17 Document Status Draft

It MUST be tested that document status is draft if the document versionis 0 or 0.y.z or contains the pre-release part.

The relevant path for this test is:
/document/tracking/status

Example 65 which fails the test:
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"tracking": {

I oo
"status": "final",
"version": "0.9.5"

The /document/tracking/versionis 0.9.5 but the document status is final.

6.1.18 Released Revision History

S8~ otfTteT T

The relevlant path for this test is:
/dofument/tracking/revision_history[]/number
Exampld 66 which fails the test:

"trpcking": {
/|
"revision history": [
{
"date": "2021-05-17T10:00:00.000Z",
"number": "0",

"summary": "First draft"

"date": "2021-07-21T10:00:00.000Z",

"number": "1",
"summary": "Initial version."
}
]
"btatus": "final"
"fersion": "1"

The document status is £inal but the revision history inCludes an item which has 0 as value for number.
6.1.19 Revision History Entries for Pre-release Mersions
It MUST e tested that no item of the revision histéryhas a number which includes pre-release information.

The releviant path for this test is:

/dofument/tracking/revisiofShdstory[]/number
Exampld 67 which fails the test;
refyision_histop§):\[
"date": W2Q21-04-22T10:00:00.0002",

"number%: "1.0.0-rc"
"snmapy": "Release Candidate for initial version."

"date": "2021-04-23T10:00:00.000Z",
"number": "1.0.0",
"summary": "Initial version."

The revision history contains an item which has a number that indicates that this is pre-release.
6.1.20 Non-draft Document Version

It MUST be tested that document version does not contain a pre-release part if the document status is final or interim.
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The relevant path for this test is:
/document/tracking/version
Example 68 which fails the test:

"tracking": {

I oo
"status": "interim",
"version": "1.0.0-alpha"

The document status is interim but the document version contains the pre-release part -aipha.

6.1.21 Missing Item in Revision History

It MUST be tested that items of the revision history do not omit a version number when the items are sorted ascending by date. In the
semantid versioning, this applies only to the Major version. It MUST also be tested that the first item in such a sorted list has either the|
number ( or 1 in the case of integer versioning or a Major version of 0 or 1 in the case of semantic versioning.

The releviant path for this test is:
/dofument/tracking/revision history
Exampld 69 which fails the test:

"refision history": [
{
"date": "2021-04-22T10:00:00.0002",
"number": "1",

"summary": "Initial version."

"date": "2021-07-21T10:00:00.0002",
"number": "3",
"summary": "Some other changes."

The item for version 2 is missing.
6.1.22 Multiple Definition in Revision Hi§tory
It MUST bpe tested that items of the revision history do not contain the same version number.
The releviant path for this test is:
/dofument/tracking/reyision history

Exampld 70 which fails\the test:

"reviisionfHistory": [
{
™ael": "2021-07-20T10:00:00.000Z",

case of
version

numoer" : 1,
"summary": "Initial version."

"date": "2021-07-21T10:00:00.0002",
"number": "1",

"summary": "Some other changes."

The revision history contains two items with the version number 1.
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6.1.23 Multiple Use of Same CVE

It MUST be tested that a CVE is not used in multiple vulnerability items.

The relevant path for this test is:

/vulnerabilities[]/cve

Example 71 which fails the test:

"vulr

"pve": "CVE-2017-0145"

6.1.24 Multiple Definition in Involvements

t MUST

The releviant path for this test is:

/¥

Exampld 72 which fails the test:

"vul

{

6.1.25 Multiple_Userof Same Hash Algorithm

It MUST

The wulnerabilities array contains two items with the same CVE identifier cve-2017-0145.

"linvolvements": [

The list of invelv&ments contains two items with the same tuple party and date.

ShmcivEmmgexa =

fve": "CVE-2017-0145"

e tested that items of the list of involvements do not contain the same party regardlessofits status more than once at any

lnerabilities[]/involvements

Frabilities": [

{
"date": "2021-04-23T10:00:00.000z",
"party": "vendor",
"status": "completed"

"date": "2021-04-23T10:00:00.000ZY7

"party": "vendor",
"status": "in_progress",
"summary": "The vendor fqas sreleased a mitigation and is working to fully resolve the issue."

e tested that the same hash algorithm is not used multiple times in one item of hashes.

Hate.

The relevant paths for this test are:

/product_tree/branches[] (/branches[]) */product/product identification helper/hashes[]/file hashes
/product_tree/full product names[]/product_identification_helper/hashes[]/file hashes
/product_tree/relationships[]/full product name/product identification helper/hashes[]/file hashes

Example 73 which fails the test:

"product_tree": {

"full product_names": [

{
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6.1.26 Prohibited Document Category Name

It MUST e tested that the document category is not equal to the (case insensitive) namé (without the prefix csa£ ) or value of any oth
than "CSPAF Base". Any occurrences of dash, whitespace, and underscore charactérs are removed from the values on both sides be
match. Ajso the value MUST NOT start with the reserved prefix csat except if thealle is csaf base.

This test Hoes only apply for CSAF documents with the profile "CSAF Basg!. Therefore, it MUST be skipped if the document categor]
matches pne of the values defined for the profile other than "CSAF Base".

This is th

The releviant path for this test is:

/doc

Examplgs 74 for currentlyprohibited values:

Csaf p
Inforfnationad=ABvisory
securfity-ificigent-response
Securfity Advisory
veX

V_eX

ISO/IEC 20153:2025(en)

"name": "Product A",
"product_id": "CSAFPID-9080700",
"product_identification_helper": {
"hashes": [
{
"file hashes": [
{
"algorithm": "sha256",
"value": "026a37919b182ef7c63791e82c9645e2£897a3f0b73c7a6028c7febf62e93838"

o
{

"algorithm": "sha256",
"value": "0a853ce2337£0608489ac596a308dc5b7b19d35a52b10b£31261586ac368b175"
}
1,

"filename": "product_a.so"

The hash algorithm sha256 is used two times in one item of hashes.

Hor CSAF 2.0, the test must be skipped for the following valtes'in /document /category:

csaf base

csaf_security incident_response
csaf informational advisory
csaf_security advisory

csaf vex

ent/category

br profile
pre the

P only mandatory test related to the(profile "CSAF Base" as the required fields SHALL be checked by validating the JSON schema.

Example 75 which fails the test:

"category": "Security Incident Response"

The value security Incident Response is the name of a profile where the space was replaced with underscores.

6.1.27 Profile Tests

This subsubsection structures the tests for the profiles. Not all tests apply for all profiles. Tests SHOULD be skipped if the document category
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does not match the one given in the test. Each of the following tests SHOULD be treated as they where listed similar to the other tests.

An application MAY group these tests by profiles when providing the additional function to only run one or more selected tests.
This results in one virtual test per profile.

6.1.27.1 Document Notes
It MUST be tested that at least one item in /document /notes exists which has a category of description, details, general OF summary.

The relevant values for /document /category are:

csaf pnformational advisory
csaf_pecurity incident_ response

The relevlant path for this test is:

/docunent /notes

Exampld 76 which fails the test:

"noteg": [
{
"Fategory": "legal disclaimer",
"kext": "The CSAF document is provided to You \"AS IS\" and \"AS AVAILABLE\Y" ahd with all faults and defectp
without] warranty of any kind.",
"kitle": "Terms of Use"

The document notes do not contain an item which has a category of desckiption, details, general OF summary.
6.1.27.2 Pocument References
It MUST e tested that at least one item in /document /references existsthat has links to an external source.

The releviant values for /document /category are:

csaf finformational advisory
csaf_pecurity incident_ response

The relevlant path for this test is:

/docunent /references

Examplg 77 which fails the test:

"refefrences": [

{
"kategory": "s€WfY,

fummary": MRS, canonical URL.",
"hrl": "ht§pss//example.com/security/data/csaf/2021/0ASIS CSAF_TC-CSAF 2 0-2021-6-1-27-02-01.json"

Thedocumentreferencesdonotcontaimanytemwhichhasthecategoryexrerm=
6.1.27.3 Vulnerabilities

It MUST be tested that the element /vulnerabilities does not exist.

The relevant value for /document/category is:

csaf_informational_ advisory

The relevant path for this test is:
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/vulnerabilities
Example 78 which fails the test:

"vulnerabilities™: [

{
"title": "A vulnerability item that SHALL NOT exist"

The element /vulnerabilities exists.

A tool MAY change the /document/category to csaf base as a quick fix.

6.1.27.4 Product Tree
It MUST bpe tested that the element /product_tree exists.

The releviant values for /document /category are:

csaf_pecurity advisory
csaf pex

The releviant path for this test is:
/product_tree

Exampld 79 which fails the test:
"dofument": {

"vullnerabilities": [

The element /product tree does not exist.

6.1.27.5 Mulnerability Notes

For eachlitem in /vulnerabilities it MUST be tested that the element notes exists.
The releviant values for /document /gafegory are:

csaf_pecurity advisory
csaf pex

The releviant path for this test is:

/vulnprabiffitaes[]/notes

Exampld 80which fails the test:

"vulnerabilities": [

{
"title": "A vulnerability item without a note"

The wvulnerability item has no notes element.

6.1.27.6 Product Status

Foreachitemin /vulnerabilities it MUST be tested that the element product_status exists.
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The relevant value for /document /category is:

csaf_security advisory

The relevant path for this test is:

/vulnerabilities[]/product status

Example

81 which fails the test:

"vulnprabilities": [

{

1

6.1.27.7 VEX Product Status

For each

under irfvestigation is presentinproduct status

The releviant value for /document/category is:
csaf pex

The releviant paths for this test are:
/vulnkerabilities[]/product_status/fixed
/vulnerabilities[]/product status/known affected

/vulnerabilities[]/product_status/known_not affected
/vulnerabilities[]/product status/under investigation

Exampld

"prodhct status": {
"fifrst fixed": [

N
6.1.27.8

For each

The releviant valte for /document/category is:

csaf |

"kitle": "A vulnerability item without a product status”

refommended": [

he vulnerability item has no product status element.

itemin /vulnerabilities it MUST be tested that at least one of the elements fixed, known_af#€oted, known not_affected

82 which fails the test:

one of the elements fixed, known_affected, known not_affected, OF under investigation iS presentin product status.
Mulnerability 1D,

itemin /vulneyavilities it MUST be tested that at least one of the elements cve or ids is present.

U

The relevant paths for this test are:

/vulnerabilities[]/cve

/vulnerabilities[]/ids

Example 83 which fails the test:

"vulnerabilities": [

{

"

title": "A vulnerability item without a CVE or ID"
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None of the elements cve or ids is present.
6.1.27.9 Impact Statement

Foreachitemin /vulnerabilities[]/product_status/known not affectedit MUST be tested that a corresponding impact statement exist
in /vulnerabilities[]/flags OF /vulnerabilities[]/threats. For the latter one, the category value for such a statement MUST be impact.

The relevant value for /document /category is:

csaf pex
The releviant path for this test is:

/vulnkrabilities[]/flags
/vulnprabilities[]/threats

Exampld 84 which fails the test:

"prodhct tree": {

"fulll product_names": [
{
"product_id": "CSAFPID-9080700",
"name": "Product A"

"product_id": "CSAFPID-9080701",
"name": "Product B"

"product_id": "CSAFPID-9080702",
"name": "Product C"

"prpduct_groups": [

"group_id": "CSAFGID-0001",

"product_ids": [
"CSAFPID-9080700",
"CSAFPID-9080701"

"vulnprabilities": [

"product_status":" {
"known ng§_affected": [
"CSARPED-9080700",
"CSAFPID-9080701",

WCSAFPID-9080702"
1

b

"threats": [
{
"category": "impact",
"details": "The vulnerable code is not present in these products.",

"group_ids": [
"CSAFGID-0001"

© ISO/IEC 2025 - All rights reserved
66


https://iecnorm.com/api/?name=ee6d1d318336c3c7eeeb66b47b7a0627

ISO/IEC 20153:2025(en)

There is no impact statement for csarpID-9080702.
Note: The impact statement for csarpID-9080700 and csAFPID-9080701 is given through cSAFGID-0001.
6.1.27.10 Action Statement

For eachitemin /vulnerabilities[]/product status/known affectedit MUST be tested that a corresponding action statement existin
/vulnerabilities[]/remediations

The releyant value Tor /document/category Is:
csaf pex

The relevlant path for this test is:
/vulnprabilities[]/remediations

Exampld 85 which fails the test:

"prodhct tree": {

"fulll product names": [
{
"product_id": "CSAFPID-9080700",
"name": "Product A"

"product_id": "CSAFPID-9080701",
"name": "Product B"

"product_id": "CSAFPID-9080702",
"name": "Product C"

"prpduct groups": [

"group_id": "CSAFGID-0001",

"product_ids": [
"CSAFPID-9080700",
"CSAFPID-9080701"

1,

"summary": "EOL products'y

]
b
"vulnfprabilities": [

{

"product_stetuk": {
"knownsatfiected": [
"CEAFPID-9080700",
\@SAFPID-9080701",
LCSAFPID-9080702"
]

e

"remediations": [
{
"category": "no fix planned",
"details": "These products are end-of-life. Therefore, no fix will be provided.",

"group_ids": [
"CSAFGID-0001"
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There is no action statement for csarp1p-9080702.

Note: The action statement for csarpID-9080700 and csAFPID-9080701 is given through cSAFGID-0001.
6.1.27.11 Vulnerabilities
It MUST be tested that the element /vulnerabilities exists.

The relevant values for /document/category are:

csaf pecurity advisory
csaf pex

The releviant path for this test is:
/vulnprabilities
Exampld 86 which fails the test:

{
"dofument": {
/|

by

"prpduct tree": [

The element /vulnerabilities does not exist.
6.1.28 Tfanslation
It MUST be tested that the given source language and document language are not the same.

The relevfant path for this test is:

/docunent /lang
/docunent/source_lang

Exampld 87 which fails the test:

"docufnent": {
/)
"lahg": "en-US",
/|-
"soprce lang": "en-USY,
V78

The dogument language and the source language have the same value en-us.

NotegAsranslation from en-us to en-Ge would pass the test.

A tool MAY remove the source language as quick fix.
6.1.29 Remediation without Product Reference

Foreachitemin /vulnerabilities[]/remediations it MUST be tested that it includes at least one of the elements group ids or
product_ids.

The relevant path for this test is:

/vulnerabilities[]/remediations|[]

Example 88 which fails the test:
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"remediations": [
{
"category": "no_fix planned"
"details": "These products are end-of-life. Therefore, no fix will be provided."

The given remediation does not specify to which products it should be applied.

A tool MAY add all products of the affected group of this vulnerability to the remediation as quick fix.

6.1.30 NIixed Integer and Semantic Versioning

It MUST e tested that all elements of type /sdefs/version t follow either integer versioning or semantic versioning homogeneotsly

the samg document.

The releviant paths for this test are:

/docunent/tracking/revision history[]/number
/docunent/tracking/version

Exampld 89 which fails the test:

"trpcking”: {
/|
"revision history": [
{
"date": "2021-07-21T09:00:00.0002",
"number": "1.0.0",

"summary": "Initial version."

"date": "2021-07-21T10:00:00.000Z"
"number”: "2",

"summary": "Second version."

"fersion": "2"

The document started with semantigVersioning (1.0.0) and switched to integer versioning (2).

$HOULD be stored in legaceazetrsion.

6.1.31 Version Range in Prq@iuct’Version

For eachlelement of type /$dafs/branches t With category of product version it MUST be tested that the value of name does not cq

version rgnge.

following'strings:

A tool MAY assign all items their corresponding value according to integer versioning as a quick fix. In such case, the old num}

To implement+his test it is deemed sufficient that, when converted to lower case, the value of name does not contain any of the

Wwithin

er

ntain a

S=
after
all
before
earlier
later
prior

versions

The relevant paths for this test are:
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/product_tree/branches([] (/branches[]) */name

Example 90 which fails the test:

"branches": [
{
"category": "product_version",
"name": "prior to 4.2",
77 oo

The versionrange prior to 4.2 is given for the branch category product version.
6.1.32 Flag without Product Reference
For eachlitem in /vulnerabilities[]/flags it MUST be tested that it includes at least one of the elements group_18s©Or product _idk.

The relevlant path for this test is:
/vulnkrabilities[]/flags[]
Exampld 91 which fails the test:

"lElags": [
{
"label": "component not present"

}

The given flag does not specify to which products it should be appli¢d.
6.1.33 Multiple Flags with VEX Justification Codes per Produgt,

For eachlitem in /vulnerabilities([] it MUST be tested that a Product is not member of more than one Flag item with a VEX justificption
code (sep section 3.2.3.5). This takes indirect relations through’Product Groups into account.

Additional flags with a different purpose might be provided in later versions of CSAF. Through the explicit reference of VEX
j\Lstiﬁcation codes the test is specified to be fotward-compatible.
The rele

nt path for this test is:
/vulnkrabilities[]/flags
Exampld 92 which fails the test:

"prodhct_tree": {
"fulll product namegl}™
{
"product £d™:“M"'CSAFPID-9080700",
"name";_"\Prdéduct A"

"mreduct id": "CSAFPID-9080701",

name” : Product B

}
1,
"product groups": [
{
"group_id": "CSAFGID-0001",
"product_ids": [
"CSAFPID-9080700",
"CSAFPID-9080701"
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by
"vulnerabilities": [
{
70 coo
"flags": [
{
"label": "component not present",
"group_ids": [
"CSAFGID-0001"
1

"label": "vulnerable code cannot be controlled by adversary",
"product_ids": [

"CSAFPID-9080700"
1

"product_status": {
"known not_ affected": [
"CSAFPID-9080700",

"CSAFPID-9080701"

There are two flags given for for csarp1D-9080700 - one indirect through csAxGip-0001 and one direct.
6.2 Oplional Tests

Optional fests SHOULD NOT fail at a valid CSAF document without a good reason. Failing such a test does not make the CSAF doqument
invalid. These tests may include information about features which are still-supported but expected to be deprecated in a future versior} of
CSAF. Alprogram MUST handle a test failure as a warning.

6.2.1 Unjused Definition of Product ID

For eachlProduct ID (type /$defs/product id t)in FulLRroduct Name elements (type: /$defs/full product name t)it MUST be tested that
the prodyct_idis referenced somewhere within the same’document.

This test SHALL be skipped for CSAF document§ gonforming the profile "Informational Advisory".

The releviant paths for this test are:

/prodlict tree/branches[] (/braRehes[]) */product/product id
/prodlict_tree/full product \nagles[]/product_id
/prodlict_tree/relationshps)]/full product name/product id

Exampld 93 which fails thetest:

"prodhct_ tree'\

"fulll prgdudt names": [
{
"RiQduct_id": "CSAFPID-9080700",

e . Proauce

CcsAFPID-9080700 was defined but never used.
A tool MAY remove the unused definition as quick fix. However, such quick fix shall not be applied if the test was skipped.
6.2.2 Missing Remediation

For each Product ID (type /$defs/product id t)inthe Product Status groups Affected and Under investigationit MUST be tested that a
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remediation exists.
The remediation might be of the category none available Orno fix planned.

The relevant paths for this test are:

/vulnerabilities[]/product status/first affected[]
/vulnerabilities[]/product_status/known_affected[]
/vulnerabilities[]/product status/last affected[]
/vulnerabilities[]/product_status/under_ investigation[]

Exampld 94 which fails the test:

"prodhct tree": {
"fulll product_ names": [
{
"product_id": "CSAFPID-9080700",
"name": "Product A"

]
by
"vulnprabilities": [

{

roduct_status": {
"last _affected": [
"CSAFPID-9080700"

dsarP1D-9080700 has in Product Status 1ast_affected but there iS\he’ remediation object for this Product ID.
6.2.3 Mi$sing Score

For eachlProduct ID (type /$defs/product id t)inthe Product.Status groups Affected it MUST be tested thata score object exists
covers this product.

The releviant paths for this test are:

/vulnkrabilities[]/product_status/first aff&cted[]
/vulnerabilities[]/product_status/knowiNaffected[]
/vulnkrabilities[]/product_status/l&st) affected[]

Exampld 95 which fails the test:

"prodhct tree": {

"fulll product_names'$ [
{
"product_id™{"™CSAFPID-9080700",
"name": 'Rroguct A"

]
b
"vulnprakilities": [

{
"product_status": {
"first affected": [
"CSAFPID-9080700"

CSAFPID-9080700 has in Product Status first affected but there is no score object which covers this Product ID.
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6.2.4 Build Metadata in Revision History
For each item in revision history it MUST be tested that number does not include build metadata.

The relevant path for this test is:
/document/tracking/revision history[]/number

Example 96 which fails the test:

"reprstortrrstory Tt
{
"date": "2021-04-23T10:00:00.000z",
"number": "1.0.0+exp.sha.ac00785"
"summary": "Initial version."

The revision history contains an item which has a numper that includes the build metadata +exp. sha.ac00785.
6.2.5 Oldler Initial Release Date than Revision History
It MUST e tested that the Initial Release Date is not older than the date of the oldest item in RevisjionHistory.

The releviant path for this test is:

/dofument/tracking/initial release date

Exampld 97 which fails the test:

"trpcking": {
V| /2
"initial release date": "2021-04-22T10:00:00.000Z",
"revision history": [
{

"date": "2021-05-06T10:00:00.0002",

"number": "1",

"summary": "Initial version."

"date": "2021-07-21T11:00:00.0Q4ZY7
"number”: "2",

"summary": "Second version.™

ifem in RevisienHistory.
6.2.6 Olfler Curfent Release Date than Revision History

It MUST e fested that the Current Release Date is not older than the date of the newest item in Revision History.

The initial releaseydate 2021-04-22T10:00:00.000z is older than 2021-05-06T10:00:00.000z which is the date of the oldest

The relevant path for this test is:

/document/tracking/current release date

Example 98 which fails the test:

"tracking": {
"current release date": "2021-05-06T10:00:00.000zZ",
1 oo
"revision history": [

{
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"date": "2021-05-06T10:00:00.000Z"
"number": "1",
"summary": "Initial version."

"date": "2021-07-21T11:00:00.0002",
"number": "2,
"summary": "Second version."

The current release date 2021-05-06T10:00:00.000% is older than 2021-05-23T1100:00.000z which is the date of the\newest
ifem in Revision History.

6.2.7 Mi$sing Date in Involvements

For eachlitem in the list of involvements it MUST be tested that it includes the property date.
The relevlant path for this test is:

/vullnerabilities[]/involvements

Exampld 99 which fails the test:

"vulnfprabilities": [
{
"involvements": [
{
"party": "vendor",
"status": "in_progress"

The list of involvements contains an item which does'not contain the property date.
6.2.8 Use of MD5 as the only Hash Algorithm

It MUST e tested that the hash algorithm nds.s.hot the only one present.

Since collision attacks exist for MB5 such value should be accompanied by a second cryptographically stronger hash. This W

4

j:ow users to double check the\results.
The releviant paths for this test are:
lict tree/branchgs{M/branches[]) */product/product identification helper/hashes[]/file hashes

ict_tree/full product names[]/product identification_helper/hashes[]/file_hashes
hct tree/rglatYonships([]/full product name/product identification helper/hashes[]/file hashes

/prod
/prod|
/prod

Examplg 100 which fails the test:

"product\tree": {
"full product names": [
{
"name": "Product A",
"product_id": "CSAFPID-9080700",
"product identification helper": {
"hashes": [

{

"file hashes": [
{
"algorithm": "md5",
"value": "6ae24620ea9656230£49234efd078935"
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1,

"filename": "product a.so"

The hash algorithm md5 is used in one item of hashes without being accompanied by a second hash algorithm.

6.2.9 Use of SHA-1 as the only Hash Algorithm

It MUST pe tested that the hash algorithm sha1 is not the only one present.

4

j:ow users to double check the results.
The releviant paths for this test are:

/prodlict_tree/branches([] (/branches[]) */product/product_identification_helper/hashes[]/£ille hashes
/prodlict tree/full product names[]/product identification helper/hashes[]/file hashesg
/prodlict_tree/relationships[]/full_product_name/product_identification_ helper/hasheg\l%file hashes

Exampldg 101 which fails the test:

"prodhct tree": {
"fulll product names": [
{
"name": "Product A",
"product id": "CSAFPID-9080700",
"product_identification_helper": {
"hashes": [
{
"file hashes": [
{
"algorithm": "shal",
"value": "e067035314dd8673felc9%cp01414fe0950£fdc4"
}

1,
"filename": "product_a.so"

The hash algorithmfitsiat is used in one item of hashes without being accompanied by a second hash algorithm.
6.2.10 Missing TLR label

It MUST e tested that /document /distribution/tlp/label is present and valid.

"LP labels support the machine-readability and automated distribution.

Since collision attacks exist for SHA-1 such value should be accompanied by a second cryptographically stronger hash. This

will

The relevant path for this test is:
/document/distribution/tlp/label
Example 102 which fails the test:
"distribution": {

"text": "Distribute freely."

The CSAF document has no TLP label.
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6.2.11 Missing Canonical URL
It MUST be tested that the CSAF document has a canonical URL.
To implement this test it is deemed sufficient that one item in /document /references fulfills all of the following:

e It has the category self.
e The url starts with https://.
e The url ends with the valid filename for the CSAF document according to the rules in section 5.1.

The relevant path for this test is:

/docunent/references

Examplg 103 which fails the test:

"docufnent": {
1/}
"refferences": [
{
"category": "self",
"summary": "A non-canonical URL.",

"url": "https://example.com/security/data/csaf/2021/0ASIS_CSAF_TC-CSAF 2.0-02%6-2-11-01_1.json"

"trpcking": {
"lid": "OASIS CSAF TC-CSAF 2.0-2021-6-2-11-01",

"fersion": "1"

The only element where the category is self has a URLhat does not fulfill the requirement of a valid filename for a CSAF
document.

6.2.12 Missing Document Language
It MUST e tested that the document language is present and set.
The releviant path for this test is:

/docunent/lang

Exampld 104 vhich fails the teSt:

"docufnent": {
"cakegory": "csaf base",
"cspf versiop: })'2.0",

"puplisher =

The document language is not defined.
6.2.13 Sorting
It MUST be tested that all keys in a CSAF document are sorted alphabetically.

The relevant path for this test is:

/
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Example 105 which fails the test:

"document": {
"csaf_version": "2.0",
"category": "csaf_base",
7 ooo

The key csaf version is not at the right place.

tooHAY-sortHtheteysasaatickH
6.2.14 lle of Private Language
For eachlelement of type /$defs/language t it MUST be tested that the language code does not contain subtags reserved for privat¢ use.

The releviant paths for this test are:

/docufnent/lang
/docunent/source_lang

Exampld 106 which fails the test:
"lang[': "qgtx"
The language code gtx is reserved for private use.
A tool MAY remove such subtag as a quick fix.
6.2.15 Use of Default Language
For eachlelement of type /$defs/language t it MUST be tested that the ldnguage code is not i-default.

The releviant paths for this test are:

/docufnent/lang
/docufnent/source_lang

Exampld 107 which fails the test:
"langf': "i-default"

The language code i-default is used
A tool MAY remove such elemeht'as a quick fix.

6.2.16 Missing Product Identification Helper

For eachlelement of type /$dafs/full product name t it MUST be tested that it includes the property product identification heljper.

The releviant paths forthisitest are:

/prodlict tfeeMoranches[] (/branches[]) */product
/prodict pre€/full product names|]
/prodlich, ¥ree/relationships[]/full product name

Example 108 which fails the test:

"full product_names": [

{
"product_id": "CSAFPID-9080700",

"name": "Product A"

The product csarp1p-9080700 does not provide any Product Identification Helper at all.
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6.2.17 CVE in field IDs
Foreachitemin /vulnerabilities[]/ids it MUST be tested thatitis nota CVE ID.
Itis sufficient to check, whether the property text matches the regex ~cve-[0-9] (4}-[0-9] {4, } 5.

The relevant paths for this test are:

/vulnerabilities[]/ids[]

Example109 which fails the fest:

fids": [

{
"system name": "CVE Project",
"text": "CVE-2021-44228"

The cve-2021-44228 is listed in an item of the ids array instead under cve.

A tool MAY set such element as value for the cve property as a quick fix, if that didn't exist beforet Alternatively, it MAY remove
duch element as a quick fix.

6.2.18 Product Version Range without vers

For eachlelement of type /$defs/branches_t With category Of product version range it MUST be tested that the value of name confprms the
vers spegification.

To implement this test it is deemed sufficient that the value of name matches thie following regex:
~vers: [a=z\\ . \\=\\+] [a=z0-9\\ . \\=\\+]*/.+
The releviant paths for this test are:
/prodhict_tree/branches(] (/branches[]) */name
Exampld 110 which fails the test:

"branches": [
{
"category": "product @&rsjon_range",
"name": ">4.2",

7 soo
]
The version range >4%¢ is a valid vsl but not valid according to the vers specification.
6.2.19 QVSS for Fixed¢Products
For eachjitem thesfixed products group (first fixed and fixed) it MUST be tested that a CVSS applying to this product has an

environmental score of 0. The test SHALL pass if none of the Product IDs listed within product status fixed or first fixedis found i
productd of@ny,item of the scores element.

The relevant path for this test is:

/vulnerabilities[]/product status/first fixed[]
/vulnerabilities[]/product_status/fixed[]

Example 111 which fails the test:

"product tree": {
"full product_ names": [
{
"product_id": "CSAFPID-9080700",
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"name": "Product A"

]
by
"vulnerabilities": [
{
"product_status": {
"fixed": [
"CSAFPID-9080700"
]

"bscores": [
{
"cvss_v3": {
"baseScore": 6.5,

"baseSeverity": "MEDIUM",
"vectorString": "CVSS:3.1/AV:L/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H",
"version": "3.1"

by

"products": [

"CSAFPID-9080700"
1

Neither the environmentalscore nor the properties modi fiedIntegrityImpaetimnodifiedAvailabilityTmpact
odifiedConfidentialityImpact nor the corresponding attributes in the sestdrstring have been set.

A tool MAY set the properties modifiedIntegrityImpact, modifiedA¥ailabilityImpact, modifiedConfidentialityImpact
dccordingly and compute the environmentalscore as quick fix.

6.2.20 Additional Properties
It MUST be tested that there is no additional property in the CSAE.document that was not defined in the CSAF JSON schema.

The releviant path for this test is:
/

To implement this test it is deemed suffieient to validate the CSAF document against a "strict" version schema that sets
ddditionalProperties to false for@very key of type object.

Exampld 112 which fails the test:

"docufnent": {
"cakegory": "csaf_basel\,
"cshf version": "20\)
"custom property" 2 "™any",
//

Thekeyetstom property is not defined in the JSON schema.
AtootHAYTemovesuctrkeysasaquck fix:

6.3 Informative Test

Informative tests provide insights in common mistakes and bad practices. They MAY fail at a valid CSAF document. It is up to the issuing party
to decide whether this was an intended behavior and can be ignore or should be treated. These tests MAY include information about
recommended usage. A program MUST handle a test failure as a information.

6.3.1 Use of CVSS v2 as the only Scoring System

For each item in the list of scores which contains the cvss_v2 object it MUST be tested that is not the only scoring item present. The test
SHALL pass if a second scoring object is available.

© ISO/IEC 2025 - All rights reserved
79


https://iecnorm.com/api/?name=ee6d1d318336c3c7eeeb66b47b7a0627

ISO/IEC 20153:2025(en)

The relevant path for this test is:
/vulnerabilities[]/scores
Example 113 which fails the test:

"product tree": {
"full product_names": [
{
"product_id": "CSAFPID-9080700",
"name": "Product A"

"vulnprabilities": [

"kcores": [
{
"products": [
"CSAFPID-9080700"
1,
"cvss_v2": {
"version": "2.0",
"vectorString": "AV:N/AC:L/Au:N/C:C/I:C/A:C",
"baseScore": 10

There is only a CVSS V2 score given for csaFrpID-9080700.

Recommendation:

It is recofnmended to (also) use the CVSS v3.1.

6.3.2 Use of CVSS v3.0

For eachjitem in the list of scores which contains the cvss v3 object it MUST be tested that CVSS v3.0 is not used.

The releviant paths for this test are:

/vulnerabilities[]/scores[]/cvss ¥3/version
/vulnkrabilities[]/scores[]/cus§\v3/vectorString

Exampld 114 which fails the test:

"cvss| v3": {
"vefrsion": "3.0"
"veptorString: J'CVSS:3.0/AV:L/AC:L/PR:H/UI:R/S:U/C:H/I:H/A:H",
"bakeScore®r=6.5,
"bakeSeverity": "MEDIUM"

The CVSS v3.0 is used.
Recommendation:
It is recommended to upgrade to CVSS v3.1.

A tool MAY upgrade to CVSS v3.1 as quick fix. However, if such quick fix is supported the tool SHALL also recompute the
baseScore and basesSeverity. The same applies for temporalscore and temporalSeverity respectively environmentalScore
and environmentalSeverity if the necessary fields for computing their value are presentand set.

6.3.3 Missing CVE
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It MUST be tested that the CVE number is given.

The relevant path for this test is:

/vulnerabilities[]/cve

Example 115 which fails the test:

"vulnerabilities": [

{

1
Recomm

Itis reco
through n}

TCIe . "BIlUCREED

he CVE number is not given.
endation:

hmended to provide a CVE number to support the users efforts to find more details about a vulnerability and potentially tracH
ultiple advisories. If no CVE exists for that vulnerability, it is recommended to get one assigned.

6.3.4 Mi$sing CWE

It MUST

e tested that the CWE is given.

The releviant path for this test is:

/vuln|
Examplg

"vuln]

{

n|

n|

1

brabilities[]/cwe
116 which fails the test:
Prabilities": [

Lve": "CVE-2019-0708",
kitle": "BlueKeep"

he CWE number is not given.

6.3.5 Uge of Short Hash

tMUST

e tested that the length of the hashwalue is not shorter than 64 characters.

The releviant paths for this test are:

/prod|
/prod|
/prod|

Examplg

"prod|
ne

lict_tree/branches[](7/brahches(]) */product/product_identification_helper/hashes[]/file hashes[]/value

hct tree/full prqduct”names([]/product identification helper/hashes[]/file hashes[]/value
hict_tree/relati®mdiMps([]/full product name/product identification helper/hashes[]/file hashes[]/value
117 which fails the test:

lict jt&ee)': {

L1 efoduct names": [

{

"name": "Product A",
"product_id": "CSAFPID-9080700",
"product_identification_helper": {
"hashes": [
{
"file_hashes": [
{
"algorithm": "md4",
"value": "3202b50e2e5b2fcd75e284c3d9d5£8d6"
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"filename": "product_a.so"

The length of the hash value is only 32 characters long.

6.3.6 U

For eachlURL which is not in the category se1f it MUST be tested that it resolves with a HTTP status code from the 2xx (Successful)gr 3xx
(Redirecfion) class.

his test does not apply for any item in an array of type references t with the category se1£. For details aboutmsH‘ﬁ'P statyis
de classes see [RFC7231]. . <r\

The releviant paths for this test are:

/docunent/aggregate severity/namespace

v
/docujnent /acknowledgments [] /urls([] @C)

/docunent/distribution/tlp/url

/docufnent /references[]/url O

/docufnent /publisher/namespace \%
/prod,lctitree/branches [1/product/product identification helper/sbom urls([]
/prodlict_tree/branches[]/product/product_identification_helper/x generic ué] /namespace

/prodhct tree/branches[]/product/product identification helper/x generi ris[]/uri

/prodlict tree/branches|[] (/branches[]) */product/product identificati er/sbom_urls[]

/prodhct tree/branches[] (/branches[]) */product/product identifica . Ylelper/x _generic uris[]/namespace

/prodlict_tree/full product names[]/product_identification_he om_urls(]

/prodict tree/full product names[]/product identification_helper/x generic uris[]/namespace
/prodlict_tree/full product_names[]/product_identificati per/x_generic_uris[]/uri
/prodlict_tree/relationships[] /fulliproductiname/product&ntificationﬁhelper/sbomﬁurls [
/prodlict_tree/relationships(] /full_product_name/proc@identification_helper/x_generic_uris [1/namespace
/prodlict_tree/relationships[] /fulliproductiname/pr@ t identification helper/x generic uris[]/uri

/prodlict_tree/branches|[] (/branches[]) */product/productiidentifisﬁ _helper/x generic_uris[]/uri

/vulnprabilities[]/acknowledgments[]/urls([] A\
/vulnprabilities[]/references[]/url
/vulnprabilities[]/remediations[]/url ’&O

' |

Exampld 118 which fails the test:

NS

-

"refferences": [ <

{

"summary": "A URL th s not resolve with HTTP status code in the interval between (including) 200 and}
(excludfing) 400.", gg‘
"url": "https://ex e.invalid"
.

] } AQ.é

The categery 1S not set and therefore treated as its default value external. A request to that URL does not resolve with a stafus
dode fibm;the 2xx (Successful) or 3xx (Redirection) class.

6.3.7 U5|e of'self referencing URLs Failing to Resolve

For eachitem in an array of type references_t with the category se1f it MUST be tested that the URL referenced resolves with a HTTP status
code less than 400.

This test will most likely fail if the CSAF document is in a status before the initial release. For details about the HTTP status code
classes see [RFC7231].

The relevant paths for this test are:

/document/references[] /url
/vulnerabilities([]/references[]/url
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Example 119 which fails the test:

"references": [
{
"category": "self"
"summary": "A URL that does not resolve with HTTP status code in the interval between (including) 200 and

(excluding) 400.",

"url": "https://example.invalid"

(Redirection) class. Al

6.3.8 S

If the dod]
skipped
be tested

The releviant paths for this test are:

/doc

/docyl
/doc

/doc

/docy|
/doc

/docy|
/doc

/docy|
/docyl
/docyl
/docyl
/docyl
/doc
/docyl
/doc
/prod|
/prod
/prod|
/prod
/prod|
/prod|
/prod
/vulnf
/vuln|
/vulnf
/vuln|
/vulnf
/vuln)
/vulnf
/vuln|
/vulnf

he category is self and a request to that URL does not resolve with a status code from the 2xx (Successful) or 3xx (o

Il check

Lment language is given it MUST be tested that a spell check for the givenlanguage does not find any mistakes. The test SH
f not document language is set. t SHALL fail it the given language is not supported. The value of /docur@nt /category SHO
if the CSAF document does not use the profile "CSAF Base".

ent/acknowledgments[]/names|[] O
ent/acknowledgments[]/organization
ent/acknowledgments[]/summary \%
ent/aggregate_severity/text
ent/category
ent/distribution/text Q
ent/notes[]/audience Q
ent/notes[]/text Q
ent/notes[]/title \\
ent/publisher/issuing authority 5\0
ent/publisher/name @
ent/references[]/summary Q
nent/title
ent/tracking/aliases|[] $
ent/tracking/generator/engine/name e Qb
ent/tracking/revision history[]/summary A\
lict_tree/branches[] (/branches[])*/name
lict tree/branches[] (/branches[]) */prg slSt/name
lict_tree/branches[]/name . c\)g
ict tree/branches[]/product/nai \
hict tree/full product names[]/ga
lict tree/product groups[]/summary
lict_tree/relationships[ @l product_name/name
T

brabilities[]/acknowl s[]/names|[]
arabllltles[]/ackno ents[]/organization

brabilities[]/ac dgments[ /summary
brabilities[] /14 Jements []/summary
brabilities|[ s[]/audience

/vuln|

brabilitie otes[]/text

brabilitd /notes[]/title

brabidT s[]/references[]/summary

br #ies[]/remediations[]/details

3 ilities[]/remediations[]/entitlements[]

/vulnerabilities[]/remediations|]/restart_required/detalls
/vulnerabilities[]/threats([]/details
/vulnerabilities[]/title

Example 120 which fails the test:

"document": {
I ooo
"lang": "en",
"notes": [
{
"category": "summary",
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"text": "Secruity researchers found multiple vulnerabilities in XYZ."

There is a spelling mistake in secruity.

6.3.9 Branch Categories

For eachelement oftyne /8defs/f1111 prodner pame +in /prodnetr rree/hranches it MUST be tested that ancestor nodes along the path

exist whi¢h use the following branch categories vendor -> product name -> product _version in that order starting with the Product tree node.

Qther branch categories can be used before, after or between the aforementioned branch categories without making theltest
ipvalid.

The releviant paths for this test are:

/prodlict_tree/branches

Exampld 121 which fails the test:

"bripnches": [
{
"category": "vendor",
"name": "Example Company",
"branches": [
{
"category": "product name",
"name": "Product A",
"branches": [
{
"category": "patch level",
"name": "91",
"product": {
"product_id": "CSAFPID-0002",
"name": "Example Company Product *A\dpdate 91"

The product csarp1p-9080700 does not have any ancestor with the branch category product version.
6.3.10 Usage of Product Version Range
For eachlelement of typ€ /sdefs/branches_t it MUST be tested that the category is not product version range.

l{is usually hard’decide for machines whether a product version matches a product version ranges. Therefore, it is
recommended to avoid version ranges and enumerate versions wherever possible.

The rele\1ant paths for this test are:

/product_tree/branches|[] (/branches[]) */category
Example 122 which fails the test:
"category": "product version range",

The category product version range was used.

6.3.11 Usage of V as Version Indicator

For each element of type /$defs/branches t with category of product version it MUST be tested that the value of name does not start with v
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or v before the version.

To implement this test it is deemed sufficient that the value of name does not match the following regex:
~[vv] [0-9].*$
The relevant paths for this test are:

/product_tree/branches[] (/branches[]) */name

Exampld TZ3 Which 1ails the test.

"branches": [
{
"category": "product version",
"name": "v4.2",

/..

The product version starts with a v.
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7 Distributing CSAF documents

This sect

ion lists requirements and roles defined for distributing CSAF documents. The first subsection provides all requirements - the second

one the roles. It is mandatory to fulfill the basic role "CSAF publisher". The last section provides specific rules for the process of retrieving
CSAF documents.

7.1 Requirements

The requirements in this subsection are consecutively numbered to be able to refer to them directly. The order does not give any hint about the
importance. Not all requirements have to be fulfilled to conform to this specification - the sets of requirements per conformance clause are

defined i

711R
The doc
71.2R
The CS
71.3R
The CSA

MUSTN
chain of

7.1.4 Requirement 4: TLP:WHITE

If the CS.
This doe

the docufnent available for people without access to the portal.

A
{

7.1.5 Requirement 5: TLP:AMBER and TLP:RED

CSAF d
under a d

other autpmatable authentication method SHALL be used.

An issuin
website.

7.1.6 Requirement 6: No Redirects

Redirect

H

7.1.7 Requirement Z.\provider-metadata.json

The part
publishg
aggrega

section 7.2.
uirement 1: Valid CSAF document

ment is a valid CSAF document (cf. Conformance clause 1).
uirement 2: Filename

F document has a filename according to the rules in section 5.1.
uirement 3: TLS

F document is per default retrievable from a website which uses TLS for encryption and server authenticity. The CSAF document

DT be downloadable from a location which does not encrypt the transport when crossing-organizational boundaries to maintgin the
ustody.

\F document is labeled TLP:WHITE, it MUST be freely accessible.

not exclude that such a document is also available inan access protected customer portal. However, there MUST be one copy of

easoning: If an advisory is already in the media, an end user s@lld not be forced to collect the pieces of information from a
ress release but be able to retrieve the CSAF document. '

cuments labeled TLP:AMBER or TLP:RED MUST.be access protected. If they are provided via a web server this SHALL bg¢ done
ifferent path than for TLP:WHITE, TLP:GREENand unlabeled CSAF documents. TLS client authentication, access tokens or any

g party MAY agree with the recipients\to,use any kind of secured drop at the recipients’ side to avoid putting them on their own
However, it MUST be ensured that the documents are still access protected.

SHOULD NOT be used\If they are inevitable only HTTP Header redirects are allowed.

easoning: Clients should not parse the payload for navigation and some, as e.g. cur1, do not follow any other kind of rediregts.

MUST previde a valid provider-metadata.json according to the schema CSAF provider metadata for its own metadata. The
r object SHOULD match the one used in the CSAF documents of the issuing party but can be set to whatever value a CSAH
or SHOULD display over any individual publisher values in the CSAF documents themselves.

ThiS I ‘ormation 1s used o collect the data for CSAF aggregafors, isters and end users. The CSAF prowaer metadata schema

ensures the consistency of the metadata for a CSAF provider across the ecosystem. Other approaches, like extracting the
publisher object from CSAF documents, are likely to fail if the object differs between CSAF documents.

Itis suggested to put the file provider-metadata.json adjacent to the ROLIE feed documents (requirement 15) or in the main
directory adjacent to the year folders (requirement 14), changes. csv (requirement 13) and the index. txt (requirement 12).
Suggested locations to store the provider-metadata.json are:

o https://www.example.com/.well-known/csaf/provider-metadata.json

o https://domain.tid/security/data/csaf/provider-metadata.json

e https://psirt.domain.tld/advisories/csaf/provider-metadata.json

o https://domain.tid/security/csaf/provider-metadata.json
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Example 124 Minimal with ROLIE document:

"canonical url": "https://www.example.com/.well-known/csaf/provider-metadata.json"
"distributions": [
{
"rolie":{
"feeds": [
{
"summary":"All TLP:WHITE advisories of Example Company.",

It TR

"url": "https://www.example.com/.well-known/csaf/feed-tlp-white.json"

"lapt updated": "2021-07-12T20:20:56.1692",
"likt_on_CSAF_aggregators": true,

"mefadata version": "2.0",

"mifrror on_ CSAF_aggregators": true,

"puplic openpgp_keys": [

"fingerprint": "8F5F267907B2C4559DB360DB2294BA7D2B2298B1",
"url": "https://keys.example.net/vks/vl/by-fingerprint/8F5F267907B2C45598B860DB2294BATD2B2298B1"

"puplisher": {
"kategory": "vendor"
"hame": "Example Company ProductCERT",

"hamespace":"https://psirt.example.com"

e

"role": "csaf trusted provider"

If a CSAFK publisher (cf. section 7.2.1) does not provide the provitier-metadata. json, an aggregator SHOULD contact the CSAF pulplisher in

questionfto determine the values for 1ist on CSAF aggregatefs and mirror on CSAF aggregators. f thatis impossible or if the CSAF

publishellis unresponsive the following values MUST be used:

"likt_on_CSAF_aggregators": true,
"mifrror on CSAF aggregators": false,

B's CSAF documents are'mare recent. However, that is not the case as B's information depends on A.

7.1.8 Requirement 8: secticity . txt

In the sequrity.txt there MUST be at least one field csar which points to the provider-metadata.json (requirement 7). If this field indic

web URIfthen it MUST begin with "https:/" (as per section 2.7.2 of [RFC7230]). See [SECURITY-TXT] for more details.

he seCurity.txt was published as [RFC9116] in April 2022. At the time of this writing, the csar field is in the process of being

fficially added.

This prevents that CSAF documents of a CSAF publisher which have been collected by one CSAF aggregator A are mirrore]
dgain on a second CSAF aggregator B. Such cascades are prone to outdated information. If the first aggregator A collects t
¢SAF documents on best effartiand B copies the files from A and announces that this is done weekly, one might assume thaf

D =

htes a

ExamplesT25:

CSAF: https://domain.tld/security/data/csaf/provider-metadata.json
CSAF: https://psirt.domain.tld/advisories/csaf/provider-metadata.json
CSAF: https://domain.tld/security/csaf/provider-metadata.json

CSAF: https://www.example.com/.well-known/csaf/provider-metadata.json

It is possible to advertise more than one provider-metadata.json by adding multiple csar fields, e.g. in case of changes to the organizational
structure through merges or acquisitions. However, this SHOULD NOT be done and removed as soon as possible. If one of the URLSs fulfills

requirement 9, this MUST be used as the first CSAF entry in the security.txt.

7.1.9 Requirement 9: Well-known URL for provider-metadata.json
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The URL path /.well-known/csaf/provider-metadata.json under the main domain of the issuing authority serves directly the provider-
metadata.json according to requirement 7. The use of the scheme "HTTPS" is required. See [RFC8615] for more details.

Example 126:
https://www.example.com/.well-known/csaf/provider-metadata.json

7.1.10 Requirement 10: DNS path

The DNS record csaf.data.security.domain.t1d SHALL resolve as a web server which serves directly the provider-metadata.json

accordiW e—HIFRS—is+ogui+od-
7.1.11 Requirement 11: One folder per year

The CSAF documents MUST be located within folders named <yyyy> where <yvyy> is the year given in the value of
/documer|t/tracking/initial_release date

Examplds 127:

2021
2020

7.1.12 Requirement 12: index.txt
The indek.txt file within MUST provide a list of all filenames of CSAF documents which are locatéd.in the sub-directories with their filepames.

Exampldg 128:

2020/expmple _company -_2020-yh4711.json
2019/expmple company - 2019-yh3234.json
2018/expmple _company -_2018-yh2312.json

This can be used to download all CSAF documents.
7.1.13 Requirement 13: changes.csv

The file changes.csv MUST contain the filename as well as theValue of /document/tracking/current release date foreach CSAF
documerft in the sub-directories without a heading; lines MUST be sorted by the current release date timestamp with the latest ond first.

Exampldg 129:

"2020/ekample_company - _2020-yh4711.json™\\#2020-07-01T10:09:072"
"2018/ekample company - 2018-yh2312.jgorg", "2020-07-01T10:09:012"
"2019/ekample_company - 2019-yh3234¢json","2019-04-17T15:08:412"
"2018/ekample company - 2018-yh23¥R.json","2019-03-01T06:01:002"

7.1.14 Requirement 14: Directory listings

Directorylisting SHALL be.enabled to support manual navigation.
7.1.15 Requirement~45: ROLIE feed

Resourcg¢-Oriented Lightweight Information Exchange (ROLIE) is a standard to ease discovery of security content. ROLIE is built on t¢pp of the

Atom Puplishing_Eormat and Protocol, with specific requirements that support publishing security content. All CSAF documents with the same
TLP leve| MUST be listed in a single ROLIE feed. At least one of the feeds

e TLP:WHITE
e TLP:GREEN
e unlabeled

MUST exist. Each ROLIE feed document MUST be a JSON file that conforms with [RFC8322].

Example 130:

{
"feed": {
"id": "example-csaf-feed-tlp-white",
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"title": "Example CSAF feed (TLP:WHITE)",
"link": [
{
"rel": "self",
"href": "https://psirt.domain.tld/advisories/csaf/feed-tlp-white.json"
}
1,

"category": [
{
"scheme": "urn:ietf:params:rolie:category:information-type",
Tiemsanilo MamadED

"bpdated": "2021-01-01T12:00:00.000Z",
"entry": [
{

"id": "2020-ESA-001"

"title": "Example Security Advisory 001",

"link": [

{
"rel": "self",

"href": "https://psirt.domain.tld/advisories/csaf/2020/2020-ESA-001.json'

"rel": "hash",

"href": "https://psirt.domain.tld/advisories/csaf/2020/2020-ESA-801.json.sha512"

"rel": "signature",
"href": "https://psirt.domain.tld/advisories/csaf/2020%2020-ESA-001.json.asc"
}
1,
"published": "2021-01-01T11:00:00.000z",
"updated": "2021-01-01T12:00:00.000Z",
"summary": {
"content": "Vulnerabilities fixed in ABC Q031"
by
"content": {
"type": "application/json",
"src": "https://psirt.domain.tld/a8visories/csaf/2020/2020-ESA-001.json"
by

"format": {
"schema": "https://docs.oasifs-open.org/csaf/csaf/v2.0/csaf_json_schema.json"
"version": "2.0"

Any existing hash file{(requirement 18) MUST be listed in the corresponding entry of the ROLIE feed as an item of the array 1ink havipg the
rel valug of hashcAhy€Xisting signature file (requirement 19) MUST be listed in the corresponding entry of the ROLIE feed as an iten of the
array 1irfk havifig the re1 value of signature.

7.1.16 ﬁequirement 16: ROLIE service document

The use and therefore the existence of ROLIE service document is optional. If it is used, each ROLIE service document MUST be a JSON file
that conforms with [RFC8322] and lists the ROLIE feed documents.

Example 131:
{
"service": {
"workspace": [

{
"title": "Public CSAF feed",
"collection”: [
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"title": "Example CSAF feed (TLP:WHITE)",
"href": "https://psirt.domain.tld/advisories/csaf/feed-tlp-white.json",
"categories": {
"category": [
{
"scheme": "urn:ietf:params:rolie:category:information-type"
"term": "csaf"

}

7.1.17 Requirement 17: ROLIE category document

The use §nd therefore the existence of ROLIE category documentis optional. If it is used, each ROLIE category document MUST be
file that cpnforms with [RFC8322]. ROLIE categories SHOULD be used for to further dissect CSAF doctiménts by one or more of the,
criteria:

e dogument category
e do¢ument language
e valfies of the branch category within the Product Tree including but not limited#o

P vendor
P product_family
P product_name

P product_version
e type of product
Exgmple 132:

CPU
Firewall
onitor

PLC
Printer
Router
ensor

pberver

o arTs or sectors, thegproducts are used in

Exgmple 133:
[Chemigdl
Confieredal
Commudication

JSON
following

TITICar Manuraceuring
Dams

Energy

Healthcare

Water

e any other categorization useful to the consumers
Example 134:

{

"categories": {
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7.1.18 dequirement 18: Integrity

All CSAH documents SHALL have at least one hash file computed with a secure cryptographic hash algorithm (e.g. SHA-512 o SHA
ensure their integrity. The filename is constructed by appending the file extension which is given by the algorithm.

MD5 and SHA1 SHOULD NOT be used.
Exampld 135:

File naje of SHA-256 hash file: example company - 2019-yh3234.json.sha256
File najne of SHA-512 hash file: example company - 2019-yh3234.json.sha512

The file cpntent SHALL start with the first byte of the hexadecimal hash value. Any subsequentdata’ (like a filename) which is optional
be separpted by at least one space.

Exampld 136:

v
eaba209Hba30a958a78d82309d6cdcc6929fcb81673b3dc4dbblbofacl8b6ff38 gx%lefcompanyﬁ—72019—yh3234 .Jjson

Ifa ROLI

7.1.19 Requirement 19: Signatures

All CSAH documents SHALL have at least one OpenPGP signatire file which is provided under the same filename which is extended

appropri

Exampld 137:

File name of CSAF document: exampleicomp‘a \€20197yh3234.json
File name of signature file: examplef}gb&

Ifa ROLI

7.1.20 thuirement 20: Public©OpenPGP Key

The publ
server.

File nane of CSAF document: example company - 2019-yh3234.json é_)

ISO/IEC 20153:2025(en)

"category": [
{
"term": "Example Company Product A"
I
{
"term": "Example Company Product B"

}

F feed exists, each hash file MUST be listed in it as described in reguirement 15.

te extension. See [RFC4880] for more details.

- 2019-yh3234.json.asc

F feed exists, each signature file MUST be listed in it as described in requirement 15.

part of the OpenPGP-key used to sign the CSAF documents MUST be available. t SHOULD also be available at a public

or example@(oﬂblic part of the OpenPGP key could be placed in a directory openpgp adjacent to the provider-
etadata. P88

PGP'key SHOULD have a strength that is considered secure.

3) to

SHALL

by the

7.1.21 Requirement 21: List of CSAF providers

The file aggregator.json MUST be present and valid according to the JSON schema CSAF aggregator. it MUST NOT be stored adjacent to

a provider-metadata.json.

Suggested locations to store the aggregator. json are:

https://www.example.com/.well-known/csaf-aggregator/aggregator.json
https://domain.tld/security/data/aggregator/csaf/aggregator.json
https://psirt.domain.tld/advisories/aggregator/csaf/aggregator.json
https://domain.tld/security/aggregator/csaf/aggregator.json

e o o o
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