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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborate jrfretdsof mutuat-interest—Otherintermationat-orgamizations,; governmmentat—amndor=ggvernmental, in
liaison with ISO and IEC, also take part in the work.

International| Standards are drafted in accordance with the rules given in the ISO/IEC Directives; Part|3.

In the field ¢f information technology, ISO and IEC have established a joint technicakcommittee, IBO/IEC JTC 1.
Draft Interngtional Standards adopted by the joint technical committee are circulated) to national bodlies for voting.
Publication a@s an International Standard requires approval by at least 75 % of the (hational bodies casting a vote.

Attention is frawn to the possibility that some of the elements of this International Standard may be the subject of
patent righty. ISO and IEC shall not be held responsible for identifying anyter all such patent rights.

International Standard ISO/IEC 20060 was prepared by Europay International and was adopted, ynder the PAS
procedure, by Joint Technical Committee ISO/IEC JTC 1, Information technology, in parallel with its approval by
national bodies of ISO and IEC.
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Introduction

Purpose

The Europay Open Terminal Architecture (OTA) consists of technology designed to facilitate

The purpose of this document is to provide a specification for a standard kernel fo be pro-
vided in al OTA terminals.

$ubject

QTA defines a standard software kernel whose functions andprogramming interface are com-
mon across all termina types. Thiskernd isbased on astandard“Virtual Machine,| whichis
implemented on each CPU type and which provides driversfor thetermina’s1/O and all low-
lgvel CPU-specific logical and arithmetic functionsy High-level libraries, terminal|programs
and payment applications may be developed using these standard kernel functions.

Aldditional volumes in this series describe*Forth and C language bindings and compiler
requirements.

Audience

This document is intended’for anyone desiring to evaluate OTA technology, develpp OTA
kernels, or develop payment programs or libraries designed to run on OTA kernels. General
knpowledge of computers and programming is assumed.
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How This Standard is Organised

This document is divided into the following chapters:

Chapter 1 Management Summary provides a summary of the key points that are devel oped
in this book.

Chapter 2 Conventions describes notational and syntactic conventions used in this specifi-
cation, as well as OTA data types supported and other general technical issues
applying to subsequent chapters.

Chapter 3 OTA Mirtual Machine describes the “Virtual Maching” architecture upon which
OTA ishased

Chapter 4 System Services describes the various services provided by anOTA kernel_to,clj
ent programs.

Chapter § Token Set Definition provides a detailed specification of the OTA token set (the
machine language of the “Virtual Machine”).

Chapter § Module Delivery Format describes the delivery package for.tokenised externgl
modules provided to OTA kernels.

Aids in Using This Standard

This document contains the following aids for using theinformation it presents:

* Alist af al of the tables present in this standardi{found on page vi.

o Alist E[f abbreviations referred to in this standard, found on page 2-3.

* A glossary of terms used in this standard,found on page 2—4.

* Numerjc and aphabetic lists of OTA«tekens, with page numbers, in Appendix A.
* A summary of exception codesand1/O result codesin Appendix B.

* A summary of current devices supported, with device numbers and control codes, |n
Appenglix C.

* A list of operating system functions in Appendix D.

* Rulesfor TLV ,DataObject Ligt* handling in Appendix E.

* Open Terminal Architecture System Overview in Appendix F.

» Anindex of topics covered in this standard, found at the end of the document.

Related Publications

The following publications contain material directly related to the content of this standard.
Available from original PAS submitter (see above).

* EMV2000, Integrated Circuit Card Specification for Payment Systems, Book 1 - Applica-
tions Independent 1CC to Termiual Interface Requirements. Version 4.0, December 2000.1

* EMV2000, Integrated Circuit Card Specification for Payment Systems, Book 2 - Security

1. The EMV 2000 documents may be obtained free of charge from EMV Co at http:/Avww.emvco.com.
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and Key Management. Version 4.0, December 2000.

* EMV2000, Integrated Circuit Card Specification for Payment Systems, Book 3 - Applica-
tion Soecification. Version 4.0, December 2000.

 EMV2000, Integrated Circuit Card Specification for Payment Systems, Book 4 - Card-
holder, Attendant, and Acquirer Interface Requirements. Version 4.0, December 2000.

* Open Terminal Architecture (OTA) Specification Volume 2: Forth Language Programming
Interface. Version 3.0 Draft 2, July 3, 1998.

* Open Terminal Architecture (OTA) Specification, Volume 3: C Language Programming
Interface. Version 1.3 —July 17, 1997.

* Open Terminal Architecture (OTA) Specification, Volume 4: Mixed Language Program-
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Digital Signatures Using Reversible Public Key Cry
phy for the Financial Services Industry (rDSA)

Secure Hash Standard
Codes for the representation of names and language

Codesfor the representation of names of countries arf
subdivisions— Part 1. Country Codes

Codes for the representation of currencies and funds.

12, 1999.

ms for
b Hash

ptogra-

U7

d their

Information technology — Open systems interconmection

— Specification of basic encoding rules for abstract
notation one (ASN.1).

syntax

ldentification cards — Financial transaction cards

ISO/IEC 7816-4:1995 (E)

|SO/IEC 9646:1994

ISO/IEC 15145:1997

Xii

Information technology — Identification cards — Integrat-

ed circuit(s) cards with contacts —
Part 4: Interindustry commands for interchange

Information technology — Open Systems I nterconnection
— Conformance testing methodol ogy and framework

Information technology — Programming Languages — Forth
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Information technology — Open Terminal Architecture (OTA)

specification — Virtual machine specification

1 Scope

This document is one of several documents containing the Implementation Specification of
Europay’s|Open Terminal Architecture. Other volumesin this series specify the+orth and
language programming interfaces, as well as the EMV application library-and the Termin
Kernel Tegt Program (see related publications).

The over

tem Archi
high-level
hasbeen d
other Virty

This Inter
terms of in
is able to

terminals.

Theinclus

e coreco|
e executi
o Security

This Intermational Standard provides the specifications for the standard OTA kernel in severgl

layers:
o definiti
» descrip

| architecture of the Open Terminal Architectureis described in Appendix F, “Sy
[ecture,” and is based on a Virtua Machine (VM) that ‘ean be programmed us
languages such as Forth or C. For compactness and-efficiency a tokenised for
evel oped for delivering compiled programsto terminals of all CPU types. Thisand
al Machine related issues are explained in Secftion 3.

national Standard describes a set of functions to be implemented in terminals i
structions for a Virtual Machine. With.these functions the application programmeg
jenerate application software that is.compact, portable and certifiable on all OT/

P

on of afunction is determined‘by three main criteria:
mpactness,
DN speed,

reguirements.

bn of theVirtual Machine (VM) (Section 3);
ian of the services provided by the VM to terminal programmers (Section 4);

» gpecifi
tion 5);

Ao of a Setof tokens Tepresanting the native Tmachime tanguage of the Vvt

» gpecification of the format in which token modules are delivered to an OTA kernel for
processing (Section 6).
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2 Conventions

This section describes technical terms and notational conventions used in this document.
Additional notation specific to certain sections is described therein.

In this document the words “shall” and “must” indicate mandatory behaviour. The word
“will” indicates predicted or consequential behaviour. The word “may” indicates permitted
or desirable, but not mandatory, behaviour. The phrase “may not” indicates prohibited behav-

iqt:

2.1 Abbreviations

ANS American National Standard

ASN Abstract Syntax Notation

ATM Automated Teller Machine

BCD Binary Coded Decimal

¢IsC Complex Instruction Set Computer.

CPU Central Processing Unit

¢SS Card Selected Services

DOL Data Object List

DpPB Database Parameter.Block

EMV Europay-M asterCard-Visa consortium

Hi Hexadecimal (base 16) when used as a subscript
IICC Integrated Circuit Card

1ISO I nternational Organisation for Standardisation

K 1024

U SB Least Significant Bit
MBF—MedduleDeliveryFormat——————————— |

MID Module ID

OTA Europay Open Terminal Architecture
PAN Primary Account Number

POS Point Of Sale (terminal)

RAM Random Access Memory

RFU Reserved for Future Use

© ISO/IEC 2001 — All rights reserved 2-3
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ROM
RSA
SHA
TLV
TRS
TSS
VM

Read-Only Memory

Rivest, Shamir, Adleman

Secure Hash Algorithm (SHA-1)

Tag-L ength-Value data object (per 1 SO/IEC 8825:1990)
Terminal Resident Services

Terminal Selected Services

Virtual Machine

22 G

Aligned aj

ANS Fort

Big-endia|

Binary

Card Selg
Services (

Cell

lossary

D

Adr ess The address of amemory location at which a character or cell can b
accessed. The OTA Virtual Machine requires that“aligned addresse
be exact multiples of 4.

U7

h The Forth programming language as defined by the American
National Standard X3.215, 1994. Farth language support for OTA s
documented in a separate volume:

-

Describes a byte ordering systen in which the highest-order byte of @
cell isat the lowest address{i.e., appearsfirst in adata stream). The
OTA Virtual Machine uses Big-endian byte order in token modules
and card communication.

In EMV the term-binary is used for both numbers and bit strings.
When a data.element is a number, thisisto be interpreted asan
unsigned integer.

The C programming language. C language support for OTA is
doeumented in a separate volume.

cted Card-resident code that provides functions supporting terminal
CSS) transactions, usually service functions that are used as part of a TS$
application.

A4

The primary unit of information storage in the architecture of an

OTA system. The standard size of acell inthe OTA Virtual Machine

Compile

isfour bytes.

Transform higher-level specifications of software and/or datainto
executable form. The executable form for the OTA Virtual Machine
is OTA tokens.

Compressed numeric In EMV the term compressed numeric specifies that a number is

represented in BCD format, left justified and padded with trailing
hexadecimal F's.

Counted string A data structure consisting of one character containing the length

24

followed by zero to 255 data characters.
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Data space

Data stack

EMV
EMV 4.0

Exception frame

Exception stack

Execution pointer

I pplementation
Conformance
Statement

Instantiate

Interpret

Kernd

Library-Module

4.0 Decamber 2000, books -

ISO/IEC 20060:2001(E)

Thelogica areaof the Virtual Machine that can be accessed by OTA
tokens.

A stack that may be used for passing parameters between functions.
When there is no possibility of confusion, the data stack is referred to
as “the stack”. Contrast with return stack.

A consortium of Europay International SA, MasterCard I nternational
Incorporated, and VisaInternational Service Association.

Integrated Circuit Card Specification for Payment Systems, Version

An exception frame is the implementati on-dependent set of
information recording the current execution state necessary| for the
layered exception processing used in the VM.

A stack used for the nesting of exception frames. It may be| but need
not be, implemented using the return stack.

A valuethat identifies the execution semantics of afunction. In ANS
Forth thisisreferred to as an “ execution token,” however i this

specification we have changed the term to avoid confusion with OTA
tokens.

A statement made by thesupplier of an implementation or system
claimed to conform to'agiven specification, stating which

capabilities have been implemented?®.

Register alocalinstance of adatastructure with the Virtual Machine.
At power-uptn aterminal, initialised dataitems and kernel gatabases
must bedinstantiated. Further data, databasesand TLV deflinitions
may be Instantiated when a module is |oaded.

ForOTA token code, at run-time identify the function assogiated
with atoken value in the code and execute it.

The standardised set of functions mandated to be present on every
terminal to implement the OTA Virtual Machine. The kernel
implementation for each CPU type is optimised for that professor.

A set of software functionsin OTA token code with a published
interface, providing general support for Terminal Programsijand/or

LISP

Module

Module Repository

© ISO/IEC 2001 — All rights reserved

A nnlications,
|

A family of programming languages, developed since the late
1960' s, which the American National Standard working group
X3J13 standardised as Common Lisp, starting 1986.

A collection of software functions and/or data compiled together and
presented in token form as a package whose delivery format is
specified in Section 6 of this document.

A non-volatile medium for storing OTA modules within aterminal.
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Non-volat

Numeric

ile

Return stack

Guaranteed to be preserved across module loading or terminal
power-down and rebooting.

In EMV the term numeric specifies that a number is represented in
BCD format, right justified and padded with |eading hexadecimal
zeroes. Inthis document we use it to specify asingle-cell binary
signed integer.

A stack that may be used for program execution nesting, do-loop
execution, temporary storage, and other purposes.

Stack
Terminal

Terminal

Terminal
Services (

Terminal
Services (

Token

Token Co

Token Lo
Interpreté

Virtual M

a. For afurt
tion — C

Program

Resident
TRS)

Selected
T'SS)

mpiler

hder/
o8

achine

her discussion, see | SO/IEC 9646:1994, Information Technology — Open Systems I nterconnec-
bnformance Testing Methodology and Framework.

ATTareg T Imemory contaming a tast i, FrstOut st of tens.
Stacksin the OTA Virtual Machine are discussed in Section 3,24,

Any POS (Point of Sale) machine, ATM (Automated Teller.
Machine), vending machine, etc.

The overall supervisory program thata Terminal executes. The
Termina Program contains code to select among one or more
applications.

Includes terminal -specific functions, program loading functions, and
the main Terminal Program loop defining the terminal’ s behaviour.
A TRSisusualy provided by atermina’s manufacturer.

Terminal-independent code whichiimplements service functions, also
known as applications and libraries. The TRS main program loop
selects and calls TSS functions as needed by a particular application.

A one- or two-byte code representing a CPU-independent instruction
for the OTA Virtual-Machine.

A compiler thatproduces OTA token modules.

A software ¢component on the Terminal that processes downl oaded
Tokens for’execution on that terminal’s CPU.

A theoretical microprocessor architecture. In order to provide a
single standard kernel interface, all OTA terminals are coded to
emulate acommon Virtual Machine whose parametersare givenin
this specification.

26
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2.3 Data Types

Table 1: Data type designations used in OTA

Symbol |Data type Size on stack

a-addr | Aligned address. Must be anon-zero value exactly divisible by 1 cel
four.

addr Address. May not be zero. 1 cel

c-addr Character-aligned address. May not be zero. 1 cel

char Character (occupying the low-order byte of a stack item) cell

g Double-cell integer. 2|cells

dev Device number, an integer identifying alogical 1/0 device L cell
supported by the kernel. A list of defined device numbersis
givenin Table 23.

gchar Extended character (occupying the 2 low-order bytes of ,a stack L cel
item).

flag Flag (true or false). See Section 2.5 for conventional L cel
interpretations.

fmt TLV parameter, containing its format indicator and status. See L cel
Section 4.5 and Section 5.25 for usage.

fp Function code. U cell

ipr Result of an 1/0 operation. Se&Section 2.5 for conventional L cell
interpretations.

len Length of astring (0-65535). 1 cell

Ipop-sys |Loop-control parameters. These include implementation- implementation
dependent representations of the current value of the loop dependent
index, its upper limit, and a pointer to a “termination location”
where execution continues following an exit from the loop.

nest-sys | Implementation-dependent information kept on the return stack | implementation
byfunction calls. dependent

num Signed integer (when used to represent an in-line valuein a L cell
token sequence, may occupy lessthan one cell).

4 Unsigned integer (when used to represent anin-linevaluein a L cell
token SequenceTayOCCupy tesstharronecel :)

ud Unsigned double-cell integer. 2 cdls

X Unspecified cell. 1cel

Xp Execution pointer. 1 cell

© ISO/IEC 2001 — All rights reserved
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2.4 Stack Notation

OTA isbased on an architecture incorporating push-down stacks (Last In First Out lists). The
data stack is used primarily for passing parameters between procedures. The return stack is
used primarily for system functions such as procedure return addresses, loop parameters, etc.

The VM contains other specialised stacks that are described later.

Stack parameters input to and output from a procedure are described using the notation:

( stack-id before — after )
Individual items are listed using the notation in Table 1 above.

Where an[operation is described that uses more than one stack, the data stack stack-id 1s $:,
and the rgturn stack stack-id is R:. When there is no confusion possible, the data stack-stack-
id may be omitted.

=
1

If the parameters that a procedure uses or returns may vary, the options are separated by ave
tical bar, indicating “or”. For example, the notation (—addr | 0) indicates that-the procedure
takes no input and returns either avalid address or zero.

The notatjon i*x or j*x indicates the presence of an undefined number-of cells of any dga
type (X); this is normally used to indicate that the state of the stack-is preserved during pr
restored after an operation.

2.5 Flags

Procedurgs that accept flags as input arguments shall treat zero as false, and any non-zefo
value as frue. A flag returned as an argument is a “well-formed” flag with all bits zefo
(false), or|all bits one (true).

Certain d¢vice control and other functions return an ior to report the results of an operation.
See Appendix C for specific ior(values. Anior may be treated as a flag in the sense that|a
non-zero yalue is true; however, it is not necessarily a well-formed flag, as its value may be
used to cqnvey additional information. By convention avalue of zero for an ior implies sug-
cessful cgmpletion (i.e., 'no error), while non-zero values may indicate an error condition pr
other abnprmal status:
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3 OTA Virtual Machine

3.1 Introduction

The software in every OTA terminal is ertten in terms of a common “Vlrtual Machine.”
- i - —cle addressing

rtual Machine. TheVirtua Machine concept makes a high degree of standardisation possi-
ble across widely varying CPU types, and simplifies program portability; testing, ghd certifi-
gtion issues.

The Virtual Machine provides the following services:

* | standard CPU and instruction set, represented by OTA tokens;

* | standard I/O support for common devices, with provisionsfor generic /O to sugport addi-
tional devicesthat may be added;

* | database management functions;
| TLV management, including format conversions and other functions,

* | management of token modules, including maintaining them in storage (updating as neces-
sary) and executing them on demand.

hese services are described in detail’in Section 4 of this document.

T
The fundamental design concepts underlying OTA technology are discussed in Appendix F,
Epropay Open Terminal Architecture (OTA) System Architecture.
G

TA provides program portability across heterogeneous terminals by treating terminal pro-
grams as the intermetiate code of a compiler. This code consists of streams of byte-codes,
alled OTA tokens.) Terminals then process this code by interpreting it or by other means

The OTA token set covers two areas. The flrst isthe mstructlon set of aprocr prchitec-

\ - ; eHent execu-
tion of programs The second prowdes What are normally called operatl ng system
functions’. In those terminals for which OTA is designed, system functions include specific
functions such as I/O driversand TLV management; and also inter-modul e access and access
control mechanisms.
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3.2 Virtual Machine CPU

The OTA Virtua Machine (VM) is based on a multiple stack architecture. This architecture
is most commonly seen in the Forth programming language (see ANSI X3.215-1994 for the
ANS Forth standard). This architecture has been further modified for portability, code den-
sSity, security, ease of compilation, and for use with other programming languages. For exam-
ple, it contains provisions for loca variable frames used in C. Thus, OTA token compilers
can be written not only for Forth but aso for C and other languages.

Datg Return Except J
Stagk Stack Stack
Code (ROM)
ALU
nitialised D Extended
nitialised Data / Memory
Uninitialised Data [
Registers — .
g Extensible Memory \ Non-volatile
Memory
Frame Memory-
CPU
Data Space(RAM)

Figure 1: Virtual Maehine architecture
The data, return and exception stacks are not in.accessible memory space. Code memory is not avail-

able to token programs. Extended memory and-Non-volatile memory are available only through tokens
providing dccess to buffers in uninitialised data space. See Section 3.2.3.

3.2.1 Reqgisters
The Virtugl Machine' s registers are described in Table 2 below.

Table 2: Virtual Machinge registers

Reg. |Name Description
TP Token-Pointer Points to the next token to be executed
DSP |Pata Stack Pointer Points to the current top of stack location. Stack spaceis

not directly addressable.
RSP  |Return Stack Pointer Points to the current top of stack location. Stack spaceis

not directly addressable.
FP Frame Pointer Points to the frame start in Data space.
FEP Frame End Pointer Points to the frame end in Data space.

QRR | Quote Return Register | Contains the return address for the “quote” operation.

The data and return stacks are not in the VM address space and cannot be addressed directly;
they are only accessible via stack operations. No assumptions may be made regarding how
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data are stored physicdly.

The local variable frame requires two pointers to allow the traditional C calling sequences.
Frames grow down in memory, matching the behaviour of the majority of CISC processor
machine stacks.

The “quoting” mechanism, a technique for re-using token sequences, is discussed in Section
5.4.3.

How VM registers are mapped onto the target CPU architecture is up to the kernel imple-
menter for that CPU. Although these registers are conceptually present, for security no direct
accessis provided to them by the token set.

3|2.2 Virtual Machine Size and Cells

The OTA Virtual Machine is defined as a byte-addressed, two’'s complement; 32-bif machine,
ith 32-bit registers and stack elements. The register/stack size is referred’to asthe cell size
of the Virtual Machine, a cell being the basic unit of manipulation on'the stacks and by the
rtual Machine registers.

3}2.3 Memory

A defines a single address space available to programs.-This address space shall be acces-
sple for data storage only, and is hence referred to as “data space.” Program$ may not
me that executable code is in this address space; and programs may not direqtly access
cdde space.

irectly addressable data space is divided intofour logical regions, each of which isindivid-
u@ly contiguous:

1| initialised data space, which containsinitial values specified at compile time and set
when the kernel is activated and subsequently when a modul e containing initial{sed data
isloaded;

2| uninitialised data space, Which contains variables and static buffers allocated during pro-
gram compilation. Thisdata space isinitialised to zero by the Virtual Machine;

3| frame memory, which is managed by the frame tokens (see Section 3.2.5 and Section
5.13).

4| extensible memory, which contains buffers allocated dynamically during program execu-
tion.

There aretwo additional data regions, which are not directly addressable:

1| extended memory is used to contain TLV data and volatil e databases;

2. TorFvotatite memory 15 USed to contam data that 1S guaranteed by the Vivito sarvive mod-
ule loading or power-down and rebooting (within the limitations of the terminal hard-
ware), including the module repository and non-volatile databases. This may be
implemented in battery-backed RAM, disk, or other persistent storage.

Extended and non-volatile memory is accessed only through tokens that provide “windows”
to selected datain the form of buffersin uninitialised data space.

All VM dataregions may be, but are not required to be, physically separate.

3.2.4 Stacks

The data stack is used to contain parameters to procedures and temporary results from
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expression evaluation.

The return stack may be used by the Virtual Machine to contain return addresses, and also
may be used for temporary storage. Application programs may only retrieve from the return
stack what they have explicitly put on it inside the current procedure, and must remove data
placed on the return stack during the current procedure before exiting the procedure.

Because of the variety of implementation techniques and processor architectures, application
programs may not assume that accessing the top of the return stack givesthe return address of
the current procedure.

Major categories of data that the Virtual Machine is permitted to hold on the return stack, in
addition to data placed there explicitly for temporary storage, are shown in Table 3; the refer-
ences cited give afuller account.

Table 3: |Data that the VM may hold on the return stack

Categolly References

Exception stack Section 3.5, Section 5.16
Frames Section 3.2.5, Section 5.13
L oop Control Section 5.15.3

Database context Section 5.23

All programs must observe the following rules:

» Programs may not assume that the datain any of these categories is guaranteed to be held
on the feturn stack, and so may use only the retrieval mechanism specified explicitly for ja
given gategory in the sections referenced in Table 3.

» Programsthat pass datain one of these categoriesto theVirtual Machine must take apprd
priate action to recover the data storage from the Virtua Machine before exiting from the
procedure in which it is passed.

» Programs must assume that any data previously placed on the return stack is rendered inac-
cessible by passing datain.one of these categories tothe Virtual Machine.
* Programs must assume that any data in one of these categories passed to the Virtugl
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rame:Mechanism and Usage

mechanism allows OTA to satisfy the requirements of languages such as C that
permit local variables to be defined at runtime. A frame holds procedure parameters passed
on the stack aswell as “loca” variables (temporary data storage that shall be freed automati-
cally when the frame is released, normally at the end of procedure execution). Frame start
and end pointers are maintained automatically by theVirtual Machine within the frame.

Virtual Machine implementations are permitted to implement the frame mechanism on the
return stack, and so frame usage must conform to the rules given in Section 3.2.4.

A frameis constructed with the MAKEFRAME or SMAKEFRANE tokens. Each of these tokens
specifies the number of parameters and the number of temporary cellsto alocate. For exam-
ple, SMAKEFRAVE 2 4 requests that aframe be built taking two items from the data stack
as parameters and to allocate four cells for temporary storage. There is atwo-cell overhead
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associated with each frame, which is used by the Virtua Machine implementation to save
control information required by the RELFRAME token.

Asan example, consider the token code sequence:

LITS

LIT 10

LIT 20
SVMAKEFRAME 2 4

Before SMAKEFRAME executes, the data stack contains the values 5, 10, and 20. On execu-
tion of SMAKEFRAME, the frame is constructed using two parameter values of 10 and 20, two

cellsfor control information, and four cellsfor temporaries. Thus, execution of this particular
SPKEFRAI\/E token has the net stack effect (51020-5).
ter execution, the constructed frame appears as shown in Figure 2.

FPri2 10 5 | Parameteys taken
b from.thédata stack

FP+8 20 < D)

FP+4 VM Control #1 |« Control information
P which should not be

Fp M UM C 40 | written to by user

> ontrol # < programs

FP-4 Uninitialised €

FP-8 Uninitialised ~ |« Temporaries are not
< initialised when the

FP-12 Uninitialised < frame is constructed

FP-16 Uninitialised <

Figure 2: Frame management example

The frame-pointer register, FP, points to the logical base of the frame. The two gells at FP
and FP+4 contain the control information that theVirtual Machine implementation uses for
management of its frames. Usually these contain the value of FP before the frame was con-

Ql cled-ang Ne_aaaress. o alaya alaINa Ne e ) arsl e alalrea ale plerner]ta-

ti o-di an rm oId ot ry n h hin y ecific i ng.

Parameters can be fetched from the frame using the frame access tokens (see Section 5.13).
For instance the cell at FP+8, which is FP+2* CELLS, can be loaded onto the data stack
using the single-byte token PFRFETCH2; the cell at FP- 12, whichis FP- 3* CELLS, can be
stored to using TFRSTORES.

Frames with large numbers of temporaries can access them using SFRFETCH and FRFETCH
tokens, where in-line offsets define the address within the frame. As an example, the cell
loaded by TFRFETCHS3 can also be loaded using the token sequence SFRFETCH - 12.

There is no requirement for the Virtual Machine to make two or more frames contiguous in
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memory; the only requirement isthat cells within the frame must be contiguous.

3.26 E

xtensible Memory

The Virtual Machine provides a dynamically allocated pool of memory as a single extensible
buffer appearing in the program’s uninitialised data space. Programs may request an alloca-
tion of a specified amount of memory and are returned a base address for that memory. Sub-

sequently

programs may release memory from a given address, causing all allocations

beyond that address to be released. The tokens used to manage extensible memory are found
in Section 5.14.

All tokens except the extensble memory management tokens EXT END CEXT END and

RELEASE

net effect
also relea
memory S

modules, £

ity. An

Section 4
will ber

3.2.7 U

User varii
mation fo
Machine.

Table 4 are defined for use by the Virtua Machine and must therefore be used only for the

purposes

Table 4:

. Inaddition, if a THROWoccurs, the allocation of dynamically allocated memory
ored in some cases to its condition at the time of the governing CATCH (see Sec-
tion 3.5 and Section 5.16).

ser Variables

bles are cell-sized variables in which the Virtua Machine holds contextual infgr-
r the client programs. Storage for user.variables is pre-allocated by the Virtugl
Sixteen variables (referenced as 0 to 15) are provided. The user variables listed in

lescribed.

User variables in the Virtual Machine

Offset

Name Description

0

BASE The'number base used for conversions between numbers and
textual strings of numeric digits.

DEVOP Current output device number.

DEVIR Current input device number.

DBCURRENT | Pointer to the current Database Parameter Block (see Section

4.3.1).

DBRECNUM | Current record number in the current database.

3-14
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3.3 Virtual Machine Execution Features

Code written to run on the Virtual Machine (including Terminal Resident Services compiled
as token modules) may assume that following power-up the terminal-specific kernel software
supporting the VM has performed any necessary terminal-specific power-up initialisation,
and has started execution of the main processing loop of Terminal Resident Services (TRS)
through a module loading process described in Section 4.9. On entry to the beginningof Ter-
minal Resident Services, conditionslisted in Table 5 are guaranteed. The action taken by the
terminal-specific kernel software if it does not have resident Terminal Resident Services for
the main Terminal Program loop is outside the scope of this specification.

Table 5: Initial condition of the VM on entry to the TRS

Resource Condition

Data Stack Any specific contents explicitly enumerated.

Return Stack Specified depth for thisterminal is available.

Rrames No current frame

Extensible Memory Specified amount for this termina)is available.

Devices All devices are closed.

Current Output Device |DEVOP=1

Current Input Device DEVIP=0

Nlumber conversion base | BASE = 10 (decimal)

Sockets Socket zero contains a procedure enabling all sockets tg be
plugged; alh other sockets contain no-ops (see Section §.22).

Current database DBCURRENT =0 (invalid address)

Current database record | DBRECNUM = -1 (no record selected)

If{ the main processing loop of the TRSis exited, control shall return to the termingl -specific
lgyer of software responsible for reloading the TRS and re-entering its main loop| All VM
rgsources shall be released whenever the TRS exits, except for datain non-volatile glatabases.
Resource releasing occurs when the terminal is powered down, the TRS exits, or the TRSis
rgstarted by the terminal’ s Operating System (if any). If an updated version of any| TRS mod-
ule has been acquired since the TRS main loop was last entered, all TRS resour ceqincluding
datain its non-volatile databases shall be released when it exits. See Section 4.8 arjd Section
5{28for details of the module management services provided by the Virtual Maghine. See
Section 6.1 for the ID of the startup module called from the Virtual Machine.

3.4 Arithmetic

Addition and subtraction operations are performed modulo 232,

Store operations whose destination storage is smaller than the size of the value passed shall
store the value truncated to the width of the destination. In the case of a string, this shall
cause the last bytes to be discarded; in the case of a binary integer, itwill result in an incorrect
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value.

Division operations are symmetric; that is, rounding shall always be towards zero regardless
of sign.

Division overflow may cause exception -11 (Result out of range) to be thrown.

3.5 Exception Handling

OTA provides a single exception handling mechanism via the tokens CATCH, THROWand
(see Section 5.16). These tokens are derived from the Lisp exception handling
, and appear in ANS Forth as CATCH and THROW Exception codes are defined |n
Appendix|B.

The purpgse of this mechanism is to provide for local handling of exceptions under program
control at|various levels in the software. The concept is that the program passes a function's
execution| pointer to the token CATCH, which will execute that function_and return a cogle
indicating what, if any, exception occurred during its execution. CATCHrecords implemep-
tation-degendent information sufficient to restore its current execution/state should a THROQW
occur in the function passed to CATCH for execution. This ineludes (but is not limited tp)
data and feturn stack depths, the frame pointer and, in some cases, the extensible memory
he collection of information representing an execution state is referred to as an
frame.” Exception frames are kept on the exception stack.

Following a CATCH, the program can examine any-exception code that may have begn
returned, and elect to handle it locally or THROWtt0 a higher level for processing.

The Virtyal Machine shall provide a default-outermost level at which exceptions will be
trapped. Thisoutermost level will be activated when no inner level of CATCH has been estap-
lished. The default exception handler shall abort any current terminal transaction and attemjpt
to reload TRS modules and re-enter the TRS main loop (see Section 4 for details of standard
ing facilities to be provided by dl terminals).

The Virtdal Machine is mandated to throw the general exception codes -10 (Division ly
zero), -17| (Pictured numefic string overflow) and -21 (Unsupported operation) should thege
condition$ occur. Forumany of the tokens specified in Section 5, general exception codes
defined in ANS Forthrand listed in Table 6 may apply but are not mandatory. The Virtugl
Machine |s entitléd)to throw these codes under the given conditions, and they are not liste¢d
individually under those tokens. Notethat all optional exceptions not implemented by a spe-
cific Virtdal\Machine have to be listed in the Implementation Conformance Statement.

The Virtual Machine is mandated to throw all the OTA-specific exceptions which are docu-
mented for the individual tokens and which are listed in Table 21 of Appendix B.
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Table 6: Optional general exceptions from ANS Forth

Code |[Condition Origin

-3 | Stack overflow Token that adds to number of cells on data stack; data
stack full.

-4 | Stack underflow Token that references one or more items on data stack;
referenced item below stack base.

-5 | Return stack overflow Token that adds to number of items on return stack;
raotiwrn ctacle full

-6 |Return stack underflow Token that references one or more items.Qn return
stack; referenced item below return stack base.

-9 |Invaid memory address | Token that accesses or branches telfmnémory at a given
or computed address; address putside code or| data
space.

-11 | Result out of range Token involves arithmetic.operation other than
addition or subtractien;-result overflows specjfied
return value.
-23 |Address alignment Token that references data at an address specified by
exception a-addr; addressis not cell-aligned
-24  |Invalid numeric argument |Value outside prescribed range, such asa lenjarger
than 65535.
-53 | Exception stack overflow |Nested CATCHes used too much exception stack space.
3.6 Resources
The Virtual Machine:provides resources to programs to support the architectural features
dl]zacri bed above;-and in support of the System Services described in Section 4 arld specific
functions detaited in Section 5. These resources are identified in Table 7. Each M imple-
mentation shall document the amount of each resource in this table that it will provide to
plication’programs, and each OTA program shall document the amount of each rsourcein
ta:Estable that it requiresfrom aVM. Note that the “ extensible memory space’ requirement in
Table7 is exclusive of the other specific data areas cited in the table; this data space is for
genera usage.
Table 7: Virtual Machine resources
Resource Units
Extensible memory space Bytes
Data stack Cells
Return stack Cells
Exception frames Frames
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Table 7: Virtual Machine resources (continued)
Resource Units
Procedure call nesting Cdls
Frame space including exception frames Bytes
Number formatting scratchpad size Characters
Scratchpad buffer for compressed numeric strings Bytes
M odule storage space Bytes
Number of stored modules --
Non-voldtile database storage space Bytes
Volatile gtorage space for databases, and TLV data Bytes
Hot card|ist data storage Entries
Number of user variables --

Number

pf languages supported --

3.7 P

The instryction set of the Virtual Machine is coded as'a byte stream of tokens. Single-by

tokens arqg

rograms and Tokens

referred to as primary tokens; these refer teprimitive instructions such as are con

monly fol

the target

After a
required,

the termimal’s CPU,)This process consists of executing the function associated with

token.

nd in any instruction set. Multi-byte:tokens are referred to as secondary token

erminal. See Sectien 6 for a detailed description of a module format.

odule is downloaded, it is stored in a module repository. When its function |i

D T

ne

he terminal uses a token loader/interpreter to process the tokens for execution

3-18

© ISO/IEC 2001 — All rights reserved


https://iecnorm.com/api/?name=157fee66a15dec342c2fcf3251f9d4d9

ISO/IEC 20060:2001(E)

4 System Services

The OTA software on aterminal can be divided into four major categories.

» The Kernel, which includes machine-dependent implementations of 1/O drivers and all
functions required in this specification for supporting applications.

» Terminal Resident Services (TRS) include terminal-specific functions, libraries supporting
these functions, program loading functions, and the main loop defining the terminal’s
behaviour.

| Terminal Selected Services (TSS) include service functions, also known as-applications,
and libraries supporting these functions. TSS contain only terminal independent code res-
ident on the terminal. The TRS main program loop will select and call-TSS functions as
needed by a particular application.

o | Card Sdlected Services (CSS) include functions supporting terminal applications, e.g. pay-
ment service functions that are used as part of a TSS application. CSS are resiglent on an
|CC and downloaded to aterminal as requested. For terminals with two ICC readers (e.g.,

one for normal transactions and one for maintenance) there may be two independent sets
of CSS (CSS1 and CSS2).

The kernel and TRS contain all of the terminal-dependent code and are usually provided by a
tarminal vendor. The terminal vendor software may include additional features that are out-
side the scope of the OTA specification.

A‘II software on an OTA terminal above.the VM kernel is organised as a set of sepgrate mod-
g

ules. The fundamental characteristic of‘amoduleisthat it is a collection of definitions or pro-

am functions that have been passed through a token compiler and encapsulated as a single

package for delivery to atermifial. The main Terminal Program (TRS), each application,

i]ach library, and each CSS download are examples of modules.
Il

modules use the Module Delivery Format discussed in Section 6.

The kernel in an OTA\system provides avariety of high-level servicesto these modules. The
basic principles underlying these services, and their rules of usage, are described i this sec-
tipn.

4.1~ Time Handling

Two timers are provided by the Virtual Machine. The first is a milliseconds timer, which is
used by programs for delays. It uses the full 32-bit range and wraps from 232-1 to zero. It is
guaranteed to be updated at least every 100 milliseconds. The second timer provides a calen-
dar function providing date and time to the nearest second. Timer handling functions are doc-
umented in Section 5.17.
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4.2 Devices and I/O Services

This section describes the general principles of device accessand control under OTA. Details
of specific devices are given in Appendix C.

Each device, including those devices whose lower-level operation is hidden by the Virtual
Machine behind device-specific functions, is assigned a device type (used to categorise result
codes) and a unique device number. Device numbers are arbitrary; however, references to
device numbers -1 through 15 may be made with only a single token, and so these are
assigned to the most common devices (see Appendix C). It is not required that all these
devices be available on al terminals.

General 110 facilities are provided by functions taking the device number as an input parame-
ter. These functions are described in Section 5.18. Some of the devices like the ICC and:mag-
stripe carfd readers have specific tokens assigned. To be able to deal with SO 1781614

and D Rl TE tokens have been replaced by MAGREAD and MAGARI TE for SO 7813 com
patible mpgstripe cards. The DEVREAD, DEVTI MEDREAD and DEVWRI TE tokens shou
only be used for magstripe cardsthat are not |SO 7813 compatible. Notethat for a given tef

DN

0

* If a procedure takes memory address(es) as parameter(s) and an invalid address is
detected, exception -9 (Invalid memory address) should be thrown.

 If a procedure takes numerical value(s) as parameter(s) and an invalid value is detected,
exception -24 (Invalid numeric argument) should be thrown.

All other device procedure errors should be returned as ior codes for those device procedures
that use ior codes.
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4.3 Database Services

An OTA terminal will contain at least three major databases. an application-specific transac-
tion log, a database of messages in one or more languages and a database of modules.

Generic database support for these and other functionsis described in this section.

The Virtual Machine provides amechanism for handling databases that concealsimplementa-
tion details (handled by the Virtual Machine as “server”) from the application software (the

“client”). The servicesimplement the following features:

At any given time the client has access to one currently selected database (DBCURRENT)

and one currently-selected record number (DBRECNUM that is shared across all defined

databases.

Parameter Block (DPB), which the server can access for reading and wiiting.

“owns’ the DPB, in the sense that it is in the client’s data space;~but the cl
allowed to access it directly. Instead, specific methods are usedhas described
5.23.

addresses of strings and key buffers to the server. For'each database that has

buffer starts at an aligned address. The contentof the record buffer associated
ticular database after a record selection remains available until the client sel

the contents of the record buffer without using a database store token (
DBSTRSTORE, etc), the termina may throw a -9 (Invalid memory address
changes may be lost when any database access token is executed. Any fetch fro

and placed into the record buffer. In this manner, any changes previoudy made t

Therefore, the database’record always reflects the actual contents of the record

records in adatabase are contiguous in memory.

A database is instantiated by the loading process for the module in which i
defined. Volatile databases installed by application modules are uninstantiated
calty and transparently by the server when the application is terminatedby Term

Information about each database is shared between client and server through g

The address of awindow onto the current record (a record butfer) is provided by
to the client for each client database; for certain database.operations the client may pass the

base buffer will be lost:and replaced with the contents of the record as held in

Database
The client
lent is not
n Section

the server

een made

known to the server by aclient module, arecord buffer shall be provided by theVM. This

ith a par-
s another

record from that database and should be considered to be read-only. If changes afe madeto

STORE,
or those
m or store

to a database record will causethe selected database record to be read from th¢ database

b the data-
database.
as held in

the database after a database fetch or store is performed. Except for these record buffers,
compiled databases, and parameters passed on the stack by specific database functions, no
other data gpace is shared between client and server. Programs may not assume that

s DPB is
automati-
nal Resi-
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dent Services, when all server-allocated data storage relating to those databasesis rel eased.

The server shall delete non-volatile databases when the module that defined them is
replaced. If the module isloaded (as described in Section 4.9) when replaced, e.g., in the
case of a TRS module, the server must delete the modul€'s non-volatile databases when
the module is unloaded.

Figure 3 below illustrates this sharing of data space.

4-21


https://iecnorm.com/api/?name=157fee66a15dec342c2fcf3251f9d4d9

ISO/IEC 20060:2001(E)

CLIENT SIDE SERVER SIDE
CONTEXT INFO
(E.G. CURRENT DB CONTROL BLOCKS
DB)
DB STORAGE
DB PARAMETER STRING AND KEY ALLOCATION
BLOCK BUFFERS AND BUFFERING
RECORD
BUFFERS

SHARED DATA SPACE

Figure 3. Database memory access

The dataljase model allows for databases whose storage requirements are maintained by the
server, aswell as databases that exist as pre-set data structuresin the client’ s address space. |It
distinguisnes between:

 volatil¢ databases (those whose contents will be lost on module unload or a power-down
conditipn) and non-volatile databases (those Mhose contents must be preserved acrogs
modul ¢ loads or a power-down condition);

» non-orflered and ordered databases (ordered by aclient-defined key);
* read-only and read/write databases.

This datalpase model also providesfor future expansion to other database attributes and facilli-
ties.
4.3.1 The Database Parameter Block

The DPB [for a database must be created with the following structure, where each field is one
cell insize. All databases have fields 0-4; fields 5 and 6 exist only for ordered databases.

Table 8: DPB-"Structure

Cell OHset—Field
DPB link
DB pointer

DB type

Record size

Available (next available record number)
Key offset
Key length

ool WIN|FL|O
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All information to specify a database must be preset in the DPB. Client software may not
make any subsequent direct access to the DPB and must make no assumptions about the val-
ues directly held in the DPB after the module defining that DPB has been loaded for execu-
tion (see Section 5.23). The list below provides a detailed description of each of the DPB

fields.
DPB Link

DB Pointer

Database Parameter Blocks are passed to the token loader/interpreter in the
form of a pointer to alinked list in the initialised data section of a module.
Thisfield must be preset to the addressin initialised data of the next DPB in
the list; or zero if thisDPB isthelast or only DPB in theligt.

For compiled databases that exist in the client’s initialised data space (see

DB Type

DB Type

tialised data. For databases whose storage is controlled by_the
field must be preset to zero.

Thiscell isorganised into two subfields, asfollows, where™ bit 0”
the least significant bit of the cell:

Bits 24-31

pelow), Tnis Treld must be preset 10 the ~origin™ add

Bits0-23

less in ini-
server, the

lesignates

DB attributes

DB kind

At present four DB attributes (bits 28-31) are defined:

Bit31=1

Bit31=0
Bit30=1

Bit30=0
Bit29=1

Bit29=0

Bit28=1

Database is ordered, and the DPB contains cells 5 g
specifiers).

Database isnot ordered.
Database Is read-only. Any write operation shall cau
tion=4094 (Invalid function) to be thrown.
Database can be read from or written to.
Database is optimised for linear search order. Kerl
mentations are not required to support this attribute.
Database is optimised for random search order. Ker
mentations are not required to support this attribute.

Database hasto be stored in secure memory. Kernel i
tations are not required to support this attribute. If a
loaded that requires this feature in a database and

does not support this attribute, the module loading w

ind 6 (key

Se Excep-

nel imple-
nel imple-

mplemen-
module is
he kernel
Il fail and

retarr-false:

Bit28=0

Database has no security requirements on storage.

Bits 24-27 arereserved for further non-exclusive attributes to be defined in

the future.

DB kind holds asingle numeric value that defines an exclusive characteris-
tic of the database, with values defined as follows:

0 “Volatile’” database whose content does not need to be preserved be-
tween module loads or across a power-down of the terminal onwhichit

resides.
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1 “Non-volatile” database whose content must be preserved between
module loads or across a power-down. |f the module defining a non-
volatile database is replaced, the database is destroyed when the old
module is unloaded.

2 (Reserved for future use.)

3 “Compiled database” constructed by the compiler in a contiguous area
of initialised data as fixed-length records. Records may not be added to
or deleted from a compiled database, and the database may not be ini-
tialised at run-time, but otherwise full read-write capability shall be sup-
ported.

TLV management functions). Token programs may not refer to orama
any assumptions about this kind.

(Values5 and up are reserved for future use.)

Record §ze Thisfield must be preset to the size of the record in bytes.

Available For compiled databases, the compiler must set this field'to one plus the Iast
allocated record number in the database. For any other’database, the com-
piler must set thisfield to zero.

Key Offsgt If ordering isrequired on the database (DB typebit 31=1), thisfield must e
preset to the byte offset within the databasesecord at which the key beging.

Key Length If ordering isrequired on the database (BB type bit 31=1), thisfield must e
preset to the size in bytes of the key. within the database record.

4.3.2 Database Instantiation

The action taken when a database isinstantiated at module |oad time depends on the val ue of
DB type @nd DB pointer in the DPB, and whether the database is volatile or non-volatile.

If the datgbase is a non-volatile type,the DPB addressis used in conjunction with the Module
ID to iderttify any prior datathat belongs to the database. If prior data exists, the next availpg-
ble record number shall be restored to its previous value. Otherwise, the server instantiates
new non-yolatile storage space and sets the next available record number to zero. In both
cases a buffer shall be provided for the current record in the database.

If DB polnter is zero-and DB type is not a compiled type, then the server instantiates pr
makes available the storage required for the database, initialises the storage to all zeros, pro-
vides a byfferfor the “current record” of the database, and sets the “available” record number
of the datgbase (see DBAVAI L) to zero.

If DB pointer is non-zero and DB type is a compiled type, then the server sets up internal
structures to make use of the client data structure whose origin address has been passed at DB
pointer and sets the “available” record number (see DBAVAI L) to the value passed in the
Availablefield of the DPB.

Exception -4093 (Database creation error) shall be thrown for all other conditions on instanti-
ation.
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4.3.3 Database Exception Handling

The THROW codes defined for handling exceptions detected by the database tokens are
described in Appendix B, “OTA Throw Codes’, -4095 through -4087. Codes -4093 through
-4088 apply only to non-volatile databases.

4.4 Language and Message Handling

Language selection, message selectlon and message dlsplay are prowded by a set of dedi-

s. An examplefor organlsatlon |sshown inTable 9.

Table 9: Messages, by number and origin 2

Message
mumbers (hex) | Typical Origin
1-3F Terminal (TRS provider)
40-BF Terminal (Application provider)
CO-FF ICC

a| This organisation reflects the needs given with chapter1.2, Standard Messages, in part iii of EMM ‘96,
Integrated Circuit Card Terminal Specification for Payment Systems, respectively the same chagter in
EMV 2000, Book 4.

The terminal maintains an internal_language database providing access to up to 255(messages
(numbered 1-FF) in one or marelanguages. Messagesin thisrange for a current or|new lan-
gliage areinstalled by MSGURDATE and deleted by MSGDELETE.

Messages may be provided by an application or ICC using the token MSGLOAD, which puts
them in atransient buffer. This buffer iscleared by MSG NI T.

Messages ingtaled-in the terminal’s internal database by MSGUPDATE and selected by the
tgken CHOOSELANG are the default messages returned by MSGFETCH. If m i
ajparticulardmessage number range have been ingtalled in the transient buffer by

GFETCH returns these instead of the corresponding default messages. In case of overlap-
ping M5GELOAD operations, the more recently installed messages replace previoudy installed
ones./1f no message has been installed for a particular message number, MSG-FETCiH returns a
zero-length string.

The format of a message table processed by MSGUPDATE or MSGLOAD is asfollows:

Symbol Two-byte string giving the | SO 639 code for the language.
CodePage One-byte SO 8859 code for the character set used by these messages.

Code Name Counted string giving the name of the language in Code Page-specific charac-
ters.

ASCII Name Counted string giving the name of the language in 7-bit ASCII characters.
Number 1 byte message number.
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M essage Counted string which holds the characters for the message.

The Number and Message fields repeat for each message within thistable. After thelast mes-
sage, a final one-byte long message with a0 (null) asitsfirst and only character signals that
the message table is compl ete.

The format of the accessible fields in the internal LANGUAGES database is given inTable 10.

Table 10: Message table format

Size
Item (bytes) |Description
Sym bol 2 tSO-639-codefor-thetar 1gtage:

ASCII Name| 16 |Name of thelanguagein 7-bit ASCII characters padded with
trailing spaces.

Code Name 16  |Name of the language in Code Page-specific characterspadded
with trailing spaces.

Code Page 1 SO 8859 code for the character set used by thesemessages.

45 TLV Services

The TLV pataformat is described in ISO/IEC 8825 (1990). The general term for this data|s
Basic Endoding Rules— Tag, Length, Value (BER-TLV, or just TLV).

4.5.1 Basic Principles

TLV datalobjects consist of two or three consecutive fields: atag field specifying its clags,
type and number, a length field specifying the size of the data, and if the length is not zero,|a
value fiel@l containing the data. Because ICC card responses are limited to 255 bytes or less,
this sets the maximum size of a TLV object in thissystem. Thetag field is one or two bytes,
the lengthlfield is one or twao hytes, and thus the maximum size of the value field is 252 bytes
(afield th|slong requires twolength bytes, as explained below).

The first yte of the tag.field is broken into three fields. Bits 7 and 8 specify the class of the
object. B|t 6 determinesif the value field contains “primitive” dataor if it isa* constructed’
object consisting-of‘other TLV-encoded fields. Constructed objects are a so called templ ates.
They cause their value fields to be parsed for TLV sequences when they are encounteregd.
Bits 1 to § specify the number of the object or, if all these bits are set, they indicate that add-
tional tag bytes follow. The additional tag bytes have their eighth bit set if yet another byte
follows. All bitsin up to two bytes are used to determine atag name. A tag field containing
more than two bytesis undefined in OTA, and will result in an ambiguous identification.

The length field consists of one to three consecutive bytes (not more than two are needed in
this implementation). If bit 8 of the first byte is O, then bits 1 to 7 indicate the size of the
value field. If bit 8 of thefirst byteis 1, then bits 1 to 7 indicate the number of bytes that fol-
low. The following bytes, if any, indicate the size of the value field and occur with the most
significant bytefirst.

The value field can consist of “primitive’” data or be “constructed” with additional TLV
encoded sequences. If bit 6 of thefirst byte in the tag field is set, then the value field contains
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additional TLV sequences. The primitive objects can be encoded in several different formats:
Binary Coded Decimal nibbles with leading zeros or trailing nibbles with al bits set, binary
numbers or sequences of bytes, character sequences of apha/numeric or ASCII bytes, or
undefined formats. Each ishandled differently asit is used.

An ICC may also use a Data Object List (DOL) to request values of specified tag names. The
card sendsa DOL consisting of alist of tag and length fields, and the terminal returns the cor-
responding vaue fields, without delimiters.

4.5.2 TLV Definitions
Each TLV that WI|| be used must be deflned by the terml nal or appllcatlon programs to estab-

gidition and removal of tag names from the global tag name list. This requires that the fol-
Iqwing structure be compiled for each TLV in initialised data space in the modulg defining
the TLV:

Link A cell with “left” (high-order two bytes) and “right” (low-order fwo bytes)
components providing links to elements of thédree.

Link left A 16-bit signed offset from this TL M 's‘access parameter to the access
parameter of a TLV record whase tag is numerically lesq than this
record’stag. A value of zero indicates that this TLV isnot ljnked to a
TLV with atag numericallydess than this one.

Link right A 16-bit signed offset fram this TLV’ s access parameter to the access
parameter of a TLV record whose tag is numerically greatef than this
record’stag. A valueof zero indicates that this TLV isnot ljnked to a
TLV with atag numerically greater than this one.

Tag A two-byte stringwhose big-endian numeric valueisthe TLV tag.

Type A single bytethat specifies control information. The byte contains one of
the followihg data format indicators:
0 = BCD nibbles padded with leading zeros,
1 = Sequence of bytes, application defined,
2=Binary number, most significant bytefirst,
3= BCD nibbles padded with trailing Fs,
4 = Alpha/numeric characters with trailing zeros,
5 = Full ASCII character set with trailing zeros, or
6 = Variable format.

Reserved A bytethat must be initialised to zero by the compiler.

Data Acetthathotds Vivi=specifrcmformatiormrmchudimgaccess to thetength and
value fields of this TLV. Thisfield must be initialised to zero by the com-
piler.

The system must also maintain a status byte for each TLV (see Section 5.25.3). This may be
the Reserved bytein the above structure. Thelow-order bit of thisbyte shall be set if theTLV
has been assigned a value as a result of being in a sequence that has been processed by
TLVPARSE or TLVSTORE. The purpose of maintaining an assigned statusisto identify TLV
valuesthat contain valid data (which may be zero) and distinguish them fram TLV valuesthat
have never been set and are therefore invalid.

The OTA kernel manages aglobal list of TLV tags by maintaining a list of pointersto theini-
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tialised data space containing their actual definitions as described above. When a module is
loaded, its TLV definitions are added to this list as part of its initialisation; when it is
unloaded, its TLV definitions shall be removed from the list automatically by the Virtual
Machine. If the module containsa TLV definition that already exists, the Load Module sub-
routine will fail and returnfalse. The address of the Link field described aboveis returned as
the “access parameter” for TLV references. The programmer should not access these fields
directly, nor make any assumption about their contents, after the VM has instantiated the TLV
definitions.

The OTA tokens that support these TLV services are described in Section 5.25.

453 TLV References

Referencgs to TLV definitions in the source code are compiled as either direct referencesto
the definition structures defined above, or numerical tag values. Within certain binary TLV
definitions, individual bits or groups of bits are defined to have certain meanings;These afe
referred tp in OTA as “TLV bits’. References to TLV bits may be compiled:with a litergl
pointing tp a bit within the value field of the TLV. Bit O isthe least significantbit of the firgt
byte, bit 7 is the most significant bit of that same byte, bit 8 is the least significant bit of the
second byte and so forth.

TLV types 0 and 2 are tranglated into 32 bit stack values for interfial manipulation, and both
have size constraints that must be observed to make this possible,* Type 0 is encoded as BCD
digits and thus its maximum value is limited to about 9.5 deCimal digits, or, more precisely,
4,294,967,295. Type 2 is encoded as binary bytes and thusis limited to the size of 1 cell (4
bytes). In both cases, exceeding these limits shall cause values to lose their most significant
portions. [Type 3 values are encoded as decimal digitsthat are too long to be held in one cell,
and thus are converted to strings of digits. This&tring is created in atemporary location thgt
must be moved to a more permanent locatiofrimmediately after it is accessed. The string
parameterfs returned by the other TLV types.do not have any persistence constraints.

Only one[TLV can be accessed at atime.” In the OTA implementation, the maximum size gf
thevaluefiedinaTLV is 252 bytes,

The dataassigned to a TLV_definition is exposed to the application through a 252-byte
scratch arga maintained by the VM. The application program is permitted to change the co
tents of this scratch arear -f changes are to be retained, an address and length within the
scratch arpa must be passed back to the TLVSTORE token. The address and contents of the
scratch arga may become invalid when any TLV token is subsequently executed.

4.6 Hot Card List Management

Hot Card List management is provided by a set of dedicated functions that are specific to the
management of alarge hot card list. A typical list may contain 10,000 PAN entries of up to
10 bytes each, or 20 BCD digits. ThePAN entries are stored in compressed numeric (cn) for-
mat, right padded with hexadecimal F;’s. AsaPAN is amaximum of nineteen BCD digits,
an entry inthe list will always be padded with at least one F,. When searching in the hot card
list, Fy'sinalist entry are considered as wild cards or “don’t care” digits, but any F’sin the
PAN used asinput are not wild cards. Wild cards can only appear at the right-hand end of an
entry. A PAN shall be considered found in the hot card list if thereis alist entry that isiden-
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tical up to thefirst F in the entry.
For example, assume the following Hot Card list in the terminal:

5413278000404808FFFF
5413278000404763FFFF
3625FFFFFFFFFFFFFFFF
45066367FFFFFFFFFFFF

The following input PANs would be found in the list:

5413278000404808
4506636700422497

3
3
-
5
5
4

S o72014.0001

>

DIV TO0O1LUUUL

625
he following input PANs would not be found in the list:

11327800041234F
413
b066F

pecific tokens are documented in Section 5.26. Tokens are provided to initialise th
5t to an empty state, add entries, delete entries, and find.entries.

e hot card

4.7 Cryptographic Services
This chapter describes a number of cryptographic and arithmetic support functionsg provided
by the VM. The agorithms are selectéd using a code from Table 11 as the top-of-stack argu-
ment to the token CRYPTO (see Section 5.27). Exception -21 (Unsupported operation) shall
bg’tchrown if a particular function is not supported by the VM. The algorithms are further
described below.
Table 11: Cryptographic algorithm codes
Value |Description

1 Modulo multiplication

2 SHA-1

3 Modulo exponentiation

4 Long Shift

5 Long Subtract

6 Incremental SHA-1

7 Cyclic Redundancy Check (CRC)

8 DESKey Schedule

9 DES encryption/decryption

>9 RFU
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4.7.1 Modulo Multiplication

This function performs a multiplication of two unsigned values x and y, where the product is
reduced using the modulusz. The formulais:

result = mod(x*y,2)

The input values (x,y,2) have all the same length. They are represented by byte strings (c-
addr len) and can be any multiple of 8 bits up to and including 1024 bits. The values must be
in big-endian byte order.

The stack parameters for the CRYPTO token in this case are asfollows:

( c-addr, len, c-addr,, len, c-addr len, c-addr, 1 —c-addr, len, )

where c-gddr, len, and c-addr, len, are the values x and y for the multiplication, and c-adel 5
and len; is the modulus z. The result is stored in c-addr,. There must be enough-toom gt
c-addr, tq store len; bytes. The buffer c-addr, len; isreturned as aresult.

Note that |c-addr,, c-addr, and c-addr; may be the same, and len,, len,, and lef;’must be tie
same. The buffer c-addr, len; must not overlap with any of theinput buffers.

4.7.2 Secure Hash Algorithm (SHA-1)

This algofithm is standardised as FIPS 180-1. SHA-1 takes as input messages of arbitrary
length an{lylr produces a 20-byte hash value. The stack parameters for the CRYPTO token |n
this case gre asfollows:

( c-@ddr, len, c-addr, 2 —c-addr, )

where c-gddr, len, isthe input buffer for computation-and c-addr, is the buffer containing the
result, whjch is aways 20 bytesin length.

The 20-byte result buffer c-addr, must not overlap the input buffer c-addr, len,.

4.7.3 Modulo Exponentiation

This function raises an unsigned value x to a power given by an unsigned exponent y, whefe
the produgt is reduced using the modulus z. The formulais:

resylt = mod(x"y,z)

The input|value x and modulus z are represented by byte strings (c-addr len) and may be any
multiple gf 8 bits up'ta-and including 1024 bits. The values must bein big-endian byte order

The stack|parameters for the CRYPTO token in this case are asfollows:

( c-qddr,4 len; u c-addr, len, c-addr; 3 —c-addr; len, )

where c-addr, len; isthe argument X, u isthe exponent y, and c-addr, len, is the modulus z
The result is stored in c-addr;, and the buffer c-addr; len, is returned as aresult. It must not
overlap with any of the input buffers. There must be enough room at c-addr; to store len,
bytes.

4.7.4 Long Shift

This function shifts a binary string by n bits. If nis positive the string is shifted n places to
the left, and the least significant bits are filled with zero. If nisnegative, the string is shifted
[n] places to the right, propagating the most significant bit. If |n| is greater than the length of
the string, the returned string is filled with zeros (n>0) or filled with the input’s most signifi-
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cant bit (n<0).

The input value is represented by a byte string (c-addr len) and may be any multiple of 8 bits
up to and including 1024 bits. The value must be in big-endian byte order.

The stack parameters for the CRYPTOtoken in this case are asfollows:
( c-addr len num4 —c-addr len)

where c-addr len isthe starting address and Iength of the number to be shifted and numisthe
number of places to shift (Ieft if num> O, right if num < 0). Theresult is returned at the same
c-addr len.

4‘)!‘ L ana- Qo
r.J LUITIYy ou

This function subtracts two numbers. The input values are represented by byte stri ;%s (c-addr
Ign) and may be any multiple of 8 bits up to and including 1024 bits. Both.inputs nust be the
e length. The values must be in big-endian byte order.

The stack parameters for the CRYPTOtoken in this case are as follows:
( c-addr, c-addr, len 5—c-addr, len)

where the value at c-addr, len is subtracted from the value at' c-addr, len, and the result is
stored at c-addr,, len.

417.6 Incremental Secure Hash Algorithim (SHA-1)

This algorithm is standardised as FIPS 180-1. -The incremental SHA-1 calculation |s divided

inthree steps : theinitialisation step, the update step and the termination step. The Update step
may be repeated as often as necessary. The stack parameters for the CRYPTO token in this
cyse are asfollows:

( c-addr len, c-addr, num 6~— c-addr,)

here c-addr 4 len, istheinput buffer for computation and c-addr, isthe buffer con1ai ning the
intermediate result, which.isaways 20 bytesin length. Numis 1 for the initialisation step, 2
for the update steps and 3 for the termination step.

Fpr the initialisationsstep c-addr, and len; are not taken into account. The initialigation step
initialises c-addr3 with the five 32 bit offsets required by this algorithm.

Fpr the updatefunction the length of the input buffer hasto be a multiple of 64 bytgs. For the
tarminationystep the input buffer contains the remaining bytes. The length does not have to be
ajmultipte of 64.

The20-byte result buffer c-addr, must not overlap the input buffer c-addr, len; andl is passed
between the different steps.

4.7.7 Cyclic Redundancy Check (CRC)
The stack parameters for the CRYPTOtoken in the case of the CRC algorithm are as follows:
(c-addr lennumuy u, 7—ug)

c-addr len represents the block of input data. Num defines the order in which the bits of data
bytes are shifted : zero is least significant bit first and non-zero is most significant bit first. u;
is the input to the CRC agorithm, which allows chained computation over multiple blocks
and also for preconditioning data for CRC-32. u, is the polynomial, where the bit represent-
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ing the most significant term has been discarded (e.g. : the polynomial x1® + x12 + x> + 1 is
represented by the binary value 1000000100001). ug is the 32 bit value of the new CRC com-
puted over theinput data.

4.7.8 DES Key Schedule

The stack parameters for the CRYPTO token in the case of the DES key schedule algorithm
areasfollows:

( c-addr, c-addr, 8 — c-addr» )

where c-addr, is the 8 byte key buffer including parity bits and c-addr, the 128 byte key
schedule output buffer.

4.7.9 DES encryption/decryption

The stack| parameters for the CRYPTO token in the case of the DES encryption/decryption
algorithm|are as follows :

( ctaddr4 c-addr, c-addrz num9 — c-addr3)

where c-gddr is the 8 byte input buffer, c-addr, the 128 byte key schedule buffer computed
with CRYPTO function 8 and c-addr 5 the 8 byte result buffer. Numis’l for encryption and|2
for decryption.

4.8 Vectored Execution Sockets

The plug and socket software mechanism in OTA"isa convenient and flexible way to provige
on-line cgnfiguration of the different modules that make up terminal programs and applicg-
tions. Sogkets hold execution pointers, also known as procedure pointers, that allow the creg-
tion of a procedure whose behaviour,may be changed at execution time. Sockets may be
viewed (gnd implemented) as an.-array of procedures that are accessed through the
DOSOCKHET token, which takes the socket number as an in-line byte, or by the | DOSOCKHET
token, whjch takes the socket number from the stack.

Sockets epable re-configUration of aterminal program or application to provide variations pr
enhancenients in the transaction processing flow. Sockets provide an interface between soft-

extend the_behaviou
coupons, €tc.).

A module may specify that sockets be reconfigured automatically when it isloaded for execu-
tion, or a client program may programmatically assign a new procedure to a socket at run-
time. Provided security conditions permit it, sockets in an application may be assigned a
default behaviour and then may be re-plugged with new procedures by subsequent modules,
in order to provide specialised behaviours.

Part of the specification for using sockets is that all procedures vectored to use a particular
socket must have no stack effect (except for socket zero — see Section 5.22). This ensures
program continuity no matter which vectored version of the procedure is executed. The
default action of all sockets before modification shal be that of a no-op.
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4.8.1 CSS Functions

An acquirer may allow transaction enhancements by code on an ICC (the CSS referred to
above). If so, they are implemented with sockets. A library or application module may
include the definition of new sockets for later PLUGSOCKET tokens coming from an ICC. In
this case the module would define a socket and then use PLUGSOCKET to assign a default
behaviour to it (often anull behaviour). If access control allowsit, an ICC could later down-
load tokens that define a new behaviour and then use PLUGSOCKET to store it in this same

socket, overriding the default behaviour.

4.8.2 Socket Security

Fprsecurity, the terminal software can Specity a SOCKet control procedure thg
hether or not each individual socket can be modified; thus, for example, the ex
cpde downloaded from an ICC can be strictly controlled by the acquirer.

This is achieved by specifying the socket control procedure to be applied on s
empts to plug a socket (see PLUGSOCKET, Section 5.22). The-procedure PL
ust be written to return, for a given socket number, whether that"socket may now
. When amodul€e’s socket list is subsequently processed atiimodule load time,
cket is plugged programmatically, the Virtual Machine ghall' first execute the us
PLUGGABLE procedure to determine whether the socket really can be plugged,
rgtain the existing behaviour of the socket if it cannot.

fi

module that wishes to restrict access to any sockets before another module is
execution may execute a PLUGSOCKET on the PLUGGABLE socket (socket zerg
chosen access predicate as a parameter, befére'loading that module. When the ne
d any other modules loaded for its execution have their socket lists processed,
hich access is denied by the PLUGGABLE procedure shall retain their existing
his condition shall not be considered an error.

T

Code that wishes to restrict access to any sockets before further code is executed mg
a|PLUGSOCKET with the chasen PLUGGABLE procedure as a parameter, at an a
point in program flow. A-programmatic request to plug a socket (see PLUGSOCKE
5]22) can determine whether the request was accepted or denied by the call to PL UG

my socket whose behaviour was modified, either by the module loading process g
clitable module was loaded for execution, as part of the termination procedure

wlithin the MODEXECUTE token. See Section 4.9 for further details of module Ia
execution:

t controls
bcution of

ubsequent
GGABLE
be modi-
pr when a
er-written
and shall

oaded for

with the
Xt module
sockets to
pehaviour.

ly execute
bpropriate
T, Section
BSOCKET.

r dynami-

ly by programmed command, shall be restored to the behaviour it had when the last exe-

packaged
ading and

4

oD
U.J

An OTA terminal has 64 sockets, numbered 0 through 63. If agiven socket is plugged with a

procedure by more than one module, the latest operation ssimply replaces any earlier

4.9 Module Handling Services

OTA software is managed by the Virtual Machine in the form of one or more modu
each module may contain any of the following categories of information:
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» Tokenised code
 Initiaised data

* Uninitialised data allocation
» Database definitions

e TLV definitions

e Socket list

* Module interdependencies

The OTA Module Ddlivery Format (MDF) in which an OTA moduleisdelivered to aterminal
is documented in Section 6. How this delivery is accomplished is beyond the scope of this

The Virtugl Machine maintains a non-volatile repository of modulesthat have been delivered
and instal|ed on the terminal. Each module in the repository shall be identified by-a.‘/module
|dent|f|er r module ID. The significance of the module ID isexplained in Section6.1. Fg-
istration in the module repository, module information is available through a nop-
volatile LES database maintained by the VM. The first fields in eagh record shall cof-
tain the fifst 20 bytes of the OTA Module Delivery Format. How the restof the module infof-
mation ig stored within the VM is beyond the scope of this document. The VM must,
however, provide the following features:

* If modules are not stored in MDF as described in Section'6, then they must behave gas
though{they were.

e TheVIM must protect modules within the repository-from modification by any other mog
ule.

* The VM must make provision for a new version of a given module to be placed in the
repositpry while a module of the same modute 1D exists for execution purposes.

There arejtwo basic types of modules: exeecutable modules, which have an entry point that |s
called dirgctly by the VM when it is |oaded, and library modules, which act as resources o
other modules by providing exported procedures that may be executed individually by inter-
module calls. A value of -1 in the NDF- ENTRY field of the module header defines the mog-
uleasalibrary module.

4.9.1 Module Loadihg by MODEXECUTE

There are|conceptually two phases in processing amodule: first it is“loaded,” which means
it is madg accessible and its data, databases, etc. instantiated; then if it is an executable mog-

ulethe VY begins processing itstokens starting at its entry point. The execution procedurelis
described|by<the flowchart in Figure 4. Individual “subroutines’ referenced in thisflowchart

are discussed I1n the following paragraphs.

Mark and Save Resources

Before execution of amodule, the Virtual Machine must mark its state and save any resources
needed so that this state can be restored later. The state includes:

» The position of the extensible memory pointer, the frame pointer, and the frame end
pointer.

» The contents of the entire current socket list.

e TheTLVsregistered inthe TLV tag namelist.

» Other interna data the VM implementation needs in order to manage the activation and
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execution of modules.
Load Module

The module ID of the module to execute is passed to the Load Module subroutine, which is
described in Section 4.9.2. If the module isloaded without error, it can be executed.

Executable?

If the MDF- ENTRY field is -1, the module isalibrary module and is not executable. Other-
wise, the MDF- ENTRY field specifies the entry point of the module.

Execute Module
ield in the

pbader. The module shall terminate usi

Release Resources
The resources needed for execution of the module are released. This reguires:

* | All volatile memory required to load the module, and any module that it required to be
loaded, must be released and cleared to zero. Thisincludes, butis not limited to
* The space needed for all modul€ sinitialised and uninitialised data.

» The space needed for any internal TLV buffersand management data stryctures de-
fined by these modules.

» The space needed for any internal buffersand management data structures required
by databases defined by these modulés.

*| The TLV name list maintained by the (M for tag lookup must be restored tp its state
immediately before module execution,

* | The contents of the socket list maintained by the VM must be restored to its staté immedi-
ately before module execution.

* | The contents of the frame painter, frame end pointer, and extensible memory pointer are
restored to their values imrhediately before module execution.
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Figure 4: Module execution procedure
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4.9.2 Module Loading Procedure

The process required to load a module, the “Load Modul€” subroutine, is shown in Figure 5.
Individual “subroutines’ appearing in this flowchart are discussed in the following para-

graphs.
General Errors While Loading

If an error is detected during loading of a module, this causes the Load Module subroutine to
immediately return false. A genera error is one such as “out of memory” where there are
insufficient resources to provide space for initialised data, uninitialised data, databases, or
TLVs; when aduplicate TLV tag is discovered; and so on.

rder of FtowchartHtams

The flowchart in Figure 5 shows the logical steps necessary to load a module; aniimplementa

tipn may wish to change the order to suit its needs as it sees fit. However,/initialised data
ust be set up before processing the database and TLV sections as these are'part of the initial-
iged data section.

Module Loaded?

Iffthe module is already loaded into memory, it is not loadeda second time and Load Module
immediately succeeds, returning true.

Module in Repository?

Iff the module is not in the repository, it cannot be Joaded so Load Module subroytine fails,
regturning false.

locate Uninitialised Data Area and Zero

he field VDF- ULEN is used to reserve that many bytes of data for the modul € s uninitialised
htaarea. This areathen shall be set10 all zeroes by theVirtual Machine.

locate and Prepare Module'slnitialised Data

he field MDF- | LENis used to reserve that many bytes of data for the modul€’s|initialised
gta area. Then, the initialised data are copied from the MDF file field MDF- | || into this
ea. The relocationtsection, MDF- RELOC is used to apply any relocation requifed by the
rtual Machine at this time.

The TLV sdefined in the module to be loaded are added by the Virtual Machine to ifsinternal
name list*used for TLV lookup. The root of the TLV data structure is defined by the field
DF- TLVROOT A dupllcate tag that is entered twice into the TLV name list by different

i S d dule-sdbredtine fails,

returnl ng false
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Figure 5: Module loading procedure
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Process Modul€e's List of Databases

The databases defined in the module to be loaded are instantiated by the Virtual Machine.
Instantiation of databases iscovered in Section 4.3.2.

Select a Module fromthe Import List

The list of imported modulesis traversed, recursively loading each onein turn.
Loaded OK?

If an imported module cannot be loaded for any reason, the module that imported the module
is also deemed to have failed to load, as it cannot access the imported module’s services. In

th

is case, Load Module returns false.

L

§

&
P
T

If

4

M
th

IS

L

atempt to plug socket zero in the MDF- SOCK field must_be;ignored by the Virtual

hst Module?

fter the last imported modul e has been recursively loaded, the module has'had its
located, loaded, and instantiated without error, so Load Module plugs the’sockets
s described below and then returns true indicating that the module was toaded suc

ug Socketsin Modul€ s Socket List
he field MDF- SLEN is used to plug the sockets defined in.the field MDF- SOC}

socket zero needsto be plugged, it may be accomplishied using the PLUGSOCKE

9.3 Module Loading by MODCARDEXECUTE

odules that are loaded from an |CC by MODCARDEXECUTE must be handled diffel
ose loaded from the repository using MODEXECUTE. The flowchart for MODCARD|
shown in Figure 6.

ark and Save Resources

cfore execution of a card module, the Virtual Machine must mark its state and
sources needed so that thisstate can be restored later. The state shall include:

The position of the extensible memory pointer, the frame pointer, and the f
pointer.

The contents of.the entire current socket list.
The TLVsregistered inthe TLV tag name li<t.

Other internal datathe VM implementation needsin order to manage the activati
modules.

had Module

resources
binitslist
cessfully.

K. Any
Machine.
I token.

ently than
EXECUTE

save any

rame end

on of card

The module is loaded using Load Module; the difference is that the module is not in the
repository and is not already loaded.
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Figure 6: ICC module execution procedure
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Rel ease Resources

If the card module is not loaded successfully, all resources must be returned to the state they
had immediately before execution of the MODCARDEXECUTE token. Thisrequires:

» All volatile memory required to load the module, and any module that it required to be
loaded, must be released and cleared to zero. This shall include, but is not limited to:

The space needed for all modul € sinitialised and uninitialised data.

The space needed for any internal TLV buffersand management data structures de-
fined by these modules.

The space needed for any internal buffers and management data structures required

Dliscard Resources

[N P (P () +lo (M|
Uy Udldasco UTTITICU Uy UTESC TTIUUUINCS.

*| The TLV name list maintained by the VM for tag lookup must be restered tp its state
immediately before module execution.

* | The contents of the socket list maintained by the VM must be restoredo its staté immedi-
ately before module execution.

* | The contents of the frame pointer, frame end pointer, and extensible memory pointer are
restored to their valuesimmediately before module execution:

Iff the card module is loaded successfully, the state saved in the “Mark and save flesources’
step issimply discarded. Thus, a card module hasbeen grafted onto arunning systém. To be
useful, a card module must plug sockets using the' VMDF- SOCK list; otherwise therelis no way
tqQ execute any code that is present in the card.module.

FUll details of module support functions and’'formats are found in Section 5.28 and [Section 6.
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5 Token Set Definition

5.

1 Overview

OTA tokens are the instruction set of aVi rtual Machl ne. The tokens may also be treated as an

oaof tha taolcan laadar s

i
nj

O
al
in
T

T

5

5

wlith prefixes (two-byte tokens) are referred to as secondary tokens.

Numbers larger than one byte are transmitted in token programs in big-endian two'

=H [ af 0a
LCIIIIC\JIGLC IGIIUU(J!:JC Ul QbUIIIlJIICI \.KIIIIC IIII'JICIIICIIL(J.LIUIIO Ul UN'IC TURNTIT TUGUTT T

ay actually trandate OTA tokens to machine code.

TA tokens are byte tokens, permitting a maximum of 256 tokens. One-byte pre
low the range of tokens to be extended to a theoretical maximum of 65536 tokens
g prefixes as defining pages of 256 tokens each. In fact, only three pages are def

pkens without a prefix (single-byte tokens) are referred to as pritmary tokens, whe

.2 Conventions

2.1 Number Formats

nterpreter

fix tokens
| regard-
ned.

reas those

he execution of any primary or secondary token that is®ot defined in the list below shall
cause exception -511 (Illegal operation) to be thrown.

5 comple-

ment form, with the most significant byte first. Within a token program, numbgrs should
always be accessed by operators of the correct format, in order to alow prograns to store
numbers in the form most_suited to the underlying architecture.
ouble number types:are held on the stack with the most significant cell topmost, and pro-
grams may assume-this stack order. In memory, double number types are held with the most
significant cellat the lowest-addressed cell within the multi-cell type.
5{2.2 Toeken Descriptions
Tokens’are split into several logical sets for the sake of convenience and are shown in sepa-
rate-seetronsbetow—AH-token-valtes-areH-hexadectnalk:
A typical token description is:
DROP 90
(x—)
Remove the top item on the stack.
This describes a token named DROP whose “opcode” or “token value” is 90,. The stack

effect of the token is shown on the following line, and then a natural language description of
the token’ s execution semantics is provided.
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For tokensthat require inline data, the following notation is used:

LIT 6E u:16
(—u)
Push u onto the data stack.

The stack effect and natural language parts are much the same as before. However, after the
token value 6E,;, we have “ u: 16" which describes the format of the data following.

* The u part is the data type part and describes how the data are to be interpreted. In this
case the data are interpreted as an unsigned integer.

e The 16part describesthe size of the data1n thiscase

Other data types are taken from Table 1 (page 2-7), and other sizes such as 8 and 32 are'a'so
used. Inline values are dways held in big-endian format.

One additional data type is distinguished: offset. This defines the signed offset used |n
branch-type tokens and is described in the following section.

5.2.3 Branch and Code Offsets

Control sluctures are formed by a control token followed by a signed-four-byte, two-byte, or
single-byte offset. The offset size appears in the token descriptions as offset: 32, offset: 16, pr
offset:8. The offset following the control token is added to the teken pointer register after the
offset has|been fetched. Thus, if a single-byte token is at.addr and a two-byte offset follows
it, the effgctive code address of the destination is addr+1+2+ offset.

5.2.4 Addresses

User-defined procedures are defined by their addresses within the OTA module. The token
loader/interpreter shall adjust these to be actual addresses when the module is executed. |If
the tokenp are translated or native-code compiled for larger processors, the token spage
address w1l not correspond to the actual address of the code.

5.3 Data Typing

Most tokens operate on gquantities with a data size and a signed or unsigned interpretation
determined by thetoken, but certain instructions that access memory may take a BYTE dga
type prefix token. If a BYTE data type is specified, the data shall be zero-extended to cell
width.

5.4 Token Compression

Three methods of token compression have been developed to reduce the size of the token
image. They involve optimised data access tokens, procedure calling tokens, and quoting
tokens. Any or al of these may be used by a compiler, token optimiser, or other means.
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5.4.1 Optimised Data Access

In order to provide 10-bit addressing in data space without using more than one byte of in-line
data, specia tokens of the form FETCHxx and STORExx have been provided. There are
operators for memory fetch and store by cells and by bytes, in both initialised and uninitial-
ised data space. These tokens are described individually in Section 5.7. Similarly, 10-bit
address offsets in both initialised and uninitialised data space are provided by tokens of the
form SLI Txx, described in Section 5.9.

For each of these tokens, the highest two bits of the data offset are encoded in the lower two
bits of the token itself, and the lower eight bits of the offset follow asin-line data. For exam-

ple, the token FETCHUO fetches cells from Uninitialised data space with offsets 0-1020,
Fe T CHUL cellswith orrsets 1024-2044, and so on.

5{4.2 Special Procedure Calls

The group of tokens named CALLO ... CALL39 (tokens 0- 27,) provide a furthel opportu-
nity to reduce module size by allowing a module to specify its 40 mest frequently galled pro-
cedures in such a way that they require only single-byte calls (rather than the other CALL
fgrms, which al require some form of offset and hence occupy<multiple bytes). The proce-
dures selected for this purpose are specified in the Module Procedure List (see Sectjon 6.6) in
the module. The actual selection may be performed by the compiler, an optimisef, or other
implementation-dependent means.

S|nce the actual association of these tokens with procedures is performed by the madul e load-
ing process, programmers may not attempt to use'them directly.

5{4.3 Quoting

Quoting is a technique to re-use common token sequences. Quoting resembles compression
allgorithms, and may also be seen as-ageneral form of common sub-expression elimnination.

Quoting tokens are used to mark common code sequences. Instead of replicating the code
sgquence again (or several.times), it may be quoted using the QUOTE token. For example,
consider the following twocode sequences:

CALL AMOUNT
L['NVBR

NVBR

NVBR

NVBR

NVBR

NVBRGT

LI T2

DEWRI TE

CALL AMOUNT
LTNVBR

NVBR

NVBR

NVBRGT

LI TO

DEWRI TE
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These two sequences contain a common sub-sequence: NVBR NVBR NMBRGT . Rather than
emit the sequence a second time, it may be replaced by a quote of the first sequence, as fol-
lows:

CALL AMOUNT
LTNVBR

NVBR

NVBR

L1: NMBR
NVBR

NVBRGT

The E token has an offset that points to the start of the sequence to quote; the sequenge
extends tq the ENDQUOTE token. When the Virtual Machine executes a QUOTE, it branches
to the target token, in this case the token NIVBR labelled L 4;.and remembers the address of the
token immediately after QUOTE in a quote return register. The Virtual Machine continugs
executing|tokens until it reaches the ENDQUOTE token, at which time it returns to the token
immediat@ly after QUOTE, stored in the quote returiyregister. The quoting mechanism may be
viewed ag a subroutine call without using theireturn stack; but quotes cannot be nested gs
there isonly asingle quote return register.

If an ENIPQUOTE token is encountered without being “called” by QUOTE (i.e., the quote
return reg|ster contains a value of zerg), it functions as a NOOP and does not alter the semai-
tics of thgloriginal code sequence:

5.5 Prefix Tokens

This group alowsthe limitations of 8-bit tokens to be overcome. Note that their stack actign
depends gn thefollowing token. The pair of tokensisreferred to as a secondary token.

BYTE E6
(—)
Specify an unsigned byte operation. Thismay only prefix theframetokens TFRFETCHN,
PFRFETCHNn, TFRSTOREN, PFRSTOREN, SFRFETCH, FRFETCH, SFRSTORE, and

FRSTORE, and the direct access tokens FETCHUn, FETCHDn, STOREUNn, and
STOREDN.
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SECONDARY FE
(—)
|dentify an expansion token to be treated as the first byte of a secondary token, such as
QTHROWWhich isencoded as FE FO.

5.6 Stack Manipulation Tokens

DROP 90
(x—)
Remove x from the stack.

DUP 91
(Xx—xX)
Duplicate x.

SWAP 92

(Xy Xo—X5 X1 )
Exchange the top two stack items.

QVER 93
( Xy Xo —Xq X5 %1 )
Place a copy of x; on top of the stack:

N P 94
(X Xp—Xo)
Remove the second item from the stack.

TUCK 95
(Xg Xo —XoXq X )
Save a copy of thetop item on the stack under the second item.

ROT 96
(X1 Xp X5 —X5 X3 Xy )
- Bring thethird item on the stack to the top
M NUSROT 97

(X %o X3 —X3 %1 %)
Put the top item of the stack under the next two.

QUP 98
(x—0] xx)
Duplicate x if x is non-zero.
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RFROM 99
(—x); (R x—)
Move x from the return stack to the data stack.

TOR 9A
(x—); (R —x)

Move x from the data stack to the return stack.

RFETCH 9B
(—x); (R x—x)
Copy x from the return stack to the data stack.

TWOSWAR 9C
(Xe[Xo X3 X4 —Xg X4 Xq X2 )
Exchange two pairs of items on the stack.

TWODROP 9D
(X po—)
Disgard two items from the stack.

TWODUP 9E
(X o —Xg Xo Xq %o )
Duplicate a pair of items on the stack.

TWOTOR oF
(X po—); (R—X1 %)
Moye x; %, from the data stack to'the return stack.

TWORFROM A0
(—Xa%2) 5 (R Xy % =)
Moye x; X, from the'return stack to the data stack.

TWOOVER Al
(X Xo X3 Xa=X1 Xo Xg X4 %1 X5)
Copy X;'%5 to the top of the stack.

TWORFETCH A2
(—X1 %) 5 (R Xy X —X1 %)
Copy X, X, from the return stack to the data stack.

Pl CK FE 43
(Xg-Xa Xo U—XXq Xo %)

Remove u. Copy X, to the top of the stack. An ambiguous condition existsif there are
fewer than u+2 items on the stack before Pl CK is executed.
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TWOROT FE 44

(X X2 Xg X X5 X6 —Xg X4 X5 X5 X3 %)
Move the third pair of itemsto the top of the stack.

5.7 Data Access Tokens

FETCH A3
(a-addr —x)
Fetch acell from a-addr.

STORE A4
(xa-addr —)

Store x in the cell at a-addr.

CGFETCH A5
( c-addr —char)
Fetch the character stored at c-addr, zero-extending it to cell width.

CBTORE A6
( char c-addr —)
Store char at c-addr.

TWOFETCH FE 30
(a-addr —x; %, )
Fetch two items stored at a-addr, where x, is stored at a-addr, and x, at the next consec-
utive cell.

TWOSTORE FE 31
( Xy %, a-addr )

Store two.items on the stack into memory with x, at a-addr and x; at the next consecutive
cell,

BCDRETFCH A7
(c-addr len—u)
Fetch number u from a binary-coded-decimal sequence at c-addr for len bytes. The
number is formatted with each digit representing 4-bit nibbles in the input string. Ex-
ception -506 (Digit too large) shall be thrown if any nibble isnot avalid BCD digit. If
the number in theinput string has avalue greater than 32 bits, the |east-significant 32 bits
shall be returned on the stack.

© ISO/IEC 2001 — All rights reserved 549


https://iecnorm.com/api/?name=157fee66a15dec342c2fcf3251f9d4d9

ISO/IEC 20060:2001(E)

BCDSTORE A8
(uc-addr len—)

Store number u as a binary-coded-decimal sequence into the memory at c-addr for len
bytes. The number is formatted with each digit representing 4-bit nibbles in the output
string. Leading nibbles shall be filled with zeroesif needed. The most significant part
of the number shall be truncated if len is not long enough to hold all the digits.

BNFETCH CD
(c-addr len—u)
Fetch number u as a binary number from memory c-addr for len bytes. The value is

storpd N big-endian format. 1T there are more than Tour bytes of dalaal that focation, the
mogt significant bytes are lost.

BNSTORE CE
(u¢-addr len—)

Storle number u as a binary number into memory at c-addr for len bytes. The valuelis
stored in big-endian format. Leading bytes shall be filled with zeroes if needed. The
mogt significant part of the number shall be truncated if len ishot long enough to hold

all the bytes.
FETCHUQ ... FETCHU3 64 u:8 ...67 u8
(—x)
Fetgh the cell from uninitialised data at offset u*4+ n* 1024, where n is 0 through 3.
BYTE FETCHUO ...BYTE FETCHU3 E6 64 u:8 ...E6 67 u8
(—{char)
Fetgh and zero-extend the byte from uninitialised data at offset u + n*256, wherenig0
through 3.
STOREWUQ ... STOREU3 68 u:8 ...6B u:8
(x+)
Store x to the cell in uninitialised data at offset u*4 + n* 1024, where n is 0 through 3.
BYTE STOREW0 _</-BYTE STOREU3 E6 68 u:8 ...E6 6B u:8
(char —)
Store ¢har to the byte in uninitialised data at offset u + n* 256, where n is 0 through 3
FETCHDO ... FETCHD3 74 u8 ...77 u8
(—x)
Fetch the cell from initialised data at offset u*4 + n* 1024, where n is 0 through 3.
BYTE FETCHDO ... BYTE FETCHD3 E6 74 u:8 ...E6 77 u:8
(—char)
Fetch and zero-extend the byte from initialised data at offset u + n*256, where nis 0
through 3.
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STOREDO ... STORED3 78 u8 ...7B u8

(x—)
Store x to the cell in initialised data at offset u*4 + n* 1024, where n is 0 through 3.

BYTE STOREDO ... BYTE STORED3 E6 78 u:8 ...E6 7B u:8
(char —)
Store char to the byte in initialised data at offset u + n* 256, where n is 0 through 3.

58 Literat Tokens

L} TO ...LIT15 30|...3F
(—num)
Push one of the values zero through 15 onto the stack.

L] TM NUS1 7E
(—num)
Push the value -1 onto the stack.

SLIT gD u:8
(—u)
Push u onto the stack.

NLIT 71F u:8
(—num)

Push the negative value of-u onto the stack as num.

LT 6E u:l6
(—u)
Push u onto the stack.

ELIT 6F num:32
(==num)
Push num onto the stack.
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5.9 Address Generation Tokens

LI TC
(_

7D offset:16
Xp)

Push the execution pointer xp using the branch offset.

ELITC
(_

FE F6 offset:32
Xp)

Push the execution pointer xp using the branch offset.

LI TD
(—
Pudl
ELI TD
(—
Pudl
LI TU
(—
Pudl
ELI TU
(—
Pudl
SLI TWO
(—
Pudl
whe

SLI TDO
(—
Pudl
nis

7C u:l6
c-addr)
N the address of offset u in this modul€ s initialised data section.

FEF? num:32
c-addr)
N the address of offset num in this modul€’s initialised data,section.

6C u:l16
c-addr)
N the address of offset u in this module's uninitialised data section.

FE F8 num:32
c-addr)
N the address of offset num in thismodule’s uninitialised data section.

... SLI TU3 60 u:8 ...63 u8
a-addr )

N the address of offset'u*4 + n*1024 in this module's uninitialised data sectio
re n is O through 3:

... SLI TD3 70 u:8 ...73 u8
a-addr )

N the address of offset u*4 + n*1024 in this module’sinitialised data section, whel
0 through 3.

e

USERVAR FD
(u—a-addr)
Push the address of user variable u, where u is in the range 0 through 15. See Section
3.2.7 for an explanation of user variables.

552
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5.10 Arithmetic Tokens

ADD A9
(‘numyuy NuMy,|u, — nums|u;)
Add numy|u, to num,|u, to give numg|u,.

SADDLI T BE num,:8
( num; — numy)
Add num; to num, to give nums.

ADDLI T1 DD
(‘num,ju; —numy|u, )

Add oneto num,|u, to give num,|u,.
SuB AA
(‘numy|u, numy,|u, —nums|u; )

Subtract num,|u, from num,|u, to give num|u,.
SUBLI T1 DE
(numy|u; —numy|u, )

Subtract one from numy|u, to give num,|us:
MJL AB
(‘num,|u; num,ju, —numg|us )

Multiply numy|u, by num,|u,-t@’give nums|u,.
SMULLIT BF u:8
(numy|u; —numy|u,)

Multiply numy|u,-by u to give num,|us,.
OV FE 51
(- nUMy aumM, —numy )

Divide num, by num, to give nums.
O W FE 52
L 1 )

\ U1 Y2 v3J

Divide u, by u, to give us.

MOD AC
( nuM, nuM, —numy )
Divide num, by num, to give remainder nums.

MODU FE 53

(U U —Ug)
Divide u; by u, to give remainder us.
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AND AD
(X1 X —X3)
Perform the bitwise “and” of x; and X, to give X,.

OR AE
(X1 X —X3)
Perform the bitwise inclusive-or of x; and x, to give Xs.

XOR FE 50

(X X —X3)
Perflorm the bitwise exclusive-or of x; and X, to give Xs.

NEGATE F1
( nUM; —num, )
Negdate numy, giving num,.

DADD FE 20
(d; (d,|ud; ud;, —dsfud;)
Add d;|ud, to d,|ud, giving dj|ud,.

DNEGATE FE 22

(di—d;)
Negdate the 64-bit number d; giving its additive inverse d,.

MMUL FE 55
(num, num, —d)
Multiply num, by num, to give d:>Thisisamultiply of two single numbers to produge
adquble product.

MMULU FE 56
(Ug|up —ud)
Multiply u; by ustogiveud. Thisisan unsigned multiply of two single numbersto prp-
duce a doubleproduct.

MSLMOD AF
(d nuthy —num, num, )

Divide adouble number by a single number and return both the quotient and the remain-
der. num, = mod(d,num,), num; = d/num.

VBLMODU FE 54
(udu, —u, Us)
Divide adouble unsigned number by a single unsigned number and return both the quo-
tient and the remainder. u, = mod(ud,u,), u3 = ud/u,.
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ABS FE 12
(num—u)
Return the absol ute value of num.

M N FE 10
( nuUM, nuM, — num,|nuMm, )
Return the smaller of num, and num,.

MAX FE 11
(- numy nUM, — nuMy|num, )
Return the larger of num, and num,.

SHL Bl
(Xg—X2)
Shift x, left one bit, filling the right-most bit with O.

SHLN B2
(X u—Xz)
Shift x, left by mod(u,32) places, filling the right-most bits with zeros, to givé x,

SHRNU BO
(X Uu—Xz)
Shift x; right by mod(u,32) places, inserting zero bits, to give x,.

SHRN FE 57
(X u—x;)
Shift x,; arithmetically right by mod(u,32) places, propagating the most signif|cant bit.

W DEN E7
( char —num)

Sign extend ‘char from an 8-bit value to a 32-bit value by propagating bit 7 of| char into
bits 8 threugh 31.

| NCR CcC
(_ AfuM|u a-addr —)
Add num!u to the cell at a-addr

5.11 Relational Tokens
SETNE BC

(x—flag)
Return trueif x#0.
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SETEQ
(x—flag)
Return trueif x=0.

SETGE
(num—flag)
Return true if num=0

SETLT
(num—flag)

BA

FE 15

BB

Retlirn true if num<0

SETGT
(num—flag)
Retlirn trueif nhum>0

SETLE
(num—flag)
Retlirn true if num<0

CVPNE
(x1[x, —flag)
Retlirn true if x; #X,.

CMPEQ
(XX, —flag)
Retlirn trueif x; = X,.

CVPGEU
(uju,—flag)
Retyirn true if u, > w:

CWPLTU
(usfu, —flag)
Retlirp true if u; <u,.

FE/ 18

FE 19

B3

B3

B6

CVPGTU
(u; u,—flag)
Return trueif u; >u,
CVPLEU

(uy u,—flag)
Return trueif u; <u,.

5-56

B9

FE 14
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CMPGE FE 17
(num, num, —flag)
Return true if num, >num,.

CWPLT B5
(num, num, —flag)
Return true if num, <num, .

CVPGT B7
( num; num, —flag)
Return true if num, >num,.

QWLE FE 13
( num; num, —flag)
Return true if num,; <num,.

DCWVPLT FE 21
(d, d,—flag)
Returntrueif d; <d,.

WTHI N BD

( numy num, numg|u; u, u; —flag)

not al the same type.

5.12 String-Fokens

MOVE
(addr, addr, len—)

If)ten is greater than zero, copy len bytes from addr, to addr,, non-destructi
areas overlap. After the transfer the len bytes at addr, are the same as the |

Compare atest value num|u, with a lower limit num,|u, and an upper limit nimg|us, re-
turning true if either (num,|u, < numsju; and (Numy,|u, < NumM; |u; and NuMmy ju; <
or (numy|u, > numglug and (NuUMsfu, < UMy Ju; or NUM,|u; < NUMg|Us)) IS true
false otherwise. An ambiguousvalue of flag existsif num,|u;, numy|u,, and n

num|uy))
returning
UM;|u; are

C5

vely if the

N bytes at

addr, before the transfer.

FILL
( c-addr len char —)

If len is greater than zero, fill the string c-addr len byte-by-byte with char.
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COVPARE C7
( c-addr, len, c-addr, len, —num)
Compare two strings in memory c-addr, and c-addr, byte-by-byte, up to the shorter of

len; and len, or until adifferenceisfound. Thereturn value num may be interpreted as
shownin Table 12.

Table 12: Result codes from COVPARE

Strings equal and len; = len, 0
Stringsidentical up to shorter of len; and len,, and len; <len, -1
Stringstdenticatup-toshorter of tenandten;,andten>ter; t
Strings not identical up to shorter of len; and len,, and first non-matching byte L1

in gtring at addr,; < equivalent bytein addr,

Strings not identical up to shorter of len; and len,, and first non-matchingbyte 1
in gtring at addr, > equivalent byte in addr,

COUNT CB
( c-@ddr, —c-addr, len)

Retiirn the character string specification for the counted stfing stored at c-addr,. c-addr,
is the address of the first character after c-addr,. lemis'the contents of the character gt
c-addr,, which isthe length in characters of the string at c-addr .

SCAN FE 40
( c-@ddr, len, char —c-addr, len, )
Parge the character string at c-addr, fofclen; bytes for bytes containing char. c-addr,|is

the address of the byte where char isfound or the end of the string. len, isthe length |n
chatlacters of the remaining string at c-addr, which will be zero if char was not found

SKI P FE 41
( c-@ddr, len, char —e-addr, len, )

Parge the charactef” string at c-addr; for len; bytes skipping bytes that contain char.
c-addr, isthe address of thefirst bytethat differsfrom char, or the end of the string. lep,
is the length-in characters of the remaining string at c-addr, which will be zero if tihe
string was-compl etely filled with char.

PLUSSTRI"NG CA
( c-addr, len, c-addr, len, —c-addr, len;)
Store the string at c-addr, for len; bytes at the end of the string at c-addr, for len, bytes.
Return the beginning of the destination string (c-addr,) and the sum of the two lengths

(leng). Itisthe programmer’sresponsibility to assure that there is room at the end of the
destination string to hold both strings.
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M NUSTRAI LI NG C8
( c-addr len; —c-addr len, )

Removetrailing spacesfrom astring. If len; isgreater than zero, len, isequal to len, less
the number of spaces (ASCII 20,,) at the end of the character string specified by c-addr
len,. If len; iszero or the entire string consists of spaces, len, is zero.

M NUSZERGCS FE 35
( c-addr len; —c-addr len, )

Remove trailing nulls from astring. If len, is greater than zero, len, isequal tolen, less
the number of binary zeros (nulls) at the end of the character string specified by c-addr
fem,. 1T ten; 1S Zero or the entite Srng conaiSts of NUIts, Ten, IS Zero.

SLASHSTRI NG FE 38
( c-addr, len, num —c-addr, len, )

Adjust the character string at c-addr, by num characters. The resulting charagter string,
specified by c-addr, len,, begins at c-addr; plus num charagters and is len; minus num
characterslong.

ONFETCH FE 45
( c-addr, len, —c-addr, len, )

Fetch an ASCI| string to the temporary location c-addr, for len, bytesthat reptesentsthe
compressed number in the string at c-addr for len, bytes. The number isformatted with
each character of the output string representing a4-bit nibble in the input strirjg accord-

ing to the current number conversionBASE. For BASE set to 10, the output string shall
be terminated when a nibble with all bits set or the end of the string is encountered. For
every other BASE, the output string shall be terminated when the end of the string isen-
countered. Exception -506 (Digit too large) shall be thrown if anibble in theipput string
isnot a number in the current BASE. The output string must be moved to ajmore per-
manent location immediately.

ONSTORE TE 46
( c-addr len; c=addr, len, —)

Store the.number represented by the ASCII string at c-addr; for len; bytesjas a com-
pressed-number into the string at c-addr, for len, bytes. The number is formigtted with
each_character representing a 4-bit nibble in the output string according to the current
number conversion BASE. Trailing nibbles shall be filled with F's if negded. The
number shall be truncated if len, is not long enough to hold all the pharacters
(Ten<[Ten,+1]/2). Exception -506 (Digit too large) shall be thrown IT a character in the
input string is not a number in the current BASE.

STRLIT F2 counted-string
(—c-addr len)

Return c-addr len which contains the string of characters following this token. In
the token stream the string is stored as a count byte followed by that many characters.
Thereturned string may be contained in atemporary buffer. The maximum length of this

© ISO/IEC 2001 — All rights reserved 559


https://iecnorm.com/api/?name=157fee66a15dec342c2fcf3251f9d4d9

ISO/IEC 20060:2001(E)

temporary buffer is implementation dependent but shall be no less than 255 characters.
The output string must be moved to a more permanent location immediately. A program
shall not alter the returned string.

5.13 Frame Tokens

The following tokens provide access to the frame store.

SMAKEFRANE ES u;:8 U,:8

(Xd---X1—)
Cregte frame. u, isthe number of cells containing the procedure parameters, and u, is
the number of cells of temporary variables. SMAKEFRAME allocates u,+u,#+2 cells, and
ther) sets the frame pointer to point to the new frame. This token allowsprocedure pa-
ramgters and temporary variablesto be accessed by FRFETCH and FRSTORE. See Seg-
tion|3.2.5 for adiscussion of the frame mechanism.

The|Virtual Machine is permitted to build frames on the return &tack, so use of frames|is
congtrained by the rules that apply to return stack usage in general (see Section 3.2.4).
Prog¢edure parameters are moved from the data stack into theframe by SMAKEFRANME $0
that|they can be accessed by FRFETCH and FRSTORE:

Exception -3066 (Frame stack error) shall be throwniif it isnot possibleto build afranpe
of the requested size.

MAKEFRAME FE 64 u;:16 u,:16

(Xd---X1—)
Cregte frame. See SMAKEFRAME for further details; u; and u, are 16-bit values rathgr
thar) 8-bit values.

REL FRAVE E9
(—
Restore the frame pointer to its previous value and rel ease the current frame. See Section
3.2.p for adiscussion of the frame mechanism.

PFRFETQ¢H2 _«PFRFETCHS 40 ... 43
(—9

Fetchthe call a offset n*4 in the activeframe, wherenis?Z throug'h 2.

TFRFETCH12 ... TFRFETCHL 44 ... 4F
(—x)
Fetch the cell at offset -n*4 in the active frame, where n is 1 through 12.

BYTE TFRFETCH12 ... BYTE TFRFETCHL E6 44 ...E6 4F
(—char)
Fetch and zero-extend the byte at offset -n in the active frame, where nis 1 through 12.
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PFRSTORE2 ... PFRSTORES 50 ...53
(x—)
Store x to the cell at offset n*4 in the active frame, where nis 2 through 5.

TFRSTOREL12 ... TFRSTOREL 54 ...5F
(x—)
Store x to the cell at offset -n*4 in the active frame, where nis 1 through 12.

BYTE TFRSTORE12 ... BYTE TFRSTOREL E6 54 ...E6 5F
(char —)
Store char to the byte at offset -n in the active frame, where n is 12 through-1}

SFRFETCH E1l phum:8
(—x)
Fetch the cell at the offset num*4 in the active frame.

B[YTE SFRFETCH E6 E1 pum:8
(—char)
Fetch and zero-extend the byte at the offset num ifyxthe active frame.

SFRSTORE E2 hum:8
(x—)
Store x at the offset num* 4 in the active'frame.

B[YTE SFRSTORE E6 E2 pum:8
(char —)
Store char into the byte at-the offset num in the active frame.

FRFETCH E4 npm:16
(—x)
Fetch the cell-at the offset num* 4 in the active frame.

B[YTE FRFRETCH E6 E4 npm:16
(==char)
Fetch and zero-extend the byte at the offset numin the active frame.

FRSTORE E5 num:16
(x—)
Store x at the offset num* 4 in the active frame.

BYTE FRSTORE E6 E5 num:16
(char —)

Store char at the offset num in the active frame.
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SFRADDR EO num:8
(—a-addr)
Return the address of the offset num*4 in the active frame.

FRADDR E3 num:16
(—c-addr)

Return the address of the offset num in the active frame.

5.14 EXtensibte Memory ToOKens

The folloying tokens provide access to an extensible “rubber band” region of linear-memory
in the dat@ space provided and managed by the Virtual Machine. The tokens inithi's section
and the exception handling tokens THROWand QT HROWare the only exceptionsto the requirg-
ment that ja token must have no net effect on the extensible memory pointer.

EXTEND FE 36
(lem—a-addr )
Incrpase extensible memory by len cells, returning the cellaligned address a-addr of the
first{cell in the new dlocation. If leniszero, return apointer to the next unalocated cell.
A n¢w all ocationis contiguouswith animmediately. previous use of EXTEND or CEXTEND
(if any) in the same module, increasing the size of a previous CEXTEND if necessary fo
maintain cell aignment. Exception -3071 (Out,of memory) shdl be thrown if thereisin-
suff{cient memory available.

CEXTEND EA
(lep — c-addr )
Incnease extensible memory -by-len bytes, returning the address c-addr of the first byte
in the new allocation. If leniszero, return a pointer to the next unallocated byte. A ngw
allogation is contiguouswith an immediately previous use of EXTEND or CEXTEND (if
any) in the same module. Exception -3071 (Out of memory) shall be thrown if there |s
insyfficient memory-available.

REL EASE EB
(addr +)
Rel gase'storage acquired through EXTEND or CEXTEND, setting the“ free pointer” to addr
If addr isinvalid (before the start of extensible memory, or beyond the current “free point-

er”) an exception -9 (Invalid memory address) may be thrown. The contents of memory
that has been rel eased are indeterminate.

562 © ISO/IEC 2001 — Al rights reserved


https://iecnorm.com/api/?name=157fee66a15dec342c2fcf3251f9d4d9

ISO/IEC 20060:2001(E)

5.15 Flow of Control Tokens

5.15.1 Branch Tokens

| IMP FO
(xp—)
Branch unconditionally to the function whose xp is given.

SBRA 84 offset:8
(—)
Branch unconditionally using the supplied branch offset.

BRA 85 offset:16
(—)
Branch unconditionally using the supplied branch offset.

EBRA FE 60 offset:32
(—)
Branch unconditionally using the supplied branch effset.

SBZ 80 offset:8
(x—)
Take branch if x = 0 using the supplied branch offset.

Bl 81 offset:16
(x—)
Take branch if x = 0 using-the supplied branch offset.

EBZ FE 63 offset:32
(x—)
Take branch'if’x = 0 using the supplied branch offset.

SBNZ 82 offset:8
(x==)
Take branch if x# 0 using the supplied branch offset.

BNz 83 offset:16
(num—)

Take branch if x# 0 using the supplied branch offset.

EBNZ FE 62 offset:32
(x—)
Take branch if x# 0 using the supplied branch offset.
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ROF FE 67 offset:16

( num, num, —| num )
If num, = num,, skip the inline offset, drop both num, and num,, and continue execution
after the ROF token and offset. If num; 2 num, , drop num,, and take branch using offset.

SROFLIT 86 u:8 offset:8
( num—| num)

If num= u, skip the inline offset, drop num, and continue execution after the SROFLI T
token and offset. If num# u, take branch using offset.

ROFLIT 87 ti6offset:8
(nt‘tn—| num)
If nim = u, skip the inline offset, drop num, and continue execution after the ROFLI T

tokgn and offset. If num# u, take branch using offset.
5.15.2 [Call Tokens

CALLO .|.CALL39 00 ...27
(—; (Rt —nest-sys)
Call procedure n specified in the procedure table for this module.

SCALL 28 offset:8
(—; (Rt —nest-sys)
Calll a procedure using the given offset from:the token pointer.

CALL 29 offset:16
(—; (Rt —nest-sys)
Calll a procedure using the given-offset from the token pointer.

ECALL FE 61 offset:32
(—; (Rt —nest-sys)
Calll a procedure using the given offset from the token pointer.

| MCALL 2A u;:8 u,:8
(—) ; Rr—nest-sys)
Exegute’a procedure in another module, where u, is the index into the currently execut-
ing module's Import List and u, isthe index into the called modul€’ s Export List. Stack

effects are dependent on the procedure called. See Section 4.9 for an explanation of
modules.

| CALL 2B
(xp—) ; (Rt —nest-sys)
Call the procedure whose execution pointer is xp.

564 © ISO/IEC 2001 — Al rights reserved


https://iecnorm.com/api/?name=157fee66a15dec342c2fcf3251f9d4d9

ISO/IEC 20060:2001(E)

RETURN
(—); (R nest-sys—)
Return from the procedure.

2C

5.15.3 Loop Tokens

The tokens in this section manage or use loop control parameters. The stack comments for
these tokens reflect the usual, but not mandatory, practice of saving these parameters on the
return stack (see Section 3.2.4).

RDO 88 offset:16

(hum, nam,[ U, U, — ) ; (R, —100p-3Y5)
Set up loop control parameters representing a loop index whose initial valuei
an upper limit of num,|u, and a termination location specified by thein-line
ambiguous condition exists if num|u, and num,|u, are not both the-same typ
tion -7 (Do loops nested too deeply) may be thrown if the loop control paramet
be accommodated by the Virtual Machine. The “continuatjon Yocation” for

Snum,|u,
pffset. An
2. Excep-
ers cannot
RLOOP or

RPLUSL OOR is the token immediately following the offset. TheVirtual Mag¢hine may

store the parameters from the data stack on the return stack (see Section 3.2.4).

DO

89 off
( num; numy| u; u, —) ; (R- —Iloop-sys)

If numy|u, = num,|u,, discard both values and branch to the termination locat
fied by the inline offset. Otherwise, set.up loop control parameters represent
index whoseinitial valueis num,|u,, an upper limit of num, |u, and aterminatic

at the given offset. An ambiguous condition existsif num,|u, and num,|u, ar
the sametype. Exception -7 (Defoops nested too deeply) may be thrown if the

set:16

on speci-
ng a loop
nlocation
e not both
loop con-

trol parameters cannot be aceommaodated by the Virtual Machine. The* continuation lo-

cation” for RLOOP or RPLUSLOOR is the token immediately following the o
Virtual Machine may_store the parameters from the data stack on the return
Section 3.2.4).

(—numy|uy) ; (R loop-sys —loop-sys)

ffset. The
stack (see

8A

Returipthe loop index from loop-sys. Since loop control information may be held on the

return stack, the use of any other tokens that may place data on the return stag
foop renders the loop index inaccessible.

k within a

(—numyfu, ) ; (R loop-sys, loop-sys, —loop-sys, l00p-sys; )

-E 37

Return the loop index from the outer do-loop structure loop-sys;. Sinceloop control in-
formation may be held on the return stack, the use of any other tokens that may place

data on the return stack within aloop renders the loop index inaccessible.

RLEAVE

(—); (R loop-sys—)

8B

Discard the loop control parameters loop-sys, and branch to the termination location

specified in loop-sys.
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RLOOP 8C
(—): (R loop-sys; — [loop-sys;)
Add one to the loop index represented in loop-sys, giving loop-sys,. If the loop index

equals the upper limit, exit the loop and discard the loop parameters. Otherwise branch
to the continuation location (see description of RDO and RQDO).

RPLUSLOOP 8D
(num—); (R: loop-sys, — [loop-sys, )
Add numto the loop index represented inloop-sys;. If the loop index crossed the bound-
ary between the loop limit minus one and the loop limit, exit the loop and discard the

| oo controf parameters. Unerwise prancn to the continuation rocation (see aescription
of RDOand RQDO).

5.15.4 Hybrid Tokens

These tokens are designed to support the implementation of data types and structures in high-
level languages.

DOCREATE FE F1 u:l6
(—a-addr ) ; (R: nest-sys—)
Retiirn the address in data space whose offset is u and perform a RETURN.

EDOCREATE FE F5 num:32
(—a-addr ) ; (R: nest-sys—)
Retiirn the address in data space whose offset4s num and perform a RETURN.

DOCLAS$ DF u:16 offset:16
(—a-addr )
Push onto the data stack the address resulting from adding u to the base address of ini-
tialised data space, then branch using offset.

EDOCLASS FE F4 num:32 offset:32
(—{a-addr )
Push onto the data stack the address resulting from adding num to the base address of
initiglised data-space, then branch using offset.

5.15.5 Quoting Tokens
See Section 5.4.3Tor a diSCUSION Of TOKeNn SEqUENCE re-Use of -~ quoting

QUOTE 8E offset:16
(—)
Set the quote return register to point to the next token to be executed after the QUOTE
token and branch to the address specified by offset.
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ENDQUOTE 8F
(—)
If the quote return register has been set using QUOTE, set the token pointer to the con-
tents of the quote return register and reset the quote return register such that it contains

novalue. If an ENDQUOTE token is encountered without being “called” by QUOTE (i.e.,
the quote return register contains no value), it functions as a NOOP.

5.16 Exception Tokens

CATCH 2D
(1I*XXp —j*xnum)
Push an exception frame on the exception stack and call the procedure at xp] in such a
way that control can be transferred to a point just after this tokerif a THROM § executed
during the execution of the procedure. If execution of xp completes normally (i.e., the
exception frame pushed by this CATCH is not popped byan execution of THROW pop
the exception frame and return zero on top of the data stack, above whatever items have
been returned by execution of xp. See THROWFor definition of the return state ptherwise.

THROW 2E
(k*xnum—Kk*x | i*x num)
If num is non-zero, pop the topmost exception frame from the exception stack, along
with everything on the return stack abovethat frame. Then adjust the depths of all stacks
so that they are the same as the depths saved in the exception frame (i.e., i i$ the same
number asi in the input arguments to the corresponding CATCH), put num on|top of the
stack, and return control to apoint just after thelast executed CATCH. Restorgtheframe
pointers to the val ues they-had before the corresponding CATCH. In addition, if the word
executed by CATCH.causes the execution of MODEXECUTE or MODCARDEXECUTE to-
kens, the allocation.of extensible memory will be restored to its condition at the time of
the execution of.those tokens.

QrHROW E FO
( k*x;aum, num, —k*x | i*x num, )
If Aumy is non-zero, THROWwith value num,. If num, iszero, discard num, and num,.

5.17 Date, Time, and Timing Tokens

GETTI ME EC
(—Up Uy Ug Uy Us Ug )
Return the current time and date. u, isthe second {0...59}, u, isthe minute {0...59}, u;
is the hour {0...23}, u, isthe day {1...31}, us is the month {1...12}, and ug is the year
{0...9999}.
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SETTI ME FE 79
(Ug Uz Uz Uy Us Ug —)
Set the current time and date. u, isthe second {0...59}, u, is the minute {0...59}, u; is
the hour {0...23}, u, is the day {1...31}, ug is the month {1...12}, and ug is the year
{0...9999}. Someterminalsmay not be ableto support thisfunction. Ontheseterminals,
Exception -21 (Unsupported operation) shall be thrown.

GETMVS ED
(—u)
Return current system free-running milliseconds timer value. The timer value wraps
fronT2%-110 Z&ro.

VB EE
(ur)

Waif for at least u milliseconds but not more than u plus twice the timef resolution. |n
systems that have a multitasking operating system, u =0 may cause a scheduling operg-
tion| whereasin other systems an immediate return shall be perfarfred.

5.18 Generic Device I/O Tokens

Each instgnce of adevice type shall be assigned a unique device number. A table of standafd
device number assignments is given in Appendix Cz, Status ior codes returned by device cop-
trol functilons are device dependent, except that an ior code of zero always indicates success.
Tables of [standard ior codes for each device type are given in Appendix C.

FE 93

Opean device dev. On buffered devices DEVOPEN clears al datafrom the buffers. 1or
-32759 (Device must be'opened) shall be returned by all DEVtokens applied on adevige
that|is not open. All 'devices are closed by start-up of the terminal. Applying the DEVQ-
PEN token on adevice that is aready open, resultsin ano-op and anior -32758 (Devige

DEVCLOSE FE 9E

Close the given device dev. After closing the device, the device is not accessible any-
more and all DEVtokens applied on a closed device return ior -32759 (Device must be
opened). Notethat closing amodem device with an open connection implicitly performs
a hangup of the modem.
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DEVEKEY FE 90
( dev—echar)
Read an extended character from input device dev. Thistoken does not take into account
the time-out set by the DEVI OCTL token. It waits for ever until an extended character

isreceived.
Because this device token does not return an ior, the ior codes listed in Table 22 shall be

thrown as exceptions.

DEVEKEYQ FE 91
(dev—flag)

ReEUrn true it acharacter 15 ready 0 be read Trom input device dev.
Because this device token does not return an ior, the ior codes listed in Table 22 shall be
thrown as exceptions.

DEVEM T FE 92
( char dev—)
Transmit char to output device dev.

Because this device token does not return an ior, the iof codes listed in Table 22 shall be
thrown as exceptions.

DEVREAD FE 94
(addr len dev —ior )

Read a string of len bytes from input device dev, returning a device-dependent ior. An
ior of zero means success, and anyzother value is both device and implgmentation
dependent. The size of an element'within the string is device dependent. Forl example,
on akeyboard each element istwo bytes, an extension code in the first byte and the key
value in the second byte. This token does not take into account the time-out [set by the
DEVI OCTL token. It waitsforever until len bytes arereceived.
If an odd buffer lengthlis given to DEVREAD on a keyboard device, the termipal should
behave as in the case of a buffer length that equals the origina odd buffer length minus
one.

DEVTI MEDREAD FE 95
( c-addrfen; dev—c-addr len, ior )
Read a string of bytes from input device dev, returning a device-dependent L:[: Anior

of;'zero means success, and any other value is both device and implementation depend-

ent. The size of an element within the string is device dependent. c-addr isthe destina-
tion address for the string, and Ten, 1S 1ts maximum Tength in address units. On return,

len, givesthe actual length of the string read in address units. If the requested number

of elementsare not received within the specified period of time, the function returnswith
ior -32766 (Time-out). A time-out of O will cause the function to return immediately. If

the Virtual Machine has buffered enough data, the function will returnimmediately with
ior O (Success). See Appendix C for method of setting the time-out value.

If an odd buffer length isgiven to DEVTI MEDREAD on a keyboard device, the terminal

should behave asin the case of a buffer length that equalsthe original odd buffer length
minus one.
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DEVWRI TE FE 96
(addr len dev —ior )

Write a string to output device dev, returning a device-dependent ior. Anior of zero
means success, and any other vaueis both device and implementation dependent.

DEVSTATUS FE 97
(dev—ior)
Return the statusior of the resource associated with device dev, where in the general case
“ready” and “serviceable” isindicated by zero and “not ready” isindicated by any other
value. A specmc deV| ce may return non-zero ior vaI ues that have SIgnlflcance for that
dev ‘ ‘ '
selected by a preV| ous execution of the DEVOUT PUT token, DEVSTATUS shall_feturn
the gtandard ior code for “device busy” (see Appendix C) until execution of the procg-
dure passed to DEVOUTPUT completes.

DEVI OCTL FE 98
(a-@ddr numfn dev—ior)
orm DEVI OCTL function fn for device dev with num cell-sized argumentsin the ar-

devicesin Appendix C. Exception -21 (Unsupported operation) shall be thrown
in a particular implementation device dev is supported buf function fnis not. Itjis

DEVOUTRUT FE 99

FE 9A

Exerutéa device-dependent “set absolute position” action on device dev using num,; gs
the horizontal co-ordinate and num, as the vertical co-ordinate. The co-ordinates of the
upper left corner of a display are (0,0). Exception -32239 (Outside border) shall be
thrown if the co-ordinates are outside the device's display region.

Because this device token does not return an ior, the ior codes listed in Table 22 shall be
thrown as exceptions.
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DEVCONNECT FE 9B
( c-addr len dev—ior)

Connect to remote system using device dev. Aslong asthe connectionis not established,
DEVSTATUS applied on device dev returnsior -31720 (Connection in progress). If the
connection is successfully established, DEVSTATUS returnsior 0. Every other ior indi-
cates an error.

c-addr len is a string containing the access parameters (for example, telephone number
plus modem command characters).

DEVHANGUP FE 9C

(da or)
L GV TOT

End the current modem session on the given device.

DEVBREAK FE 9D
(dev—ior)
Send a break on the connected modem session for the given-device.

SETOP F8
(dev—)
Set the current output device (in user variable DEVOP) to dev.

GETOP FE 9F
(—dev)
Return the device code dev for the-cdrrent output device (stored in user valjiable DE-
VOP).

519 Formatted-/© Tokens

The following tokensprovide support for Forth standard number conversion functjons. The
NIVBRin thetoken hamesis pronounced “number”. Tokens LTNVBR, NMBRS and TONUVBER
employ the user.variable BASE (see Section 3.2.7) as the conversion number base.

L['NVBR FA
()
Lnitialica an tntarnal hhiffor for nrunhor farmaattina
nmmnmirAatToC caIrTirnuiiica vurrod TUrn riartivud lUlIlluI.‘.llly-

NVBR F9
(ud; —ud,)

Convert the least significant digit of ud, in the current number BASE to ASCII represen-
tation and add the resulting character to the left-hand end of the internal buffer for
number formatting, leaving ud, as the quotient of ud, divided by the current value of
BASE. Exception -17 (Pictured numeric string overflow) shall be thrown if the internal
buffer for numeric output formatting is overrun. Exception -509 (Out of context) shall
bethrown if token execution isnot bracketed within execution of LTNVBR and NVBRGT
tokens.
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NVBRS FE 32
(ud; —ud,)
Convert at least one digit of ud, according to the rule for NVBR, continuing to convert
digitsuntil ud, becomes zero. Exception -17 (Pictured numeric string overflow) shall be

thrown if the internal buffer for numeric output formatting is overrun. Exception -509
(Out of context) shall be thrown if token execution is not bracketed within execution of

LTNMVBR and NVMBRGT tokens.
NVBRGT FB

( d —c-addr Ien)

tion[-17 (Pictured numeric string overflow) shall be thrownifthe internal buffer for nl-
: .

3
Q
(@]
o
C
=8
©
c
—
—y
o
=
3
8
=,
2
«
»
Q
<
Q
=
c
>
m
x
(@]
g
o
=]
a
Q
O
—~
o
c
—
2
8
>
=
&
2
o
)
—
=2
o
2
>

If numis less than zero, add an ASCII ‘-’ character to the left-hand end of the interngl
buffier used for number formatting. Exception -17 (Pictured numeric string overflow)

Convert string tosnumber. ud, is the unsigned result of converting the characters within
the gtring specified by c-addr; len; into digits, using the number in BASE, and adding
each into ud,_after multiplying ud, by the number in BASE. Conversion continues | eft-
to-right antil a character that is not convertible, including any “+” or “-”, is encounter
or thestring is entirely converted. c-addr, isthe location of the first unconverted char-
acter or the first character past the end of the string 1T the string was entirely converted.
len, is the number of unconverted characters in the string. Exception -24 (Invalid nu-
meric argument) may be thrown if ud, overflows during the conversion.

5.20 Integrated Circuit Card Tokens

Tokensin thisgroup provide amechanism for handling Integrated Circuit Card readers. Valid
status codes returned inior (1/0 result) are given in Appendix C.
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CARDI NI T FE 72
(dev—ior)
Select ICC reader dev. Thisdoes not affect the status of any other card reader inthe system.

CARD FE 73
( c-addr, len, c-addr, len,—c-addr, len; ior)
Send the data in the buffer c-addr, len; to the card, and receive dataat c-addr, len,. The

returned len; gives the actual length of the string received. The two buffers may share
the same memory region.

The format of the input and output buffer is the command response APDU format as
specified in ISO/IEC 7816-4. The buffer c-addr, len, must provide adequate space for
the answer from the card plus two status bytes containing SW1 and SW2:

CARDON FE 74
( c-addr len; —c-addr len, ior )
Apply power to |CC and execute card reset function. The\* Answer to Resat” message
shall be returned in the buffer c-addr len,; len; isthe maximum length of thiglbuffer.

CARDOFF FE 75
(—)

Power off ICC. Executed when all transactions are complete.
Because this device token does not returnian ior, the ior codeslisted in Table 89 shall be
thrown as exceptions.

CARDABSENT EF

(—flag)
Return true if an ICC card'is not present in the reader. Thistoken should not |be used to
detect that a card has been inserted, only that it has been removed. CARDON|should be
used to detect initialinsertion, because acard may be physically present but nat respond-
ing.
Because this-device token does not return an ior, the ior codes listed in Table 89 shall be
thrown as exceptions.

5.21- Magnetic Stripe Tokens

Tokensin this group provide a mechanism for handling Magnetic Stripe devices. Valid status
codesreturned inior (1/0 result) are given in Appendix C.

MAGREAD FE 76
( c-addr len; u—c-addr len, ior )
Read one or more | SO magstripes. The parameter track u isthe ISO identifier of mag-
stripe(s) to read, as shown in Table 13. Refer to | SO Standard 7813 for a description of
the format of this data. A particular device is not required to support all of these possi-
bilities.
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Table 13: ISO parameter track selection codes

Track |Magstripes to read

1 1SO1
2 1SO2
3 1SO3

12 1SO1 and 1SO2
13 |1SO1 and ISO3
23  [1SO2 and 1SO3
123 |1SO1, 1SO2 and 1SO3

c-addr isthe destination addressfor the string and len, isits maximum lengdth.” Onretur
lenj gives the actual length of the string read. Refer to SO Standard 7813 for adescrip-
tion|of the dataformats.

=

Thig token returns when either track datais available or the time-out set by the appropti
ate DEVI OCTL function isreached.

The|operation may return tracks read since the last execution of this token. If the VM
hasthis track buffering capability, only one swipe of the card shall be buffered and all
the frack buffers will be cleared after their contents have been returned by this tok

(eveniif all trackswere not requested). The format returned by MAGREAD for each tragk
is atrack number (1,2 or 3), alength byte and the data whose size is specified by the
length byte. If multiple tracks are requested, there are multiple instances of the aboye
strugture concatenated in the order they were requested. The datais returned in ASCJ
format with STX/ETX and LRC delimiters removed. Non-bcd digits are left unconvert

ed.
For lexample :
BYTES FROM CARD BYTES DELI VERED TO APPLI CATI ON
Bl 23 4D 7E.5F xx => 31 32 33 34 0D 37 OE 35
N N /\LRC
STX ETX

Exception -21(Unsupported operation) shall be thrown if the reader does not suppart
onejor mareof the requested tracks and the content of the returned buffer shall be unde-
fined. Af.the requested tracks are supported by the reader but are not present on the card
swiped;then ior O (Success) is returned and the buffer contains those tracks that are
available on the card.

If an error occurs while reading one or more of the requested tracks supported by both
reader and card swiped, ior -31215 (Transmission error between reader and magstripe)
isreturned and the length field of the corresponding tracksin the returned buffer is set to
zero. Inthis case the data of the tracks that wereread successfully is availablein the re-
turned buffer.
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MAGRI TE FE 77
( c-addr len num—ior )

Write one 1SO magstripe. Thedataisinthebuffer c-addr len and shall be written to track
num (1-3) when the user swipes the magstripe. If no card is swiped within the time-out
period set by the appropriate DEVI OCTL function, the function returns with ior -32766
(Time-out).

The dataiswritten in ASCII format with STX/ETX and LRC delimiters removed. Non-
bcd digits are left unconverted.

For example :
BYTES DELI VERED BY APPLI CATI ON BYTES TO CARD
ol o2 oo 54 UD o7 UE 5O => bl Zo 4D (E OF XX
N N /\LRC
STX ETX

5.22 Socket Tokens

Ske Section 4.8 for agenera account of the use of sockets!

PLUGSOCKET FE F3

(xpu—flag)
Set the execution pointer xp to be the handler of socket procedureu. Subsequent execu-
tion of DOSOCKET u shall execute xp., Before the execution pointer is set, sqcket zero,
PLUGGABLE, isrun to determine whether the socket may be plugged with this new xp.
flag is the value returned by PLUGGABLE. PLUGSOCKET shall set the handler only if
flag is true, otherwise xp shall~be discarded. Exception -3327 (Invalid socket) shall be
thrown for values of u outSide the range 0-63.

PLUGGABLE CF 00
(u—flag)
Decide whether a socket u can be plugged. PLUGGABLE isitself socket zero (and isim-
plemented‘as DOSOCKET followed by zero). flag is returned trueif the socket can be

plugged;or falseif it cannot. Exception-3327 (Invalid socket) shall be thrown|for values
of uoutside the range 0-63.

A default action of PLUGGABLE shall be installed by the Virtual Machine to feturntrue
for al values of u, enabling all sockets to be plugged.

DOSOCKET CF u:8
(—)
Perform the action of socket number u, whereu is 1 through 63. All user-defined sock-
ets, except socket zero, must have no stack effect.
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| DOSOCKET FE F2
(u—)
Execute the socket procedure whose socket number (0 through 63) is specified by u. All

user-defined sockets, except socket zero, must have no stack effect. Exception -3327
(Invalid socket) shall be thrown if u is outside the range 0-63.

5.23 Database Services Tokens

Thefolloyvi ke amechansTfor andtmy databasss as described i Section4 6.
Many of the tokensin this section involve user variablesDBCURRENT (pointer to the current
database [DPB) and/or DBRECNUM (current record number).

DBMAKECURRENT DO
(a-gddr —)

Make the database whose DPB is at a-addr the current database.” This token sgts
DBCURRENT to a-addr.

DBSI ZE D3
(—len)
Retiirn the size of the record buffer that provides the window onto the current record of
the gurrent database.

DBFETCHLI T D8 u:8
(—x)
Retlirn the 32-bit value x from the cell*at the in-line unsigned byte offset u in the current

nunber DBRECNUM is not within the range of zero to DBAVAI L-1 for the current dg-

DBSTORELI T D9 u:8
(x—)
Store the 32-bit value x in the cell at byte offset u in the current record of the current da-
tabase and update the database record. Exception -4094 (Invalid function) shall be
thrown if the current database is marked read-only. Exception -4095 (Invalid record

number) shall be thrown if the current record number DBRECNUM is not within the
range of zero to DBAVAI L-1 for the current database.
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DBSTORE FE E7
(xu—)
Store the 32-bit value x in the cell at byte offset u in the current record of the current da-
tabase and update the database record. Exception -4094 (Invalid function) shall be
thrown if the current database is marked read-only. Exception -4095 (Invalid record
number) shall be thrown if the current record number DBRECNUM is not within the
range of zero to DBAVAI L-1 for the current database.

DBCFETCHLI T D6 u:8
(—char)

' ) ] record of
the current database. Exceptlon -4095 (Invalld record number) shaII be thr pwn if the
current record number DBRECNUM is not within the range of zero to DBAVAI L-1 for
the current database.

DBCFETCH FE E5
(u—-char)
Return the one-byte value char from byte offset u in the gurrent record of the qurrent da-

tabase. Exception -4095 (Invalid record number) shall be thrown if the current record
number DBRECNUM is not within the range of zero to DBAVAI L-1 for the qurrent da-

tabase.
DBCSTORELI T 07 u8
(char —)

Store the one-byte value char in thebyte at the unsigned inline byte offset uin the current
record of the current database and update the database record. Exception -4094 (Invalid
function) shall be thrown if the current database is marked read-only. Exception -4095
(Invalid record number), shall be thrown if the current record number DBRECNUM is
not within the range of zero to DBAVAI L-1 for the current database.

DBCSTORE FE E8
(char u—)

Store the 1-byte value char inthe byte at byte offset u in the current record of the current
database and update the database record. Exception -4094 (Invalid function) shall be
thrown if the current database is marked read-only. Exception -4095 (Invdlid record
number) shall be thrown if the current record number DBRECNUM is not within the
range of zero to DBAVAI L-1 for the current database.

DBSTRFETCHLI T D4 u:8len:8
(—c-addr len)

Return the string parameters c-addr and len of the byte sequence at in-line byte offset u
in the current record of the current database. Exception -4095 (Invalid record number)
shall bethrown if the current record number DBRECNUM is not within the range of zero
to DBAVAI L-1 for the current database.
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DBSTRFETCH FE E6
(ulen—c-addr len)

Return the string parameters c-addr and len of the byte sequence at byte offset u and with
length len in the current record of the current database. Exception -4095 (Invalid record
number) shall be thrown if the current record number DBRECNUM is not within the
range of zero to DBAVAI L-1 for the current database.

DBSTRSTORELI T D5 u:8len,:8
(c-addr len; —)
Store at most len, bytes of the byte sequence at c-addr at byte offset u in the current
recagrd of the current database and update the database record. 1t len; Isless than Ie(r2
the destination in the database record buffer shall be space filled to len,. Exegption

-4094 (Invalid function) shall bethrown if the current database is marked read-only. Ek-
ception -4095 (Invalid record number) shal be thrown if the current recerd numbgr

DBSTRSTORE FE E9

Storje at most len, bytes of the byte sequence at c-addr at byte offset u in the currept
recqrd of the current database and update the database record. If len; isless than lep,

-4094 (Invalid function) shall bethrown if the current database is marked read-only. Ek-

ception -4095 (Invalid record number) shal be.thrown if the current record numbgr
DBRECNUM is not within the range of zero to DBAVAI L-1 for the current database.

DBI NI T FE B4
(—

Delgte all records in the database, ‘erasing their data, and set “available” record number
of the database (see DBAVAI L) to zero. Exception -4094 (Invalid database function)
shal] be thrown if the current’database type is read-only or compiled. The currently se-
lected record number DBRECNUM shall be set to -1 (invalid) by this operation.

DBAVAI L D2
(—{num)
Retlirn thereeord number of the next available record in the current database.

DBADDREC FE BO
(—)
Add arecord at the end of the current database, at the record number given by DBAVAI L.
The new record becomes the current record for this database and its content is unspeci-
fied. Exception -4094 (Invalid database function) shall be thrown if the current database

type is read-only, compiled, or ordered. Storage requirements are increased by thisto-
ken, and it shall cause Exception -3071 (Out of memory) to be thrown.
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DBSELECT
(num—)

D1

Select record numin the currently selected database. This must be within the range zero
through DBAVAI L-1 inclusive for the current database. This token sets DBRECNUM

to num.

DBMATCHBYKEY
( c-addr len—flag)

Search the current database for a match on the key field against the string sp
c-addr and len. len may be shorter than the defined length of the key field for

FE Bl

ecified by
this struc-

Tare, With the Temalning characters being compared 10 Space (ASCIT 20, ) cha
the match is successful, the matching record becomes current and flag istrue

Exception -4094 (Invalid database function) shall be thrown if the current dat
isnot Ordered.

BADDBYKEY
(c-addr len—flag)

Search the current database for a match on the key field against the string sp
c-addr and len. len may be shorter than the defined length of the key field for
ture, with the remaining characters being compared to space (ASCII 20,) cha

match is not successful, a new record shall*be inserted at the correct position
tabase and theflag istrue. The content.ofthe new record is unspecifed except
field, which shall contain the given key; and becomesthe current record for thig
Storage requirements are increased by thistoken, and it shall cause Exception -
of memory) to be thrown.

Exception -4094 (Invalid database function) shall be thrown if the current dat
isnot ordered, or if it isread-only or compiled.

BDEL BYKEY
( c-addr len ==flag)

Search the current database for a match on the key field against the string sp
c-addr.andlen. len may be shorter than the defined length of the key field for
ture;with the remaining characters being compared to space (ASCII 20,) cha
the'match is successful, the matching record shall be deleted and flagistrue.
falsei is returned. The del etlon acti on closesup any potentlal ‘hole” |n a phys

acters. If

hbase type

FE BS

ecified by
this struc-
racters. If

the match is successful, the matching record becomes current and flag is false. If the

in the da-
for itskey
s database.
3071 (Out

hbase type

-E B6

ecified by
this struc-
racters. |If
Dtherwise,
cal imple-

the database The currently selected record number shall beset to 1 (| nvaI|
operation. Storage requirements are decreased by thistoken.

elrecordsin
d) by this

Exception -4094 (Invalid database function) shall be thrown if the current database type

isnot ordered, or if it is read-only or compiled.

DBSAVE DA
R —u )
Save the current database context on the return stack. u, is DBCURRENT, and u, is
DBRECNUM.
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DBRESTORE

(R:

Uy U —)

DB

Restore the most-recently-saved database context information from the return stack. u,
isDBCURRENT, and u, is DBRECNUM. The data were pushed by DBSAVE.

DBDELREC

(_

)

FE B3

Delete the current record from the current database. Reset the current record pointer to
-1 (invalid). The deletion action closes up any potential “hole” in aphysical implemen-
tation by taking appropriate action to physically reposition or relink the records in the

datghase. Slorage requirements are aecreased Dy ti's token.

Exception -4094 (Invalid database function) shall be thrown if the current database type
is rgad-only or compiled. Exception -4095 (Invalid record number) shall be.thrownl|if
the gurrent record number DBRECNUM is not within the range of zero to-DBAVAI L1

for the current database.

5.24 |

Tokensin
display.

CHOOSEL
(-4
Sele
If fl
cal
nati
CH(
usin
CODEPA(

(u-
Sele

_anguage and Message Tokens

ANG
hddr — flag )

g MSGL OAD.

bE
— flag )

this group provide a mechanism for handling language and message selection and

ict the language whose 1 SO 639 language code is given by thetwo charactersat c-addr.
Ag is true, the language was found and is now the current language. Otherwise, the
ng program should select another language. At least one language (the terminall's
/e language) shall alwaysbe available. It isthe responsibility of the program using
DOSEL ANG to make the-current language selection available to any client program

ict theresident code page u. Code pages are numbered according to 1SO 8859 (0
con'lmon character set, 1 = Latin 1, etc.). flagistrueif the code page has been selected.

FE 84

FE 85

LOADPAGE
(c-addr —flag)

Install the code page at c-addr intheterminal. A true flag indicates a successful instal-
lation.

MSG NI T
(—)

Erase the transient messages, numbered from 40, to FF,.

580

FE 87

FE 86
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MBGLOAD FE 83
( c-addr —flag)
Install a message table at c-addr, including message numbers in the range 40-FF, in the
transient messages buffer, over-writing any previous messages with the same message
numbers. Messages 40-BF,, may be provided only by aterminal application; messages
CO-FF, may be provided by an ICC. The message table must be formatted as described
in Section 4.4.

flag is true if the messages were loaded successfully, false if the message table's code
pageis not currently selected or if the messages are outside the range 40-FF .

MBGFETCH FE 80
(u—-c-addr len)
Return string parameters for message u. Trailing spaces are removed from the|length len

of the string. This string address becomes invalid if another language or angther mes-
sage is selected.

If message u has not been provided in the currently selectedlanguage, the VNI must re-
turn string parameters for a zero-length message.

LANGUAGES FE 81
(—)
Make the language database the current database. Thisisaread-only, non-volatile data-
base.

MSGUPDATE FE 88
( c-addr —)

Install a message table including message numbersin therange 1-FF |, at c-adgr into the
resident language database’ If a language with the same code is already present, new
messages replace previqus messages with the same number. Exception -510 (Language
filefull) shal be thrown if there is not sufficient space for the new language)

c-addr givesthelocation of the message table definition, formatted as described in Sec-
tion 4.4.

MSGDELETE FE 89
( c-addr —flag)
Delete the language database entry and resident messages for the language whose 1SO

639 language code is given by the two bytes at c-addr. The flag istrueif the language
was found and deleted successfully, false if the language was not found.

5.25 TLV Tokens

The tokens described in this section provide TLV management and access functions as de-
scribed in Section 4.5.
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5.25.1 TLV Buffer Access

TLVI

TLVFETGCHRAW. EE D3

TLVSTORERAW FE DE

TLVFI NIp CO

TLVFETCH Cl

NIT FE D2
(—)

Clear all internally-maintained data associated with TLV definitions and set the status of
all TLV definitionsto not assigned. Only bit zero (the not assigned bit) is cleared in the
TLV status character; other status bits are not affected. Thiscommand isprovided to sat-

isfy the security requirement that an application must not be able to access data belong-
ing to another application.

(a-gddr —c-addr len)

Retiirn the data assigned to the TLV definition whose access parameter is a-addr, with-
out ppplying any conversion, asthe binary string c-addr len. The format of/the data re-
turned isthe same as the value field format of the corresponding TLV. Thelen returngd
for @ TLV which has not had data assigned to it shall be zero.

( c-@ddr len a-addr —)

Ass|gn the data at the binary string c-addr len, without applying any conversion, to the
TLV definition whose access parameter isa-addr. Theformat of the data supplied myst
be the same as the value field format of the corresponding TLV.

(ut-a-addr|0)
Retiirn the access parameter for the TLV/ definition whose tag is u. If thereisno TLV
defiped for tag u, return zero.

(a-gddr —u | c-addr len)

Retiirn the data assigned:to the TLV definition whose access parameter is a-addr. Apply
a cgnversion according to the associated type field. Type codes 0 and 2 return an up-
signed number u'‘en the stack, while the others return string parameters c-addr len. For
type 3, the address returned is temporary and the string becomes invalid when there s
any |other aceess to data associated with the same type, or the CNFETCH token is execut-
ed. [The len returned for strings shall be the same as that last stored in the buffer. The
len prbreturned for a TLV which has not had dataassigned to it shall be zero.

NOTE: If any changeismade to the datareturned by this operator, it may not be record-
ed until a TLVSTORE is performed.

TLVSTORE C2

582

(u a-addr | c-addr len a-addr —)

Apply a conversion according to the associated type field of the TLV definition whose
access parameter isa-addr. Type codes 0 and 2 take an unsigned number u on the stack,
whilethe otherstake string parameters c-addr len. Assign the converted datato the TLV
record and set the assigned status bit for this TLV. Anambiguous condition existsif the
data format does not match the defined type.
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FE DO
(ua-addr —flag)

Return the status of bit u in the data assigned to the TLV definition whose access param-
eter isa-addr. u= (bit position) + 8 * (byte position); u= 0for LSB of Byte 1. Theflag
istrueif the referenced bit wasset. Otherwise, falseis returned.

An ambiguous condition existsif the TLV isnot type 1 or if u islarger than the bits con-
tained in the assigned data.

FE D1
(flag u a-addr —)

T

Modify bit uinthe dataassigned to the TLV definition whose access parameter|is a-addr.
u = (bit position) + 8 * (byte position); u = 0 for LSB of Byte 1. If flagisfalse (zero),
then the bit shall be turned off (zero). Otherwise, it shall be turned on:(ene).

An ambiguous condition existsif the TLV isnot type 1 or if u islarger than the bits con-
tained in the assigned data.

TLVBI TSET FE DC

(ua-addr —)
Set (to one) bit u in the data assigned to the TLV,-Qefinition whose access pgrameter is
a-addr. u = (bit position) + 8 * (byte position);«u = 0 for LSB of Byte 1.

An ambiguous condition existsif the TLV. isnot type 1 or if u islarger than the bits con-
tained in the assigned data.

| VBI TCLEAR FE DD

(ua-addr —)
Clear (to zero) bit u in the data assigned to the TLV definition whose access parameter
isa-addr. u = (bit position) + 8 * (byte position); u= 0 for LSB of Byte 1.

An ambiguous condition existsif the TLV isnot type 1 or if uislarger than the bits con-
tained in the assigned data.

25.2 TLV Processing

| VPARSE:

(6]

(e-addr len—)
Process len bytes at c-addr for TLV sequences, expecting a valid combination of primi-
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trveor constructed- TV defmitions—Foreach T V-encounteredrthe string; the value
field isassigned to the TLV definition which is associated with that tag. Exception -507
(String too large) shall be thrown if the tag, length, and value fields are not entirely con-
tained within the input string, or if the length field indicates a value field larger than 252
bytes. For each successfully parsed TLV, the assigned status bit in the definition record
shall be set. If atag isnot found no exception is thrown. When a constructed TLV is
encountered, whether or not itstag isfound, itsvalue field shall be recursively parsed for
embedded TLV sequences.
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TLVTRAVERSE F3
(c-addr lenxp —)

Process len bytes at c-addr for TLV sequences, expecting a valid combination of primi-
tive or constructed TLV definitions. For each TLV encountered in the string, the tag and
the whole of the value field is sent to the method xp. Exception -507 (String too large)
shall be thrown if the tag, length, and value fields are not entirely contained within the
input string. When a constructed TLV is encountered, its tag and value field shall be
passed to method xp and then the value field recursively traversed for embedded TLV
sequences which are, in turn, passed to xp.

The stack effect of xp isrequired to be ( c-addr lenu—), whereu isthe TLV’stag and
c-addr Tenisthe vauetidd.

TLVPLU$DOL FE) DA
( c-@ddr, len, c-addr, len, —c-addr, len;)
Progess len; bytes at c-addr, for a sequence of tag and length fields. Faral tag fielgls

encountered, the corresponding value fields are concatenated into the buffer at c-addr,
up tp its maximum size, len,.

Theparts of the resulting string are filled or truncated where aspecified length field dif-
fers|from the size of the existing value. For more details see Appendix E.

Exception -507 (String too large) shall be thrown if leryis exceeded. The token returps
the beginning of the destination string (c-addr,) andthe resulting output length (Iens, npt
gredter than len,).

TLVPLUSSTRI NG FE D9
( c-@ddr len; a-addr —c-addr len, )

Retrievetag, length, and assigned value fromthe TLV definition whose access parametgr
isajaddr. Append awell-formedTLV sequence to the end of the output string atc—ader
len,} Append an empty TLV.if o data has been assigned. Return the beginning of the
destjnation string (c-addr) and the sum of the two lengths (en,). It isthe programmer's
resgonsibility to ensure that thereis sufficient room at the end of the output string to hald

both strings.
TLVTAG FE D8
(a-gddr —)
Retiirn thetag number for the TLV definition whose access parameter is a-addr.
TLVFORMAT FED7
(a-addr — fmt )

Return the format code associated with the TLV definition whose access parameter is
a-addr. The returned fmt is the format indicator 0-6 (see Section 4.5.2).
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TLVSTATUS (o7}

(a-addr —char )

Return the status of the TLV definition whose access parameter is a-addr. The bitsin

the returned char have the following significance, where bit O isthe least significant bit:
0

1-7

0 =valuefield not assigned, 1 = value field assigned

Reserved for future use

5.25.3 TLV Sequence Access

TLVFETCHTAG FE D5
( c-addr, len, —c-addr, len, u flag)
Parse the input string at c-addr, for atag field. Return the string c=addr, lep2 and the
decoded tag value u. c-addr, points to the byte immediately following the tag, and len,
islen; minusthe length of thetag. Theflagistrueif thetag isentirely contaiped within
the input string.

TLVFETCHLENGTH FE D6
( c-addr, len, —c-addr, len, u flag)
Parse theinput string at c-addr, for alength field. Return the string c-addr, len, and the
decoded length value u. c-addr, pointsto thebyteimmediately following the length, and
len, is len; minus the size of the length field. The flag is true if the length |s entirely
contained within the input string.

TLVFETCHVALUE FE D4
( c-addr, len, —c-addr, len,.¢<addr; len; flag )
Split the input string at c-addr,, which is expected to contain the length and velue fields
of aTLV. Decodethe lengthfield. Return thetrailing stringc-addr,len,, theyauefield
c-addr;len; and a true flag if the information in the length and value fields |s entirely
contained within the input string. Otherwise, returnfalse and the remaining parameters
are undefinegk:

TLVCLEAR FE DB
(a-addr —)
Forthe TLV whose access parameter is a-addr, clear theassigned status bit apd remove
any assignment of data associated with the TLV definition.

5.26 Hot Card List Tokens

Tokensin thisgroup provide amechanism for handling the hot card list file. Seethediscussion
in Section 4.6 for a compl ete description of the search mechanism. All of the len parameters
in this section refer to bytes, not data elements, and so the len of aPAN isone-half the number
of itsdigits, rounded up.
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HOTI NI T FE EO
(—)
Initialise the hot card list to an empty state.

HOTADD FE E1
( c-addr len —flag)
Add an entry to the list, where c-addr len is the datafor the entry. The data may be up

to 10 byteslong. If itis shorter it shall be padded with trailing F,’s. Thistoken must be
used when updating the list.

The returned flag is true if the addition was successful. Possible reasons for failure to
add|include: noroominlist; entry with exactly the same PAN (including wildcards).d
ready exists; data for the entry isinvalid (e.g. contains wildcard(s) followed by digit(s)).

R

HOTDELETE FE E2
(c-qddr len—flag)

Delgte the entry with data c-addr len from the list. An entry shall be deleted from the
list pnly if there is an exact match; no wild card search is performed.

Thereturned flag istrue if the deletion was successful (the entry was found).

HOTFI NIp FE E3
(c-qddr len—flag)

Search for an entry in the list matching the input;PAN c-addr len. The input data may
be yp to 10 byteslong.

The|returned flag is true if the list contained a matching entry (i.e., identical up to the
firs] F,, in the entry; see Section 4.6).

5.27 Cryptographic Algorithm Token

Thistoken provides support-for using cryptographic services. The supported cryptographic al-
gorithms are discussed'in more detail in Section 4.7.

CRYPTO FE 70
(I*X num—j*x)
Ap G aifalaldala alallaTa alaa a G LA, alalaigalaalafa’ alala illda o
sults j*x. The values of num are specified in Table 11 (page 4-29). Specific stack pa-
rameters for each algorithm are given in Section 4.7.1 and following.

N a) fa' 1x alalida am

5.28 Module Management Tokens

Thefollowing tokens provide for the storage and execution of OTA modulesinthe Virtual Ma-
chine. See Section 4.9 for ageneral account of module handling.
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MODEXECUTE FE C1
(i*x c-addr len —j*xflag)
Load and execute a module from the module repository using the module ID specified
by c-addr len. flagistrue if the module was loaded successfully. flag isonly related to
the load phase of the module (‘Load Module’ box in Figure 4 (page 4-36)). From the
moment the module is successfully loaded, flag is set to true. When a token inside the
modul e throws an exception, MODEXECUTE a so throws the exception.

MODI NI T FE C2
(—)
Prepare for reception of anew Modure IMto the repostary. Detalls are imptementation-
dependent.

MODAPPEND FE C4
(c-addr len—)

Append the contents of the buffer defined by c-addr and len to'the module acquisition
buffer. Exception -3071 (Out of memory) shall be throwndf the module buffér capacity
is exceeded.

MODREG STER FE C7
(—ior)
Register the module buffer in the module repository under the modul€e's ID} which is
found inits header. The resources associated with managing the module buffler are au-
tomatically released. ior iszero if theoperation succeeded; for other ior values, see Ap-
pendix B.

MODREL EASE FE C8
(—)
Release the resources tsed by the internal module buffer. Thisisrequired if premature

loading of a module-must be terminated by the application without registering|the mod-
ule in the module repository.

MODDELETE FE Q0
( c-addrien —ior)
Delete the module whose ID is specified by c-addr len from the module repository. ior
is'’zero if the operation succeeded; for other ior values see Appendix B.

MODCARDEXECUTE FE C3
(i*xa-addr —j*x flag)
Load the module at a-addr. a-addr isthe address of an OTA module delivered from the
card into internal storage. flagistrueif the module loaded successfully. flag isonly re-
lated to the load phase of the module (‘Load Module’ box in Figure 6 (page 4-40)).

From the moment the module is successfully loaded, flag is set to true. When a token
inside the modul e throws an exception, MODCARDEXECUTE al so throws the exception.
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MODCHANGED FE C6

(—u)

Return a value u indicating whether any classes of modules (see Section 6.1) have been
updated. Bits O through 7 are separately set if a module in the class Fn has been regis-
tered in the modulerepository since thelast execution of thistoken. For example, amod-
uleregistered with an initial module ID byte of F4 will set bit 4 inthe return status. Bits
8 through 31 are reserved for future expansion.

5.29 OQperating System Interface Tokens

OSCALL FE 66
(a-@ddr numfn — )

Calll an operating system function fn with num cell-sized-arguments in the array at a-
addr. Individua functions are termina dependent{and are defined in Appendix D.
Exception -21 (Unsupported operation) shall be thfown if a particular function is npt
supported by the Virtual Machine.

SETCALLBACK FE 65
(xp—)
Announce xp as an OTA routine that may be called by the underlying operating system.

Notg that thistoken is implementation dependent, and is provided so that terminal spe-
cifi¢ programs (TRS) written tising OTA tokens can provide asingle callback routine for
the pperating system.

5.30 Miscellaneous Tokens

NOOP 2F
(—)
Take no action.

DEPTH FE 42
(—num)

Return the data stack depth in cells.
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PROC FE 00
(—)
Mark the start of a high-level definition. Language trandators are required to do this.
The token has no effect if executed and will not appear in an optimised token program.

ENDPROC FE 01
(—)

Mark the end of a high-level definition. Language trandators are required to do this.
The token has no effect if executed and will not appear in an optimised token program.

BREAKPINT FF
(—)
Cause a breakpoint, which is handled by special debugger code. For-productipn kernels
this token shall be implemented as a NO-OP.

HEADER FE ‘02 counted}string
(—)
Begin a header string that is compiled into the token-Stream. The header token is fol-

lowed by a counted string, which is stored in the token stream as a count bytg followed
by that many bytes.

At runtime, interpretation of HEADER should-skip the string and then execute the token
immediately following the string.
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6 Module Delivery Format

To produce an OTA program, one uses a compiler that generates as its output one or more
modules containing tokens representing instructions for the OTA Virtual Machine (see Sec-
tion 3). These modules are subsequently processed by the OTA kernel in aterminal to exe-
cute the program. This section describes the format for the modules produced by an OTA

compiler.
TabTe T4 Module delivery Tormat

LUabel Size (bytes) |Content

NDF- VER 2 Version number of the module.

NDF- FLAGS 1 VM flags, set to zero by the compiler. Thisfield isused
internally by the VM after themodule is delivered.

NDF- | DLEN 1 Actual number of bytestakern’by the Module 10 in the
MDF- | Dfield.

NDF- 1 D 16 Module ID. Must bhe blank filled.

NDF- TLEN 4 Length in bytesof the token image MDF- TI .

NDF- | LEN 4 Length in bytes of initialised data section MDF- | | .

NDF- ULEN 4 Length in‘bytes of uninitialised data section.

NDF- RLEN 2 Length in bytes of the relocation section MDF- RELOC.

NDF- PLEN 2 Liength in bytes of the procedure list MDF- PROC.

NDF- SLEN 2 Length in bytes of the socket list MDF- SOCK.

NDF- EXLEN 2 Length in bytes of the export list MDF- EXL.

NDF- 1 MLEN 4 Length in bytes of theimport list MDF- | M_.

NDF- TLVROOT 4 Pointer to the link field of the root of the balanced
binary tree of TLV definitionsin module initialised data
(MDF-11). If MDF- TLVROOT is-1, the modulg has no
TLV definitions.

NDF--DBROOT 4 Pointer to the head of the database parameter blpck list
in module initialised data (VDF- 1 1'). If MDF- DBROOT
tontams -1, themodute has o databasedefinitrons.

VDF- ENTRY 4 Token entry point in VDF- Tl .

VDF- TI MDF- TLEN | Token image.

VDF- 1 | MDF- 1 LEN |Initialised data.

VDF- RELOC MDF- RLEN | Relocation map.

VDF- PROC MDF- PLEN | Procedure entry list.

MDF- SOCK MDF- SLEN | Socket list.

VDF- EXL VDF- EXLEN |Module export list (see Table 18).
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Table 14: Module delivery format (continued)

Label Size (bytes) |Content
VDF- | ML VDF- | MLEN |Module import list (see Table 17).

Module code is stored as a byte stream. The byte stream is defined inTable 14. All numbers
larger than one byte are in big-endian form. A valuefor MDF- ENTRY of -1 specifiesthat this
isalibrary module that will not be directly executed when loaded (all callsto its procedures
are through its Module Export List).

6.1 Module ID Format
The actug length of the Module ID held in MDF- | D may vary from 5 to 16 bytes (as spegi-
fied by - | DLEN). Theinitial byte of the Module ID contains its class.\Module classes

in the range FOy, through FF, are not registered EMV application modules, and the OTA sys-
es classes FO, through F7, for its own use. The Module D’ is identical to the
Application Identifier (AID) as specified in ISO/IEC Standard 7816-5, and its structure and
formatting follows SO rules. The Module D F100000000 is tesefved for the startup mog-
ulethat wjll be called from theVirtual Machine.

6.2 Spcket List

Each module must contain a list of the sockéts that are to be modified before the module fis
executed.| Socket number zero should not appear in thislist; if it does, the entry containing|it
shall be ignored.

The socket list contained in MDR="SOCK consists of a sequence of socket numbers followed
by the offget in the token image of the token to be plugged into that socket when the modul€lis
loaded.

Table 15} Socket list.in"Module Delivery Format

Label Size (bytes) |Content

IVDF- SNUML 1 Socket number

VDF- SADDR1 4 Token addressof code for socket service |
VDF- SNUVh 1 Socket number

VDF- SADDRN 4 Token address of code for socket service

6.3 Relocation Section

Relocation is necessary for the initialised data section, since data objects may have different
types. strings or single characters, cells, or pointers. The token loader/interpreter needs to
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know what type each object is so that it can be dealt with appropriately. For example, it may
need to byte-swap cells or trandate code pointersto physical addresses.

This section describes the data type information in the MDF- RELOC field of amodule. This
information enables the initialised datain the MDF- | | field to be suitably relocated or other-

W

ise modified for execution.

Cells may contain any of five types of data: pointers into the code image, pointers into the
initialised data section, pointers into the uninitialised data section, straight 32-bit values, or a
sequence of bytes. All pointers and cells are aligned on a cell boundary.

Four bits are used to encode the type of datathe cell holds:

T

hble 16: Relocation specification

Relocation
Nibble Relocation Action

0000 Cdll contains a sequence of four bytes.

0001 Cdll contains a 32-bit value.

0010 Cdll contains a 32-hit offset from the start of theCode section.

0011 Cdl contains a 32-bit offset from the start-of’initialised data.

0101 Cdll contains a 32-bit offset from thestart of uninitialised data.

T

E
re

If
T

appliesto.

he rel ocation datais held as a sequence of bytesthat must be processed.

ach byte in the relocation section is processed until the end of the relocation
lached. The length of the relocation section is contained in the header field VDF-

he next byte in the rel ocation section defines the number of cellsin the image this

Bit: 7654 3210 76543210
[1000]0010[00000101 |

.

Apply to five cells

Code relocation type

section is
RLEN.

the relocation byte has hit seven get; the low four bits define the relocation typé to apply.

rel ocation

h follow

This bit signifies run-length-encoded dat:

If the relocation byte does not have bit seven set, the low-order nibble defines the relocation
type to apply to the next cell in theimage, and the high-order nibble defines the type to apply
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to the call after that.

Bit: 7654 3210
[0010[0011 |

\ \— Initialised data relocation applied to first cell

Code relocation applied to second cell

6.4 Module Import List

The modyle import list MDF- | ML comprises an array of (MDF- | MLEN/17) records of the f@
lowing fofmat:

Table 17} Module import list format

Label Size (bytes) |Content

VDF- | DLEN 1 Actual number of bytes taken by the module ID in the
MDF- | Dfield

VDF- | D) 16 Module ID of theimported module, blank filled

6.5 Module Export List

The module export list MDF- EXL -comprises an array of (MDF- EXLEN/4) records of the fql-
lowing fofmat, where the first array entry represents exported procedure 0, the next procedufe
1, and so pn to a maximum Qf'\256 entries:

Table 18} Module export list format

Label Size (bytes) |Content
VDF- EXPROE 4 Token address of exported procedure in token image
VDF- Tl

6.6 Module Procedure List

The module procedure list MDF- PROC comprises an array of (MDF- PLEN/4) records of the
following format, where the first array entry represents procedure 0, the next procedure 1, and
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S0 on to a maximum of 40 entries:

Table 19: Module procedure list format

Label Size (bytes) |Content

VDF- PROC 4 Token address of procedure in token image MDF- Tl
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Appendix A: OTA Token Lists

This section presents numeric and alphabetic lists of tokens, with their numeric codes and
names. Descriptions of the individual tokens may be found in Section 5 at the pages shown.
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Numeric code Name Page
87 116 offset:8 RCELLT 5-64
TO-kUI 'S 88 offset: 16 RDO 5-65
89 offset: 16 RQDO 5-65
8A RI 5-65
8B RLEAVE 5-65
Numeric code Name Page 8C RLOOP 5-66
op... 27 CALLO ... CALL39 5-64 8D RPLUSL OOP 5-66
2B offset: 8 SCALL 5-64 8E offset: 16 QUOTE 5-66
2P offset: 16 CALL 5-64 8F ENDQUOTE 5-67
2A ul:8u2:8 | MCALL 5-64 90 DROP 5-47
2B | CALL 5-64 91 DUP 5-47
2C RETURN 5-65 92 SWAP 5-47
2D CATCH 5-67 93 OVER 5-47
2FE THROW 5-67 94 NI P 5-47
2F NOOP 5-88 95 TUCK 5-47
3D ... 3F LITO ...LIT15 5-51 96 ROT 5-47
4D ... 43 PFRFETCH2 ... 5-60 97 M NUSROT 5-47
PFRFETCH5 98 QDUP 5-47
m ... 4F TFRFETCH12 ... 5-60 99 RFROM 5-48
TFRFETCHL 9A TOR 5-48
5D ... 53 PFRSTOREZ ... 5-61 9B RFETCH 5-48
PFRSTORES 9C TVWOSWAP 5-48
5 ... 5F TFRSTOREL2\=-. 5-61 9D TWODROP 5-48
TFRSTOREY 9E TWODUP 548
6pu:8...63u:8 SLI TUON. SLI TU3 5-52 oF TWOTOR 548
6Au:8...67u.8 FETCHUO ... FETCHU3 |5-50 AO TWORFROM 548
6B u:8... 6B u:8 STOREW0 ... STOREUS3 | 5-50 Al TWOOVER 548
6C u:16 Ll TU 5-52 A2 TWORFETCH 548
6p u:8 SLIT 5-51 A3 FETCH 549
6E u:16 LIT 5-51 A4 STORE 549
6F num:32 ELIT 5-51 A5 CFETCH 549
7P u:8. 73 u:8 SLI TDO ...SLI TD3 5-52 A6 CSTORE 549
Mmus8,.. 77u.8 FETCHDO ... FETCHD3 |5-50 A7 BCDFETCH 549
T8 8——FBt8 STHOREBO———STOREBS—+5-54 ~g BCOSTORE 5.50
7Cu:16 LITD 5-52 A9 ADD 553
7D offset: 16 LITC 5-52 AA SUB 553
7E LI TM NUS1 5-51 AB VUL 553
7F u:8 NLI'T 5-51 AC NOD 553
80 offset: 8 SBZ 5-63 AD AND 554
81 offset: 16 BZ 5-63 AE OR 554
82 offset: 8 SBNZ 5-63 AF VSLMOD 554
83 offset: 16 BNz 5-63 BO SHRNU 555
84 offset: 8 SBRA 5-63 B1 SHL 5.55
85 offset: 16 BRA 5-63 B2 SHLN 555
86 u:8 offset:8 SROFLI T 5-64 B3 CMPEQ 556
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Numeric code Name Page Numeric code Name Page
B4 CVPNE 5-56 E668u8... BYTE STOREWO ... 5-50
B5 CMVPLT 5.57 E6 6B u:8 BYTE STOREU3
B6 CVPLTU 5-56 E674u8... BYTE FETCHDO ... 5-50
B7 CVPGT 5-57 E6 77 u:8 BYTE FETCHD3
B8 CMPGEU 556 E678u8... BYTE STOREDO ... 5-51
B9 CVPGTU 556 E6 7B u:8 BYTE STORED3
BA SETEQ 556 E6 E1 num:8 BYTE SFRFETCH 5-61
BB SETLT 556 E6 E2 num:8 BYTE SFRSTORE 5-61
BC SETNE 555 E6 E4 num: 16 BYTE FRFETCH 5-61
BD WTHI N 557 E6 E5 num: 16 BYTE FRSTORE 5-61
BE num2:8 SADDLI T 5-53 E/ W DEN 5-55
BFu8 SMIILT 5.53 E8 ul:8 u2:8 SVAKEFRANVE 5-60
Co TLVFI ND 5-82 E9 REL FRAVE 5:6Q
Cl TLVFETCH 5-82 EA CEXTEND 5,62
c2 TLVSTORE 5-82 EB RELEASE 5-62
c3 TLVPARSE 5-83 EC GETTI ME 5-67
c4 TLVSTATUS 5-85 ED GETMS 5-69
c5 NOVE 5-57 EE M 5-69
C6 FILL 557 EF CARDABSENT 5-73
c7 COVPARE 5-58 FO 1 IVMR 5-63
c8 M NUSTRAI LI NG 5-59 F1 NEGATE 5-54
CA PLUSSTRI NG 5-58 F2 counted-string STRLI T 5-59
CB COUNT 558 F3 TLVTRAVERSE 5-84
cC | NCR 555 F8 SETOP 5-71
CD BNFETCH 5-50 Fo NVBR 5-71
CE BNSTORE 5-50 FA LTNVBR 5-71
CF 00 PLUGGABLE 5-75 FB NVBRGT 5-72
CFus DOSOCKET 575 FC TONUMBER 5-79
DO DBMAKECURRENT 5-76 FD USERVAR 5-52
D1 DBSELECT 579 FE SECONDARY 5-47
D2 DBAVAI L 5-78 FE 00 PROC 5-89
D3 DBS| ZE 576 FE 01 ENDPROC 5-89
D4 u:8 len:8 DBSTRFETCHLI T 5<77 FE 02 counted-string | HEADER 5-89
D5 u:8 len2]8 DBSTRSTORELI T 5-78 FE 10 MN 5-59
D6 u:8 DBCFETCHLI T 5-77 FE11 MAX 5-59
D7 u:8 DBCSTORELI T 5-77 FE 12 ABS 5-59
D8 u:8 DBFETCHLI T. 5-76 FE 13 GWLE 5-57
D9 u:8 DBSTOREL( T 5-76 FE 14 GWLEU 5-54
DA DBSAVE 579 FE 15 SETGE 5-56
DB DBRESTORE 5-80 FE 17 OWPGE 5-57
DD ADDLT T1 5-53 FE 18 SETGT 5-54
DE SUBLI T1 5-53 FE 19 SETLE 5-54
DF u:16 offdet: 16( ;| DOCLASS 5-66 FE 20 DADD 5-54
EO num:8 SFRADDR 5-62 FE21 DAVPLT 5-57
E1l num:8 SFRFETCH 561 FE-22 DNEGATE 5-5
E2 num:8 SFRSTORE 5-61 FE 30 TWOFETCH 5-49
E3 num: 16 FRADDR 5-62 FE 31 TWOSTORE 5-49
E4 num: 16 FRFETCH 5-61 FE 32 NVBRS 5-72
ES num: 16 FRSTORE 5-61 FE 33 HALD 5-72
E6 BYTE 546 FE 34 SI GN 5-72
E6 44 ... E6 4F BYTE TFRFETCH12 ... |5-60 FE 35 M NUSZERGS 5-59
BYTE TFRFETCHL FE 36 EXTEND 5-62
E654 ... E6 5F BYTE TFRSTORE12 ... |5-61 FE 37 RJ 5-65
BYTE TFRSTORE1 FE 38 SLASHSTRI NG 5-59
E664U8... BYTE FETCHW ... 5-50 FE 40 SCAN 5-58
E6 67 u:8 BYTE FETCHU3 FE 41 SKI P 5-58
A-98

© ISO/IEC 2001 — All rights reserved



https://iecnorm.com/api/?name=157fee66a15dec342c2fcf3251f9d4d9

ISO/IEC 20060:2001(E)

Numeric code Name Page Numeric code Name Page
FE 42 DEPTH 5-88 FE B3 DBDEL REC 5-80
FE 43 Pl CK 5-48 FE B4 DBI NI T 5-78
FE 44 TWOROT 5-49 FE B5 DBADDBYKEY 5-79
FE 45 CNFETCH 5-59 FE B6 DBDEL BYKEY 5-79
FE 46 CNSTORE 5-59 FE CO MODDELETE 5-87
FE 50 XOR 5-54 FE C1 MODEXECUTE 5-87
FE51 Dl V 5-53 FE C2 MODI NI T 5-87
FE 52 DI VU 5-53 FE C3 MODCARDEXECUTE 5-87
FE 53 MODU 5-53 FE C4 MODAPPEND 5-87
FE 54 MSL MODU 5-54 FE C6 MODCHANGED 5-88
FE 55 MMUL 5-54 FE C7 MODREGQ STER 5-87
FESA MM L 5-54 EECR MODREI EASE 5-87
HE 57 SHRN 5-55 FE C9 MODULES 5-88
HE 60 offset: 32 EBRA 5-63 FE DO TLVBI TFETCH 5-83
HE 61 offset:32 ECALL 5-64 FED1 TLVBI TSTORE 5-83
HE 62 offset: 32 EBNZ 5-63 FE D2 TLVI N 5-82
HE 63 offset: 32 EBZ 5-63 FE D3 TLVEETCHRAW 5-82
HE 64ul:16 u2:16 | MAKEFRAME 5-60 FE D4 TLVFETCHVALUE 5-85
HE 65 SETCALLBACK 5-88 FE D5 TLVFETCHTAG 5-85
HE 66 OSCALL 5-88 FE D6 TLVFETCHLENGTH 5-85
HE 67 offset: 16 ROF 5-64 FE D7 TLVFORMVAT 5-84
HE 70 CRYPTO 5-86 FE D8 TLVTAG 5-84
HE 72 CARDINI' T 5-73 FE D9 TLVPLUSSTRI NG 5-84
HE 73 CARD 5-73 FEDA TLVPLUSDOL 5-84
HE 74 CARDON 5-73 FE\DB TLVCLEAR 5-85
HE 75 CARDOFF 5-73 FEDC TLVBI TSET 5-83
HE 76 MAGREAD 5-73 FE DD TLVBI TCLEAR 5-83
HE 77 MAGWRI TE 5-75 FE DE TLVSTORERAW 5-82
HE 79 SETTI ME 5-68 FE EO HOTINI T 5-86
HE 80 MSGFETCH 5-81 FEE1 HOTADD 5-86
HE 81 LANGUAGES 5-81 FE E2 HOTDELETE 5-86
HE 83 MSGLOAD 5-81 FE E3 HOTFI ND 5-86
HE 84 CHOOSEL ANG 5-80 FE E4 DBFETCH 5-76
HE 85 CODEPAGE 5-80 FE E5 DBCFETCH 5-77
HE 86 MSGl NI F 5-80 FE E6 DBSTRFETCH 5-78
HE 87 L QADPAGE 5-80 FE E7 DBSTORE 5-77
HE 88 MSGUPDATE 5-81 FE E8 DBCSTORE 5-77
HE 89 MSGDELETE 5-81 FE E9 DBSTRSTORE 5-78
HE 90 DEVEKEY 5-69 FE FO QTHROW 5-67
HE 91 DEVEKEYQ 5-69 FE F1u:16 DOCREATE 5-66
HE 92 DEVEM T 5-69 FE F2 | DOSOCKET 5-76
HE 93 DEVOPEN 5-68 FE F3 PLUGSCOCKET 5-75
HE 94 DEVREAD 5-69 FEF4 EDOCLASS 5-66
HE95 DEVTI MEDREAD 5-69 num: 32 offset: 32

90 DEVVWRITE -0 FEFSum-S32 FROCREATE 5-66
FE 97 DEVSTATUS 5-70 FE F6 offset: 32 ELI TC 5-52
FE 98 DEVI OCTL 5-70 FE F7 num:32 ELI TD 5-52
FE 99 DEVOUTPUT 5-70 FE F8 num:32 ELI TU 5-52
FE 9A DEVATXY 5-70 FF BREAKPNT 5-89
FE 9B DEVCONNECT 5-71
FE 9C DEVHANGUP 5-71
FE 9D DEVBREAK 5-71
FE 9E DEVCLOSE 5-68
FE 9F GETCP 5-71
FE BO DBADDREC 5-78
FEB1 DBMATCHBYKEY 5-79
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A.2 Alphabetic List of

Numeric value Name Page
FE 45 CNFETCH 5-59
Tokens FE 46 CNSTORE 5-59
FE 85 CODEPAGE 5-80
c7 COVPARE 5-58
CB COUNT 5-58
Numeric value Name Page FE 70 CRYPTO 5-86
FE 12 ABS 5-55 A6 CSTORE 5-49
A9 ADD 5-53 FE 20 DADD 5-54
DD ADDLI T1 5-53 FE B5 DBADDBYKEY 579
AD AND 5-54 FE BO DBADDREC 578
A7 BCDFETCH 5-49 D2 DBAVAI L 578
A8 BCDSTORE 5.50 EEF5 DRCEETCH 5-77
CD BNFETCH 5-50 D6 u:8 DBCFETCHLI T 577
CE BNSTORE 5-50 FE E8 DBCSTORE 5-77
83 offset: 16 BNZ 5-63 D7 u:8 DBCSTORELI T 5-77
85 offset: 16 BRA 5-63 FE B6 DBDEL BYKEY 579
FF BREAKPNT 5-89 FE B3 DBDEL REC 5-80
E6 BYTE 5-46 FE E4 DBFETCH 576
E6 74 u:8 .. BYTE FETCHDO ... 5-50 D8 u:8 DBFETGHLI T 576
E6 77 u:8 BYTE FETCHD3 FE B4 DBI NIT 5-78
E664 u:8 .. BYTE FETCHW ... 5-50 DO DBVAKECURRENT 5-76
E6 67 u:8 BYTE FETCHU3 FE B1 PBVATCHBYKEY 5-79
E6 E4 num: 16 BYTE FRFETCH 5-61 DB DBRESTORE 5-80
E6 E5 num:16 BYTE FRSTORE 5-61 DA DBSAVE 5-79
E6 E1 num:§ BYTE SFRFETCH 5-61 D1 DBSELECT 5-79
E6 E2 num:$ BYTE SFRSTORE 5-61 D3 DBS| ZE 5-76
E678 u:8.. BYTE STOREDO ... 5-51 FE EZ DBSTORE 5-77
E6 7B u:8 BYTE STORED3 D9 u:8 DBSTORELI T 5-76
E6 68 u:8 .. BYTE STOREWO ... 5-50 FE'E6 DBSTRFETCH 5-78
E6 6B u:8 BYTE STOREUS D4 u:8len:8 DBSTRFETCHLI T 5-77
E6 44 ... E6|4F BYTE TFRFETCH12 |5-60 FE E9 DBSTRSTORE 578
.. BYTE TFRFETCHL D5 u:8 len2:8 DBSTRSTORELI T 578
E6 54 ... E6|5F BYTE TFRSTORE12 |5-60 FE 21 DOVPLT s 57
. ... BYTE TFRSTORE1 — DEPTH =88
81 offset: 16 BZ 5-63 vy DEVATXY =70
29 offset: 16 CALL 5-64 FESD DEVBREAK =)
00...27 CALLO ...CALL39 5-64 = DEVCLCBE s
FE73 CARD 573 FE 9B DEVOONNECT 571
EF CARDABSENT 5-73 . DEVEKEY =60
FE 72 CARDI\NI- T 5-73 —) DEVEKEYO = 69
FE 75 CARDOFF 5-73 P DEVEM T =69
FE 74 CORDON 573 FE 9C DEVHANGUP 571
2D CATCH 567 FE 98 DEVI OCTL 5-70
EA CEXTEND 562 FE 93 DEVOPEN 5-68
A5 CFETCH 5-49
FE99 DEVOOTPUT 5-70
FE 84 CHOOSELANG 5-80 FE o4 DEVREAD =69
B3 OVPEQ 5-56 FE 97 DEVSTATUS 5-70
FE 17 OVPGE 557 FE 95 DEVTI MEDREAD 5-69
B8 QVPGEU 5-56 FE 96 DEVWRI TE 5-70
B/ QVPGT 557 FE 51 DV 5-53
B9 QVPGTU 5-56 FE 52 D VU 5-53
FE13 QVPLE 557 FE 22 DNEGATE 5-54
FE 14 QVPLEU 5-56 DF u: 16 offset: 16 DOCLASS 5-66
B5 OVPLT 557 FE F1u:16 DOCREATE 5-66
B6 QVPL TU 5-56 CFu:8 DOSOCKET 5-75
B4 CVPNE 5-56 %0 DROP s 47
A-100

© ISO/IEC 2001 — All rights reserved



https://iecnorm.com/api/?name=157fee66a15dec342c2fcf3251f9d4d9

ISO/IEC 20060:2001(E)

© ISO/IEC 2001 — All rights reserved

Numeric value Name Page Numeric value Name Page
91 DUP 5-47 FE 56 MVULU 5-54
FE 62 offset: 32 EBNZ 5-63 AC MOD 5-53
FE 60 offset: 32 EBRA 5-63 FE C4 MODAPPEND 5-87
FE 63 offset: 32 EBZ 5-63 FE C3 MODCARDEXECUTE 5-87
FE 61 offset: 32 ECALL 5-64 FE C6 MODCHANGED 5-88
FE F4 EDOCLASS 5-66 FE CO MODDELETE 5-87
num: 32 offset: 32 FE C1 MODEXECUTE 5-87
FE F5 num:32 EDOCREATE 5-66 FE C2 MODI NI T 5-87
6F num: 32 ELIT 5-51 FE C7 MODREG STER 5-87
FE F6 offset: 32 ELI TC 5-52 FE C8 MODREL EASE 5-87
FE F7 num:32 ELI TD 5-52 FE 53 MODU 553
| FEF8 num:32 ELI TU 5-52 EE CO MODULES 5-88
HE 01 ENDPROC 5-89 C5 MOVE 5-57
8F ENDQUOTE 5-67 EE S 5-68
HE 36 EXTEND 5-62 FE 89 VSGDELETE 5-81
A3 FETCH 5-49 FE 80 MSGFETCH 5-81
7Bu8...77u8 FETCHDO ... 5-50 FE 86 MSGLNIFT 5-80
FETCHD3 FE 83 NVBGELOAD 5-81
6l u.8...67u.8 FETCHUO ... 5-50 FE 88 VMSGUPDATE 5-81
FETCHU3 AF MSLMOD 5-54
de FILL >-57 FE 54 VSLMODU 5-54
B3 num: 16 FRADDR 5-62 AB MUL 553
B4 num: 16 FRFETCH 5-61 F1 NEGATE 554
H5 num: 16 FRSTORE 5-61 o Nl P 5.47
BD GETMS >-68 7Fu:8 NLI T 5-51
HE oF GETOP 5-71 5 NVBR 571
HC GETTI ME 5-67 FB NVBRGT 5.72
HE 02 counted-string | HEADER 5-89 FE 32 NVBRS 5-72
HE 33 HOLD 5-72 oF NOOP 5.88
HE E1 HOTADD 5-86 AE R 554
HE E2 HOTDELETE 5-86 FE 66 OSCALL 5.88
HE E3 HOTFI ND 5-86 93 OVER 5.47
HE EO HOTI NI T >-86 40 ... 43 PFRFETCH2 ... 5-60
2B | CALL 5-64 PFRFETCH5
HE F2 | DOSOCKET 576 50 ... 53 PFRSTORE?2 ... 5-61
Ho | IVMP 5-63 PFRSTORES
2A ul:8 u2:8 | MCAL L 5-64 FE 43 Pl CK 5-48
dc I'NCR 5-55 CF 00 PLUGGABLE 5-75
HE 81 L. ANGUAGES 5-81 FE F3 PLUGSOCKET 5-75
6F u:16 LIT 5-51 CA PLUSSTRI NG 5-58
3P..3F LITO ...LIT15 5-51 FE 00 PROC 5-89
7D offset: 16 LITC 5-52 98 QbupP 5-47
7C u:16 LI TD 5-52 FE FO QTHROW 5-67
7E LI TM NUS1 5-51 8E offset: 16 QUOTE 5-66
Cu16 LTy 5-52 S8-efiserds RDOS 5-65
FE 87 L OADPAGE 5-80 EB RELEASE 5-62
FA LTNVBR 5-71 E9 REL FRAVE 5-60
FE 76 MAGREAD 5-73 2C RETURN 5-65
FE 77 MAGVRI TE 5-75 9B RFETCH 5-48
FE64ul:16 u2:16 | MAKEFRANE 5-60 99 RFROM 5-48
FE 11 MAX 5-55 8A Rl 5-65
FE 10 M N 5-55 FE 37 RJ 5-65
97 M NUSROT 5-47 8B RLEAVE 5-65
c8 M NUSTRAI LI NG 5-59 8C RLOOP 5-66
FE 35 M NUSZERGCS 5-59 FE 67 offset: 16 ROF 5-64
FE 55 MVLUL 5-54 87 u:16 offset:8 ROFLI T 5-64
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Numeric value Name Page Numeric value Name Page
96 ROT 5-47 FE D3 TLVFETCHRAW 5-82
8D RPLUSL OOP 5-66 FE D5 TLVFETCHTAG 5-85
89 offset: 16 RQDO 5-65 FE D4 TLVFETCHVALUE 5-85
BE num2:8 SADDLI T 5-53 Co TLVFI ND 5-82
82 offset:8 SBNZ 5-63 FE D7 TLVFORVAT 5-84
84 offset:8 SBRA 5-63 FE D2 TLVINIT 5-82
80 offset:8 SBZ 5-63 C3 TLVPARSE 5-83
28 offset:8 SCALL 5-64 FE DA TLVPLUSDOL 5-84
FE 40 SCAN 5-58 FE D9 TLVPLUSSTRI NG 5-84
FE SECONDARY 5-47 C4 TLVSTATUS 5-85
FE 65 SETCALLBACK 5-88 C2 TLVSTORE 5-82
BA SETEQ 5-56 EE DF T1 VVSTORFRAW 5-82
FE 15 SETGE 5-56 FE D8 TLVTAG 5-84
FE 18 SETGT 5-56 F3 TLVTRAVERSE 5-84
FE 19 SETLE 5-56 FC TONUMBER 5-72
BB SETLT 5-56 9A TOR 5-48
BC SETNE 5-55 95 TUCK 5-47
F8 SETOP 5-71 9D TWODROP 5-48
FE 79 SETTI ME 5-68 9E TWODUR 5-48
EO num:8 SFRADDR 5-62 FE 30 TWOEETCH 5-49
E1l num:8 SFRFETCH 5-61 Al TVWOOVER 5-48
E2 num:8 SFRSTORE 5-61 A2 TWORFETCH 5-48
Bl SHL 5-55 A0 TWORFROM 5-48
B2 SHLN 5-55 FE 44 TWOROT 5-49
FE 57 SHRN 5-55 FE 31 TWOSTORE 5-49
BO SHRNU 5-55 9C TWOSWAP 5-48
FE 34 SI GN 5-72 9F TWOTOR 5-48
FE 41 SKI P 5-58 FD USERVAR 5-52
FE 38 SLASHSTRI NG 5-59 E7 W DEN 5-55
6D u:8 SLIT 5-51 BD W THI N 5-57
70u:8...73u:8 SLITDO ...SLITD3 |5-52 FE 50 XOR 5-54
60 u:8... 63u:8 SLITUW ...SLITU3 |5-52
E8 ul:8 u2:4 SMAKEFRANME 5460
BF u:8 SMULLIT 5-53
86 u: 8 offsetf8 SROFLI T 5-64
A4 STORE 5-49
78u:8... 7B u:8 STOREDO ..« 5-51

STORED3
68u:8... 68 u:8 STOREUOQ ... 5-50

STOREU3
F2 counted-§tring STREI'T 5-59
AA SUB 5-53
DE SUBLI T1 5-53
92 SWAP 5-47
44 ... AF H-RFEFEHE2— 5-60

TFRFETCH1
54 ... 5F TFRSTORE12 ... 5-61

TFRSTOREL
2E THROW 5-67
FE DD TLVBI TCLEAR 5-83
FE DO TLVBI TFETCH 5-83
FE DC TLVBI TSET 5-83
FE D1 TLVBI TSTORE 5-83
FE DB TLVCLEAR 5-85
C1 TLVFETCH 5-82
FE D6 TLVFETCHLENGTH 5-85
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Appendix B: Exceptions and 1/O
Return Codes

This section includes all codes used as arguments to the standard exception handling token
THROWand all 1/0 related status codes. Status codes are nhormally used as returned ior (1/0

result) values, but may be used as throw codes.

only as assigned by ANS Forth (Table 9.2 in ANSI X3.215). The values {-:4095...- 2I52}e ghsaelolI
be used only as assigned by asystem. Positive values are available to programs.
B.1 Exceptions and IOR codes
Table 20 below shows the ANS Forth codes that may be usedin OTA kernels. Tabl¢ 21 gives
the OTA-specific throw codes and Table 22 gives the OFA-specific 1/0 status codes assigned
in this specification. Values are given in both hex and decimal; the hex notation emphasises
the OTA list organisation by device type and error’ category. For OTA-specific codes, the
lgast significant byte gives the error code within'the category and the next signifjcant byte
givesthe category.
Table 20: ANS Forth THROWcodes ith OTA kernels
Decimal Hex Description

-53 FFFFFFCB | Exception stack overflow.

-24 FFFFFFES-"{Invalid numeric argument.

-23 FFFFFRE9 | Address alignment exception.

-21 FFEEEFEB | Unsupported operation.

-17 FFFFFFEF | Pictured numeric string overflow.

-12 FFFFFFF4 | Argument type mismatch.

-1 FFFFFFF5 | Result out of range.

=10 FEFFFFE6 | Division by zero.

-9 FFFFFFF7 | Invalid memory address.

-7 FFFFFFF9 | Do loops nested too deeply during execution.

-6 FFFFFFFA | Return stack underflow.

-5 FFFFFFFB | Return stack overflow.

-4 FFFFFFFC | Data stack underflow.

-3 FFFFFFFD | Datastack overflow.
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Table 21: OTA THROWNcodes

Decimal Hex Description

-32763 FFFF8005 |Unsupported device.

-4095 FFFFFOO1 |Invalidrecord number. Record number outside the range defined
for the current structure (zero to AVAI L -1).

-4094 FFFFFO02 |Invalid function. Function inappropriate for this kind of
database (e.g. DBADDBYKEY on a non-ordered structure).

-4093 FFFFFO03 | Database creation error. An NV structure could not beinitialised
(e.q. file marked read-only.).

-4092 FFFFFO04 |Database access error. An NV structure could not be accessed
(e.g. error in opening thefile).

-4091 FFFFFO05 |Database close error. An NV structure could not be ¢losed.

-4090 FFFFFO06 | Database seek error. A selected record could not-be found in an
NV structure.

-4089 FFFFFO07 | Database read error. An NV structure couldhnot be read.

-4088 FFFFFO08 |Database write error. An NV structuré-could not be written.

-4087 FFFFFO09 |No database selected. Attempt to,use adatabase function prior tp
first use of DBMAKECURRENT.

-3839 FFFFF101 |Undefined TLV. Cannot findTLV tag name.

-3838 FFFFF102 |TLV too large. TLV valuefield islonger than 252 bytes.

-3837 FFFFF103 |Duplicate TLV. A madule containsaTLV definition that already
exists.

-3583 FFFFF201 | Cannot load module.

-3582 FFFFF202 | Cannot add module.

-3581 FFFFF203 | Cannot open repository.

-3580 FFFFF204 | Erfror creating repository.

-3579 FFFFF205 +Error reading repository.

-3578 FFFFF206 | Error closing repository.

-3577 FFEEF207 |Invalid module length.

-3576 FFFFF208 | Deletion of module not allowed.

-3575 FFFFF269—Bad-carc-modtte:

-3574 FFFFF20A | Invalid token.

-3573 FFFFF20B |Not avalid module.

-3572 FFFFF20C | Relocation error.

-3571 FFFFF20D | Error loading module.

-3570 FFFFF20E |Invalid override.

-3569 FFFFF20F | Module not in repository.

-3567 FFFFF211 |Invalid character in MID.
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Table 21: OTA THROWcodes (continued)
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Decimal Hex Description
-3566 FFFFF212 |Invaid MID string format.
-3565 FFFFF213 | Cannot execute module.
-3564 FFFFF214 |Modulein use.
-3327 FFFFF301 |Invalid socket.
-3071 FFFFF401 | Out of memory. Reguest to allocate memory cannot be satisfied.
-3067 FFFFF405 | Attempt to write outside allocated memory.
-3066 FFFFF406 |Frame stack error. Frame of the requested size could not be
built.
-510 FFFFFEO2 | Languagefilefull. Insufficient space in termifal langugge
tables.
-509 FFFFFEO3 | Out of context. Attempt to use atoken out of proper sequence.
-508 FFFFFEO4 | Feature not implemented. Referenceto afeature or device not
supported in this kernel.
-507 FFFFFEO5 | String too large. String sizetdisgreater than 65535 byteg or given
by context.
-506 FFFFFEO6 |Digit too large. Digitnet within number conversion base.
Table 22: OTA I/O return codes
Decimal Hex Description
0 0 Successful operation.
-32767 | FFFF8001 (| Pevicevalid but currently not responding.
-32766 | FFFF8002° | Time-out.
-32765 | FFFF8003 |Operation cancelled by user.
-32764 FFFF8004 |DeviceError.
-32762( ) FFFF8006 |Device must be initialised.
-32761 | FFFF8007 |Device busy.
32760 FFEE8008—nsufficlent resources.
-32759 | FFFF8009 |Device must be opened.
-32758 | FFFFB00A |Device aready open.
-32757 | FFFF800B |Device cannot be opened.
-32239 | FFFF8211 |Outside border.
-31983 | FFFF8311 |Printer Off-line.
-31982 | FFFF8312 |Printer out of paper.
-31981 | FFFF8313 |Printer has asserted error signal.
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Table 22: OTA 1/O return codes (continued)

Decimal Hex Description
-31980 | FFFF8314 |Printer does not appear to be connected.
-31727 | FFFF8411 |No connection (for on-line commands).
-31726 | FFFF8412 |Invalid serial or modem parameters.
-31725 | FFFF8413 |No carrier.
-31724 | FFFF8414 |No answer.
-31723 | FFFF8415 |Busy.
-31722|| FFFF8416 |Nodial tone.
-31721| | FFFF8417 |Modem aready connected.
-31720| | FFFF8418 |Connection in progress.
-31471| | FFFF8511 |Mute card (no answer).
-31470| | FFFF8512 |No card in reader.
-31469| | FFFF8513 |Transmission error.
-31468| | FFFF8514 |Card buffer overflow.
-31467 FFFF8515 |Protocol error.
-31466 | | FFFF8516 |Response has no status bytes.
-31465| | FFFF8517 |Invalid buffer.
-31464| | FFFF8518 |Other card error.
-31463| | FFFF8519 |Card partidly in reader.
-31215| | FFFF8611 |Transmission error between reader and magstripe.
-31214| | FFFF8612 |Output buffer-overflow.
-31213|| FFFF8613 |Writeoperation failed.
-30455| | FFFF8909 |Vending terminated.
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Appendix C: Device Control

This section provides reference information for generic device control in OTA, as well as
descriptions of some specific devices commonly attached to terminals. Inclusion in thistable
does not imply that adeviceisrequired by aterminal, nor does exclusion imply that a device
may not be attached to aterminal. However, if a device described in this section is attached,
its control should follow the description herein, as far as the particular hardware configura-
tion permits.

¢.1 Device References and Return Codes

Epch device, including those whose lower-level operation is hidden by the Virtual Machine
behind device-specific functions, shall be assigned a device number and an 8-bit device type
used to categorise result codes. To maintain token density,-the commonly used deyice num-
bers are kept in arange that can be represented in 4 bits and loaded with a single hyte literal
tgken. It isthis device number which is used as the devparameter when specified(for an I/0

related token.

The standard OTA device number assignments ‘and their mapping onto device ftypes and
instancesis shown in Table 23.
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Table 23: Device code assignments

Device Number |Description Device Type

-1 Debug device 0

0 Primary keyboard 1

1 Primary display 2

2 Printer 1 3

3 Printer 2 3

4 Modem 4

5 |CC card reader 1 5

6 |CC card reader 2 5

7 Magnetic stripe device 6

8 Secondary keyboard 1

9 Secondary display 2

10 Secondary seria port 4

11 First parallel port 7

12 Second parallel port 7

13 Power management device 8

14 Vending machine device 9

1%-31 RFU -

32-47 Seria Ports 4

48-63 Modems 4

64-79 Printers 3

80- RFU -
General 110 control is provided by functions taking one of these device numbers as an inpyt
parameter; These functions and corresponding tokens are described in Section 5.18. Lists gf
valid ior godes for dhese tokens to return are better sorted by device type than by specifijc
tokgn, anf the fellowing sections each contain a specific list of ior codes f(?r a pgrticular
device type. Table 24 below shows a cross-reference from token name to valid device type
and number.for those tokens that take a device number as input An “X” indicates that this

token may be used with this device number, provided the terminal supports the given device.
Note the implication that most, if not all, DEVt okens should only appear in TRS programs
or libraries, not applications, since an application should not rely on the implementation of a
particular device. SETOP does not check devicetype asthat is assumed to be the responsibil-
ity of an ensuing DEVt oken. The column labelled “ior?’ in Table 24 indicates whether that
token returns anior. Although tokensthat return an ior may not also THROMhe same return
code, al return codes may be used as THROWcodes by higher-level procedures.
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Table 24: Token — device number cross reference
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10|12 |3|4|5|6|7|8|9|10|{11|12]13|14]15
ior? | db | kb | dis [ prn|prn | mo | icc | icc | mg | kb | dis | ser | par | par | pw |ven | rfu
DEVOPEN yes | X | X | X | X | X [ X | X | X | X | X|X[X|X]|X|X]X]|X
DEVCLOSE yes | X | X | X | X | X [ X | X | X | X | X|X[X|X]|X|X]X]|X
DEVEKEY no | X | X X X X
DEVEKEYQ no | X | X X X X
DEVEM T no | X X | X | X | X X | X
DEVREAD yes X X | X | x| x]|x X
DEVTI MEDREAD | yes X X | X | X | Xx]|X X
OEVWRI TE yes | X X | X [ X | X |X]|X]|X X | X
OEVSTATUS yes | X | X | X | X | X [ X | X | X | X[ X|X]|X|XVyX]|X|X]Xx
OEVI OCTL yes | X | X | X [ X | X [ X | X | X[ X[ X|X|xPX | x| x]|x]x
OEVOUTPUT yes | X X | X [ X | X |X]|X]|X X "% | X | x| x| x| x
OEVATXY no | X X X
OEVCONNECT | yes X X
OEVHANGUP yes X X
OEVBREAK yes X X
G.2 Debug Device
Al “debug device” isthe generic name for a programmer’s interactive interface to aterminal
under development. The debug device istypically implemented using a host compliter’s key-
bpard and display, communicating with the terminal through an interactive development link.
Table 25 givestheior codesappropriate for the debug device.
Table 25: Debug device I/O return code s
Status Status
Decimal Hex Description
0 0 Successful operation.
-32767 FFFF8001 | Device valid but currently not responding.
-32766 EEEER002 | Time-out
-32764 FFFF8004 |DeviceError.
-32763 FFFF8005 | Unsupported device.
-32762 FFFF8006 |Device must beinitialised.
-32761 FFFF8007 |Device busy.
-32760 FFFF8008 | Insufficient resources.
-32759 FFFF8009 | Device must be opened.
-32758 FFFF800A | Device aready open.
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Table 25: Debug device I/O return codes (continued)

Status Status -
Decimal Hex Description

-32757 FFFF800B | Device cannot be opened.

C.3 Keyboard Handling

al termingls. Each returned keystroke shall be a 16-b|t extended character (echar) valuf
where thg more significant byte is an extension code, and the less significant byte iSa'key
value. The key values comply with 1SO 646-1983 for values in the range 20, 7E;. The
standard keyboard encodings are given in Table 26 (all key values in hexadecimal). A VM
implementtation is not mandated to return any of these keys, but must use thevalueslisted for
any that it does return.

Table 26} Standard key mappings

Key chgracter / function Extension| Key Value
ASCII printing characters* * (space) through ‘~’ (tilde) 00 20..7E
BACK SRA CE (destructive backspace) 00 08
ENTER (complete and process entry) (Green key) 00 0D
CANCEL (clear to beginning of entry) (Red key) 00 18
CLEAR (clear entry) (Yellow key) 00 7F
Function|Key 1 .. Function Key 10 FO 3B .4
Function|Key 11 .. Function Key 12 FO 85..86
HOME FO 47

END FO 4F
Cursor Up FO 48
Cursor Dpwn FO 50
Cursor Lgft FO 4B
Cursor Rjght FO 4D

Page Up FO 49

Page Down FO 51
INSERT FO 52
DELETE FO 53

00 (double zero key) FO 54

Control of the keyboard devices is provided by the I/O control functions implemented
through the generic DEVI OCTL token documented in Section 5.18, where dev is the key-
board device code. Table 27 specifies the DEVI OCTL arguments for the keyboard device.
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Table 28 givestheior codes appropriate for keyboards.

Table 27: DEVIOCTL parameters for keyboard device

Function
code (fn) |Meaning
04 Set time-out. Addr pointsto acell containing the time in milliseconds before

DEVTI MEDREAD returns. Numisset toto 1. Thetime-out value only needs
to be set once and will be retained by the Virtual Machine until it isexplicitly
changed or the deviceis rebooted.

Table 28: Keyboard device I/O return codes

Status Status

Decimal Hex Description

0 0 Successful operation.

-32767 FFFF8001 |Device valid but currently notresponding.
-32766 FFFF8002 | Time-out.
-32764 FFFF8004 |Device Error.
-32763 FFFF8005 | Unsupported device.
-32762 FFFF8006 |Device must beinitialised.
-32761 FFFF8007 |Device busy.
-32760 FFFF8008 | Insufficient resources.
-32759 FFFF8009 | Device must be opened.
-32758 FFFFB00A - Device already open.
-32757 FFFF800B," | Device cannot be opened.

G.4 Display and Printer Output

Dlevicesthat support text output (display and printer devices) must provide interpretation of
certain control characters appearing as output characters either individually or
Stfings. The codes and the effects they must produce are listed in Table 29; codes are Speci-

in output

fied in hexadecimal. Codesin the range 0-1F,, not appearing in this table are implementation-

specific.
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Table 29: Control Code Interpretation

Code |Effect
07 |Emit an audible tone (if possible).

08 |Destructive backspace (display only). lor -32239 (Outside border) shall be returned
when this control character iswritten to the display any time the cursor is
positioned at the beginning of aline.

OA |Carriage return and line feed. When the cursor is positioned on the last line of the
display, the terminal shall behave in one of the following ways :

» the cursor does not move and ior -32239 (Outside border) is returned.
FINecursor Ispostioned a the beginning of the firsttine. ., |
e al linesare scrolled one line up and the cursor is positioned at the beginning of
thelast line.

0C |Form feed. Effect aphysical or visual break on printer devices; clear the'screen op
display devices.

OD |[Same as code OA.

Regarding out of bounds behaviour on the display and printer device, the terminal shall npt
inadvertently write out of bounds or hide away something the application programmgr
expected to be displayed or printed. Therefore, the following behaviours are correct when|a
character [that is not a control character listed in Table 29)s written to the display or printer
device when the cursor is positioned at the end of aline:
* do nothipg and return ior -32239 (Outside border).
« scroll the line one character to the left and add the character at the end of the line (display
only).
* write the character at the beginning of the next line. When the cursor is positioned at the last
line of the display, the following four implementations are correct:
* do nothing and return ior -32239 (Outside border).
» scroll fthe line one character to theleft and add the character at the end of the line.
* write the character at the beginning of the first line.
« scroll [all lines one line uptand write the character at the beginning of the last line.

Control of the display and-printer devices is provided by the 1/0O control functions implge-
mented through the geheric DEVI OCTL token documented in Section 5.18, where dev is the
display o printer device code. Table 30 specifies the DEVI OCTL arguments for the display
device, while Table’31 specifies the DEVI OCTL arguments for the printer device. Display ipr
codes are|givenin Table 32, and printer ior codes are given in Table 33.

Table 30: DEVIOCTL parameters for display device

Function
code (fn) |Meaning
01 Specify cursor behaviour. Numissetto 1. Addr pointsto acell containing a

bitmap coded asfollows (bit 0 isthe LSB of Byte 1) :
bit 0 : O=off, 1=on
bit 1 : O=steady, 1=flash
bit 2 : O=block, 1=underscore
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Table 30: DEVIOCTL parameters for display device

Function
code (fn) |Meaning
02 Set backlight on/off. Numis set to 1. Addr pointsto acell coded asfollows:
1 cell = on/off (O=off,1=0n)

03 Specify display mode. Numisset to 1. Addr pointsto acell containing a

bitmap coded asfollows (bit O isthe LSB of Byte 1) :

bit 0 : O=blinking off, 1=blinking on

bit 1 : O=reverse video off, 1=reverse video on

bit 2 O=underlineoff 1=underineon——
The display mode defined by thisfunction isvalid for all charactersyvritten to
the display after this DEVI OCTL function has been executed.~ Other
characters already displayed on the display remain unchanged.

05 Return display characteristics. Numisset to 2. On returi,) addr points to two
cellsto beinterpreted asfollows :

1 cell = width of the display (number of characters)
1 cell = height of the display (number of rows)

06 Specify frequency of beep. Numisset to 2. ZAddr pointsto acell coptaining
the frequency in Hertz of the beep when-control character 07 is written to the
display device.

07 Specify duration of beep. Numis'setto 1. Addr pointsto acell containing the
time in milliseconds for the duration of the beep when control character 07 is
written to the display device:

08 Switch between graphic.and a phanumeric display mode. Numis set|to 1.
Addr pointsto a cell.¢oded as follows:

0 : switch to graphic display mode
1 : switch to aphanumeric display mode
By default the'display isin aphanumeric display mode.

Table 31: DEVIQCTL parameters for printer device

Hunction
ode (fp)

(@)

Meaning

01

Initialise serial port. Numissetto5. Addr pointsto 5 cells containipg the
following items:

TTtet=Tnputband Tate

1 cell = output baud rate

1 cell = parity (O=none, 1=o0dd, 2=even)
1 cell = number of data bits (7 or 8)

1 cell = number of stop bits (1 or 2)

02

Print whatever isalready in the buffer. Numissetto 0. Addr isnot used by
this function and may be any arbitrary non zero value.
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Table 32: Display device I/O return codes

Status Status
Decimal Hex Description

0 0 Successful operation.
-32767 FFFF8001 |Devicevalid but currently not responding.
-32764 FFFF8004 | Device Error.
-32763 FFFF8005 | Unsupported device.
-32762 FFFF8006 |Device must beinitialised.
-32761 FFFFB007  [Device busy.
-32760 FFFF8008 | Insufficient resources.
-32759 FFFF8009 | Device must be opened.
-32758 FFFFB00A | Device already open.
-32757 FFFF800B | Device cannot be opened.
-32239 FFFF8211 |Outside border.

Table 33} Printer device I/O return codes
Status Status
Decimal Hex Description

0 0 Successful operation.
-32761 FFFF8001 |Device valid but currently not responding.
-32764 FFFF8002 | Time-out.
-32764 FFFF8004 |Device Error:
-32763 FFFF8005 | Unsupported device.
-32764 FFFF8006 | Device must be initialised.
-32761 FFFF8007-{Device busy.
-3276( FFFF8008 | Insufficient resources.
-32759 FFFE8009 | Device must be opened.
-32758 FFFFB00A | Device already open.
-32757 EEEES00R | Device cannot be apened
-31983 FFFF8311 |Printer off-line.
-31982 FFFF8312 | Printer out of paper.
-31981 FFFF8313 | Printer has asserted error signal.
-31980 FFFF8314 | Printer does not appear to be connected.
-32239 FFFF8211 |Outside border.
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C.5 Serial Port Management

Control of the serial devices is provided by 1/O control functions implemented through the
generic DEVI OCTL token documented in Section 5.18, where dev is the seria device code.
Other stack arguments are documented in Table 34 below. Serial port ior codes are given in

Table 35.

Table 34: DEVIOCTL parameters for serial port device

Function
code (fn) |Meaning
01 Initialise serial port. Addr containsthe following items:

1 cell = input baud rate
1 cell = output baud rate
1 cell = parity (O=none, 1= odd, 2=even)
1 cell = number of data bits (7 or 8)
1 cell = number of stop bits (1 or 2)

04 Set port time-out. Addr pointsto acell containing'the time in milliseconds
before DEVTI MEDREAD returns. Num s set-to/1. Thisvalue only ngeds to be
set once and will beretained by theVirtual"Machine until it is expligitly
changed or the deviceis rebooted.

05 Return flags indicating line status~Numis set to 1. On input, addr ppintsto a
cell containing the bitmap that ibdicates which statuses are requestegl to be
returned. A bit set to 1 indicates that the corresponding function hag to be
executed. On return, addrpeintsto acell containing the result to be
interpreted asfollows :

bit 0 = true if a character iswaiting to be read
bit 1 =trueif acharacter iswaiting to be sent
Note that a given bit positionisonly valid if on input the corresponding bit
has been setite'1. If one of the functions requested is not implementied by the
underlying-Virtual Machine, -21 (Unsupported operation) shall be thrown and
the campleteresult isinvalid.
Table 35: Serial port device I/O return codes
Status Status
Decimal Hex Description
0] 0] Successful operation
-32767 FFFF8001 | Device valid but currently not responding.
-32766 FFFF8002 | Time-out.
-32764 FFFF8004 |Device Error.
-32763 FFFF8005 | Unsupported device.
-32762 FFFF8006 | Device must beinitialised.
-32761 FFFF8007 |Device busy.
-32760 FFFF8008 | Insufficient resources.
C-115
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Table 35: Serial port device I/O return codes (continued)

Status Status
Decimal Hex Description

-31726 FFFF8412 |Invalid seria parameters.
-32759 FFFF8009 | Device must be opened.
-32758 FFFF800A | Device already open.
-32757 FFFF800B | Device cannot be opened.

C.6 !\Jlodem Handling

Besides with the special purpose tokens DEVCONNECT, DEVHANGUP and DEVBREAK, the
modem dg¢vice is also controlled with 1/0O control functions implemented through the generjc
DEVI L token documented in Section 5.18, where dev is the modem device code. Other
stack argyments are documented in Table 36 below. The modem ior codes are given in Table
37.

Table 36 DEVIOCTL parameters for modem devic e

Functiop
code (fn) |[Meaning
01 Initialise serial port. Addr contains the following items:

1 cell = input baud rate

1 cell = output baud rate

1 cell = parity (O=none, 4= odd, 2=even)
1 cell = number of datarbits (7 or 8)

1 cell = number of stop bits (1 or 2)

04 Set port time-out. “Addr pointsto acell containing the time in milliseconds
before DEVTHIVEDREAD returns. Numis set to 1. This valueonly needsto bg
set once and-will be retained by theVirtual Machine until it is explicitly
changed.orthe deviceis rebooted.

1%

05 Return flagsindicating line status. Numisset to 1. On input, addr points to
eellcontaining the bitmap that indicates which statuses are requested to be
returned A blt setto 1indi cateﬁthat the correspondl ng function hasto be

mterpreted asfollows

bit 0 = trueif a character is waiting to be read

bit 1 = trueif acharacter is waiting to be sent
Note that a given bit position isonly valid if on input the corresponding bit
has been set to 1. If one of the functions requested is not implemented by the
underlying Virtual Machine, -21 (Unsupported operation) shall be thrown and
the complete result isinvalid.

06 Initialise modem. Addr pointsto a counted string containing the modem
control settings. Numis not used by this function and may be any arbitrary
value.
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Table 36: DEVIOCTL parameters for modem device (continued)

Function
code (fn) |[Meaning

07 Ask the kernel if the modem received arequest for incoming call. If it did,
send the counted string pointed by addr, wait for the connection to be
established and return with anior O (Success). Otherwise, return immediately
with anior -31727 (No connection). Numis not used by thisfunction and may
be any arbitrary value.

Table 37: Modem device I/O return codes

Status Status -
Decimal Hex Description
0 0 Successful operation.

-32767 FFFF8001 |Devicevalid but currently not responding.

-32766 FFFF8002 | Time-out.

-32765 FFFF8003 | Operation cancelled by user.

-32764 FFFF8004 |Device Error.

-32763 FFFF8005 | Unsupported device:

-32762 FFFF8006 |Device must beinitialised.

-32761 FFFF8007 | Device busy.

-32760 FFFF8008 |Insufficient resources.

-32759 FFFF8009 | Device'must be opened.

-32758 FFFF800A | Device already open.

-32757 FFFF800B-"'Device cannot be opened.

-31727 FFFF8411 | No connection (for on-line commands).

-31726 FERE8B412 |Invalid serial or modem parameters.

-31725 FFFF8413 | No carrier.

-31724 FFFF8414 | No answer.

-31723 FFFF8415 |Busy.

-31722 FFEE8416 | Nodia tone.

-31721 FFFF8417 |Modem already connected.

-31720 FFFF8418 | Connection in progress.

C.7 ICC Card Handling

Control of the ICC card devices is provided by a set of dedicated functions documented in
Section 5.20 and by the 1/O control functions implemented through the generic DEVI OCTL
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token documented in Section 5.18, where dev isthe ICC card reader 1 or the ICC card reader
2 device code. Table 38 specifies the DEVI OCTL arguments for the ICC card reader device.
ICC card reader deviceior codes are given in Table 39 below.

Table 38: DEVIOCTL parameters for ICC card reader device
Function
code (fn) |[Meaning

01 Assign dev (ICC card reader 1 or ICC card reader 2) to the requested card slot.
Addr pointsto acell containing the slot number to select. Numissetto 1.
Slots count from 0. Exception -21 (Unsupported operation) shall be thrown if
the requested slot is not supported by the reader in question. All single dat
readers return O (Success) for slot 0 and throw -21 (Unsupported operation)
for anything else.

04 Set time-out. Addr pointsto acell containing the time in milliseconds beforg
DEVTI MEDREAD returns. Numisset to 1. This value only needsto be set
once and will be retained by the Virtual Machine until it isexplicitly changed
or the device is rebooted.

Table 39} ICC card reader device I/O return codes
Statug Status -
Decimal Hex Description
0 0 Successful operation:
-32761 FFFF8001 Device valid but-currently not responding.
-32766 FFFF8002 Time-out.
-32764 FFFF8004 DeviceError.
-32763 FFFF8005 UnSupported device.
-327672 FFFF8006 Device must be initialised.
-32761 FFFF8007 Device busy.
-32760 FFFR8008 Insufficient resources.
-32759 FFRFF8009 Device must be opened.
-32758 FFFFB00A Device already open.
-32757 FFFF800B Device cannot be opened.
-31471 FFFF8511 Mute card (no answer).
-31470 FFFF8512 No card in reader.
-31469 FFFF8513 Transmission error.
-31468 FFFF8514 Card buffer overflow.
-31467 FFFF8515 Protocol error.
-31466 FFFF8516 Response has no status bytes.
-31465 FFFF8517 Invalid buffer.
-31464 FFFF8518 Other card error.
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Table 39: ICC card reader device I/O return codes (continued)

Status Status -
Decimal Hex Description
-31463 FFFF8519 Card partially in reader.

C.8 Magnetic Stripe Handling

0lemented

through the generic DEVI OCTL token documented in Section 5.18, where dev isthe magnetic
ipe code. Other stack arguments are documented in Table 40 below. Magnétic card reader

deviceior codes are givenin Table 41.

Table 40: DEVIOCTL parameters for magnetic card reader‘device

Hunction

(@)

ode (fn) |Meaning

04 Set time-out. Addr pointsto acell containing the time in millisecongs before
DEVTI MEDREAD and MAGREAD return. Numis set to 1. Thisvalye only
needs to be set once and will be retained by theVirtual Machine until itis
explicitly changed or the deviceisrebooted.

Table 41: Magnetic card reader I/O return codes

Status Status
Decimal Hex Description
0 0 Successful operation.
-32767 FFEFF8001 | Device valid but currently not responding.
-32766 FFFF8002 | Time-out.
-32764 FFFF8004 |Device error.
-32763 FFFF8005 | Unsupported device.
-32762 FFFF8006 |Device must beinitialised.
-32761 FFFF8007 |Device busy.
-32760 FFFF8008 | Insufficient resources.
-32759 FFFF8009 | Device must be opened.
-32758 FFFFB00A | Device already open.
-32757 FFFF800B | Device cannot be opened.
-31215 FFFF8611 |Transmission error between reader and magstripe.
-31214 FFFF8612 | Output buffer overflow.
-31213 FFFF8613 | Write operation failed.
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C.9 Power Management

Control of the power management device is provided by 1/0 control functions implemented
through the generic DEVI OCTL token documented in Section 5.18, where dev is the power
management device code. Other stack arguments are documented in Table 42 below, and ior
codesin Table 43.

Table 42: DEVIOCTL parameters for power management device

Function
code (fp) [Meaning
01 Return charge state of battery. Numisset to 1. On return, addr pointste-a cel
coded asfollows:
Battery charge state : 0-100, O=uncharged, 100=fully charged.
02 Return current power source. Numissetto 1. Onreturn, addr pointsto a cel
coded asfollows:
1 = powered by battery
2 = non depleting power source
03 Power down the terminal. Numisset to 0. Addr iSnot used by thisfunction
and may be any arbitrary non zero value.
04 Disallow terminal power-off initiated by the* off" button. Numissetto 0. Add
isnot used by this function and may beany arbitrary non zero value.
05 Allow termina power-off initiated oy the "off" button. Numis set to 0. Addr i
not used by this function and may:be any arbitrary non zero value.
06 Inquire why power has been-supplied to the terminal. Numissetto 1. On
return, addr pointsto a cell-coded as follows :
1 = Normal Power-on
2 = Periodic wake-up
3 = Response to call
07 Put the terminal in sleep mode. Numisset to 1. Addr pointsto acell coded g
follows:
0 = put termina in sleep mode
1 = wake-up terminal
Table 43} - POwer management device I/O return codes
Status Status -
Decimal Hex Description
-32767 FFFF8001 | Device valid but currently not responding.
-32764 FFFF8004 |Device Error.
-32763 FFFF8005 | Unsupported device.
-32761 FFFF8007 |Device busy.
-32760 FFFF8008 | Insufficient resources.
-32759 FFFF8009 | Device must be opened.
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Table 43: Power management device I/O return codes (continued)

Status Status -

Decimal Hex Description
-32758 FFFFB00A | Device already open.
-32757 FFFF800B | Device cannot be opened.

C.10 Vending Machine Control

ntrol of the vending machine deviceis provided by 1/O control functions implemented through
the generic DEVI OCTL token documented in Section 5.18, where dev is thewvending machine
dévice code, numisaways zero, and addr isused to pass vending amount onicertain cglls. Other
stieck arguments are documented in Table 44 below, and valid ior codes arein Table 43 bel ow.
T

ble 44: DEVIOCTL parameters for vending machine dévice

Function
code (fn) |[Meaning
01 Begin vending session. Vending amount returned in addr.
02 Continue vending session. Next vending amount returned in addr.
03 Get vending session status.
04 Get vending controller transaction approval.
05 Get vending controller transaction denial.

Table 45: Vending machine/device I/O return codes

Status Status

Decimal Hex Description

0 0 Successful operation.

-32767 FFFF8001 | Device valid but currently not responding.
-32766 FFFF8002 | Time-out.
-32765 FFFF8003 | Operation cancelled by user.
-32764 FFFF8004 |Device Error.
-32763 FFFF8005 | Unsupported device.
-32762 FFFF8006 | Device must beinitialised.
-32761 FFFF8007 |Device busy.
-32760 FFFF8008 | Insufficient resources.
-32759 FFFF8009 | Device must be opened.
-32758 FFFF800A | Device already open.
-32757 FFFF800B | Device cannot be opened.
-30455 FFFF8909 | Vending terminated.
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