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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

The slap tenprint capture process captures multiple slap images which contain all ten fingerprints.

Slap fingerprints, or “simultaneous plain impressions”, are simply multiple flat fingerprints captured at
the same time.

A single slap image contains four fingerprints from one hand, so two slap images contain eight
fingerprints.

A third slap image is captured containing the two thumbprints, so three slap images contain all ten
finger nrints

© ISO/IEC 2018 - All rights reserved v
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INTERNATIONAL STANDARD ISO/IEC 20027:2018(E)

Information technology — Guidelines for slap tenprint
fingerprintture

1 Scope

This document provides guidelines to follow during the acquisition process of slap tenprints in order to
obtain fingerprints of the best quality possible within acceptable time constraints.

Non-cloperative users are out of the scope of this document.

When |using ten-fingerprint sensors, it is fundamental to know how to use themr and hqw to proceed
with the acquisition. This document describes how to capture fingerprints cortectly by specifying best
practiges for slap tenprint captures.

It givef recommendations on the following topics:

1) hardware of the fingerprint sensor and its deployment;

2) user guidance;

3) enrolment process including a sample workflow;

4) application software for developers and system integrators;

5) prpcessing, compression and coding of the acquired fingerprint images;
6) operational issues and data logging;

7) evaluation of a solution and its comppnents.

Althoygh this document primarily,focuses on reaching optimal data quality for enrolmlent purposes,
the recommendations given herecare applicable for other purposes. All processes whicH rely on good
quality tenprint slaps can take advantage of the best practices.

2 Normative references

The following doeuments are referred to in the text in such a way that some or all of|their content
constifutes requirements of this document. For dated references, only the edition citefl applies. For
undated references, the latest edition of the referenced document (including any amendmnjents) applies.

ISO/IHC 2382-37, Information technology — Vocabulary — Part 37: Biometrics

3 Terms and definitions
For the purposes of this document, the terms and definitions given in ISO/IEC 2382-37 apply.
[SO and IEC maintain terminological databases for use in standardization at the following addresses:

— IEC Electropedia: available at http://www.electropedia.org/

— ISO Online browsing platform: available at https://www.iso.org/obp

© ISO/IEC 2018 - All rights reserved 1
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4 Sensor hardware requirement

Image quality should comply with the quality specifications from ISO/IEC 19794-4. EBTS V 8.002:2008l6],
Annex F corresponds to ISO/IEC 19794-4:2011, B.1, and BSI TR-03121[3] corresponds to ISO/IEC 19794-

4:2011, B.2.

This document considers recommendations based on the experience of the use of fingerprint optical
sensors based on the principle of frustrated total internal reflection. The recommendations are to be
considered properly when considering the use of a new technology, as specificities of the technology
may induce specific recommendation that will be included in a future version of this document.

The sensor device should provide methods for re-calibration in the field by qualified service staff if the

device techni
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the operation

5 Acquisi
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The sequence
may be below]
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especially dry.

An example g
quality metri

5.2 User fe
The presence

Feedback can

Cally supports it.

Calibration or re-calibration depends on the sensor technology and calibratidnmig
For all devices.

ce of a sensor device to the applicable quality standard should be verified at any t
bl environment.

lion software

ition process, the highest quality images should Be)used. The acquisition of these 1
e automatically. If the automatic acquisition proeess does not provide images of suf
ernative manual process may be activated, For example, after 3 captures of insuf
al capture may be proposed to the operator.

the desired quality levels. The bestdmages may not be the last acquired.

support surface heating and(may assist in better quality images where finge

f an acquisition process design can be found in Annex A and Annex B. An examj
" process design canbe found in Annex C.

edback

of a user ifterface is strongly advised to provide user feedback.

be given, for example, by:

a screen 4

ttached in close proximity to the sensor;

rht not

ime in

mages
ficient
ficient

of images having the highest quality should be used; if a timeout has occurred thenp these

rs are

le of a

LEDs assi

illuminated pictograms on the sensor;

gned to pictograms directly on the sensor.

Sound coming from the sensor or from the PC to which the sensor is connected.

The following information should be given to the user:

— assistance to finger positioning with images and/or video on the screen and/or audio instructions
(for instance to instruct the user to move their fingers to the left/right/top/bottom);

— visual and/or audio notification when a successful acquisition has been completed;

— a quality indicator for each acquisition; this indicator should follow the NIST fingerprint image
quality (NFIQ) measurement;
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— if possible, the reason for a bad quality acquisition (e.g. wrong positioning of the hand).

Additional information (e.g. a poster or a video) can be used to illustrate to users how to use the system.
This information can be displayed close to the sensor and additionally in the waiting zone.

Operators should be trained to give guidance to the users.

5.3 Acquisition check

The software linked to the sensor should account for the following during the acquisition process in
order to perform a better acquisition:

— Aijy feedback provided by the sensor software (background correction, quality evaluation, end of
acfuisition, etc.).

— A ftimeout for capturing the best available image in case the specified quality threshold is not
repched.

— TRe inability of the subject to provide a full set of fingerprints. Acceptable‘images for dertain fingers
may not have been captured, which could be due to:

—|{ missing fingers;
— inability for the subject to interact with the sensor cotrectly;
—|{ temporary or permanent issues with the subject’sfingerprints.

— THRe image quality of the captured images. This is to enable the system to finish the acquisition
process after the preset quality level or a timeouthas been reached.

— TRe subject’s fingers have been removed from the sensor at the end of the acquisition process.

— CHeck two consecutively captured slaps and captured thumbs are not identical. A dyiplicate check
shpuld also be performed to ensurethat all expected fingers have been captured once pnd once only.

NQTE Due to computational.time constraints this recommendation can also be enforced py the operator
ingtead of the software.

— Rgsidual traces have not-been acquired.
— TRe fingerprint imdges are as originally acquired. Optionally, segmented images can pe produced.

— Hand inversionbetween leftand right slap has not occurred. This check can be based oh the different
pHysical chataeteristics of the shapes of both hands.

5.4 Imageprocessing

5.4.1 Resolution

Fingerprints should only be taken at 500 ppi or 1 000 ppi. Ideally scanning and transmission resolution
should be identical. However, if an image is captured at 1 000 ppi and is to be transmitted at 500 ppi,
then the guidance for down-sampling contained in the document NIST Special Publication 500-289
Compression Guidance for 1 000 ppi Friction Ridge Imagery[1l should be followed in order to produce a
500 ppi image with the minimal effect on the image contents and quality.

5.4.2 Segmentation

Depending on the call to capture one, two, three or four fingerprints, this number of individual
fingerprints should be extracted from the input image and provided as single fingerprints generated by
a segmentation process which takes into account fingers reported to be missed.

© ISO/IEC 2018 - All rights reserved 3
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For this segmentation process, the following criteria should be fulfilled:

ability to

rotated fi

accept rotated fingerprints having the same direction at an angle up to 45°;

ngerprints having the same direction should be corrected to be vertical;

segment the first part over the finger (first phalanx);
segmentation should be performed on uncompressed data;

recording of any missing, damaged or amputated fingers.

Recommended size for fingerprint images is given in ISO/IEC 19794-4:2011, D.1.

NOTE Sizd

5.4.3 Comy

Wavelet Scals
compression

Fingerprint i

4:2011, 8.3.17%

The impleme
referenced as
number can b

Multiple lossy

6 Logging

6.1 Logging data

The purpose
enrolment an

The following

transacti

duration

timestamp of acquisition;

limitation is done in order to prevent performance issues.

ression

r Quantization (WSQ) compression should be used for 500 ppi images, and JPE
or 1 000 ppi images.

mages should be compressed according to the recommenddtions in ISO/IEC
htation of the WSQ algorithm used should be certified by a registered authori

such (for example, the US Federal Bureau of Investigation and the respective cert
oth be coded in the WSQ header).

compressions should be avoided as they degrade image quality.

' and evaluation of data

bf the logging data is not to'track people but to give guidance to the staff in chargg
1 to maintain a constant-guiality of the acquisition process.

data, or parts of it, should be logged:
bn ID;

bf biometric acquisition process;

number olf captured images;

k2000

|19794-

Ly and
ificate

of the

number of successful captures;

quality scores for all captured fingerprints;

overall quality score of captured slap or tenprints sets (if present);
information about vendor, software, hardware and versions;

information about the origin (e.g. Agency Identifier);

information about errors (e.g. about uniqueness check, segmentation, etc.);
size of acquired data;

testing flags (if applicable);
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— demographic data on the subject (gender, age);

— record of any missing, damaged or amputated fingers.

NOTE

27:2018(E)

It might be appropriate to have a regular logging workflow and an evaluation mode logging workflow
with more comprehensive logging data. The latter one could be used for regular or incident-based checks of the
whole process.

When used in a verification or identification scenario, it is recommended to also log results of the
verification and identification process.

6.2 Useful statistical evaluations

Condu
loggin

Asam|
— qu
— er
— ay|
— di
— di
When

accumpulated results of the verification or identification attempts.

7 O

7.1
The pr

Tenprint devices may be enabled with a feature that can detect incorrect position. Suc

report

For p¢
subjec
small
persor

The fo

cting regular (e.g. every month, every three months, every year) evaluations, on|
b data is recommended.

inimum, the following basic set of evaluations should be conducted:
ality scores distribution;

ror code distribution;

erage enrolment duration;

Etribution of enrolment duration;

stribution of gender and age, especially in relationte quality scores.

used in a verification or identification scenario, it is recommended to also

perational process

eneral user guidance

esence of a user interface\is-advised to support better acquisition.

this error to the seftware to either improve workflow speed or assure workflow c

the acquired

evaluate the

h devices can
bnsistency.

L directly place the finger on the platen. A backup procedure may be necessary, s
blaten dévice and manually placing the platen against the finger directly (instead
place:the finger on a device).

lewing placement recommendations should be applied:

rsons with conditions or disabilities affecting the fingers, it may not be possibl‘f to have the
c

h as using a
of having the

— The user should set down the fingers flat on the sensor and their tips but not set down only the tips
[Figure 1 a)] or the sides of the fingers [Figure 1 b)].
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a) Fllat finger position on sensor

The user
avoid any

Q
)
/\ .
Qv

should position the fingers straight, parallel to the edges of the ieﬁ}%* [Figure 2

Figure 1 — Finger positions on sensor

rotation unless a rotation is the only way to place all fingers o acquisition sur

the sensoyr [Figure 2 b)]. \\

b) Hand orientation position on sq@llr

)] and
face of

edges

h)] and

a) Prefler parallel fing relation b) Avoid rotated fingers in relation to the
tothee
O Figure 2 — Finger positions
The user position the thumb(s) straight, parallel to the edges of the sensor [Figure 3
avoid any i i i i i

thumbs presented parallel to the edges of the sensor and without rotation.

e two

© ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=17235cedd4c025a65f0c19ac3a37f40e

ISO/IEC 20027:2018(E)

a) Correct thumb position b) Wrong thumb pos,'@yln
Q
v
/\
N

— TRhe user should put down all the fingers simultaneously on the serfs& (do not rol] them on the
sepsor or do not put down one finger after the other on the sensor)!

Figure 3 — Thumb positions

— THRe user should not spread the fingers too much [Figure 4 a)(]b@%“oss the fingers [Figure 4 b)].

b) Crossed fingers

S
a) Spread fi@s
O®Figure 4 — Spreading and crossing fingers

— THhe user sh@entre the hand or the thumb(s) on the sensor acquisition surface.

— The use%@uld not position the fingers on the borders of the sensor acquisition surfdce, in order to
avpi @t ing or missing part of the slap (Figure 5).

A\

© ISO/IEC 2018 - All rights reserved 7
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a) Min]i the top border of the sensor b) Mind the low border of the sexkéb

S
N
— The user ghould position the fingers on the sensor such that as much as poss"& of the fingérprint

area of the digital phalanx is present in the scanning area. If the user % laced the hand|on the

sensor wfongly, it should be ensured that the hand is removed before 1\1 ng it down againfon the
sensor, a§ moving the hand directly on the sensor can cause skin d1%€1) ons.

Figure 5 — Minding sensor borders

7.2 Acquisjition process recommendations

Visual or oral instructions should be provided to the user t@erstand how to position the fingers
on the sensor|correctly. It is recommended to instruct the to look at these instructions carefully,
listen to the gdvice given by the operator in a supervised\@a text and to follow the instructiond of the
sensor (LED, beeps, etc.) after each step of the process %)

NOTE1 Sanjples of pictograms, icons and symbols a@specmed in ISO/IEC 24779-4[8l.

NOTE 2 A sfudy conducted by the USA’s Natlon-a\\[nstltute of Standards and Technology (NIST) shoys that
best results ar¢ obtained by combining audio an@ldeo rather than by using written instructions only[2].

— The user should move in front of the-$ensor and place the indicated finger(s) on the prism qurface
following|finger placement reco‘nGnendation in 7.1.

— The user [should wipe the @rs if they are wet [Figure 6 a)] or moisten them if they are tpo dry
[Figure 6]|c)]. C)

a) Poor quality finger due to b) Good quality finger c) Poor quality finger due to
wetness dryness

Figure 6 — Example of finger with good and poor quality
Different sensor technologies adapt differently to wet or dry fingers. User guidance should consider

such technology information, too.

8 © ISO/IEC 2018 - All rights reserved
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Especially with an automatic system, the user should be notified when the acquisition procedure
begins. Visual and/or audible feedback may be given depending on the scanner. Furthermore, step-
by-step guidance should be given on the slap or the thumbprint(s) to be actually presented.

— The required hand (for a right/left slap) or thumb(s) (for individual or simultaneous thumbprint)
should be directed vertically towards the sensor. The direction of the hand movement should be
perpendicular to the sensor acquisition surface [Figure 7 a)].

Directing the hand obliquely toward the sensor and pressing on it in an oblique way causes
distortion [Figure 7 b)].

a) Vertical movement of the hand Q}ﬁ)blique pressure on the sensor

Figure 7 — Hand moveme%%d pressure on sensor
QO

— THhe hand or thumb(s) should be placed cq§@tly on the sensor (Figure 8). The live fe¢dback should

bgused (if any provided) to handle this§qp ration at best.

N

a) Fingers b) Thumbs
Figure 8 — Correct placement of fingers and thumbs

— Sufficient pressure should be applied on the sensor for the acquisition (in order to cover enough
surface of the finger) but no over-pressure (otherwise fingerprint structures get lost in the image).
The user can be encouraged to use the other hand to apply pressure on the hand to be enrolled
if necessary. The user should then take care that the finger(s) of the other hand do not touch the
sensor surface.

— Leave the hand or the thumb(s) on the sensor until asked to release by the sensor or the operator. In
case the fingers of a user are very dry, he should be encouraged to moisturize them. In some cases,

© ISO/IEC 2018 - All rights reserved 9
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the scanning process may take a significant amount of time, so the user should be notified on not

releasing

the hand or finger(s) until requested.

— The hand or the thumb(s) should not be moved during the acquisition. Once the acquisition is done,
the user should be notified. Then, the next slap or the next thumbprint(s) to be acquired according
to the implemented workflow should be indicated.

— The user should remove the hand or the thumb(s) completely from the sensor before recapturing,
moving to the next capture step or ending the process.

8 Operati

onal issues

8.1 Placement recommendations

The placeme
The following

— Give acce
the handg

— Place the

— Specify the height range of people to be captured. Perform own tests on the best placemen

height for

— Ensureth
direct lig
a good vi

— Aslightc

— Set ther
finger(s).
Some sen
heated pr
under oth

NOTE 1
be found i

NOTE 2
to field-ley

— Make sur
acquisitia

t of the device is a critical issue for a correct acquisition[3].
is recommended:

5s to the sensor so that the user is able to position oneself with gréat ease in order t
and thumbs on it.

sensor in its best working way in accordance with the manufacturer recommendat

acquisition is elbow height.

atany stronglight sources do notdirectly illuminate into the sensor prism. This incly
hts. However, ensure appropriate environmental illumination allowing user and oq
ew of the sensor.

in change, the operator should be aware of this change in luminosity and react accor

bom temperature to avoid a large temperature difference between sensor surfa
Failure to do this could causehalo effects due to condensation in the captured i
sors are able to work undercfar larger temperature constraints, e.g. because the

er (usually rougher) environmental constraints.
Consideration and évaluation methodology of environmental influence or biometric syst
1 ISO/IEC 29197(2];

el verification procedures or similar.

e that the sensor is correctly fixed and stable in order to prevent any movement dur
nofthe prints.

b place

onsl3l.

. Ideal

desall
erator

dingly.

re and
mages.
y have

isms. Furthermore, for ether than indoor uses the chosen sensors should be able to gperate

em can

This docurhent is primarily intended for enrolment applications, but may partly also be applicable

ng the

NOTE 3
devices ca

In order to address accessibility concerns (e.g. people in wheelchairs), temporarily detachable

n be useful.

8.2 Calibration recommendations

In case of sensor with calibration function, the following is recommended:

— Clean the acquisition surface of the sensor before its initialization in accordance with the
manufacturer recommendations for best results with products recommended by the manufacturer.
Failure to do this can result in ghost images.

— Carry out the sensor calibration if applicable (refer to the instructions given by the sensor
manufacturer). During this calibration process, no object should be on the sensor, and the surface
should be clean.

10
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Check if the sensor needs to be covered with a lid during calibration. Information as to whether this is
necessary is provided by the sensor manufacturer.

8.3 C(Cleaning recommendations

The fol

lowing is recommended:

Clean the acquisition surface of the sensor in accordance with the manufacturer recommendations

for hygienic reasons and proper sensor use. Use the products recommended by the manufacturer
and the recommended frequency of cleaning (as in 8.2, cleaning may be recommended before the
initialization of the sensor).

Th
tr

Th
clé

8.4 ¢

In the
Theref|
traine
enrol

capabi

The fo
Pr

P
fo
se

Operaf
or son
persor
of usel
share

hinsaction, especially high throughput ones, the sensor should be cleaned every tim

e sensor capturing software should be able to deal with minor pollution. For ever

e operator should be properly trained to clean the sensor and ensure/they hay
aning materials.

Dperator recommendations

rase of enrolment, the acquisition quality is even more important than in the case ¢
ore, training operators involved in the acquisition precess is crucial. Operatd
1 in order to make them effective in helping users during-the enrolment and verif
entis done correctly. Operator training should be repéeated frequently to maintain
ities and to provide new information to them.

lowing is recommended:
ovide dry soft tissue if necessary in orderto wipe the fingers if they are wet or swe

ovide humidifying pads if necessary in order to moisten the fingers if they are too

y application/

h

e the correct

f verification.
rs should be
ying that this
the operators’

aty.
dry. The need

" drying or humidifying fingers m@stly depends on the environmental conditiops and on the
hsor characteristics. Disinfectingtowels can be provided to address hygienic issues.

ors should ensure that the person acquiring fingerprints does not use any finger d
ething similar. Thereforeya direct view of the sensor is necessary. It is recomm

experience betweeh.operators may be done also regularly or through the traini
ind spread among operators specific recommendation for their system.

mmies, fakes
ded that the

shows the fingers to the-operator before starting the acquisition process. Feedbadk and sharing

gs in order to

©150/1

EC 2018 - All rights reserved

11


https://iecnorm.com/api/?name=17235cedd4c025a65f0c19ac3a37f40e

ISO/IEC 20027:2018(E)

(informative)

Annex A

Example of an acquisition process

This annex explains how an acquisition of ten slap fingers is made in a general way, as shown in

Figure A.1.

First, one cap
If the quality

ture of the hand is performed. Then, the quality of each captured fingerprint isccHecked.
of all fingers is above the threshold of the application, the acquisition is-sucdessful.

Otherwise, thie acquisition is performed again (with a maximum of three attempts in thisexample).

Ask for the
right hand

Acquire and control the
quality of an image

|

Not OK orRetry

| OKOSeBYPASS

Avgilable after

3 rejected
acquisitions

Ask fonthe
left hgnd

Y

Slap acqyisition

The process b

_| Askfor the

thumbs

L

Slap acguisition

Y

End

Figure A.1 — Overview of a ten-slap enrolment

pgins with the acquisitidn of fingerprints of the right hand. In the standard process, 4 multi-

finger acquisition is applied. Therefore, multiple fingerprints are captured at once. The quality of all

fingerprints o
If available, aq

If the require
there are two

alternatives:

tionable feedbaek should be provided to assist the user in acquisition of the image.

f this hand is checked. If this quality is not sufficient, then the right hand is capturedjagain.

d quality-cannot be achieved for all fingerprints within the three attempted captures,

— attemptiig another capture (the operator decides how many captures are wanted before stppping
the procelss)

— the system keeps the image with the best average quality and continues with the next slap.

After the acquisition of fingerprints from the right hand, the fingerprints from the left hand and finally

those of the thumbprints are captured.

In addition to the set of ten fingerprints, this process also delivers complete slap images including the
angles between fingers.

NOTE

12

The need for complete slap images depends on the application.
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Annex B
(informative)

Example of an acquisition process based on composite records

This annex gives an example of an acquisition process based on a composite record (See Figure B.1 and
Figure B.2).

Compgsite records shall be considered with care as it may not be permitted for some app ications.

b ‘mi¥e

Qéd% |
28

Figure B.1 — Concept of composite records

Multiple captures (three times in this example) are performed. Different decision criteria, based upon
operational and system requirements, can be used to determine which image is chosen to be used for
the composite record.

If the acquisition of specific fingers is too difficult in multi-finger capture, the process should switch to
single-finger capture for those.
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