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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

.n

Inputting auser's

-4:2017(E)

identity (ID)" together with a "password" has almost certainly been the most common

method of user authentication since the advent of computers and remains very widely used. Every day,
there are probably billions of instances of password-based user authentications in cyberspace. One
reason for the wide acceptance of password-based authentication is portability; no dedicated device
is required, and a user needs only memorize a password and can then be authenticated anywhere
and anytime. ISO/IEC 11770-4 specifies key management mechanisms that are based on passwords
(usually passwords are weak secrets). These mechanisms can be used to achieve password-based

entity authentication.

idual privacy in cyberspace is an area of increasing concern. Protection of\1
durirlg entity authentication is a critical step towards individual privacy protection ‘in
ISO/IEC 20009 specifies privacy preserving entity authentication techniques, supporting

Iser privacy
cyberspace.
anonymous

entity authentication. This document focuses on anonymous entity authenticationt mechapnisms based

on weak secrets. In particular, it specifies password-based anonymous entity-authenticg
mechfanisms that enable password authentication with simultaneous protection of user pr

PAEA mechanisms need to address the fact that use of a weak secret such as a passw
anonymous authentication mechanism intended to be used with a‘strong secret cannot
privacy because a weak secret reveals information. This document specifies two tyj
mechlanisms: password-only PAEA mechanisms and storage-extra PAEA mechanisms. In

ition (PAEA)
vacy.

ord with an
protect user
bes of PAEA
a password-

only PAEA mechanism, users register their password verification data at the authentication server and

remember their passwords in the same way as when using-hon-anonymous password ay

thentication

ds, but also

anisms. In a storage-extra PAEA mechanism, usefsynot only remember their passwor
assword-wrapped credentials that can be revealed to adversaries without compr(lmising user
y. In mechanisms of the latter type, user password verification data are not saved 4t the server.
nisms of both types have advantages in certain scenarios.

Annex A gives object identifiers for the-PAEA mechanisms specified in this document.
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Attention is drawn to the possibility that some of the elements of this document may be the subject
of patent rights other than those identified above. ISO and/or IEC shall not be held responsible for
identifying any or all such patent rights.

ISO (www.iso.org/patents) and IEC (http://patents.iec.ch) maintain on-line databases of patents
relevant to their standards. Users are encouraged to consult the databases for the most up to date
information concerning patents.
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Information technology — Security techniques —
Anonymous entity authentication —

Part 4:
Mechanisms based on weak secrets

1 3

This
preci
docu
user

cope

document specifies anonymous entity authentication mechanisms based on.weak
e operation of each mechanism is specified, together with details of all inputs and ¢
ment is applicable to situations in which the server only verifies that the.ser belongs

ormative references

The following documents are referred to in the text in suchnaiwvay that some or all of t
consfitutes requirements of this document. For dated references, only the edition cited
undafed references, the latest edition of the referenced document (including any amendme

[SO/IEC 9797-2, Information technology — Security techniques — Message authentication coq
Part 2: Mechanisms using a dedicated hash-function

ISO/IEC 10118-3, Information technology — Security techniques — Hash-functions — Part
hash-functions

ISO/IEC 11770-4:2006, Information _technology — Security techniques — Key man
Part 4: Mechanisms based on weak secrets

ISO/IEC 18033-4, Information(Ctechnology — Security techniques — Encryption al

Part 4: Stream ciphers

[SO/IEC 19772:20009, Inferination technology — Security techniques — Authenticated encryp|
ISO/IEC 20009-1, Information technology — Security techniques — Anonymous entity auth
Part 1: General

3 Terms.and definitions

proup without obtaining any information that can be used to identifythe user later og.

secrets. The
utputs. This
to a certain

heir content
applies. For
nts) applies.
les (MACs) —
3: Dedicated
agement —

gorithms —

tion

entication —

oudl 0 pOSe
following apply.

9-1 and the

ISO and [EC maintain terminological databases for use in standardization at the following addresses:

ISO Online browsing platform: available at http://www.iso.org/obp

IEC Electropedia: available at http://www.electropedia.org/

3.1
abelian group
group (S, *) such that a*b = b*a for everyaand b in S

[SOURCE: ISO/IEC 15946-1:2016, 3.1]
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3.2

authenticated encryption

(reversible) transformation of data by a cryptographic algorithm to produce ciphertext that cannot be
altered by an unauthorized entity without detection, i.e. provides data confidentiality, data integrity,
and data origin authentication

[SOURCE: ISO/IEC 19772:20009, 3.1]

3.3
authentication credential
credential (3.7) containing information that can be used to help authenticate the entity

3.4
authenticatpr
data string that is sent to and verified by the other entity as part of the mechanism

3.5
claimant
entity which|is or represents a principal for the purposes of authentication

Note 1 to entgy: A claimant includes the functions and the private data necessary forengaging in authentigation
exchanges on|behalf of a principal.

[SOURCE: ISD/IEC 9798-1:2010, 3.6]

3.6
collision-refistant hash-function
hash-functidgn satisfying the following property: it is computationally infeasible to find any two distinct
inputs whicl map to the same output

Note 1 to entify: Computational feasibility depends on the spécific security requirements and environment
[SOURCE: ISD/IEC 10118-1:2016, 3.1]

3.7
credential
representation of an identity

Note 1 to entyy: A credential is typically'made to facilitate data authentication of the identity information|in the
identity it represents.

Note 2 to ently: The identity ifermation represented by a credential can be printed on paper or stored within a
physical token that typicallythas been prepared in a manner to assert the information as valid.

EXAMPLE A credential can be a username, a username with a password, a PIN, a smartcard, a token, a
fingerprint, a|passpert, etc.

[SOURCE: ISD/IEC 24760-1:2011, 3.3.5]

3.8

cyclic group

abelian group (3.1) (G, *) such that there exists an element g in G, called the generator of the group, such
that for any element a in G, there exists an integer i with a = gi

3.9
distinguishing identifier
information which unambiguously distinguishes an entity

[SOURCE: ISO/IEC 11770-1:2010, 2.9]

3.10
exhaustive search
attack technique, also known as brute-force, involving searching through all possibilities for a secret value

2 © ISO/IEC 2017 - All rights reserved
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3.11

field

set of elements S and a pair of operations (+, *) defined on S such that: (i) a*(b + ¢) = a*b + a*c for every
a, b and c in S, (ii) S together with + forms an abelian group (3.1) (with identity element 0), and (iii) S
excluding 0 together with * forms an abelian group

[SOURCE: ISO/IEC 15946-1:2016, 3.4]

3.12
finite field
field containing a finite number of elements

Note ] to entry: For any positive integer, m, and a prime, p, there exists a finite field containing exactly p™ elements.
This fjeld is unique up to isomorphism and is denoted by F(p™), where p is called the characteristic pf F(p™).

[SOURCE: ISO/IEC 15946-1:2016, 3.5]

3.13
group
set of elements S and an operation * defined on the set of elements suchithat (i) a*(b*c) [ (a*b)*c for
every a, b and cin S, (ii) there exists an identity element e in S such that.a*e = e*a = a for evefy a in S, and
(iii) fpr every a in S, there exists an inverse element a1 in S such thata*a-1 =a1*a =e

[SOURCE: ISO/IEC 15946-1:2016, 3.6]

3.14
group generator
genetator of a cyclic group

3.15
homé¢morphic encryption
symmetric or asymmetric encryption that allews third parties to perform operations on plaintext data
whilq keeping them in encrypted form

Note ] to entry: Third parties refer to pasties that are neither the encryptor nor the decryptor.

3.16
message authentication codealgorithm
MAC/algorithm

algorjthm for computing:a‘function which maps strings of bits and a secret key to fixed-lgngth strings
of bitk, satisfying thefellowing two properties:

— fpr any key andany input string, the function can be computed efficiently;

— fpr anyfixed key, and given no prior knowledge of the key, it is computationally fnfeasible to
dompute the function value on any new input string, even given knowledge of a set of |[nput strings
nd«orresponding function values, where the value of the ith input string might have|been chosen

g v g 1L vdliu O vyy O vVarte O

Note 1 to entry: A MAC algorithm is sometimes called a cryptographic check function (see for example
ISO 7498-2).

Note 2 to entry: Computational feasibility depends on the user's specific security requirements and environment.
[SOURCE: ISO/IEC 9797-1:2011, 3.10]

3.17

offline exhaustive search

exhaustive search or brute-force attack that is performed without interacting with any of the
authorized parties

© ISO/IEC 2017 - All rights reserved 3
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password
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secret word, phrase, number or character sequence used for entity authentication, which is a memorized

weak secret

[SOURCE: ISO/IEC 11770-4:2006, 3.25]

3.19

password verification data
data that is used to verify an entity’s knowledge of a specific password (3.18)

[SOURCE: ISO/IEC 11770-4:2006, 3.29]

3.20

password w
authenticati
resists offlin

3.21
prime field
finite field (3

rapped credential
n credential (3.3) generated as a function of a password (3.18) in a protectéd-forma
e exhaustive search (3.17) of passwords

12) containing a prime number of elements

3.22

pseudo dist
information
period of tin

3.23

secure prime

prime intege

3.24

inguishing identifier

e

r p such that (p - 1) / 2 has only large prime factors

system parameters

choice of p3
cryptograph

[SOURCE: IS

rameters that selects a particular cryptographic scheme or function from a fam
ic schemes or functions

D/IEC 18033-2:2006, 3.41]

4 Symbals, abbreviatediterms and conversion functions

4.1 Symb

For the pury
the followin

pls and abbreviated terms

oses of this document, the symbols and abbreviated terms given in ISO/IEC 20009-
 apply:

t that

which unambiguously distinguishes an entity, but-which is valid for only a lifnited

ily of

1 and

ADg deeryptentunctionforanauthenticatedeneryptionschemeusing Kasthe key;
that shall be selected from among those standardized in ISO/IEC 19772

AEk encryption function for an authenticated encryption scheme using K as the key;
that shall be selected from among those standardized in ISO/IEC 19772

amod n for an integer a and a positive integer n, the unique integer r € [0, n - 1] such
that r = a (mod n)

a = b (mod n) for a non-zero integer n, a relation between integers a and b that holds if and
only if a and b are congruent modulo n, i.e. n|(a - b)

almodn for an integer a and a positive integer n such that gcd(a, n) = 1, the unique
integer b € [1, n - 1] such thatab =1 (mod n)

4 © ISO/IEC 2017 - All rights reserved
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CRL

DECpw

ENCpy

E(F(p))

ISO/IEC 20009-4:2017(E)

credential revocation list

decryption function for a stream cipher algorithm using a key derived from a
password, pw, (and using a random initial value if the algorithm requires it);
shall be selected from among those standardized in ISO/IEC 18033-4

encryption function for a stream cipher algorithm using a key derived from a
password, pw, (and using a random initial value if the algorithm requires it);
shall be selected from among those standardized in ISO/IEC 18033-4

a set of F(p)-valued points of an elliptic curve and an extra point Og referred to

F(p)
gcd(d, b)

gX

91*99

91/97

HDgk

a5 the poimtat ity (see 1ISO/AAEC15946-1)
a finite field containing p elements, where p is a prime or a power] of a prime

for integers a and b, the greatest common divisor of g,and b, i.g. the largest
positive integer that divides both a and b (or 0 if a =06t b = 0)

if g is an element of the finite field F(p), then this denotes g computed in F(p)
where g is a generator of a cyclic group of primheorder, q. If g is an ¢lliptic curve
point, then this denotes an elliptic curve scalar multiplication [x]g, where xis a
scalar and g is a base point of prime ordeh g on the elliptic curve

ifg; and g, are elements of the finitefield F(p), then this denotes g;19, computed
in F(p). If g1 and g, are elliptic eurve points, then this denotes g{ + g, for the
cyclic group operation + defined over the elliptic curve

ifg1 and g, are elements ofithe finite field F(p), then this denotes g, /9, computed
in F(p). If g, and g, are“elliptic curve points, then this denotes g{ - g, for the
cyclic group operatien defined over the elliptic curve

a collision-resistant hash-function taking a bit/octet string as inptit and giving
a bit/octet string as output; shall be selected from among those Jtandardized
in ISO/IEC. 10118

decryption function under a private key sk of a homomorphic encryption scheme
enicryption function under a public key pk of a homomorphic encryption scheme

a collision-resistant hash-function taking a bit/octet string as input and giving a
generator of a cyclic group of prime order, g, as output, which shall be made up
of the composition of a hash-function selected from among those dtandardized
in [SO/IEC 10118-3 and a function R1py, or R1gc in ISO/IEC 11770-4 that converts
a bit string to a cyclic group element

a collision-resistant hash-function taking a bit/octet string as inpfit and giving

Is
Iy
Iy,

Iy,

a bit/octet string of bit length, A, as output; shall be selected from among those
standardized in ISO/IEC 10118-3 and whose output is truncated to A bits

octet string representing the distinguishing identifier of the authentication
server S

octet string representing the distinguishing identifier of a user U, a claimant
or a group of users

octet string representing the distinguishing identifier of a user U; from a group
of users Uq, Uy, ..., Uy

octet string representing the pseudo distinguishing identifier for a user U;

© ISO/IEC 2017 - All rights reserved 5
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MAC; (MK, MESSAGE)

Ocheck

a Message Authentication Code (MAC) algorithm taking a bit/octet string MK
as the MAC generation key and a bit/octet string MESSAGE to be authenticated
as input and giving a bit/octet string of bit length A as output; shall be selected
from among those standardized in ISO/IEC 9797-2

a function to check the order of a given group element is a prime integer, g,

or larger, which depends on the type of the group element to check, 1) for a
group element in a prime field F(p) and p is a secure prime, it takes an integer
b and outputs 'valid' if b is not equal to -1, 0 or 1 (mod p) otherwise outputs
'invalid’; 2) for a group element in a prime field F(p) and p is not a secure
prime, it takes an integer b and outputs 'valid' if b is not equal to -1, 0 or 1

Og
PWF
params
pvdy
pwu
ServK
SK

secparam

(mod p) and b? = 1 (mod p) otherwise outputs 'invalid' and 3) for an elligtic
curve point on an elliptic curve E(F(p)), it takes an element b in F(p) *F(|p)
and outputs 'valid' if b is on the elliptic curve and b#E/4 is not equal to6 the
point at infinity Of otherwise outputs 'invalid'

the elliptic curve point at infinity

a password file

public system parameters

password verification data associated with the'user U
a password associated with the user U

server key kept secret by the authéntication server
session key

security parameter, i.e. a iumber representing the number of bits of sequrity
to be offered by an instantiation of a scheme

NOTE A typical choice should be 128 or more.

if x and y are bit/octet strings, the concatenation of the two strings x and
v, resulting)in the string consisting of x followed by y

bit lerigth of a number x
bittength of a symmetric key k
bit length of a pseudo distinguishing identifier Iy

bit length of an authenticator denoted by Vy, V'y, Vs and V's

[, /]

<X1, w X]>

£l 1 £ 43 1 S 4+l 1linss I\ 2 Lo s +1 3
LIIC TTUIIIUCTT Ul T AatiUlladl lJUlllLD UII LIIT Cllll)tlb CuUurvoe Ll\‘ \[J}J’ uu,luuuls LIIc polnt

at infinity Of (see ISO/IEC 15946-1)
the set of integers m satisfyingi < m <j
an [-tuple of elements x1, ..., X

empty

© ISO/IEC 2017 - All rights reserved
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4.2 Conversion functions

EC20SP elliptic curve to octet string conversion primitive that is equivalent to the recom-
mended conversion function EC20S(, compressed) in ISO/IEC JTC 1/SC 27/WG 2

Standing Document 7

FE20SP field element to octet string conversion primitive as specified in ISO/IEC JTC 1/

SC 27/WG 2 Standing Document 7

GE20SP cyclic group element to octet string conversion primitive. If the mechanism is
defined over a finite field, it is the same as FE20S. If it is defined over an elliptic

curve, 1t 1s the same as ECZU5F

5 (eneral model for password-based anonymous entity authentication

5.1 |Participants

The |
authe

participants in a password-based anonymous entity authentication” (PAEA) mechapism are an

ntication server and users who belong to certain groups.

NOTE
have :

As an example, a user group can comprise members who-dqualify to obtain a certain service or who

certain attribute such as being over 18 years old, male or female; etc.

5.2 [Types of PAEA mechanisms

Two

extral
auths
purp
verifi
each
wrap
a sto
furth

types of PAEA mechanisms are specifiedxin this document: password-only 3
mechanisms. In a password-only PAEA mechanism, each user registers a passwi
ntication server and, as a result, the serverholds the password verification data; for ay
bses, the password is the only long-term secret that a user needs and the correspondi
cation data is the only long-term secrét that the server needs. In a storage-extra PAEA
user registers a password with the-authentication server and, as a result, gets back
ped credential, but the server~does not hold the password verification data. The
rage device to manage the password wrapped credential, but the storage device its
er protection (that is to say a password-wrapped credential can be put in a public d

nd storage-
rd with the
thentication
ng password
mechanism,
a password
user needs
elf needs no
irectory). At

m the user’s
member of a
er's identity

the ppint of authentication, 4 user first needs to recover the authentication credential frg
passyord wrapped credential using the password, and then proves that the user is a 1
certafin user group using:the recovered authentication credential without revealing the uj
to the server.

5.3 [Components of a password-only PAEA

A pagsword-only PAEA mechanism consists of the following operations.

Setup: Given a security parameter secparam, generate a tuple <params, PWF = 1>, where params
denotes public system parameters and PWF is a password file, initially set empty, that is kept private.
The password file PWF consists of a set of ordered pairs, <Iy, pvdy>, one for each member of the user
group, where Iy and pvdy are the distinguishing identifier and password verification data for the user,
U, respectively. params will be the common input to the other operations of the mechanism, but for
simplicity, it is deliberately omitted from the specifications of inputs of the operations.

User registration: Given a user's distinguishing identifier, Iy and a password, pwy, from the user and a
password file, PWF, from the server, generate password verification data, pvdy, and then add <Iy, pvdy>
to the password file, PWF.

Anonymous authentication: This is an interactive process that takes place between a user and the
authentication server. Given a password, pwy, associated with user, U, from the user, and a password
file, PWF, from the server, the two entities authenticate each other (and optionally negotiate a common
session key). The user authentication is performed anonymously, i.e. the server only verifies that the

© ISO/IEC 2017 - All rights reserved 7
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user belongs to a certain user group without obtaining any information that can be used to identify
the user later. The anonymous authentication operation outputs ACCEPT (and optionally a session key)
only if both entities output ACCEPT. Otherwise, it outputs REJECT.

User revocation: Given a user identity, Iy, and a password file, PWF, remove <ly, pvdy> from the
password file, PWF, and then update the pre-computed values, if any.

NOTE1 A basicrequirement of any password-only PAEA mechanism is correctness. For any pair of <[y, pvdy>,
the anonymous authentication operation should accept U if and only if <Iy, pvdy> is in PWF.

NOTE 2 The anonymous authentication operation is specified to include mutual authentication and key
exchange. Depending on the application, it can be minimally specified to include only unilateral authentication
from a user t$ a server or a server authenticates only that the user belongs to a certain user group, withojut the
opposite direftion of authentication and key exchange.

5.4 Comjonents of a storage-extra PAEA

A storage-exitra PAEA mechanism consists of the following operations.

Setup: Giver a security parameter, secparam, generate a tuple <params, ServK>, where params denotes
public systein parameters and ServK denotes a server key kept secret by the setver. params is an|input
to all other dperations of the mechanism, but for simplicity, it is omitted fromr'the specifications b¢low.

User registration: Given a user's distinguishing identifier, Iy, and a password, pwy, from the user and
the server key, ServK, from the server, output a password wrapped-Credential, credeU . credeU may

be stored anywhere accessible to the user, e.g. in a portable storage device or a public directory.

Anonymoug authentication: This is an interactive process‘that takes place between a user and the
authenticatipn server. Given a password wrapped credential, credeU , and a password, pwy, from the

user and the|server key, ServK, from the server, the twg-entities authenticate each other (and optignally
negotiate a fommon session key). The user authentication is performed anonymously, i.e. the server
only verified that the user belongs to a certain yser group without obtaining any information thgt can
be used to |dentify the user later. The anonymous authentication operation outputs ACCEPT| (and
optionally a pession key) only if both entitiesloutput ACCEPT. Otherwise, it outputs REJECT.

User revocation: Given a user's distinguishing identifier, Iy, and password wrapped credgntial,

cred pwy '€ yoke the authentication‘\credential for Iy and update CRL (Credential Revocation List] such

that CRLpew £ CRLg1g U {cred}, where CRLpey is the updated CRL and CRLjq is the old CRL and cred |is the
original credential contained'in credeU . CRL is part of params and is initially set empty.

NOTE1 A |basic requiremént of any storage-extra PAEA mechanism is correctness. For any phpir of
<pwy,cred bwy > associated with the same user, the anonymous authentication operation should accept|if and

only if cred & CRL.

NOTE 2 Thelahonymous authentication operation is specified to include mutual authentication and key
exchange. De Jt:udiug omrthe applil,atiuu, ttcamrbe uliuiluany bpcuificd to-inctude Uu}y mnitateratauthentication
from a user to a server or a server authenticates only that the user belongs to a certain user group, without
authentication from a server to a user and key exchange.

5.5 Operation of a PAEA

The authentication server performs the setup process by invoking the setup operation, in which
it generates system parameters and, additionally, a server key in the case of a storage-extra PAEA
mechanism. The system parameters are made public, while the server key is kept private by the server.

When a user enrols in the system, the user registers the user's password at the server by invoking the
user registration operation. The server generates and keeps password verification data based on the
user password in the case of a password-only PAEA mechanism. In contrast, in the case of a storage-
extra PAEA mechanism, the server generates nothing for itself, but issues to the user a password-
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wrapped credential which is generated from an authentication credential protected using the user’s
password.

A user and the server perform mutual authentication and key exchange using the anonymous
authentication operation.

The server can revoke a user’s authentication privilege by invoking the user revocation operation,
where, in the case of a storage-extra PAEA mechanism, it in effect revokes the user’s authentication
credential.

6 Password-only PAEA mechanisms

6.1 |General
NOTH1 The SKI mechanism is based on Reference [4] and the associated security analysis is|also given in
Refergnce [4].
NOTE2 The YZ mechanism is based on Reference [6] and the associated security analysis is|also given in
Refergnce [6].
6.2 |SKI mechanism
6.2.1] Setup
Giver] a security parameter secparam, this operation generates or otherwise determines the following
publif system parameters.
a) Acyclic group, G, of prime order, g, and its generator, g, where
1) the bitlength of g shall be at least twice the value of secparam,
) G shall be chosen so that the difficulty of the discrete logarithm problem (measurg¢d in bits) on
it shall be greater than or equal to secparam,
3) when g is an element ;of the finite field F(p), p should be a secure prime such that
(p - 1)/q = 2q192...q¢ for primes q; > q for 1 < i < t (see ISO/IEC 11770-4:2006, [Clause 5), to
reduce the computational burden of checking the order of the group elements re¢ceived from
the counterpart.-party, or checking the order of them in the operation of thel anonymous
authenticatienanechanism if p is not such a secure prime, and
4) when g.s-an elliptic curve point on an elliptic curve E(F(p)), the cofactor of E(F(p)), i.e. #E/q,
shall b&T (or 2 if 1 is not possible) to reduce the computational burden of checking the order of
the-group elements received from the counterpart party.
b) Anfdrder check function Ocheck(), a MAC (Message Authentication Code) algorithin MAC;(MK,
M AG cotliston-reststa ash=fumrcttons ard arrd—atthenticated’ encryption

NOTE

operations AEk() a

) g d
nd ADk(), as shown in 4.1, respectively.

ISO/IEC 15946-1 contains recommendations for the generation of the cyclic groups and their
generators on elliptic curves, and in most cases #E/q is 1 for elliptic curves over a prime field and 2 for those over
a binary extension field.
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6.2.2 User registration

The user registration operation works as follows.

Either a user U; or a server S generates the user's password verification data, deU,- where

pvdUi = Hg(IU,- |[pw;i) and IUi and pw; are the user's distinguishing identifier and password,

The pair < IUi ) deUi > is added to the password file PWF by S.

U; is added to a legitimate user group denoted by U.

U; obtai]ls a trusted copy of the public system parameters chosen in 6.2.1.

can be added to multiple user groups as long as it is legitimate to be included in them,

a)

respectively.
b)
c)
d)
NOTE U;
6.2.3 Ano

hymous authentication

6.2.3.1 General

The anonym
with identifi
authenticatg
be conducte

6.2.3.2 Pr

In this phasg

number of u
a) Chooses
b) Comput

c¢) Comput
of A bit
forl1<j

6.2.3.3 Pr

In this phas

ous entity authentication operation allows every member of a.group of users {Uq, Uy,
er Iy to be anonymously authenticated by a server S, and, simultaneously, the server

1 in advance of the authentication protocol execution) and the protocol execution pha

eparation phase for X

, the server S pre-computes values X and < lU,- , Kj>for 1 < j < n as follows, where n

bers in the user group specified by U.
arandom integer x from [2, q - 1].
s corresponding public value X5 gx.

s the user Uj’s pseudo distinguishing identifier lUj of Ay bits and a symmetric-key K}

with (I [K ;)= H3y e, [IU], [cE205P (x)|GE205P(prey )||GEZOSP((deUj ) ]J

<n.

pparation phase for Cj

-Un}
to be

d by the user. This operation consists of three phases: twe-preparation phases (which may

se.

is the

p, the_server S pre-computes values Cjfor 1 < j <

users in the

1s5€r’group specified by U.

n as follows, where n is the numll)er of

a) Chooses

arandom master secret MS € {0, 1}1" .

b) Generates a ciphertext Cj= AEKj (MS) for each of the n users Ujfor 1 < j < n. The server determines

a validity period t for the generated Cj and then sets the current time to ¢o as the generated time of
a set of pairs <£Uj ,C>for1l < j<nXandt.

10
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In this phase, a user U; who is a member of the user group specified by U is anonymously authenticated
by the server and U; authenticates the server.

— Step 1. U; initiates the protocol as follows.

a)

b)

Sends the user group's distinguishing identifier, Iy, to the server, S, and then

obtains the

generated time, t, of the server's current value of X and pairs of < iU,- ,C>for1 <j<n.

If the obtained tg is the same as the value the user obtained in the previous protocol execution
or obtained from a public bulletin board, the user may skip obtaining<I; ., (> for1 < j < n X

)

]

(o1}

ep 2. While waiting for A and B, the server S performs the following steps.

and t from the server. Otherwise, the user obtains them from the server.

After the reception of the new value of X from S, U; checks it. If Ocheck(X) isinva
outputs REJECT and terminates this anonymous authentication.

Chooses two integers a and b uniformly at random from [2, g — 1]{and then com
and A’ = ga.

Computes pvdUi = Hg( IU,- ||pw;) using the user's password ahd-distinguishing ide}
Computes 4 = pvdy, *A

Sends 4 and B to the server S.

Chooses an integer y uniformly at randomrom [2, g - 1], computes Y = g¥ and
value of x corresponding to U.

After the receipt of A and B, checks<them. If either of Ocheck(A) and Ocheck(B) is
server outputs REJECT and termirates the anonymous authentication procedure.

Computes A%, Bxand B’ using the exponents x and y.

Computes MK = H(MS||GE20SP(BX)||GE20SP(BY)), Vs = MAC/IV (MK,1||U]|S||GD||PD),
(MK,2||U]|S]|GD||PD){ (and optionally a session key SK = MAC/lk (MK,0]|U]|S||GD||PL

1) PD = (GE20SB(A)||GE20SP(B)||GE20SP(AX)||GE20SP(X)||GE20SP(Y)), and

2) GD = H{< £Uj ,» Gi>1 <j < nllt||to) and "{< lUj , Ci>}1 < j < n" means the concate

2-taple of elements £Uj and Cjfor1 < j < n.

Sends X, Y and Vs with its distinguishing identifier Is to U;.

lid, the user
putes B = gb

htifier.

ooks for the

invalid, the

Vy= MAC,,

)), where

hation of the

© ISO/IEC 2017 - All rights reserved
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terminates the anonymous authentication procedure.

Step 3. After the receipt of the message from the server S, the user U; performs the following.

Checks them. If either of Ocheck(AX) and Ocheck(Y) is invalid, the user outputs REJECT and

Computes (I 1K) = Hy 42, (Iy, [|GE20SP(X)||GE20SP( pvdy )||GE20SP(A%/X4), finds the

pair < LU}_ , Gj>such that Iy = £U,- from the list of < lU]- , Cj>for 1 < j < nsentby S or posted on

the public bulletin board, and then lets C; = C;.

Decrypts the ciphertext, C;, as follows: MS' = ADKI, ().

d) Con
V'y
(MK
1)

2)

If V
REJ

e)

Step 4. 4

a) Out
and

NOTE1 If
phase, b, B=¢(

NOTE2 Fo
regardless of
q)? bits and t
executions of|

6.2.4 Usel

The SKI meg
groups whil

putesa MAC key MK = H(MS[[GE20SP(X?)[[GE20SP(V?)), V's = MAC;_ (MK AT[U[[S[[GD||PD),

:MACAV (MK',2||U||S||GD||[PD)  (and optionally a session key SK=M|

' 0]|U||S||GD||PD)), where
PD = (GE20SP(A)||GE20SP(B)||GE20SP(4%)||GE20SP(X)||GE20SP(Y)), and

AC;,

GD = H({< lUj' Ci>} < j < nlltllto) and "{< lUj' Ci>}1 < j < n" means that concatenatjon of

2-tuple of elements lUj and Cjfor1 <j< n.

5 = V's, sends V'y to S and outputs ACCEPT (and SK optionally). Otherwise, U; outputs

ECT and terminates the protocol.
\fter the receipt of the message from user Uj;, the server; S, performs the following.

buts ACCEPT (and SK optionally) if it receives V'y’and Vy = V'y. Otherwise, outputs Rl
terminates the protocol.

the preparation phases for both X and (j areéxecuted every time before the protocol exe
b,y, Y=gy, Yb, By, Xb, Bx, t and to can be omitted.

' the same value of X, the above protgcel execution phases can be executed at most (logz ¢)?
the type of g. However, if ¢ + 1 and.q — 1 consist of small primes whose product is shorter thar
he remaining factors are large primes (e.g. see Reference [5]), there is no limit on the num
the protocol execution phase forthe same value of X.

F revocation

hanism supports.two types of user revocation: 1) exclude the user only from somg
e leaving theqwser in the other user groups and in the password file, PWE, 2) exclud

user from the password file, PWF. In the former case, execute only step b) below and in the lattej

execute both

a) Remove

a) and b):

the tiser's entry from the password file PWF.

D,

nnnnnnnnnnnn ot 1. d

JECT

rution

times

(logz
ber of

user
e the
case

b) Execute

P

+ Qaszce
T O SCT gTUUP S trat CATTOO

6.3 YZ mechanism

6.3.1 Setup

This operation is the same as that given in 6.2.1.

6.3.2 User registration

This operation is the same as that given in 6.2.2.

12
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In this operation, the user authenticates the server and the server authenticates a user of a pre-specified
user group U, while preserving the anonymity of the user.

The steps of the anonymous authentication operation are as follows.

— Step 1. Upon request by a user U;, the server S initiates the protocol by performing the following steps.

a)
b

Selects a random number rgin Zg*.

Computes the values 4; for the n users U;(1 <j<n)in U as 4; = pvdy .S .
J

C

— Step 2. After receiving a message of the form < Is, {4j}1 < j < n > from the server S/ user
the following.

|

4

]

)

!

(o1e}

ep 3. Upon receipt of the message < X", B>, the'server S proceeds with the following

ep 4. When the message <Y, Vs > is received by the user, it performs the following.

Sends <Is, {Aj}l <j<n>toU;

Checks that all the values {Aj}1 < j < n are different from..each other
{Ocheck(Ap}1 <j < n are valid. If not, aborts and outputs REJECT.

Picks out the i-th entry A; from {A;}1<j<n, which corresponds‘o-the user U;.

Selects two random values r¢, x from Zg* computes ¥+ gX, T = A,-rf and X" =
pvder ¢,

Sends <X", B> to the server.

If any of Ocheck(X'") and Ocheck(B) isditvalid, aborts and outputs REJECT.

Computes T’ = B'S with randon¥value rsand recovers X' = X"/ T".
Selects a random value y iniZg* and computes Y = g¢¥ and K’ = (X)
If Ocheck(K’) is invalid,aborts and outputs REJECT.

Sets Trans = Is| {GE20SP(A))} < j < nl|GE20SP(X"")||GE20SP(B)||GE20SP(Y) and a M
H(GE20SP(K")).

Generates,an-authenticator Vs = MAC% (MK, 1||Trans||GE20SP(T")).

Sends-<Y;"Vs > to the user.

U; performs

hnd all the

T*X and B =

steps.

AC key MK =

If either Ocheck(Y) or Vsis invalid, aborts and outputs REJECT.

b)
q)

d)

f)

Computes K = Yx.

Sets Trans = Is||[{GE20SP(A)} < j < nl|GE20SP(X")||GE20SP(B)||GE20SP(Y) and a MAC key

MK' = H(GE20SP(K)).

Checks whether Vs = MAC/IV (MK',1||Trans||GE20SP(T)) holds. If it does not hold, aborts and

outputs REJECT.

Otherwise, outputs ACCEPT (and a session key SK = MAC/IV (MK',0||Trans
optionally)).

|IGE20SP(T)

Generates an authenticator Vy = MAC/IV (MK',2||Trans|| GE20SP(T')) and sends it to the server.

© ISO/IEC 2017 - All rights reserved
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— Step 5. When the message <Vy> is received by the server, it performs the following.

a) Checks whether Vy= MAC/IV (MK, 2]||Trans||GE20SP(T)) holds. If it does not hold, aborts and

outputs REJECT.

b) Otherwise, outputs ACCEPT (and a session key SK:MAClk (MK,0]|Trans||GE20SP(T))

optionally).

6.3.4 Userrevocation

A user U; canbhe revoked by the server, S, as follows

a) Inputs aldistinguishing identifier, IU,- , of the user who belongs to a group of users, Uj (1 /s 1
b) Inputs the password file, PWF, that is kept secret by S.
c) Finds the entry < IU,- , PVdU,- > in PWF, delete it, i.e. PWF ey = PWFyq - {< IU,- , PVdU,- >},

7 Storagp-extra PAEA mechanism

7.1 General

In Clause 7, gne storage-extra PAEA mechanism, the YZW mechanism,is specified. This YZW mech4
is based on Reference [7].

7.2 YZW mechanism

7.2.1 Gengral

This mecharjism is specified to use the followingprimitives.

Taking a seclirity parameter, secparam, the mechanism requires the following algorithms:
a) Homomg@rphic encryption

The mechanism specified in- Clause 7 needs multiplicative homomorphic encryption
HEpk (") nd HDsk()) denotesthe encryption function under a public key, pk, and the decry]
function| under a private\key, sk, respectively. A multiplicative homomorphic encryption saf
HEpg(m1))-HEpk(m2) =, HEpk(m1:mz), where - represents multiplication operation. The EI(
encryptjon sufficesito instantiate the needed multiplicative homomorphic encryptig
specification of theé\ElGamal encryption is given below.

—

nism

vhere
ption
isfies
amal
n. A

lq,q’

Let the public/private key pair (pk = g2, sk = z), where g’ € Zg, and z € Zg* with g = 2q’+ 1 an
being p\Time numbers.

The instantiation of HEp(m), encryption of m € Z; proceeds as follows.

1) Selectarandom number r € Z;* and compute c1 = g7 (mod q), c2 = m-pk" = m-g?r (mod q).
2) Setthe ciphertext C = (c1, ¢2).

Then, the instantiation of HDsk(C), decryption of C = (c1, ¢2) proceeds as follows:

3) m=cz/c1Z (mod q)

Furthermore, suppose two ciphertexts C; = (g'"t, my-pk’"t ) and C = (g'"%, mp-pk’"2), then a

multiplication of €1 and Cz is €’ = C1:C2 = (g'" "2, my-my- pk'™ 2. Obviously, C’ is a
ciphertext of m{-ms.
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—  MAC, :{0, 1}¢ x{0, 1V* > {0,1} .
//LV

Stream cipher algorithm defined in ISO/IEC 18033-4

-4:2017(E)

— ENCyy(?) and DECyy () denote the encryption function and the decryption function, respectively,

d)

under a key derived from a password, pw, (e.g. the key is derived by applying pw t
resistant hash-function with output of an appropriate length).

Collision-resistant hash-function defined in ISO/IEC 10118-3

o a collision-

7.2.2

The
folloy

(o)

F—H {0, I = {0, 17

Setup

betup operation creates public system parameters and a secret serveryKey, cons
ving steps.

stablishes the set of base groups G1, G2, G3 and a bilinear pairing e: G1 x G2 = G3, Whd
3 are cyclic groups of a prime order, g. Note that |g| shall be atleaét twice the value

e)

NOTE
and p

It is

NT elliptic curves with pairings suffice to instantiate e.

elects random generators a, b, d, g, go, g1 € G1 and a random generator h € G;. Seleqg
umber x € Z;*, and compute W = hx.

sting of the

bre all Gy, Go,
of secparam.

ts a random

enerates a public/private key pair (pk, sk) for a multiplicative homomorphic encry
ith HEpk()) and HDgk(*) denoting encryption/deéryption, respectively. Note that the
omomorphic encryption scheme shall be genérated such that its plaintext space is {
2 |q| is a sufficiently large number with respéct to secparam and Zg < {0, 1}?.

elects a collision-resistant hash-function Hj: {0, 1}* - {0, 1} and a MA
AC,, A0, 1}¢ x {0, 1}* - {0, 1}Av. Note'that A and A, shall be at least twice the value of

ets the public system parameters as params = (q, G1, G2, G3, e,a, b, d, g, go, g1, h, W, pk,

nd the secret server key as ServK = (x, sk).

ISO/IEC 15946-1 contains recommendations for the generation of the cyclic groups, gro
hiring.

recommended~that applications should establish a methodology for changing

paragneters on a regular basis. In such cases, all users need to register again to the ser}

their

7.2.3

credentials. However, this is out of scope of this document.

User registration

ion scheme,

P
nlfultiplicative

D, 1}¢, where
[ algorithm
secparam.

H, MAC; ),

Lp generators

the system
yer to renew

In thq

p USer registration operation, a user registers to the server such that the latter issues

a password

wrapped credential to the former. To this end, the user submits a password, pw, and the server issues
the credential using the server key. The algorithm proceeds as follows.

Input:

— the system parameters params,

— the server key servK = (x, sk);

— user's distinguishing identifier, Iy, and a user password, pw.

Output:

— apassword-wrapped credential, credpy,.

© ISO/IEC 2017 - All rights reserved
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Operation: Use the following steps to compute credpy.

Select random numbers k, s and m’ where k, s € Z;*, and m’ € [0, 2! - 1] where [ is the bit length of

the key stream of ENCpy() and 2! - 1 is by far larger than g, and then computes m = m’ (mod q) and
M = (am-bs-d)1/(k+x),

s m’ with stream cipher under a key derived from pw, denoted as ENCpy,(m").

s s with homomorphic encryption under pk, denoted as HEp(s).

Sets credpw = (M, ENCpy,(m'), k, HEpi(s))-

a)
b) Encrypt
c) Encrypt
d)
e) Theuse
NOTE1l In

the authentic
is essential, b

NOTE2 It

Therefore, an
distinguishin
by himself.

7.2.4 Ano

obtaims a trustedcopy of the pubticsystenr parameters chosemrim 7-2-1:

this algorithm, it is implicit that mechanisms should be in place to ensure that the servercan
ty of the registering user, e.g. the user presents the user's IC to the server. Details of the verifi
it out of the scope of 7.2.

s obvious that, given (M, m, k, s), the user himself can generate the password=wtapped cred

alternative to the above procedure is that the user registers to the server'\by inputting the
b identifier, Iy, and upon obtaining (M, m, k, s) from the server in a secure way, he generates d

nymous authentication

The anonymjous authentication operation allows both the server afid a user to authenticate each

and (optiond
Input:
— the syst

the serv

apassw
auserp

Output:

ACCEPT]

The anonym|

lly) establish a common session key between thems

bm parameters params;
er key servK = (x, sk);

prd-wrapped credential credp,, = (¢lemy, elemy, elem3, elemy) = (M, ENCpy,(m"), k, HEpi(s
issword, pw.

(and SK optionally) or REJECT.
pus authenticatidn operation consists of the following steps.
[he user initiates the protocol by performing the following.

putes m_ ¥ DECpy (elemz) and m = m’ (mod q), where DECyy (") is the reverse funct

pw(')-

verify
Cation

bntial.
user's
redpy

other

yand

on of

s‘arandom number r € Z,;* and computes s* = HE,(r)-elems = HE,i(r-s).

— Step 1.

a) Com

ENC

b) PicK
)
d)
e)

1y

2)

3)

4)

16

Picks a random number x1 € Z;* and computes X= g™.
Picks a random number Ny € {0, 1} and computes Ny* = HEpi(Ny).

Computes (T1, T2, R1, R2) as follows:

Computes y =r-1 (mod q)
Computes Be = (e(M, W-hK)/(e(a, h)m-e(d, h))).
Selects a random number a, u € Zg*.

Computes T1 = M-go@® and Ty = g1%.goH
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