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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.
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Introduction

In an anonymous entity authentication mechanism, the entity to be authenticated (the claimant)
provides evidence to a verifier that it has knowledge of a secret without revealing its identifier to any
unauthorized entity. That is, given complete knowledge of the messages exchanged between the parties,
an unauthorized entity cannot discover the identifier of the entity being authenticated. Moreover, it is
possible that even an authorized verifier is not authorized to learn the identifier of the entity being
authenticated.

The anonymous entity authentication mechanisms specified in this document are based on blind
signatures, Qpnr‘ifipd inthe ]Qﬂl/”:‘(‘ 18370 series

© ISO/IEC 2022 - All rights reserved v
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INTERNATIONAL STANDARD ISO/IEC 20009-3:2022(E)

Information security — Anonymous entity
authentication —

Part 3:
Mechanisms based on blind signatures

1 Scope

This document provides general descriptions and specifications of anonymouscentity aythentication
mechlanisms based on blind digital signatures.

2 ormative references

Ther¢ are no normative references in this document.

3 Terms and definitions
For the purposes of this document, the following terms-aiid definitions apply.

ISO apd [EC maintain terminology databases for use\in standardization at the following adfresses:

et

50 Online browsing platform: available at https://www.iso.org/obp

]

C Electropedia: available at https://www.electropedia.org/

31
anonymous entity authentication
corrdboration that an entity possesses certain attributes (3.2), without distinguishing this$ entity from
other] entities with the same attributes

[SOURCE: ISO/IEC 2000941.:2013, 2.2]

3.2
attribute
applitation-specific data element

[SOURCE: ISO/IEC 18370-1:2016, 3.1]

3.3
claimant
entity which is or represents a principal for the purposes of authentication

Note 1 to entry: A claimant includes the functions and the private data necessary for engaging in authentication
exchanges on behalf of a principal.

[SOURCE: ISO/IEC 9798-1:2010, 3.6]

3.4

claimant information field

special credential (3.6) attribute (3.2) encoded within a credential that is not seen by the issuer (3.13)
during credential issuance, and that is always disclosed to a verifier (3.15)

© ISO/IEC 2022 - All rights reserved 1
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sistant hash-function

hash-function (3.12) satisfying the following property: it is computationally infeasible to find any two
distinct inputs which map to the same output

[SOURCE: ISO/IEC 10118-1:2016, 3.1, modified — Note 1 to entry has been deleted.]

3.6
credential

data held by a claimant (3.3) that provides evidence that the claimant is the rightful holder of encoded
attributes (3.2) and/or a public key, corresponding to a private key

Note 1 to ent
competence 0

3.7

credential i
special attri
such as its e

3.8

'y: In the context of this definition, attributes can include information regarding the qualific
r clearance of the claimant.

pformation field
bute (3.2) encoded within a credential (3.6) that contains metadata about the crede
kpiry date, that is always disclosed to verifiers (3.15)

credential private key

data item sp

39

ecific to a claimant’s (3.3) credential (3.6) that should only be used by this claimant

credential public key

data item mn
authenticati

3.10
domain
set of entitie|

[SOURCE: IS

3.11
domain par
data elemen

[SOURCE: IS

3.12

hash-functi
function wh
strings of bif

— foragiv

athematically related to a credential (3.6) thatis disclosed to the verifier (3.15)
bn

5 operating under a single security palicy

D/IEC 18370-1:2016, 3.11]

Ameter

D/IEC 14888-1:2008;:3.5]

pn
ich maps-strings of bits of variable (but usually upper bounded) length to fixed-1
s, satisfying the following two properties:

erigutput, it is computationally infeasible to find an input which maps to this output;

which is common to and known by or accessible to all entities within the domain (3.10

ation,

ntial,

upon

ength

— for a given input, it is computationally infeasible to find a second input which maps to the same

output

[SOURCE: ISO/IEC 10118-1:2016, 3.4, modified — Note 1 to entry has been deleted.]

3.13
issuer

entity respon

sible for provisioning of a credential (3.6) to a claimant (3.3)
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unilateral anonymous authentication
anonymous entity authentication (3.1) that provides one entity with assurance of the legitimacy of the
other entity, but not vice versa

[SOURCE: ISO/IEC 20009-1:2013, 2.20]

3.15
verifier

entity which requires assurance of the legitimacy of another entity (the claimant (3.3))

[SOURCE: ISO/IEC 20009-1:2013, 2.22]
4 Symbols and abbreviated terms
/] The null value, a zero-length octet string.
0x Prefix of a hexadecimal value.
For example, 0x37¢5 represents the two octet values 37-and c5 in sequencs.
a €A Indicates that element is in set A.
allb Concatenation of data items a and b in the order specified.
In cases where the result of concatenating two or more data items is inpiit to a cryp-
tographic algorithm as part of one of the.mechanisms specified in this dogument, this
result shall be composed so that it canbe uniquely resolved into its congtituent data
strings, i.e. so that there is no possibility of ambiguity in interpretation| This latter
property can be achieved in a variety of different ways, depending on the|application.
For example, it can be guaranteed by:
a) fixing the length of each of'the substrings throughout the domain of use pf the mech-
anism; or
b) encoding the sequénce of concatenated strings using a method that|guarantees
unique decoding, e:g. ising the distinguished encoding rules defined in ISOfIEC 8825-1.
Ac B Indicates that set/A is a subset of or equal to set B.
A\ B When A and (B are sets, represents the set of elements present in 4 but not jn B.
Cl An extra‘claimant information field.
cred The claimant’s credential.
|D| Bitlength of D if D is a bit string, or bit size of D if D is a non-negative number (i.e. O if
D= 0, or the unique integer i such that 2i-1 < D < 21if D > 0).
dpsc(G,) Specifies a group G, of prime order g in which it is infeasible to compute discrete log-
arithms.
E Elliptic curve over the finite field F, for a prime p > 3.
E(F,) Set of all points (x, ), x € F, y € F,,, which satisfy the defining equation of the curve E,
together with the point at infinity Op.
#E(F,) Order (or cardinality) of E(F)).
F, Finite field containing exactly p elements.
9,9 Generators of G,.
gcd(Ny, N,) |Greatest common divisor of integers N; and N,.

© ISO/IEC 2022 - All rights reserved
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G, Cyclic group of prime order q.
For uniformity, the multiplicative notation is used throughout. As such, when using
the elliptic curve construction it should be understood that ab represents the group
addition of points a and b, that a/b represents the group addition of the point a to the
additive inverse of the point b, and that a? represents the scalar multiplication of point
a by the integer b.
NOTE This document specifies two constructions for the group G, in which it is infeasible
to compute discrete logarithms. The firstis based on a subgroup of a finite field, and the second
is based on an elliptic curve over a finite field F,, where q is a prime number. Each construction
is specified by a description denoted by desc(G ). Details of these two constructions with their

Pr o) Bardincd riationc Jdo (O o oo A A oo O

eorrespondingdeseriptionsdesefGyareprovicedinAnnext:

H Cryptographic hash-function.

I Finite set of positive integers.

k Security parameter (a positive integer).

I, Security parameter (a positive integer).

n Positive integer.

[n]P Scalar multiplication operation that takes a positive integer n.and a point P on the elliptic
curve E as input and produces as output another point Q an‘the elliptic curve E, where
Q=[n]P=P+P+..+Paddedn- 1 times.

The operation satisfies [0]P = O (the point at infinity)yand [-n]P = [n](-P).

Og Point at infinity on the elliptic curve E.
P+Q Elliptic curve sum of points P and Q.

q Prime number satisfying |q| = .

TI A credential information field.
UID, A unique identifier for the domain parameters.

Z, Set of integers in [0, p - 1] with arithmetic defined modulo p.

Z;v Set of integers U with 0 < U <N and gcd(U, N) = 1, with arithmetic defined modulq N.
ITa Product of the values a;for whichi € L.

iel

[x ] Set of integers from x to y inclusive, if x, y are integers satisfying x < y.

() Ordered list gf'yalues to be hashed.

5 General modelkand requirements

This clause |specifies the general model and requirements for the mechanisms specified in this
document.

NOTE1 Blind signatures, as specified in the ISO/TEC 18370 series, allow a user to obtain a digital signature as

specified in the ISO/IEC 9796 series on a message of the user’s choice, without giving the signer any information
about the actual message or the resulting signature.

An anonymous entity authentication mechanism based on blind signatures involves an issuer, a set of
claimants and a set of verifiers. Such an anonymous entity authentication mechanism is defined by the
specification of the following processes:

— parameter generation process,

— key generation process;

— credential issuance process;

— authentication process.

© ISO/IEC 2022 - All rights reserved
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Entities of different types can be involved in the mechanism specified in this document, as follows.

Claimant: an entity to be authenticated in such a way that the claimant’s identity is not revealed. In

this document, a claimant plays the role of requestor in a blind digital signature scheme, as specified
in ISO/IEC 18370-2:2016.

claimant’s identity.

signer in a blind digital signature scheme as specified in ISO/IEC 18370-2:2016.

(%)

Anne

N

—_—

Verifier: an entity that verifies the validity of a claimant’s credential and which does not learn the

Issuer: an entity issuing a credential to a claimant. In this document, an issuer plays the role of

OTE2 In the context of this document, the issuer serves as an offline trusted third party
ense of ISO/IEC 20009-1. It gains knowledge of all a claimant’s attributes but does not learn v
ter selected to present the signature.

ix A lists the object identifiers which shall be used to identify the mechanism de

docu

6

6.1

Unilateral anonymous authentication means that only one of the two entities, the
authg
to thg

6.2

6.2.1

Two

claim

This

claim
requse
auths
issue

The

is us¢d in onlyyone session of the authentication process. If a credential is used in multi

thes

Howgver,\they can be linked with each other by the verifiers, even if different sets of a
disclgsed. In particular, a returning claimant can be recognized by a verifier.

U

ment.

Jnilateral anonymous authentication

General

nticated by use of the mechanism and that the identity of the authenticated entity is
other entity, the verifier.

Mechanism 1 — Two-pass unilateral anonymous authentication

General

bass means that the authenticatien‘phase consists of two messages being exchanged
ant and the verifier.

mechanism is based on mechanism 4 in ISO/IEC 18370-2:2016. In addition to ver
ant possesses a valid credential issued by the issuer, this mechanism also enables
st the presentationyof-claimant attributes encoded in the credential. That is, at th
ntication process;the verifier is guaranteed that the claimant holds a credential recei
I that certifies the-attributes disclosed during the authentication process.

echanismmonly guarantees anonymity to the claimant if a credential received fro

sessiens can still not be linked to the corresponding session of the credential issug

¢ (TTP) in the
hich subset is

fined in this

claimant, is
anonymous

between the

fying that a
a verifier to
e end of the
ved from the

m the issuer
[ple sessions,
nce process.
tributes are

Security considerations and guidance for concrete parameter selections are given in Annex E.

6.2.2 Requirements

In order to use this two-pass unilateral anonymous authentication mechanism, the following
requirements apply.

Each entity involved in this mechanism shall be aware of the public domain parameters.

The parties shall agree on the security parameters in use.

NOTE1  Guidance for parameter choice is given in Clause E.2.

© ISO/IEC 2022 - All rights reserved
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— Each entity shall have access to an authentic copy of the necessary public keys, such as the issuer’s
verification key.

— The entities involved in this mechanism shall agree in advance of use of the mechanism on a positive
integer n, representing the maximum number of attributes that can be encoded in a credential.

— Both issuer and claimant shall have the means to generate integers uniformly at random from a
given range. Techniques for generation of sequences of random bits are specified in ISO/IEC 18031.
A method for converting a string of bits to an integer in a given range is specified in Annex B.

— A collision-resistant hash-function shall be used. Possible admissible schemes are specified in the

ISO/IEC

10118 series.

NOTE 2

— Primen
in ISO/II

Before issuil
specify mec
specified in

6.2.3 Domain parameters generation process

The set of d
generated as

— q:aprinte number where |q|=1;

— Ggracyqg
— desc(Gy)
— g:rarang
— n:anint
— Jv-v 9w
NOTE 1
NOTE 2
— H:ahas
— Hy: {0,1}

NOTE 3

Guidance for hash formatting rules is given in Annex D.

imbers shall be generated in a secure way. Secure mechanisms can, for instancé, be
EC 18032.

1g a credential, the issuer can wish to authenticate the claimant. Thisidocument doe

he ISO/IEC 9798 series should be used.

main parameters for this two-pass unilateral anonymous authentication mechanisi
given in ISO/IEC 18370-2:2016, 8.2.2, and includes<the following parameters:

lic group of prime order g;

the description of group G;

omly chosen generator of G;

pger indicating the maximum hirmber of attributes to be certified by the issuer;

9n+1: n+1 randomly chosenrgenerators of G, all distinct from each other and g;
An example of recorhmended parameters for typical security levels is provided in Clause E
A method for generating random generators is given in ISO/IEC 14888-3:2018, D.2.2.

n-functionthat outputs a k-bit message digest;

* — [0,9—"1] a hash-function;

An example of how to construct H; is provided in Clause D.3.

found

S not

nanisms for conventional entity authentication. For this purpose, 6ne of the mechanisms

mn are

N

— UID,: a unique identifier for the domain parameters.

NOTE 4

6.2.4 Key

UID, is an octet string specifying an application-specific unique identifier for the domain
parameters. For example, UID,, can be computed as the digest of the other domain parameters.

generation process

The public and private keys of the issuer are computed as follows:

a) theissuer picks an integer y, uniformly at random from the range [1, q - 1];

b) the issuer computes g, = g”°.

The signature key is the element y, and the verification key is g,,.

6
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6.2.5 Credential issuance process

The claimant and issuer engage in an interactive protocol to issue one credential to the claimant.

In this protocol, the issuer takes as its inputs the domain parameters, the verification key, t
key, an array of n claimant’s attributes, consisting of bit strings, to be certified, as well as
information field attribute TI in form of a bit string.

he signature
a credential

The claimant takes as its inputs the domain parameters, the public verification key, the array of n
claimants’ attributes to be certified, the credential information field attribute TI and an extra claimant

information field, the attribute bit string CI.

The dutput of this process for the claimant is a pair of keys (private and public) along with
that gertifies both the public key and the array of attributes.

The dredential consists of a (blind) signature, as in ISO/IEC 18370-2:2016, 8.2.3, omth€ cred
key and the array of attributes.

NOTH The attributes, which consist of bit strings, can be supplied by either the-claimant or thg
be joiptly determined by the claimant and the issuer. The negotiation of these attributes, which
prior fo the execution of the credential issuance process, is outside the scopelofithis document.

The ¢redential issuance process involves the following steps. The attributes are first
integpr in [0, g - 1]. The resulting vector of n claimant attributéto be certified is denoted
wherg x; € [0,q - 1] foralli (1 <i<n).

a) The issuer and the claimant both compute a speciakretadata attribute y = H; (0x01||/
= H(UID, ||desc(G)I{go, -+ n Gne)|| D || 9) is(thé hash digest of the domain pars

Y=9091" --9n" 91 €G,

~

b) The issuer computes o, =y”0.

c) The issuer picks an integer, w, uniformly at random from the range [0, g - 1].
d) The issuer computes o, =g" .

e) The issuer computes o, =%
f) The claimant picks an.integer, @, uniformly at random from the range [1, g - 1].
g) The claimant pi¢k$-dn integer, f;, uniformly at random from the range [0, g - 1].

h) The claimant'picks an integer, f8,, uniformly at random from the range [0, g - 1].

i) The claimant computes h=y%.

a credential

ential public

issuer or can
is performed

ronverted to
by (X1, ..., X)

P||TI), where
meters, and

j) Thexlaimant computes t; = a1 q" .

k) The claimant computes t, = nPz .
1) The claimant computes a ! mod gq.
m) The issuer sends (o0, 0,, 0}) to the claimant.

n) The claimantreceives (o, 0, 0,) from the issuer.
0) The claimant computes o, =0 .

p) The claimant computes o, =t;0,.

© ISO/IEC 2022 - All rights reserved
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q) Theclai
r) The clai
s) The clai
t) The clai

mant computes o}, =0, 1t,08 .
mant computes o, = H; (h||CI|| o}, || 0,1l 0}).
mant computes 6, =0 + f; mod q.

mant sends o, to the issuer.

u) The issuer receives o, from the claimant.

v) The issuer computes o, =0y, +w mod q.

w) The issuer sends o, to the claimant.

x) The clai
y) The clai

z) The clai

mant receives o, from the issuer.

mant computes o, =0, + 3, mod g.

reject and stops.

aa) The clai

signatutles (o,, 6/, 0,), and the corresponding credential private key a 1.

bb) The clai
associat

mant stores the attributes (xy, ..., x,,), the TI and CI values; the issued credential cred, a
pd credential private key a1,

6.2.6 Authentication process

This authenfication process allows the claimant to authenticate to a verifier by presenting a cred

along with a

The claiman
the credenti

The verifier
result of the

The protoco

selected subset of the encoded attributes.

] cred and the credential privatekey a 1.

authentication: valid or,invalid.

is as follows.

mant verifies that 0,0}, =(gh)°" (go0,) ¢ . If this verification fails thé claimant outputs

mant outputs the credential cred, consisting of the credentialpublic key h and the (plind)

nd its

bntial

I takes as its inputs the domain parameters, the issuer public key, the certified attrilputes,

takes as its inputs the domain parameters and the issuer public key. It gives as outpiit the

a) The verifier sends to the glaimant the list D < [1,n] of attributes indices to disclose and a mefssage

bit strin|
“present
by U ={1

NOTE 1
the selec

NOTE 2

ation proof~in ISO/IEC 18370-2:2016. The set of undisclosed attributes’ indices is de
s een T\DL

fivedisclosure mechanism described in ISO/IEC 18370-2:2016.

B pair (m, my)\to be signed by the credential private key. The resulting signature is cafled a

hoted

Only'the attributes listed in D are disclosed to the verifier. All others are undisclosed by virftue of

The message to be signed is separated into two parts m and m, to allow extension mechanisms,
not defined herein, to use a second-factor to sign part of the protocol message m; without seeing all of the
protocol details. Both m and m, can contain application-specific data to be signed by the claimant, the
precise content of which is outside the scope of this document. Possible values include timestamps, random
challenges or protocol details.

b) The claimant picks an integer, w,, uniformly at random from the range [0, g - 1].

c) Foreachi€ U, the claimant picks an integer, w;, uniformly at random from the range [0, g - 1].

d) The claimant computes a=H[h"? Hgiwi 1.

(iel)

© ISO/IEC 2022 - All rights re

served


https://iecnorm.com/api/?name=6a49a528d03a009a2333b8f0e61b016a

f)

g)
h)

j)

k)

D)

p)
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The claimant computes UID, = H(h|| o, || 0, || 0}).

The claimant computes c, = H(UID/]|a|[{D)||{{x;} i € D)||0x00000000|[0x00000000||0x000000
00]]0%x00000000]]0%00000000]|0%x00000000||m).

The claimant computes ¢ = H; ((c,, my )).
The claimant computes r, = ca! + w, mod q.
For each i € U, the claimant computes r; = -c x; + w; mod q.

The claimant sends the presentation proof {x;}; c p, , a, ry, {r;}; e ;» the credential cred, consisting of
the credential public key h and the {blind] signatures (6,, 0., 0, ), and the claimanfinformation

fleld attribute CI to the verifier.

The verifier verifies that & # 1. If this verification fails, the verifier outputs invalid and stops.

The verifier verifies that o, = H(h||CI|| o} || g°" g, ¢ || A°" 6", ¢ ). If-this verificatfon fails, the
erifier outputs invalid and stops.

<

The verifier computes UID, = H(h|| o}, || 6/ || 6}).

—

he verifier computes c, = H(UID/J|a|||{(D)[{x;} ; &~p1l0x00000000||0x000000p0||0x000000
0]|0%00000000|[0%x00000000]]0x00000000]|m).

(@]

The verifier computes ¢ = Hy ((c,, my ).

—C

—

he verifier verifies that a=H gogr):+1 Hg;{" ' Hglr’ . If this verificatipn fails, the
(i€D) (iel)

<

erifier outputs invalid, and valid otherwise.
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Annex A
(normative)

Object identifiers

This annex gives the object identifiers assigned to the mechanism defined in this document.

AnOHymOuSE 4 o+ Dot aont o . Pay 2 {

iso(l) standard(0) anonymous-entity-authentication (20009) part3(3)

asnl-module{(0) object-algorithm-identifiers (0)

}

DEFINITIONS EXPLICIT TAGS::= BEGIN

-—- EXPORTS [Al1l; --

—-— IMPORTS [None; --

OID::= OBJECT IDENTIFIER -- alias

-— Synonyms| —-

1s20009-3 ID::= { iso(l) standard(0) anonymous-entity-authenticatiom(20009) part3(3)

mechanism Q

-- Assignm
area-U-Prov
END -- Anon

ID::= { 1s20009-3 mechanisms (1)
ents —-

le OID:: { mechanism 1 }
ymousEntityAuthentication-3 -

}

10
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Annex B
(informative)

Conversion functions

Primitives BS2IP and I2BSP convert between bit strings and integers, and are defined as follows.

..., Xg) Where

Tl £ e RCOID.D) load dezas 4 s 1 £o11 1L L
UIIT TUIILUIUIT DO LIT (A )] TIIdPS d DIV SU IS A TU dll HHITTETT VAIUT 77T d5 TUTTUWS. 1T A= LAI_l,

b - Xj_1 are bits, then the value m is defined as m = 21 x;_; + 212 x_, + ... + 2x; + X,

2

he function [2BSP(m, I) takes as input two non-negative integers m and [/, and outputs the unique
it string x of length [ such that BS2IP(x) = m, if such an x exists. Otherwise, theXfunction outputs an

'ror message.

[oClloxli—

© ISO/IEC 2022 - All rights reserved 11
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Annex C
(informative)

Group description

The ISO/IEC 18370 series defines two constructions for the group G,. Either construction may be used
for the mechanisms described in this document. Each construction is specified by a description desc(G,).

— Subgrollp construction: The description desc(G,) = (p, q, g) specifies a subgroup G, of primne
ite field of order p. Both p and q are prime numbers, g divides p - 1, and g is a generafor of

q of a fiy
Gq. [tisy
group d

Elliptic
afinite f
gisaba
and 1 is
random
ISO/IEC
Clause Q

All entities 1§
received ma
or computin

out, for example, by Lim and Leel13] or Pavloski and BoydMZl. For an element x € Z , this means verf}

that 0 s x <
the elliptic d

constructior].

NOTE1 Fo
are part of th
of the group.

NOTE2 In
factor less th
and q are cho

ecommended to use the method defined in ISO/IEC 14888-3:2018, Annex D, to'genera
escription (p, q, g)-

curve construction: The description desc(G,) = (p, a, b, g, q, 1) specifiesawelliptic curv
ield F, where p is a prime number, a and b are two field elements defihing the elliptic
se point of prime-order g on the curve (and the generator of G ), d.is the order of the g
the cofactor of the curve (which implies that #E(F,) = q). Methods of generating ps
elliptic curves and points of prime order q (the order of the elliptic curve E) are giy
15946-5 and examples of pseudo-random elliptic curves aré’given in ISO/IEC 15946-5
1.

nvolved in the mechanisms described in this de€ument should check that all extef
fhematical elements belong to their corresponding algebraic structures prior to relyi
p with them; failure to do so can result in critical security or privacy problems as po

j. For an element x € G, it is sufficient o\make sure the curve equation holds when
urve construction and to verify that\0 < x < p and that x? = 1 when using the subg

I the elliptic curve constructionysince the cofactor is 1 for curves of prime order, all curve
e group, and therefore checking(that the curve equation holds is enough to verify that a point i

the subgroup construction, selecting p and q as prime numbers such that (p - 1)/(2q) has no
hn ¢ mitigates attacks-of the type described by Lim and Leell3] or Pavloski and Boyd[1Zl. Ide
ben such that (p -1)/(2q) is prime.

prder

re the

P over
urve,
roup,
pudo-
en in
2017,

nally
ng on
inted
fying
using
P roup

boints
s part

prime
ally, p
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Annex D
(informative)

Special hash-functions

Hash-function inputs

ievent ambiguous interpretations of the inputs to a hash algorithm, the input-daf
ed as follows, depending on its type (see Section 2.2. of Reference [16]).

A byte: the value is encoded directly.

The length of an octet string, the length of a list and the index of an @ttribute: the
i$ conditionally zero-extended to a length of 32 bits. The four bytes forming the ext
dre then encoded, leading with the most-significant byte (e.g. the value 11 588 062 i

a should be

binary value
ended value
5 encoded as

0jx00b0d1de). Such values are therefore in the range {0, ..., 232 - 3J{ larger values should be rejected.

— An octet string: the length of the string is encoded followed by the contents of the stfring (e.g. the
string 0x01fe is encoded as 0x0000000201 fe).

— An element of Z, an element of G, the values p andgin desc(G,) for a subgroup consfruction, and
the values p, a, band q in desc(G,) for an elliptic curve’construction: the binary value is ¢onditionally
Zero-extended to make its length a multiple of:8 bits (the value 0 is zero-extended to p full 8 bits).
The bytes forming the extended value are then encoded as an octet string, leading wjith the most
significant byte (e.g. the number 254 666 256 150 is encoded as 0x000000053b4b4aaf1f).

— Alist (delimited with (... )): the length ofithe list is encoded followed by the recursive enfoding of the
list elements, in order.

— The null value (4 ): a zero-lengtlroctet string is encoded, yielding the sequence 0x00040000.

— Apointe= (e,, e)) on an elliptic curve (all elements of G, when using the elliptic curve cgnstruction):
the point is converted. to“an octet string following t%e procedure described in Secfion 2.3.3 of
Reference [12], without using point compression.

D.2 |Hash-function with larger output length: HL

HL is|a cryptographic function that hashes a string m into {0, 1}* based on a hash-functiop H: {0, 1}* >

{0, 1}{ in theISO/IEC 10118 series, where k > h. HL is constructed using MGF1 in PKCS#1. Il involves the

following steps.

a) If k> 232h, output “Fail” and stop.

b) Let T be an empty binary string.

c¢) ForifromOto[k/h]-1,setT=T|| H(m|| I12BSP(i, 32)).

d) Return the leading k bits of T.

D.3 Hashing to an element of a prime field: HBS2PF

HBS2PF is a cryptographic function that hashes a string m into an element in Z,.

© ISO/IEC 2022 - All rights reserved
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