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Foreword

3(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies tha

t are

members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical

act1v1ty ISO and IEC technical committees collaborate in f1elds of mutual interest. Other 1nternat

ional
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The procedures used to develop this document and those intended for its further mmainter
are described in the ISO/IEC Directives, Part 1. In particular, the different apprioval cr
needed for the different types of document should be noted. This document‘\was draftg
accordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iSe.org/directiv
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ance
teria
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s or

www.iec.ch/members_experts/refdocs).

ISO and IEC draw attention to the possibility that the implementation of this document may involy
use of (a) patent(s). ISO and IEC take no position concerning the evidence, validity or applicabil

e the
ty of

any claimed patent rights in respect thereof. As of the date of publicatiowof this document, ISO and IEC

had not received notice of (a) patent(s) which may be required to ithplement this document. How
implementers are cautioned that this may not represent the latestjinformation, which may be obt
from the patent database available at www.iso.org/patents and https://patents.iec.ch. ISO and [EC
not be held responsible for identifying any or all such patentrights.

Any trade name used in this document is information_givenh for the convenience of users and doe
constitute an endorsement.

For an explanation of the voluntary nature ofStandards, the meaning of ISO specific termg
expressions related to conformity assessment; as well as information about ISO's adheren
the World Trade Organization (WTO) prtinciples in the Technical Barriers to Trade (TBT
www.iso.org/iso/foreword.html. In the IEC/see www.iec.ch/understanding-standards.

This document was prepared by xTechnical Committee ISO/IEC JTC 1, Information techn
Subcommittee SC 27, Information security, cybersecurity and privacy protection.

Any feedback or questions on~this document should be directed to the user’s national stanc
body. A complete listing“of these bodies can be found at www.iso.org/members.html
www.iec.ch/national-comnfittees.
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Information technology — Security techniques —
Anonymous digital signatures —

Part 2:

Mechanisms using a group public key

AMENDMENT 2

Clause 4
Add the following symbol:

F(p) the finite field containing exactly p elements.

6.1
Replace the first sentence with the following:

This clause specifies five digital signature mechanisms with linking capability.
Replace the text of NOTE 1 with the following

In the literature, the mechanism of 6;2"is called a list signature scheme, the mechanism of 6.6 is
called a pre-DAA scheme and the mechanisms of 6.3, 6.4 and 6.5 are called DAA schemes| The
mechanisms givenin 6.2, 6.4, 6.5'and 6.6 are based on schemes originally specified in Referencgs [9],
[6], [11] and [22] respectively;int which security proofs can also be found. The mechanism in p.3 is
based on a scheme in Reference [3] which is a minor modification of the scheme in Reference [4];
the associated security.analysis is given in the full version of Reference [4].

6.6
Add new subclause 6.67as follows:

6.6 Mechanism 8

6.6,1 Symbols

The foltowing Symbolis appty i the Specification of this ecanis.
— T:asecurity parameter.

— P, Q.Xy, Y,.X;,X,.C,,D,D"\T,, Ty,Ky,Ky,K,Ky,Kq,K', ], Ty, T5,R,R",T,T",R",T" : elements of
Gy .

— Pz, Xz, Yz, Xlz,)?z . elements Of Gz

’ ’ ’ ’ ’ 7 .1 .
— X, V,Z,X,Z,Ck,S¢,S,,C,S1,U,V,W,V,r,85,k. .k, k,,c,z.,z,,z,,c',s,lk; ,c,,,p,Cp,: integers in Zp

© ISO/IEC 2023 - All rights reserved 1
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n; : an integer of size 7 -bit.
H; :ahash function that outputs elements in G4 .

H,, Hj:hash functions that output elements in Zp.

6.6.2 Key generation process

The key generation process has two parts: setup process and group membership issuing process. The
setup process is executed by the group membership issuer to create the group public parameter, group
public key, and group membership issuing key. The group membership issuing process is an interactive
protgcol running between the group membership issuer and a group member to create a unigue group
membper signature key for the group member.

The qetup process takes the following steps by the group membership issuer:

a)
b)

d)

f)
g)
h)

j)
k)
D)

(hoose 7 as a security parameter.

(hoose a bilinear group pair (G;, G, ) of large prime order p, such thatmooefficiently computable
Homomorphism is known between G; and G,, in either direction;~and an associated pairing
function e: Gy x G, - Gy.

(hoose two random independent generators P; and Q; of G;ahd provide additional information,
denoted by mge,, that serve to demonstrate that these two generators were indeed chosen
independently, that is without a potentially exploitable &elationship between them (such as Q; =
s|P; for an integer s chosen by the group membership issuer). An example of how to verifiably
delect independent generators and to verify, using;nd., , the correct generation of these generators,
if given in Annex G.

(hoose a random generator P, of G,.

(hoose three hash functions Hy : {0,1}* - Gy, Hy: {0,1}* - Z, and Hj: {0,1}* - Z,.An example
of how to construct such hash funetions is provided in Annex B.

¢hoose three random integers X, y and z in Z,.

Gompute X; = [z]P +(x]Q;, Y1 = [y]Py, X, = [x]P, and ¥, = [y]P;.
(hoose two randomintegers x” and z” in Z,.

Gompute X; = J2']P, + [x']Q; and X, = [X']P,.

Gomputee = Hy (P11 Qull PyIl Xy Il Vall X311 Yl X311 X3).

Compute s, = (x" + ¢, xx)mod p and s, = (2" + ¢, Xxz)mod p.

—(c ¢ ) qc nvnr\Ff]nfl tho cacand camnanaent oftho ranracaontation of ¥ i1 tho ]r\"lcn
€ Ottt ESetar

af
>er "Val I’/ & ux 7o, oo pro Ie-Secoha COH POt O+He+Eept Tt OO e PS

P; and Q is equal to the discrete logarithm of X, in the base P,.

Output the following:

— group public parameter = (G, G,, Gy, e, P;, Qy, P, p, Hy, Hy, H3),
— group publickey = (X, Y1, X5, Y5, T, » Tyy ),

— group membership issuing key = (x, y,z).

NOTE1 Examples of recommended parameters are provided in C.2.

© ISO/IEC 2023 - All rights reserved
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Each entity involved in this anonymous signature mechanism should verify the validity of the group
public key before using it. The group public key validity verification process includes the following

steps:
a) Verify that P; and Q; were generated independently using 7, -
b) Verify the validity of the proof 7, :
1) Compute X = [¢ 1P+ [o 10, = [ey ¥, and X = [ 1Py = [ X,
2) Compute ¢, = Hy (P | @ B[ . v, [ %] ¥, | %] %;)-
3) Verify that c}( =Ck.
c) Verifythate(Yy, P,) = e( P, Y3).
d) Ifany of the above verifications fails, output 0 (invalid), otherwise output-1‘(valid).

The group membership issuing process requires a secure and authentic channel between the group
member and the group membership issuer. How to establish such @-thannel is out scope of this

mechanism. The group membership issuing process includes the following steps:

a) The group membership issuer chooses a nonce n; € {0, 1}7 .

b) The group membership issuer sends n; to the member,

¢) The member chooses a random integer s; from Z,

d) The member computes C; = [s1]Y;.

e) The member chooses a random integer u<ftom Z,.

f) The member computes D = [u]Y;.

g) The member computes v = H, (By1| Qi B[l Xq Il Y11l X210l Y2 [I C I DIl np).

h) The member computes w =Qu + v xs;)mod p.

i) The member sends (C; x¥) w) to the group membership issuer.

j) The group membership issuer computes D' = [w]Y; - [v]C;.

k) The group membership issuer computes v’ = H, (P || Q11| B || X1 1| Y11l X521 Y2 |l C 1l D'|| m;)-

1) The groyp'membership issuer verifies v = v’. If the verification fails, abort the group membefship
issuing process.

m) Thegroup membership issuer selects five random integers r, s,, k,, k, and k, from Zy.

n)~ The group membership issuer computes T; = [r|P; and T, = [x]T} + [r]C;+ [rxs,]Y;.

o] The group membership issuer computes Ky = [k 1P Ko = [k 1T, + [k 1(C. 4+ [¢ ]V, ) andlK =
[k, 1Py + [y ]Q; -

p) The group membership issuer computes c=Hy (P || Q111 P1l X1 1l Yill X2 |l Y2l €11l sy 11Ky ||
K> 1l K).

q) The group membership issuer computes z, = (k, + ¢ Xxr)mod p, z, = (k, + ¢ Xx)mod p
and z, = (k, + ¢ x z)mod p.

r) The group membership issuer sets (T;, T,) as the member’s group membership credential and

sends (Ty, T,s;,¢,2,,2,,Z,) to the member.

© ISO/IEC 2023 - All rights reserved 3
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s) The member computes K =[z,|P,-[c]Ty, K, =[z,]T; +[2,1(Cy + [s,]¥;)~[c]T, and K =
[ZZ]P1+ [Zx]Ql_[C]Xl'

t)  The member computes ¢ = H, (P || Q1| Pl X1 || Y11 Xl Y211 Coll sz 11 K11l K 1| K).

u) The member verifies ¢ = ¢’. If the verification fails, the member aborts.

v) The member computes s = (s; + s,) mod p.

w) The group member signature key for the memberis (s, Ty, T,).

NOTH2  The group membership issuer can use the same value s, (for example s, =0 mod p) for several
execytions of the group membership issuing process. In this case, the security of Mechanism 8 relies on the

Point
uses

Cheval-Sanders (PS) assumptionl24], instead of the q-MSDH assumption[25] if the group membeérship issuer
' fresh random value s, for each new session of the group membership issuing process.

6.6.3 Signature process

On injput of a group member signature key (s, Ty, T, ), alinking base bsn and’a message m € {0, 1}* to

be si

bned, the signature process takes the following steps. The linking.base, denoted by bsn, is either a

special symbol L or an arbitrary string used for the linking capability.

a) Ifbsn = 1, the signer chooses arandom J from G, otherwiSe)computes /| = H; (bsn).

b) The signer selects two random integers [ and k; in Zy,

&) The signer computes T; = [I]T; and T, = [I]T,.

d) The signer computes R = [S]Tll and R' = [ks]Tll.

e) Thesigner computes T =[s]J and T' =4k/]J .

f) The signer computes ¢, = Hy (T |5 || JII TII R || T'|| R'|| m).

g) The signer computes p = (k;.£)c,,Xxs)mod p.

h) The signer outputs the anenymous signature o = (T1', TZ', JL.RT,cpp,p).

6.6.4 Verification process

On irfput of a message m, a linking base bsn, a signature (Tll, Té, J,R,T,c,,,p)and a group public key (

X1,
a) 1

V1, X5, X5), the verification process takes the following steps:

|fbsn # L1, verify that | = H, (bsn).

b) Verify that T; #0g.

c) Ifany of the above verifications fails, output 0 (invalid).

d) Compute R” = [p]T; - [c,,]R.

e) Compute T” =[p]J - [c

T.

m]

f) Compute c,, = H3(Ty|| To|l JII TII RI| T"|| R[] m).

© ISO/IEC 2023 - All rights reserved
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g) Verify that c;n =Cp,-
h) Verify that e (T;, X,)xe (R, Y,) = e(T,, P,).

i) Optionally, call the revocation checking process.

j) Ifany of the above verifications (steps g and h) fails, output 0 (invalid). Otherwise, output 1 (valid).

6.6.5 Linking process

Given two valid signatures ¢ = (Tl', TZ', J,RT,cp,,p)and 6 = ( 1 5, ]AJ?,YA", 6m,ﬁ), the linking

process takes the following steps:
a) Ifj= JandT=T, output 1 (linked), otherwise, output 0 (not linked).

NOTE If the linking process outputs 0 because of ] | # j , it means that the lifiking process cannot dete
whether two signatures were created by the same group member.

6.6.6 Revocation process

Details of the revocation process in this mechanism are surveyed in Reference [10]. There are two {
of revocation (private key revocation and verifier blacklist revocation) supported in this mecha
Private key revocation can be either global revocation or local revocation. Verifier blacklist revoc
is a local revocation.

Private key revocation:

— If a group member signature key (s, Ty) T, ) is compromised, the group membership issuer p
into a revocation list RL of this types

— Given a valid signature o. = (Tll, TZ', J,R,T,c,,,p) computed using a linking base bsn §

revocation list RL of this type, a verifier can check revocation of this signature as follows: for
s’e RL,verify T # [s']¥:’If any of these verifications fails, output 0 (revoked), otherwise, out

(valid).

NOTE The private key revocation works only if the group membership issuer or the verifier has learng
group member signature keys of the compromised group members. This revocation process allows to id
every group sighature generated using this private key. If this key can be associated with a group membe
by using contexfual information), then no anonymity can be retained for this group member as their sign4g
can thereferé be traced. This is a property inherent to DAA schemes. Thus, a careful assessment of the ne
revocation-and the consequences for the corresponding group member will be carried out before deploymg

Verifier blacklist revocation:

mine

ypes
hism.

ation

1ts s

nd a

each
put 1

d the
bntify
I (e.g.
tures
ed for
nt.

— Ifsignatures were computed using a linking base bsn, a verifier can build its own revocation li

st RL

corresponding to bsn. If the verifier wants to blacklist the signer of a valid signature o = (T}, Tzl,

J,R,T,c,,,p), they put T into a revocation list RL of this type.

— Given a signature ¢ = (T1" TZ', J,R,T,c,, p)computed using a linking base bsn and a revoc

ation

list RL of this type, a verifier can check revocation of this signature as follows: for each T € RL,

verify T # T. If any of these verifications fails, output 0 (revoked), otherwise, output 1 (valid

).

In order to use verifier blacklist revocation in this mechanism, a signer must use a specific linking base
for each verifier. The value of the linking base can, for example, be chosen by the verifier or agreed in

advance by the signer and verifier.
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7.1

Replace the first sentence with the following:

This clause specifies three digital signature mechanisms with opening capability.

Replace the text of NOTE with the following:

7.4

The mechanisms and associated security proofs in 7.2, 7.3 and 7.4 are based on References [17],

[[#Tand [Z23] (an extended version of Reference [24]], respectively.

Add new subclause 7.4 as follows:

7.4

Mechanism 9

7.4.1] Symbols

The following symbols apply in the specification of this mechanism.

b, S;, Ty, Ty, K, K',T; ,T,: elements of G; .

>, X,Y,A,B,Y;,C{,C;,C3,C4 K1 ,Ky,K3,Ky,Kq Ky, K3, Kgelements of Gj.
W, W', R,R; : elements of G .

k,y,a,b,s; ,u,v, kg .k, ,k,,c,zg,z, ,Zv,c',r,t,w,cm ,Z,C'm : elements of Zp.

H : a hash function that outputs elements in Ly

7.4.2| Key generation process

The group membership issuer key gerleration process takes the following steps:

(hoose a bilinear group pair’(G;, G, ) of large prime order p, such that no efficiently computable
Homomorphism is knewn between G; and G,, in either direction, and an associated pairing
flunction e: G; x Gy Gyp.

(hoose arandom-generator P; of G; and a random generator P, of G,.
hoose twb{random integers x and y in Z,.

(ompute X = [x]P,and Y = [y]P,.

Fuanetrine I1. [N 11* Z Cuy
TUITICvIvIlr 11 . l\l, LJ i » J
Annex B.

Output the following:

— group public parameters: (G, Gy, Gy, e, p, H,P;,P,),
— group public key: (X,Y),

— group membership issuing key: (x, y ).

© ISO/IEC 2023 - All rights reserved
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The group membership opener key generation process takes the following steps:

a)
b)

c)

Choose two random integers a and b in Z,.
Compute A4 = [a]|P, and B = [b]P,.

Output the following:

— group membership opener public key (4, B),

3(E)

The group membership issuer manages a member-list LIST = (LIST[1],..., LIST[n]) where n i
number of group members who are registered so far. Each entry of the list contains/inform
associated with each registered user. This member-list LIST can be published but itwillonly be
to the group membership opener.

The group membership issuing process is an interactive protocol running between the g

— group membership opening key (a, b ).

S5 the
ation
seful

roup

membership issuer and a user U; to create a group member signature key forithe user. It consists ¢f the

following steps:

a)

U; selects six random integers s;,u,v,k,k, and k, in Z

i Ks oKy p
b) U; computes S; = [s;]P; and Y; =[s;]Y.
c) U; computes C; = [u|Py, C;=Y; + [u]A, C3 = [v]P,,Cy=Y; + [V]B.
d) U; computes K = [k, Py, K1 = [k, |Py, Ky =[ks W+ [k, ]A, K3 = [k, |Py, K4 =[k, Y + [k, ]|B
e) U; computes ¢ =H(P || P[| X[| Y[ A[LBIWS; || Vi |l Coll Coll C3ll ColIK || Ky || Ko [| K3 [l K4)-
f) U; computes z; = (k; + ¢ Xs;)mod.p, 'z, =(k, + ¢ xu)mod p and z, = (k, + cxv) mofl p.
g) U; sends Si, €1,C5,C3,C4 c, z5530Z, and z,.
h) The group membership. dssuer computes K =[z,]P,—[c]S;, K;=[z,]P,-[c]Cy, kK, =
(2,1Y +[2,]4~[c]Cy, Ka5 [, 1P, ~[c]C3 and Ky = [2,]Y +[2,]B - [c]C,.
i) The group membership issuer computes ¢’ = H(Py|| || X || Y| Al Bl S; |l ;1| C11] C2 1| C3 |
CollK I K| KW K311 Ky).
j) The groupmembership issuer checks if c=c¢” and aborts if these two values are different.
k) The greup'membership issuer stores (i, S;, C;,C,,C3,Cy4, ¢, zg, Z,, z,) in LIST[1].
1) Thegroup membership issuer selects a random integer r in Z,.
m) ;The group membership issuer computes T} = [r]P; and T, = [rxx|P; + [rxy]S;.
n}The group membership issuer sends T, and T, to the user U,
o) The signature key of the group member U; is then (s;, Ty, T;).
7
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7.4.3 Signature process

On input of a group public key (X, Y), a group member signature key (s;, T;, T, ) owned by the signer

and a message m € {0, 1}* to be signed, the signature process takes the following steps.

a) The signer selects two random integers ¢ and w in Z,.

b) The signer computes T; = [t]T; and T, = [t]T,.

¢) The signer computes W = e ([W]Tll, Y).

d) The signer computes ¢, = H(T1'|| Tz' [| W || m).

e) Thesigner computes z = (w + ¢,,xs;) mod p.

f)  The signer outputs the group signature o = (Tl', TZ', CmrZ ).

7.4.4{ Verification process

On irfput of a message m € {0, 1}*, a group signature ¢ = (Tll, TZ', ¢4,z ) and a group publickey (X,Y
), theverification process takes the following steps:

a) Verify that T1' # Of . If this verification fails, output 0 (ipvalid).

(ompute W' = e ([Z]Tl', Y)xe([—cm]Tzl,Pz)xe([cm]Tl', X).

Gompute ¢, = H (T, || T,|| W'|| m).

d) Verify that c;n =c,, holds.

If the above verification fails, outputd (invalid), otherwise, output 1 (valid).

7.4.5( Opening process

Give

open

a)
b)

1[ a group signature ‘g ‘= (Tll, TZ’, Cm»Z ), the member-list LIST=(LIST[1],..,LIST[n]) and a group
ng key (a, b), the ppening process takes the following steps:

(ompute R =\e'(T,, P,)xe ([-1]T;, X ).
For each\iJe [1, n],

1) {Recover (i, S;, €1,C,,C3,C4, C, Zg, 2, z,) from LIST[ 1 ].

2) Compute Y; = C, + [—a]Cy.
3) Verifyife(T;,Y;)=R.

4) If the above equation holds, output i.

7.4.6 Revocation process

The

revocation process is a membership credential revocation. The group membership opener revokes

a user U; by adding some element R; (defined below) specific to this user in a revocation list RL.

8
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Revocation can thus be global but also local as any verifier is able to manage its own revocation list by
deciding whether or not to include R;. In all cases, the revocation process has no impact whatsoever on

the signature process.

— To revoke a user U;, the group membership opener, taking as input the group opening key and

LIST=(LIST[1],..., LIST[ n]), proceeds as follows:

a) Recovers (i, S;, C1,C,,C3,Cy, C, 2z, 2z, z,) from LIST[ 1 ].

b) Computes R; = C, + [—a]C;.
c) Adds R; inRL.

— Given a group signature o = (Tl', TZ', €, »Z ) and arevocation list RL, test for each'elément R;

ife (T1', R)=ce (TZ', Py)xe ([—1]T1', X ). If this equality is satisfied by someelement R; in RL
output 0 (revoked). Otherwise, output 1 (valid).

Annex A

Insert the following lines after id-as-gpk-m-7 0ID ::= { id-as-gpk~méchanism7(7) }:

id-as-gpk-m-8 OID ::
id-as-gpk-m-9 OID ::

{ id-as-gpk mechanism8(8) }
{ id-as-gpk mechanism9(9) }

Replace the line of as-gpk-m-7 with the following:
as-gpk-m-7 |
as-gpk-m-8 |
as-gpk-m-9
Insert the following lines after 01D id-as-gp¥em¥7 PARMS HashFunctions }:

OID id%as-gpk-m-8 PARMS HashFunctions }

as-gpk-m-8 ALGORITHM ::= {
= { OID idr-as-gpk-m-9 PARMS HashFunctions }

as-gpk-m-9 ALGORITHM ::

C.1.1, first paragraph
Replace the paragraph with the following:

The following cémputational hardness assumptions underlie the security of the mechar

in RL
then

isms

specified in this.document; namely, the strong RSA assumption!13], the decisional Diffie-Hellman

(DDH) assutaptionl?], the strong Diffie-Hellman (SDH) assumptionl2], the Lysyanskaya-R

vest-

Sahai-Welf(LRSW) assumption[18], the static Diffie-Hellman (Static DH) assumption[8], the q-NISDH

assumption(25] and the Pointcheval-Sanders (PS) assumption(24l, Table C.1 below summa3
which of these assumptions underlie the security of each of the mechanisms specified in
dociment.

rizes
this
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Table C.1
Replace Table C.1 with the following table:

Table C.1 — Mathematical assumptions used in the mechanisms

Strong RSA SDH LRSW Static DH q-MSDH PS

Mejchanism 1 v
Melchanism 2 v

Mefchanism 3

v

Melchanism 4 v
Melchanism 5 v

Mejchanism 6

Melchanism 7

Mefchanism 8

=
QQQQQQQQQ%
<

Melchanism 9

C17

Add Iew subclause C.1.7 as follows:
[.1.7 The q-MSDH assumption

llet (Gy, G,) be a bilinear group pair of type 3 of\large prime order p and an associated pairing
function e: G; X G, — Gpr.Let P, 20 (respectively P, #0g ) be given in G; (respectively in G;).
(iven g pairs ([xi]Pl,[xi}Pz ), for i from 1 to g, and a triplet ([a]P;,[a]P,, [axx]P,) for some
integers a and x in Zy, the q-MSDH, assumption states that it is computationally infeasible to
enerate a tuple (w, R,[x+w]Q,[aZR(x)]Q), where Q is an element of G; different from the

§
jeutral element of this group, R s a polynomial of degree at most ¢ and w is a scalar such that ( X
+w)and R (X ) are relatively prime.

C.1.8
Add Iew subclause C.1.8 as follows:
[.1.8 The Pointcheval-Sanders (PS) assumption

llet (G§5>G, ) be a bilinear group pair of large prime order p and an associated pairing function e:
[, G, = Gp.Let (Py,[y]P;)begivenin G; and (P,,[x]P,, [y]P,) begivenin G, for some integers

atrd—y iz, Assume that-anoractecanbe-catted-thatanswersquertes—s—inm 2z, by-apairt¢;
[x+yxs]Q), where Q is arandom group element of G; . Let this oracle be called with the following
queries s;, Sy, ..., Sp,. The PS assumption states that it is computationally infeasible to generate a
triplet (¢, R,[x+yxt]R), where t & {51, S5, ..., Sp,} and R is an element of G; different from the
neutral element of this group.

C.2, first paragraph

Replace the paragraph with the following:

10 © ISO/IEC 2023 - All rights reserved
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Mechanisms 3, 4, 6, 7, 8, 9 all make use of a pairing function. Methods of generating pairing-friendly
elliptic curves are given in ISO/IEC 15946-5. For current standard security levels (128-bit, 192-bit
and 256-bit), the curves parameters proposed in section 7 of Reference [21] are recommended.

C.2, third paragraph
Replace the paragraph with the following:

The following security parameters are recommended:

— Mechanism 1: For 112-bit security strength, the following parameters are recommended: /
(1 024-bit), k (160-bit), I, (160-bit), I, (170-bit), I (420-bit), I, (410-bit), € =5/4)

— Mechanism 2:

— For 104-bit security strength, the following parameters are recommended: [, (2 04§-bit),
Ir (104-bit), I, (368-bit), l;, (120-bit), 1, (2 536-bit), I (80-bit};Npy (160-bit), I, (8(-bit),
Ig (1024-bit), Iy (1 632-bit), [, (208-bit).

— For 112-bit security strength, the following parameters aré-tecommended: I, (2 04§-bit),
lr (112-bit), I, (544-bit), I'e (128-bit), I, (2 720-bit)\lpy (128-bit), Iy (256-bit), 1, [128-
bit), I; (1 024-bit), Iy (2 048-bit), 1, (224-bit).

— Mechanism 5:

— For 80-bit security strength, the following\parameters are recommended: K,, (1 024-bit),
K (160-bit), K. (160-bit), K, (60-bit), K, (504-bit), K, (60-bit).

— For 112-bit security strength, thefolowing parameters are recommended: K, (2 04§-bit),
K (224-bit), K, (224-bit), K, {112-bit), K, (736-bit), K, (60-bit).

— For 128-bit security strength, the following parameters are recommended: K,, (3 074-bit),
K (256-bit), K, (256-bit), K, (128-bit), K, (832-bit), K,/ (60-bit).

Annex D, eleventh paragraph
Replace the paragraph with the following:

There are five revocation mechanisms specified in this document. Credential update is a tyjpe of
membership credential revocation, where each signer updates its credential so the proof that the
membershipseredential of the signer is not in the list in inherited in signature generation.

Table D.lsummarizes which mechanisms are global revocation and which are local.
Table D4

Replace Table D.1 with the following table:

Tahla N 1 Cata ixalkioss o cabioz o oo hanicnac
1TAUIC . L uatcsun IZAlIUII UL TUVULAULIVUII ITICUIIAIIIoS IS
Private key Verifier blacklist Signature Membership Credential
revocation revocation revocation credential update
revocation
Global revocation v v v V
Local revocation N Vv v v
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Table D.2
Replace Table D.2 with the following table:

Table D.2 — Revocation options used in the anonymous signature mechanisms

Private key Verifier blacklist Signature Membership Credential
revocation revocation revocation credential update
revocation
Mgchanism 1 v v
Mkchanism 2 Vv v
Mkchanism 3 V v V
Mlechanism 4 N Vv v Vv
Mlechanism 5 Vv
M}schanism 6 v
Mkchanism 7 v
Mkchanism 8 V v
MEchanism 9 Vv
Annek D, NOTE 2

Repldce the first three sentences of NOTE 2 with the following:

IIn mechanisms 1-4 and 8, it can be possible for the.holder of a revoked private key to be “framed”
r signatures they did not create. If a malicious.entity learns a group member private key from the
evocation list, it can obtain a valid group mémbership credential on that key. In mechanism 3 when
e group membership issuing process is #un by the signer with the issuer and in mechanisms 4
nd 8, the malicious party can obtain avalid group membership credential by re-enrolling with
is private key.

Annek D, NOTE 3
Replace the first sentence of NOFE-3 with the following:

IIn mechanisms 1-4 and 8; the group membership issuer can create membership credentials on a
group membership ptivate key that it learned.

E.8

Add new subclause E.8 as follows:

E.8 I\Ilechanism 8

Security parameter
T =128

The groupsG;, G, and Gy shall be constructed by using the BLS-462 curve defined in
ISO/IEC 15946-5:2022, D.3.3.

This curve is defined by the parameters:

u =-277 + 250 + 233
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p:

1555 5545554D 5A555A55 D6941493 S5FBD6F1E 32D8BACC A47B1484 8B42A8DEF FAS5C1CCO
0F26AA91 557F0040 00200005 55554AAA AAACO000 AAAAAAAB

a=0
b=4

nraccad) O —
“J

Lo .
CorcoOTIpresst (=)

023EEF43 38128200 BF5BF4FE 4BB7934B 9DFB4DB5 B8D3590C 01362DB4 040672C0 8172E8CFE 3796H
1D89DDBF CC047A20 E4D33AAE 107E127F 4EC2039E CE0C0947 FEB77ES57 8B058D1D 4D57E0A4)769D]
22FCT74EF D181D31F A66BDFCE 38A80BDA B1B73B90 E59CFD7B 1402BC10 B4B912C3 F433F34A

n=
FFFFF F7FFFCO1 80017FEO 5FDOOOE8 01FCO017F FC800011 OOOO7FEF FFEFFFFC 000600000 00000001

(cofactor) r =

1555554 FFFFD55A AAB01556 AAATFFFE AAAAAAAB

In the following numeric example, P in G; is represented as P.x || Py;-where P.x and Py are eleme
F (p).Inthe same way P, in G, isrepresented as P,.x || P,.y,whete P,.xand P,.y are elements i

).

SHA-256 is used as the underlying hash function.

Group membership issuer key generation

X =

00049733 F8F718B4 E10E5561 C41F228B BOOFDB87 6341998A 4565895C 7B3FF872 716ECEAD 22B17
y =

000DD4A8 D8D28000 79FB33B7 A8B4WCF4 3C897972 8C6D631A B72DFAED B1C2D991 C9871849 DCASY
Z =

00073F1B C112FAOB 976CHBF5 56B09829 C4C26810 ED139AAF 4F44967A 80ABO30E FO96F1AAC 14CS5EH
P =

0D1D6167 8F1BDSEE" EEC6C5CF 6B10B11C 7074E954 F64C3C37 9F1BD278 992F0827 3FE13089 A1152

CO033E469 DC8S8CBAS EF68B1C7 B4B2CF4E 2ACA10F4 3C6BFA1S 4EBO71ED 4ECDB73C 90BDS8FE1 1ACBY
ECO020AAC 772EEB72 B57039BF DA6D7F45 97C65249 B7CB371C 959EB84B 9939BESB 16FB3541

Q1:

0CA€*679 151DBBFE O5DCEFCFC 098D0845 A49E625D 9FD1F057 1BE9DCFE7 5F722823 5888646E 56D40
E4JCB8EFB FE080B93 4CA87537 89C8D13E 16AF10EE 062BC15C 6D8A821A A2EEESD3 12A1D64D D335(
2EBC625D 00D975B1 ED43762F E98DF984 0863E731 A9CB7C25 FE3E199E 0814935F FD249D4F

P2=

85F
0A0

tsin
F(

685

CEO

248

60C
693

26D
103

OAAGEE37 803835BC 41CB01BS 27BE2C3D A3FECI9D7 3CAA9147 D67ESBBE 7776E1BB 77A15BCO 4EA31410
6B13FD12 8C017B49 AB86ESCA4 06F638C6 B25E09F7 6927330E B7AFBY96F D63DADEF 95E66AES5 75656DD4
CB08CC46 ADSOCD1C 041FA96A 9A0F8519 46745EDC 44BABBC6 ABEBO6A2 63AES805A 741F43A8 00F38198
DE2EFE97 FD6COAO2 EFFF5C11 FEA60504 697E18A0 D6C35073 69B167F0 58F29647 77309E79 211FF700
67D6C576 32353791 7BABO3CS5 07FDOFC7 FA314144 8DFC13F5 4B7ADDCA 51FC4A47 45FE427E E509D485

A64EB8BCY9 116F5D83 70F237CF 063B8446 BF287E4D 2539BF44 EA4B8C1l2 965786C1

X1=
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029C24BA 66D921C0 0833BF32 48COD070 4F63194E 424E4482 D9822695 BBAD6GE62 7FS5F75E2 21D555B6
7D61E315 14C6706E CD988A9F 3246644A 248B13BB 618C9D81 3B6A9644 E1169A7F DOOEC234 CDO3A374
01F67112 3E65A16F 99FB1915 027F2031 F3FEO9EO E5962BE8 F4A05F28 83706988 4FEF5449A

Y1=
0BBA851D AF4ECEF2 25B27CC6 EF1C5B80 ET7A77329 94B7C216 922963DD 75816C6E 2B6762CA OAEE7D23

08952478 F881B1DA 81BO9F63 6F32A9DF AEAS06CA D30DELSE3 4542C843 52DCABAY9 EA1884AD A5685BDF
8EDFB8A2F BO12A7A2 2F07C4C8 7265DDDB A854174F 83BFA29E C519C9FC 3002A4A6 0050A7D6

X2:

052B4CF9 16462ACE ADAB3220 1556CA3F D11CA47B 8B55086F 25AEOF7D 87E149BE 4EE9BFF2 2EB2A9AT
30EO$¢BF2 19448E3E 5EA3855C CB227FEE F3C81432 7C348579 33CF4A5D 764539E4 8DET74D6A 639EFT75B
10DBPOC4 700B535C F7B8626E 06077DC6 OEEC2B00 A3E61DF2 19DEE937 F062038C 198A34D3 0840C7B4
BFCO$EL11 D814F7D5 58A31925 BDS1EFS5C 04CEBB76 EST7A60E2 598653EA 7FA9B5DC 1AL0E2A9 EABB33C5
C999F1F0 6DO07AE93 ATEAA496 21460D87 3DF3F046 9129BF15 F3344BED B6B817ES5 27A4DEAD 48A0DC74
B1D59PCC5 E781B755 7CC8ECEA BBE29AC2 8D85CD3C 3D97B592 F428C975 24E051CA

OE3E4BFF F58E6F0D 99D305AF C023232A 7B290855 DA20DEBE 78D04B30 FFBESAS1, [GESAE687 04C45121
920A9919 823D5711 ES5F318E4 DO92FDED4 3FF10DC6 3707BABD F94F9F6C BSETECDS A8BS8E27A 7FAES3FE
200D} 72B 23148B57 220E9A99 C1696F08 50FBD981 093B630B D6D6549F 50122B8C BD99715F OEA1B461
BO93A$887 F1DB2D37 D1464B78 5313EBA8 D83660DC 86A99BF5 8ATA8632 BIOB28CFEF 06306EAA 2C884A06
2A590PC6E 254C96C6 FA0454DF 2A1EOF29 B393319F OEOF5241 B86E65ES 58E5CC63 7EC13DC3 1F355F67
45F7811E 8026DE77 FCFD967C D9C6DB73 F1408300 6F5CF1D5 86A35E9% DC790765

Group membership issuing process

445F8AEC 300DCF97 88FCO8A7 6ET7A2C38
51 =
0003944C B4EFCIBC 1B9345C1 ECFFD432 ED9F99BR9“54B8AEAD 3700D233 6F329249 3CB91195 6B4BA2B4
u=
0005B9E3 E744AA6E 8F364E86 6BBSCOELG25E6BSA 11043986 264A9219 0ACBSBBS 8E743307 2127727A
C =
133B]1A42 DCFEC9B9 6931B63D\LEEA686B D04B6EO8 975EF31D 04DFDC8D 1CEA5483 EB861BFC E4FE5DFD

DD44B094 BBS0825F 8373910E )29D0F36B 849514F3 45DE9AA9 213EDASFE 6CO54EEF C409C497 EA355639
1039F6E1 E701283B 8D155763 49A3AFA3 DCFEFD7F3B 797D9D6A B33F6D53 E6B618ES8 884BC737

D =
003B]15D 9906A91B\31B10D73 920821D3 F12DDC38 9FDS8DCB2 29FC33E0 B14FODE5 61DE19B0 4F9445BD
61EFBOEA 530CZ22CB 73089FBD DE1BEALll 895D14F2 1FECCCDD D45DA6GY9F Cl6706D9 B11EEOOO AOOBE518
EOA4§2A5 34866595 BD7B1091 OEFECA6D 861BA676 SCOFA417 6A031F1F 4B1949DF CA4A46E9

vV =

ADO O ESS0—2ABATZE

H
@
P
+

1

n v B ~o Wo b nYak ni ke Mol Ko Walke Kot v NilEe No Wa Lo Y li B Ao Bk oY
p= pra e ap oy T

dn

W =

000ED654 F6672247 AD47BFF2 57F67A95 0CF1B544 9F71EAQOE 4F3182D8 22367784 975100B4 4A5D579E
D' =

003B115D 9906A915 31B10D73 920821D3 F12DDC38 9FD8DCB2 29FC33EO0 B14FODE5 61DE19B0 4F9445BD

61EF30EA 530C22CB 73089FBD DE1BEAl1l 895D14F2 1FECCCDD D45DA69F C1l6706D9 BI11EEO0O AOOBF518
EOA462A5 34866595 BD7B1091 OEFECA6D 861BA676 5CO9FA417 6A031F1F 4B1949DF CA4A46E9
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v' =
ADOOE959 A1ABAl2E F887558D 04D1B667 529ECE62 3726221A 38C2116C F0118D3E

r =

000684F8 CA32C059 5B81CF59 4DS5EDEF59 55E63C05 A457D624 9AA3F0D6 BBBEFA775 F314FFCY9 6CEFFAES84

Sy =

000735CF BASACES2 005CD792 2643BA25 50B2D7E4 49411F11 1F97B6C8 803BBF11l 6E6C0450 99EECH767

k. =

r

000B7DDF D567AA6F 83081001 A230592D 706078A7 37D04810 24F6E542 323ED467 46033 MAA FFAEYF38

k. =

X

000BC74A 86C37A14 8E4434B0 A4C254BA FOA28DEFB 95715AD9 6B534FE5 35297DBC2 E1E4A40E 84DF(DOE

k. =

z
000B566B 9ED799A6 BB8061AF C0338435 0D0377A8 F3CT75E9A 2BE1631E )B45DOFAC 25D6D986 8525KH779
Tl =
06F23C80 5437A50B B83D974E 658BD70F B7063418 54E1E5034D/E33197 AB2A22F6 210FB1DA 12F834E3

B1F52931 22666202 B1C6CA4E BO9EA14A4 0OE8913B9 1D94B36) “862A653A D4AT1EAO 26530FE3 S5FE9K688
FA1AE672 9FCFEO016 51DACO3A BEOC2CS5B 312508AA C44EE86/7 BF3C8087 88A8FFD9 AS57BEAFE

7} =
0991CE1C 6575C5CE FFBC6967 B2AEAD10 AS51DQDi*B56E9DCE 54D37BF3 EFC1F217 C86A0204 53FC4CD2

1E721469 0C3B7B98 9785E03F B20FB7EE 3ECKO54D D8EI9B72A C40C5F18 BEG6EDF61 38DF60F8 3A7EY91C
167ADDOD 4789C399 0327F749 471C431C D8AGY05E B9029BB1 F3E9500C 49E143CB 46537ECE

Ki =
0235E50D 6D5B8298 5997ED82 F142EDUA AC30E35C 3DD88689 70033588 E3285718 D1265C91 FOD74960

6647AE1E 1034898F E437EO0F1 0466A09D 23BE0471 BEO1COCB CS5F79EDC 613733B3 2AEF2A66 259C7159B
435AE85A ACCTDC56 73528770 S¥e5697B 9424E454 B655B617 0D151723 F4665C96 683104FE

K2:
10001B14 B4474D8A 5EADOSBC 7B795DA7 E28CS5DEE 6C9D6BE8 EDD152E7 A870B7A7 56EAC839 7FCCID56

E26342E5 C25D5AE2 ,0A044413 4334142F 4B641407 3ACF0276 E8D74241 9C4CA853 2A9F424E 3827H0CF
179CC3AF E5B3F054 61A27C74 56DA47B3 3FDEDAAl 8B296290 4A1A0CCY9 4775BC93 E166D3F3

K =
0891BT7ES"9IF1FES3 7373AE84 1E78C591 42BC0796 5F0361F5 4ES5ACEF39 B2922EFC 9F843D50 38FAI3CC

C24F88<B SFD824B7 8B89B4AB 7C1C5388 1BES513BC 1C946C94 BFAD98B5 5B960D95 32382813 76104288
61F98€C0 0E4443D6 2DD27A49 7D87E992 9DBDAF4B E126FEEC 6D6F66C8 CDEF31D2C 8C7FCY9AD

C =

6BBA6AC3 D099E294 FF6AOAl6 6F4E470C BOF3C96C 381279D5 5123A7TDE 22FB2A1B

ZT‘=

0005D015 C7FAAS5DA 8A331D22 04E783CB 412444EA CT7CC25F7 ECFFB8EF 1C45264D DCE7EDDD 4A138B66
Zy =
0008DB60 D4B86A68 F88C66A1 1F27A927 9AFESE67 762583A6 3BCDCB06 FFCS8EAEF 351E76FF DA80706B
z, =
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000A2A2C 9F20F63A 6AC48E76 41E064F8 E4EF46A8 1327BE3D 364ACCEE 5F85DE11 0C993886 64D691ES
K1=

0235E50D 6D5B8298 5997ED82 F142EDOA AC30E35C 3DD88689 70033588 E3285718 D1265C91 FOD72960
6647AE1E 1034898F E437E0F1 0466A09D 23BE0471 BEO1COCB CS5F79EDC 613733B3 2AEF2A66 259C759B
435AE85A ACCTDC56 73528770 5F65697B 9424E454 B655B617 0D151723 F4665C96 683104FE

K, =

1000]B14 B4474D8A S5E4DO5BC 7B795DA7 E28C5DEE 6C9D6BE8 EDD152E7 A870B7A7 56EAC839 T7FCCDD56
E26342E5 C25D5AE2 6A044413 4334142F 4B641407 3ACF0276 E8D74241 9C4CA853 2A9F424E 382750CK
179C¢3AF ES5B3F054 61A27C74 56DA47B3 3FDEDAAL 8B296290 4A1A0CCS 4775BC93 E166D3F3

0891B7E8 91F1FE93 7373AE84 1E78C591 42BC0796 5F0361F5 4E5ACF39 B2922EFC 9F843DYQ 38FA13CC
C24F$87D S5FD824B7 8B89B4AB 7C1C5388 1BES13BC 1C946C94 BFAD98B5 5B960D95 323828313 7610A288
61F98CCO 0E4443D6 2DD27A49 7D87E992 9DBDAF4B E126FEEC 6D6F66C8 CDEF31D2C 8CIECSAD

6BBASAC3 DO99E294 FFOAOAl6 6F4E470C BI9F3C96C 381279D5 5123ATDE 22FB2AILB

000AFALC 6F7A904E 1BF01D54 13438E58 3E52719D 9DFICDBE 569888FB EF6E515A AB2515E6 0537CALB
Signature process

messfige m =

"Datg to sign”

] =

0C2CPE28 D59346D8 45ED29ES5 CFE7CBBFE E18CDS73 6966825D 94CC1140 1A529BOF 8CB37561 D79EDCC2
6800p4F3 4724A0FF 73A3A1ES 759452E5 ADFROD73 724493A8 B6A1B221 4E3DF3F3 F1B7225F 1798C92B
8B6849D2 9C671AAD 6873CEC4 84D81E64 42ABOFCE 1601690D 7020B6CO EEB301BB EB66D692

0002¢46A C93BB89C 505E5723 4E320D2C 0437AAT72 2647761F C3941FCO0 7252CA6E 7F96FFFA 48CCB186

0008A1E1l F3D62F50 DFA98B66 063511B3 6F8EE4FA 9FOCD5AB 668FC567 4E3D1028 9D330932 6E17A867

OAAED075 82D3ATET 49A60007 6F5499B5 99749898 25588C4A DF607DBE 5BD7F575 6B61D1E7 E633B39F
1F768CA4 1423A7C6 23FF6A0D 1A838D99 100E0891 C2E98E2E 58AB4369 1E7FCT7E4 4F0D4614 D254C9C3
78AE$SFA BDTATOF5 DO9BAAAEO 2FEDF765 9C69347B 90DF8D45 7CB0C42D EB1700D9 2A79D1F8

T, =

OE244CAE F717ACCA A842CF6E 46F47291 C8CC9692 DAF73BF1 8E99AF16 5EA4746B S5E1FAEC8 BOA4CACB
50140398 FO9C7358F 1AF9C112 C27FC699 48470FF0 6FB24ACC COFI9F347 595C33DC E17EC565 612DBB6A
EOO5AFO0B E6A30084 0C87F1D0 6B5B356B E658BCF1 E1ATE3D4 0E735374 3AD35D1E EB9D3808

R =

04DCF8C3 07861012 A4F9CEFF D3FEECFD 6653FCC8 0A30253F 693C0613 DEC29AF3 2DA63E88 2B94BCF8
30B7CD9B 328C4FDO 75A70BDC 3BB2111F 6F021459 77EE545C OECB280B 613BE3D4 44036ECO 7DB5EB42
96713BAB 30F66A20 99E9DB76 8F5AATE4 Al1668921 AF1BBFF6 AC82D917 1E35E638 6A50F08B

R' =
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03759853
0B67D554
18EA0789

T =
0D4CCC68

C26FFBO7
CF9DA520

71F19A13
76592CF3
ADAS1A93

B34CA281
Cl1C672BA
99123CBB

BOA64FDS8
3060AFA7
F52D1125

03A9277F
49A433F3
324978A5

3960506A
AS5F5FCOD
6D677647

B8BC1CE2
992B2CB2
1A19C6BB

69DDCD58
781901DD
6DESBE20

C5118834
DB960E2D
218A2ACH

ISO/IEC 20008-2:2013/Amd. 2:2023(E)

D6C7B891
6F5D6C24
FEQO774CA

BD91F432
28FCTCAE
E8BE3617

45BBECA7
DC18B580
82B5B5DC

913E8847
16AD6ES]L
69110A36

834C7802
3738A892
C34EEES82

£E6284255
1B9DE20D
AB804BCC1l

94AF5738
BBO9BF2E3
A2DT7FF84

383ABBCA
BES032B0
A92195C3

58D2946B

44C01

250

8ADES57A0

A7784

006

T'=

1216EFBC
B7393AD0
53DBC3E2

Cn =

TF9BA86D

p =

335F37F0
C31EBET7S5
9CB75E79

285BB773

6BFB3EA3
ATT75BFF2
BEE6288B

E4085B8A

0001BBEF 872780BD D763A3B1

Verification process

Rll =
03759853

0B67D554
18EA0789

T'l -
1216EFBC

B7393AD0
53DBC3E2

TF9BA86D

E9

71F19A13
76592CF3
ADAS1A93

335F37F0
C31EBET7S5
9CB75E79

285BB773

BOA64FDS8
3060AFA7
F52D1125

6BFB3EA3
ATT75BFF2
BEE6288B

E4085B8A

FO5FDDB2
OD58EALF
FBE3D7BC

23DEA69C

A1B5SBCEC

3960506A
AS5F5FCOD
6D677647

FO5FDDB2
OD58EALF
FBE3D7BC

23DEA69C

Add new subclause E 9 as follows:

E.9 Mechanism9

The groups Gj ,) G, and Gy are constructed by using the BLS-462 curve defined ISO/IEC 15946-5:

D.3.3.

Thiscurve is defined by the parameters:

=/~ 277 + 250 + 233

C2BD165C
ADF812F9
C8350455

B1670442

090DS07D

69DDCD58
781901DD
6DE9BE20

C2BDI65C
ADEC12F9
C8350455

B1670442

FD7F700A
B9681F58
6407D3DE

02520155

811BB727

D6C7B8IL
6F5D6024
FEQ774CA

FD7F700A
B9681F58
6407D3DE

02520155

9AA47985
008ECD9A
FBEFB7DOA

72A45688

771CODAP

45BBECAT7
DC18B580
82B5B5DC

9AA47985
008ECD9A
FBEFB7DOA

72A45688

92B1243F
E987566A
E3BDCO93F

2F611E9E

B1216A2D

834C7802
3738A892
C34EEES82

92B1243F
E987566A
E3BDCO3F

2F611E9E

TE790E18
55200402
107EB4ES

60A45167

94AF5738
BBOBF2E3
A2DTFF84

7E790E18
55200402
107FB4ES

EBF6Y
58EA(

66724

58D29
44C01

FBF6Y
58EA(Q

AC8
AFB

6C8

46B
250

AC8
AFB

p022,

p:

1555 5545554D 5A555A55 D6941493 5FBD6F1E 32D8BACC A47B1484 8B42A8DEF FAS5CICCO
0OF26AA91 557F0040 00200005 55554AAA AAACO000 AAAAAAAB

a=0
b=4

(uncompressed) G =

023EEF43 38128200 BFS5BF4FE 4BB7934B 9DFB4DB5 B8D3590C 01362DB4 040672C0 8172E8CE 3795B85F
1D89DDBFEF CCO047A20 E4D33AAE 107E127F 4EC2039E CE0C0947 FEB77E57 8B058D1D 4D57E0A4 769D50A0
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22FCT4EF D181D31F A66BDFCE 38A80BDA B1B73B90 E59CFD7B 1402BC10 B4B912C3 F433F34A

n =

FFFFF F7FFFCO1 80017FEO 5FDOOOE8 01FCO17F FC800011 O0007FEF FFEFFFFC 00000000 00000001

(cofactor) r =

1555554 FFFFD55A AAB01556 AAATFFFE AAAAAAAB

In th
F(p
p®).
SHA

Key i

P1:

023E]
1D89
22FC

P2=

05D7
8E2C
C36F
0B17
2BC3
BC98

X =

1257
904F}
3198
6ECO
1BC8
047F

Y =

07CF}4
FA82

p following numeric example, P in G; is represented as P.x || Py, where P.x and Py are elements in
). In the same way P, in G, is represented as P, .x || P,.y, where P,.x and P,.y are elements incK {

D56 is used as the underlying hash function.

peneration process (Group membership issuer key generation)

604 DCS5A2ACE BB955263 0E274523 C8BF23D3 361862B6 505E5349 CBS572B4€ 82E5D517 360B4658

6B6 865B86F7 F8FA614E 12254EDE 05E04C55 70E3984A ETET7749% O9DF654B BAFT72CCD 19F03064

FF43 38128200 BESBF4FE 4BB7934B 9DFB4DB5 B8D3590CG, 0N362DB4 040672C0 8172E8CE 3795B85F
DBF CC047A20 E4D33AAE 107E127F 4EC2039E CEO0CO094/N\FEB77E57 8B058D1D 4D57EO0A4 769D50A0
[4EF D181D31F A66BDFCE 38A80BDA B1B73B90 ES59CED7B 1402BC10 B4B912C3 F433F34A

191 145C880D 428796E8 CS5F45F4E ODBCFA3RWVFBEC80BB BDOB52B2 DAFFA29D OCA2AEFF F23A4E9D
B83 D1AB0935 1EFFATAB 256BE294 2EE81GES8 FF40EEA4 537DC516 11128F1E A2A28DFF E1C5FAS59
004 0069E915 1272E89E 3B565460 0328730 BDF1495C CEE1220E BS5CEFD3A3 658C672C 15094CE2
C08 B8E91CA3 3A298EAl 6A77C8BB 9BCO0C1B 31AA0C44 E45AEFCA BE8387AE DACD824B 62EA6887
F1B8 B8T7ECLFO 94FCC273 114BO5DO(CED46F901 EC8AL15A7 0215A989 BA2F7998 50659059 6008D58A
4A4 73DC5527 08327B63 99A0C680%772D1308 DA374C69 C29403ED D4573F1E

198 72120B12 CED3ESEA B0413765 E200983D O0F53C255 374E0A3B D66934C2 B2321523 D6D83864
E52A 1689315E 73B61B197A13B4374 4E7911FC 7700B52C CE6B234E BA3COESD 71AF4761 DAESB3EL
158D 10A704BB 9EDRF233A D81CB64A 842E5D58 BD8776A4 96DD4EE1l 36790CEF D4ES8D843 0512B1CD
b133 B2147E78 7¥58BF42 BEBT79FF8 476EACE3 835EA421 FC14D870 542AE488 F31529B8 8553B892
FEA 4C023166(47790C2D EBFO09EO E2011D86 7B791DDB B8998C5D BI9CC4FT7B 2B13F7E8 T7CBYO4FB6
28A 554311HE 3BOE3282 6FI1BF222 A6B43960 A22544FE 75B76C61 3C9CC805

\2EED283DB5A 49B539F2 235D8D1E B180851D 560523AB 1296EBBO D3289452 104EF9E8 54E6833A
2€x~¥49B267F D8AD11B8 F8F2C1FD 96E51481 7A2C24C5 FDD3F6C7 7A6EEDSA B11EFO02A FD73FDS5SE

OBDF

F 105 261D7EDA 9F98C3AS5 78904879 78BI9B97C F62704F1 AF549582 DBADI11EO 0773FA4B 07189024

1CC8FA45 TE20F037 83A6460D 85D19791 FBSA4ABl1 8CCLl8FE8 BB95722D F8C252BB 240DADSE 8787BE99
7EB52600 3349BEC7 70A5D92C D38D151E 962537FD 1D41028C 2D39EDBD 8F18CF49 DE2B8784 A3F2ECB7
370816E8 E7736042 BB001583 17FBC4C4 9DCB76F0 E2C19989 7ECD6926 152FFD6B

Key generation process (Group membership opener key generation)

a =

00O0ACC46 870B64A2 BC56324D 5C635932 B1896AE3 CEE17C28 616A6121 28FD7CEF3 842B5A02 455AA300

b=

18
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0005E187 142B75EF 99F63979 D46ABCS5D 56C1D1E1 31D100AB FO017449E CABSEFT70 764B094F 4C10C421
A=

0218EEE7 0937D1AE 9AA81CAF AF5C6891 09AE6171 F33695C6 2902D100 667B87E9 813C1l679 652650CC
32BF6968 96088DA6 9B3BBCE2 2C027596 14BF0C23 A027DC75 6ACD8817 C54B6C27 ClD61B45 CAEESEBE
C3574881 8BACIF18 AFC3C20D 6574F856 06A036B1 38457EA2 2D7CY9ADE 9E2CAE70 3F2B1F66 147E4B9D
30CD75BB 6CE5737A 6A56B0D2 29283DEA 9336DF2F C5A1EED3 314B8EE2 349C0491 BD51569D 7A793529
02A81669 11676EC8 BD197F12 S5F200E1B 7AE79BE3 7BB2C5BA AD6F213B 1D72C4FD 07F5048D 89C04737
9BOAFS5AF 59FDB062 D6ES05D4 FI9BC3D34 AD2E3408 C64D8C60 ET7EC8630 7ES5405EE

B =

01FDODF6 C9214ESB A6A650A2 407FF8A9 FFESCT720 E66FA61B 529B2415 37227F23 9E0518EY (€587(DE2
7046938B 4524F66C 2E904A13 50DB4EOC B1AD048C 3FCC2EF3 3F5DE7D5 41721930 C592F{H4 D4FO01B3B
A1A28C3E 1EEFAODC 93818EOB 8586AA54 1BEBF53E 432FCAB2 60C5785E 74DBBE15 D4FEDOBS 009047B3
49C464F6 82D3F213 COBEACEY9 B74FC508 BO019596A 34C79A39 T7A261413 7193FASE LISFD842 F39DJC1B
EC70E932 3D3FDE2C 735907BA AS5AEODBA 439FB7F3 9443F7DA 3DDS9E149 ESAFADOQ,QC95CS95B 054EHATC
F400D27A 13B8794E 00C04118 66DOESEB 1F94E3F9 5D11EE51 FCAO2E1A 1E2FT7F66

Group membership opener opening key
a =

000ACC46 870B64A2 BC56324D 5C635932 B1896AE3 CEE17C28 616a6121 28FDTCF3 842B5A02 455AA4300
b=
0005E187 142B75EF 99F63979 D46ABCSD 56C1DIEL1 31D10(AP F017449E CABSEF70 764B094F 4C10d421
Group membership opener public key
A=

0218EEE7 0937D1AE 9AA81CAF AF5C6891 09AE6171 F33695C6 2902D100 667B87E9 813C1679 652690CC
32BF6968 96088DA6 9B3BBCE2 2C027596 14B¥0C23 A027DC75 6ACD8817 C54B6C27 C1D61B45 CAEEHFBE
C3574881 8BAC1F18 AFC3C20D 6574F856_ 06A036B1 38457EA2 2D7CY9ADE 9E2CAET70 3F2B1F66 147E4BOD
30CD75BB 6CE5737A 6A56B0D2 29283DEACN336DF2F C5ALEED3 314B8EE2 349C0491 BD51569D 7A793529

02A81669 11676EC8 BD197F12 5S5F200ELB 7AE79BE3 7BB2C5BA AD6F213B 1D72C4FD 07F5048D 89C04737
9BOAFSAF 59FDB062 D6E9S05D4 FI9BCSD34 AD2E3408 C64D8C60 E7EC8630 7E5405EE

B =

01FDODF6 C9214ESB A6A650A2 407FF8A9 FFESCT720 E66FA61B 529B2415 37227F23 9E0518E7 C587(DE2
7046938B 4524F66C 2EQQU4A13 50DB4EOC B1AD048C 3FCC2EF3 3F5DE7D5 41721930 C592F1E4 D4FO01B3B
A1A28C3E 1EEFAODC 93818EOB 8586AA54 1BEBF53E 432FCAB2 60C5785E 74DBBE15 D4FEDOBS5 009047B3
49C464F6 82D3F213 “CO8BEACEY9 B74FC508 B019596A 34C79A39 T7A261413 T7193FAS5E 175FD842 F39DYC1B
EC70E932 3D3FDERCY 735907BA AS5AEODBA 439FB7F3 9443F7DA 3DDSE149 ESAFADOO 0C95CS95B 054ERATC
F400D27A 13B8/94E 00C04118 66DOESEB 1F94E3F9 5D11EE51 FCAO2E1A 1E2FT7F66

Group membership issuing process, by User (steps a to g)
Si =

0008C392 9FB3FCE2 5F32AC12 C5453738 EAABO9A43 673FB71C C427CDE2 FEFD754B E342A391 FT74CHFFEF

1
000D1D99 4C806081 1B393F57 CCC1487D 52C595DB 9C1E5944 5B60E119 357A3020 FEES5A5A 1433F1FO0
vV =

0005032F 9006BBE2 01404A42 9EB25D02 7BE56406 711EF075 C8A037E5 0915B769 C6444E3E 5B119DBB

k. =

N

0000F98C 5BA21D6B E7044477 88683F64 73D42A00 8F4207D0 09FB4232 23E12FE4 86699DFB 9F195910
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k =

u

0006285D 23FE1144 ES5814EB1 ACC57970 OBAS562EE 8793117A 4521502B 9C642A81 F5B6F960 16D83DB3

k. =

v

OOOADD31 D725F262 S9F8D66CE DBEF67DCA 07631DCE 6419CD3C 8E72AE66 FABA9B4A C4DA84A9 66AB9880

09E197C1l A1A443F8 CF5D096D 068825C0 FAB8CFEF6F 0711774D AE144464 7BO1DF1D E9A0C887 324846FD
506A%196 7F50905E 5356F705 A82B7863 55E503ED B3322A99 6AA5B54F 855C9EL1S5 7938D924 TA337DES
COOBBEL8 2EBSBEFS8E B93D31E7 72A6D658 FD39998A 0C66AC02 7C23CD57 5214DDE6 C5390DA4

03D49577 C6AF338B 48426FBD 7TE6CEOFD 5A4182EF 9ED7E918 480F2654 AC371009 8EB6B80E™2324D20C
199AP9BC 6E64AABE 66CD3110 7209481E D3310EB3 08BF825B EE04DDFD A4421COB 6BD75F99 DBFA3249
36A1¢472 10331473 7917A1C2 A3447E54 OF6ECE77 B539792D 75D634C3 270A1F81 365CA399 1491DCO8
9D1FPO4F FOOBCD78 BE38D5F4 B622ABD2 2AFAEOE3 7D13460B 6EC83996 9ED25B4F 4489FDDC 842DB5AB
3DA8PC29 58382773 03CD330A 04A90F95 6F75A534 FD770F9C C3E22255 1E48CECAA831CI1AE 8401F695
791D¢B4D ABACT7C45 BC358D70 S5FF1EB56 30B1E8D1 FEF553090 8F7A205A 8C4A59AD

(:1:

0175B2E3 B1EB724D AC333A2C 1489C823 180CE55C 456COBEC 5F37CFC8 BZED733F 9868CEAl FDCF1456
BAFE?844 348BA116 1EF1BBO1 229DDOEO E6500498 2BOA0575 750038B8~0DE962B7 5CC504E9 CACCB39C
3ED1]1071 043C304D A109BF56 ACS52FBD2 1D3831F5 E2E8A52C 22CDEOBE 9F2FFE08 E0553124 OFAE48A9
0400p301 3BBDB934 DS5DDB75B 0916CA45 BBEFB0023 8CIlCEFBOE 7EWE43B4 8BFA0557 8B7BOE29 435DDE32
80DCHBAO 95F2A821 2D1B84BA 0B44032F 49D8A37B 75D3FF31 €AA2615B DIEE1D63 BO9SEFCEE 74CC5E3B
9518PACO B837D198 DS8EECL7F B8F833BA CC20CF26 FC1l157924B32AC29C 7C2FC9B1

C2=

005339C6 B77BD37A E2DF9815 207556A0 148345D9A92E2414 CE59322C 61CCBAT78 2C6BE169 A564D146
ESF29152 FO05D4B50 F6A3BF92 6277799D EA380425\0D677BFA 1EF76F9B D2BE6396 CEAFA24D 7DC5B4DD
BOAGR138 2F82B698 E6CD2F6C C2FA62F5 64D85ESE OF4E4AC3 6E96A5BC 87FI9CEFBY9 F66D8385 0602FAEC
8B1B$847 DA292C54 D2AB87D8 252B20FA 4119BF59 FT7C44FBY9 653C413E C89250B3 C2D1205A E3E07CC3
4F6EB207 8509EESB 091AFF92 CFKF330258 F89BE671 956452B4 9D6EB824 S8EF3E5B1 BC712B81 A4FCEABS
A60APAF7 ES5D3648F 814EF6B3 DI1IAA23A4 3680011EA F2A547C5 ED39C887 13CD87BS8

63:

OASE$9BC AEC67CE6 71F7CD7C 80§304F0 EDB58BD4 B7056C2D 6E543456 124E9C8D EBD8781A 81C36781
2A49B85C FCE992FF 04666CF2N\4445010A 4F8706AC 6E1B4FFD 991DCA6A 44ACB8CE ADDI91ABEF CE9EOCEF
32A2p0D5 BDAIAC6E BI1FACC8R_9AF77262 D4C2FE6D 9DBAB456 BDD66F8E 2DDEF704 9111ECBY9 125D7AB2
FCDOP135 CC19DE72 T75A1QCEE BAE23FA2 48257594 A20AC389 8CBFEAAA E063AE80 3ADD7E47 0FB6C630
41F8A599 C5CBBD82 DEG2EB11 0DC8120C 05A05B2E 3E10A298 70EE2209 C2D231CE 0D45B547 DDOEO23F
E88AASB4 7258F1A3 150B1CCO A0250181 D517001C 91FA87DF 1DODB67D 1D2A777A

C4=

11AEPABC 48ED1B64 60920F55 6F84D71D 3C269BE9 0C5B6D02 6179D68E EB3FE11l6 7935EF1B E7251890
971E$A6S FAAL9723 DCBEB4B4 A4319FCC 42C406B8 05B309A4 B4818CT7E CEF56E26C 9B44A562 DDEF16C3
9DCDA1ED\ 1497B3DD E6D07284 402B92D4 EAF7131A AO01811DF 65322530 23E29528 1F08DCOC 10B1D24B
3C631R7H,CO06FICD8 81087E86 41116907 9191C8CC EC96BEB4 958F5B41 B65EEOB3 63BOAFDE C7B993A8

C 0 DF be82—F43 A A 0R—FA RO R+ 9A e F—H4 e 9P R 0032 643542 300 RA BP9 A 03 +—4AF38-6-64
JTT J A S 25V WO AV A R Y . W A 7 AT s e T TTCnU o TTUUToOZU Lo ToUI2 o vuDnDonD O =3

B379CA09 52E37AB7 DETEA61F 3B5A99CY9 1065166B DBE3B8D7 4CF2C563 OCDDB3AS
K =
154ABC6A 027C2127 9294EE43 808865FE OE70EFA3 00851AA5 9CEE1412 4F4B03A4 9C911827 E286E624

917C23CC 9F654C4C 7754ED33 4188073F C537014C 72115AD4 6DF73552 55568884 4CES53229 91F77EAF
9BC60EEA 29BAEBE6 55AF5367 5B50CE1A FDADS557A D588D7DE 468EOCAD 665D6D8B 876A0F20

K1:
0070C20D 19040ACD FB18F89E 2E46E680 BA888841 1DE2D5F8 05D36FA0 351B54A0 86B7281A 31D3087B
BO680ESB 34629EA2 4A91BB6A 38E78913 3E1702D0 50FB66D9 304E2B45 E5BC69ED 6A17BF67 D6D28CD9Y
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DDF18E24 5CD47165 28673F7E FF62BDA6 3E8C5440 3FCFKF3419 EF34EEF9 9784782B 648D1DBE OECF1D5A
87867CB1 8EA60C89 87F606C8 FFEB73CA 487F0869 40D69D81 A128A0AD 7DE6FI9BEF 84E1874B FI9DI9DED5S
S5EDFAG6ES 5CA4D884 573B4097 00980D45 B240DB7F F2659CEA 44872D91 77A3A034 AF996742 DS8AEBOCTY
3E2D9CY95 894FFA81 23CEAB2D BEE9562B 20D034DC 8CAA6290 9CF26051 2587023E

K2=
112C496E ES5A510B9 460C804B F3B4A3EC 2E2554D0 3C2C32A1 6D76224D DE8B51B8 BOAF1IDCA 1C949114

30CAAS5F0 D6D2FDA8 D7FC7558 017F665E 523A05DE A85163B2 2DFODCD4 847291D6 FADAO8F4 996F1DAS
3DCY920A7 DACS5AA41 71273360 D88796C2 D759372D A39AD3D2 DDO2A3DF 330CF7CD FB2C58F4 01BFC29E

72560D30 399D1940 CDB7CB02 291C2C0OD FA3C26BY9 D39BC1B6 1720B12A DD1D9448 87CE43E2 524274AES
6AEC52AC F6365707 CD89F88D DSF30AEB F59EFB10 2403403E F7DDSC8A 71091523 04169289 23EEIDBB
C3029064 FBD3D850 EO07A8C58 B94C2C47 F6AOCA55C 3D6C8D50 9D137DOC 8CBO9A96

K3:

03923388 FB35977C 9FE41ED8 F2391065 D6316795 AFA4729A FC312E77 26C6B78E GEE33979 BB579497
4281F9D8 B48B81BY9 788ACI1EE 73DES308 8CC80062 05BBF7EB BD70212E C83DC3E2,1ED6C78C 66050E39
6E702E99 71C80C4A AB15C2DD 267B51D4 E6532E03 F79280E6 OBS5B34BD 07876662 .AB1724CD 03720AE7
DO9EDEFC1 4E37BFF6 13024E06 19FC9519 AD1B9353 3ED696B8 AA80CDEC 47729A91 3085573B ACCOE993
DD4EAO14 6E2F3BBD F620CBOE DBSFOEF9 43202701 05D0C863 BBATAl48 2B248266 69A4C326 3C494294
8A409AB5 6FOA29F7 41F5CO9BF 1E691DC5 F3ECC43D A2495C8A C3C17A1C DOAADTFF

K4=

14CA8575 TECFC836 A11A41A7 441F391D CE38902E 1D24C3AF 6BDDO3C8 C8EF38D9 821F3101 B1leE(D77
10E350CF DO3050F9 EE84E35A 37DAFA81 C9A81535 7610CC98 /7AES535D 9D0C2082 03C936F9 E463381A
430C9738 AB5CEFB3F 80C4BD64 621E48A7 011C2240 6151CT7TFONO51579CC 74934491 239AECE2 OFABYOCE
54D55DB1 EDDA96BC 73A67680 71329A60 037F414C AA682¢30, '08068B76 70CA532D 6DFAFE4C 82D44289
A5227DCF 3EBB999E O0BE310D8 B8961242 7C156295 D4BADCPFE 1F340D24 7E057DBA A733E3BD E15B465F
AQ4264BA 48EB9FE9 Al14E7103 AT0AS55AE EBSF97AC DGBB82CD5 85C15648 A36CD537

Cc =
C21CC732 T71BC695B CO9D6B2A5 DB58BC2B E18DIEA2 D5880474 15B12880 FA7D3710

Zg =

0006A531 52DOEEE2 4329787C FACA9404 18ECE765 DBD3ES07 D7270767 2D018D44 339809CB 1210}E1C
63A6C34C 9A1043E1 62EA7D1D E56FKAE21 58105132 EFBC6C85 1D6531CE ET7AF2200

Zl,l:

000S9F1E7 9D556D4C EEO08XJAU 3F86A966 22FD79BY9 6ACE239D 96496E3B 11B7CE15 BED7A36C C581HFE4
52322ABD 338728B5 09B2A623 A4B5464F BA12081D 40F38F43 6EE308FA 0541ECB3

Z, =

0003CCFA 4ACHAD?S 94A391FC 071DB29D F13A6473 0OBO57E29 51DC3F79 96B881CFEF 33321F95 A922HCES8
93A44DC3 61685307 7DC56852 8F925C30 62818382 0282FA85 9EQF8F42 82FT7A130

Group membership issuing process, by Issuer (steps h to o)
K'=

WSAABCGOA 027C2127 9294EE43 808865FE OE70EFA3 00851AA5 9CEE1412 4F4B03A4 9C911827 E286H624
917C23CC 9F6A54CAC 7754FED33 4188073F C537014C 72115AD4 ADEFT735652 5565458384 ACER3229 91F7ARAF

9BC60EEA 29BAEBE6 55AF5367 5B50CE1A FDADS557A D588D7DE 468EO0CAD 665D6D8B 876A0F20
K1=

0070C20D 19040ACD FB18F89E 2E46E680 BA888841 1DE2D5F8 05D36FA0 351B54A0 86B7281A 31D3087B
BO680ESB 34629EA2 4A91BB6A 38E78913 3E1702D0 50FB66D9 304E2B45 ES5BC69ED 6A17BF67 D6D28CD9
DDF18E24 5CD47165 28673F7E FF62BDA6 3E8C5440 3FCFEF3419 EF34EEF9 9784782B 648D1DBE OECF1D5A
87867CB1 8EA60C89 87F606C8 FFEB73CA 487F0869 40D69D81 A128A0AD 7DE6FI9BEF 84E1874B FI9DI9DEDS
SEDFAG6ES 5CA4D884 573B4097 00980D45 B240DB7F F2659CEA 44872D91 77A3A034 AF996742 DS8AEBOCTY
3E2D9C95 894FFA81 23CEAB2D BEE9562B 20D034DC 8CAA6290 9CF26051 2587023E
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