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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.

Internationdl Standards are drafted in accordance with the rules given in the ISO/IEC Directives)H
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Introduction

Digital signature mechanisms can be used to provide services such as entity authentication, data origin
authentication, non-repudiation, and data integrity. A digital signature mechanism enables the holder
(or holders) of a private key (or keys) to singly or collectively generate a digital signature for a message.
The corresponding verification key (or keys) can be used to verify the validity of the signature on the
message. A digital signature mechanism satisfies the following requirements.

— Given either or both of the following:

— the verification key but not the signature key,

- aset of signatures on a sequence of messages that an attacker has adaptively chosen,

it should be computationally infeasible for an attacker:

- to produce a valid signature on a new message,

- to recover the signature key, or

— in some circumstances, to produce a different valid signature on a previously signpd message.

— It should be computationally infeasible, even for the signer,to-find two different messgges with the
ame signature.

wn

NOTH Computational feasibility depends on the specific security requirements and environmgnt.

Anonfymous digital signature mechanisms are a special type of digital signature mechanism. In an
anonymous digital signature mechanism, given a digital signature, an unauthorised entity, ncluding the
veri}::r, cannot discover the signer’s identifier. However, such a mechanism still has the pgroperty that

only @ legitimate signer can generate a valid signature. For authorised entities involved in ai} anonymous
signature mechanism, there are four different cases:

a) dmechanism involving an authorised entity that is capable of identifying the signer offa signature;

b) dmechanism involving an authorised entity that is only capable of linking two signatures created

a
By the same signer withoutidentifying the signer;

c) amechanism involvingboth of the authorised entities in Cases a) and b);

d) amechanism inyolving neither of the authorised entities in Cases a) and b).

An ejample applieation of anonymous digital signatures is to achieve anonymous entity aufhentication.
Anonlymous entity authentication mechanisms are specified in ISO/IEC 20009.

As is the case for conventional digital signature mechanisms, anonymous digital signature jnechanisms
are bpsed.on asymmetric cryptographic techniques, and involve three basic operations:

— aprocess for generating private signature keys and public verification keys;
— aprocess for creating an anonymous digital signature that uses the signature key;
— aprocess for verifying an anonymous digital signature that uses the verification key.

NOTE A private signature key is also known as a signing key or a private key, and a public verification key is
also known as a verification key or a public key.

One of the major differences between a conventional digital signature and an anonymous digital
signature is in the nature of the public keys used to perform the signature verification. To verify a
conventional digital signature, the verifier makes use of a single public verification key which is bound
to the signer’s identifier. To verify an anonymous digital signature, the verifier makes use of either a
group public key or multiple public keys, which are not bound to an individual signer. In the literature,

© ISO/IEC 2013 - All rights reserved \%
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an anonymous signature using a group public key is commonly known as a group signature, and an
anonymous signature using multiple public keys is commonly known as a ring signature. The anonymity
strength (i.e. degree of anonymity) provided by a mechanism depends upon the size of the group and the
number of public keys.

Like conventional digital signature mechanisms, the security of anonymous digital signature
mechanisms depends on problems believed to be intractable, i.e. problems for which, given current
knowledge, finding a solution is computationally infeasible, such as the integer factorization problem and
the discrete logarithm problem in an appropriate group. The mechanisms specified in ISO/IEC 20008
are based on at least one of these and other similar problems.

ISO/IEC 20008 cpnriﬁ'nc aRoNYMOous r‘igit‘q] cighahlrn mechanisms._ This part’ of TQ”I/TFF 20008
specifies prihciples and requirements for two categories of anonymous digital signatures mechagisms:
signature megchanisms using a group public key, and signature mechanisms using multiple public|keys.
ISO/IEC 200P8-2 specifies a number of anonymous signature mechanisms in the first categary.

NOTE If 3 business need for the development of mechanisms of the second category is discavered, thenfa new
part of ISO/IHC 20008 should be added, which might, for example, be entitled Part 3: Mechanisms using myltiple
public keys.

The mecharnisms specified in ISO/IEC 20008 use a variety of other stahdardised cryptographic
algorithms, for example, as follows.

— They cah use a collision resistant hash-function to hash the message to be signed and to comhpute
signatuies. ISO/IEC 10118 specifies hash-functions.

— They cdn use a conventional digital signature mechadism to certify public keys when|such
certificdtion is required. Conventional digital signature mechanisms are specified in ISO/IEC[9796
and ISO/IEC 14888.

— Theycanrequiretheuse ofaconventional entity authentication mechanism, ifthe entities perfofming
the mechanism require the data communicated as part of the mechanism to be authenticated. Entity
authentication mechanisms are specified indSO/IEC 9798.

— They cap require the use of a conventignal asymmetric encryption mechanism, if some infornjation
of the erftities involved in the anonymous digital signature mechanisms is required to be encrypted
for the gurposes of privacy and confidentiality. Asymmetric encryption mechanisms are spetified
in ISO/IEC 18033-2.

Revocation {s defined as ‘the-withdrawal of some power or authority that has been granted.” In the
context of cqnventional digitalsignature mechanisms, it refers to withdrawing the power of a signing
key that hag been granted. Typically, a Certificate Revocation List is used for this purpose. Shch a
list specifieq the certificate or public key corresponding to the signing key that needs to be revpked.
A verifier can check{whether or not a given signature was generated using a revoked signing key by
checking thqg Certificate Revocation List. A verifier can also generate a personal blacklist of publiq keys
as a local reyoeation list, and can then reject any signatures generated using a key corresponding|to an
entry in the list.

In an anonymous digital signature mechanism using multiple public keys, a public key can be revoked in
the same way as in a conventional signature mechanism.

In an anonymous digital signature mechanism using a group public key, it is possible to revoke three
different levels of authorization granted to an entity or a group of entities.

a) The entire group can be revoked.

b) The membership of a certain group member can be revoked. As a result, the revoked member is no
longer authorised to create a group signature on behalf of the group.

c) A signature verifier can revoke the authorization for a group member to create a certain type of
anonymous signature. After such a revocation, the member to whom the revocation applies might
still be able to create other anonymous signatures on behalf of the group.

vi © ISO/IEC 2013 - All rights reserved
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Information technology — Security techniques —
Anonymous digital signatures —

Part 1:
General

1 Scope

This part of ISO/IEC 20008 specifies principles, including a general model, a set of.entities
procgsses, and general requirements for the following two categories of anongmous digif
mechfanisms:

a) signature mechanisms using a group public key, and

b) sfignature mechanisms using multiple public keys.

2 erms and definitions

For the purposes of this document, the following terms-atid definitions apply.

2.1
anmlmous digital signature

signature which can be verified using a group.public key or multiple public keys, and whi
traced to the distinguishing identifier of its Signer by any unauthorised entity including t
verifier

Note [l to entry: Anonymous digital signatures are also known as anonymous signatures or
signatures.

2.2
anonymity strength
number derived from the probability that an unauthorised entity can correctly determ
signefr from a given signature

Note ] to entry: An.anonymity strength of n means that the probability that an unauthorised entity
guess|the true signer from a signature is 1/n.

2.3
collision-resistant hash-function

a number of
al signature

th cannot be
he signature

imply digital

ine the true

can correctly

hash{function satisfyving the following property: it is computationally infeasible to find any

two distinct

inputs which map to the same output
[SOURCE: ISO/IEC 10118-1:2000]
Note 1 to entry: Computational feasibility depends on the specific security requirements and envir

24
data element
integer, bit string, set of integers, or set of bit strings

[SOURCE: ISO/IEC 14888-1:2008]

© ISO/IEC 2013 - All rights reserved
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distinguishing identifier

information

which unambiguously distinguishes an entity

[SOURCE: ISO/IEC 11770-2:2008]

2.6
domain

set of entities operating under a single security policy

[SOURCE: ISO/IEC 14888-1:2008]

EXAMPLE
security polid

2.7
domain par
data elemen

[SOURCE: IS

2.8

evidence of
data elemen
which is an ¢

29

evidence eV
process whi
and gives as

Note 1 to entr
have previous

2.10
evidence ev
entity which

2.11

group
set of entitie

Note 1 to enty
is created by

2.12
group mem

Public key certilicates created by a single authority or by a set ol authorities using the
Y.

ameter

which is common to and known by or accessible to all entities within the\domain
D/IEC 14888-1:2008]

binding

which demonstrates the cryptographic binding between €he’signer and the signatur
utput from the group membership opening process

aluation process
Ch takes as inputs the evidence of binding, the.group signature, and the group publi
output the result of evidence evaluation: valid’or invalid

y: The group signature input to an evidenceevaluation process must be valid, i.e. the signatur

ly been successfully verified using the greup signature verification process.

aluator
checks the validity of the evidence of binding

5 operating undef a'single membership management policy

y: A group includes multiple group members and each member has a membership credential
h group mefmbership issuer as part of the group membership issuing process.

ber

same

b, and

c key,

b shall

which

entity which

has’a group membership credential and can create a group signature on behalf of the §

P roup

2.13

group member private key
private data element which is part of the group member signature key, specific to a group member and
usable only by the member in the group membership issuing and group signature processes

2.14

group member signature key
set of data elements specific to a group member, consisting of the group member private key and group

membership

credential, and usable only by the member in the group signature process

© ISO/IEC 2013 - All rights re
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2.15

group membership credential

data element specific to the group member, rendered unforgeable using the group membership issuing
key, and usable by the group member in the group signature process

Note 1 to entry: The group membership credential is also called the membership credential.
Note 2 to entry: The group membership credential is part of the group member signature key.

2.16
group membership issuer
entity which creates group membership credentials

Note ] to entry: The group membership issuer is also called the group issuer or the issuer.

2.17
group membership issuing key
priva]lfe data element specific to a group membership issuer and usable only. by the issuer|in the group
issuing process

Note ] to entry: The group membership issuing key is also called the group,issuing key or the issuing key.

2.18
group membership issuing process
procdss which takes as inputs the group membership issuingkey, the group public key, the jgroup public
paraIeters, and optionally the distinguishing identifier,,and’ which gives as output the grpup member
signafture key

Note ] to entry: The group membership issuing processis.also called the issuing process.

Note ? to entry: The group membership issuing pro€ess is also referred to in the literature as the group member
joininig process or simply as the joining process.

2.19
global revocation
grou;llll signature revocation process”which, by updating the group public key, other group public

paraimneters, and/or revocation dists used in the group environment, has the effect of fevoking the
signafture keys of some previously legitimate group members, who as a result become illegjtimate

Note | to entry: A revocationlist used in a global revocation process is also known as a group glohal revocation
list.

Note 2 to entry: Group-member signature keys might be updated in the global revocation.

2.20
group membership opener
entity which determines the identifier of the signer from a group signature

Note 1 to entry: The group membership opener is also called the group opener or the opener.

2.21

group membership opening key

private data element specific to a group membership opener and usable only by the opener in the group
membership opening process

Note 1 to entry: The group membership opening key is also called the group opening key or the opening key.

© ISO/IEC 2013 - All rights reserved 3
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group membership opening process
process which takes as inputs the group signature, the group membership opening key, the group public
key, and the group public parameters, and which gives as output the signer distinguishing identifier and

optionally al

so gives evidence of binding between the signer and signature

Note 1 to entry: The group membership opening process is also called the opening process.

Note 2 to entry: It is required that the opening process takes as input a valid group signature, that means the

signature has

2.23

already been verified successfully using the group signature verification process.

group public key
public data ¢lement which is mathematically related to a group membership issuing key, and wh
involved in the group membership issuing process, the group signature process, the group:sign|
verification process, and optionally in any other processes of an anonymous signature mechanism
a group public key

Note 1 to enty

2.24

y: A group public key can be updated in some mechanisms for enabling reydcation.

group public parameter

data elemen{
involved in 9

2.25
group signa
data elemen

2.26

group signa
entity whichj
the same sig|

Note 1 to enty
Note 2 to entr

2.27

group signa
public data
signature pr
required

Note 1 to ent

Note 2 to ent

which is specific to the group and is accessible to all entities within the group, and wh
11 the processes of an anonymous signature mechanism using a group public key

ture
resulting from the group signature process

ture linker
determines whether or not two anonymous signatures are linked, i.e. they were creat
ner

y: The group signature linker is also called the linker.

y: Depending on the mechanisni, the linker might or might not possess a linking key.

ture linking base
plement, optionally specific to a group signature linker, which is involved in the §
ocess if using this date element to link multiple signatures created by the same sig

y: The group signature linking base is also called the linking base.

y£The linking base is also sometimes referred to in the literature as the name base. This t

ich is
ature
using

ichis

ed by

rroup
her is

brm is

used in the s

2.28

ecification of direct =haTatalvasafatiis attestation givnn in ]Qﬂ/]pr 20008-2

group signature linking key
private data element specific to a group signature linker and usable only by the linker in the group
signature linking process

Note 1 to entry: The group signature linking key is also called the linking key.
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group signature linking process
process which takes as inputs two anonymous signatures, the group public parameters, and optionally
the group signature linking key, and which gives as output the result of the signature linkage: linked or
not linked

Note 1 to entry: The group signature linking process is also called the linking process.

-1:2013(E)

Note 2 to entry: In some ISO/IEC documents, e.g. ISO/IEC 20009-2, the linking process using a group signature
linking key is referred to as providing local linking capability.

Note 3 to entry: Distinct signatures are linked if they were created under the same signature key and with the

same [parameters required for the linking process; distinct signatures are not linked if they were

two
exam

2.30
grou
proce

ifferent signature keys, or if they did not use the same parameters required for the linkin
ble, they were created under two different group signature linking bases.

p signature process

group public parameters, and optionally the linking base, and which gives as output the gro

Note

2.31
grou
procg

| to entry: The group signature process is also called the signature précess.

p signature verification process
ss which takes as inputs the group signed message, the group public key, and the

parameters, and which gives as output the result of thegr'oup signature verification: valid

Note

2.32
grou
data
mem

Note
keys
signa

Note
revoc

2.33
grou
procg

Note

| to entry: The group signature verification process.s'also called the verification process.

p signature revocation list
blement which can be used to identifytan anonymous signature that has been generate
ber not authorised to create such assignature

| to entry: A group signature revacation list can include a range of types of content, includil
f revoked group members, components of revoked group membership credentials, and prev
ures or partial signatures:

P to entry: Depending‘en the mechanism, a group signature revocation list can serve as a grqg
htion list, a group global revocation list, or a verifier local revocation list.

p signature revocation process
ss which Bevokes the authorization of a group member to create a certain type of gro

| to-éntry: A group signature revocation process can involve the revocation of an entire group

rreated under
o process, for

ss which takes as inputs the message, the group member signature key,/the group puiblic key, the

up signature

broup public
or invalid

d by a group

ng the private
ously created

up public key

Lp signature

a group level

globa

revdcation, or a group signature verifier local revocation.

2.34

group signed message
signed message in which the signature is a group signature and which optionally includes a linking base

2.35

hash-

code

string of bits which is the output of a hash-function

[SOURCE: ISO/IEC 10118-1:2000]

Note 1 to entry: The literature on this subject contains a variety of terms that have the same or similar meaning
as hash-code. Modification Detection Code, Manipulation Detection Code, digest, hash-result, hash-value, and
imprint are some examples.

© ISO/IEC 2013 - All rights reserved
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2.36
hash-function
function which maps strings of bits to fixed-length strings of bits, satisfying the following two properties:

— for a given output, it is computationally infeasible to find an input which maps to this output;

— for a given input, it is computationally infeasible to find a second input which maps to the same
output

[SOURCE: ISO/IEC 10118-1:2000]

Note 1 to entry: Computational feasibility depends on the specific security requirements and environment.

2.37
key
sequence of fymbols that controls the operation of a cryptographic transformation

[SOURCE: ISD/IEC 9798-1:2010]

Note 1toentry: Examples of the operationsare encryption, decryption, cryptographic chégckfunction compufation,
signature generation, or signature verification.

2.38
local revocgtion
group signafure revocation process which enables a signature verifier to reject an invalid group
signature or] the basis of a group signature revocation list

Note 1 to entfy: A group signature revocation list used in a local revacation process can be generated either by
the verifier it$elf or by some other resource (e.g. it could be a part of a group global revocation list adopted py the
verifier).

Note 2 to entfy: A group signature revocation list used jira-local revocation process is also known as a vé¢rifier
local revocatipn list.

2.39
message
string of bit{ of any length

[SOURCE: ISD/IEC 14888-1:2008]

2.40
parameter
integer, bit sfring, or function

[SOURCE: ISP/IEC 14888-1:2008]

241
potential siguer

i waklicl 3 d 1 1 3 tonerintlha 3 PR o
entlty WhOS PUOTICRCYy TS USTUUY tuc tt OC-STESIICT TIT tuc TTITS alsuatul CPTOCTSS

2.42
ring
set of entities consisting of the true signer and the potential signer (or signers)

2.43

ring public parameter

data element which is specific to the ring and is accessible to all entities involved in all the processes of
anonymous signature mechanisms using multiple public keys

2.44
ring signature
data element resulting from the ring signature process

6 © ISO/IEC 2013 - All rights reserved
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2.45

ring signature process

process which takes as inputs the message, the signature key owned by the true signer, the public key
(or keys) belonging to the potential signer (or signers), and the ring public parameters, and which gives
as output the ring signature

2.46

ring signature verification process

process which takes as inputs the ring signed message, the public keys belonging to the true signer and
potential signer (or signers), and the ring public parameters, and which gives as output the result of the
ring signature verification: valid or invalid

2.47
ring figned message
signed message in which the signature is a ring signature

2.48
security strength
number associated with the amount of work (that is the number of operations) that is required to break
a cryptographic algorithm or system

Note | to entry: Security strength is specified in bits. A security strength of b bits means that of the order of 20
operaftions are required to break the system. Common values of security-strength are 80, 112, 128,192, and 256.

2.49
signgture
one or more data elements resulting from the signature.process

Note ] to entry: A signature is also called a digital signature.

2.50
signgture key
set of private data elements specific to agentity and usable only by this entity in the signature process

Note ] to entry: A signature key is sométimes called a private signature key, both in ISO/IEC 20008 and in other
standprds, e.g. ISO/IEC 9796-2 and ISO/IEC 9796-3.

2.51
signgture key pair
pair ¢f keys consisting.ofa signature key and a verification key, where:

— the signature key’shall be kept partially or completely secret, and is intended for us¢ only by the
signer;

— the verifieation key can be made public, and is intended for use by any verifier

2.52

Sign: ure nrocescc

TUuTr e TOCTTCOY

process which takes as inputs the message, the signature key, and the domain parameters, and which
gives as output the signature

[SOURCE: ISO/IEC 14888-1:2008]

2.53

signed message

set of data elements consisting of the signature, the part of the message which cannot be recovered from
the signature, and an optional text field

[SOURCE: ISO/IEC 14888-1:2008]

© ISO/IEC 2013 - All rights reserved 7
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entity generating a digital signature

[SOURCE: ISO/IEC 13888-1:2009]

2.55
true signer

entity which creates a ring signature on behalf of the ring

Note 1 to entry: The true signer is also called the signer.

2.56

verification
set of public
used by the

Note 1 to enty
other standar

2.57
verification
process whi
which gives

[SOURCE: IS

2.58
verifier
entity which

Note 1 to entr

3 Abbrey

DAA Dire
TPM  Trus
The legend f

key
data elements which is mathematically related to an entity’s signature key and whiich is
berifier in the verification process

y: A verification key is sometimes known as a public verification key, both in ISO/TEC 20008 and in

ds, e.g. ISO/IEC 9796-2 and ISO/IEC 9796-3.

process
h takes as inputs the signed message, the verification key, afid the domain parameters, and
hs output the result of the signature verification: valid orjnyvalid

D/IEC 14888-1:2008]

checks the validity of a signature

y: The verifier is also known as the signatute verifier.

riations and legend for figures
't Anonymous Attestation
fed Platform Module

br the figures in this'part of [ISO/IEC 20008 is the following.

data

optional data

procedure

entity in procedure

data passed from one procedure to another
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data flow

optional data flow

Options for a group public key and multiple public keys

-1:2013(E)

In a conventional digital signature mechanism, as shown in Figure 1, a private signature key and a
public verification key form a signature key pair. A signer uses the private signature key in the signature
process to create a signature on a given message. A verifier uses the public verification key in the

......

key. I
the v
thev
asad

Inan
verifi
used
two t

f the verifier is convinced that the signature was created using the signature key corp
brification key, the verifier outputs valid; otherwise the verifier outputs invalid_As a
brifier’s point of view, the signature is bound to the signer via the public verification ke
istinguishing identifier for the signer.

hnonymous digital signature mechanism, itis not necessary thata privatesignature ke
cation key form a signature key pair, and that one is used in the sigriature process a

ypes of anonymous signature mechanisms which use differenttypes of public verif]

ding private
esponding to
result, from
y, which acts

yand a public
the other is

n
in the verification process. This part of ISO/IEC 20008 specifies(principles and reqlﬂrements for

ication keys.
ing multiple

Thes¢ two classes are known as mechanisms using a group publickey and mechanisms us
publif keys.
message signature | i verification domain
key key parameter
¥ R g
..\(\Q’ signer
[ signature process
a2\
signed
nerge
signature
message
. verification domain
optional text field key parameter
¥ ¥ —
verifier
[ verification process
[ |
L
valid/invalid

Figure 1 — Signature & verification processes in a conventional signature mechanism

In an anonymous signature mechanism using a group public key, as shown in Figure 2, a signer is a group
member. The group has a single group public key. Each group member has a distinct group member
signature key which consists of the group member private key and a corresponding membership
credential. A signer uses the group member signature key in the signature process to create a group

© ISO/IEC 2013 - All rights reserved
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signature on a given message. A verifier uses the group public key in the group signature verification
process to check whether or not the group signature was signed under a group member signature key,
without revealing which of the group member signature keys was used to create the signature. If the
verifier is convinced that the signature was created using one of the group member signature keys
corresponding to the group public key, the verifier outputs valid; otherwise the verifier outputs invalid.
As aresult, from the verifier’s point of view, the group signature is not bound to an individual signer, but
is instead bound to the group via the group public key. The anonymity strength depends upon the size
of the group.

NOTE Some mechanisms require a nonce generated by the verifier to be input to the group signature and
group signature verification processes. For the purposes of Figure 2, the nonce is treated as part of the message.

In an anonyjmous signature mechanism using multiple public keys (also known as a ring signpture
mechanism)| shown in Figure 3, each signer, including the true signer and each potential signef, has
a private signature key and a public verification key which form a signature key pair in thé,Sam¢ way
as in a conventional digital signature mechanism. In the signature process, the true signer us¢s his
signature kely along with a public key (or a set of public keys), belonging to a potentialsigner (or afset of
potential signers), to create a signature on a given message. In the verification process, a verifier Uses a
set of public|keys containing those of the true signer and all the potential signef$,to check whether or
not the signature was signed under a signature key corresponding to a publi€ key in the public k¢y set
without revgaling which one. As a result, from the verifier’s point of view, thésignature is not bound to
anindividual signer, but is instead bound to the set of owners of the publi¢ keys. The anonymity stréngth
depends updn the number of public keys.

group member group public group public
signature key pdrameter key

| ——— I

\(\Q) signer (a group member)

message linking base

=
il

[ group signature process

ALY

group signed message o
o, e

o)

group signature
messade linking
base
Y . . group group
optional text field public key public
Eh\ parameter
verifier
[ group signature verification process ]
L
1 3
valid/invalid

Figure 2 — Signature & verification processes in an anonymous signature mechanism using a
group public key

As shown in Figures 1-3, the message input to the signature process may or may not be divided into
two parts. If it is so divided, one part can be recovered from the signature and the other part cannot be

10 © ISO/IEC 2013 - All rights reserved
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recovered from the signature. The message partincluded in the signed message is the part which cannot
be recovered from the signature.

- blic key(s) of potential ring
signature key of pu X ’
messa
ge true signer signer(s) and (thlonally) public
the true signer parameter
true signer
[ ring signature process
ring signed
message
ring signature
message
public keys of true ring
. i signer and public
optional text field potential signer(s) parameter
1 = T
1.2) verifier
[ ring signature verification process
valid/invalid
Figure 3 — Signature and verification processes for a ring signature mechanlism
5 (eneral requirements
Each |entity involved in an.anonymous digital signature mechanism shall be aware of a C(;meon set of
domdin parameters which'are used to compute a variety of functions in the mechanism. In ai anonymous

signature mechanism uSing a group public key, the domain is associated with a group and the domain
parameters are alse known as group public parameters. In an anonymous signature mecanism using
multiple publickeys, the domain is associated with a ring and the domain parameters (also known as the
ring public parameters) include all the parameters related to a set of public keys and the cgrresponding
signature-and verification processes.

Each[signature verifier shall have access to an authentic copy of the necessary publid keys. In an
anonymous signature mechanism using a group public key, the public key belongs to a group of signers
rather than an individual signer. In an anonymous signature mechanism using multiple public keys, the
public keys are a set of individual public keys, each of which belongs to a true signer or a potential signer.
The verifier is unable to distinguish a true signer from a potential signer.

Each signer shall have a distinguishing identifier which is unambiguously bound to the signer’s private
key. This information must be accessible to the relevant entities when performing the processes of
the mechanism. In an anonymous signature mechanism using multiple public keys, the distinguishing
identifier for a signer can be the signer’s public verification key. In an anonymous signature mechanism
using a group public key, the distinguishing identifier for a signer could take a variety of forms.

In an anonymous signature mechanism using a group public key, an entity authentication mechanism
shall be used to allow a group member (as a signer) and a group membership issuer to run the group
membership issuing processin an authentic manner. Thatensures that the group membership issuer only

© ISO/IEC 2013 - All rights reserved 11
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provides a group membership credential to a legitimate group member. When this entity authentication
mechanismis notanonymous, use of one of the mechanisms specified in ISO/IEC 9798[3] is recommended.
When this entity authentication mechanism is anonymous, use of one of the mechanisms specified in
ISO/IEC 20009[13] is recommended.

ISO/IEC 20008 does not specify mechanisms for key management or for certification of group public keys
or multiple individual public keys. A variety of means are available for obtaining a reliable copy of a public
key, e.g., a public key certificate. Techniques for managing keys and certificates are outside the scope of
ISO/IEC 20008. For further information, see ISO/IEC 9594-8,[1] ISO/IEC 11770-2,[5] ISO/IEC 11770-3[6]
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group signature process,

group signature verification process,

group signature opening process (optional),
group signature linking process (optional), and

group signature revocation process (optional).

Specific instances of anonymous signature mechanisms using a group public key are specified in Part 2
of ISO/IEC 20008.
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A number of types of entity are involved in an anonymous signature mechanism using a group public
key, as listed below. Some types of entity are present in every mechanism, whereas others are only
involved in mechanisms providing optional features.

Signer: a signer is a group member that generates a digital signature. A signer owns a distinguishing

identifier and a group member signature key, which consists of a group member private key and a
membership credential.

NOTE

1  The group member signature key is sometimes known as the signer’s signing key.

In some mechanisms, a signer role is split between multiple entities. For example, in Direct
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6.3
The 1

issuing key, the group membership opening key, and the group signature linking key (or

generated by the same signer. This entity exists in some of the mechanisms specified

dnonymous signature mechanism may vary.

tation (DAA) mechanisms, specified in Part 2 of ISO/IEC 20008, the signer role can’be’s
hcipal signer with limited computational and storage capability, e.g. a Trusted Platf
), and an assistant signer with more computational power but less security toler
ary computer platform (namely the Host containing the embedded TPM).

2 The TPM technology is specified in ISO/IEC 11889[Zl.
erifier: a verifier is an entity verifying a digital signature.

roup membership issuer: a group membership issuer is af“entity issuing a group
redential to a signer. This entity exists in all the mechanisms specified in Part 2 of IS(

roup membership opener: a group membership openel-is an entity that determines t
ignature. This entity exists in some of the mechanisnis specified in Part 2 of ISO/IEC 2
hechanisms, the group membership issuer and the group membership opener are the
epending on the mechanism, the group membership opener may output evidence of
inds the signature to its signer’s distinguishing identity.

vidence evaluator: an evidence evaluator checks the validity of the evidence of bindir

roup signature linker: a group signature linker is an entity thatis capable of linking tw

50/IEC 20008. In some mechanisms, the linker is also the verifier. The number of

Key generation process

cey generation(process includes key generation algorithms for creating the group

pquired in{the mechanism. A typical key generation algorithm takes as input a securit

is dependent on the security strength of the mechanism, and gives as output a priva

Anonymous
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ding on the

mechanism, the group membership issuing process, as shown in Figure 4, may or may not involve a
protocol between a user who wishes to become a group member and a group membership issuer.

If such a protocol is required, both the group member and group membership issuer shall contribute
to generation of the group member signature key. On completion of the protocol, the group member
possesses a group member signature key, which consists of the member’s group member private key
and membership credential; the group membership issuer will know the membership credential and the
distinguishing identifier of the member, which are related to each other. The form of the distinguishing
identifier depends on the mechanism, and it may or may not be input to the group membership issuing
process.
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Alternatively, the group membership issuer shall solely generate the group member signature key, and
give it to the group member. In this case, a group member private key and membership credential are
not distinct, and both the member and issuer shall be in possession of the value of the signature key.

NOTE Ifthe group membership issuer knows the signer’s group member signature key, the group membership
issuer must be trusted not to impersonate a group member. Otherwise the group signature mechanism will not
possess the non-repudiation property.

distinguishing group group public group
identifier issuing key parameter public key

L

group membership issuer and optionally group membership requestor

group membership issuing process ]
group group
member membership
private key credential

group member
signature key

Figure 4 — Group membership issuing process

6.4 Group signature process

The signature process is performed by a group member acting as a signer. The signer uses its member
signature kely to compute a group signature on a given message.

If the mecHanism supports group membership opening, the signature process will embeg the
distinguishipg identifier in the signature jn‘such a way that the group membership opener can recqver it
but not any dther party. This can be achieyed by asymmetrically encrypting the distinguishing idenjtifier
using the group opener’s public key before inclusion in the signature.

If the mechgnism supports greup signature linking, the signature process will use the same lipking
base or linking key when genérating two signatures that are to be linkable, in such a way that the group
signature lirfker can link them but not any other party. Depending on the mechanism, the linker nfay or
may not be a signature verifier.

If the mechgnism allows signers to be revoked, the signature process shall include functionality that
ensures a vefifier can verify that a signature was created by a non-revoked signer.

6.5 Group signature verilication process

The verification process is performed by a verifier, who is able to associate the correct group public key
with the signature, but is not able to determine the identifier of the signer from the signature.

Depending on the mechanism, the verification process may or may not be independent of a signature
linking process and/or a signature revocation process.

6.6 Group membership opening process

The opening process, shown in Figure 5, is performed by a group membership opener. It enables the
opener to determine the distinguishing identifier of the signer of an anonymous signature.

14 © ISO/IEC 2013 - All rights reserved
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Figure 5 — Group membership opening process

evidence of group group public
binding signature key
evidenqé_g\éluator
[ evidence evaluation process
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Figure 6 — Evidence evaluation process

Depending on the mechanism, it may, or may not involve an evidence evaluation proces§
evaluation isrequired, in the openingprocess the group membership opener creates eviden
which indicates that a given sigrature is cryptographically bound to the distinguishing ide
signefr. The evidence evaluation process, as shown in Figure 6, is performed by an eviden
which, based on the evidence of binding, checks whether or not the opener has correctly i
signefr from a given signature. If the evidence evaluator is convinced that the signature mat¢
evidgnce of binding,the‘evaluator outputs valid; otherwise, the evaluator outputs invalid.

NOT Thereare'various reasons why an opening process might or might not include an evider
proceks. Generally speaking if the result of the opening process needs to be verified by an external ¢
the eyidence evaluation process is used. How to decide whether or not to include the evidence evaly
as paft of the'opening process is outside the scope of this part of ISO/IEC 20008.

. If evidence
re of binding,
ntifier of the
ce evaluator,
Hentified the
hes with the
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valuator, then
ation process

6.7 Group signature linking process

The group signature linking process, shown in Figure 7, is performed by a group sign

ature linker,

who checks whether or not two given valid signatures were created by the same signer. Depending on
the mechanism, the group signature linker may or may not have a linking key. Also depending on the
mechanism, the group signature linking process may or may not involve a linking base, which may or
may not be created by the group signature linker. If such a linking base is required, it is used in the group

signature process when creating both the signatures.

NOTE A mechanism incorporating a linking process is said to possess the property of user-controlled-

linkability or controllable linkability (e.g. [14]).
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6.8 Group signature revocation process

6.8.1 Geng¢ral

group signature linker

[ linking process

|

linked/not linked

Figure 7 — Group signature linking process

Three different ‘levels’ of revocation can be defined for an anonymous-digital signature mechgnism

using a group public key. These three levels allow different types of autherizations to be revoked.

6.8.2 Levdl 1 revocation

The entire group is revoked. If the authorization of an entire €rotp needs to be revoked, the approiriate

ures

group publigkey shall be added to a group public key revogation list. Any anonymous digital sign

associated with a revoked group public key shall be rejected. This revocation method is the same af that

used with a gonventional digital signature scheme.

NOTE Megchanisms for this type of revocation aretiot specified in ISO/IEC 20008-2.

6.8.3 Levdl 2 revocation

The membefship of a specified group.imember is revoked, and as a result the revoked member|is no
longer authgrised to create group signatures on behalf of the group. This shall be achieved using dne of

the following two methods.

a) Agroup

membership issuerupdates the group public key (which might or might notinvolve updating

its privgte key and/ox the group public parameters). The issuer then updates the credentipls of
all legitimate signers using the new group public key. In subsequent uses of the group signpture
process)| verification process, opening process and linking process, the newly updated keyp and
credentjals willbe used. Depending on the mechanism, this updating method may be performed
regularlly, whenhever the group membership issuer wishes to revoke certain group members, or in
both cages.

NOTE1 This revocation method is known as rekey-based revocation or credential update revocation.

NOTE 2 Depending on the mechanism, one of two different procedures can be involved in this revocation
method. In the first, a group issuer interacts with each legitimate group member to update the member’s
group membership signature key. In the second, a group Issuer creates certain public information and
then each legitimate group member updates its own group membership signature key accordingly to this
information.

b) Analternative method makes use of a group global revocation list. The contents of such a revocation
list depend on the mechanism, and a number of general cases are specified below. An anonymous
digital signature associated with an authorization specified in the group global revocation list shall
be rejected by a group signature verifier.

16 © ISO/IEC 2013 - All rights reserved
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