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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.

descijibed in the ISO/IEC Directives, Part 1. In particular the different approval criteria*ngeded for the
diffeffent types of ISO documents should be noted. This document was drafted in dceordajnce with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

The procedures used to develop this document and those intended for its further mai{cenance are

Atterltion is drawn to the possibility that some of the elements of this docuihent may be the subject of
paterjt rights. ISO shall not be held responsible for identifying any or all'such patent rights. Details of
any platent rights identified during the development of the document wil] be in the Introduiction and/or
on the ISO list of patent declarations received (see www.iso.org/patéuts).

Any trade name used in this document is information given for:the convenience of users and does not
consflitute an endorsement.

For an explanation on the meaning of SO specific terms andéexpressions related to conformity assessment,
as well as information about ISO’s adherence to the World Trade Organization (WTO) prirjciples in the
Technical Barriers to Trade (TBT) see the following.URL: www.iso.org/iso/foreword.html.

For gn explanation on the voluntary nature ©f 'standards, the meaning of ISO specifit terms and
exprgssions related to conformity assessment, as well as information about 1SO’s adhefence to the
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the following
URL: www.iso.org/iso/foreword.html.

This [document was prepared by -Technical Committee ISO/IEC JTC 1, Informationl technology,
subcommittee, SC 40, IT Service Management and IT Governance.

Alist{of all parts in the ISO/IE€ 20000 series can be found on the ISO website.
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Introduction

This document is for use by certification bodies for auditing and certifying a service management
system (SMS) in accordance with ISO/IEC 20000-1. It can also be used by accreditation bodies when
assessing certification bodies. It is intended to be used in conjunction with ISO/IEC 17021-1, which
sets out criteria for certification bodies providing audit and certification of management systems. This
document provides requirements additional to those in [SO/IEC 17021-1.

Correct application of this document will enable certification bodies to harmonize their application of
ISO/IEC 17021-1 for assessments against ISO/IEC 20000-1. It will also enable accreditation bodies to

harmonize their qpp]irafinn of the standards fhny use to assess certification baodies

This documdnt follows the structure of ISO/IEC 17021-1, as far as possible. The requirements-additional
to those in I$O/IEC 17021-1 are shown as subclauses numbered “SMxxx”.

ISO/IEC 17021-1 and this document use the term “client” for the organization seeking Certificatior.

vi © ISO/IEC 2017 - All rights reserved
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Information technology — Service management —

Part 6:

Requirements for bodies providing audit and certification

of service management systems

1 3

This Hdocument specifies requirements and provides guidance for certification bodiés prd
and dertification of an SMS in accordance with ISO/IEC 20000-1. It does not chanhge the r
specified in ISO/IEC 20000-1. This document can also be used by accreditatien-bodies for ¢
of ceqtification bodies.

cope

A certification body providing SMS certification is expected to be able'té demonstrate fulf]
requirements specified in this document, in addition to the requirements in ISO/IEC 17021

2

The following documents are referred to in the text {mysuch a way that some or all of t
constfitutes requirements of this document. For dated references, only the edition cited
undafed references, the latest edition of the referenced document (including any amendme

ormative references

ISO/IEC 17021-1:2015, Conformity assessment.~<Requirements for bodies providing audit and
of mdnagement systems — Part 1: Requirements

ISO/IEC 20000-1, Information technology-— Service management — Part 1: Service managd
requirements

ISO/IEC TR 20000-10, Informdtion technology — Service management — Part 10: (
terminology

erms and defipitions

viding audit
pquirements
ccreditation

ilment of the

-1.

heir content
applies. For
nts) applies.
certification

ment system

oncepts and

[7021-1 and

hddresses:

[SO Online browsing platform: available at http://www.iso.org/obp

4 Principles

For the purposes of this document, the principles in ISO/IEC 17021-1:2015, Clause 4 apply.

5 General requirements

5.1 Legal and contractual matters

The requirements in ISO/IEC 17021-1:2015, 5.1 apply.

© ISO/IEC 2017 - All rights reserved
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5.2 Management of impartiality

The requirements in ISO/IEC 17021-1:2015, 5.2 apply. In addition, the following requirements and
guidance apply.

5.2.1 SM5.2.1 Conflicts of interest

Certification bodies may carry out the following duties without them being considered as consultancy
or having a potential conflict of interest:

a)

The certification body shall not provide internal«service management reviews of the client’s
Itification. The certification body shathbe independent of the body or bodies (including any
individuals) which provide the internal SMS audit.

subject to ce

5.3 Liabi]ilty and financing

The require

6

The require

7

arrangmg and partlclpatmg as a lecturer in tralmng COUI'SES Where these COUI'SES relate to

service ma
themselyes to the prov151on of generlc 1nformat10n and adv1ce Wthh is publlcly avallable e
shall not provide company-specific advice;

making [ available or publishing on request information describing the certification b
interpretation of the requirements of the certification audit standards;

activitigs prior to audit, solely aimed at determining readiness for certification audit.
activitigs shall not result in the provision of recommendations or advice,that would contr
this subglause. The certification body shall be able to confirm that such@ctivities do not contr
these rejquirements and that they are not used to justify a reductionyin the eventual certifid
audit dujration;

performling second and third-party audits according to standdrds or regulations other than
being p4rt of the scope of accreditation;

egnfine
they

ody’s

These

hvene
hvene
ation

those

adding jalue during certification audits and surveillange Visits, e.g. by identifying opportunitigs for

improvement, as they become evident during the audit; without recommending specific soluti

ents in ISO/IEC 1702141:2015, 5.3 apply.

Struct]:ral requirements

ents in ISOAEC 17021-1:2015, Clause 6 apply.

Resource requirements

ons.

SMS

7.1 Competence of personnel

7.1.1 General considerations

The requirements in ISO/IEC 17021-1:2015, 7.1.1 apply.

7.1.2 Determination of competence criteria

The requirements in ISO/IEC 17021-1:2015, 7.1.2 apply. In addition, the following requirements and
guidance apply.

© ISO/IEC 2017 - All rights re
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7.1.2.1 SM7.1.2.1 The term “technical area”

-6:2017(E)

ISO/IEC 20000-1 states that all requirements are generic and are intended to be applicable to all clients,
regardless of type, size and the nature of the services delivered. For ISO/IEC 20000-1 audits, the term
“technical area” relates to the SMS, including service management processes and the services within
the scope of the SMS. “Technical area” does not relate to any underlying technology used to enable
service delivery.

7.1.3

Evaluation processes

The requirements in ISO/IEC 17021-1:2015, 7.1.3 apply.

7.1.4

The 1

7.2

The 1
guidd

7.2.1

The ¢
and g
ensul

a) t

b) t

et

The d
certif
relev

requirements does not imply/profound legal knowledge: a management system certificatio

alegg

The ¢
audit]

7.3

The 1

Other considerations

equirements in ISO/IEC 17021-1:2015, 7.1.4 apply.

Personnel involved in certification activities

requirements in ISO/IEC 17021-1:2015, 7.2 apply. In addition, the following requi
nce apply.

SM7.2.1 Competence of personnel involved in certification activities

ersonnel involved in managing and supporting certification activities. The certificati
e knowledge, as appropriate for each role, of:

he requirements specified in ISO/IEC 20000<1;

he relevant parts of ISO/IEC 20000; especially ISO/IEC 20000-2, ISO/IEC 2
50/IEC TR 20000-10.

ertification body shall ensure that auditors and personnel involved in managing an
ication activities have appropriate awareness of the impact of legal and regulatory r

| compliance audit.

ertification body shall ensure auditors keep knowledge and skills in service mang
ing up to date through continual professional development.

Use ofindividual external auditors and external technical experts

equirements in ISO/IEC 17021-1:2015, 7.3 apply.

rements and

ertification body shall define criteria for the training-and competence development of auditors

n body shall

0000-3 and

1 supporting
pquirements

hnt to auditing an SMS, accotding to the jurisdictions in scope. Awareness of legal and regulatory

n audit is not

igement and

7.4

Ther

7.5
Ther

Personnel records

equirements in [SO/IEC 17021-1:2015, 7.4 apply.

Outsourcing

equirements in ISO/IEC 17021-1:2015, 7.5 apply.

© ISO/IEC 2017 - All rights reserved
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8 Information requirements

8.1 Public information

The requirements in ISO/IEC 17021-1:2015, 8.1 apply.

8.2 Certification documents

The requirements in ISO/IEC 17021-1:2015, 8.2 apply. In addition, the following requirements and
guidance apply.

8.2.1 SMS8

The guidanc

8.3 Refer

The requiregnents in ISO/IEC 17021-1:2015, 8.3 apply.

8.4 Confi

The require
guidance ap]

8.4.1 SMS8

Before the c

2.1 Scope definition

e in ISO/IEC 20000-3 should be used when defining the scope.

ence to certification and use of marks

lentiality

ments in [SO/IEC 17021-1:2015, 8.4 apply. In addition, the following requirement
bly.

4.1 Access to the client’s documents, includibgrecords

brtification audit is agreed, the certificatiofntbody shall ask the client to report if any

5 and

r SMS

documents ¢r records cannot be made available for feview by the audit team because they contain

confidential
adequately 3
essential for
cannot take

or sensitive information. The certification body shall determine whether the SMS c
judited in the absence of these docuiments or records. If any documents or record
the audit and are not available, thecertification body shall advise the client that an
place until appropriate access.arrangements are granted.

8.5 Infor

The require

9 Proces

9.1 Pre-c

]:ents in ISO/IEC 17021:1:2015, 8.5 apply.

ation exchange between a certification body and its clients

S requirements

brtification activities

9.1.1 App

lication

hn be
s are
audit

The requirements in ISO/IEC 17021-1:2015, 9.1.1 apply.

9.1.2 Application review

The requirements in ISO/IEC 17021-1:2015, 9.1.2 apply. In addition, the following requirements and
guidance apply.

9.1.2.1 SM9.1.2.1 Application review

The certification body shall review the application from the client to ensure a clear understanding of
the areas of activity of the client and the likely risks to the SMS and the services.

© ISO/IEC 2017 - All rights re
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9.1.3 Audit programme
The requirements in ISO/IEC 17021-1:2015, 9.1.3 apply.

9.1.4 Determining audit time

The requirements in ISO/IEC 17021-1:2015, 9.1.4 apply. In addition, the following requirements and
guidance apply.

9.1.4.1 SM9.1.4.1 Determining audit time for initial audit

4 P determining
audit|time for an initial certification audit. The certification body shall use Table 1 when |[determining
audit|time. Table 1 is based on 8-hour days. The figures may be adjusted if the hours\per day are higher
or loyer than 8 h.

The humber of effective client personnel shall be calculated as full-timé equivalents (FTE). The
calcufation of effective client personnel shall be based on those in the scope afthe SMS. The|certification
body|shall be able to justify the rationale used for the relationship between the number of effective
clienf personnel supporting the SMS and the services and the audit time.

If thqg number of effective client personnel supporting the SMS and the services exceeds 1 175, the
certification body’s procedures shall provide for the calculationof audit time, following the progression
in Table 1 in a consistent manner and define the days by extrapolation beyond the last bangl in Table 1.

The dertification body shall base their plans for an initial'audit on a minimum audit time df 2,5 d, after
adjustments, irrespective of the number of client perSennel.

The qudit duration shall not be less than 80 % of the’audit time. If additional time is needed|for planning

or report writing, this shall not reduce the auditduration.
Table 1 — Relationship betweenceffective number of personnel and audit time pefore
adjustments (initial audit)
Effectivelnumber of client Audit time: Stage 1 +
personnel Stage 2 (days)
1-15 3,5
16-25 4,5
26-45 5,5
46-65 6
66-85 7
86-125 8
126-175 9
176275 19
276-425 11
426-625 12
626-875 13
876-1 175 15
NOTE Audit time is defined as the time needed to plan and accomplish a complete and effective audit of

the client’s management system. Audit time includes the total time on-site at a client’s location (physical or
virtual) and time spent off-site carrying out planning, document review, interacting with client personnel and
report writing. Duration of management system certification audits is defined as that part of audit time spent
conducting audit activities from the opening meeting to the closing meeting, inclusive.

The effective number of personnel consists of all personnel involved within the scope of certification
including those working on each shift. When included within the scope of certification, it shall

© ISO/IEC 2017 - All rights reserved 5
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also include

non-permanent (e.g. contractors) and part-time personnel. Dependent upon the hours

worked, part-time personnel numbers and employees partially in scope may be reduced or increased
and converted to an equivalent number of full time personnel. When a high percentage of personnel
perform activities or roles which are considered repetitive, a reduction to the number of personnel,
which is coherent and applied consistently on a client to client basis within the scope of certification, is

permitted.

9.1.4.2 SM9.1.4.2 Adjustments to audit time

All attributes of the client’s SMS and the services shall be considered and adjustments made to the initial

audit time fo

r those factors that could justify more or less time. Regardless of the adjustment factors,

the certificafion body shall ensure that sufficient audit time is allocated to accomplish a complete and
effective audit of the client’s SMS. The certification body shall document and be able to justify aldecrease

or increase ip audit time.

Tables 2 and

and interfacges across multiple locations and/or teams operating in consecutive work.periods.

The maximum reduction shall be 30 % of the Table 1 audit time.

3 show how relevant factors can affect the audit times in Table 1. A shift means handpvers

Table 2 — Factors which can decrease audit time

Potential decrease factors

A low rfate of change to the SMS and the services.

Previoyisly demonstrated effective performance of the SMS, e«g. previously certified with another acgred-
ited certification body.

3 |Combined audit of the SMS with one or more other relevant management systems.

Prior khowledge of the organization, e.g. already certified to another standard by the same certifida-
tion bddy.

5 [Asinglp, simple service.

Identicpl activities performed on all shifts, with appropriate evidence of equivalent performance onfall
shifts, ¢.g. service desk.

7 |Asignificant proportion of service mafagement personnel carry out a similar simple function.

Single

ite with low number of persennel.

ers, iny

9 |Alow lgvel of reliance on other parties, such as suppliers, internal groups or customers acting as sugpli-

olved in the provision-of services.

© ISO/IEC 2017 - All rights reserved


https://iecnorm.com/api/?name=2e050d2a0b4c190331b8937ebc8345e5

ISO/IEC 20000

Table 3 — Factors which can increase audit time

-6:2017(E)

Potential increase factors

time zone(s).

1 |Complicated logistics involving multi-jurisdiction, multi-site working, in the same, or across a number of,

2 |Complexity of language differences across different locations, e.g. personnel speaking in mor

language (requiring interpreter(s) or preventing individual auditors from working independently).

e than one

3 |Large size or complexity of the SMS scope, e.g. high number of services, personnel or location
ized services which are difficult to understand and maintain.

s, special-

4 |High degree of legal and regulatory requirements affecting the client’s SMS, e.g. intellectual property

rights, privacy, food, drug, aerospace, nuclear.

Different activities done in different shifts.

Temporary sites within the scope of the SMS for a specific audit.

Complex business processes performed within the scope of the SMS.

(||

A high level of reliance on other parties, such as suppliers, internal groups or customers actiry
ers, involved in the provision of services.

g as suppli-

services.

9 |Frequent addition of new services, removal of services, transfer of serviceés or significant changes to

9.1.4{3 SM9.1.4.3 Adjustments for other management system standard certifications

If thq client is certified under other relevant management-system standard(s), e.g. ISO
ISO/IEC 27001, the certification body may decrease the ifiitial audit time.

A degrease in audit time, due to certification against other relevant management syster
shall pnly be permitted under the following conditions:

a) the other management system standard is-rélevant to the SMS to be audited;

b) any existing certificate is current and-has been audited by an accredited certification
dnce in the last 12 months;

—

c)

he scope of the other certification(s), is the same as, or greater than, that def
50/1EC 20000-1 certificatidn.

et

The amount of reduction of the audit time shall be dependent on the extent to which
mandgement system is integrated with the other management system(s).

Regardless of other ‘relevant management systems standards, the certification body shal
suffidient time iswallocated to accomplish a complete and effective audit of the client’s SMS.

NOTE When two or more management systems of different disciplines are audited together,
a “corpbinedaudit”. Where these systems are integrated into a single management system, the
procedufesfor auditing are the same as for a combined audit.

D001 and/or

n standards,

body at least

ned for the

the client’s

ensure that

his is termed
rinciples and

9.1.4.4 SM9.1.4.4 Determining audit time for surveillance and recertification audits

The time needed to conduct surveillance and recertification audits shall be calculated using the

following factors:

a) the audit duration shall not be less than 80 % of the total audit time;

b) surveillance audits shall be a minimum of one third of the audit time for the initial audit annually,

whether performed in a single audit or more;

c) recertification audits shall be a minimum of two thirds of the audit time for the initial audit;

d) the minimum audit time for surveillance audits, after adjustment, shall be 1 d;

© ISO/IEC 2017 - All rights reserved
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e)

the minimum audit time for recertification audits, after adjustment, shall be 2 d.

9.1.4.5 SM9.1.4.5 Remote auditing

Audits which are not performed face-to-face in the same location but are executed from another
location are called remote audits. The audit plan shall identify the remote auditing techniques that will
be utilized during the audit.

The acceptable and unacceptable use of remote audits is specified in Table 4. The certification body
shall not use the unacceptable practices in Table 4 and may use the acceptable practices.

Remote aud with

appropriate

If the certifi
than 30 % of

hdjustments.

fation body develops an audit plan for which the remote auditing activities repriesent
the planned on-site audit time, the certification body shall document the justificatio

more
L.

Table 4 — Acceptable and unacceptable remote audit practices

Acceptable

Teleconferencing: video and audio, web meeting, interactive web-based conimunications.

Remotelaccess to tools used to support the SMS.

Remotelaccess to the library of SMS documents and records.

Unacceptable

Relianc¢ on documentation only.

Assump
Audits ¢

tion that all locations function identically withoutsupporting evidence for the assumption.

onducted without interviewing personnel.

NOTE On
remote sites g
the client’s pr

-site audit time refers to the on-site audit time allocated for individual sites. Electronic audlits of
re considered to be remote audits, even-if'the electronic audits are physically carried out on pne of
Fmises.

9.1.5 Multi-site sampling

The require 5 and

guidance ap]

ments in ISO/IEC 17021-2:2015, 9.1.5 apply. In addition, the following requirement
bly.

9.1.5.1 SM9.1.5.1 Criteriafor multi-site sampling

If a client ha$ a numbet.oflocations, certification bodies may use a sample-based approach to multi-site

certification|audits.if all locations are:

a) operatifygunder the same SMS, which is centrally administered;
b) included within the client’s internal audit programme;

c) included within the client’s management review programme.

9.1.6 Multiple management systems standards

The requirements in ISO/IEC 17021-1:2015, 9.1.6 apply. In addition, the following requirements and
guidance apply.

9.1.6.1 SM9.1.6.1 Combining management system audits

An SMS audit can be combined with audits of other management systems. A combined or integrated
audit shall ensure that the audit evidence fulfils the requirements specified in ISO/IEC 20000-1 within

© ISO/IEC 2017 - All rights reserved
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the scope of the audit. All findings relating to ISO/IEC 20000-1 shall be easily identifiable in audit
reports.

The integrity of the ISO/IEC 20000-1 audit shall not be adversely affected by the combination of audits.
9.1.6.2 SM9.1.6.2 Combining management system audits for ISO/IEC 20000-1 and ISO/IEC 27001

Where an audit is combined for ISO/IEC 27001 and ISO/IEC 20000-1, the information security
management process in ISO/IEC 20000-1 shall be audited to ensure that:

a) the information security policy is relevant to the SMS and the services;

b) relevamt—imformmatiomr—security Tisks—are Tdentified—amd—imformatior —security, gontrols are
mplemented to support the SMS and the services.

—

The quditor may find some supporting evidence from the information security.manageinent system
(ISM$).

If the scope of the ISMS is outside of the scope of the SMS, then the information security nanagement
procgss in ISO/IEC 20000-1 shall be audited as a standalone process withigut the support of the ISMS.

The ipformation security policy, risks and controls shall be audited. to énsure that they arg appropriate
for the services within the scope of the client’s SMS.

9.2 |Planning audits

9.2.1] Determining audit objectives, scope and criteria

The fequirements in ISO/IEC 17021-1:2015, 9.2¢1 ‘apply. In addition, the following requifements and
guiddnce apply.

9.2.1]11 SM9.2.1.1 Determining audit eébjectives

The qudit objectives shall include checking that interfaces at the boundaries of the SM§ with other
partigs participating in the activities of the SMS, are identified and controlled. The certiffication body
shall plso ensure that the client.is;aware of and managing any risks to the SMS and the seryices arising
from|the interfaces.

9.2.2] Audit team selection and assignments

The requirementsin.ISO/IEC 17021-1:2015, 9.2.2 apply.

9.2.3] Auditplan

The fequirements in ISO/IEC 17021-1:2015, 9.2.3 apply. In addition the following requitements and
guiddnceapply.

9.2.3.1 SM9.2.3.1 Sampling accuracy
The certification body shall have procedures in place to ensure the following:

a) an adequate level of sampling shall be determined at initial contract review, and subsequent audit
activities, identifying differences between the following:

1) locations, e.g. site sizes or use of temporary sites which are covered by the SMS but are not in
the scope of certification;

2) services;

3) customers;
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4) other parties (internal groups, suppliers, customers acting as a supplier) involved in the
provision of services;

5) languages;

6) consistency of approach across all shifts. A client with a high proportion of personnel working
in shifts can be audited in less time if each shift operates in the same way. This involves a review
of records to confirm the consistency of approach across all shifts. If shifts are consistent, all
shifts can be treated as one set of activities and one shift can be used as the sample for audit;

7) local variations of the SMS;

8) legdl and regulatory requirements;

b) arepresentative sample shall be selected from the scope of the client’s SMS. The selection shpll be
based upon the judgement of the certification body, reflecting the factors presented in a); as well as
arandoin element;

c) the desipn of the audit plan shall take into consideration the requirements ina) and b). Thg plan
shall coper representative samples of the full scope of the SMS within‘the three-year pleriod
betweer| certification audits.

9.3 Initia| certification

The require
guidance ap]

9.3.1 SM9

The certificg
provision of

9.3.2 SM9

The certific
the SMS wit
security m

ments in [SO/IEC 17021-1:2015, 9.3 apply. In addition, the following requirement
Dly.

3.1 Identification of other parties

tion body shall have access to evidence ofhe identification of other parties involved
services for the client and how they are‘controlled as specified in ISO/IEC 20000-1.

3.2 Integration of SMS documentation with that for other management systems

htion body shall take into-account that the client can integrate the documentatia
h that for other management systems, e.g. a quality management system or inform
agement system.

a
If the docurIentation for multiple' management systems is combined, the client’s SMS shall be c

identified.

9.4 Conducting audits

94.1 Gen

bral

5 and

n the

n for
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A FaWi

The requirer

ta 1 17021
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9.4.2 Conducting the opening meeting

The requirements in ISO/IEC 17021-1:2015, 9.4.2 apply.

9.4.3 Communication during the audit

The requirements in ISO/IEC 17021-1:2015, 9.4.3 apply.

9.4.4 Obtaining and verifying information

The requirements in ISO/IEC 17021-1:2015, 9.4.4 apply.

10
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