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Foreword

ISO (the International Organization for Standardization) and

IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and non-gov
technology, |

International
The main ta
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Subcommitte

This first editi
has been tec

ISO/IEC 200
management]

Part 1: §
Part 2: G
Part 3: G
Part 4: P
Part 5: B

Part 7: G

ernmental, in liaison with ISO and IEC, also take part in the work. In the field of inforn
B0 and IEC have established a joint technical committee, ISO/IEC JTC 1.

Standards are drafted in accordance with the rules given in the ISO/IEC Directives}-Part 2.
5k of the joint technical committee is to prepare International Standards:Draft Internz
opted by the joint technical committee are circulated to national bodies for voting. Publicat

al Standard requires approval by at least 75 % of the national bodies gastihg a vote.

rawn to the possibility that some of the elements of this document'may be the subject of
d IEC shall not be held responsible for identifying any or all sueh-patent rights.

0-3:2012 was prepared by Joint Technical Committee ISQ/IEC JTC 1, Information techn
e SC 7, Software and systems engineering.

pon of ISO/IEC 20000-3 cancels and replaces the.first edition of ISO/IEC TR 20000-3:2009,
hnically revised to align with ISO/IEC 20000-1:2011.

0 consists of the following parts, under'the general title Information technology — S

ervice management system requirements

uidance on the application of service management systems

uidance on scope definition and applicability of ISO/IEC 20000-1
rocess reference-model [Technical Report]

xemplar implementation plan for ISO/IEC 20000-1 [Technical Report]1

uidaneeon the application of ISO/IEC 20000-1 to the cloud?

hation

tional

on as

batent

blogy,

which

ervice

Part 10:(

boncepts and terminology [Technical Repor’c]2

[Technical Report]?

1 Under review as a second edition Technical Report.

2 Under development.

3 ITIL®is a Registered Trade Mark of the Cabinet Office.

Part 11: Guidance on the relationship between ISO/IEC 20000-1:2012 and related frameworks: ITIL®3
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Introduction

ISO/IEC 20000-1 specifies requirements for a service management system (SMS). Operating the processes
in a particular system or service environment will result in specific skill, tool and information requirements,
even though the process attributes are unchanged. There are no requirements in ISO/IEC 20000-1 that relate
to organizational structure, size and type of organization. The requirements in ISO/IEC 20000-1 do not change
with organizational structure, technology or service.

Servite management processes can cross many organizational, legal and national boundarigs as well as

differ¢nt time zones. Service providers can rely on a complex supply chain for the deliveryof’sery

provig

extermal. A complex supply chain can make the agreement and application of scopéya comple
servide provider’s use of ISO/IEC 20000-1.

This part of ISO/IEC 20000 takes the form of examples, guidance and recommendations. It s

ers can also provide a range of services to several different types of customers, both

ices. Service
internal and
stage in the

hould not be

quoted as if it were a specification of requirements. Particular care should’be‘taken to ensure that declarations

of cor

formity are not misleading.
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Part 3:
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dance on scope definition and applicability of

ISO/IEC 20000-1
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and/o

This part of ISO/IEC 20000 will assist in establishing if ISO/IEC_20000-1 is applicable to a serv

circun
provig

Guidd

The
circur

This part of ISO/IEC 20000 will be useful for consultants and assessors. It supplements the gu

applid

2 Normative references

The
indisp
the la

ISO/I
syste

jcope

part of ISO/IEC 20000 includes guidance on scope definition, appficability and dem
rmity to the requirements specified in ISO/IEC 20000-1.

uidance in this part of ISO/IEC 20000 will assist the service provider to plan service i
I prepare for a conformity assessment against ISO/IEC 2000041,

nstances. It illustrates how the scope of an SMS can<be defined, irrespective of whethed
er has experience of defining the scope of other management systems.

nce on types of conformity assessment and assessment standards is included.
scenarios and examples given use a *series of commonly found and practical sen

nstances.

ation of ISO/IEC 20000-1 given in ISO/IEC 20000-2.

ollowing docundents, in whole or in part, are normatively referenced in this docum
ensable for jtS\application. For dated references, only the edition cited applies. For undate
est edition/of the referenced document (including any amendments) applies.

FC 20000-1:2011, Information technology — Service management — Part 1: Service
M requirements

onstration of

mprovements

ice provider's

r the service

vice provider

dance on the

ent and are
d references,

management

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 20000-1 apply.
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4 Fulfilling the requirements specified in ISO/IEC 20000-1

The service provider should take into account that demonstrating conformity is only possible by fulfilling all
requirements in ISO/IEC 20000-1. To do this the service provider should demonstrate that:

a) all processes in ISO/IEC 20000-1 are documented;

b) all processes produce the desired outcomes;

c) the outcomes of service management are appropriate to support business needs and customer
requirements;

d) the SMS|is managed to fulfil service requirements;

e) the '_'PIam-Do-Check-Act" (PDCA) methodology is used for the continual improvement of the/SM$ and
services

f)  the servige provider has governance of processes operated by other parties.

5 Applicability of ISO/IEC 20000-1

5.1 Who dan use ISO/IEC 20000-1?

ISO/IEC 20000-1:2011, Clause 1.2 describes the application of the standard.

A broad range of service providers can use an SMS based on ISO/AEC 20000-1. ISO/IEC 20000-1 can|apply

to internal an
of ISO/IEC 2

d external, large and small, commercial and non-ecommercial service providers. The appliG
000-1 is independent of how the service is funded.

ability

None of the sment

when a serviq

requirements in ISO/IEC 20000-1:2011, Clauses 4 to 9 can be excluded from an asses
e provider claims conformity to ISO/IEC:20000-1:2011.
ts of

The service| provider should have overall ~control of the SMS by fulfilling all the requiremen

ISO/IEC 200
Clause 4 req
service mang

The service

0-1, Clause 4. The service provider can use other parties to support part of its fulfilm
lirements. For example, using a consultancy organization to support the development
gement plan or to conduct internal audits.

provider can fulfil_al\requirements in ISO/IEC 20000-1:2011, Clauses 5 to 9 directly

ent of
bf the

or by

involving other parties. Other parties can be:

a) supplierg;
b) internal groups;
c) customefs{when acting as suppliers).

In ISO/IEC 20000-1:2011, Definition 3.35, a supplier is an organization or part of an organization that is
external to the service provider's organization. A supplier can enter into a contract with the service provider to
contribute to the design, transition, implementation, delivery, maintenance, improvement and management of
services or processes. In ISO/IEC 20000, suppliers include lead suppliers but not sub-contracted suppliers.
Lead suppliers should manage sub-contracted suppliers on behalf of the service provider, under a formal
arrangement.

An internal group is part of the same organization as the service provider, but not under the direct control of
the service provider. An internal group should have a documented agreement with the service provider,
specifying the internal group's contribution to the services delivered by the service provider.

A customer, when acting as a supplier, is part of an organization that receives a service but also contributes to
the operation of the service provider's SMS. For example, a customer can manage a service desk and

© ISO/IEC 2012 — All rights reserved
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operate part of the incident and service request management process. The contribution made by the customer
should be under the terms of a documented agreement between the service provider and customer (when
acting as a supplier).

Whenever other parties are involved, the service provider should have governance of all processes within the
scope of the SMS. This is described in Clause 5.2 of this part of ISO/IEC 20000, for processes operated by
other parties. If other parties operate only a minority of the processes, the service provider can normally fulfil
the requirements in ISO/IEC 20000-1. If the service provider relies on other parties for operation of the
majority of the processes, the service provider can have difficulty in fulfilling all the requirements in

ISO/IEC 20000-1.

It can
suital]

5.2

5.21
The d
provig

proce
able t

5.2.2

The

al customers, can aim to fulfil those requirements based on service delivery to its own orgq

be that ISO/IEC 20000-1 is not appropriate for a service provider and that another stan
le. For example, ISO 9001, or a standard covering only some aspects of service mahagem

Governance of processes operated by other parties

Processes operated by other parties
ervice provider should identify processes or parts of processes_operated by other partieg

5ses in the scope of the SMS that are operated by other-parties. For example, the servi
b verify that the other party is adhering to agreed processes.

Accountability and adherence

requi

bervice provider should demonstrate that dt, is both accountable and responsible for
ments of ISO/IEC 20000-1:2011, Clause\4.2, for all processes. This should include t

operdted by other parties. The service provider should have the authority to enforce adherence
processes operated by other parties.

ice delivery to

nization.

dard is more
ent.

. The service

er should then ensure that contracts or documented agreements include its goverpance of the

Ce provider is

fulfilling the
e processes
to the agreed

The service provider should also be able to demonstrate that top management are committed to the SMS.
EXAMPLE 1 If another party (S responsible for resolution of an incident that impacts the customef's service, the
servicg provider is still accountableto the customer for resolution of the incident.

EXAMPLE 2 Requiring the other party to use a process established by the service provider and requiring regular audit
by the|service provider, of the use of the process.

5.2.3| Processdefinitions and interfaces

The service provider should control the definition of the processes operated by other parties and interfaces to
otherprecesses in the SMS. Evidence of this includes the following:

EXAMPLE 1 The service provider can demonstrate that it can request other parties to use specific processes. For

example, the same change management process is operated by the service provider and its suppliers, under the terms of
the contract between the service provider and each supplier.

EXAM

PLE 2

documented agreement.

EXAM

PLE 3

service reporting processes that other parties operate.

EXAM

PLE 4

The service provider controls the processes operated by internal groups under the terms of a

The service provider can demonstrate that it worked with other parties to document and approve the

Documenting, agreeing and operating the interfaces and dependencies of the change management

process, operated by the supplier, with the configuration management process, operated by the service provider.

© ISO/IEC 2012 — All rights reserved
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5.2.4 Process performance

Under the requirements in ISO/IEC 20000-1:2011, Clause 4.2, the service provider should control the criteria
for process performance. The service provider should also enforce adherence to its process requirements by

other parties.
EXAMPLE 1

EXAMPLE 2
measurements

5.2.5 Proc
The service
improvement
parties.

EXAMPLE 1
controlling how
to be made by

EXAMPLE 2
another party.
expected level

implemented t¢ support the fulfilment of service requirements.

5.2.6 Manggement of other parties

Where a sup
through the s

Where intern
service provig

5.3 The e)

The service f

Setting criteria for process performance, such as availability targets or service request turnaround ti

me.

Accessing a set of incident records and incident and service request management process performance

for another party, to ensure the other party is adhering to the agreed process.

pss-improvements
provider should control the planning of process improvements and the priority given {

5 being made. Opportunities for improvement can be identified by the service provider,or by

Assessing proposed improvements to incident management operated by_any-internal grou
the improvements will be made. This includes the coordination of the incident management improvg
the internal group with other changes to the service provider's SMS.

The service provider assesses a set of improvements in the capacity.management process opera
The service provider also controls the priority to be given to the allocation of resources needed tq
5 of performance. The service provider is also able to demonstrate-that the changes are approvg

blier is operating a process or part of a process;the service provider should manage the sy
Lpplier management process.

bl groups or customers (when acting as:suppliers) operate processes or parts of processe
er should manage them through the service level management process.

ttent of technology used to deliver services
rovider should be aware that for ISO/IEC 20000-1:

lity is unaffected ,by:the technology used for the delivery of services or the automat
s in the SMS;

gy used cannot change the requirements in ISO/IEC 20000-1;

Jy used-can have an impact on the tool and data requirements as well as the personnel
D support the process activities.

o the
other

b and
ments

ted by
meet
d and

pplier

s, the

on of

skills

a) applicab
processe

b) technolo

c) technolo
needed

6

6.1

General principles for the scope of an SMS

Introduction

ISO/IEC 20000-1:2011, Clause 4.5.1 provides requirements for defining the scope of the SMS.

The service provider should define the scope of the SMS before establishing the SMS.

Top management of the service provider should ensure that the service management plan is created and
includes the scope of the SMS. The SMS and scope definition should be maintained. Top management
should be responsible for reviewing the scope of the SMS to enable continuing effectiveness and validity.

© ISO/IEC 2012 — All rights reserved
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6.2.1
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The scope of the SMS

Defining the scope

The scope definition should:

a)
b)

c)

be as simple as possible;
be understandable without detailed knowledge of the service provider’s organization;

include enough information for use in conformity assessment;

d) b

e) b
See A

6.2.2

The {
SCOpe
SCOpE

The
becal

The s
during

specified in ISO/IEC 20000-1. Exclusions do noet\have to be referred to in the scope definition b

make,

6.2.3

Wher

an SNIS can be relatively simple.)This is because the scope can be defined as all the services de]

servid

If the
simpl
ISO/I
propad

A sery
can in

e worded so that any exclusions are clear;
e stand-alone and not refer out to other sources.

nnex B of this part of ISO/IEC 20000 for examples of scope definitions.

Scope definition and assessment

ervice provider can discuss the scope of the SMS with its assessor. Reassurance that
is valid, before establishing the SMS, can avoid setting false expectations. An assessor cg
of the assessment / audit as part of the audit planning, but.should not provide consultancy

the proposed
n discuss the
on the SMS.

ervice provider should be able to demonstrate that the‘scope is valid at the beginning of ap assessment

se it is used in the assessor’s planning.

ervice provider should be aware that only the evidence based on the scope of the SMS
an assessment. Activities or services outside the scope of the SMS need not fulfil the

the scope definition unambiguous.

Limits to the scope
b the service provider includés an entire organization or business area in the SMS, defining
e provider.
service provider-includes only some of its activities in the SMS it can be harder to defing
b terms or to avoid ambiguity. A demonstration of conformity can be the fulfilment of all re
FC 20000-1+for 'a scope based on a simple service delivered to one customer. This ca

rtion of the service provider’s total activities or services.

ice provider can have many customers and deliver many services. Consequently, the scop
clude services for several customers. When this is the case, the processes should be cong

s considered
requirements
It can help to

the scope of
livered by the

the scope in
quirements in
n be a small

e of the SMS
istent but the

procedUres USed to defiver Services for each customer can vary in detail. if a customer 15 id
scope definition, the organization should fulfil all requirements of ISO/IEC 20000-1 for that customer.

6.3

Agreements between customers and the service provider

ntified in the

The service provider cannot use the terms of a contract or documented agreement with a customer to reduce
its obligations to fulfil all the requirements of ISO/IEC 20000-1. This is the case even if the terms of a contract
or documented agreement limits the services and processes. Also, the terms of a contract or documented
agreement cannot reduce an assessor’s obligations to obtain evidence of conformity to the requirements of
ISO/IEC 20000-1.

© ISO/IEC 2012 — All rights reserved
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6.4 Scope definition parameters

6.4.1

Parameters required by ISO/IEC 20000-1

The service provider should use parameters to define the scope of the SMS to ensure that there is no
ambiguity about what is included and excluded.

The parameters should include at least:

a) organizational units providing services, e.g. a single department, group of departments or all
departments;

b) services|delivered, e.g. a single service, group of services or all services, financial servicesy| retail
services | email services.

EXAMPLE The scope definition can be:

The SMS of <rfame of service provider organizational unit> that delivers <service(s)>.

In an actual gcope definition the <name of the service provider organizational unit> should not be simply "The

service proviger". This is because many organizations include a service providéerjand some organizgtions

include more [than one.

6.4.2 Other parameters

The service provider should consider other parameters where addifional information can avoid ambigtity in

the scope dgfinition. Use of other parameters is shown in thefexamples and in Annex B of this part of

ISO/IEC 20000.

EXAMPLE The scope definition can be:

The SMS of <pame of service provider organizational unit> that-delivers <technology><services> from <service pfovider

location> to <c|

istomer> at <customer location>.

The parametgrs can be used in whatever order the service provider considers suitable. Other parametefs can
be used.

The scope definition for an SMS can.:eAcompass several customers, without explicitly listing individual
customers. Fpr example, by referring to_all services from the data centre at a named location or referring to all
data storage pervices.

The service provider should mnotinclude the names of other parties or external organizations, even if they
contribute to the SMS and services.

6.4.3 Sampling for.assessment

If the scope ipcludes many customers, services or locations the assessor can assess a sample, using his/her
professional judgement for selection of the sample The scope definition should include all custamers,
services and locations within the scope of the SMS, not just those sampled.

6.5 Validity of scope definition

The service provider should ensure that the scope of the SMS remains valid after it has been documented.
The service provider should do this by conducting reviews at planned intervals to identify discrepancies. If the
actual scope does not match the defined scope, then the scope definition should be amended. If the
difference is considered significant, a re-assessment can be required.

The service provider should be aware that a substantial change to the services can require a substantial

change to the SMS. The service provider should ensure that an internal audit assesses whether this change
means the SMS no longer fulfils the requirements of ISO/IEC 20000-1. If an SMS is certified to

© ISO/IEC 2012 — All rights reserved
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ISO/IEC 20000-1, a substantial change to the SMS should be notified to the certification body that awarded
the certificate, because re-assessment can be required.

A major change to the scope of the SMS can mean that the service provider cannot demonstrate conformity to
the requirements in ISO/IEC 20000-1. The scope of the SMS can also decrease when services are removed.
The definition of the scope can also change based on other parameters such as customers or locations being
added or removed.

Some scope definitions refer to a service catalogue. This is not good practice if the service catalogue is
changed and the scope definition is no longer accurate. However, using the service catalogue in the scope

definition can be useful if the scope is complex. If a service catalogue is used there should be evidence that

the s

0000-1.

An example scope definition using a service catalogue is given below.

EXAMPLE The scope definition can be:

The SMS of <name of service provider organizational unit> that delivers all services in <service cataloguep to <customer
organizational name and/or name of organizational unit> from <geographical location>.

NOTE The assessors role in verifying evidence, such as a scope definition,-is déscribed in ISO/IHC 17021:2011,
Confofmity assessment — Requirements for bodies providing audit and certification‘of management systenis.

6.6 [(Changing the scope

The service provider can decide to demonstrate conformity for ©nly some of its activities, deper{dent upon its

busin
then
SMS

Wher
was n

A ma
This ¢

bss need. For example, the service provider can start-with an SMS that includes only some
ater increase the services in the scope of the SMS.\The service provider should then re
and the scope definition to include the additional services.

the scope is revised it can be necessary tore-assess the SMS. This can be the case evs
ot due for a planned re-assessment.

or change to the scope of the SMS:should be managed as a project or programme of in
an minimize the risk to the service and to the service provider’s ability to demonstrate con

requitements in ISO/IEC 20000-1.

services and
vise both the

bn if the SMS

nprovements.
formity to the

6.7 [Supply chains and SMS scope

6.7.1| Reliance on other parties

The gervice providershould be aware that understanding the supply chain is fundamental tp defining an
effectjve scope for-the SMS. Being reliant on other parties for part of the service delivered neefd not prevent
the service provider demonstrating conformity to ISO/IEC 20000-1. The service provider shquld take into
accoynt hew the scope of the SMS is influenced by the relationships between the organizations in a supply
chain

6.7.2 Demonstrating conformity across the supply chain

The service provider should have evidence of conformity to the ISO/IEC 20000-1:2011, Clause 4.2
requirements for governance of processes operated by other parties. This is described in Clause 5.2 of this
part of ISO/IEC 20000.

For suppliers, the service provider should have evidence of fulfilment of the supplier management process
requirements in ISO/IEC 20000-1:2011, Clause 7.2. This should include evidence of suitable contracts
between suppliers and the service provider.
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The service provider should have evidence of fulfilment of the requirements for managing internal groups or
customers acting as suppliers in ISO/IEC 20000-1:2011, Clause 6.1. This should include a documented
agreement with the internal groups or customers acting as suppliers.

Other parties in a supply chain need not conform to ISO/IEC 20000-1 for the service provider to demonstrate

conformity.

When the service provider and another party, such as a supplier, are both seeking to demonstrate conformity
to ISO/IEC 20000-1, each can implement an SMS and each can fulfil all the requirements independently.
When the same process is used by two or more organizations, only one can demonstrate governance of that
process. The other organization can aim to demonstrate process governance of a separate usage of the same

process.

The service

should includ
for planning 4§
than one cus
parties, inclug

As well as IS
to demonstrg
have the abil
provider ang
ISO/IEC 200
external orga

6.8 Integr
The service |
with other m
compatibility

The service
management
a different pu

Those aspeq
efficiency, e
responsibilitie

The service
scope of oth
based on IS
provider is
management

pbrovider should ensure that there is clarity on the different usages of the same process|
e separate documents and records for each usage. This can affect the service provider's
nd for the assessment against ISO/IEC 20000-1. This can occur for service providers with
tomer. It can also occur for organizations that rely on a complex supply chain of many
ing multiple suppliers, lead suppliers and sub-contracted suppliers.

D/IEC 20000-1:2011, Clause 4.2, other requirements influence scopeyapplicability and the
te conformity. An organization external to the service provider cafy’fiave access to, use
ty to manage the service provider's information or services. Whenthis is the case, the s

the external organization should implement agreed information security controls
0-1:2011, Clause 6.6.2. In these cases if the information securfity controls are not operate]
nization’s contribution should be excluded from the scope 6fithe SMS.

ating or aligning with other management systems

rovider should be aware that ISO/IEC 20000-1\supports alignment and/or integration of an
anagement systems. The inclusion of the~-PDCA methodology in ISO/IEC 20000-1 enh
with other management system standards.

provider should be aware that there can be differences in the scope of the SMS and
systems. The service provider should also be aware that each type of management syste
‘pose. The SMS, ISMS and QMS "each include areas of focus that the other two do not.

ts of each management_system that are common should be integrated to enable g
fectiveness and consistency. For example, documentation requirements or managyq
S.

provider can_define the scope of its SMS as geographically or organizationally identical
er management systems. For example, an information security management system (
D/IEC 27001 or a quality management system (QMS) based on ISO 9001. When a s
jefining—the scope of an integrated management system conforming to more thar
system standard, the scope definition is more complex. Requirements for each managg

This
SMS
more
other

ability
of, or
Brvice

see
d, the

SMS
Ances

other
m has

reater
brment

o the
SMS)
Brvice
one
bment
both

system stand

ardvshould be taken into account. For example, a management system that conforms td

ISO/IEC 200

0-1 and ISO/IEC 27001 should not start with "The SMS........ ",
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Annex A
(informative)

Main points on scope of the SMS, applicability and conformity to ISO/IEC 20000-1

AA1

Wher
provig

General

er should consider the points described in this annex.

A.2 Multiple legal entities

Third{
legal

A3

The {
servid

The {
servid

A4

Procsd
focus

Procs
as al
separ
one p

party certification bodies can require that an ISO/IEC 20000-1 certificate can-only be issu
entity, not a consortium of different legal entities.

Commercial status

ervice can be delivered on either a commercial or non-commercial basis. The financia
e delivery is irrelevant to the applicability of ISO/IEC 20000%1 or the scope of the SMS.

ervice provider should have budgeting and accounting policies and procedures for as
e delivery. The service provider need not own the.assets.

Process names

ss names need not be those usedcin' ISO/IEC 20000-1. The requirements in ISO/IEG
ed on processes, their content, capability, quality and usage.

sses can be combined or split-in different ways than as they are specified in ISO/IEC 200

requirements are fulfilled:\;For example, service continuity and availability managemen
ate processes, change management and release and deployment management can be
Focess.

Mapp
requi

ng of the process hames used to those in ISO/IEC 20000-1 can assist the understandin
ments specified in ISO/IEC 20000-1 are fulfilled.

A.5 Inclusions and exclusions

t, the service

bd to a single

basis of the

sets used for

20000-1 are

00-1, as long
[ can be two
combined as

g of how the

The gcope definition should state what has been included within the scope. To aid clarity, it canp be useful to

state what is outside the scope.

The service provider should fulfil all requirements specified in ISO/IEC 20000-1 for activities included in the
scope definition. For example, all the service management processes should be implemented and operated.

A.6 Authorities and responsibilities

The service provider should be aware of the importance of clarity on authorities and responsibilities.

The service provider should retain governance and operational responsibility for ISO/IEC 20000-1:2011,
Clause 4, but can use other parties to support this.
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The service provider should operate the majority of the processes ISO/IEC 20000-1:2011, Clauses 5 to 9.

The service provider should ensure there is clarity on authority and responsibility for processes operated by

other parties.

The service provider should:

a) identify and document all processes or parts of processes in the scope of the SMS, including those that it
does not operate;

b) identify which parties operate which processes or parts of processes;

c) place obligations on the other parties so that the service provider can demonstrate governance(of|these
processgs.

The service provider should require all external organizations to operate information security_controls| This

should be a dondition for allowing access to, use of, or the ability to manage the service provider's information

or services. |
excluded fron

n the scope definition.

A.7 Interfaces and process integration

The service g

and between

The service
management

rovider should ensure there is clarity on boundaries between‘thé service provider and cust
the service provider, other parties and external organizatians.

provider should have appropriate integration of processes, which is fundamental to s
good practices and is required by ISO/IEC 20000-1:

The service provider should have documentation definingsinterfaces between processes and to demon

clearly how tf

A.8 Evide

e interfaces are controlled by the service provider.

nce of conformity

Two organizgtions cannot both use the same-evidence to demonstrate conformity.

A.9 Paran

The service

definition shq

organization.

services deliV

A.10 Extg

eters for scope.definition

brovider should quse’ parameters that unambiguously define the scope of the SMS. The
uld be easy to.Understand by interested parties that are not part of the service pro

ered.

If the controls are not operated any contribution made by that external ofganization should be

pmers

Brvice

strate

scope
ider’'s

The minimum parameters for the scope definition are the name of the service provider and the

nding the scope of the SMS

If the scope is increased, the service provider should conform to ISO/IEC 20000-1 for all the new activities in
the revised scope.

10
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Annex B
(informative)

Scenario based scope definitions

B.1 General

The f
requi
provig
the fi
suital]
logic

B.2
B.2.1

In Fig
This
custo

In Sc
achie
shoul

h
t

a)

b) d

Cc) ¢
d) ¢

The ¢
provig

B.2.2

Ihe authority to require adherence to-the processes;

ments of ISO/IEC 20000-1.

In the figures, the arrows indicate that a service flows,frof
er to its customer(s) as well as from the service provider’'s suppliers to the service provide
jures, operational activities are not shown. Each example is a separate situationiand ¢
le scope definitions. Most examples are based on the service provider — supplier relatio
hpplies to all other parties.

Scenarios 1,2 and 3: Supply chains

Scenario 1: Simple supply chain with an external service provider
ure B.1, Scenario 1 illustrates a service provider external’to its customer’s organization
s commonly a commercial arrangement where one’,service provider delivers service
mers. For simplicity, Figure B.1 shows only one custafmer.
bnario 1, the external service provider is providing a storage service for document archivin
ve conformity with ISO/IEC 20000-1:2011, Clause 4.2, for its own SMS the external se
:

ave accountability for the service management processes in ISO/IEC 20000-1:2011, Claus

pntrol the definition of the proecésses and interfaces to other processes in ISO/IEC 20000-1
pntrol the determination of process performance and compliance;
pntrol the planning-and prioritization of process improvements.

ontracts betwéen the external service provider and its suppliers should ensure that the ex
er has confrol of points a to d.

Scenario 2: Role of a “Direct supplier of services” managed by Customer B

0-3:2012(E)

that fulfils the
n the service
r. To simplify
ach includes
nship. Similar

Customer A).
s to several

g. In order to
vice provider

es 5to 9 and

2011;

fernal service

In Fi

wa D 41 QAannaeia atratac an intarnal cAamian N r ot Aftha copan Araanioatian oo

Customer B.

2 mt \ 21 vada
TS DT, OCCTIarto—=— HuStratesS-anthteriat-SerHee Hluvluul, PO e ST orgarizatorT as

In this second scenario the "Direct supplier of services", shown in the dotted line box, is managed directly by
Customer B and its contract is also with Customer B. The internal service provider cannot also have
governance of the processes operated by the “Direct supplier of services”. As a result, the contribution made
by the “Direct supplier of services” should be excluded from the internal service provider's scope definition.
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Organization X

External service provider

Organization X

Direct supplier of

services Customer B

_________________________

Internal service provider

i

‘ Supplier ‘

i

‘ Supplier ‘

‘ Supplier ‘ ‘ Supplier ‘

Figure B.1 — Scenarios 1 and 2: Relationship with suppliers

B.2.3 Scenario 3: Suppliers, lead suppliers and sub-contracted suppliers

When the se
supplier. The
service provi
external and

three-stage supply chain becomes a four-stage supply chain, as illustrated.in Figure B.Z
ler and lead supplier should have a direct relationship and a contract. This“applies to bo
nternal service providers.

rvice provider has several suppliers, the service provider can appoint one supplier as the¢ lead

. The
th the

Under the tefms of this contract, the lead supplier should manage the sub-contracted suppliers on behalf of

the service p
service provi
suppliers. Th
service proviq

In Scenario
processes is
Clause 4.2, ||
operated by t

rovider. The sub-contracted suppliers should have a contract with' the lead supplier, not wi
ler. There should not be a direct relationship between service/provider and the sub-cont
bre should be clarity on the responsibilities of the lead supplier in order to define the scope
er's SMS.

, Figure B.2, the lead supplier operates some of the processes and the governance of
performed by the service provider. A service provider cannot conform to ISO/IEC 20000-1
vhen the contract with a lead supplier prevents*the service provider's governance of proc
hat lead supplier.

Organization X Organization X

Customer B

External service provider Internal service provider
{ ! | |

‘ Lead-supplier H Supplier ‘ ‘ Lead supplier H Supplier ‘

Sub-contracted
supplier

Sub-contracted
supplier

Sub-contracted
supplier

Sub-contracted
supplier

Sub-contracted
supplier

Sub-contracted
supplier

th the
acted
of the

those
2011,
bsses

Figure

B.2.4 Requirements for complex supply chains

Service providers should be aware that supply chains are often far more complex than the four-level supply
chain illustrated in Figure B.2. The scope of the SMS can be defined if the service provider understands:

a)

b)

what is required for governance of each process;

which organization operates which part of each process;

c) which organization is its lead supplier.

12

© ISO/IEC 2012 — All rights reserved


https://iecnorm.com/api/?name=a1bb4beb71f22c1875ff31fea755cc3f

ISO/IEC 20000-3:2012(E)

The service provider is required to retain overall accountability for the service, irrespective of where the
service originates in the supply chain.

B.3 Scenario 4: Simple scenario following improvements

B.3.1 Background

An internal service provider is the sole service provider to Customer C. Both are in Organization X, as
illustrated in Figure B.3. The internal service provider uses service management good practices for all
services offered to (internal) Business units 1, 2 and 3. The internal service provider hopes to demonstrate
confopmity{clSO >—20000-1 and-plans-to-complete-implementation-of the service-management processes
for all its services within the next year. The internal service provider intends to operate all service
management processes itself. There are three suppliers, but none of them supply services: relevant to the
SMS.

Organization X

Customer C

Internal service provider

[ [ [
| Supplier || Supplier H Supplier |

Figure B.3 — Scenario'4: Scope definition

B.3.4 Can the internal service provider demonstrate conformity?

The ipternal service provider of Customer £-can demonstrate conformity when the process injplementation
and improvements are complete and the internal service provider fulfils all the requirements.

B.3.3 What is the scope definition for the internal service provider?

This Is a straightforward scenario. The internal service provider, as part of Organization X, can define the
scopg of its SMS based .on.its departmental activities and its service management processes. There is no
ambiguity about which internal service provider delivers services, because the service provider|is referred to
as bejng part of Organization X, delivering services to Customer C.

EXAMPLE The-scope definition can be:
The SMS of the\internal service provider of Organization X that delivers internal services to Customer C.

ourced function

B.4
B.4.1 Background

Scenario 5, illustrated in Figure B.4, is similar to Scenario 4, but Customer D’s service desk function is
provided by the external supplier, Supplier 1. In Scenario 5, Supplier 1 is responsible for delivering operational
first-line support services, via the service desk function. This involves operating part of the incident and
service request management process on behalf of the internal service provider. Although Supplier 1's service
is used by the whole of Organization X, the agreement is between Supplier 1 and the internal service provider.
The three other suppliers do not deliver services relevant to the SMS.
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Organization X

Customer D

Internal service provider

| Supplier | | Supplier |

Supplier

Supplier1

Providing:
=)

B.4.2 Can

Yes, if the in
between the
request mang

ISO/IEC 200(
scope of the
service provi
function. The

There should
between theg
boundary bet
defined to en

[the internal service provider demonstrate conformity?

«service desk function

Figure B.4 — Scenario 5: Scope definition

ternal service provider can demonstrate governance of the processes that span the bou
internal service provider and Supplier 1. For example, those usedder the incident and s
gement process.

0-1 does not include requirements for specific departments or functions to be included
SMS or named in the scope definition. A service desk is a'function, not a process, so the in
Her need not have governance of the personnel and\ facilities of an outsourced service
service provider should have governance of the pracesses operated by the service desk fu

be evidence that the processes operated by the service desk function and the inte

ndary
Brvice

n the
ternal
desk
nction.

faces

e processes and the rest of the SMS are défined. This includes where the processes span the

Wween organizations. For example, the incident and service request management process G
sure that the following is possible.

an be

a) Allincidgnts and service requests for the defined services are recorded.

b) The progedures to manage the impact of incidents and service requests are co-ordinated between the
supplier pf the service desk functiénj)and the internal service provider.

c) The propedures that defineithe recording, prioritization, business impact, classification, updating,
escalatign, resolution apd-formal closure of all incidents and service requests are aligned where
approprigte.

d) Customgr D is keptinformed of the progress of reported incidents and service requests.

e) All persgnneloperating the incident and service request management process have access to relevant
informatipn & This includes known errors, problem resolution records and configuration manage¢ment
database information being accessible to first-line personnel in the service desk and the internal service
provider’s second-line and third-line personnel.

f) Information and management reports from the service desk are accessible by the internal service
provider, as the service management processes cannot be effectively managed without them.

g) The internal service provider to Customer D has access to all of Supplier 1’s incident, service request and
problem records relating to Customer D’s services.
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B.4.3 What is the scope definition for the internal service provider?

EXAMPLE The scope definition can be:
The SMS that supports the delivery of services to Customer D by the internal service provider of Organizatio

Although Supplier 1 provides the service desk function, this scope definition is valid if the int

n X.

ernal service

provider has retained governance of all the processes required by ISO/IEC 20000-1. As described in Clause

6.4.2 of this part of ISO/IEC 20000, the scope definition should not include the name of Supplier 1

B.4.4 Can Supplier 1 demonstrate conformity using the same evidence?

NO7 Sopptie

In Sgenario 5 the internal service provider can provide evidence that demonstrates.gaver
procepsses, i.e. for Supplier 1's services delivered to Customer D's internal service provider. Sup
also use the same evidence for those same processes. As described in Clause 4 of
ISO/IEC 20000, a service provider can only demonstrate conformity to ISO/IEC 20000-1 if all

ce provider.

nance of the
plier 1 cannot

this part of
requirements

are fylfilled. However, Supplier 1 can aim to demonstrate conformity for serviees to other organizations, by

demopstrating governance of the processes operated for the other organizations. Supplier
demopstrate conformity to ISO/IEC 20000-1 based on its own internal,processes, i.e. those
processes used to support its own personnel.

B.5
B.5.1 Background

Scenario 6: Outsourced function and services

Scenario 6, illustrated in Figure B.5, shows that Supplier 2 provides the service desk function. S
delivgrs the application management services for~Customer E’s back office systems. Th
management services are the development, supporft and maintenance of all applications. Supp
the processes used for the application management services.

The
gover
techn

nternal service provider has retained all aspects of management of the infrastructy
hance of processes. Infrastructuré)management is the design and planning, deployment,
cal support of the infrastructure.

The tihree other suppliers do not_supply services relevant to the SMS.

Organization X

Customer E

Internal service provider

Supplier Supplier

Supplier 2 Supplier

Providing:
- service desk function
- application management services

Figure B.5 — Scenario 6: Scope definition
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B.5.2 Can the internal service provider demonstrate conformity?

Yes. In Scenario 6, the internal service provider's SMS includes all the processes to fulfil ISO/IEC 20000-1
requirements, based on the infrastructure management services. As a result, the internal service provider can
aim to demonstrate governance of all the required processes. Application management services should not be
included in the scope of the SMS. Application management services are not required for the internal service
provider to demonstrate conformity to ISO/IEC 20000-1.

In Scenario 6 there should be a contract between the internal service provider and Supplier 2, defining the
requirements placed on Supplier 2. During an assessment, the internal service provider should be able to
demonstrate that this contract exists and includes the requirements placed on Supplier 2. The contract should

describe how

the internal service nrovider can demaonstrate aovernance of nrocesses-onerated by Sun
Lig ) g g 4 g

plier 2

that are in the

The internal
effective for
management
service repo
Supplier 2, n
demonstrate

B.5.3 What is the scope definition for the internal service provideéer?

EXAMPLE
The SMS thaf]
provider of Org

Although the|
Supplier 2, th
processes for

B.5.4 Can

Supplier 2 ca
including go
cannot demo|

services, othgr customers, or Supplier 2’s own internal processes.

B.6 Scend

B.6.1 Background

As illustrated
and applicati

scope of the internal service provider's SMS.

service provider should also be able to demonstrate that the supplier management proc
management of Supplier 2. An assessor can require evidence of fulfilment of the su
process and governance of processes operated by other parties. For example,Jrecords sy
ts given to the internal service provider by Supplier 2. However, other-parties, inc

conformity.

The scope definition can be:
supports the delivery of all infrastructure management sepvices to Customer E by the internal g
anization X.

internal service provider has outsourced some. of its operational activities and servig

e scope definition is valid. This is because the'internal service provider has governance of
infrastructure management.

Supplier 2 demonstrate conformity for all services delivered to Customer E?
n aim to demonstrate conformity.to ISO/IEC 20000-1 for its application management ser

ernance of the processes relevant to those application management services. If Sup
hstrate governance of these\processes, Supplier 2 can aim to demonstrate conformity for|

rio 7: Extensive outsourcing

in Figure B.6, Customer F’s internal service provider’s service desk, infrastructure manage
bn¢management services are outsourced to an external supplier, Supplier 3. The incider

service requ

BSS s
pplier
ch as
uding

ped not conform to ISO/IEC 20000-1 in order for Customer E’s internal service provider to

ervice

es to
bll the

vices,
Dlier 2
other

ment,
t and

st'management and problem management processes are outsourced to Supplier 3. Custo

erF

did this to avoid investing in tools for use by its own internal service provider.

In addition, Customer F has decided to avoid the management involvement necessary for its internal service
provider to operate an effective configuration management process. Customer F also decided to minimize
management involvement in service delivery and in resolution of problems and incidents. This decision was
made in order to concentrate management effort on project-based activities.

The three other suppliers shown in Figure B.6 do not supply services relevant to the SMS.
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Organization X

Customer F

Internal service provider
A

Supplier

‘ Supplier
Supphier

Eviarnal cansina nravidar

B.6.2

No. A

(Supplier3)
Providing:

PP

«service desk function
«infrastructure managementservices
application managementservices

Figure B.6 — Scenario 7: Scope definition

Can the internal service provider demonstrate conformity?

voiding investment in tools is not a barrier to demonstrating, cenformity to ISO/IEC 20000-1

Scengrio 7 the internal service provider is neither directly reSponsible for, nor has governa

proce)

Failin

s5ses in ISO/IEC 20000-1.

y to fulfil the requirements for the incident and service request management, problem man

config
requi

uration management processes are not the only.ssues in this scenario. ISO/IEC 20000-1:3
ments for the management of the interfaces between processes and for the effective

processes. This also affects processes such.'as change management and release and

man

The

mana
some
met
proce

This i
and

applid
effect

ement that are closely linked to the outsourced processes.

iggest barrier to this internal service provider demonstrating conformity is the decisior
gement involvement in service, management. As a direct result, the internal service provide
of the most fundamental reguirements. ISO/IEC 20000-1 specifies many requirements t
nless there is demonstrable management involvement and commitment, as well as p
5s improvement. Top management should also be responsible for the quality of the service

hternal service provider can demonstrate governance of only some of the processes in ISO
cannot fulfil many of the requirements itself. Under these circumstances, ISO/IEC 20
able to thissinternal service provider. This is the case even if the internal service pro
ve supplierimanagement process.

Altholigh this internal service provider cannot fulfil all requirements, ISO/IEC 20000-1 can be

objec

ive/for the processes where the internal service provider does retain governance. It can §

. However, in
hce of, some

agement and
Y011 includes
ntegration of

deployment

to minimize
r cannot fulfil
at cannot be
ioritization of

IEC 20000-1
000-1 is not
vider has an

useful as an
Iso be useful

2

asar

abrramannt ~f to orianbiare taal Al O sl
YU C T T OUT IS SUPPTICTSITo Oty o U P pPncT—our

B.6.3 Can Supplier 3 demonstrate conformity?

In Scenario 7, Supplier 3 is responsible for all the service management processes for cloud based
infrastructure management and application management services delivered to Customer F. As a result,
Supplier 3 can aim to demonstrate governance of all the required processes for the cloud based services.

Supplier 3 can also have evidence of conformity irrespective of whether the services delivered are cloud
based or not cloud based.
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B.6.4 What is the scope definition for Supplier 3?

EXAMPLE

The scope definition can be:

The SMS that supports the delivery of all infrastructure management and application management services to Customer F

by Supplier 3.

B.7 Scenario 8: A supplier as both internal and external service provider

B.7.1 Background

Figure B.7 illustrates a scenario where the internal service provider of Customer G has demonstrated
conformity to|ISO/IEC 20000-1 for infrastructure management services. To do this the internal serviceprovider
demonstrateq governance of those processes or parts of processes operated by Supplier 4 that were relevant
to its own SMS and infrastructure management services. This includes the processes used fo deliver the
service desk pervices. The three other suppliers do not supply services relevant to the SMS.
Supplier 4 ngw aims to demonstrate conformity to ISO/IEC 20000-1 because several customer organizations
have specifiefl this in invitations to tender.
Organization X
Customer G
Internal service provider
| Supplier | | Supplier ‘
External service provider Supplier
(Supplier4)

Providing:

«service desk function

application management services

Figure B,7.— Scenario 8: Scope definition
B.7.2 Can(Supplier 4 demonstrate conformity?
Yes, this is possible, as longas certain conditions are met. Supplier 4 cannot demonstrate conformity|using
the processep or parts of processes that are under the governance of the internal service provider shgqwn in
Figure B.7.
However, thelintepnal service provider of Customer G has only demonstrated conformity for its SMS deliyering
infrastructurel management services. Therefore, if Supplier 4 can demonstrate governance of the processes
used for the gpplications management service, Supplier 4 can instead aim to demonstrate conformity for|these

processes. There should be clarity on the different usages of the same process. As described in Clause 6.7.2
of this part of ISO/IEC 20000, this should include separate documents and records for each usage. Supplier 4
can also aim to demonstrate conformity for services delivered to other customers or to Supplier 4's own
organization.

B.7.3 Supply chain implications: Supplier 4 as both internal and external service provider

Scenario 8 has similarities to Scenario 6. However, Scenario 8 also illustrates why the implications of the
supply chain should be understood when defining the scope of the SMS. This is illustrated by redrawing
Figure B.7 as Figure B.8. Supplier 4, shown in Figure B.8, is actually part of a bigger organization,
Organization V. This is not shown in Figure B.7.
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Part of Organization V is the external service provider to Customer H. This part of Organization V is also the
external service provider to "Other customers" and the internal service provider to Organization V’s internal

users

. This is also shown in Figure B.8.

Other organizations

Other customers

Organization X Organization Y

Customer G

Business unit1-3

Internal service provider

Part

urganization v

External service provider
(Supplier4)

xternal service providerto CustomerH

d othercustomers
! . Internal
+ Providing: users

1 » service desk services

i » application management services ‘

i1 Internal service providerto Internalusers

Figure B.8 —Scenario 8: Redrawn to show Supplier 4, part of Organization V

pf Organization V is required to define and establish an SMS; including a valid scope

Servid
are fi
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B.7.4 What is the scope definition for the stpplier Organization V?

The gxample scope definition below is relatively'simple. It is normally advisable to provide an
servides, rather than just the word “services’ as the actual services can change. However, t
omitted, as the scope definition below is merely an example.

EXAMPLE An example scope definition for Organization V can be:

The SMS that supports the delivery of @ll'services to Customer H by Organization V.

When using "all services", particular care should be taken to ensure that the scope definition is n
If the range of services delivered changes, the SMS should also change, for example, in the sery
This is also described in-Clause 6.5 of this part of ISO/IEC 20000.

By rgferring to Gustomer H, it is clear that the scope of the SMS does not include Custo
customers or the'internal users.

This example scope definition implies all locations are included because it includes no
geogrlaphy or location. If this is not correct, explicit references to locations should be included.

provider personnel are focated at all focations, it should refer to "all focations .

B.8
B.8.1

Scenario 9: Complex supply chains and governance of processes

Background

Figure B.9 shows a more complex supply chain. The service provider that is both an internal and external
service provider is part of Organization W. This service provider can fulfil the requirements for only some of
the processes in ISO/IEC 20000-1 for its external customers, Customers K, L and M.
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Organization X Organization Y Organization Z
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External service provider to Customers K, L, M Internal

Internal service provider to Internal users LISErs

Lead supplier ‘ Supplier ‘ ‘ Supplier ‘

| Supplier
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Figure B.9 — Scenario 9: Scope definition 9

B.8.2 Canijthe service provider define a scope acceptable for certification?

No. Not if thel scope of the SMS relates only to the services delivered to\external customers. This is beqause,
as stated, thg scope based on external services does not fulfil the requirements for all processes.

However, thg service provider can define a valid scope for its“SMS as an internal service provider, |if the
service providler's own internal services conform to ISO/IEC.20000-1. The scope definition should then make it
clear that thig is based on internal services.

Scenario 9 can occur where the service provider delivers highly specialised services to external custgmers.
This can also|occur if the service provider has optedito make improvements to the SMS for internal custpmers,
before implerpenting the improvements for external customers.

When the suUpply chain is complex, as_ip\Scenario 9, there can be poor alignment between the sefvices
agreed with qustomers and the services agreed with suppliers. For example, when a service provider agrees
service targefs with suppliers that do not meet the service targets agreed with the customers. The sgrvice
provider shopld check and correct, this early in the planned improvements because poor alignmer]t can
prevent demqgnstration of conformity.

B.8.3 What is the scope definition for the external service provider?

An acceptable scope-definition for the service provider when acting as an internal service providger to
Organization |W is given in the example:

EXAMPLE —ifattprocesses mtISOAEC20000-tare operatedthe scope definitionr cam be:
The SMS that supports the delivery of all services to the internal users, by Organization W.

B.9 Scenario 10: Scope definition

B.9.1 Background

Figure B.10 illustrates two external service providers that are suppliers to the internal service provider of
Customer N. This arrangement is in place because Customer N wishes to have a comprehensive outsourced
solution.
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For both external service providers A and B the arrangement with Customer N is recent. Both external service
providers have previously demonstrated conformity to ISO/IEC 20000-1 as service providers to other
customers. Both are now required to demonstrate conformity to ISO/IEC 20000-1 for services to the internal
service provider of Customer N, within 2 years of the contract being signed.

Organization X

Customer N

Internal service provideraiming to achieve ISO/IEC 20000

External service provider A External service providerB

I Supplier | | Supplier | |Leads\upplier|| Supplier || Supplier

Supplier

Sub-contracted Sub-contracted
supplier supplier

Figure B.10 — Scenario 10: Scope definition

B.9.2 Can an acceptable scope be defined for services delivered to Customer N?

This will depend on the details of the arrangements, as:described below.
B.9.3 Four variants for Scenario 10

B.9.3]1 Scenario 10a

If goviernance of the ISO/IEC 20000-1 processes has been outsourced to external service providers A and B
then gither, or both, of the external service providers can aim to demonstrate conformity to ISO/IEC 20000-1.

In thgse circumstances, it is_unlikely that the internal service provider of Customer N can also demonstrate
conformity to the requirements specified in ISO/IEC 20000-1. Instead, the internal service provider can rely on
conformity by its suppliers; external service providers A and B. The internal service provider shpuld consider
operdting as a supplier management group. The internal service provider can also decide that other standards
are more appropriate. for its supplier management.

B.9.3|2 Scenario 10b

If goverbance of the ISO/IEC 20000-1 processes was retained by the internal service providef, the internal
servige prn\lidnr can aim to demonstrate r\r\nfnrmify to ISQUAEC 20000-1. Thnrnfnrn, n-Scenario 10b, neither
of the external service providers A and B can demonstrate conformity for the services delivered to Customer N.
This is the case despite conformity being a condition of the outsourcing contract. Nor does this approach
represent the comprehensive outsourcing that was intended by Customer N, as described in Clause B.9.1 of
this part of ISO/IEC 20000.

B.9.3.3 Scenario 10c

If both the external service providers separately fulfil the requirements specified in ISO/IEC 20000-1, both can
then aim to demonstrate conformity to ISO/IEC 20000-1 for the services to Customer N. To do this they
should each manage the processes individually and separately. This can be achieved if each external service
provider has responsibility for different services. For example, external service provider A delivers the data
centre service and external service provider B delivers the network and desktop infrastructure services. In
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