INTERNATIONAL ISO/IEC
STANDARD 20000-2

Third edition
2019-08

Information technology — Service
management —

Part 2:
Guidance on the application of service
management systems

Technologies de l'infermation — Gestion des services —

Partie 2: Directivesirelatives a l'application des systémes e
management des-services

Reference number
ISO/IEC 20000-2:2019(E)

© ISO/IEC 2019


https://iecnorm.com/api/?name=d388c3f7abb43ac2f4eefb6cad1cf5f0

ISO/IEC 20000-2:2019(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2019

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting
on the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address
below or [SO’s member body in the country of the requester.

ISO copyright office

CP 401 ¢ Ch. de Blandonnet 8
CH-1214 Vernier, Geneva
Phone: +41 22 749 01 11
Fax: +41 22 749 09 47
Email: copyright@iso.org
Website: www.iso.org

Published in Switzerland

ii © ISO/IEC 2019 - All rights reserved


https://iecnorm.com/api/?name=d388c3f7abb43ac2f4eefb6cad1cf5f0

ISO/IEC 20000-2:2019(E)

Contents Page
FOT@WONM ... oottt vi
| 0 o0 0 00 ot 5 () ¢ OSSOSO vii
1 S0P ...
1.1 General
T.2  APPIICATEOT oo 2
1.3 Y 010 (o D o <O 2

7

Normative references

Terms and definitions
Context of the organization
4.1 Understanding the organization and its context ...yt
4.1.1 Required activities
4.1.2  EXPlanation. ... N s
4.1.3  Other information ... @) e
4.2 Understanding the needs and expectations of interested parties
4.2.1 Required activities
4.2.2  Explanation.............
4.2.3  Other information
4.3 Determining the scope of the service management system ....................
4.3.1 Required actiVities ... S
4.3.2  EXPlanation ... e
4.3.3  Other information......
4.4 Service management system....
4.4.1 Required activities...
442  Explanation....
4.4.3  Other iINformation ... e
LeAAETSIUIP ......ooooo e
51 Leadership and COMMELITENT ...
5.1.1  Required aCtiVITIeS ..o
5.1.2  Explanation...........
5.1.3  Other@nformation...
5.2 POLICY .o
5.2.1 Regquired activities...
5.2.2 ~‘Explanation.....
5.2.3. 7 0ther INfOrmation ...
5.3 Onganizational roles, responsibilities, and authorities ...,
5.3.1  Required activiti€s ...
5.3.2  Explanation............
5.3.3  Other information...
—Plaming e
6.1  Actions to address risks and OPPOTTUNILIES ... 10
6.1.1 Required activities
6.1.2  EXPLANATION oo
(G700 TS TR 011 T=5 ol 00§01 0= (o) o 0
6.2 Service management objectives and planning to achieve them
6.2.1  Required aCtiVities. ...
6.2.2  EXPLANATIOT oo
6.2.3  Other INfOrMAtION ..o
6.3 Plan the service management system
6.3.1  REQUITEA @CHIVITIES ..ot
6.3.2  EXPLANATIOI oo
6.3.3  Other INFOIMIAION ..o
Support of the service Management SYSTEIML.............iiieieieeiiee i 13

© ISO/IEC 2019 - All rights reserved iii


https://iecnorm.com/api/?name=d388c3f7abb43ac2f4eefb6cad1cf5f0

ISO/IEC 20000-2:2019(E)

7.1 RESOUICES....oocccoeeie e

7.1.1  Required activities

7.1.2  Explanation..........

7.1.3  Other INfOrMation . ..o
7.2 COIMPEBLERIICE ...

7.2.1  Required activities

722 EXPLANATEON oo

97205 TR €11 4 15 88 {035 00 F= (0 ) o 0O
7.3 AWATENESS .....oooooiiisrisiiesees s

7.3.1  Required activities

7.3.2  EXPLANATION oo

7.3.5 OTNET INTOTIMATION .....ooooooii iy
7.4 Communication

7.4.1  Required activities

WA 372N 254 0 -V 4 - 0 ) o TSSO o NP

7.4.3  Other information
7.5 Documented information.............cccco.

7.5.1  General

7.5.2  Creating and updating documented information

7.5.3  Control of documented information ... s ;

7.5.4  Service management system documented information:............fonns 19
7.6 KINOWIEAZE ..o o et et e

7.6.1  Required activities

7.6.2  Explanation.............

7.6.3  Other information.......ccs
Operption of the service management SYSteIM ... oo o 21
8.1 Operational planning and CONTIOL ... e 21

8.1.1 Required activities

8.1.2 EXPlaNATION o B et

8.1.3  Other INFOrmMatioN ..o 8
8.2 Service portfolio....... 58

8.2.1  Service delivery....... ...

8.2.2  Plan the services

8.2.3  Control of parties involved in the service lifecycle

8.2.4  Service catalague management ...

8.2.5  ASSEt MANAZEIMEIIE .....ooioooorireeeeeeseee oo

8.2.6  Configuration ManAGEIMIEIIT ... ...t
8.3 Relationship and/agreement............ccco....

8.3.1  Gemeral..

8.3.2 _Business relationship management...

8.3.3 (™ Service level management............c........

8.3.4—~" Supplier management..............
8.4 SUPPLY QN AEIMANA ...

84.1  Budgeting and accounting fOr SEIVICES ...t

8.4.2 Demand management

8.4.3  Capacity MANAZEIMEIIT ...t
8.5 Service design, build and tranSition ...

8.5.1 Change management...................

8.5.2  Service design and transition ..................

8.5.3  Release and deployment management...
8.6 Resolution and fulfilment ...

8.6.1 Incident management........

8.6.2  Service request MANAZEIMEIIT. .......ccciiiiieiesieresiees e

8.6.3  Problem Man@@eIMENT ...t
8.7 Service asSurance ...

8.7.1  Service availability management....

8.7.2  Service continuity management.....

8.7.3  Information security management

© ISO/IEC 2019 - All rights reserved


https://iecnorm.com/api/?name=d388c3f7abb43ac2f4eefb6cad1cf5f0

ISO/IEC 20000-2:2019(E)

9 Performance evaluation ...,
9.1 Monitoring, measurement, analysis, and evaluation...
9.1.1 Required activities..........ce

L5708 7NN 554 0] = 4 U= 1 (0 ) O

9.1.3  Other INfOrmation ...

9.2 Internal audit
9.2.1 Required activities

0.2.2  EXPLANATION oo

9.2.3 Other information....

9.3 Management review.................
LS J0C T SR V=T | D0/ B Uod 174 L =
9.3.2 2528 EE T 1 0 ) o OO
9.3.3  Other information...
9.4 SeIVICE TEPOITING. ..oooior s () B
9.4.1 Required actiVities.........ossiessiesseseseesssees s Lt
9.4.2  Explanation........
9.4.3  Other information
10 IMPIOVEIMENIT.........ooooiiiiii st gpe e
10.1 Nonconformity and corrective action ... fdonms s
10.1.1 Required aCtiVities. ... A e

10.1.2 Explanation
10.1.3 Other information

10.2  Continual iMPTOVEIMENT ..o gmiisssesesssssssssssssssssssssesssssesssssses s
10.2.1 Required activities..
10.2.2 Explanation.........
10.2.3  Other information ...

Ann€gx A (informative) Mandatory documented‘information in ISO/IEC 20000-1:2018..
BIDIIPGIAPIY ... g et

© ISO/IEC 2019 - All rights reserved



https://iecnorm.com/api/?name=d388c3f7abb43ac2f4eefb6cad1cf5f0

ISO/IEC 20000-2:2019(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
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Introduction

This document provides guidance for establishing, implementing, maintaining, and continually
improving a service management system (SMS). An SMS supports the management of the service
lifecycle, including the planning, design, transition, delivery, and improvement of services, which
fulfil agreed requirements and deliver value for customers, users, and the organization delivering the
services.

The adoption of an SMS is a strategic decision for an organization and is influenced by the organization’s
objectives, the governing body, other parties involved in the service lifecycle and the need for effective

is document
[EC 20000-2) is intentionally independent of guidance for the management of any\$pecific type
of service. The organization can use a combination of generally accepted frameworks jand its own
experience. Improvement for service management can use common improvement mgthodologies
and 4pply them to the SMS and the services. Appropriate tools for service management|can be used
to support the SMS. Implementation and operation of an SMS provides ongoing visibilitly, control of
servifes, and continual improvement, leading to greater effectiveness and-efficiency. Imptovement for
servife management applies to the SMS and the services.

The |[clause structure in this document (i.e. clause numberidg and sequence) fligns with
ISO/IEC 20000-1:2018 and the terms used in this document atign with ISO/IEC 2000(-1:2018 and
ISO/IEC 20000-10:2018.
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Information technology — Service management —

Part 2:
Guidance on the application of service management systems

1
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SERVICE MANAGEMENT SYSTEM (SMS)

CONTEXT/OF THE ORGANIZATION

* Organization and its Context e nterested Parties © Scope of the SMS e« Establish the SMS

LEADERSHIP

* Leadership & Comniitment  » Policy  * Roles, Responsibilities and Authorities

PLANNING
¢'Risks and Opportunities  * Objectives  * Plan the SMS

SUPPORT OF THE SMS

* Resourcesy e Competence ¢ Awareness ® Communication ¢ Documented Information * Knowle

ge

REQUIREMENTS

OPERATIONAL PLANNING & CONTROL

SERVICE PORTFOLIO
* Service Delivery
* Plan the Services

« Control of Parties involved in the

Service Lifecycle

* Service Catalogue Management
* Asset Management
* Configuration Management

OPERATION OF THE SMS
RELATIONSHIP & AGREEMENT
* Business Relationship
Management
« Service Level Management
 Supplier Management

SERVICE DESIGN, BUILD & TRAN|
* Change Management
* Service Design and Transitio

RESOLUTION AND FULFILMENT
* Incident Management

* Problem Management

SUPPLY & DEMAND
* Budgeting & Accounting SERVICE ASSURANCE
for Services « Service Availability Managentent

« Service Continuity Managem
* Information Security Manage

* Demand Management
* Capacity Management

* Release & Deployment Management

* Service Request Management

BITION

pnt
ment

PERFORMANCE EVALUATION

IMPROVEMENT

 Monitoring, Measurement, Analysis & Evaluation
* Internal Audit

* Management Review
* Service Reporting

» Nonconformity and Corrective Action
* Continual Improvement

Figure 1 — Service management system

The structure of clauses is intended to provide a coherent presentation of requirements, rather than
a model for documenting an organization’s policies, objectives, and processes. Each organization can
choose how to combine the requirements into processes. The relationship between each organization
and its customers, users, and other interested parties influences how the processes are implemented.
However, an SMS as designed by an organization cannot exclude any of the requirements specified in

ISO/IEC 20000-1.
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The term ‘service’ as used in this document refers to the services in the scope of the SMS. The term
‘organization’ as used in this document refers to the organization in the scope of the SMS. The
organization in the scope of the SMS can be part of a larger organization, for example an IT department
of a large corporation. The organization manages and delivers services to customers and can also
be referred to as a service provider. Any use of the terms ‘service’ or 'organization’ with a different
intent is distinguished clearly in this document. The term ‘delivered’, as used in this document, can be
interpreted as all of the service lifecycle activities that are performed in addition to daily operational
activities. Service lifecycle activities include planning, design, transition, delivery, and improvement.

1.2 Application

The guidanck in this document is generic and is intended to be applicable to any organization applying
an SMS, regardless of the organization's type or size, or the nature of the services delivered.“While
it can be us¢d ‘regardless of the organization’s type or size, or the nature of the services delivered’,
ISO/IEC 20(Q00-1 has its roots in IT. It is intended for service management of §ervices using
technology 4nd digital information. The examples given in this document illustrate a.¥ariety of ues of
ISO/IEC 200p0-1.

The service [provider is accountable for the SMS and therefore cannot ask another party to fulfiil the
requirements of ISO/IEC 20000-1:2018, Clauses 4 and 5. For example, the ‘organization canngt ask
another party to provide the top management and demonstrate top management commitment|or to
demonstratg the control of parties involved in the service lifecycle.

Some activities in ISO/IEC 20000-1:2018, Clauses 4 and 5 can beperformed by another party iinder
the manageipent of the organization. For example, an organizatien can ask another party to creafe the
initial servide management plan as a key document for the SMS. The plan, once created and agreed, is
the direct rgsponsibility of and is maintained by the organization. In these examples, the organiZation
is using other parties for specific short-term activities. Theorganization has accountability, authorities,
and responsjbility for the SMS. The organization can therefore demonstrate evidence of fulfilling|all of
the requirements of ISO/IEC 20000-1:2018, Clauses*4:and 5.

For ISO/IEC|20000-1:2018, Clauses 6 to 10, an‘rganization can show evidence of meeting all ¢f the
requirements itself. Alternatively, an organization can show evidence of retaining accountability for the
requirements when other parties are involved in meeting the requirements in ISO/IEC 20000-1:2018,
Clauses 6 to|10. Control of other parties;involved in the service lifecycle can be demonstrated Hy the
organizatior] (see 8.2.3). For examplg, the organization can demonstrate evidence of controls for anpther
party who ig providing infrastructure service components or operating the service desk including the
incident management process,

The organizption cannot, derhonstrate conformity to the requirements in ISO/IEC 20000-1 if jother
parties are used to provide‘or operate all services, service components, or processes within the scope of
the SMS. Hoyvever, if ethér parties provide or operate only some of the services, service components, or
processes, the organization can normally demonstrate evidence of meeting the requirements sperified
in ISO/IEC 2p000-1:

The scope ot-th trertexcludesthe specificationof predt or-teols—Hewever 150 6000-1
and this document can be used to help with the development or acquisition of products or tools that
support the operation of an SMS.

1.3 Structure

This document follows the clauses in ISO/IEC 20000-1 and, from Clause 4 onwards, provides three
sections per clause or sub-clause:

a) Required activities: a summary of the activities required by this clause in ISO/IEC 20000-1 Note
that this summary does not replicate the requirement statements in ISO/IEC 20000-1 or add new
requirements, but simply describes the activities;

2 © ISO/IEC 2019 - All rights reserved
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b) Explanation: an explanation of the purpose of the clause and practical guidance on clause
contents, including examples and recommendations on how to implement the requirements
of ISO/IEC 20000-1. When relevant, it refers to other parts of ISO/IEC 20000 and other relevant
standards;

c) Other information: guidance on roles and responsibilities and on documented information
supporting the implementation of an SMS. Further relevant information can also be included.

2 Normative references

4.1

41.1

The ¢rganization determines external and internal issues relevant to its purpose and

abilit
4.1.2

The
to th
Thes
posit

erms and definitions

heir content
applies. For
nts) applies.

bocabulary

e purposes of this document, the terms and definitions given ip ISO/IEC 20000-10 apjply.

hd IEC maintain terminological databases for use in standardization at the following

EC Electropedia: available at http://www.electropedia.érg/

50 Online browsing platform: available at http://www.iso.org/obp

ontext of the organization
Understanding the organization.and its context

Required activities

v to achieve the intended eutcomes of the SMS.

Explanation

urpose of this required activity is to set the context by determining those issues that
b organizatfon’s purpose and influence its ability to achieve the intended outcomes
e outcomesiinclude the delivery of value to its customers. Issues can vary, e.g. interna
ve or.negative. All issues taken together provide the basic context in which the

esta

NOT

lishésjts SMS.

hddresses:

affecting its

are relevant
of the SMS.
or external,
brganization

' )

ative impact.

These are important topics, factors, or attributes for the organization in the context of its ability to deliver
services of an agreed quality to its customers.

To implement an SMS successfully, the organization identifies and documents its internal and
external context. Context includes the nature of the organization itself, the needs and expectations
of other interested parties that have a stake in the SMS, and the scope of the SMS itself. Based on an
understanding of these issues, the SMS can be established.

Early in the planning stage, the organization should establish how ISO/IEC 20000-1 is applicable to the
organization’s context, so that the initial scope of the SMS can be documented. Failing to identify the
context, interested parties, and scope can lead to an unsuccessful or inefficient SMS.
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Because external and internal issues can change, the organization can review its context at planned
intervals and through management review.

EXAMPLE

4.1.3

Internal issues can include policies, resources, capabilities, people, skills and knowledge,
organizational structure, governance, culture, internal customer demands, and finance. External issues can
include market, political, economic, and environmental influences, competition, laws and regulations, external
customer demands, and the likelihood of events that could affect the services.

Other information

Alist of internal and external issues affecting the SMS is developed and should be documented.

Establishing
the assistan

4.2 Unde

4.2.1 Req

The organiz
requirement

4.2.2 Expl

The purposg
relevant inte
group that ¢
or external t

EXAMPLE

management
(e.g. technolg
regulators, ay

The organiz
managemen
services. An
influence th¢

the context of the organization is completed at the top management level, who may
'e of technical and business analysts.

rstanding the needs and expectations of interested parties

hired activities

ation determines interested parties relevant to the SMS and_the services and
S.

anation

have

their

rested parties to support the SMS to deliver services. An interested party is a pers
nn affect or can be affected by a decision or activity related to the SMS. They can be in
o the organization. An interested party can<lso be known as a stakeholder.

representatives, account management, \personnel, support functions within the organi
gy support, human resources, facilities, legal, recruitment, procurement), suppliers, par
ditors, trade and professional associations, and competitors.

htion identifies the interested parties and their relevance to the achievement of se
[ objectives or to the delivery of services, including their requirements for the SMS ¢
interested party can affect the performance and effectiveness of the SMS and the ser
b market, or create and mitigate risks.

hrties' requirements can include the following:

requiremefts such as service level targets, capacity, performance, service

legal anfl regulatory requirements imposed by external authorities, such as national or reg
laws and egulations;

ents, service continuity, information security, or availability requirements;

b of this required activity is to ensure that the ofganization identifies requireme]\ots of

n or
ernal

Interested parties can include customérs and customer representatives, top executives,

ration
tners,

rvice

r the

vices,

level

ional

Interested p

a) service
require

b)

c)

contractual obligations to partners, customers, or suppliers.

4.2.3 Other information

The organization documents a list of interested parties with their specific interests and their
requirements for the SMS and the services.

Identifying interested parties is completed at the top management level, who may have the assistance
of technical and business analysts.
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4.3 Determining the scope of the service management system

4.3.1 Required activities

The organization determines the boundaries and applicability of the SMS to establish its scope.

4.3.2 Explanation

The purpose of this required activity is to use the information gathered about the issues and
requirements of interested parties to define exactly what part of the organization and what services
are to be included within the SMS. Establishing the scope is therefore a key activity that determines the
necegsary foundation for all other activities in the implementation of the SMS.

The drganization takes into account the following inputs when documenting the scope of the SMS:
a) theinternal and external issues;
b) the needs and expectations of internal and external interested parties;

c) What services or types of services are offered to customers, e.g.

- asingle service, group of services, or all services;

—+ IT services, cloud services;

- technology services to support facilities management, business process outsourcihg;

- technology services to support any sector’s{business such as telecommunicatipns, finance,
retail, tourism, utilities;

d) the number and type of customers, e.g. a-Sihgle customer, a specific customer sector], external or
ihternal customers;

e) thelocations from which the servicésare to be delivered.

The dervices considered at c) can beall or some of the services that are agreed to be in the scope of the
SMS. [The services in the scope ofthe SMS can be all or some of the services delivered by the grganization.
The services in the scope of theySMS can be listed individually or grouped. The name of the prganization
that manages and provides the services is included; however, the scope statement should not include
the npmes of other parties contributing to the delivery of the service, such as outsourcing partners.

4.3.3| Other information

The prganizdtion documents a scope statement for the SMS, following the guidance [provided in
ISO/IEC 20000-3.

Defining-a scope statement for the SMS is completed at the top management level; supject matter
experts such as technical and business analysts may assist.

4.4 Service management system

4.4.1 Required activities

The organization establishes, implements, maintains, and continually improves the SMS.

4.4.2 Explanation

The purpose of this required activity is to ensure that all required elements are assembled to establish,
implement, maintain, and continually improve the SMS.

© ISO/IEC 2019 - All rights reserved 5
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Once the context, interested parties and their requirements, and the scope have been agreed, the
organization decides how the requirements in ISO/IEC 20000-1 are to be implemented as processes.
For example, are the processes in the SMS going to reflect exactly the clauses in ISO/IEC 20000-1 or will
they be combined, separated, or named in a different way?

To gain the most value from processes, it is essential to keep the processes current. An approach for
routine process evaluation will benefit the organization. As processes are deployed and implemented,
routine reviews include a review of their performance to optimize the process results.

The plans and aspirations of the organization can be considered when establishing and implementing
the SMS so that maintenance and continual improvement can be performed efficiently. See Clause 6 for
more infor

ation

4.4.3 Other information

The organiz

Top manage
The respons

organizatior.

5 Leader
5.1 Leadgd

5.1.1 Req

Top manage

5.1.2 Expl

The purpos
and commit
as ‘the pers
managemen

htion documents the SMS to meet the requirements of ISO/IEC 20000-1:2018,7.5.

ment provides the basis and the authority to proceed with the establishment of the
ibility for establishing the SMS may then be delegated to authofised personnel i

'ship
rship and commitment

hired activities

ment demonstrates leadership and commitment with respect to the SMS.

anation

e of this required activity is_te ensure that top management demonstrates leade
ment to support the establishment and operation of an SMS. Top management is de
n or group of people who(directs and controls an organization at the highest level
[, i.e. the level of managenient in the organization that has the authority and capabil

initiate the ¢levelopment of an SMS, also provides the needed resources for the continuing supp

the SMS and
services. Th
in supporto

Top manage
Further info

Top manage

is accountable forthe achievement of the objectives and intended outcomes of the SM

the servicestit provides to customers.

ment isaccountable for ensuring that the SMS and the services are reviewed regu
Fmatiemsabout management reviews can be found in 9.3.

ment establishes a service management policy, as well as service management objec

SMS.
n the

rship
fined
" Top
ity to
brt of
S and

e right level of invelvement and commitment is essential to successfully implement an SMS

larly.

tives,

describing t

eir high-tevel viston of, and targets for; Service management 1 the organizatio

. Top

management does so in a way that is aligned with the overall business objectives and strategic direction
of the organization, as the policy and objectives are there to support the organization's business.

Based on the service management policy and objectives, top management directs the development
and maintenance of a service management plan, which is the overarching document that provides a
summary and describes the intent of the SMS for the organization.

Top management assigns levels of authority, appropriate to the size and complexity of the organization,
and delegates responsibility, so that the appropriate personnel are authorized to make decisions related
to the SMS and the services.

Top management determines what constitutes value for the organization and for the customers. The
creation of value from services includes realizing benefits at an optimal resource level while managing
risk. An asset, service component, and a service are examples that can be considered value. Internally,
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value can include increased employee satisfaction, reduced costs, and increased revenue. Externally,
value is determined by the service outcomes and benefits that customers perceive from the use of the
services provided.

Top management considers the relationship of the SMS to achievement of the business outcomes.
Top management ensures that service management requirements and objectives are in line with the
business outcomes and processes of the organization. This approach prevents conflicts between service
management processes and business processes that are supported by the SMS.

Top management ensures that the SMS is integrated into the organization’s business processes. For
example, the SMS requirements are not labelled and undertaken as an ‘add- on to the normal business

processes = S : S L
requ'rements w1ll become part of busmess as usual and w1ll be more llkely to galn the
outcdmes that are expected.

Top

anagement commits resources to support the SMS and the services; thése ‘includ
finangial, technical, enabling services, and any other resources. When needed, top
supp¢rts other management roles so that they can be effective in their leadenship roles an

to th¢ success of the SMS and the services.

Top thanagement communicates with the members of the organizatioh about the impor
SMS fo the organization as a means of increasing its efficiency and.effectiveness. Top manj3
communicates to personnel the importance of the SMS to achieve’the service manageme
and tp deliver value to the organization and its customers. Top management should also en
organization establishes effective feedback loops to enable'bi-directional and lateral com
on the SMS and the services.

Top npanagement facilitates and promotes continualimprovement of both the SMS and the s

ainty that the

benefits and

e personnel,
management
d contribute

tance of the
igement also
ht objectives
sure that the
munications

ervices, with
brganization
ple through
he quality of

ranization. If

the ajm of increasing the value provided by the services to customers, end users, and the
itself] Personnel also contribute to the effectivenhess of the SMS and the services, for exan
identjfying opportunities for improvement terenhance the effectiveness of the SMS and t
the s¢rvices.

5.1.3| Other information

Documented information required for top management involvement includes the following:
a) the service managemert policy;

b) the service management plan;

c) the service management objectives;

d) records-ofrequired communication.

Top management has the power to delegate authority and provide resources within the org
the s¢op€ of the management system covers only part of an organization then top managenmn

ent refers to

those who direct and control that part of the organization.

It is recommended that the relationship between top management in the context of ISO/
and the highest level governing body, if one exists in the organization, is made specific.

The governing body can be involved with the SMS by:

IEC 20000-1

a) reviewing the alignment of the organization’s strategy and service management policy;

b) reviewing that appropriate levels of authority are assigned for making decisions related to the SMS
and the services;

c) receiving and reviewing information at planned intervals about the content and operation of the

organization’s SMS;
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d) exercising reasonable oversight of the implementation, operation, and effectiveness of the
organization’s SMS.

These activities may be carried out by top management if the organization does not have a separate
governing body.

NOTE ISO/IEC 38500:2015 provides guidance on and principles for the governance of IT.
5.2 Policy

5.2.1 Required activities

Top management establishes a service management policy.

5.2.2 Explanation

The purposd of this required activity is to document the high-level intentions of the.SMS in a sqrvice
management policy and to give direction to the organization with regard to seryice management| This
policy is widely available and communicated to all relevant personnel and externdl interested partties.

The service|management policy is specific to the organization's circumstances and objectives and
includes a cystomer focus. The policy should not be a generic, broadly applicable statement.

The policy r¢presents organizational strategy and commitment to déliver value to the organizatiop and
customers.

The policy applies to the agreed scope of the SMS and forms the foundation of the organization’s sqrvice
management objectives and the service management plan:

The policy glves clear direction to the organization’s m@@nagers and personnel.
EXAMPLE 1 | Services are aligned to the business objectives and both organizational and customer priorijties.
EXAMPLE 2 | Changes to processes or procedures are made through the change management process.

EXAMPLE 3 | Roles and responsibilities forithe service management processes are defined and documenfted in
a consistent manner and personnel performance is measured against those responsibilities.

The organizption structures the service management policy so that it states how the organizafion’s
service manpgement objectives are set (see 6.2 for the relationship between objectives and measjires).
It should be possible to demonstrate a link between the service management policy and the activitfies to
achieve the ¢rganization’siservice management objectives.

A commitmgnt to corttinual improvement of the SMS and the services is part of the policy.

The organization )communicates the service management policy so that it is understood within
the organizdtiot It is also made available to customers and suppliers or other interested partles as
required.

When other management systems are used in addition to the SMS (such as a quality management
system), it is advisable for the service management policies to be consistent with the relevant policies
of the other management systems used by the organization. However, any service management policy
should remain relevant to the SMS and the services. This helps with integrating the various management
systems and provides clarity to the organization’s personnel.

Top management ensures that the service management policy is reviewed at suitable intervals, usually
annually. This review is used to identify any deficiencies and ensure continual alignment with business
needs and customer priorities.

NOTE The policy can also be reviewed to ensure alignment if service management objectives have changed.
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Other information

ervice management policy is available as documented information.

-2:2019(E)

Top management is the authoritative party establishing the service management policy with input from
relevant personnel in the organization.

The governing body, if one exists, should be involved with the SMS by approving the organization’s
service management policy.

5.3

Organizational roles, responsibilities, and authorities

5.3.1

Required activities

Top management ensures that responsibilities and authorities for roles relevant te-service

are a

5.3.2

Thep
for th

ssigned and communicated throughout the organization.

Explanation

urpose of this required activity is to clearly identify and expressthe-authorities and res
e various roles that contribute to the success of the SMS and the'Services.

Top management identifies the roles required for all aspects ofithe SMS, such as design, imp|

revie
respq

nsible for making decisions regarding the SMS and(the services, so that the SMS con

requirements of ISO/IEC 20000-1. Once all the required\roles are identified, the responsibil

for ed
with
authd

Depe
role 1
assig

ich of the roles, along with the specific outcomes expected from them. The roles are
the required authority to take decisions expected by their roles. These roles, respons
rities are clearly communicated in the organization.

hding on the size and complexity of thé organization, one individual may have several
hay be performed by multiple individuals. Such role allocation is not intended to limit
hment of tasks and accountability:

Basedl on the service management-objectives and service requirements, the performanc

and t
mang

5.3.3

he services is regularly réported to top management and reviewed for conformance t
gement policy and to identify improvement opportunities.

Other information

oles, responsibilities, and authorities of various personnel involved in the establ

gement of the SMS and the services are documented and widely communicatec
izatiomand to other interested parties.

a)

a

b)

nd the measurement and improvement of the process;

management

ponsibilities

lementation,

w, and improvement. Specific responsibilities and authorities are assigned to persomnel who are

forms to the
ty is defined
empowered
ibilities, and

roles, or one
flexibility in

b of the SMS
b the service

shment and
within the

I processes)
hent process

a process owner role, responsible for the design of the process, ensuring adherence to the process,

service owner role (can be a member of top management or an operational manager), responsible

for a service throughout the service lifecycle, including planning, design, transition, delivery,
improvement, and retirement;

process management resources;

d)

personnel who perform the procedures of the process.
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The role with the responsibility and authority for ensuring conformance to the requirements of
ISO/IEC 20000-1 and reporting to top management can be called the management representative.
Examples of additional roles are service desk manager, infrastructure manager, information security
officer, service continuity manager.

The documented information about roles, responsibilities, and authorities clearly outlines the various
functions supporting the SMS and the services as well as their responsibilities and authorities.
These functions, responsibilities, and authorities are determined by top management. Note that
ISO/IEC 20000-1:2018, 5.3 requires top management to assign authority and responsibility to persons
who report on performance of the SMS and service to top management.

6 Planning

6.1 Actions to address risks and opportunities

6.1.1 Reqpired activities

ve its
bks is

Risks and opportunities are identified with a risk assessment to assure that-thé SMS can achie
intended oufcomes and is continually improved. A risk management appteach to deal with ri
developed and actions to treat risks are determined and planned.

6.1.2 Explanation

The purposg
the services
of interested

of this required activity is to identify and addressisks and opportunities to the SM
The internal and external issues determined<@s“described in 4.1 and the requirer
parties as described in 4.2 are taken into account to determine risks and opportu

S and
nents
hities

affecting thg SMS. This assessment focuses on:

a)

b) prevent

identify|ng the risks that can affect the achievement of outcomes for the SMS;

ng or reducing undesired impact ¢n‘the SMS and the services caused by these risks;

c) providing input to continual improvenient of the SMS and the services.

As part of a 1isk management process,¥arious risks are determined, related to:

_ ition;

the orgapnization itself, such as its structure and culture, butalso market conditions and compet

the poss tions,

supply-d

ibility of not being able to fulfill service requirements, such as due to natural condi
hain issues or.financial issues;

rties’ invelvement, such as in outsourcing situations where suppliers provide or operate

the services.

other p4
(part of

The impact gnddprobability of these risks are determined as they relate to the SMS, the services, and the
customers. Based onmthe organization s TiSKacceptance criteria, witicirare functions of the orgamnization’s
risk appetite, the organization determines the approach to treat these risks. This determination is done
with some regularity or in response to changes in context. Examples of risk acceptance criteria are
risks with a score that falls below an acceptable threshold or risks that are above the threshold but
are accepted by top management. Risk management within the SMS should be closely aligned to the
organization's risk management framework to ensure consistent definition and treatment of risks.

Possible risk treatment actions can include:

a) Avoiding the risk by taking measures to steer away from it, for instance by only allowing authorised
personnel to download software onto all company owned mobile devices;

b) Considering the risk to be an opportunity, in case a positive effect is expected, for instance by
embracing the positive effect of increased revenue when demand for a service suddenly increases;
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c) Reducing the risk by removing its source, changing the likelihood of the risk occurring or reducing
its impact, for example by patching a vulnerability on a service asset;

d) Transferring to or sharing the risk with another party that is willing to accept it, for example when
it is another party that manages part of the service that forms a risk;

e) Accepting the risk by evaluating its consequences and determining it is acceptable; this is a top
management decision that should be documented for future reference.

Risks are also considered specifically as input for the service continuity and information security
processes. Further information about the risk requirements in these processes can be found in 8.7.2
and 8.7.3.

NOTE ISO 31000 contains an extensive general framework for risk management, including ylrinciples and
treatipent options.

6.1.3| Other information

Documented information related to risks can include the approach to be-taken for the mgnagement of
risks|and a risk register.

Top management or their delegates are the main roles accountablefor risks. A risk manager can be
appolinted to lead the risk management process.

6.2 |Service management objectives and planning to achieve them

6.2.1] Required activities

Service management objectives are defined in alighment with the business objectives angl the service
mangdgement policy so that the SMS and the.s€rvices are focused on meeting the businegs needs and
servife requirements.

6.2.2| Explanation

The gurpose of this required activity is to define and document measurable objectives thafjwill provide
a focys for operating the SMS-and its defined services to meet the organization's business heeds. These
definpd service management objectives are achievable within a specified time in line with the service
mandgement policy. The\erganization reviews the objectives periodically to ensure the relevance
and rjeed for updating the objectives based on the changes to the business needs, servicgs, or service
mangdgement policies.

Once| defined, ‘objectives are communicated to all relevant parties and progress is monitored in
achieying the\objectives.

Whe:t €stablishing the service management objectives, the organization seeks to understand the
requirements and ohjectives of the business customers _and other interested parties

Organizations define service management objectives in such a way that achievements against the
objectives can be accurately measured.

The organization’s plans to achieve the service management objectives include the processes, resources,
activities, and responsibilities needed to achieve the objectives and evaluate the results. Timelines are
determined for the achievement of the objectives.

6.2.3 Other information

The service management objectives and the plans to achieve the objectives are documented. These are
often included in the service management plan.
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Top management is held accountable for establishing the service management objectives and planning
to achieve the objectives. The organization identifies other parties involved in achieving the service
management objectives. These parties can include personnel of the organization, suppliers, and

customers.

Other roles appointed by management can be made responsible for the measurement and achievement
of the service management objectives.

6.3 Plan the service management system

6.3.1 Req

ired activities

The organiz
service man

6.3.2 Expl

The purpose
plan that wi

The plan is §

to be implenpented within the organization. Key inputs to the service management plan (in addit

service man
requirement

The organiz

The planisr
business ne¢d

The contents

ption creates, implements, and maintains a service management plan that reflect
hgement policy, objectives, and service requirements.

anation

of this required activity is to plan the SMS and describe its design ina'service managsg
| aid understanding of the SMS in order to support the delivery ofthe services.

ligned with the service management policy and provides an\overview of how the §

pgement policies) include service management objectiyes, business strategy, and se
S.

hition communicates the plan to all interested parties.

eviewed regularly, at least annually, and, asaéeded, updated to accommodate the cha
ds, customer requirements, or priorities of the organization.

of the service management plan include or refer to the following:
e of services, e.g. the names of the'services or groups of services in the scope of the SN

imitations that may affect.thé SMS and the services, e.g. the organization's pers
mited availability to support the services outside of office hours;

pns and how these apply to the SMS and the policies. These obligations are vital to get
b up to date because:they will affect the design of the SMS and the services, and are ref
set management-(ISO/IEC 20000-1:2018, 8.2.5) and information security manage
20000-1:2018,:8.7.3). The obligations include:

nizatiomal‘policies, e.g. financial policies, technical architecture policies;

r applieable standards, e.g. ISO/IEC 27001, non-ISO standards;

s the

ment

MS is
on to
rvice

hging

1S;
bnnel
right

erred
ment

cal or specific contractual requirements, e.g. service penalties.

ies and responsibilities identified as necessary to support the SMS and the services;

the SMS and the services;

or external suppliers, including how to manage these relationships;

service management tools, and other technologies;

a) the scop
b) known
having |
c) obligatic
and kee
to by aj
(ISO/1IEC
—  org:
— othe
— legala
— typi
d) authorit
e)
support
f)
internal
g)
12
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h) the approach to measuring the effectiveness of the SMS and the services as well as auditing the
SMS, reporting on the service achievements, and improvement of the SMS and the services;

i) the service management objectives.

Risks and opportunities that would cause the plan to be adjusted are identified, assessed, and managed
both initially and as part of continual improvement of the SMS and services.

The plan is also designed to explain how the agreed objectives and service requirements can be
achieved. If they are not met, the plan also includes how corrective actions will be implemented to
achieve the objectives and improve the SMS and services.

The dctivities covered in the service management plan are integrated with other planning activities to
deliver the services and achieve the service management objectives.

6.3.3| Other information

The ¢rganization documents the service management plan, including referénces to other relevant
documents.

Top hanagement is accountable for the creation and maintenance/of-the service management plan.
Responsibility is given to appropriate personnel in the organization to create, review, and maintain the
servife management plan in collaboration with other parties and\roles that need to be invglved.

7 Support of the service management system
7.1 |Resources

7.1.1] Required activities

The prganization determines what resolirces are needed and makes them available fo establish,
implgment, maintain, and improve the-SMS and the services.

7.1.2] Explanation

The pgurpose of this required activity is to ensure that sufficient resources are available tq operate the
SMS and deliver the services.

The riesources fundamental to the performance of any service activity can include:

a) Human resources, e.g. top management, personnel involved in the management of the SMS and
services,(@nd people to design, implement, and operate the SMS;

b) tpchnical resources, e.g. IT systems and tools to support the processes and services|in the scope
df'thé SMS, to collect service measurement, to report on performance, and to commjinicate with
customers and other parties;

c) information, e.g. details of agreed customer requirements, the organization’s service management
objectives, service management policies, and procedures;

d) financial resources, including funds for projects and funds for operation of the SMS and delivery of
services.

Persons in roles with the necessary authority approve the use of resources.

Although ISO/IEC 20000-1 does not require any tools or technology, they can make service management
activities more efficient and effective. Examples of tools can include those to monitor, measure, or
report on service or process performance.
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7.1.3 Other information

Resources identified for the operation of the SMS are documented or referenced in the service
management plan.

Human resources can be documented in staffing overviews and hours worked in time tracking systems.
When the levels of authority and accountability or responsibility of each role has been defined, this
information becomes a component of the SMS. Documenting roles and authorities in a matrix, e.g. RACI
(responsible, accountable, consulted, and informed), can be useful. Once the information becomes a

component of the SMS, it is then included in the SMS review cycle.

Current techni

lr r houl men nfigur r

resource requirements can be considered for future planning. Information resources can be nrapaged

using an in

management

budgets and

Activities to
by modellin
sources with
a sufficient 1
effective use

Resources i
accountabili
for the life o

The organiz

ormation management system, library, repository, file management system, oI c
system. Current and future financial resource requirements are documiented
other financial forecasts and reports of income and expenditure.

identify the need for changes in resource requirements or resource levelsmay be supp
b, based on similar services or processes. Modelling information~¢an come from
in the SMS, e.g. capacity reports, configuration information. The/provision of resour
bvel to support the SMS and services is a top management responsibility. The efficien
of those resources is a responsibility of all levels in an organization.

hclude top management and, if it is separate, the governing body, who have o
Ly for the SMS and the services delivered by the SMS. This resource requirement cont
the SMS and the services.

ition should understand the risks arising fromwuricertainty as to which roles, or indivi

have particular levels and types of authority and responsibility.

The organij
contributes
information

other partieg

NOTE It

ation’s commitment to provide humdn resources includes defining what each
to the SMS and the services. The organization defines, agrees, and communicate
internally. When it is relevant, the.¢fganization may also communicate this informat

P«

is acceptable practice for a sibgle individual to have more than one role supporting the

particularly for smaller organizations,-as\long as any conflict between the roles is acceptably identifie

managed.

7.2 Competence

7.2.1 Req

The organiz
involved in t

hired activities

htion determines and records the competence of internal and external human reso
he SMS and the services and takes steps to improve their competence.

using

prted
many
ces at
tand

rerall
inues

Huals,

role
5 this
on to

SMS,
d and

urces

7.2.2 Explanation

The purpose of this required activity is to plan for and manage the competence that is needed to operate
the SMS and provide services. Planning includes both current and future needs for competence.

The organization identifies the competence required for each role to support the SMS and the services.
This analysis includes prerequisite education, training, skills, and experience. The organization also
gives consideration to the workload involved in each role and how each role can change over time. The
type of responsibility and authority of a role is also taken into consideration. This activity includes the
roles of top management.

The organization then allocates roles to individuals who meet the competence criteria. A decision on the
suitability of an individual for a role can be based on a comparison of the demonstrated and required
competence for that role. When there is a gap the organization takes steps to close that gap.
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Disparities in competency may arise in internal or external suppliers, and can be evident, e.g. in excessive
time taken or lack of effectiveness in resolving incidents and problems or completing changes. When
the performance of internal or external suppliers is affected by lack of competence, the organization
obtains assurance from the supplier that the discrepancy has been successfully addressed.

Disparities may be corrected by several methods, e.g. the individual is provided with education and
training, or an overqualified person is assigned to more challenging responsibilities. Alternatively, the
organization may allow for missing skills or experience to be gained through knowledge management
activities, mentoring, or having the person working with another who already has the correct skills and
experience. After this corrective action has been taken, the organization again assesses the competence
of the individual or individuals to check that the actions taken have corrected the disparity. The

> e 1 11 ' =l 1 ' P | b
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Organizations align the performance indicators or key result areas of personnel to the achievement of
the s¢rvice management objectives. By doing this, personnel can be made aware of their responsibilities,
and dan better understand how they can contribute to the desired service outcomes.

7.2.3| Other information

The Jorganization establishes records of competence, including, education, training) skills, and
experience.

Respgnsibility for maintaining competence in the organizatigmis typically shared amorg individual
persdnnel, their managers, and human resources and training coordinators.

7.3 | Awareness

7.3.1] Required activities

The grganization requires personnel supporting the SMS to establish and maintain awareness of the
servife management policy, the service-fitanagement objectives, SMS, and the portfolijo of offered
servifres.

7.3.2] Explanation

The gurpose of this required\aétivity is to raise awareness of personnel about the SMS and|the services
to improve their contributions to service management objectives.

In support of the SM§ and the services, awareness is promoted by communication about:

a) the service ntahagement policy and how the person's activities contribute to the achiejement of the
service mattagement objectives;

b) measursable objectives that individuals contribute to, which are monitored and reportgd on so that
awareness is increased;

c) eachperson's contribution to the effectiveness of the SMS and the services, including the benefits of
improved service management performance;

d) the implications of not conforming to the SMS, service management policy, and alignment with
service management objectives.

7.3.3 Other information

Awareness of policies and procedures can be confirmed and documented through (electronically) signed
statements, but these are at best a record. Observed involvement and contribution to achievement of
objectives, along with records of interviews, are further methods to document awareness.

Top management establishes the policies that involve awareness and commitment from individuals.
Each individual should be aware of their value to the organization.
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7.4 Communication

7.4.1 Required activities

The organization determines the need for internal and external communications related to the SMS and
the services.

7.4.2 Explanation

The purpose of this required activity is to identify and communicate relevant information both
internally and externally to support the SMS, achievement of service management objectives, and
delivery of the services.

7.4.2.1 Communications plan
The plan of internal and external communications describes the following:
a) how thelestablished SMS is aligned with organizational objectives and customer expectations;

b) how the|service management policy, service management objectives, and.service management plan
support|delivery of value;

requirements for a service, contractual, legal, and regulatory réquirements, process perfornjance,

c) where t{‘locate information, e.g. work procedures, help topics, decumented agreements, cusomer
and repgrts.

Top management communication about the SMS is an opportunity for the organization to motivate their
own persontel. Additionally, an appreciation of the importance of the SMS by both top managemerjt and
personnel h¢lps to ensure that decisions made or solutions delivered align with prioritised buginess
objectives of the SMS. The desired outcome of these g0mmunication activities is that people undergtand
their role im service management and how they contribute to meeting the service managgment
objectives and to delivering value to the organization and customers.

Communicafion can encourage staff motivation. For example, communicating the successful r¢sults
of personne] participation in improvemeént activities can have a significant motivating effect. Pther
examples afe prompt communication” of incidents, especially security incidents, and cusfomer
complaints, Which is a first step in resolving incidents and service improvement.

7.4.2.2 Communication methods

The organization chooses ‘appropriate communication methods and procedures, considering the
delivery medlia, the timing and frequency of communication, and the audience's interest and ne¢d for
information] Typicallmeans of communication include face-to-face or live internet or video meefings,
electronic d@shboards and messages, as well as traditional written communications. Communicdtions
should estabjlisiia direct link from top management to each member involved in the SMS. Communig
procedures ts—stribation . ’ R :
information access, schedules, and responsibilities.

The organization also plans for alternate communication channels and messages to be used in the event
of major service losses.

7.4.3 Other information

Effective communication depends on the culture of the organization, the type and method of
communication, an understanding of individual perceptions, as well as feedback and adjustment.

Documented information for communication can include orientation material, briefings, workshop
materials, internal personnel publications, email, social media posts, feedback, and more.
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Communication is the responsibility of all levels of management and interested parties of the
SMS. Designated responsibilities for specific types of communication promote consistent forms of

communication.

7.5

7.5.1

7.5.1

Documented information
General

.1 Required activities
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[fectiveness of the SMS.

2 Explanation

urpose of this required activity is to acquire or create, update, and confrol essential
mation to allow successful operation of the SMS and the services:DPocumented
ling records, is reviewed for suitability and adequacy, is retrievable when needed, and
loss. Organizations are not intended to produce excessive writtemrdocumentation and
us on the items that provide value to the intended audience.

mented information for an SMS includes those policies, plans, documented
fications, descriptions, procedures, reports, and recotds needed for its operation
b1y of services. A plan for every process and exhaustive written documentation of ev
dure are not required by ISO/IEC 20000-1. The-erganization manages documented
fining:

Fhat documented information and records.need to be created and retained;

/ho will use the documented information'and records;

ow information is reviewed and approved for use;

rhat media is most appropriatefor the distributed information;

ow information is stored, retrieved, updated and revised, and disposed of when no lo

ow frequently documented information is to be reviewed for updates and by whom.
3 Other information
brganization produces and maintains documented information needed to opers:

fies(and controls any documented information that has an external origin, such as t
ppliers or other parties. The organization creates or updates documented information

ecessary for

documented
information,
is protected
records, but

agreements,
and for the
rery possible
information

hger needed;

ite the SMS

ively and-to fulfill the requirements of ISO/IEC 20000-1. In addition, the organization appropriately

hat provided
and ensures

priate fdemntification, description, TeView, approvat, format, and media. SOIME Orgarn

zations may

define a role to take overall responsibility for all documented information for the SMS, with appropriate
inputs from subject matter experts.

NOTE

ISO/IEC 20000-1.

7.5.2

7.5.2

Creating and updating documented information

.1 Required activities

Annex A has a table indicating all the mandatory documented information called for in

The organization identifies the creation, approval, review, and update of documented information that
is required and needed for the SMS and the services, including the format and media.
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7.5.2.2 Explanation

The purpose of this required activity is to ensure that documented information that is created or
updated is effective to support the operation of the SMS.

The organization determines how the documented information is to be structured and defines a
suitable approach to managing documentation.

Effective policies for the creation and maintenance of documented information can include the use of a
naming or numbering system, including dates, to identify each item of information consistent with its

revision history and applicability.

Documente

pages, papel
Documented
customer in
the effort of

The organiz
While some
managemen
is entered by

EXAMPLE
system and y

report can require approval of the customer or service agent.

7.5.2.3 Ot

While recordls are not required by ISO/IEC 20000-1 for this activity, many organizations find it t

to keep ared

The format ¢f this record varies by organization, from an annotated list or table in a text docum

spreadsheet

The organiz
information
offerings. Fa
devices mig
particular d

7.5.3 Con

7.5.3.1 Re

The organiz
available wh

information may be in any type, form, or medium suitable for its purpose, e.g
electronic image files, records in a database, or topics in a content management.syj

ormation. Templates and standardized formats, or automated tools, can be dised to r
creating, accessing, updating, and using the content.

htion determines the type of approval required for each type of docaniented inform
types of information, such as service management objectives, are approved b

[, other types, such as service requests, may be considered to beapproved when the re
a customer and stored in a request tracking system.

An incident report can be considered accepted when it is properly entered in a record-tr4g
pdated to show timely progress towards resolution. Finallapproval and closure of the in

her information

ord of descriptions, format, and the rolésand responsibilities for documented inform

5 to relational databases or file sharing systems.

htion assigns roles, including nécessary authorities for creating and updating docum
according to the organization’s needs and issues such as size, complexity, and s¢
r example, a very small-enterprise offering a component of a service related to m¢

bcumented information.
'rol of documented information

quired activities

web
stem.

information may include items of external origin such as standards, regulations, or

bduce

htion.

y top
quest

cking
rident

seful
ation.
ent to

bnted
rvice
bdical

ht require a subject matter expert and a communication expert to create and maintain

htionamanages and controls documented information throughout its lifecycle and mal
erevand when needed.

lkes it

7.5.3.2 Explanation

The purpose of this required activity is to ensure that documented information is available, suitable,
and protected so that it supports the SMS effectively.

Control of information is different from control of physical assets and configuration items (CIs), since the
unauthorized release of protected or proprietary information can be a significant risk. The information
security policy and relevant regulatory and legal requirements are considered as part of policies for
document and record retention, protection, and disposal. The organization distinguishes between the
different types of control to be applied to different types of items, e.g. between those of internal and
external origin, or documented information requiring different levels of security because of its content.
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The SMS documented information, such as the service management objectives, policies, service
management plan, service catalogue, contracts, and service level agreements (SLAs), frequently refer
to the same content. Use of a content management system can be considered as an aid to providing
and updating information consistently or tracking variations in information that apply to different
customers or different levels of service.

Control of documented information includes a method to link the impacts of changes throughout the
organization, e.g. a change to an SLA that affects contracts with other parties or affects the availability
requirements. The organization can apply a change management process and handle documented
information as a CI under configuration management control.

Controlofdocumentedinformationincludes pnrinr]ir‘ revies (n g nnnna”y), with npr] ::h'nrr,
dispgsal as appropriate. The organization needs to control who can access, distribute, réty
documents. Documented information should be protected from damage, e.g. due to poor'en
conditions and hardware malfunction.

7.5.3|12.1 Control of records

The

speciried in ISO/IEC 20000-1 and of the effective operation of the,SMS. All records ned
legib

assodiated with the SMS are aligned with relevant legal and regulatory requirements and
obligations, for example, regarding retention of records, archiving, and disposal practices
be retained include the record of document reviews and the tracking of review comments t
Thes¢ requirements and obligations influence the design{oef the SMS.

7.5.3|3 Other information

Whilg¢ records are not required by ISO/IEC 20000-1 for this activity, many organizations
to kegp a record of controls for documented ittfformation that the organization maintains. T

this
The

according to the organization’s needs-and characteristics such as size, complexity, and serv

Organizations can specify a schedule for retaining and destroying records, location for §
has apithority to approve destrtiction, and methods of destruction.

7.5.4] Service management system documented information

7.5.4{1 Required activities

The

7.5.412~" Explanation

qrganization controls records that are created to provide evidence of conformity to r

e, readily identifiable, and retrievable as long as they aré\méeded. Managemen

riecord varies by organization.

brganization assigns roles and. necessary authorities for controlling documented

drganization establishes documented information for the SMS.

rchiving, or
eve, and use
vironmental

pquirements
d to remain
t of records
contractual
. Records to
o resolution.

Find it useful
he format of

information
ce offerings.

torage, who

The purpose of this required activity is to list the key documented information required by
ISO/IEC 20000-1.

The following documented information items are examples of those typically maintained for an SMS:

a)
b)
‘)
d)

SMS scope and service management policies, objectives, and plans;
process and procedure documented information;

one or more service Catalogues;

service documented information including designs, requirements specifications, SLAs, acceptance

criteria, and service reviews;
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e) contractual documented information for both external and internal suppliers, including
specification of requirements and change control;

f) internal audit planning activities and reports;

g) documented information describing or associated with a particular change, such as change

planning activities.

The organization retains much of this documented information as evidence needed for audits of the
SMS, e.g. documented policies (see Clause 9 for internal audits and Annex A for mandatory documented
information).

7.5.4.3 Other information

Records tha
error record
records and

The organiz

for the SMS:
a) owner 0
b) manage

updatin
c) reviewe
d) approve

F are created and used as part of the SMS can include logs and database records; k
s; CI records; complaint, incident, and problem records; maintenance records; cust
data; and request for change records.

htion identifies persons to be responsible for several aspects of dgeumented inform

[ the technical content of the documented information, responsible for its accuracy;

" responsible for the document management activities'and systems, including cre
b, and control of documentation;

's of the documented information before its release}

I of the documented information.

7.6 Knowledge

7.6.1 Req

The organiz
services.

7.6.2  Expl

The purposs
organization

hired activities

ption determines and maintains the necessary knowledge to support the SMS an

anation

b of this required~activity is to make relevant knowledge readily available to hel
, suppliers, eustomers, and users support effective operation and use of the SM!

services thrgugh sharingof information, collaboration, and learning.

Different tyy
Knowledge i

es of information from the body of knowledge can be made available to different audie
5 not.the same as documented information but may include some documented inform

nown
omer

ation

hting,

d the

p the
b and

nces.
htion.

The success

Ut operation of tite SMS-and the Services, e.g- incident and probient Managenternt, de

ends

on a body of knowledge that is readily available and managed for ease of retrieval, accuracy, relevance,
and consistency.

The body of knowledge can be for those operating the SMS and the services including the organization
and other parties involved in the service lifecycle. The provision of a body of knowledge for customers
and users can assist with reducing the number of incidents or requests for information that get reported
by enabling self-service. Similarly, it can make the handling of them by support personnel more efficient
when they do get reported. The use of tools or document management systems can support the
establishment of a body of knowledge.

When creating knowledge, it needs to be written in a style most appropriate for the intended audience.
For example, knowledge intended for use via self-service should not be written in a highly technical
manner if that is likely not to be clearly understood by the self-service user.
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Out-of-date knowledge has the potential to significantly affect the operation of the SMS and services,
such as outdated service continuity plans being executed. Maintenance of knowledge therefore has
to include ensuring that it remains current at all times and is promptly updated or removed when
necessary.

7.6.3 Other information

Key knowledge elements to document can include service definitions, service support information
and procedures (e.g. service continuity plans), the service catalogue, standard operating procedures,

known errors, and frequently asked questions (FAQs).

Main
sourd
woul
docu
body

8 (

8.1

8.1.1

The
implg
plany]
ensul

8.1.2

The
with
achie]
addit

The d
SMS.
plans

Faiming knmowledge eeded for the SMSamdservices invotves assigming respornsibitity f
es of knowledge (particularly important in small organizations where the lossof’3
l remove a major source of otherwise undocumented knowledge). Other responsibi

of knowledge for gaps and frequently accessed topics, and improving knowledge resd

)peration of the service management system
Operational planning and control

Required activities

brganization implements the plans described in~ISO/IEC 20000-1:2018 Clause 6
ments, and controls the processes to meet service requirements. The organizat
ed changes to the SMS and reviews the consequences of unintended changes. The
es that outsourced processes are controlled:

Explanation

urpose of this required activity is-to implement and operate the SMS and its processes
the service management plan<and other plans, such as plans for managing risks, a
ving the service managemeit objectives and fulfilling the service requirements (.
jonal guidance on planningthe services as part of a service portfolio).

rganization definesjyplans, and implements a set of processes to fulfill the require
The plans createdhin ISO/IEC 20000-1:2018, Clause 6 are now put into operation. T|
to address risksand opportunities, plans to achieve service management object

ridentifying
n individual
ities include

menting knowledge, establishing and maintaining content management systems, analysing the

urces.

and plans,
ion controls
brganization

in alignment
5 a2 means of
tee 8.2.2 for

ments of the
hese are the
ves and the

servife managemeht-plan.

rmance(chiteria are established for the processes based on requirements, and the processes are
olled-through these criteria. Examples of criteria are meeting service level targets| for incident
re/or-availability of services, having an up to date service catalogue, and testing the service

uity plan on an annual basis.

Perfo
contr
closu
conti

The organization defines and implements process controls that indicate when the SMS is not delivering
services that meet service requirements. The organization defines and implements these process
controls to provide documented evidence of success or any need for improvement.

Any changes to the SMS that are planned need to be controlled to ensure that they do not have
unintended consequences. This can be done using the change management in ISO/IEC 20000-1:2018,
8.5.1, which ensures that all changes are assessed for their impact before they are approved. The change
management policy will say which parts of the SMS must go through the change management process
and which can be controlled in other ways.

Where any processes are outsourced to another party, they should be controlled using the control of
parties involved in the service lifecycle requirements in ISO/IEC 20000-1:2018, 8.2.3. This also applies
to parts of processes that are outsourced. For example, a supplier may operate the incident management
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and part of the problem management process with the organization operating the remainder of the
problem management process.

8.1.3 Other information

Planning activities and their progress are documented in the form of plans, schedules, or task
dependency timelines (such as Gantt diagrams). Control of operational planning may be documented in
progress reports or monitoring charts and displays.

The organization obtains agreement from the customer that the planned operational activities meet
the customer's needs. The authorities and responsibilities of both the organization and the customer

are docume
highly stand
have little o
template or

Different skiflls are exercised for planning, implementation, and operation of the SMS:“Fep managg

may assign
then assign j

8.2 Servig
8.2.1 Sery

8.2.1.1 Re

The organiz

8.2.1.2 Ex

The purposg
operation of

Delivery of g
of customer
ISO/IEC 200

ardized, e.g. cloud providers and mass transportation, the customer and organizatio
" no variation and negotiation on this agreement. The agreement may be obtajned
standard agreement when the customer buys the service.

h person who is responsible for the planning and initial operationaldmplementatior
omeone else for the day-to-day responsibilities of operating the SMS!

‘e portfolio
ice delivery

quired activities

hition operates the SMS in a manner that is coordinated and delivers the services.

planation

p of this required activity is to egordinate resources and perform activities to e
the SMS to meet service requiremnents.

ervices is the reason for establishing an SMS; all the other activities lead to the fulfi
needs for the service-and the opportunity for continued service. However, be

other thant

Coordinatio
following:

a)

b)

commuijication (aitfong all interested parties, starting with top management commitmen
extending to.daily personnel and customer interactions;

integratjonvof service-related information among processes, such as configuration manage

atitis done in a coordinated manner.

is most notably achieved through several aspects of the integrated SMS, such a

ice is
may
yith a

ment
, and

sure

ment
cause

D0-1 is intended to cover-all types of services, service delivery has no specific requirenents,

s the

t and

ment,

incident

c)

management, change management, and problem management;

objectives, service targets, and providing value.

8.2.1.3 Other information

Documented information for service delivery can include:

a) procedu

res to enable coordination and execution of the activities to deliver services;

b) periodic reports of service measurements and evidence of achieving service targets.

activities coordinated and performed by all parties focusing on meeting service management

Responsibilities for service delivery are typically given to a role, e.g. service owner, service manager, or

service level

22

manager, who may oversee a group of related services.
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1 Required activities

-2:2019(E)

The organization determines and documents service requirements, the criticality of services, and any
duplication or dependencies. Changes proposed to align services with the service management policy
and objectives are prioritised.

8.2.2

.2 Explanation

The purpose of this required activity is to plan services within the service portfolio in order that they

meet

Plant

organization itself, and other interested parties. Planning of services applies-to“exist

new
docu
servi
secu
the s¢

The s

For all services, the criticality can be determined by investigating the needs of the orgs

custa
to be
outcd
resou

Depe
when
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servi
comn
need

Servi
in th
this 4
align

requirements, and\is done including a risk assessment of the impact of making these ch

servi

The ¢
exist

the overall goals of the organization and the SMS.

ing starts with gathering service requirements, including those from the)cug

services, and services that are to be changed or decommissioned. Service requi
mented so that they can be agreed and referred to by activities furtherin the lifec
Ce level management or change management. Service requiremengsycan include
ity, availability, service level, legal and regulatory obligations, and otHer requirement
rvice.

ervices in the scope of the SMS can be grouped together and.be known as a service pa

mers, users, and other interested parties. These neéds'can vary among parties; hend
balanced in a way that satisfies all of them and ultimately aligns with the organizati
mes. The criticality of services can be used i various ways within the SMS, e.g
rce planning, or to guide the development of ShAs.

hdencies between services or even duplications between services or service compone
an organization delivers multiple seryvices. These dependencies or duplications are ic
ged to increase the effectiveness and efficiency of delivering the services. For exam
ces performing the same functioniin different sites of an organization can be consoli
non service and the others decommissioned. As another example, dependencies betw
to be understood for service'continuity planning.

ces are aligned with the-strategic and operational direction of the organization, as
P service management policy, service management objectives, and service requirem
lignment is missing, changes can be proposed and made to the services to bring th
ment. Alignment considers possible limitations, such as legal obligations that conflict

Ces.

rganization prioritises proposals for new or changed services. Changes can includ
ng services. Prioritisation considers business needs and the service management o

tomers, the
ng services,
rements are
ycle, such as
erformance,
s relevant to

rtfolio.

inization, its
e, they need
bn’s business
. to support

nts can exist
lentified and
ble, different
dated to one
een services

documented
ents. Where
bm back into
with service
anges to the

b removal of
bjectives, so

that

he proposed rhnngpq are alignpd with the strategic direction of the organization H

inally, these

changes are prioritised and planned considering the availability of resources (human, financial,
technical, and others).

8.2.2
Servi
a)
b)

S

C

.3 Other information

ce planning includes documenting the following information:
ervice requirements;

riticality of services and their dependencies or overlap.

Planning and alignment activities are of a strategic nature and take the needs of various interested
parties into account. The authority to make decisions in this area is therefore clearly assigned, e.g. to a
service portfolio manager or service owners, and approved by top management.
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Responsibility and accountability for each service and SMS process (or group of services or processes)
should be clearly delineated. For convenience, this document refers to the responsible person as the
‘service owner.’ The service owner is often a member of top management. For operational reasons, each
service or process can also have an ‘operational manager’ with day-to-day responsibilities for meeting
agreed service continuity, availability, and performance.

These roles can be assigned to a single person or multiple people to suit the size and other characteristics
of the organization.

8.2.3 Control of parties involved in the service lifecycle

8.2.3.1 Required activities

The organizption establishes appropriate controls to ensure that all parties involved in“the service
lifecycle stay in line with the service management policy and objectives and provide théir, parts ¢f the
services in dgreement with the service requirements. The organization integrates all ‘¢lements ¢f the
SMS and coordinates the activities of all parties involved in the service lifecycle.

NOTE ISQ/IEC 20000-3 provides further guidance on the control of other parties that are involved fn the
service lifecytle.

8.2.3.2 Explanation

The purposq of this required activity is to ensure accountability ofithe organization and apply controls
for other parties involved in the service lifecycle to ensure the suecessful operation of the SMS to dgliver
services that meet service requirements.

The serviceg, service components and processes in théySMS can be provided or operated b
organizatior] itself or other parties. All of these aresintegrated together to deliver the servides to
customers tp meet the service requirements. Integration means to combine many things to
to form a whole. It is different from an interfaee, which is a point where two systems, subjects,
organizatiorls, etc. meet and interact. There willde interfaces as well as integration to form a whd|le.

The organizption coordinates activities throughout the service lifecycle to planning, design, de¢liver,
transition and improve services with ether parties that are providing or operating services, sg
components| or processes. Organizations choose how to coordinate based on a variety of i§sues,
including service and organizational characteristics. Coordination may be accomplished with shared
process and planning tools or assets, integrated teams, regular or occasional joint meetings, and shared
information |or content sharing mechanisms, such as risk registers or knowledge management sysftems.

Other partief can provide.0r operate services, service components, processes, or parts of processes, and
this should be supportéd by contracts or other documented agreements. The organization evaluates
and selects [these_parties based on criteria related to the service requirements and SLAs wit]
customers.

e_1o he oragani e- o-demons a aValda mi a OAEC 20000 1 lsare

[tis not possi 0 Organiza 3 SC otherpa
used to provide or operate all services, service components, or processes in the scope of the SMS.

Other parties can include:

a) external suppliers, e.g. outsourcing of testing done as part of the release and deployment
management process, provision of a hosting platform, operation of the support of an application;

b) internal suppliers, e.g. organizational units inside the same legal entity or larger organization but
not within the scope of the SMS, e.g. a human resources department that operates the competency
requirements process or a team that operates the information security controls;

c) a customer acting as a supplier, e.g. a customer receiving a service and also providing IT
infrastructure and performing some of the activities of incident management or service request
management, e.g. through a service desk function.
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The organization can request other parties to operate selected processes in the SMS. Other parties can
use their own processes, as agreed by the organization, or the organization can request other parties
to operate processes designed and documented by the organization. The organization maintains
a description of the accountabilities and responsibilities of itself and the activities that are fully or
partially provided or operated by other parties.

NOTE ISO 37500 provides guidance on outsourcing arrangements.
The controls for other parties include the following:

— objective measurements of process performance of those processes handled by other parties, e.g.
comparison with KPIs for the process such as meeting targets for restoring service, closing incidents
and/or reducing the number of information security incidents;

[0

D O

The
actio
evalu

Clausd

bjective measurements of the effectiveness of services or service components
perated by the other party, based on the service requirements, e.g. meeting Service r¢
vailability targets.

hbrganization evaluates measurements, and when needed, defines(imnprovement o
ns. Measurements may be provided by the organization itself, the other party, or a thi
ation of measurements may be done jointly.

meas

8.2.3

Agre
of co
are t
indic

Meas
comp

e 9 details techniques for performance evaluation and confrol based on the agreed
ures.

3 Other information

bments between the organization and other parties should be clearly documented, e.g
ntracts. Agreements include identification of the services, service components, or pr
b be handled by the other party, with reference to the service management objectiv|
htions of accountabilities and responsibilities of the organization itself and the other j

urements and evaluation of proceSs performance and the effectiveness of service
onents provided or operated by other parties should be recorded and reported.

provided or
bquirements,

r corrective
d party, and

berformance

.in the form
ocesses that
es, and clear
parties.

S or service

Other parties may be responsiblelfor the services, service components, or processes that they provide
or opgerate. The organization-remains accountable for services provided to customers, ¢ven if other
partigs are involved in the service lifecycle.

NOTH Supplier management is also applied to other parties, see 8.3.4.

8.2.4] Service catalogue management

8.2.4{1 Required activities

The drgdanisation describes the services within the scope of the SMS in one or more servide catalogues

for use Dy the organization, customers, users, and other interested parties.

8.2.4

.2 Explanation

The purpose of this required activity is to describe the services and improve understanding of services,
intended service outcomes, and dependencies among services. The service catalogue is a key document
for setting customer expectations. The organization collates and presents service descriptions in the
catalogue. The scope of each service reflects the customer’s business activities. Information in the
service catalogue describes the services, the intended service outcomes, and dependencies.

The service catalogue is made available to all parties that need access to its contents. These might be
customers, users, or other interested parties. Different versions or views of the service catalogue can
be developed for internal and external use, or to address the needs of different interested parties.
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The organization can have one or more service catalogues. For example, the organization may produce
a single service catalogue, setting out all of the organization’s services for all customers. Alternatively,
there may be a service catalogue covering services for a single customer.

For external parties, the catalogue may include only live services or those to be offered or changed in
the near future. For internal use, the catalogue may include all services in the portfolio. In this case, the
status of each service is clearly defined. For example, the status may be planned, in development, live,
retiring, retired, or decommissioned.

The service catalogue shows the dependencies between services and supporting or enabling services.
For example, a busmess service may be dependent on a number of underplnnlng serv1ces such as
financial forecas : onents
can be provided by the organlzatlon or external or 1nternal supphers out51de the dlrect control bf the
organizatior]. The service catalogue includes information about suppliers if it is relevant to,ne¢ds of
various audiences.

The organization designs the service catalogue so that the information is easy to maintain. The lpgical
and efficienf grouping of information is particularly important for information that is subject to
relatively rapid change. This minimizes the overhead of the change management)process. For example,
the service fatalogue can be maintained as dynamic content on web pages. Changes to the sgrvice
catalogue arfe initiated and managed through the change management progéss, to consider the oyerall
impact of changes on other services and the customers before the service change is approved and
implemented. Changes to the service catalogue reflect new, changed, grremoved services.

A service catalogue management process and its supporting,pfocedures contain information and
instructions|regarding the management of items in the catalogue. This management process should
include ensuring ready access for those needing service inférmvation to perform their duties, integrity
and accurady of service descriptions and information,nand the relationships, dependencies} and
interfaces b¢tween a service and other catalogued services.

8.2.4.3 Other information

The service gatalogue is produced in a formatthat best fits the needs of the different audience types. It
can be an elgctronic document, a tool, or part of a tool. The catalogue holds information common(to all
or most servlices, in order to simplify the:\SLAs. The service catalogue typically includes the followjing:

a) the nam and description of the'sérvice, including for whom the service is intended;

b) service level targets, e.g. tiftie to fulfil a service request, time to set up a service for a new custjomer
or user, fime to reinstate a-service after a major failure;

c) contact points;
d) service hours, support hours, and exceptions;

e) service pptions, e.g. basic and premium;

f) price, if appropriate;

g) service owner and technical owner if appropriate;
h) how to request the service;

i) supporting contracts if appropriate;

j) security arrangements;

k) service components;

1) dependencies between the services and service components.
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A service supporting a user’s device includes three components with dependencies: support of

applications, support for internet access, and support of the hardware, each of which is provided by different

external or internal suppliers.

Services can be listed individually or grouped.

Other documented information may include the following:

— processes and procedures to create and maintain the service catalogue;
— inputs to and outputs from reviews of the service catalogue.

Servi
servi
part

for a
time.
mang
be re

e portfolio. Some organizations, especially those keeping service catalogue rhai
bf service level management, find it useful to identify a service catalogue mamnager;
breeing the definition of each service catalogue entry and updating the serviee ca
Development and production of the service catalogue can be the responsibility of an|
ger or documentation manager. Other roles of the organization, such as the service
sponsible for providing and maintaining the information about their services.

8.2.5| Asset management

8.2.5{1 Required activities

The
them

rganization identifies the assets used to deliver services in the scope of the SMS 3
according to legal, regulatory, and contractual obligations listed in the service manag

8.2.5|2 Explanation

The gurpose of this required activity is to manage the assets needed to operate services.

[SO/I1
limitg
ident
meet
servi
licens

bd than those found in asset management standards. Asset management in the SM
fying the assets required to deliver services and making sure that those assets are
service requirements and agcording to legal, regulatory, and contractual obligations
Ce management plan. Exandples of assets to manage include hardware, infrastructure
es, real estate, and vehicles.

Asset
partigs involved in service delivery. For example, a software asset that is licensed from a
should meet the requirements of the license from the supplier such as a maximum number

Somgq assets in\a Service are also configuration items (CIs) subject to configuration man{
example, a.service monitoring application or a server are assets that are likely to be Cls, 1
are critical to delivering the service and need to be controlled.

the overall
agement as
responsible
talogue over
information
bwners, may

nd manages
rement plan.

EC 20000-1 does not require a fulliasset management process. The requiremenfts are more

S focuses on
managed to
listed in the
, equipment,

s can be owned by:or under control of the organization, customers, external suppliers, or other

hother party
of users.

igement. For
because they

8.2.5.3 Other information

Asset management results in records of assets used to deliver services as well as records of the
applicable ownership. The relevant legal, regulatory, and contractual requirements are identified in the
service management plan under the heading of obligations.

Asset management and IT asset management system standards require specific roles that are beyond
the scope of the asset management requirements in ISO/IEC 20000-1. Responsibilities for asset
management in the SMS include personnel to identify service assets; to identify service requirements;
applicable obligations; and to check conformity at planned intervals.

NOTE Asset management is a broad subject covered by other management system standards (MSS), such as
ISO 55001, which provides requirements for a management system for asset management, or ISO/IEC 19770-1,
covering IT asset management (e.g. software and hardware).
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8.2.6 Configuration management

8.2.6.1 Required activities

The organization identifies, records, controls, tracks, and verifies Cls and manages configuration
information relevant to services in the scope of the SMS.

8.2.6.2 Explanation

The purpose of this required activity is to define and control the components of services and to maintain
accurate configuration information to support other service management activities.

The organization defines the types of Cls that are in scope of configuration management. €ls are
elements thdt need to be controlled to deliver services. Cls exist at various levels dependingon thg type
and criticality of the service, and the level of control required, and can include any of thefollowing

S

a) hardware;

b) softwarg;

-

c) operatirg systems;

d) databasgs;

e) logical addressing information (e.g. IP addresses);

f) wvirtual (Is, such as cloud-based servers;

g) information, such as documentation;

h) facilitieg, such as data centres;

i) services including supporting services to the‘main service provided.

For examplq, a data centre may be one Cl, which contains several related Cls such as serverf and
storage. Seryers may in turn have several related Cls such as logical addresses, databases, and operating
systems.

For each CI, ¢ertain information has to be defined. This will be referred to as configuration information.
Configuratign information maysinelude:

— auniqug identifier of the CI, such as a serial number;
— the typq of CI, similar to the list above;

— adescription.sfthe CI and its role in the service;

— possible{relationships between this CI and other Cls, such as software running within an operating
system on hardware 1n a data centre supporting a cloud computing service;

— the status of the CI, such as active, standby, decommissioned.

All Cls are controlled so that the latest configuration and status of the Cls are always known and up
to date. This information is critical to the functioning of the service; hence, access to it needs to be
controlled so that integrity of the data is ensured. CIs can be changed as part of various activities, such
as deployment or release.

A configuration management database (CMDB) is no longer mandatory. Organizations ensure that a
system is in place to document, retrieve, and maintain configuration information, whether it is a
database or another form. The configuration management process updates the information about
CIs and can be supported by tools such as discovery tools to collect and maintain the accuracy of
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configuration information. Embedding the update of Cls in the change process, through automation or
manual process, is good practice.

Organizations perform regular audits of the recorded information about Cls. Audits verify whether
the information recorded about Cls is still correct and aligned with the live service environment. If
recorded data does not reflect the live status of the service, this needs to be corrected.

Organizations make configuration information available to activities or personnel who require it,
such as change management, incident management, capacity management, and service continuity
management. Therefore, this information is made available to those activity areas as needed.

2
9

8.2.6

ravhl - £ -
ULUITT 1IIIUT ITIalivil

The flocumented information that is produced and maintained by configuration(management can

inclugle the following:

a) definition of the types of Cls, and the required documented information pextype of CI;

b) records of changes made to Cls;

c) records of configuration audits;

d) reports on Cl audits, changes, and accuracy of recorded information.

An aythoritative owner of each Cl can be identified who is responsible for the recording and maintenance

of copfiguration information. Other personnel may be appointed to update CI information pnd perform

configuration audits.

8.3 |Relationship and agreement

8.3.1] General

Relatjonship and agreement involves activities to manage the organization's connection with customers

and

the organization as it interacts with customers, both internal and external, via business

9

uppliers and to maintain an acceptable level of service. Figure 2 shows typical relj

hitionships of
relationship

mandgement (BRM) and service\level management (SLM); and with internal and external fuppliers via
supplier management. Three\types of suppliers are depicted:
a) external suppliers.=\pdrties external to an organization that enter into a contract to ¢ontribute to
the SMS and seryices, e.g. suppliers of service components or delivery staff;
b) internal suppliers - parties that are part of the larger organization that enter into a [documented
reement\to contribute to the SMS or services, e.g. finance or human resources;
) stamers acting as a supplier - those customers benefiting from the provided services that also

rgvide part of the service, e.g. customers who provide IT infrastructure or first-lineservice desk

support.

SLAs with an external customer are either part of a formal contract or are defined later based on the
formal contract.

Any of these suppliers may in turn use sub-contracted suppliers to provide part of the services that
they have been contracted to deliver to the organization, but these sub-contracted suppliers are not
directly managed by the top-tier organization's SMS and supplier management.

NOTE ISO/IEC 20000-3 provides examples of scope definitions that involve complex supply chains.
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: 8.3.2 Business relationship
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Figure 2 — Relationships and agreements between parties involved in the service lifecy¢le

8.3.2 Busilness relationship management

8.3.2.1 Required activities

The organization identifies and documents customers, users, and other interested parties; defings the
communicatfion protocols; reviews service.performance trends at appropriate times; manages sqrvice
complaints; ind measures, analyses, reviews, and seeks to improve customer satisfaction.

8.3.2.2 Explanation

The purposge of this requiréd “activity is to establish and maintain a relationship between the
organizatior] and the customers based on the customers’ needs and their business drivers.

Business relationship{management builds the communication between the organization angl the
customer. This is a.wvital set of activities to verify if the services are providing the customer with the
expected behefits and are creating value for the customer and the end users. Feedback from buginess
relationship| management serves to improve the services when required. Business relatiopship
managementidentifies the customers that are using the services, as well as their users and bther

interested parties that can provide feedback about the quality of the services. These interested parties
are recorded (as individuals or groups), including their main contact information.

The business relationship personnel set up communication channels and other methods to maintain
regular contact with the customer. The primary aim of communication is to understand the business
environment of the customer and the way in which the organization’s services contribute to the
customer’s business outcomes. These communication channels can also lead to identification of
opportunities to provide new services or improve aspects of the existing services.

With regularity, the organization reviews the performance of the services with the customers, based
on performance trends and a review of the outcomes of the services to ensure they provide value to
the customer. Performance is analysed and can be reported using service dashboards and other
mechanisms. Measured performance helps to identify opportunities to improve the services when
needed. The business relationship management review is not the same as the operational review
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required in service level management. This business relationship management review is likely to be
less frequent.

NOTE

Services can meet agreed SLAs for performance and still be considered unsatisfactory by the
customer, e.g. the service is not considered good value or is no longer considered technically competitive.

A mechanism is established to receive service complaints from the customers. These complaints are
handled similarly to incidents:

— recorded;

— analysed;

— r1esolved through communication or corrective action, or used as input for improvement actions;
— reported to the customer; and

— dosed.

Complaints reflecting operational issues can lead to opening incidents or.problem records. The main
goal ;tf complaint resolution is to assure the customer that action is being taken to resolve[the concern.
When complaints are urgent or cannot be handled using the standard complaint handling procedures,

the cy

Simil

Istomer may have an escalation mechanism available to reach\higher levels of manag

established so that successful activities can be reinforced, and‘involved personnel can be ag

or rey

Custd

warded.

mer satisfaction is one of the most important ‘kinds of feedback on the quality of

provi

ed by the organization. Records of customer satisfaction are therefore gathered 1

instahce using surveys on a per-transaction basgis (e.g. after each incident, problem, or cha
quarterly or twice-yearly general relationship*surveys. Care should be taken to use a re

sam
these
conti

8.3.2

Busir
inter
of cu

Reco
level
ident
assod

e of customers and customer contacts to prevent bias in the survey results. Fe

hual improvement.

3 Other information

ess relationship management personnel record information about the customerg
psted parties, which:¢can be in the form of a simple contact list or as an electronic syst
tomer contact and’reviews should be kept.

"ds of complaints and their resolution are documented. Complaints can be classified b
pf customer affected, urgency, impact, nature, type of service, or by other means that
ficatien.and prioritisation of the complaint. Likewise, records of compliments and 3
iated with their management are retained for reference.

bment.

hr to complaints, a mechanism to handle received compliments from the customers can be

knowledged

the services
egularly, for
ge) or using
presentative
bdback from

surveys is analysed and used as primary input to improvement of the services, handlled through

, users, and
em. Records

y the type or
permit clear
ny activities
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Reports are produced about complaints and customer satisfaction.

tion.

The organization appoints dedicated or designated personnel as customer relationship managers, e.g.
an individual responsible for multiple customers or multiple representatives for one major customer,
who is responsible for the business relationship management of the customer. Authority for the
activities of relationship managers is delegated to them from top management.

Other personnel involved can include business analysts handling customer satisfaction input and
personnel resolving service complaints.
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8.3.3 Service level management

8.3.3.1 Required activities

The organization defines, agrees, records, and manages levels of service.

8.3.3.2 Explanation

The purpose of this required activity is to define, document, and agree the levels of service required to
meet customer needs, and to ensure that those commitments are met.

The organiz
service pro
services, su
terms and c
service pro
SLA. An SL
A single SL
required to

ider’s capabilities determine the content, structure, and targets of the SLA. For comt
h as transportation or standard courses, the agreement may be that the customer ag
nditions as described by the organization. For other service types, the custonier an
ider agree the terms and targets for a service to be delivered, and documeént these
also specifies the rights and responsibilities of the service providerand the cust
may cover multiple services or multiple customers. SLAs should-gover all compo
eliver the service.

cepts
d the
in an
pmer.
nents

The SLA shopld include exceptions to when the SLA will apply, e.g. during's€rvice continuity evenits for

the organiz

The SLA sh
SLA applies
supported. T
SLA. For ex3
cost of a sery

to demand npanagement.

The targets
SLAs should

for the custgmer.

Performance
with the cuj
cause is dete
activities to

The organiz
workload is
to change m

8.3.3.3 Ot

ion and the customer, or in the first few weeks of operation.of'a new service.

uld also include workload limits, which are a measute of the volume of work tha
to, e.g. number of users, number of transactions, of,niimber of service components
he workload is monitored and any significant changes can result in the need to revie
mple, if the workload significantly increases, the organization may need to increag
Fice due to more staff being needed to providesupport. The workload can provide an

hgainst which the delivered service isimeasured are defined from a customer perspe
include only those targets that focug’attention on the most important aspects of the se

against the SLA targets is‘thonitored and reported on by the organization and revi

rmined for these missed-targets. Results of this analysis are fed to continual improve
mprove the services:

htion monitors @nd reports the workload against the SLA and uses this to validate th
hot going ahove the agreed maximum. Any significant changes in workload may be st
hnagementas it could impact the resources required and the service delivered.

her information

t the
to be
w the
e the
input

ctive.
rvice

ewed

tomer regularly. If seryvice-level targets do not meet the agreed targets in the SLA, the

ment

ht the
Ibject

The service

prnvidpd tothe customer are documented qlnng with the associated SLAs

Records are made of the measured workload and performance of the services against the service level
targets.

Service level management usually involves a service manager (or other personnel), dedicated or
designated to the service or to the customer, who provides service level management and reporting.

Sometimes, the role of service level manager may be combined with the business relationship
management role, but the two roles operate at different levels: service level management is operational
and business relationship management is strategic. It is important to recognise this and to ensure that
the differences in focus do not become confused.

Other personnel involved may be service level analysts who provide reports on performance of the

services against the SLAs and workload monitoring and reporting. Technical personnel responsible for
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service monitoring work closely with the service level managers and capacity managers to consider
reallocating resources when service targets are threatened.

8.3.4 Supplier management

8.3.4.1 Required activities

The organization identifies, manages, monitors, and reviews external suppliers, internal suppliers, and
customers acting as a supplier ensuring that the performance of these suppliers meets the required
service level targets or contractual obligations.

NOTH Selection and procurement of suppliers is out of scope of ISO/IEC 20000-1.

8.3.4{2 Explanation

The g

An o
provi

urpose of the required activity is to manage suppliers to provide seamless,shigh-qual

rganization can use internal suppliers, external suppliers, or custdmers acting as
e or operate their services, service components or processes. The organization ensu

ity services.

suppliers to
res that they

can not affected

by th

monstrate that they are in control of the suppliers and that serViee levels targets are
Pir use.

Exan
a)
b)
‘)
d)

ples of when suppliers can be involved include the following:

dperation of services, e.g. an operations center for outsourced network communications;

rovision of service components, e.g. hardware, applications, facilities, or reception sefvices;

B

dperation of service components, e.g. manageinent of servers on which a cloud servicelis running;

a
i

peration of specific processes or parts.thereof that are in scope of the organizatid
hcident management and some service'reporting.

n’s SMS, e.g.

Diffefent approaches may apply to.management of external suppliers and customers
supplier. The organization needs a“documented agreement with internal suppliers. If the
the organization are well defined;, documented agreements and working relationships y
suppliers may be covered hy,the organization’s policies and procedures and normal

practfices. However, this can be an area of increased risk when internal supplier practices
established. Therefore,seffective organizations document agreements with all supplie

interpal, or customers\acting as suppliers.

acting as a
practices of
vith internal
management
are not well
s, external,

The s
with
SLAs
with
activ

e consistent
ly breaching
e the targets
r making the

ervice levelitargets established between the organization and the supplier should &
the SLAs-agreed with the customer. Any risks of using a supplier and subsequent|
are managed by the organization itself. For example, the organization can renegotiat
the supplier, or the organization can work with the supplier to mitigate the risks by
tieSor interfaces more effective.

Interfaces between the organization and the supplier can include communication channels, the supplier
management relationship, service level management, relations to other suppliers, and other interfaces.
These should all be defined and managed by the organization. For example, if a part of a process is
managed by a supplier and the other part by the organization, then it is essential that it is clear how the
process as a whole will work and who has overall responsibility. This should include the use of common
or separate but interfacing tools.

The performance of the supplier is monitored and reported on regularly, e.g. monthly, quarterly, or
annually, to fit the needs of the organization. Service level targets or other commitments agreed with
the supplier serve as initial parameters to evaluate performance. The satisfaction of the customer and
their service experience are the ultimate guidelines for performance of both the organization itself and
its suppliers. Issues with the performance of suppliers are dealt with by determining the cause and
by agreeing corrective action, or by improving the services using continual improvement. For external
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suppliers, serious disputes are recorded and formally managed to closure. Dispute resolution processes
are normally explained in the contract.

If the organization is dealing with lead suppliers who use sub-contracted suppliers, the lead suppliers
should provide evidence that they are formally managing sub-contractors. The lead supplier should
record the names of sub-contracted suppliers and their responsibilities and relationships and make
this information available to the organization if required.

At set intervals, the contract with the external supplier is reviewed to see if it is still valid in the current
service environment, which may have changed due to internal or external issues, including new or
changed service requlrements When contracts with external suppllers are changed the impact of
those changestot 3 alug ,

Internal suppliers may be managed in an equally formal or a less formal way than external.suppliers
depending dn the needs of the organization. The documented agreement for internal sappliers and
customers agting as a supplier should include:

— service level targets or other contractual commitments;
— activitigs and interfaces;

— other rdlevant items such as charging, reviews, reporting, roles and.¥ésponsibilities, exception
conditions.

Internal suppliers may be managed in an equally formal or a less formal way than external suppliers
depending oh the needs of the organization.

8.3.4.3 Other information

The main d¢cumented information for supplier management is the contract with external suppliers
or a documgnted agreement with internal suppliet§*0r customers acting as a supplier. Between the
organizatior] and its external suppliers an agreementis documented, containing the following eler:[ents:

— the scope of what is being delivered by -the external supplier, e.g. services, service compo
processgs, or other elements of the service;

ents,

— specifications or a statement of wierk of what the external supplier is providing, such as on-sfite or
remote gssistance, communication methods, or named personnel;

— SLAs between the organization and the external supplier, which should be aligned with the sqrvice
level targets agreed between the organization and its customers;

— other contractual ebligations, such as possible incentive or penalty schemes and reports;

— aclear gverviewof authorities and responsibilities, such as a RACI matrix, so that it is clear Who is
accountable@nd responsible for which aspects of the supplier’s delivery of services;

Oth t nnnnnnnnnn dcuch oc chovrging vavziaaze A ae Finmag o daszcantian nds
er 1 lllo daoS'1 \,\.1uu A" % ¢ DMLII doS Liiarl 51115’ I'CVICUVS, 1 \'PUI \-1115’ arru \'A\’\'PLIUII A=

Records of performance measurements of suppliers are maintained.

External suppliers are managed by a dedicated or designated (named) person assigned to each external
supplier. For example, there can be one supplier manager per supplier or one supplier manager for many
suppliers. This supplier manager is responsible for managing the contract between the organization
and the external supplier, maintaining a productive working relationship, and monitoring performance
of the external supplier to keep it in line with overall service performance.

A supplier manager has the authority and responsibility to manage external suppliers. Other personnel
responsibilities include those of monitoring, analysing, and reporting on the performance of suppliers.
The organization may also have supplier managers for internal suppliers or customers acting as a
supplier, although this is not a requirement.
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Supply and demand

8.4.1 Budgeting and accounting for services

8.4.1.1 Required activities

The

organization budgets and accounts for services according to its financial policies.

8.4.1.2 Explanation

The
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total cost of

urnose of this reguired activitvis to sunportthe organization's understanding of the
r 1 J rr O (=]

Ces and enable it to manage these costs.

eting and accounting for services helps to control the financial aspects of seryices
onents, such as the operation of services or the funding of new services,‘ service (
pbvements.

[ive budgeting and accounting for services is based on understanding the costs o
s of services, overall service provision, and how general, organizational administrat]
ated. Budgeting and accounting for services is based on the following principles:

t
3

he cost of services or groups of services, overall service provision, and the organizat
dministrative costs are understood;
reliable forecasting of both costs and income is achieyable;

d
0

budget is developed, approved, and maintainedthat shows planned costs and incoms
r groups of services;

viariances affecting the costs or budget areidentified and managed;

ddherence to the budget is managed-so'that the service lifecycle is funded adequately
the budget period;

fprecasts, budgets, and costs arereviewed regularly to ensure that the process remain

Income can represenit\whatever medium of exchange is suitable for the organizatig
e actual money received of"an accounting entry representing income or revenue.

rhanagement of financial activity produces evidence of financial control at the various

Ce or group of sepvices.

rganizatianidefines the criteria to budget and account for services or groups of services.
7 be appropriate for an organization to budget and account at the customer level for a
1ge rather than for each individual service. To ensure that monitoring is relevant and t
ility-of costs is available, these criteria are applied to the budget items and accounting
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hanges, and
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ion’s general
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s effective.
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For each service, or group of services, it may be possible to calculate the unit costs, apportion indirect
costs, and distribute the service costs among groups of users.

If the organization in the scope of the SMS is a subset of the legal entity, responsibility for some of the
financial decisions may lie outside the scope of the SMS. The requirements regarding the level of detail
of financial information to be provided, in what form, and at what frequencies, may be dictated by
parties external to the organization. Other regulatory or organization-specific requirements are taken
into account as they can affect some of the defined policies and procedures, e.g. practices governing the
definition of capital versus operational expenditure. Accounting practices for the services are aligned
to those of the legal entity.
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8.4.1.3 Other information

Documented information to be produced and used by the customer, organization, and other interested
parties can include:

a) processes and procedures for budgeting and accounting;
b) historic budgets, draft budget for the next period, actual budget for the current period;

c) service management forecasts of workloads, capacity (including personnel), unit costs, revenue
items, and planned expenditure;

d) timetableforbudgetproduction;

e) financia] reports showing costs and revenue for each time period in the budget period,\with any
variancgs;

f) reports pn the causes of variances and how they can be managed;

g) financia] input to continual service improvement projects;

h) cost moglels showing how cost elements are used to provide services and create value;
i) reports fequired for legal or regulatory purposes.

Budgets and|financial forecasts are approved by top management.

Forecast, bufdgets, and reports should be prepared by personmnel with the necessary skills within the
organizatior]. Responsibilities and accountabilities for budgeting and accounting activities shoyld be
defined and may include:

— budgetipg and accounting manager, responsible for’the overall management of financial resoyrces;

— managefs with accountability for a specific bidget in the organization.
8.4.2 Denjand management

8.4.2.1 Required activities

The organizption forecasts and‘analyses the demand for services and monitors the consumptjon of
services reldtive to service capacity.

8.4.2.2 Explanation

The purposé¢ of this‘required activity is to understand demand so that the organization can gdjust
capacity as jeedéd to operate the SMS and deliver services effectively.

ala mented in a¥a Q lce aYenhlFa a¥a ha A ha de_ne orphance

)

targets and workload limits. Based on these, the organization determines the unit or scale for measuring
demand or consumption of each service or group of services. For example, the unit may be the number
of users of each service and their expected associated consumption of average or peak bandwidth or
storage.

The organization monitors changes in demand to check that it is within the expected levels. When
service resource consumption deviates significantly from the range for which the services have
been sized, demand management and capacity management cooperate to agree on needed changes
in capacity. Demand forecasting is a key input for budgeting and accounting and for service capacity
planning activities in capacity management.
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3 Other information

Documented information for demand management includes the following:

a) d
b)

emand forecasts;

service consumption reports.

2:2019(E)

The roles responsible for monitoring and managing demand vary based on organizational
characteristics.
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Capacity management

1 Required activities

rganization determines, documents, and provides the necessary human, technical,
nancial resources to meet the capacity requirements of services.

2 Explanation

urpose of this required activity is to ensure that the organizatien has sufficient cap
rces to meet current and future demands for services.

City management is performed in a number of areas, including human (e.g. sufficie
to support the service), technical (e.g. bandwidth; processing power), information
ient data available to make decisions, storage for information) and financial resources
bt). Frequently the human and financial capacity requirements are planned outsids
gement, e.g. by the human resources and finance departments.

City management can be closely linked'avith 7.1 Resources, which determines a3
rces. Capacity management includes the-planning element based on current and fored
wo clauses can be linked together insthe SMS.

Fity can be managed at the levelof an individual CI (e.g. storage), a combination of rela
r farm) or at the level of the.gervice itself (e.g. end-to-end communication capacity). R
hpacity are determined-.ahd documented, so that capacity management can plar
ient capacity to meet service and performance requirements. While ISO/IEC 2000
A requirement for a eapacity plan, planning for capacity is still essential.

ity is planned based on the following aspects:

nderstandifigithe levels and types of demand by the users of the service, as determine
hanagemeiit;

Apacity to be provided in line with agreed service level targets, service availability r¢

information,

acity related

nt personnel
(e.g. having
(e.g. service
e of capacity

nd provides
ast demand.

ted Cls (e.g. a
equirements
1 to provide
D-1 does not

d by demand

tquirements,

B

efformance requirements, and service continuity considerations.

Changes to service capacity are made in a timely manner, as demand requires, and before agreed

thres

holds have been exceeded, so that service quality is not affected.

Sufficient capacity is provided to meet the requirements documented in service level targets and other
documented agreements with the customer. Continuous monitoring of provided capacity takes place,
trends are analysed, and any necessary remedial action is taken so that service performance can be
maintained. Issues with the provisioning of capacity can be investigated through incident management
or problem management and improvements made through continual improvement.
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8.4.3.3 Other information

Information to be documented for capacity management includes the capacity requirements, plans,
forecasts, trending or modelling exercises, and security policy, based on agreed service level targets
and demand management.

Capacity forecasts and reports are produced and analysed. Records are kept of any changes based on
these reports resulting from capacity monitoring, as well as changes made to capacity based on these
reports and on customer demand.

The authority to make decisions to change service capacity is assigned to personnel in the organization.

nel monitor and report on current and forecast capacity based on demand.

Other perso
8.5 Servig
8.5.1 Chai
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changes for
are taken.
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impact and

re design, build and transition
1ge management

quired activities
tion establishes a change management policy.

ition records, and classifies requests for change including adding, removing, or transfe
hnge initiation decides where the change is managed, e.g’ through change manage
through service design and transition.

ption approves and prioritises changes based oh, pisk, business benefits, feasibility
pact. The organization tests (where possible),. deploys, reverses (if necessary), and rej
effectiveness and trends. Unsuccessful changes are investigated and corrective ac

planation

of this required activity is to maintain stability and control changes (including add
5) to the SMS and the services as set out in the change management policy.

agement controls modifications made to the services, service components, and the

rring
ment

r and
yiews
tions

tions

SMS.
ative

formally controlled to assess the impact of the change and to minimize the risk of neg
hichieve the desired-@utcomes. The organization establishes a change management

regarding what service compohents are under change control and the categories (levels) of

control, such

8.5.1.2.1 (

The change

[hange management policy

management policy defines the scope of change management. It is possible that n

components

c
as changes witl’a potential major impact, emergency changes, or pre-approved charffges.

olicy
ange

ot all

of.@’service need to fall under change management, so the organization determines ¥

vhich

components are in scope and which are not. For example, consumables may be a service component, but
not subject to change management. The organization reviews service-related information and records
to decide if these are all or only partially in scope of change management. For example, changes to
contracts and documented agreements may be controlled by a different part of the organization; some
changes to documented information may be controlled by an information management group; and
changes in selected suppliers may be performed outside the scope of the SMS.

The change management policy defines the categories of change to be used within the organization
depending on the level of assessment and approval needed before implementation. The policy also
defines how each category is to be managed. Categories can be:

— standard, which are often managed by service request management;

— normal changes managed by change management;
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— project changes, which are managed by service design and transition;

— emergency changes, for which policies may allow for expedited approval or approval after the
change is applied.

The change management policy defines the criteria by which it is determined what changes are
considered to have the potential to have major impact on services or customers. Examples include
cost or effort above a threshold, high risk, and unusual skills or technology. In addition, some new or
changed services may be required by top management to be managed as a project using service design
and transition.

Even though these types of changes are implemented via service design and transition, the control of the
change and the decision to approve the change is handled by change management. Change nanagement

thus phould involve explicit procedures to assess, approve, schedule, and review change|activities. A
singl¢ major change may result in numerous lower level changes, some of which may be|managed as
normial changes, standard changes, or handled as service requests.

The ¢hange management policy can include specific provisions for automated changes, |f applicable.
The policy then defines in what circumstances, and for what parts of the\service, automgted changes
can be used, what alternative approval process may apply, and what verification steps arg to be taken.
Apprpval and verifications themselves can be automated but neédto be defined, evaluated, and
approved by a change authority before they can be used.

Figuie 3 illustrates the relationships and decision points among several of the typical processes in
servife management with connections to sub clauses in ISO/}EC 20000-1.

8.5.1{2.2 Change management initiation
8.5.1.2
Request for c asn\g?
add, re r
transfei\ ice

Record and classify

ajor impact on
services/customers?
Removal/transfer of
service/categories

8.2.6
ves—p| Configuration
management

A

A

A 4
8.2.2
Plan the

8.5.2
Configuration
information

8.5.1.3
Change

A

management
activities

services

A

8.5.3
Release and

A

deployment
management

Figure 3 — Relationships of service design, build, and transition and change management

Change management is initiated by documented requests for change to modify the services, service
components, or other aspects of the SMS. Proposals may also call for new services, removal of services,
or transfer of existing services into or out of the organization. The received request for change is
recorded and classified based on the categories outlined in the change management policy. The change
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authority (depending on the category of change) determines whether requests for change are to be
approved, deferred, or disapproved.

Decisions are made in change initiation about how the request for change is managed. These changes,
which should be managed according to service design and transition, include the following:

n the

rities.

a) new services or changes to services with the potential to have a major impact on customers or
other services as determined by the change management policy described above;

b) removal of services;

c) transfer of an existing service from the organization to a customer or other party, such as in the
case of dutsourcing;

d) transfer]of an existing service from a customer or other party to the organization, suchjas i
case of ihsourcing;

e) any othgr change that the organization determines may have a major impact.

Changes which are not to be managed by service design and transition are managed-by change actiy

8.5.1.2.3 (hange management activities

Receipt of a
approved, dg

Interested p
planned ch3
assessment

Requests foi

documented request starts the change management activities. The request is asse
ferred, or rejected.

arties, such as users, suppliers, and service persenhel, are identified and informed
nges that may affect them. They provide any hecessary information to suppor
f the request.

change are prioritised, so that changes.¢an be implemented in an order that best s

ssed,

hbout
t the

erves

the businesq outcomes of the customers and the organization itself. ISO/IEC 20000-1:2018, 8.2.2} Plan

the services,also has requirements for prioritization of changes which should be taken into account.

Decisions abjout change requests are made based on criteria set by the organization, which may infclude

the following:

a) risks of Implementing changes, and possible financial impact on the organization;

b) business benefits of the preposed changes;

c) feasibilify of successful implementation, adhering to established policies or requiring charlge in
service management policies;

d) impactqn existihgservices;

e) required coordination to manage the change with customers, users, and other interested pdrties,
not only diring transition, but afterwards, when the existing services may function diffegently
from what these parties are accustomed to;

f) resulting changes in SMS policies and plans required by this document;

g) impact on information security;

h) impact on service availability during and after the change, and available capacity;

i) other pending requests for change, releases, and plans for deployment, which may influence
proposed changes;

j) impact on service continuity.

Approved changes are planned, developed (built), and tested. Test results are analysed before final
authorization is given for the change implementation. Planning includes a way to roll back the change. In
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practice, a roll back is not always possible, but the organization should plan for a roll back or alternative
mitigation.

EXAMPLE

If the change is to an application, then roll back can be to the original version of the application.

If the change is to a piece of hardware, then it can be possible to remove the hardware component that has not
worked or it may not be possible to roll back at this stage.

If a change affects a Cl, its configuration information and related documented information are updated

accor

ding to the guidelines in configuration management.

Changes that are built and tested go to release and deployment management to be deployed into the
live environment.

After]
expe
parti

Chan
imple

in comtinual improvement as described.
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the implementation of a change, the organization evaluates its effectiveness, ¢omi
'ted results. The organization may need to take agreed remediation actions)wit
S,

be records are analysed to determine trends in changes, such as first-tinie'success raf
mentations, or the service changes that are requested. Learning from-this analysis sh

3 Other information
rganization creates documented information as follows:
he change management policy, which should be approved and made available to intere

hange management procedures, to manage the“categories of change defined in
hanagement policy;

equests for change, which should identifys the affected Cls, rationale for the chang

chedule and resources to perform the 'change. Requests for change may include deta
bvel cost estimates for use in budgetary planning;

ecords tracking approval, deferral, or rejection status of requests for change;

eports of change trendsand resulting improvement activities.

Kingle person, a_group of people, or even an automated system, depending on the 1
sts and of the organization itself.

"hange mandgement policy identifies which roles have the responsibility to appi
ories of\changes. For example, changes that have significant cost impact may be brj
gement for decision, while changes that can be done with existing resources and by

decic1ed by a regularly meeting group of managers for affected services.

bared to the
h interested

es of change
ould be used

sted parties;

the change

e (including

elated problems or known errors to beresolved), impact if the change is not made, and estimated

iled or high-

rganization assigns‘a.change authority that can approve and reject requests for change. This can

ature of the

ove various
ought to top
dget may be

Personnel may be assigned to evaluate recently implemented changes and change records for trend
analysis and improvement actions.

8.5.2

8.5.2

Service design and transition

.1 Required activities

The organization plans, designs, builds, and transitions services based on agreed service requirements.

8.5.2.2 Explanation

The purpose of this required activity is to ensure that new or changed services, changes to services,
removal of services, or transfer of existing services meet service requirements and will be deliverable
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and manageable at the agreed cost and service quality. Service design and transition applies to the
activities to bring a new or changed service from a concept or request into operation, to remove a
service, or to transfer the operation of a service to or from another party. Based on approvals from
change management, it covers the planning, design, build, and transition of new, and change, removal,
or transfer of services.

8.5.2.2.1 Planning

The planning activities identify the considerations that need to be taken into account to manage the
change to services and explain how the service change will be accomplished prior to making the change
live. Planning may be refined concurrently with design, as more details are agreed through analysis
and consultdtion with interested parties, and as additional constraints or risks are identified.

The followinlg planning activities are performed:

a) determihe the authorities and responsibilities for design, build, and transition activities s¢ that
these adtivities are aligned and effectively coordinated. Establish who has the @uthority to mmake
specific|decisions during the design, build, and transition work;

b) determihe the activities to be performed by either the organization or{ other parties with|their
timelings and milestones during design, build, and transition;

c) identifyfthe needed resources to successfully design, build, and transition new or changed serfices.
These resources include human (personnel, both internal and external to the organizdtion),
technicql (tools, systems and software), information (requirements, information about ex]sting
services, customer information) and financial (budget andfilnding sources) resources;

d) analyse|dependencies on other services and possiblerelationships between existing services and
the new|or changed service being implemented. This’ relationship may affect the way the sqgrvice
design gnd transition activities need to be perforimed or when they can be scheduled. It may also
identify|changes required to the dependent services;

e) identifyfrequirements for testing as part of.the planning phase. Since no testing can be exhaujstive,
the extent of testing is planned to cover,the most significant uses of the service;

f) determihe if the project budget is consistent with the planned level of effort;

g) documentthe service acceptance<riteria, either established by the customers or by the organization
itself or py other interested.parties, so thatitis clear when a new service or changes to a servicg have
been implemented successfilly. Service acceptance criteria may include performance, accessipility,
availability, security, orother aspects, such as completed documentation and successful testing;

h) perform/the risk management activities and plan activities to identify, assess, and treat risks where
necessary;

i) determipethe’intended outcomes from delivering the new or changed services. The outcomgs can
be expresseéd in measurable terms, so that achievement of these can be objectively determined
after implementation;

j) determine the impact on the SMS, other services, planned changes, customers, users, and other
interested parties, so that possible negative influence on these from the service design and
transition of the new or changed services can be avoided.

Planning includes communication with interested parties, such as suppliers, while keeping top
management informed of progress and the need for decisions.

Specific planning considerations are applied to services that are being removed, such as setting the date
on which the services are to be removed and the activities for archiving, disposal, or transfer of data,
documentation, and service components. These are clearly communicated to all interested parties. This
planning may identify dependencies such as the availability of a new service before the old service can
be removed.
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Similarly, for services that are to be transferred to or from a customer or to another party, planning
of the transfer includes setting the date on which the services are to be transferred and the activities
for archiving, disposal, or transfer of data, documentation, knowledge, and service components. These
are clearly communicated to all interested parties. The organization may also need to consider the
intellectual property rights of items to be transferred.

The CIs affected by the design and transition of new or changed services are controlled through
configuration management.

8.5.2.2.2 Design

The g
then
for th

a)

irements for
bw or changed services, as originally identified in portfolio planning (see 8.2.2). Relevant activities

e service design include the following:

iflentify new requirements or changes to human, technical, information, andfinancifl resources,

and how these resources are affected by the implementation of the service;

—n

b) iglentify the authorities and responsibilities of the parties involved infthe operation and delivery of

he new or changed services. Parties may be internal or external;

—

—

)

lentify needs for appropriate education, training, skills, and-experience of personne
he delivery and operation of the new or changed service;

performing

—

e a removed

=

d) make updates to the service catalogue when relevant, €g. add in a new service, delet

ervice, update a changed service;

(%)

escribe changes to measurement systems used for performance management;

f)

etermine the possible impact on other services, performing the appropriate risk
ctivities so that impact is reduced to anacceptable level;

management

D O o

=

ew or changes required for SLAsgcontracts, or other documented agreements depending on

ervice requirements and the use of other parties;

g)

(%)

h) updates to other parts of the SMS that may require a change of policy, process, or projcedure to be

plled out to relevant staff.

—

8.5.2|2.3 Build and trxansition

Build

and transitiod_activities follow service planning and design to implement the new

servi
thati

Ce. Build activities include assembling the service components or services and test
can be démonstrated that the service requirements have been fulfilled to satisfy the

or changed
ing them, so
needs of the

custgmers and.to meet the documented design and the service acceptance criteria.

Testihgds performed on new or changed services prior to implementation. Whether testirlg is possible
depe i i i i i rmit testing.
If the transition to a new service involves removal of an old service, testing is done to verify the
acceptable operation of remaining services that had dependencies on or interfaces with the removed
service.

In case the service acceptance criteria have not been met, actions are agreed. These actions can include
deferring implementation and correcting deficiencies or known errors, or proceeding to implement with
alist of items to be corrected or completed after implementation. These activities involve analysing test
results and determining steps to modify the planning or design of the new or changed service so that a
subsequent test will be successful.

The activation of the new or changed service into the live environment, once approved by change
management, is performed using the release and deployment activities.
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Once deployed, the relevant interested parties are informed of the success or failure or the
implementation, what the impact to them is, and any further steps to be taken in the process.
Achievement of the intended outcomes of the new or changed service is verified. Success may only be
noticeable after an extended period of time, depending on the type of service or change made.

8.5.2.3 Other information

Planning activities, both for designing and building the service and for service transition, may be
documented in a formal plan or recorded in various artefacts, such as schedules, timelines, RACI tables,
and task lists.

A service degi rvice.
The service design description may be simply a listing of planned CIs, descriptions of various.sygtems
supporting the service, descriptions of how the service will operate, and preliminary versipngs)of JLAs.

Where applicable, the documented service design may result in new or changed SLAS, contfacts,
and other dpcumented agreements that support the services. This includes agree€ments within the
organizatior], agreements with the customer and users of the service, and agreements with [third
parties supporting the service.

Implementation of the new or changed service may result in changes to théService catalogue. Updates
to the service catalogue are made through service catalogue management;

New servicds or service changes that affect the SMS may be reflected in the service managgment
plan, as well as new or changed policies, plans, procedures, meastres, and knowledge needed fgr the
successful management of the service.

Results of tgsts of the new or changed service are docuniented, along with possible actions taKen to
deal with failled test results and to implement the service'successfully at a subsequent attempt.

Detailed prdcedures are produced and tested for exténded or complex transition activities, incliding
rollback progedures if possible.

The planning phase establishes and documents the authorities and responsibilities for service design,
build, and transition. A central coordinating role, such as a project manager, is identified, along with
team members dealing with significant,aspects of service design and transition, as required by the
specifics of [the service being implemented or changed. Various roles may be established thdt are
responsible for the design, planning, testing, and implementation of changes.

8.5.3 Reldase and deployment management

8.5.3.1 Required activities

The organizption-plans, tests, deploys, and reviews the success or failure of a release into thg live
environment, ¢oordinating the release and deployment activities with change management.

NOTE For purposes of release activities, the "live environment" can include the pre-production environment
as well as the live production or operational environment.

8.5.3.2 Explanation

The purpose of this required activity is to ensure that deployment of releases into the live environment
is planned and controlled to meet requirements.

Release and deployment management deals with the management of releases of services, service
components and Cls, and the deployment of those into the live service environment. Release and
deployment management does so in close relationship with change management and, where applicable,
service design and transition.
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A release is a new or updated version of a service, service component, or Cl. A release can consist of
one or more changes. Different types of releases may be defined, such as normal, emergency, selective,
phased, or other types of releases. Based on their definition, these types of releases are characterized by
their frequency of deployment and the way in which they are managed, e.g. by using automation or not.

The deployment of new or changed services, service components or Cls into the live environment is
planned. Release planning is coordinated with change management and includes references to the
requests for change that form the basis of the new release.

Any downtime of the services due to the deployment of a release is agreed with the customer and

communicated to all interested parties.

During release planning, the organization defines and documents the acceptance critg
releape. Prior to deployment, the release is verified against these acceptance criterja.’1
does [not meet the acceptance criteria, it is determined by the organization and applicab
partigs how to proceed, such as modifying the release so that it will meet the a¢eeptand
withdrawing the release completely.

methpdologies can be improved as needed. Analysis includes the number of inciden
occufred in the period immediately after a release has been deployed, as far as these can
the r¢lease. Note that this period may be short or long) depending on the nature of the sery
frequently it is used. Results of this analysis are used to determine improvement actions t
contipual improvement.

Immgdiate feedback is also provided about<the success of releases to change managem
manggement, and other related activitiest'For example, if a release has not been succef
mangdgement would review their activiti€s for possible corrections needed for the release
required, incident management would ensure a viable workaround (or similar mitigation)

to the failed release until it is permanently corrected.

8.5.3|3 Other information
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Release documentation for routine procedures may be embedded in automated tools, logs, and reports.

Other records can include baselines of Cls, taken prior to releases, analysis of the success rate of
releases, and possible improvement plans. If a release is used to close known errors or problems, these
are referenced in the release records as well.

An authority is established to approve releases prior to their deployment. Different categories of
release have different levels of approval and release authorities. Further roles needed are personnel
performing the actual deployment of a release, and personnel verifying the success and effectiveness
of the release based on the acceptance criteria. Other personnel monitor, analyse, and report on overall
release success rates.
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8.6 Resolution and fulfilment

8.6.1

Incident management

8.6.1.1 Required activities

The organization manages the resolution of unplanned events that disrupt or can disrupt the service.
Incidents are managed from recording to closure, with a specific procedure to manage major incidents.

8.6.1.2 Explanation

The purposg
incident and

Incident ma
services. W
urgency, im
identificatio

NOTE1 Or
service reque
identify not o
ClIs. An examy

At times, nu
incidents aré
also focuses
workaround|
managemen

NOTE2 In
of an incident

When an in
escalation tg

of this required activity is to restore affected services as soon as possible follofi
within agreed service level targets.

hagement activities can minimize the impact that incidents have on the‘quality ¢
en incidents are identified, they are recorded and classified. Classification may
act, nature, type of service, type of user affected, or by other meansythat permit
h and prioritization of the incident.

oanizations can identify their own categories of incidents and prioritigs. These can also ap
sts and problems. Incidents are correlated with the services thatthey affect. Incident recor
nly the primary affected service, but also the indirectly affected-services, service compone
le of indirectly affected services occurs when multiple servicés share service components or

merous incidents are reported that relate to thelsame root cause. Records of r¢g
 linked to assist in determining the extent of an-issue or problem. Linking related re
attention on identifying problems to remove the cause of the incidents or provid
if the set of incidents cannot be promptly corrected. Incidents can be handled with prg
[ activities, especially when the underlying,causes are not clear.

idents are not the same as nonconformity (a requirement which has not been fulfilled). The
can alert the organization to a nonconformity.

rident cannot be resolved in aCtimely way, it may require escalation, such as funcf
another support team (eithér internal or external to the organization). When an ind

has breachedl its target resolution time;it may require hierarchical escalation to management.

!
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blem

cause
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If major inciflents are not promptly.resolved, they can have a significant impact on SLAs or customers'

business objgctives. The criteriaito identify a major incident are determined, e.g. an incident that affects

all customerfs, an incident that'will have a major impact on information security. The procedures for

major incidepts can include:

a) prioritiging resofution activities to ordinary day-to-day activities;

b) activatimg plans for alternative (workaround) service delivery methods;

€) commurteating-with-the-eustomersregardingthestatus-of-the-majorincidentand-how-itisbeing
handled;

d) escalating reports of the major incident to top management.

Once major incidents have been resolved, they are reported, reviewed, and analysed to get lessons
learned to be used for continual improvement activities.

All actions taken to resolve incidents are recorded and available for analysis and audit purposes.
The organization can record several aspects of an incident such as the duration that a service was
unavailable or degraded, traceability to which SLAs and Cls were affected, request for change or service
requests opened to resolve those incidents, or associated problems.
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8.6.1.3 Other information

A documented procedure is required for major incident management but is optional for other types
of incidents. An organization may find it useful to develop and communicate procedures or work
instructions for managing all incidents. Incident records may be created using a tool that supports the
management of information regarding each incident's nature, resolution, and actions taken through
incident resolution activities.

Personnel or parts of the organization responsible for the handling of each class of incident are
identified. Top management is informed of major incidents when they occur and periodically during
the course of resolutlon of the 1nc1dent Spec1f1c respon51b111t1es and where appropriate, authorities,
ponsibilities and
nicate with
pr incidents.
to resolution

custgmers and other interested parties, and guide personnel working on resolvmg maj
Speciffic or dedicated personnel may be assigned to handle major incidents from initiation
and review.

8.6.2| Service request management

8.6.2]11 Required activities

The drganization records, prioritises, fulfils, updates, and closes setrvice requests.

8.6.2(2 Explanation

The gurpose of this required activity is to manage thé ftdfilment of service requests.

Servi

reset

ce requests are recorded and classified according to their nature. Examples inclu
5, information requests, and pre-approvedzghanges, such as moving user equipment. (

may be by urgency, nature, type of service, type of user, or by other means that permit cleari

and g

Servi
SLAs
Othel

Servi
trang
tools

rioritisation of the request. Service réquests are prioritised based on their classificat

ce requests are correlated to seryices that they may affect, as part of the classificatio
may be associated with the fulfilment of service requests (as agreed in service level m

ce requests are eventually fulfilled or denied, verified with the requestor, and ther
ition from fulfilment-to closing is defined. Service requests can be managed usin
All actions taken to fulfill service requests are recorded. Users may have visibility of

le password
lassification
dentification
ion.

h procedure.
anagement).

metrics about service request management such as response times may also be defined.

closed. The
b automated
the progress

of their service requests.

If ser
passy

vice requests can be fulfilled using self-service or rendered unnecessary by automa
vord resets), this is documented.

tion (e.g. for

8.6.2|3.<Other information

The actions to be taken to fill service requests are available in procedures or work instructions for
personnel involved in service request management. For example, a pre-approved change to move
user equipment will have an associated work instruction. Requests that are not well defined, such
as a request for information, may have a work instruction with questions to ask to gain clarity of the
request. Work instructions are not required for every possible request.

Service request records are documented, along with their classification, fulfilment information, and
affected Cls. Statistics used for reporting, trend analysis, and improvement actions are documented.
A menu of service requests may be created for the benefit of the users making these requests and
reflected in the service catalogue or other suitable place, such as a web page. Service requests can be
managed using automated tools.
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Personnel involved are those people with the responsibility to fulfil service requests, based on work

instructions

or procedures.

8.6.3 Problem management

8.6.3.1 Required activities

Through trend analysis of data and incidents, the organization identifies problems and determines root
causes, and defines actions to prevent the occurrence or recurrence of incidents.

Problems relating to the SMS itself, rather than the services, are handled using nonconformity and
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8.6.3.2 Ex

The purposg
and analysis
problems.

Problems ar
of service, t

Once identif
resolution o
specialized ¢

Usually, kno
service man

SLAs may h
resolved wit]
with regular

The resoluti
details shou
risks associg

Problem rec
be updated 1
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At times, the

10n.

planation

of this required activity is to minimize disruption to services by proactivé identifig
of the causes of incidents and by taking action to prevent, reduce the impact of, or reg

e identified, recorded, and classified. Classification may be by urgency, impact, nature

ed, problems are assigned to personnel with the necessary:skills to investigate and id¢
ptions. It may be necessary to involve senior managens within the organization to
r additional resources to help with investigation anid resolution.

vn errors are identified by problem managemerit, but they can also be identified by
hgement processes.

ave targets for problem resolution timies. When possible, problems are manageq
hin those agreed timescales. Organizations may find it useful to provide interested p
progress updates.

bn of problems takes place in accordance with the change management policy. All nece
d be available to enable efféctive decisions about resolution options. These may in

brds are linked withyassociated incident, change request, or CI records. These record
hroughout the process.

jon may be done as a post-implementation review following change management. Pr¢
[ personhél'monitor and report on the ongoing effectiveness of problem resolutions.

ted with implementation‘@r'non-implementation, costs, and other resources required.

ation
solve

type

ipe of user affected, or by other suitable means. Problems_are“prioritised based on this
classificatiof. Problems can be identified by examining incidents, trends,-or by other review actiy

rities.
entify
seek

other

| and
rties

Ssary
clude
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ness.
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organization will either be unable to identify the root cause for a problem or be

to eliminate

e

a\reot cause. In those cases, the organization can still plan and take actions to reduge the

able

undesirable effects of the problem on the services. Information about root causes, known errors, and
the resolution of problems is recorded in a system that can be consulted by interested parties, e.g. by
incident management personnel.

Data about the effectiveness of problem resolutions are recorded and analysed and where feasible,
improvement activities are undertaken as part of continual improvement.

8.6.3.3 Other information

Problems, along with known errors, root causes, workarounds and resolutions, are recorded.

For the benefit of continual improvement, metrics and other data about the problem management
process are gathered and documented along with potential improvement actions needed. This may
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identify the need for more or better technical resources, more realistic SLA problem resolution targets,
and improvements in communications.

Personnel are assigned to analyse problems, determine potential root causes, record these and their
potential resolutions or workarounds, and record known errors where applicable.

8.7 Service assurance

8.7.1 Service availability management

8 7 1 1 Rogiiixad ook aiinc
wl . X TCquIT T acoavItaTs

The ¢prganization, with customers and other interested parties, analyses risks te~avajlability, and
deterjmines, agrees, documents, and maintains service availability requirements. Service gqvailability is
monifored and any unplanned unavailability is investigated and, when possible, resolved.

8.7.1{2 Explanation

The gurpose of this required activity is to ensure that agreed service dvailability commitmnjents are met
and tp minimise unavailability.

Planning for service availability includes analysis of existing availability records ahd probable
performance of services, service components, and Cls to _determine risks to availability. To aid in
recognizing risks, the organization can maintain a list,of the sources of risk for their dontext, such
as schedule, suppliers, and design flaws. Requiremen{s)for availability of services to customers and
end ysers are included in documented agreements*and SLAs as specific targets. Thesq targets are
deterjmined and agreed with customers and otherlinterested parties, based on service requirements
that gjeflect business needs.

Services are monitored as required for availability performance. The resulting data anfl trends are
recor{ded so that actual availability levels-can be calculated and compared to the agreed targets and
actiohs can be taken if any issues are identified.

NOTE Depending on service type”or organizational characteristics, monitoring for availdbility can be
contiquous or periodic.

Service availability management works closely with capacity management to support [requests for
additjonal resources when capacity-related issues threaten availability levels. When servicg availability
is nulll, almost null~or/unacceptable, service availability management works closely with service
contihuity management as mentioned in 8.7.2.

Unpldnned unayvailability of services is investigated together with incident management and problem
mandgement.-Remediation actions for unplanned unavailability are determined and implemented,
whern possible, to restore the availability of the services. When unavailability of services |s scheduled,
for infstance due to planned maintenance, users and other interested parties are notified ipn advance in
a timely manner.

8.7.1.3 Other information

Service availability is planned to meet requirements. A service availability plan is not required by
ISO/IEC 20000-1, but may be written. Procedures are defined for analysing, forecasting, monitoring,
and reporting on service availability. The need for corrective action is recorded and managed.
Measurements of service availability are recorded.

The authority to agree on service availability targets in SLAs is assigned to personnel making these
agreements with customers. Further responsibilities in service availability management include
personnel monitoring availability of services, comparing availability with the agreed targets, and
working with continual improvement if remediation actions are needed.
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