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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
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c¢) added an Annex:(Annex A) that compiles all of the mandatory documented information called
ISO/IEC|20000-1.
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complete listing of these bodies can be found at www.iso.org/members.html.
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This document provides guidance for establishing, implementing, maintaining, and continually
improving a service management system (SMS). An SMS supports the management of the service
lifecycle, including the planning, design, transition, delivery, and improvement of services, which
fulfil agreed requirements and deliver value for customers, users, and the organization delivering the
services.

The adoption of an SMS is a strategic decision for an organization and is influenced by the organization’s
objectives, the governing body, other parties involved in the service lifecycle and the need for effective
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Information technology — Service management —

Part 2:
Guidance on the application of service management systems

1 cope

1.1 |(General

This document provides guidance on the application of a service management System [SMS) based
on ISP/IEC 20000-1. It provides examples and recommendations to enable-0rganizations| to interpret
and qpply ISO/IEC 20000-1, including references to other parts of ISO/IEG;20000 and ofher relevant
standards.

Figune 1 illustrates an SMS with the clause content of ISO/IEC 20000~1At does not represent a structural
hierafchy, sequence, or authority levels.

Customers SERVICE MANAGEMENT SYSTEM (SMS)
(Internal & CONTEXT.OF THE ORGANIZATION
External) * Organization and its Context < /Interested Parties ¢ Scope of the SMS e Establish the SMS
. LEADERSHIP

* Leadership & Commitment  « Policy  * Roles, Responsibilities and Authorities

PLANNING
e Risks and Opportunities  * Objectives  * Plan the SMS

SUPPORT OF THE SMS
* Resourcésye Competence ¢ Awareness ¢ Communication ¢ Documented Information ¢ Knowledge

SERVICE
REQUIREMENTS

OPERATION OF THE SMS
OPERATIONAL PLANNING & CONTROL  RELATIONSHIP & AGREEMENT SERVICE DESIGN, BUILD & TRANSITION
* Business Relationship * Change Management
SERV'C,E PORTFOLIO Management « Service Design and Transitiof
° gﬁarr\:lfr?e[)silr\\ll?czs * Service Level Management * Release & Deployment Manggement
* Control of Parties involved in the Suppler Management RESO_LUT'ON AND FULFILMENT
SERVIGES Service Lifecycle . Inudgnt Management
+ * Service Catalogue Management * Service Request Managemejt
« Asset Management SUPPLY & DEMAND * Problem Management
» Configuration Management * Budgeting & Accounting SERVICE ASSURANCE
for Services * Service Availability Managenjent
* Demand Management « Service Continuity Managemgnt
* Capacity Management * Information Security Management
PERFORMANCE EVALUATION IMPROVEMENT
* Monitoring, Measurement, Analysis & Evaluation « Nonconformity and Corrective Action
* Internal Audit « Continual Improvement
* Management Review
* Service Reporting

Figure 1 — Service management system

The structure of clauses is intended to provide a coherent presentation of requirements, rather than
a model for documenting an organization’s policies, objectives, and processes. Each organization can
choose how to combine the requirements into processes. The relationship between each organization
and its customers, users, and other interested parties influences how the processes are implemented.
However, an SMS as designed by an organization cannot exclude any of the requirements specified in
ISO/IEC 20000-1.

© ISO/IEC 2019 - All rights reserved 1
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The term ‘service’ as used in this document refers to the services in the scope of the SMS. The term
‘organization’ as used in this document refers to the organization in the scope of the SMS. The
organization in the scope of the SMS can be part of a larger organization, for example an IT department
of a large corporation. The organization manages and delivers services to customers and can also
be referred to as a service provider. Any use of the terms ‘service’ or ‘organization’ with a different
intent is distinguished clearly in this document. The term ‘delivered’, as used in this document, can be
interpreted as all of the service lifecycle activities that are performed in addition to daily operational
activities. Service lifecycle activities include planning, design, transition, delivery, and improvement.

1.2 Application

in this document is generic and is intended to be applicable to any organization applying
an SMS, regardless of the organization's type or size, or the nature of the services deliveréd.“\While
it can be us¢d ‘regardless of the organization’s type or size, or the nature of the services delivered’,
ISO/IEC 20000-1 has its roots in IT. It is intended for service management of Services using
technology gnd digital information. The examples given in this document illustrate a.\zariety of upes of
ISO/IEC 200p0-1.

The service provider is accountable for the SMS and therefore cannot ask another party to fulfil the
requirementls of ISO/IEC 20000-1:2018, Clauses 4 and 5. For example, the ‘organization cannqt ask
another partfy to provide the top management and demonstrate top management commitment|or to
demonstratd the control of parties involved in the service lifecycle.

Some activitiies in ISO/IEC 20000-1:2018, Clauses 4 and 5 can beperformed by another party finder
the managerphent of the organization. For example, an organizatien can ask another party to creafe the
initial servide management plan as a key document for the SMS! The plan, once created and agrded, is
the direct refsponsibility of and is maintained by the organization. In these examples, the organization
is using othelr parties for specific short-term activities. The)organization has accountability, authorities,
and responsjbility for the SMS. The organization can therefore demonstrate evidence of fulfilling|all of
the requirenjents of ISO/IEC 20000-1:2018, Clauses*4and 5.

For ISO/IEC|20000-1:2018, Clauses 6 to 10, an‘organization can show evidence of meeting all ¢f the
requirements itself. Alternatively, an organization can show evidence of retaining accountability for the
requirements when other parties are involved in meeting the requirements in ISO/IEC 20000-1:2018,
Clauses 6 to[10. Control of other parties,involved in the service lifecycle can be demonstrated Hy the
organization (see 8.2.3). For exampl€, the organization can demonstrate evidence of controls for anpther
party who if providing infrastructure service components or operating the service desk including the
incident manjagement process,

The organizption cannot, derhonstrate conformity to the requirements in ISO/IEC 20000-1 if jother
parties are ufsed to proyvide or operate all services, service components, or processes within the sc¢pe of
the SMS. Hoyvever, if ether parties provide or operate only some of the services, service componerjts, or
processes, the orgahization can normally demonstrate evidence of meeting the requirements sperified
in ISO/IEC 20000-1.

The Scope Oi th;o dU\,ulllCllt CAL}udCD thC DPCL;f;Lat;Ull Uf l_ll Udu\,to Ul tUU}D- IIUVVCVCI, ISC/IIEC 20 :)00-1
and this document can be used to help with the development or acquisition of products or tools that
support the operation of an SMS.

1.3 Structure

This document follows the clauses in ISO/IEC 20000-1 and, from Clause 4 onwards, provides three
sections per clause or sub-clause:

a) Required activities: a summary of the activities required by this clause in ISO/IEC 20000-1 Note
that this summary does not replicate the requirement statements in ISO/IEC 20000-1 or add new
requirements, but simply describes the activities;

2 © ISO/IEC 2019 - All rights reserved
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b) Explanation: an explanation of the purpose of the clause and practical guidance on clause
contents, including examples and recommendations on how to implement the requirements
of ISO/IEC 20000-1. When relevant, it refers to other parts of ISO/IEC 20000 and other relevant
standards;

c) Other information: guidance on roles and responsibilities and on documented information
supporting the implementation of an SMS. Further relevant information can also be included.

2 Normative references

The following documents are referred to_in the text in such a way that some or all of their content

cons
unda

1S0/1

4.1

41.1

The ¢rganization determines external and internal issues relevant to its purpose and

abilit
4.1.2

The g
to th
Thes¢
posit

itutes requirements of this document. For dated references, only the edition cited
ed references, the latest edition of the referenced document (including any amendmsg

C 20000-10, Information technology — Service management — Part 10: Concepts and

erms and definitions

hd [EC maintain terminological databases for use in standardization at the following

HC Electropedia: available at http://www.electropedia.érg/

50 Online browsing platform: available at http://www.iso.org/obp

ontext of the organization
Understanding the organization.and its context

Required activities

 to achieve the intended outcomes of the SMS.

Explanation

urpose of this required activity is to set the context by determining those issues that
e organization’s purpose and influence its ability to achieve the intended outcomeg
e outcomestinclude the delivery of value to its customers. Issues can vary, e.g. interna
ve or<negative. All issues taken together provide the basic context in which the

applies. For
nts) applies.

yocabulary

e purposes of this document, the terms and definitions given ip ISO/IEC 20000-10 apply.

hddresses:

affecting its

are relevant
of the SMS.
or external,
prganization

establlishéesjits SMS.
NOTE i i i i Tt ative impact.

These are important topics, factors, or attributes for the organization in the context of its ability to deliver
services of an agreed quality to its customers.

To implement an SMS successfully, the organization identifies and documents its internal and
external context. Context includes the nature of the organization itself, the needs and expectations
of other interested parties that have a stake in the SMS, and the scope of the SMS itself. Based on an
understanding of these issues, the SMS can be established.

Early in the planning stage, the organization should establish how ISO/IEC 20000-1 is applicable to the
organization’s context, so that the initial scope of the SMS can be documented. Failing to identify the
context, interested parties, and scope can lead to an unsuccessful or inefficient SMS.

© ISO/IEC 2019 - All rights reserved
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Because external and internal issues can change, the organization can review its context at planned
intervals and through management review.

EXAMPLE

Internal issues can include policies, resources, capabilities, people, skills and know

ledge,

organizational structure, governance, culture, internal customer demands, and finance. External issues can
include market, political, economic, and environmental influences, competition, laws and regulations, external
customer demands, and the likelihood of events that could affect the services.

4.1.3

Other information

Alist of internal and external issues affecting the SMS is developed and should be documented.

Establishing
the assistan

4.2 Undel

4.2.1 Req

The organiz
requirement

4.2.2 Expl

The purpose
relevant intq
group that c:
or external t

EXAMPLE

management
(e.g. technolo
regulators, ay

The organiz
managemen
services. An
influence thg

the context of the organization is completed at the top management level, who may
e of technical and business analysts.

standing the needs and expectations of interested parties

hired activities

ation determines interested parties relevant to the SMS and._the services and
S.

anation

of this required activity is to ensure that the ofganization identifies requireme;
rested parties to support the SMS to deliver services. An interested party is a pers
in affect or can be affected by a decision or activity related to the SMS. They can be int
p the organization. An interested party canlso be known as a stakeholder.

representatives, account management,‘personnel, support functions within the organi
gy support, human resources, facilities, legal, recruitment, procurement), suppliers, par
ditors, trade and professional associations, and competitors.

htion identifies the interested parties and their relevance to the achievement of s¢

interested party can affeét the performance and effectiveness of the SMS and the ser
market, or create and mitigate risks.

hrties' requirements can include the following:

requirements such as service level targets, capacity, performance, service
hents, service continuity, information security, or availability requirements;

l regulatory requirements imposed by external authorities, such as national or reg
regulations;

have

their

1ts of
on or
ernal

Interested parties can include customiers and customer representatives, top executives,

vation
tners,

rvice

objectives or to the delivery of services, including their requirements for the SMS ¢r the

vices,

level

ional

Interested p
a) service
requirer
b) legal an
laws ang
c)

contractual obligations to partners, customers, or suppliers.

4.2.3 Other information

The organization documents a list of interested parties with their specific interests and their

requirement

s for the SMS and the services.

Identifying interested parties is completed at the top management level, who may have the assistance
of technical and business analysts.
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4.3 Determining the scope of the service management system

4.3.1 Required activities

The organization determines the boundaries and applicability of the SMS to establish its scope.

4.3.2 Explanation

The purpose of this required activity is to use the information gathered about the issues and
requirements of interested parties to define exactly what part of the organization and what services
are to be included within the SMS. Establishing the scope is therefore a key activity that determines the
necegsary foundation for all other activities in the implementation of the SMS.

The drganization takes into account the following inputs when documenting the scope’of the SMS:
a) theinternal and external issues;
b) the needs and expectations of internal and external interested parties;

c) what services or types of services are offered to customers, e.g.

- asingle service, group of services, or all services;

—+ IT services, cloud services;

- technology services to support facilities managetent, business process outsourcipg;

- technology services to support any sector’s(business such as telecommunicatipns, finance,
retail, tourism, utilities;

d) the number and type of customers, e.g. a-sihgle customer, a specific customer sector, external or
internal customers;

e) thelocations from which the services are to be delivered.

The services considered at c) can beall or some of the services that are agreed to be in the scope of the
SMS. [Che services in the scope of&he SMS can be all or some of the services delivered by the ¢rganization.
The services in the scope of theySMS can be listed individually or grouped. The name of the prganization
that fnanages and provides the services is included; however, the scope statement should not include
the npmes of other parties contributing to the delivery of the service, such as outsourcing partners.

4.3.3| Other information

The ¢rganizdtion documents a scope statement for the SMS, following the guidance |provided in
ISO/IEC 20000-3.

Definfingva scope statement for the SMS is completed at the top management level; supject matter
experts such as technical and business analysts may assist.

4.4 Service management system

4.4.1 Required activities

The organization establishes, implements, maintains, and continually improves the SMS.

4.4.2 Explanation

The purpose of this required activity is to ensure that all required elements are assembled to establish,
implement, maintain, and continually improve the SMS.

© ISO/IEC 2019 - All rights reserved 5
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Once the context, interested parties and their requirements, and the scope have been agreed, the
organization decides how the requirements in ISO/IEC 20000-1 are to be implemented as processes.
For example, are the processes in the SMS going to reflect exactly the clauses in ISO/IEC 20000-1 or will
they be combined, separated, or named in a different way?

To gain the most value from processes, it is essential to keep the processes current. An approach for
routine process evaluation will benefit the organization. As processes are deployed and implemented,
routine reviews include a review of their performance to optimize the process results.

The plans and aspirations of the organization can be considered when establishing and implementing
the SMS so that maintenance and continual improvement can be performed efficiently. See Clause 6 for
more information

4.4.3 Oth¢r information
The organizgtion documents the SMS to meet the requirements of ISO/IEC 20000-1:2018,17.5.

Top management provides the basis and the authority to proceed with the establisiiment of the[ SMS.
The respondibility for establishing the SMS may then be delegated to authofised personnel in the
organization.

5 Leadership
5.1 Leaddrship and commitment

5.1.1 Reqired activities

Top management demonstrates leadership and commitment with respect to the SMS.

5.1.2 Explanation

The purpos¢ of this required activity is_te, ensure that top management demonstrates leaddrship
and commitpnent to support the establishment and operation of an SMS. Top management is dgfined
as ‘the persgn or group of people who(directs and controls an organization at the highest levell’ Top
management, i.e. the level of management in the organization that has the authority and capability to
initiate the development of an SMS; also provides the needed resources for the continuing suppprt of
the SMS and([is accountable for-the achievement of the objectives and intended outcomes of the SMfS and
services. The right level of invelvement and commitment is essential to successfully implement an SMS
in support of the services'it provides to customers.

Top management is @ccountable for ensuring that the SMS and the services are reviewed regylarly.
Further informatiensabout management reviews can be found in 9.3.

Top management establishes a service management policy, as well as service management objedtives,
describing thelr high-tevel vISIonm of, and targets for, service management in the organization. Top
management does so in a way that is aligned with the overall business objectives and strategic direction
of the organization, as the policy and objectives are there to support the organization's business.

Based on the service management policy and objectives, top management directs the development
and maintenance of a service management plan, which is the overarching document that provides a
summary and describes the intent of the SMS for the organization.

Top management assigns levels of authority, appropriate to the size and complexity of the organization,
and delegates responsibility, so that the appropriate personnel are authorized to make decisions related
to the SMS and the services.

Top management determines what constitutes value for the organization and for the customers. The
creation of value from services includes realizing benefits at an optimal resource level while managing
risk. An asset, service component, and a service are examples that can be considered value. Internally,
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value can include increased employee satisfaction, reduced costs, and increased revenue. Externally,
value is determined by the service outcomes and benefits that customers perceive from the use of the
services provided.

Top management considers the relationship of the SMS to achievement of the business outcomes.
Top management ensures that service management requirements and objectives are in line with the
business outcomes and processes of the organization. This approach prevents conflicts between service
management processes and business processes that are supported by the SMS.

Top management ensures that the SMS is integrated into the organization’s business processes. For
example, the SMS requirements are not labelled and undertaken as an ‘add- on to the normal business
proc inty that the

requiiiements will become part of business as usual and will be more likely to gain the,|penefits and

outcqmes that are expected.

Top thanagement commits resources to support the SMS and the services; thése‘include personnel,
finanfial, technical, enabling services, and any other resources. When needed, top management
supp¢rts other management roles so that they can be effective in their leadenship roles and contribute
to th¢ success of the SMS and the services.

Top 1
SMS
com
and t

orgarj

on th

hanagement communicates with the members of the organization about the impof
o the organization as a means of increasing its efficiency and\effectiveness. Top manj
unicates to personnel the importance of the SMS to achiéve’the service manageme
b deliver value to the organization and its customers. Top management should also en
ization establishes effective feedback loops to enable'bi-directional and lateral com
e SMS and the services.

Top management facilitates and promotes continualimprovement of both the SMS and the s

the a
itself.
ident
the sé

5.1.3
Docu
a)
b)

t

t

m of increasing the value provided by the séxvices to customers, end users, and the
Personnel also contribute to the effectiveness of the SMS and the services, for exan
fying opportunities for improvement terenhance the effectiveness of the SMS and t
rvices.

Other information

e service management policy;
he service management plan;
e service management objectives;

ecords-of required communication.

arlagement has the power to delegate authority and prov1de resources within the or

mented information required for top management involvement includes the following:

tance of the
igement also
nt objectives
sure that the
munications

brvices, with
brganization
ple through
he quality of

ranization. If

those who direct and control that part of the organization.

lent refers to

It is recommended that the relationship between top management in the context of ISO/IEC 20000-1
and the highest level governing body, if one exists in the organization, is made specific.

The governing body can be involved with the SMS by:

a) reviewing the alignment of the organization’s strategy and service management policy;

b) reviewing that appropriate levels of authority are assigned for making decisions related to the SMS
and the services;

c) receiving and reviewing information at planned intervals about the content and operation of the

0

rganization’s SMS;
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d) exercising reasonable oversight of the implementation, operation, and effectiveness of the
organization’s SMS.

These activities may be carried out by top management if the organization does not have a separate
governing body.

NOTE ISO/IEC 38500:2015 provides guidance on and principles for the governance of IT.
5.2 Policy

5.2.1 Required activities

Top managelnent establishes a service management policy.

5.2.2 Explanation

The purposq of this required activity is to document the high-level intentions of the-SMS in a s¢rvice
management policy and to give direction to the organization with regard to seryicé management] This
policy is widly available and communicated to all relevant personnel and externdl interested parfties.

The service |management policy is specific to the organization's circumstances and objectivef and
includes a cystomer focus. The policy should not be a generic, broadly applicable statement.

The policy r¢presents organizational strategy and commitment to déliver value to the organizatiop and
customers.

The policy applies to the agreed scope of the SMS and forms the foundation of the organization’s s¢rvice
management objectives and the service management plan:

The policy gives clear direction to the organization’s mi@nagers and personnel.
EXAMPLE 1 | Services are aligned to the business objectives and both organizational and customer priorjties.
EXAMPLE 2 | Changes to processes or procedures'are made through the change management process.

EXAMPLE 3 | Roles and responsibilities for/the service management processes are defined and documented in
a consistent nhanner and personnel performance is measured against those responsibilities.

The organizption structures the.service management policy so that it states how the organizdtion’s
service management objectivesare set (see 6.2 for the relationship between objectives and measjires).
It should be possible to demonstrate a link between the service management policy and the activitfies to
achieve the grganization’siservice management objectives.

A commitment to cortinual improvement of the SMS and the services is part of the policy.

The organization )communicates the service management policy so that it is understood within
the organizdtion It is also made available to customers and suppliers or other interested partjes as
required.

When other management systems are used in addition to the SMS (such as a quality management
system), it is advisable for the service management policies to be consistent with the relevant policies
of the other management systems used by the organization. However, any service management policy
should remain relevant to the SMS and the services. This helps with integrating the various management
systems and provides clarity to the organization’s personnel.

Top management ensures that the service management policy is reviewed at suitable intervals, usually
annually. This review is used to identify any deficiencies and ensure continual alignment with business
needs and customer priorities.

NOTE The policy can also be reviewed to ensure alignment if service management objectives have changed.
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ISO/IEC 20000

Other information

service management policy is available as documented information.

-2:2019(E)

Top management is the authoritative party establishing the service management policy with input from
relevant personnel in the organization.

The governing body, if one exists, should be involved with the SMS by approving the organization’s
service management policy.

5.3

5.3.1

Organizational roles, responsibilities, and authorities

Required activities

Top management ensures that responsibilities and authorities for roles relevant te,service

are a

5.3.2
Thep

fort

Top

revie
respa

bsigned and communicated throughout the organization.

Explanation

urpose of this required activity is to clearly identify and expressthe-authorities and req
various roles that contribute to the success of the SMS and.the'Services.

:le
anagement identifies the roles required for all aspects ofthe SMS, such as design, imp
v, and improvement. Specific responsibilities and authorities are assigned to persomnel who are

nsible for making decisions regarding the SMS and{the services, so that the SMS con

requifrements of ISO/IEC 20000-1. Once all the requiredcoles are identified, the responsibil

for ed
with
authd

Depe

role

assig

ch of the roles, along with the specific outcomes expected from them. The roles are
the required authority to take decisions expected by their roles. These roles, respong
rities are clearly communicated in the organization.

hding on the size and complexity of thé organization, one individual may have several
hay be performed by multiple individuals. Such role allocation is not intended to limit]
hment of tasks and accountability:

1]

Based on the service management-objectives and service requirements, the performanc

and

the services is regularly réported to top management and reviewed for conformance t

mangdgement policy and to identify improvement opportunities.

5.3.3

The

mang
orgaf

Resp
shoul

Other information

foles, responsibilities, and authorities of various personnel involved in the establ
gement 0f the SMS and the services are documented and widely communicatec

lizationand to other interested parties.

pnsibility and accountability for each service and SMS process (or group of services ¢
La for

lllllll ata

management

ponsibilities

lementation,

forms to the
ty is defined
empowered
ibilities, and

roles, or one
flexibility in

e of the SMS
p the service

shment and
| within the

I processes)

AT antlhh ot oo S oo o ol oo aacl caxizion oo o oo
T rCaoatnoT IerC S antr T CSPOTISTOTITOIC S TOT CatTr SCT v IcCTirartagtr

ent process

a
acc

in the SMS can include:

a)

b)

d)

a process owner role, responsible for the design of the process, ensuring adherence to
and the measurement and improvement of the process;

service owner role (can be a member of top management or an operational manager),

for a service throughout the service lifecycle, including planning, design, transiti
improvement, and retirement;

the process,

responsible
on, delivery,

a process manager role, responsible for the operation of the process and the management of the

process management resources;

personnel who perform the procedures of the process.
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The role with the responsibility and authority for ensuring conformance to the requirements of
ISO/IEC 20000-1 and reporting to top management can be called the management representative.
Examples of additional roles are service desk manager, infrastructure manager, information security
officer, service continuity manager.

The documented information about roles, responsibilities, and authorities clearly outlines the various
functions supporting the SMS and the services as well as their responsibilities and authorities.
These functions, responsibilities, and authorities are determined by top management. Note that
ISO/IEC 20000-1:2018, 5.3 requires top management to assign authority and responsibility to persons
who report on performance of the SMS and service to top management.

6 Plannipg

6.1 Actions to address risks and opportunities

6.1.1 Reqpired activities

ve its
bks is

Risks and opportunities are identified with a risk assessment to assure that-thé SMS can achie
intended oufcomes and is continually improved. A risk management appteach to deal with ri
developed amd actions to treat risks are determined and planned.

6.1.2 Explanation

The purpose
the services
of interested
affecting the

a)

b) preventi

identify

c) providin

Aspartofai

of this required activity is to identify and address<isks and opportunities to the SM
The internal and external issues determined<as described in 4.1 and the requirey
parties as described in 4.2 are taken into account to determine risks and opportu
SMS. This assessment focuses on:

ng the risks that can affect the achievement of outcomes for the SMS;
ng or reducing undesired impact on‘the SMS and the services caused by these risks;
g input to continual improvenient of the SMS and the services.

isk management process,various risks are determined, related to:

S and
nents
nities

hization itself, such as its structure and culture, but also market conditions and compefition;

the orga

ibility of not being’able to fulfill service requirements, such as due to natural condifions,

hain issues orfinancial issues;

the poss
supply-d

rties’ invelvement, such as in outsourcing situations where suppliers provide or ogerate

the services.

other p4
(part of]

The impact gnd{probability of these risks are determined as they relate to the SMS, the services, and the
customers. Based onthe organization STiSKacceptance criteria, which are functions of the organization’s
risk appetite, the organization determines the approach to treat these risks. This determination is done
with some regularity or in response to changes in context. Examples of risk acceptance criteria are
risks with a score that falls below an acceptable threshold or risks that are above the threshold but
are accepted by top management. Risk management within the SMS should be closely aligned to the
organization's risk management framework to ensure consistent definition and treatment of risks.

Possible risk treatment actions can include:

a) Avoiding the risk by taking measures to steer away from it, for instance by only allowing authorised
personnel to download software onto all company owned mobile devices;

b) Considering the risk to be an opportunity, in case a positive effect is expected, for instance by
embracing the positive effect of increased revenue when demand for a service suddenly increases;
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c) Reducing the risk by removing its source, changing the likelihood of the risk occurring or reducing
its impact, for example by patching a vulnerability on a service asset;

d) Transferring to or sharing the risk with another party that is willing to accept it, for example when
it is another party that manages part of the service that forms a risk;

e) Accepting the risk by evaluating its consequences and determining it is acceptable; this is a top
management decision that should be documented for future reference.

Risks are also considered specifically as input for the service continuity and information security
processes. Further information about the risk requirements in these processes can be found in 8.7.2
and 8.7.3.

NOTE ISO 31000 contains an extensive general framework for risk management, including ]lrinciples and
treatrpent options.

6.1.3] Other information

Documented information related to risks can include the approach to be-taken for the mgnagement of
risksfand a risk register.

Top rhanagement or their delegates are the main roles accountable for risks. A risk manager can be
appointed to lead the risk management process.

6.2 |Service management objectives and planning to achieve them

6.2.1] Required activities

Servife management objectives are defined in alighment with the business objectives and the service
mangdgement policy so that the SMS and the.services are focused on meeting the businegs needs and
servife requirements.

6.2.2| Explanation

The gurpose of this required activity is to define and document measurable objectives tha will provide
a focys for operating the SMS-and its defined services to meet the organization's business heeds. These
defingd service management objectives are achievable within a specified time in line with the service
manggement policy. Thelorganization reviews the objectives periodically to ensure the relevance
and njeed for updating the objectives based on the changes to the business needs, servicgs, or service
manggement policies.

Once| defined, ‘ebjectives are communicated to all relevant parties and progress is monitored in
achiefing the‘objectives.

When €stablishing the service management objectives, the organization seeks to understand the

requiltements and objectives of the business, customers_and other interested parties |

Organizations define service management objectives in such a way that achievements against the
objectives can be accurately measured.

The organization’s plans to achieve the service management objectives include the processes, resources,
activities, and responsibilities needed to achieve the objectives and evaluate the results. Timelines are
determined for the achievement of the objectives.

6.2.3 Other information

The service management objectives and the plans to achieve the objectives are documented. These are
often included in the service management plan.
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Top management is held accountable for establishing the service management objectives and planning
to achieve the objectives. The organization identifies other parties involved in achieving the service
management objectives. These parties can include personnel of the organization, suppliers, and

customers.

Other roles appointed by management can be made responsible for the measurement and achievement
of the service management objectives.

6.3 Plan the service management system

6.3.1 Req

ired activities

The organiz
service man

6.3.2 Expl

The purpose

plan that will aid understanding of the SMS in order to support the delivery of the services.

The plan is :

service man
requirement]

The organiz:

The planisr
business ned

The contents

and keep up to date becauséthey will affect the design of the SMS and the services, and are ref

htion creates, implements, and maintains a service management plan that reflect
hgement policy, objectives, and service requirements.

anation

of this required activity is to plan the SMS and describe its design ina'service managg

hgement policies) include service management objectives, business strategy, and s¢
S.

ition communicates the plan to all interested parties.

pviewed regularly, at least annually, and, as néeded, updated to accommodate the cha
ds, customer requirements, or priorities of the organization.

of the service management plan include or refer to the following:
e of services, e.g. the names of theservices or groups of services in the scope of the S}

imitations that may affect.thé SMS and the services, e.g. the organization's pers
mited availability to suppert the services outside of office hours;

ns and how these apply to the SMS and the policies. These obligations are vital to get

set management-(ISO/IEC 20000-1:2018, 8.2.5) and information security manage
20000-1:2018,.8.7.3). The obligations include:

nizatiomal‘policies, e.g. financial policies, technical architecture policies;

r applicable standards, e.g. ISO/IEC 27001, non-ISO standards;

s the

ment

1ligned with the service management policy and provides an'‘overview of how the SMS is
to be implenjented within the organization. Key inputs to the service management plan (in addit

on to
rvice

nging

S;
pnnel
right

erred
ment

aag datanrataction lavsc cactor ragulatinnc:
T ot pr ot et Ty Oy o e et e St oty

mantc
ey

typical or specific contractual requirements, e.g. service penalties.

authorities and responsibilities identified as necessary to support the SMS and the services;

the SMS and the services;

or external suppliers, including how to manage these relationships;

service management tools, and other technologies;

a) thescop
b) known
having |
c) obligatid
to by as
(ISO/IE(
— org3
— othg
— lega
d)
e)
support
f)
internal
g)
12
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h) the approach to measuring the effectiveness of the SMS and the services as well as auditing the
SMS, reporting on the service achievements, and improvement of the SMS and the services;

i) the service management objectives.

Risks and opportunities that would cause the plan to be adjusted are identified, assessed, and managed
both initially and as part of continual improvement of the SMS and services.

The plan is also designed to explain how the agreed objectives and service requirements can be
achieved. If they are not met, the plan also includes how corrective actions will be implemented to
achieve the objectives and improve the SMS and services.

The dctivities covered in the service management plan are integrated with other planning activities to
delivér the services and achieve the service management objectives.

6.3.3| Other information

The ¢rganization documents the service management plan, including referénces to other relevant
docuTnents.

Top rhanagement is accountable for the creation and maintenance/of-the service management plan.
Responsibility is given to appropriate personnel in the organization to create, review, and maintain the
servife management plan in collaboration with other parties and\roles that need to be invalved.

7 Support of the service management system
7.1 |Resources

7.1.1] Required activities

The ¢rganization determines what resolirces are needed and makes them available fo establish,
implgment, maintain, and improve the-SMS and the services.

7.1.2| Explanation

The gurpose of this required activity is to ensure that sufficient resources are available t¢ operate the
SMS 3nd deliver the services.

The reesources fundamental to the performance of any service activity can include:

a) man resources, e.g. top management, personnel involved in the management of the SMS and
services,@nd people to design, implement, and operate the SMS;

b) technical resources, e.g. IT systems and tools to support the processes and services|in the scope
thé SMS, to collect service measurement, to report on performance, and to commpnicate with
customers and other parties;

c) information, e.g. details of agreed customer requirements, the organization’s service management
objectives, service management policies, and procedures;

d) financial resources, including funds for projects and funds for operation of the SMS and delivery of
services.

Persons in roles with the necessary authority approve the use of resources.

Although ISO/IEC 20000-1 does not require any tools or technology, they can make service management
activities more efficient and effective. Examples of tools can include those to monitor, measure, or
report on service or process performance.
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7.1.3 Other information

Resources identified for the operation of the SMS are documented or referenced in the service
management plan.

Human resources can be documented in staffing overviews and hours worked in time tracking systems.
When the levels of authority and accountability or responsibility of each role has been defined, this
information becomes a component of the SMS. Documenting roles and authorities in a matrix, e.g. RACI
(responsible, accountable, consulted, and informed), can be useful. Once the information becomes a
component of the SMS, it is then included in the SMS review cycle.

Current technical resources should be documented as configuration information. Future technical
resource redquirements can be considered for future planning. Information resources can be managed
using an information management system, library, repository, file management system, er cgntent

management{ system. Current and future financial resource requirements are docuniented using
budgets and[other financial forecasts and reports of income and expenditure.

Activities to jdentify the need for changes in resource requirements or resource levelsmay be suppprted
by modelling, based on similar services or processes. Modelling information/¢can come from many
sources within the SMS, e.g. capacity reports, configuration information. The/provision of resourfes at
a sufficient Ievel to support the SMS and services is a top management responsibility. The efficierjt and
effective use of those resources is a responsibility of all levels in an organization.

Resources include top management and, if it is separate, the governing body, who have oyerall
accountability for the SMS and the services delivered by the SMS, This resource requirement contfinues
for the life of the SMS and the services.

The organizgtion should understand the risks arising from:uneertainty as to which roles, or indivigluals,
have particullar levels and types of authority and responsibility.

The organigation’s commitment to provide humdn resources includes defining what each role
contributes o the SMS and the services. The organization defines, agrees, and communicate$ this
information [internally. When it is relevant, the 9rganization may also communicate this informatjon to
other parties.

NOTE It Is acceptable practice for a single individual to have more than one role supporting thg SMS,

particularly fpr smaller organizations,-asi\long as any conflict between the roles is acceptably identified and
managed.

7.2 Completence

7.2.1 Reqpired activities

The organizption detérmines and records the competence of internal and external human resources
involved in the SMS$ and the services and takes steps to improve their competence.

7.2.2 Explanation

The purpose of this required activity is to plan for and manage the competence that is needed to operate
the SMS and provide services. Planning includes both current and future needs for competence.

The organization identifies the competence required for each role to support the SMS and the services.
This analysis includes prerequisite education, training, skills, and experience. The organization also
gives consideration to the workload involved in each role and how each role can change over time. The
type of responsibility and authority of a role is also taken into consideration. This activity includes the
roles of top management.

The organization then allocates roles to individuals who meet the competence criteria. A decision on the
suitability of an individual for a role can be based on a comparison of the demonstrated and required
competence for that role. When there is a gap the organization takes steps to close that gap.
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Disparities in competency may arise in internal or external suppliers, and can be evident, e.g. in excessive
time taken or lack of effectiveness in resolving incidents and problems or completing changes. When
the performance of internal or external suppliers is affected by lack of competence, the organization
obtains assurance from the supplier that the discrepancy has been successfully addressed.

Disparities may be corrected by several methods, e.g. the individual is provided with education and
training, or an overqualified person is assigned to more challenging responsibilities. Alternatively, the
organization may allow for missing skills or experience to be gained through knowledge management
activities, mentoring, or having the person working with another who already has the correct skills and
experience. After this corrective action has been taken, the organization again assesses the competence
of the individual or individuals to check that the actions taken have corrected the disparity. The

TR 1 u o il 1o s &1 "
orgaipzatroircairarsoarocate tirc rore toanotner party-:

Organizations align the performance indicators or key result areas of personnel to the achievement of
the sgrvice management objectives. By doing this, personnel can be made aware of their responsibilities,
and cpn better understand how they can contribute to the desired service outcomes.

7.2.3] Other information

The prganization establishes records of competence, including,education, training] skills, and
expeyience.

Resp¢nsibility for maintaining competence in the organizatigmis typically shared among individual
persdnnel, their managers, and human resources and training coordinators.

7.3 |Awareness

7.3.1] Required activities

The qrganization requires personnel supporiting the SMS to establish and maintain awareness of the
servite management policy, the service:management objectives, SMS, and the portfolio of offered
serviges.

7.3.2| Explanation

The gurpose of this required‘aétivity is to raise awareness of personnel about the SMS and the services
to improve their contributions to service management objectives.

In support of the SM§and the services, awareness is promoted by communication about:

a) the service nmtahagement policy and how the person's activities contribute to the achieyyement of the
service mattagement objectives;

b) easunable objectives that individuals contribute to, which are monitored and reportgd on so that
q:/vareness is increased;

c) eachperson's contribution to the effectiveness of the SMS and the services, including the benefits of
improved service management performance;

d) the implications of not conforming to the SMS, service management policy, and alignment with
service management objectives.

7.3.3 Other information

Awareness of policies and procedures can be confirmed and documented through (electronically) signed
statements, but these are at best a record. Observed involvement and contribution to achievement of
objectives, along with records of interviews, are further methods to document awareness.

Top management establishes the policies that involve awareness and commitment from individuals.
Each individual should be aware of their value to the organization.
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7.4 Communication

7.4.1 Required activities

The organization determines the need for internal and external communications related to the SMS and
the services.

7.4.2 Explanation

The purpose of this required activity is to identify and communicate relevant information both
internally and externally to support the SMS, achievement of service management objectives, and
delivery of the services.

7.4.2.1 Communications plan
The plan of ihternal and external communications describes the following:
a) how thelestablished SMS is aligned with organizational objectives and customer expectationg;

b) how the[service management policy, service management objectives, and.service management plan
support(delivery of value;

c) where t¢ locate information, e.g. work procedures, help topics, documented agreements, cusfomer
requirements for a service, contractual, legal, and regulatory requirements, process perforniance,
and reports.

Top manageinent communication about the SMS is an opportunity for the organization to motivate their
own personnel. Additionally, an appreciation of the impaortance of the SMS by both top management and
personnel h¢lps to ensure that decisions made or solutions delivered align with prioritised buginess
objectives offthe SMS. The desired outcome of these communication activities is that people undergtand
their role i service management and how they contribute to meeting the service management
objectives and to delivering value to the organization and customers.

Communication can encourage staff motivation. For example, communicating the successful r¢sults
of personnel participation in improvenment activities can have a significant motivating effect. Pther
examples are prompt communication” of incidents, especially security incidents, and cusfomer
complaints, yhich is a first step in resolving incidents and service improvement.

7.4.2.2 Communication methods

The organiZation chooses* appropriate communication methods and procedures, considering the
delivery medlia, the timing and frequency of communication, and the audience's interest and ne¢d for
information| Typicalimeans of communication include face-to-face or live internet or video meefings,
electronic dashboards and messages, as well as traditional written communications. Communicgtions
should establisia dlrectllnk from top management to each member 1nvolved inthe SMS Communlc ation
procedures car
information access, schedules and respon51b111t1es

The organization also plans for alternate communication channels and messages to be used in the event
of major service losses.

7.4.3 Other information

Effective communication depends on the culture of the organization, the type and method of
communication, an understanding of individual perceptions, as well as feedback and adjustment.

Documented information for communication can include orientation material, briefings, workshop
materials, internal personnel publications, email, social media posts, feedback, and more.
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Communication is the responsibility of all levels of management and interested parties of the
SMS. Designated responsibilities for specific types of communication promote consistent forms of

communication.
7.5 Documented information
7.5.1 General

7.5.1.1 Required activities

The g

1
T

. b 1 1 o i £ 3 H AL
lsalllLClLlUll l}l UUULLS UULCUITIICTIILCU TINIVUT TITAdLUIVUII l\,blblll \v§ U_y

the effectiveness of the SMS.

7.5.1{2 Explanation

The gurpose of this required activity is to acquire or create, update, and confrol essential
information to allow successful operation of the SMS and the services.\Documented

inclugling records, is reviewed for suitability and adequacy, is retrievable when needed, and
from Joss. Organizations are not intended to produce excessive writtem:documentation and

to fodus on the items that provide value to the intended audience.

Documented information for an SMS includes those policiés, plans, documented
specifications, descriptions, procedures, reports, and recetds needed for its operation
delivery of services. A plan for every process and exhaustive written documentation of ey
procddure are not required by ISO/IEC 20000-1. The-organization manages documented
by deffining:

hat documented information and records.néed to be created and retained;
ho will use the documented informatioir'and records;

ow information is reviewed and approved for use;

rhat media is most appropriatefor the distributed information;

e)
f)

7.5.1

::]OW information is stored, retrieved, updated and revised, and disposed of when no lo

ow frequently documented information is to be reviewed for updates and by whom.

3 Other information

The

effect
ident
by su

pbrganizatien produces and maintains documented information needed to oper{

fies(and controls any documented information that has an external origin, such as t
ppliers or other parties. The organization creates or updates documented information|

ecessary for

documented
information,
is protected
records, but

agreements,
and for the
rery possible
information

hger needed;

ite the SMS

ively ahd-to fulfill the requirements of ISO/IEC 20000-1. In addition, the organization appropriately

hat provided
and ensures

appropriate iaentication, description, review, approvdi, rormadt, and medld. Some organ

zations may

define a role to take overall responsibility for all documented information for the SMS, with appropriate

inputs from subject matter experts.

NOTE
ISO/IEC 20000-1.

7.5.2 Creating and updating documented information

7.5.2.1 Required activities

Annex A has a table indicating all the mandatory documented information called for in

The organization identifies the creation, approval, review, and update of documented information that

is required and needed for the SMS and the services, including the format and media.
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7.5.2.2 Explanation

The purpose of this required activity is to ensure that documented information that is created or
updated is effective to support the operation of the SMS.

The organization determines how the documented information is to be structured and defines a
suitable approach to managing documentation.

Effective policies for the creation and maintenance of documented information can include the use of a
naming or numbering system, including dates, to identify each item of information consistent with its

revision history and applicability.

Documente

Information may be In any type, form, or medium suitable for its purpose, e.g

pages, papel} electronic image files, records in a database, or topics in a content management.syj
information may include items of external origin such as standards, regulations, or

Documente
customer in
the effort of

The organiz
While some
managemen
is entered by

EXAMPLE
system and

ormation. Templates and standardized formats, or automated tools, can bedised to r
Creating, accessing, updating, and using the content.

ntion determines the type of approval required for each type of dociimented inform
types of information, such as service management objectives, atre approved b
, other types, such as service requests, may be considered to beapproved when the re
a customer and stored in a request tracking system.

An incident report can be considered accepted when it is properly entered in a record-trz
dated to show timely progress towards resolution. Finaliapproval and closure of the in

P
report can re‘luire approval of the customer or service agent.

7.5.2.3 Ot

her information

While recordls are not required by ISO/IEC 20000-1 fog this activity, many organizations find it y

to keep ared
The format ¢
spreadsheet

The organiz

ord of descriptions, format, and the roles.and responsibilities for documented inform
f this record varies by organization, from an annotated list or table in a text docum
5 to relational databases or file shating systems.

ition assigns roles, including necessary authorities for creating and updating docum

web
stem.

bduce

htion.

y top
quest

cking
rident

1seful
htion.
ent to

ented

information [according to the organization’s needs and issues such as size, complexity, and s¢rvice
offerings. Far example, a very small-enterprise offering a component of a service related to me¢dical
devices might require a subject matter expert and a communication expert to create and maintain
particular dgcumented information.

7.5.3 Control of documented information

7.5.3.1 Required activities

The organizftionnmanages and controls documented information throughout its lifecycle and malkes it

available w

revand when needed.

7.5.3.2 Explanation

The purpose of this required activity is to ensure that documented information is available, suitable,
and protected so that it supports the SMS effectively.

Control of information is different from control of physical assets and configuration items (CIs), since the
unauthorized release of protected or proprietary information can be a significant risk. The information
security policy and relevant regulatory and legal requirements are considered as part of policies for
document and record retention, protection, and disposal. The organization distinguishes between the
different types of control to be applied to different types of items, e.g. between those of internal and
external origin, or documented information requiring different levels of security because of its content.

18 © ISO/IEC 2019 - All rights reserved


https://iecnorm.com/api/?name=425f6fe2ece4bb488ea17a89363e03cc

ISO/IEC 20000

-2:2019(E)

The SMS documented information, such as the service management objectives, policies, service
management plan, service catalogue, contracts, and service level agreements (SLAs), frequently refer
to the same content. Use of a content management system can be considered as an aid to providing
and updating information consistently or tracking variations in information that apply to different
customers or different levels of service.

Control of documented information includes a method to link the impacts of changes throughout the
organization, e.g. a change to an SLA that affects contracts with other parties or affects the availability
requirements. The organization can apply a change management process and handle documented
information as a CI under configuration management control.

7.5.3

The drganization controls records that are created to provide evidence of conformity to r
specified in ISO/IEC 20000-1 and of the effective operation of the, SMS. All records neg
legible, readily identifiable, and retrievable as long as they aré néeded. Managemen
assodiated with the SMS are aligned with relevant legal and regulatory requirements and
oblig
bere
Thes¢ requirements and obligations influence the design{ef the SMS.

7.5.3

Whilg records are not required by ISO/IEC 20000-1 for this activity, many organizations
to ke
this record varies by organization.

The ¢rganization assigns roles and.necessary authorities for controlling documented
according to the organization’s needs-and characteristics such as size, complexity, and serv

Organizations can specify a schedule for retaining and destroying records, location for
has apithority to approve destrtction, and methods of destruction.

7.5.4

7.5.4

The drganization establishes documented information for the SMS.

7.5.412

ions and hardware malfunction.

2.1 Control of records

itions, for example, regarding retention of records, archiving, and disposal practice
ained include the record of document reviews and thetracking of review comments {

3 Other information

bp a record of controls for documented iiformation that the organization maintains. T

Service management system documented information

1 Required activities

archiving, or
jeve, and use
vironmental

equirements
d to remain
t of records
contractual
5. Records to
o resolution.

find it useful
he format of

information
ce offerings.

storage, who

FYplanaﬁnn

The purpose of this required activity is to list the key documented information required by
ISO/IEC 20000-1.

The following documented information items are examples of those typically maintained for an SMS:

a)
b)
‘)
d)

SMS scope and service management policies, objectives, and plans;
process and procedure documented information;

one or more service Catalogues;

service documented information including designs, requirements specifications, SLAs, acceptance

criteria, and service reviews;
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e) contractual documented information for both external and internal suppliers, including
specification of requirements and change control;

f) internal audit planning activities and reports;

g) documented information describing or associated with a particular change, such as change
planning activities.

The organization retains much of this documented information as evidence needed for audits of the
SMS, e.g. documented policies (see Clause 9 for internal audits and Annex A for mandatory documented
information).

7.5.4.3 Other information

Records that are created and used as part of the SMS can include logs and database records; khown
error records; CI records; complaint, incident, and problem records; maintenance records; cusfomer
records and data; and request for change records.

The organizgtion identifies persons to be responsible for several aspects of dogumented infornmjation
for the SMS:

a) owner of the technical content of the documented information, responsible for its accuracy;

b) manager responsible for the document management activities‘and systems, including crefting,
updating, and control of documentation;

c) reviewers of the documented information before its release;

d) approvef of the documented information.
7.6 Knowlledge

7.6.1 Reqpired activities

The organizption determines and maintains the necessary knowledge to support the SMS and the
services.

7.6.2 Explanation

The purposg¢ of this required-activity is to make relevant knowledge readily available to help the
organization, suppliers, customers, and users support effective operation and use of the SM$
services thrgugh sharifig'of information, collaboration, and learning.

Different types of information from the body of knowledge can be made available to different audi¢nces.
Knowledge if not.the same as documented information but may include some documented information.

The successful operation of the SMSand the Services, €.g. INCident and probiem management, depends
on a body of knowledge that is readily available and managed for ease of retrieval, accuracy, relevance,
and consistency.

The body of knowledge can be for those operating the SMS and the services including the organization
and other parties involved in the service lifecycle. The provision of a body of knowledge for customers
and users can assist with reducing the number of incidents or requests for information that get reported
by enabling self-service. Similarly, it can make the handling of them by support personnel more efficient
when they do get reported. The use of tools or document management systems can support the
establishment of a body of knowledge.

When creating knowledge, it needs to be written in a style most appropriate for the intended audience.
For example, knowledge intended for use via self-service should not be written in a highly technical
manner if that is likely not to be clearly understood by the self-service user.
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Out-of-date knowledge has the potential to significantly affect the operation of the SMS and services,
such as outdated service continuity plans being executed. Maintenance of knowledge therefore has
to include ensuring that it remains current at all times and is promptly updated or removed when
necessary.

7.6.3 Other information

Key knowledge elements to document can include service definitions, service support information
and procedures (e.g. service continuity plans), the service catalogue, standard operating procedures,
known errors, and frequently asked questions (FAQs).

ridentifying
n individual
woulgl remove a major source of otherwise undocumented knowledge). Other responsibilities include
documenting knowledge, establishing and maintaining content management systémms, analysing the
body |of knowledge for gaps and frequently accessed topics, and improving knowledge resdurces.

8 (peration of the service management system
8.1 |Operational planning and control

8.1.1] Required activities

The ¢rganization implements the plans described im~\ISO/IEC 20000-1:2018 Clause 6, and plans,
implgments, and controls the processes to meet setvice requirements. The organization controls
planrled changes to the SMS and reviews the consequences of unintended changes. The prganization
ensures that outsourced processes are controlled:

8.1.2| Explanation

The purpose of this required activity isto implement and operate the SMS and its processes|in alignment
with the service management plan<and other plans, such as plans for managing risks, ag a means of
achieying the service management objectives and fulfilling the service requirements ($ee 8.2.2 for
additjonal guidance on planning-the services as part of a service portfolio).

The qrganization definesjplans, and implements a set of processes to fulfill the requirements of the
SMS. [The plans creatediin ISO/IEC 20000-1:2018, Clause 6 are now put into operation. These are the
plang to address risks"and opportunities, plans to achieve service management objectjves and the
servife management-plan.

Performance(cpiteria are established for the processes based on requirements, and the processes are
contrplled-through these criteria. Examples of criteria are meeting service level targets for incident
closufesor-availability of services, having an up to date service catalogue, and testing the service
continuity plan on an annual basis

The organization defines and implements process controls that indicate when the SMS is not delivering
services that meet service requirements. The organization defines and implements these process
controls to provide documented evidence of success or any need for improvement.

Any changes to the SMS that are planned need to be controlled to ensure that they do not have
unintended consequences. This can be done using the change management in ISO/IEC 20000-1:2018,
8.5.1, which ensures that all changes are assessed for their impact before they are approved. The change
management policy will say which parts of the SMS must go through the change management process
and which can be controlled in other ways.

Where any processes are outsourced to another party, they should be controlled using the control of
parties involved in the service lifecycle requirements in ISO/IEC 20000-1:2018, 8.2.3. This also applies
to parts of processes that are outsourced. For example, a supplier may operate the incident management
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and part of the problem management process with the organization operating the remainder of the
problem management process.

8.1.3 Other information

Planning activities and their progress are documented in the form of plans, schedules, or task
dependency timelines (such as Gantt diagrams). Control of operational planning may be documented in
progress reports or monitoring charts and displays.

The organization obtains agreement from the customer that the planned operational activities meet
the customer's needs. The authorltles and respon51b111t1es of both the organlzatlon and the customer
are docume : eTyice is
highly stand h may
have little of no Varlatlon and negotiation on this agreement. The agreement may be obtained with a
template or $tandard agreement when the customer buys the service.

Different skills are exercised for planning, implementation, and operation of the SMS;Top management
may assign § person who is responsible for the planning and initial operationaldmplementation, and
then assign Jomeone else for the day-to-day responsibilities of operating the SMS|

8.2 Service portfolio
8.2.1 Service delivery

eiquired activities

The organizgtion operates the SMS in a manner that is cootdinated and delivers the services.

8.2.1.2 Explanation

The purpos¢ of this required activity is to cgordinate resources and perform activities to epsure
operation ofjthe SMS to meet service requirements.

Delivery of services is the reason for establishing an SMS; all the other activities lead to the fulfilment
of customer| needs for the service-and the opportunity for continued service. However, befause
ISO/IEC 20000-1 is intended to coverall types of services, service delivery has no specific requirements,
other than that it is done in a coordinated manner.

Coordination is most notably achieved through several aspects of the integrated SMS, such gs the
following:

a) commuification (@among all interested parties, starting with top management commitmenf and
extending to.daily personnel and customer interactions;

b) integratjon\of service-related information among processes, such as configuration management,
incident management, change management, and problem management;

c) activities coordinated and performed by all parties focusing on meeting service management
objectives, service targets, and providing value.

8.2.1.3 Other information

Documented information for service delivery can include:

a) procedures to enable coordination and execution of the activities to deliver services;
b) periodic reports of service measurements and evidence of achieving service targets.

Responsibilities for service delivery are typically given to a role, e.g. service owner, service manager, or
service level manager, who may oversee a group of related services.
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8.2.2.

ISO/IEC 20000-

Plan the services

1 Required activities

2:2019(E)

The organization determines and documents service requirements, the criticality of services, and any
duplication or dependencies. Changes proposed to align services with the service management policy

and o

8.2.2

bjectives are prioritised.

.2 Explanation

The purpose of this required activity is to plan services within the service portfolio in order that they

meet

Plann
orgar]
new

the overall goals of the organization and the SMS.

ing starts with gathering service requirements, including those from the)cus
ization itself, and other interested parties. Planning of services applies-ta'exist
services, and services that are to be changed or decommissioned. Service requi

documented so that they can be agreed and referred to by activities furtherin the lifec

servi
secur
the s¢

The s

For

to be
outco
resou

Depe
when

cust?)’rln

Ce level management or change management. Service requiremengsycan include f
ity, availability, service level, legal and regulatory obligations, and other requirement
rvice.

ervices in the scope of the SMS can be grouped together and.be known as a service pq

services, the criticality can be determined by investigating the needs of the orgd
ers, users, and other interested parties. These ne€dscan vary among parties; hen
balanced in a way that satisfies all of them and ultimately aligns with the organizati

rce planning, or to guide the development of SLiAs.

hdencies between services or even duplications between services or service compong
an organization delivers multiple seryvices. These dependencies or duplications are id

managed to increase the effectiveness and efficiency of delivering the services. For exam

servi

comnpon service and the others decommissioned. As another example, dependencies betw

need

Servi
in thq
this 4
align

to be understood for service'continuity planning.

ces are aligned with the-strategic and operational direction of the organization, as
b service management policy, service management objectives, and service requiren
lignment is missing, changes can be proposed and made to the services to bring th
ment. Alignment considers possible limitations, such as legal obligations that conflict

requi

rements, and\is done including a risk assessment of the impact of making these ch|

mes. The criticality of services can be used. i various ways within the SMS, e.g.

tomers, the
ng services,
rements are
ycle, such as
erformance,
s relevant to

rtfolio.

inization, its
e, they need
n’s business

to support

nts can exist
lentified and
ble, different

Ces performing the same function-in different sites of an organization can be consolidated to one

een services

documented
ents. Where
bm back into
with service
anges to the

e removal of
bjectives, so
finally, these

changes are prlorltlsed and planned considering the availability of resources (human, financial,
technical, and others).

8.2.2

.3 Other information

Service planning includes documenting the following information:

a)

b) ¢

service requirements;

riticality of services and their dependencies or overlap.

Planning and alignment activities are of a strategic nature and take the needs of various interested
parties into account. The authority to make decisions in this area is therefore clearly assigned, e.g. to a
service portfolio manager or service owners, and approved by top management.
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Responsibility and accountability for each service and SMS process (or group of services or processes)
should be clearly delineated. For convenience, this document refers to the responsible person as the
‘service owner.’ The service owner is often a member of top management. For operational reasons, each
service or process can also have an ‘operational manager’ with day-to-day responsibilities for meeting
agreed service continuity, availability, and performance.

These roles can be assigned to a single person or multiple people to suit the size and other characteristics
of the organization.

8.2.3 Control of parties involved in the service lifecycle

8.2.3.1 Rejquired activities

rvice
bf the
bf the

The organizption establishes appropriate controls to ensure that all parties involved in“the sg
lifecycle stay in line with the service management policy and objectives and provide théir parts
services in dgreement with the service requirements. The organization integrates all ‘elements
SMS and coofdinates the activities of all parties involved in the service lifecycle.

NOTE IS in the

service lifecy

/IEC 20000-3 provides further guidance on the control of other parties that are involved
le.

8.2.3.2 Explanation

of this required activity is to ensure accountability of(the organization and apply controls
ties involved in the service lifecycle to ensure the suecessful operation of the SMS to dpliver
meet service requirements.

The purpose
for other par
services that

The service$, service components and processes in theySMS can be provided or operated bl the

organization
customers t
to form a w
organization

The organiz

components
including se
process and
information

Other partie
this should |
and selects
customers.

itself or other parties. All of these aresintegrated together to deliver the servides to
b meet the service requirements. Integration means to combine many things together
hole. It is different from an interface, which is a point where two systems, subjects,

Itis not poss
used to prov

all services, service components, or processes

ide or operate

Other parties can include:

a)

external suppliers, e.g. outsourcing of testing done as part of the release and deployment

management process, provision of a hosting platform, operation of the support of an application;

b) internal

suppliers, e.g. organizational units inside the same legal entity or larger organization but

not within the scope of the SMS, e.g. a human resources department that operates the competency
requirements process or a team that operates the information security controls;

a customer acting as a supplier, e.g. a customer receiving a service and also providing IT

infrastructure and performing some of the activities of incident management or service request
management, e.g. through a service desk function.
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The organization can request other parties to operate selected processes in the SMS. Other parties can
use their own processes, as agreed by the organization, or the organization can request other parties
to operate processes designed and documented by the organization. The organization maintains
a description of the accountabilities and responsibilities of itself and the activities that are fully or
partially provided or operated by other parties.

NOTE ISO 37500 provides guidance on outsourcing arrangements.
The controls for other parties include the following:

— objective measurements of process performance of those processes handled by other parties, e.g.
comparison with KPIs for the process such as meeting targets for restoring service, closing incidents
d/or reducing the number of information security incidents;

jective measurements of the effectiveness of services or service compenents [provided or
erated by the other party, based on the service requirements, e.g. meeting Service r¢quirements,
ailability targets.

rganization evaluates measurements, and when needed, defines(mprovement dr corrective
actions. Measurements may be provided by the organization itself, the other party, or a third party, and

9 details techniques for performance evaluation and control based on the agreed performance

8.2.3|3 Other information

Agre¢ments between the organization and other parties should be clearly documented, e.g. in the form
of coptracts. Agreements include identification of the services, service components, or pijocesses that
are t¢ be handled by the other party, with reference to the service management objectives, and clear
indications of accountabilities and responsibilities of the organization itself and the other parties.

Measprements and evaluation of process performance and the effectiveness of servicds or service
comppnents provided or operated by other parties should be recorded and reported.

Other parties may be responsiblefoer the services, service components, or processes that fhey provide
or operate. The organization-remains accountable for services provided to customers, ¢ven if other
partig¢s are involved in the service lifecycle.

NOTE Supplier manageément is also applied to other parties, see 8.3.4.
8.2.4| Service catalogue management

8.2.4|11 Regquired activities

The drganisation describes the services within the scope of the SMS in one or more servide catalogues
for use by the organization, CUSTOMETS, USers, and other nterested parties.

8.2.4.2 Explanation

The purpose of this required activity is to describe the services and improve understanding of services,
intended service outcomes, and dependencies among services. The service catalogue is a key document
for setting customer expectations. The organization collates and presents service descriptions in the
catalogue. The scope of each service reflects the customer’s business activities. Information in the
service catalogue describes the services, the intended service outcomes, and dependencies.

The service catalogue is made available to all parties that need access to its contents. These might be
customers, users, or other interested parties. Different versions or views of the service catalogue can
be developed for internal and external use, or to address the needs of different interested parties.
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The organization can have one or more service catalogues. For example, the organization may produce
a single service catalogue, setting out all of the organization’s services for all customers. Alternatively,
there may be a service catalogue covering services for a single customer.

For external parties, the catalogue may include only live services or those to be offered or changed in
the near future. For internal use, the catalogue may include all services in the portfolio. In this case, the
status of each service is clearly defined. For example, the status may be planned, in development, live,

retiring, reti

red, or decommissioned.

The service catalogue shows the dependencies between services and supporting or enabling services.
For example, a business service may be dependent on a number of underpinning services such as

financial for
can be provi
organization
various audi

The organiz
and efficien
relatively ra
the service
catalogue ar
impact of ch
implementec

A service ca
instructions

include ensuring ready access for those needing service inférnration to perform their duties, inte

ed by the organization or external or internal suppliers outside the direct control

E1nces.

ition designs the service catalogue so that the information is easy to maintain. The |

e initiated and managed through the change management progéss, to consider the o
anges on other services and the customers before the sefyice change is approve
l. Changes to the service catalogue reflect new, changed, grrvemoved services.

regarding the management of items in the catalogue. This management process s

. The service catalogue includes information about suppliers if it is relevant to, nee

[ grouping of information is particularly important for information that is subjg
bid change. This minimizes the overhead of the change management)process. For example,
fatalogue can be maintained as dynamic content on web pages. Changes to the sg

nents
bf the
ds of

pgical
ct to

rvice
verall
1 and

talogue management process and its supporting,procedures contain informatiom and

hould
grity

and accurady of service descriptions and information,~and the relationships, dependencies| and

interfaces bgtween a service and other catalogued services.

8.2.4.3 Other information

The service ¢atalogue is produced in a formatthat best fits the needs of the different audience types. It

can be an elgctronic document, a tool, or part of a tool. The catalogue holds information common|to all

or most servijices, in order to simplify the\SLAs. The service catalogue typically includes the followjing:

a) the namg and description of the'sérvice, including for whom the service is intended;

b) service level targets, e.g. titne to fulfil a service request, time to set up a service for a new customer
or user, fime to reinstate a-service after a major failure;

c) contact points;

d) service hours,support hours, and exceptions;

e) service ¢ptions, e.g. basic and premium;

f) price, if appropriate;

g) service owner and technical owner if appropriate;

h) how to request the service;

i) supporting contracts if appropriate;

j) security arrangements;

k) service components;

1) dependencies between the services and service components.
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A service supporting a user’s device includes three components with dependencies: support of

applications, support for internet access, and support of the hardware, each of which is provided by different
external or internal suppliers.

Services can be listed individually or grouped.

Other documented information may include the following:

— processes and procedures to create and maintain the service catalogue;

— inputs to and outputs from reviews of the service catalogue.

Servi

r the overall

servi
part

for ag
time.
mang
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ce portfolio. Some organizations, especially those keeping service catalogue rmat
bf service level management, find it useful to identify a service catalogue manager
breeing the definition of each service catalogue entry and updating the serviee ca
Development and production of the service catalogue can be the responsibility of an|
ger or documentation manager. Other roles of the organization, such asthe service
sponsible for providing and maintaining the information about their services.

lagement as
responsible
talogue over
information
bwners, may

8.2.5 Asset management

8.2.5|1 Required activities

The drganization identifies the assets used to deliver serviges in the scope of the SMS gnd manages
them|according to legal, regulatory, and contractual obligations listed in the service management plan.
8.2.5{2 Explanation

The gurpose of this required activity is to manage the assets needed to operate services.

ISO/IEC 20000-1 does not require a fulliasset management process. The requiremenfts are more

limitg
ident
meet
servi
licens

Asset
parti

d than those found in asset management standards. Asset management in the SM
fying the assets required to deliver services and making sure that those assets are]
service requirements and agcording to legal, regulatory, and contractual obligations
e management plan. Examples of assets to manage include hardware, infrastructurg
es, real estate, and vehicles.

s involved in serwvice delivery. For example, a software asset that is licensed from a

should meet the requirements of the license from the supplier such as a maximum number

Some

exa

assets im\a service are also configuration items (CIs) subject to configuration mang
le, a.service monitoring application or a server are assets that are likely to be CIs, |

are critical to delivering the service and need to be controlled.

S focuses on
managed to
listed in the
, equipment,

s can be owned byser under control of the organization, customers, external suppliers, or other

hother party
of users.

ngement. For
because they

8.2.5.

3 Other information

Asset management results in records of assets used to deliver services as well as records of the
applicable ownership. The relevant legal, regulatory, and contractual requirements are identified in the
service management plan under the heading of obligations.

Asset management and IT asset management system standards require specific roles that are beyond
the scope of the asset management requirements in ISO/IEC 20000-1. Responsibilities for asset
management in the SMS include personnel to identify service assets; to identify service requirements;
applicable obligations; and to check conformity at planned intervals.

NOTE Asset management is a broad subject covered by other management system standards (MSS), such as
ISO 55001, which provides requirements for a management system for asset management, or ISO/IEC 19770-1,
covering IT asset management (e.g. software and hardware).
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8.2.6 Configuration management

8.2.6.1 Required activities

The organization identifies, records, controls, tracks, and verifies Cls and manages configuration
information relevant to services in the scope of the SMS.

8.2.6.2 Explanation

The purpose of this required activity is to define and control the components of services and to maintain
accurate configuration information to support other service management activities.

The organizption defines the types of Cls that are in scope of configuration management. Cls are
elements thqt need to be controlled to deliver services. Cls exist at various levels depending\on thg type
and criticality of the service, and the level of control required, and can include any of thefollowing

S

a) hardwafe;
b) softwareg;
c) operating systems;

d) databases;

e) logical addressing information (e.g. IP addresses);

f) virtual (Is, such as cloud-based servers;

g) information, such as documentation;

h) facilitied, such as data centres;

i) services| including supporting services to themain service provided.

For exampld, a data centre may be one Cl.which contains several related Cls such as serverf and
storage. Seryers may in turn have several related Cls such as logical addresses, databases, and opefating
systems.

For each CI, ¢ertain information has to be defined. This will be referred to as configuration informption.
Configuratign information may«inelude:

— auniqud identifier of the CI, such as a serial number;
— the typelof CI, similarto the list above;

— adescriptionofthe CI and its role in the service;

— possible|relationships between this CI and other Cls, such as software running within an opefating
system on hardware in a data centre supporting a cloud computing service;

— the status of the CI, such as active, standby, decommissioned.

All Cls are controlled so that the latest configuration and status of the Cls are always known and up
to date. This information is critical to the functioning of the service; hence, access to it needs to be
controlled so that integrity of the data is ensured. Cls can be changed as part of various activities, such
as deployment or release.

A configuration management database (CMDB) is no longer mandatory. Organizations ensure that a
system is in place to document, retrieve, and maintain configuration information, whether it is a
database or another form. The configuration management process updates the information about
CIs and can be supported by tools such as discovery tools to collect and maintain the accuracy of
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configuration information. Embedding the update of Cls in the change process, through automation or
manual process, is good practice.

Organizations perform regular audits of the recorded information about Cls. Audits verify whether
the information recorded about Cls is still correct and aligned with the live service environment. If
recorded data does not reflect the live status of the service, this needs to be corrected.

Organizations make configuration information available to activities or personnel who require it,
such as change management, incident management, capacity management, and service continuity
management. Therefore, this information is made available to those activity areas as needed.

8 2 6 Ls ] rava N 23a.£, e
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The @locumented information that is produced and maintained by configuration(manggement can
inclugle the following:

a) definition of the types of Cls, and the required documented information per.type of CI
b) rgcords of changes made to Cls;
c) rgcords of configuration audits;

d) rgports on Cl audits, changes, and accuracy of recorded information.

An allthoritative owner of each CI can be identified who is responsible for the recording and maintenance
of copfiguration information. Other personnel may be appointed to update CI information and perform
configuration audits.

8.3 |Relationship and agreement

8.3.1| General

Relatjonship and agreement involves activities to manage the organization's connection with customers
and quppliers and to maintain an acceptable level of service. Figure 2 shows typical relationships of
the ofganization as it interacts with customers, both internal and external, via business|relationship
manggement (BRM) and servicelevel management (SLM); and with internal and external puppliers via
supplier management. Three'types of suppliers are depicted:

a) eixternal suppliers.<‘parties external to an organization that enter into a contract to ¢ontribute to
ne SMS and seryices, e.g. suppliers of service components or delivery staff;

—

b) ipternal suppliers - parties that are part of the larger organization that enter into a|documented
agreementto contribute to the SMS or services, e.g. finance or human resources;

c) custamers acting as a supplier - those customers benefiting from the provided services that also
rgvide part of the service, e.g. customers who provide IT infrastructure or first-line[service desk
support.

SLAs with an external customer are either part of a formal contract or are defined later based on the
formal contract.

Any of these suppliers may in turn use sub-contracted suppliers to provide part of the services that
they have been contracted to deliver to the organization, but these sub-contracted suppliers are not
directly managed by the top-tier organization's SMS and supplier management.

NOTE ISO/IEC 20000-3 provides examples of scope definitions that involve complex supply chains.
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Figure 2 I— Relationships and agreements between parties involved in the service lifecy¢le

8.3.2 Business relationship management

8.3.2.1 Required activities

The organizgtion identifies and documents customers, users, and other interested parties; defing¢s the
communicatjon protocols; reviews service.performance trends at appropriate times; manages sdrvice
complaints; aind measures, analyses, reviews, and seeks to improve customer satisfaction.

8.3.2.2 Explanation

The purposg of this requiréd ‘activity is to establish and maintain a relationship between the
organization and the customers based on the customers’ needs and their business drivers.

Business relationship{management builds the communication between the organization anf the
customer. This is a.wvital set of activities to verify if the services are providing the customer with the
expected benefits and are creating value for the customer and the end users. Feedback from buginess

relationship | management serves to improve the services when required. Business relatiopship
management— i i jces; i ther

interested parties that can provide feedback about the quality of the services. These interested parties
are recorded (as individuals or groups), including their main contact information.

The business relationship personnel set up communication channels and other methods to maintain
regular contact with the customer. The primary aim of communication is to understand the business
environment of the customer and the way in which the organization’s services contribute to the
customer’s business outcomes. These communication channels can also lead to identification of
opportunities to provide new services or improve aspects of the existing services.

With regularity, the organization reviews the performance of the services with the customers, based
on performance trends and a review of the outcomes of the services to ensure they provide value to
the customer. Performance is analysed and can be reported using service dashboards and other
mechanisms. Measured performance helps to identify opportunities to improve the services when
needed. The business relationship management review is not the same as the operational review
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required in service level management. This business relationship management review is likely to be
less frequent.

NOTE

Services can meet agreed SLAs for performance and still be considered unsatisfactory by the
customer, e.g. the service is not considered good value or is no longer considered technically competitive.

A mechanism is established to receive service complaints from the customers. These complaints are
handled similarly to incidents:

a

recorded;

nalysed;

r
r

C

Comp

psolved through communication or corrective action, or used as input for improveme
eported to the customer; and

osed.

goal ¢f complaint resolution is to assure the customer that action is being taken to resolve

Wher

complaints are urgent or cannot be handled using the standatd complaint handling

the cfistomer may have an escalation mechanism available to reach‘\higher levels of manag

Simil

establlished so that successful activities can be reinforced, aud‘involved personnel can be ac

or rey

varded.

Custd
provi

mer satisfaction is one of the most important ‘kinds of feedback on the quality of
ed by the organization. Records of customér satisfaction are therefore gathered f

instahce using surveys on a per-transaction basgis (e.g. after each incident, problem, or cha
quarferly or twice-yearly general relationship*surveys. Care should be taken to use a re

sam
these
conti

8.3.2

Busii]
intersg
of cuy

Recot
level

ident
assod

e of customers and customer contacts to prevent bias in the survey results. Fe
surveys is analysed and used as primary input to improvement of the services, han
hual improvement.

3 Other information

ess relationship management personnel record information about the customers
psted parties, which:¢an be in the form of a simple contact list or as an electronic syst
tomer contact andreviews should be kept.

ds of complaints and their resolution are documented. Complaints can be classified b
bf customer affected, urgency, impact, nature, type of service, or by other means that
ficatiennand prioritisation of the complaint. Likewise, records of compliments and 4
iated with their management are retained for reference.

nt actions;

laints reflecting operational issues can lead to opening incidents pr\problem recordls. The main

the concern.
procedures,
bment.

hr to complaints, a mechanism to handle received compliments from the custoiners can be

knowledged

the services
egularly, for
hge) or using
presentative
bdback from
lled through

, users, and
em. Records

y the type or
permit clear
ny activities

Input

and results fromrcustomersatisfaction surveys are avaitable as documented mforma

Reports are produced about complaints and customer satisfaction.

tion.

The organization appoints dedicated or designated personnel as customer relationship managers, e.g.
an individual responsible for multiple customers or multiple representatives for one major customer,
who is responsible for the business relationship management of the customer. Authority for the
activities of relationship managers is delegated to them from top management.

Other personnel involved can include business analysts handling customer satisfaction input and
personnel resolving service complaints.
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8.3.3 Service level management

8.3.3.1 Required activities

The organization defines, agrees, records, and manages levels of service.

8.3.3.2 Explanation

The purpose of this required activity is to define, document, and agree the levels of service required to
meet customer needs, and to ensure that those commitments are met.

The organizj Jat: Of SETVICE. (ISTOIT and the
service provjder’s capabilities determine the content, structure, and targets of the SLA. For contirjodity
services, sudh as transportation or standard courses, the agreement may be that the customer adcepts
terms and c¢nditions as described by the organization. For other service types, the custonier ard the
service provjider agree the terms and targets for a service to be delivered, and documerit these|in an
SLA. An SLA also specifies the rights and responsibilities of the service provider-and the custpmer.
A single SLA may cover multiple services or multiple customers. SLAs should-gover all compopents

required to deliver the service.

The SLA shojild include exceptions to when the SLA will apply, e.g. during'service continuity events for
the organizaftion and the customer, or in the first few weeks of operation.of a new service.

The SLA shquld also include workload limits, which are a measufe of the volume of work that the

SLA applies
supported. T
SLA. For ex3
cost of a sery

Lo, e.g. number of users, number of transactions, of,number of service components
he workload is monitored and any significant changes can result in the need to revie
mple, if the workload significantly increases, the organization may need to increas
rice due to more staff being needed to provide;support. The workload can provide an

to be
w the
e the
input

to demand njanagement.

ctive.
rvice

The targets against which the delivered service isiméasured are defined from a customer perspe
SLAs should|include only those targets that focusattention on the most important aspects of the se
for the customer.

ewed
\, the
ment

Performancs
with the cus
cause is detd
activities to

against the SLA targets isthonitored and reported on by the organization and revi
tomer regularly. If seryice-level targets do not meet the agreed targets in the SL/
rmined for these missed-targets. Results of this analysis are fed to continual improve
mprove the services;

ht the
ibject

The organiz
workload is
to change m

ition monitors @nd’reports the workload against the SLA and uses this to validate th
hot going above the agreed maximum. Any significant changes in workload may be st
nagement as it could impact the resources required and the service delivered.

8.3.3.3 Other information

The services

prnvidpﬂ tothe customer are documented a]nng with the associated SLAs

Records are made of the measured workload and performance of the services against the service level
targets.

Service level management usually involves a service manager (or other personnel), dedicated or
designated to the service or to the customer, who provides service level management and reporting.

Sometimes, the role of service level manager may be combined with the business relationship
management role, but the two roles operate at different levels: service level management is operational
and business relationship management is strategic. It is important to recognise this and to ensure that
the differences in focus do not become confused.

Other personnel involved may be service level analysts who provide reports on performance of the

services against the SLAs and workload monitoring and reporting. Technical personnel responsible for
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service monitoring work closely with the service level managers and capacity managers to consider
reallocating resources when service targets are threatened.

8.3.4 Supplier management

8.3.4.1 Required activities

The organization identifies, manages, monitors, and reviews external suppliers, internal suppliers, and
customers acting as a supplier ensuring that the performance of these suppliers meets the required
service level targets or contractual obligations.

NOTE Selection and procurement of suppliers is out of scope of ISO/IEC 20000-1.

8.3.4{2 Explanation
The gurpose of the required activity is to manage suppliers to provide seamless)high-qualiity services.

An organization can use internal suppliers, external suppliers, or custgmers acting as|suppliers to
provide or operate their services, service components or processes. The organization ensufres that they
can demonstrate that they are in control of the suppliers and that segrVice levels targets arg not affected
by their use.

Examniples of when suppliers can be involved include the following:

a) operation of services, e.g. an operations center for outsourced network communicatiofs;

b) provision of service components, e.g. hardware, applications, facilities, or reception sefvices;
) eration of service components, e.g. manageinent of servers on which a cloud servicelis running;
d) eration of specific processes or parts.thereof that are in scope of the organizatiqn’s SMS, e.g.

Different approaches may apply to-nmanagement of external suppliers and customers|acting as a
supplliier. The organization needs a"documented agreement with internal suppliers. If thg practices of
the ofganization are well defined; documented agreements and working relationships with internal
suppliers may be covered hy,the organization’s policies and procedures and normal management
practices. However, this can be an area of increased risk when internal supplier practices|are not well
ished. Therefore,Seffective organizations document agreements with all suppliers, external,
internal, or customers‘acting as suppliers.

The dervice levelstargets established between the organization and the supplier should Be consistent
with [the SLAs~agreed with the customer. Any risks of using a supplier and subsequently breaching
SLAs|are managed by the organization itself. For example, the organization can renegotiate the targets
with fhe supplier, or the organization can work with the supplier to mitigate the risks by making the
activitiesor interfaces more effective.

Interfaces between the organization and the supplier can include communication channels, the supplier
management relationship, service level management, relations to other suppliers, and other interfaces.
These should all be defined and managed by the organization. For example, if a part of a process is
managed by a supplier and the other part by the organization, then it is essential that it is clear how the
process as a whole will work and who has overall responsibility. This should include the use of common
or separate but interfacing tools.

The performance of the supplier is monitored and reported on regularly, e.g. monthly, quarterly, or
annually, to fit the needs of the organization. Service level targets or other commitments agreed with
the supplier serve as initial parameters to evaluate performance. The satisfaction of the customer and
their service experience are the ultimate guidelines for performance of both the organization itself and
its suppliers. Issues with the performance of suppliers are dealt with by determining the cause and
by agreeing corrective action, or by improving the services using continual improvement. For external
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suppliers, serious disputes are recorded and formally managed to closure. Dispute resolution processes
are normally explained in the contract.

If the organization is dealing with lead suppliers who use sub-contracted suppliers, the lead suppliers
should provide evidence that they are formally managing sub-contractors. The lead supplier should
record the names of sub-contracted suppliers and their responsibilities and relationships and make
this information available to the organization if required.

At set intervals, the contract with the external supplier is reviewed to see if it is still valid in the current
service environment, which may have changed due to internal or external issues, including new or
changed service requirements. When contracts with external suppliers are changed, the impact of
those chang i i i

Internal suppliers may be managed in an equally formal or a less formal way than external Suppliers
depending the needs of the organization. The documented agreement for internal stpplierp and
customers agting as a supplier should include:

— service level targets or other contractual commitments;
— activitiefs and interfaces;

— other rdlevant items such as charging, reviews, reporting, roles and.¥ésponsibilities, excgption
conditiops.

Internal suppliers may be managed in an equally formal or a less formal way than external suppliers
depending oh the needs of the organization.

8.3.4.3 Other information

The main dgcumented information for supplier management is the contract with external suppliers
or a documgnted agreement with internal supplief§ or customers acting as a supplier. Between the
organizatior] and its external suppliers an agreement is documented, containing the following eler:[ents:

— the scople of what is being delivered by the external supplier, e.g. services, service compo
process¢s, or other elements of the service;

ents,

— specifications or a statement of work of what the external supplier is providing, such as on-sdfite or
remote gssistance, communication methods, or named personnel;

— SLAs between the organization and the external supplier, which should be aligned with the sdrvice
level targets agreed between the organization and its customers;

— other coptractual pbligations, such as possible incentive or penalty schemes and reports;

— aclear gverviewof authorities and responsibilities, such as a RACI matrix, so that it is clear who is
accountqblef@nd responsible for which aspects of the supplier’s delivery of services;

- Other it II1Io do'1 C\.iu;l Cd ou\,h ao Lhal 5;115’ I'CV ;CVV o, I ClJUl t;lls’ aud CALC}J‘\:;UII \,Uud;tiuuo.
Records of performance measurements of suppliers are maintained.

External suppliers are managed by a dedicated or designated (named) person assigned to each external
supplier. For example, there can be one supplier manager per supplier or one supplier manager for many
suppliers. This supplier manager is responsible for managing the contract between the organization
and the external supplier, maintaining a productive working relationship, and monitoring performance
of the external supplier to keep it in line with overall service performance.

A supplier manager has the authority and responsibility to manage external suppliers. Other personnel
responsibilities include those of monitoring, analysing, and reporting on the performance of suppliers.
The organization may also have supplier managers for internal suppliers or customers acting as a
supplier, although this is not a requirement.
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8.4 Supply and demand
8.4.1 Budgeting and accounting for services

8.4.1.1 Required activities

The organization budgets and accounts for services according to its financial policies.

8.4.1.2 Explanation

The total cost of

servifes and enable it to manage these costs.

Budgpting and accounting for services helps to control the financial aspects of séryices| and service
complonents, such as the operation of services or the funding of new services,’ service ¢hanges, and
improvements.

Effective budgeting and accounting for services is based on understanding the costs of services or
groups of services, overall service provision, and how general, organizational administratjive costs are
calcu]ated. Budgeting and accounting for services is based on the folowing principles:

a) the cost of services or groups of services, overall service provision, and the organizatfion’s general
administrative costs are understood;

b) rgliable forecasting of both costs and income is achieyable;

c) albudgetis developed, approved, and maintained‘that shows planned costs and incomg for services
or groups of services;

d) vlriances affecting the costs or budget arejdentified and managed;

e) adherence to the budget is managed-so'that the service lifecycle is funded adequately throughout
he budget period;

—

f) forecasts, budgets, and costs.arereviewed regularly to ensure that the process remair]s effective.

NOTE Income can represefit;whatever medium of exchange is suitable for the organizatign, which can
include actual money received or'an accounting entry representing income or revenue.

The management of financial activity produces evidence of financial control at the varioug levels of the
servife or group of services.

The ofrganizatioh‘defines the criteria to budget and account for services or groups of services.|For example,
it may be appropriate for an organization to budget and account at the customer level for aftotal service
packdge rather than for each individual service. To ensure that monitoring is relevant and the necessary
ility-0f costs is available, these criteria are applied to the budget items and accounting|entries. Cost

For each service, or group of services, it may be possible to calculate the unit costs, apportion indirect
costs, and distribute the service costs among groups of users.

If the organization in the scope of the SMS is a subset of the legal entity, responsibility for some of the
financial decisions may lie outside the scope of the SMS. The requirements regarding the level of detail
of financial information to be provided, in what form, and at what frequencies, may be dictated by
parties external to the organization. Other regulatory or organization-specific requirements are taken
into account as they can affect some of the defined policies and procedures, e.g. practices governing the
definition of capital versus operational expenditure. Accounting practices for the services are aligned
to those of the legal entity.
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8.4.1.3 Other information

Documented information to be produced and used by the customer, organization, and other interested
parties can include:

a) processes and procedures for budgeting and accounting;
b) historic budgets, draft budget for the next period, actual budget for the current period;

c) service management forecasts of workloads, capacity (including personnel), unit costs, revenue
items, and planned expenditure;

d) timetableforbudgetproduction;

e) financia| reports showing costs and revenue for each time period in the budget periodwith any
variancdgs;

f) reports pn the causes of variances and how they can be managed;

g) financia| input to continual service improvement projects;

h) cost modlels showing how cost elements are used to provide services and create value;
i) reports fequired for legal or regulatory purposes.

Budgets and|financial forecasts are approved by top management.

Forecast, bufgets, and reports should be prepared by personfiel with the necessary skills within the
organizatior]. Responsibilities and accountabilities for budgeting and accounting activities shoyld be
defined and may include:

— budgeting and accounting manager, responsible.forthe overall management of financial resoyrces;

— managers with accountability for a specific buidget in the organization.
8.4.2 Demand management

8.4.2.1 Required activities

The organizption forecasts and ‘analyses the demand for services and monitors the consumptjon of
services reldtive to service capacity.

8.4.2.2 Explanation

The purposeg of thisirequired activity is to understand demand so that the organization can 3djust
capacity as rleedédyto operate the SMS and deliver services effectively.

Service reqlivnmnnf(“ ac documantad 10 tha carvica catalogua and +hao QT Ac -l da pCl"fCI'. hance

T eI eI, oo ot o e e ot e ot v ettt o g at—o oo oo oy oot

targets and workload limits. Based on these, the organization determines the unit or scale for measuring
demand or consumption of each service or group of services. For example, the unit may be the number
of users of each service and their expected associated consumption of average or peak bandwidth or
storage.

The organization monitors changes in demand to check that it is within the expected levels. When
service resource consumption deviates significantly from the range for which the services have
been sized, demand management and capacity management cooperate to agree on needed changes
in capacity. Demand forecasting is a key input for budgeting and accounting and for service capacity
planning activities in capacity management.
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3 Other information

Documented information for demand management includes the following:

a) demand forecasts;

b)

service consumption reports.

-2:2019(E)

The roles responsible for monitoring and managing demand vary based on organizational
characteristics.
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Capacity management

1 Required activities

rganization determines, documents, and provides the necessary human, technical,
nancial resources to meet the capacity requirements of services.

2 Explanation

urpose of this required activity is to ensure that the organizatien has sufficient cap
rces to meet current and future demands for services.

[ity management is performed in a number of areas, including human (e.g. sufficie
to support the service), technical (e.g. bandwidthy processing power), information
ient data available to make decisions, storage for ififormation) and financial resources
et). Frequently the human and financial capacity requirements are planned outsid
gement, e.g. by the human resources and finatice departments.

fity management can be closely linked'avith 7.1 Resources, which determines 4
rces. Capacity management includes the-planning element based on current and fore(
wo clauses can be linked together in;the SMS.

ity can be managed at the levelof an individual CI (e.g. storage), a combination of rela
r farm) or at the level of the.serVice itself (e.g. end-to-end communication capacity). R|

information,

acity related

ht personnel
(e.g. having
(e.g. service
e of capacity

nd provides
ast demand.

red Cls (e.g. a
equirements

hpacity are determined-ahd documented, so that capacity management can plap to provide

ient capacity to meet service and performance requirements. While ISO/IEC 2000
h requirement for a eapacity plan, planning for capacity is still essential.

ity is planned based on the following aspects:

nderstandifigithe levels and types of demand by the users of the service, as determine

b)

cppacity to be provided in line with agreed service level targets, service availability r¢

anagemeint;

D-1 does not

d by demand

Pquirements,

erformance requirements, and service continuity considerations.

Changes to service capacity are made in a timely manner, as demand requires, and before agreed
thresholds have been exceeded, so that service quality is not affected.

Sufficient capacity is provided to meet the requirements documented in service level targets and other
documented agreements with the customer. Continuous monitoring of provided capacity takes place,
trends are analysed, and any necessary remedial action is taken so that service performance can be
maintained. Issues with the provisioning of capacity can be investigated through incident management
or problem management and improvements made through continual improvement.
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8.4.3.3 Other information

Information to be documented for capacity management includes the capacity requirements, plans,
forecasts, trending or modelling exercises, and security policy, based on agreed service level targets
and demand management.

Capacity forecasts and reports are produced and analysed. Records are kept of any changes based on
these reports resulting from capacity monitoring, as well as changes made to capacity based on these
reports and on customer demand.

The authority to make decisions to change service capacity is assigned to personnel in the organization.

Other personnel monitor and report on current and forecast capacity based on demand.

8.5 Servig

re design, build and transition

8.5.1 Change management

8.5.1.1 Re
The organiz:

The organiz:
services. Ch
activities or

The organiz

quired activities
ition establishes a change management policy.

tion records, and classifies requests for change including adding, removing, or transfé
hnge initiation decides where the change is managed, e:g’ through change managg
through service design and transition.

htion approves and prioritises changes based o\ pisk, business benefits, feasibility

financial impact. The organization tests (where possible), deploys, reverses (if necessary), and re

changes for
are taken.

8.5.1.2 Ex

The purposs
and removal

Change man
Changes are
impact and

regarding w
control, such

8.5.1.2.1 (

The change

effectiveness and trends. Unsuccessful changes are investigated and corrective ag

planation

of this required activity is to maintain stability and control changes (including add
5) to the SMS and the services as set out in the change management policy.

agement controls modifications made to the services, service components, and the
formally controlled torassess the impact of the change and to minimize the risk of neg
ichieve the desired:outcomes. The organization establishes a change management
hat service compohnents are under change control and the categories (levels) of ¢
as changes witlra potential major impact, emergency changes, or pre-approved chan

lhange manhagement policy

management policy defines the scope of change management. It is possible that n

components

!

rring
ment

rand
yiews
tions

tions

SMS.
rative
olicy
ange
ges.

ot all

of.a’service need to fall under change management, so the organization determines ¥

which

components are in scope and which are not. For example, consumables may be a service component, but
not subject to change management. The organization reviews service-related information and records
to decide if these are all or only partially in scope of change management. For example, changes to
contracts and documented agreements may be controlled by a different part of the organization; some
changes to documented information may be controlled by an information management group; and
changes in selected suppliers may be performed outside the scope of the SMS.

The change management policy defines the categories of change to be used within the organization
depending on the level of assessment and approval needed before implementation. The policy also
defines how each category is to be managed. Categories can be:

— standard, which are often managed by service request management;

— normal changes managed by change management;
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— emergency changes, for which policies may allow for expedited approval or approval after the
change is applied.

The change management policy defines the criteria by which it is determined what changes are
considered to have the potential to have major impact on services or customers. Examples include
cost or effort above a threshold, high risk, and unusual skills or technology. In addition, some new or
changed services may be required by top management to be managed as a project using service design
and transition.

Even though these types of changes are implemented via service design and transition, the control of the

chang
thus

single
norm|

The ¢
The 1
can b
Appr
apprd

Figur]
servi

8.5.1

re and the decision to approve the change is handled by change management. Change
chould involve explicit procedures to assess, approve, schedule, and review change
b major change may result in numerous lower level changes, some of which may be
al changes, standard changes, or handled as service requests.

hange management policy can include specific provisions for automated changes,
olicy then defines in what circumstances, and for what parts of the\service, automs
e used, what alternative approval process may apply, and what verification steps arg
pval and verifications themselves can be automated but needto be defined, ev
ved by a change authority before they can be used.

e 3 illustrates the relationships and decision points among several of the typical
e management with connections to sub clauses in ISO/IEC 20000-1.

2.2 Change management initiation
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Figure 3 — Relationships of service design, build, and transition and change management

Change management is initiated by documented requests for change to modify the services, service
components, or other aspects of the SMS. Proposals may also call for new services, removal of services,
or transfer of existing services into or out of the organization. The received request for change is
recorded and classified based on the categories outlined in the change management policy. The change
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authority (depending on the category of change) determines whether requests for change are to be

approved, de

ferred, or disapproved.

Decisions are made in change initiation about how the request for change is managed. These changes,
which should be managed according to service design and transition, include the following:

a) new services or changes to services with the potential to have a major impact on customers or
other services as determined by the change management policy described above;

b) removal of services;

c) transfer of an existing service from the organization to a customer or other party, such as in the
case of qutsourcing;

d) transfer|of an existing service from a customer or other party to the organization, suc¢hjas In the
case of insourcing;

e) any othgr change that the organization determines may have a major impact.

Changes whilch are not to be managed by service design and transition are managedby change actiyities.

8.5.1.2.3 (hange management activities

Receipt of a
approved, de

Interested p
planned cha
assessment

Requests for
the business|
the services,

Decisions ab
the following

documented request starts the change management activities. The request is assg
ferred, or rejected.

hrties, such as users, suppliers, and service persennel, are identified and informed
nges that may affect them. They provide any necessary information to suppor
f the request.

change are prioritised, so that changes.¢an be implemented in an order that best s
outcomes of the customers and the organization itself. ISO/IEC 20000-1:2018, 8.2.2

put change requests are made based on criteria set by the organization, which may in

by e
3

ssed,

hbout

t the

erves

Plan

also has requirements for prioritization of changes which should be taken into accoulnt.

clude

a) risks of Implementing changes, and possible financial impact on the organization;

b) businesg benefits of the praposed changes;

c) feasibility of successful implementation, adhering to established policies or requiring charlge in
service management.peolicies;

d) impactdn existigservices;

e) required coordination to manage the change with customers, users, and other interested pdrties,
not only during transition, but afterwards, when the existing services may function diffefently
from what these parties are accustomed to;

f) resulting changes in SMS policies and plans required by this document;

g) impact on information security;

h) impact on service availability during and after the change, and available capacity;

i) other pending requests for change, releases, and plans for deployment, which may influence
proposed changes;

j) impact on service continuity.

Approved changes are planned, developed (built), and tested. Test results are analysed before final
authorization is given for the change implementation. Planning includes a way to roll back the change. In
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practice, a roll back is not always possible, but the organization should plan for a roll back or alternative
mitigation.

EXAMPLE

If the change is to an application, then roll back can be to the original version of the application.

If the change is to a piece of hardware, then it can be possible to remove the hardware component that has not
worked or it may not be possible to roll back at this stage.

If a change affects a Cl, its configuration information and related documented information are updated

accor

ding to the guidelines in configuration management.

Changes that are built and tested go to release and deployment management to be deployed into the
live environment.

After]
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in comtinual improvement as described.
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management policy;

the implementation of a change, the organization evaluates its effectiveness, ¢om
ted results. The organization may need to take agreed remediation actions)wit
PS.

be records are analysed to determine trends in changes, such as first-time'success rat
mentations, or the service changes that are requested. Learning from-this analysis sh

3 Other information
rganization creates documented information as follows:
ne change management policy, which should be approved and made available to interé

hange management procedures, to manage the “categories of change defined in

equests for change, which should identify’ the affected Cls, rationale for the chang

chedule and resources to perform the change. Requests for change may include detg
bvel cost estimates for use in budgetary planning;

ecords tracking approval, deferral, or rejection status of requests for change;

bports of change trendsand resulting improvement activities.

bingle person, a_group of people, or even an automated system, depending on the 1
sts and of the organization itself.

hange management policy identifies which roles have the responsibility to appi

categ]
ma
deci

n%egement for decision, while changes that can be done with existing resources and by

pries of‘changes. For example, changes that have significant cost impact may be br

pared to the
h interested

es of change
ould be used

sted parties;

the change

le (including

elated problems or known errors to be resolved), impact if the change is not made, apd estimated

iled or high-

rganization assigns_ a.change authority that can approve and reject requests for change. This can

ature of the

rfove various
ought to top
dget may be

dby aregularly meeting group of managers for affected services.

Personnel may be assigned to evaluate recently implemented changes and change records for trend
analysis and improvement actions.

8.5.2

8.5.2.

Service design and transition

1 Required activities

The organization plans, designs, builds, and transitions services based on agreed service requirements.

8.5.2.2 Explanation

The purpose of this required activity is to ensure that new or changed services, changes to services,
removal of services, or transfer of existing services meet service requirements and will be deliverable
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and manageable at the agreed cost and service quality. Service design and transition applies to the
activities to bring a new or changed service from a concept or request into operation, to remove a
service, or to transfer the operation of a service to or from another party. Based on approvals from
change management, it covers the planning, design, build, and transition of new, and change, removal,
or transfer of services.

8.5.2.2.1 Planning

The planning activities identify the considerations that need to be taken into account to manage the
change to services and explain how the service change will be accomplished prior to making the change
live. Planning may be refined concurrently with design, as more details are agreed through analysis
and consultdtion with interested parties, and as additional constraints or risks are identified.

The followinlg planning activities are performed:

a) determihe the authorities and responsibilities for design, build, and transition activities s¢ that
these acftivities are aligned and effectively coordinated. Establish who has the @uthority to [make
specific decisions during the design, build, and transition work;

b) determihe the activities to be performed by either the organization or{other parties with|their
timelinels and milestones during design, build, and transition;

c) identifythe needed resources to successfully design, build, and transition new or changed serfices.
These resources include human (personnel, both internal and-external to the organizdtion),
technicdl (tools, systems and software), information (requirements, information about ex]sting
services| customer information) and financial (budget andfiinding sources) resources;

d) analyse |[dependencies on other services and possible:telationships between existing services and
the new|or changed service being implemented. This relationship may affect the way the s¢rvice
design and transition activities need to be perforined or when they can be scheduled. It may also
identify changes required to the dependent services;

e) identifyrequirements for testing as part of-the planning phase. Since no testing can be exhaulstive,
the extent of testing is planned to coverthe most significant uses of the service;

f) determipe if the project budget is consistent with the planned level of effort;

g) documentthe service acceptance<riteria, either established by the customers or by the organization
itself or by other interested:parties, so thatitis clear when a new service or changes to a servicg have
been implemented successflully. Service acceptance criteria may include performance, accessipility,
availability, security, orother aspects, such as completed documentation and successful testing;

h) perform|the risk management activities and plan activities to identify, assess, and treat risks where
necessafry;

i) determipethe’intended outcomes from delivering the new or changed services. The outcomgs can
be expressed in measurable terms, so that achievement of these can be ohjectively determined
after implementation;

j) determine the impact on the SMS, other services, planned changes, customers, users, and other
interested parties, so that possible negative influence on these from the service design and
transition of the new or changed services can be avoided.

Planning includes communication with interested parties, such as suppliers, while keeping top
management informed of progress and the need for decisions.

Specific planning considerations are applied to services that are being removed, such as setting the date
on which the services are to be removed and the activities for archiving, disposal, or transfer of data,
documentation, and service components. These are clearly communicated to all interested parties. This
planning may identify dependencies such as the availability of a new service before the old service can
be removed.
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Similarly, for services that are to be transferred to or from a customer or to another party, planning
of the transfer includes setting the date on which the services are to be transferred and the activities
for archiving, disposal, or transfer of data, documentation, knowledge, and service components. These
are clearly communicated to all interested parties. The organization may also need to consider the
intellectual property rights of items to be transferred.

The CIs affected by the design and transition of new or changed services are controlled through
configuration management.

8.5.2.2.2 Design

The irements for
the new or changed services, as originally identified in portfolio planning (see 8.2.2). Relevant activities
for thle service design include the following:

a)

iglentify new requirements or changes to human, technical, information, andAinancigal resources,
d how these resources are affected by the implementation of the service;

idlentify the authorities and responsibilities of the parties involved inthe operation and delivery of
the new or changed services. Parties may be internal or external;

&
—

iflentify needs for appropriate education, training, skills, and-experience of personne| performing
he delivery and operation of the new or changed service;

—

make updates to the service catalogue when relevant, €¢. add in a new service, delefe a removed
service, update a changed service;

escribe changes to measurement systems used for performance management;

etermine the possible impact on other services, performing the appropriate risk
tivities so that impact is reduced to an:acceptable level;

management

ew or changes required for SLAsgcontracts, or other documented agreements depending on
service requirements and the use of other parties;

g)

h) updates to other parts of the.SMS that may require a change of policy, process, or procedure to be

plled out to relevant staff:

—

8.5.2|2.3 Build and transition

Build

and transition _activities follow service planning and design to implement the new

servife. Build activities include assembling the service components or services and test
that if can be démonstrated that the service requirements have been fulfilled to satisfy the

r or changed
ing them, so
needs of the

customers and-to meet the documented design and the service acceptance criteria.

Testingds performed on new or changed services prior to implementation. Whether testing is possible
depe i i i i i rmit testing.
If the transition to a new service involves removal of an old service, testing is done to verify the
acceptable operation of remaining services that had dependencies on or interfaces with the removed
service.

In case the service acceptance criteria have not been met, actions are agreed. These actions can include
deferring implementation and correcting deficiencies or known errors, or proceeding to implement with
alist of items to be corrected or completed after implementation. These activities involve analysing test
results and determining steps to modify the planning or design of the new or changed service so that a
subsequent test will be successful.

The activation of the new or changed service into the live environment, once approved by change
management, is performed using the release and deployment activities.
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Once deployed, the relevant interested parties are informed of the success or failure or the
implementation, what the impact to them is, and any further steps to be taken in the process.
Achievement of the intended outcomes of the new or changed service is verified. Success may only be
noticeable after an extended period of time, depending on the type of service or change made.

8.5.2.3 Other information

Planning activities, both for designing and building the service and for service transition, may be
documented in a formal plan or recorded in various artefacts, such as schedules, timelines, RACI tables,
and task lists.

A service degt
The service flesign description may be simply a listing of planned Cls, descriptions of various.systems
supporting the service, descriptions of how the service will operate, and preliminary versiphg)of JLAs.

Where applicable, the documented service design may result in new or changed SLAsS, contfacts,
and other dpcumented agreements that support the services. This includes agre€ments within the
organization, agreements with the customer and users of the service, and agreements with |third
parties suppprting the service.

Implementation of the new or changed service may result in changes to the'service catalogue. Updates
to the servicp catalogue are made through service catalogue management:

New services or service changes that affect the SMS may be reflected in the service managg¢ment
plan, as wellf as new or changed policies, plans, procedures, measures, and knowledge needed fo¢r the
successful management of the service.

Results of tgsts of the new or changed service are documented, along with possible actions taken to
deal with failed test results and to implement the servicesticcessfully at a subsequent attempt.

Detailed prdcedures are produced and tested for extended or complex transition activities, inclhding
rollback pro¢edures if possible.

The planning phase establishes and documents the authorities and responsibilities for service design,
build, and trfansition. A central coordinating role, such as a project manager, is identified, along with
team membérs dealing with significant aspects of service design and transition, as required hy the
specifics of [the service being implémented or changed. Various roles may be established thdt are
responsible for the design, planning, testing, and implementation of changes.

8.5.3 Reldase and deployment management

8.5.3.1 Required activities

The organizption-plans, tests, deploys, and reviews the success or failure of a release into thg live
environment, ¢oordinating the release and deployment activities with change management.

NOTE For purposes of release activities, the "live environment" can include the pre-production environment
as well as the live production or operational environment.

8.5.3.2 Explanation

The purpose of this required activity is to ensure that deployment of releases into the live environment
is planned and controlled to meet requirements.

Release and deployment management deals with the management of releases of services, service
components and Cls, and the deployment of those into the live service environment. Release and
deployment management does so in close relationship with change management and, where applicable,
service design and transition.
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A release is a new or updated version of a service, service component, or Cl. A release can consist of
one or more changes. Different types of releases may be defined, such as normal, emergency, selective,
phased, or other types of releases. Based on their definition, these types of releases are characterized by
their frequency of deployment and the way in which they are managed, e.g. by using automation or not.

The deployment of new or changed services, service components or Cls into the live environment is
planned. Release planning is coordinated with change management and includes references to the
requests for change that form the basis of the new release.

Any downtime of the services due to the deployment of a release is agreed with the customer and

communicated to all interested parties.

During release planning, the organization defines and documents the acceptance crite
releage. Prior to deployment, the release is verified against these acceptance criteria.’]
does not meet the acceptance criteria, it is determined by the organization and applicab
parti¢s how to proceed, such as modifying the release so that it will meet the acceptang
withdrawing the release completely.

In line with configuration management, Cls that are affected by the release are baselined
original state is preserved and may be compared to their changed stat€ after the relez
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ed, incident management would ensure a viable workaround (or similar mitigation)
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3 Other information

lex deployments ate‘documented in a detailed release plan, describing the activities
Cessful deployntent. The release plan contains the deployment date of the release, a
ange management, and what the deliverables of the release are, e.g. updated docume
are, or otherupdated service components. The release plan also describes what meth
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Release documentation for routine procedures may be embedded in automated tools, logs, and reports.

Other records can include baselines of Cls, taken prior to releases, analysis of the success rate of
releases, and possible improvement plans. If a release is used to close known errors or problems, these
are referenced in the release records as well.

An authority is established to approve releases prior to their deployment. Different categories of
release have different levels of approval and release authorities. Further roles needed are personnel
performing the actual deployment of a release, and personnel verifying the success and effectiveness
of the release based on the acceptance criteria. Other personnel monitor, analyse, and report on overall
release success rates.
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8.6 Resolution and fulfilment

8.6.1

8.6.1.1 Re

Incident management

quired activities

The organization manages the resolution of unplanned events that disrupt or can disrupt the service.
Incidents are managed from recording to closure, with a specific procedure to manage major incidents.

8.6.1.2 Explanation
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of this required activity is to restore affected services as soon as possible folloti
within agreed service level targets.

hagement activities can minimize the impact that incidents have on the‘quality

en incidents are identified, they are recorded and classified. Classifieation may

act, nature, type of service, type of user affected, or by other meansythat permit
h and prioritization of the incident.

panizations can identify their own categories of incidents and priorities. These can also ap
5ts and problems. Incidents are correlated with the services that-they affect. Incident recor
hly the primary affected service, but also the indirectly affected\services, service compone
le of indirectly affected services occurs when multiple services,share service components or

merous incidents are reported that relate to the(same root cause. Records of re

linked to assist in determining the extent of an.issue or problem. Linking related re
attention on identifying problems to remove the cause of the incidents or provid
if the set of incidents cannot be promptly corrected. Incidents can be handled with pr
activities, especially when the underlying,causes are not clear.

idents are not the same as nonconformity (a requirement which has not been fulfilled). The
can alert the organization to a nonconfermity.

ident cannot be resolved in atimely way, it may require escalation, such as func
another support team (eithér internal or external to the organization). When an ing

has breachedl its target resolution timeyit may require hierarchical escalation to management.
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lents are not promptly resolved, they can have a significant impact on SLAs or custo
pctives. The criteriaito identify a major incident are determined, e.g. an incident thata
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escalating reports of the major incident to top management.

eing

Once major incidents have been resolved, they are reported, reviewed, and analysed to get lessons
learned to be used for continual improvement activities.

All actions taken to resolve incidents are recorded and available for analysis and audit purposes.
The organization can record several aspects of an incident such as the duration that a service was
unavailable or degraded, traceability to which SLAs and Cls were affected, request for change or service
requests opened to resolve those incidents, or associated problems.
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8.6.1.3 Other information

A documented procedure is required for major incident management but is optional for other types
of incidents. An organization may find it useful to develop and communicate procedures or work
instructions for managing all incidents. Incident records may be created using a tool that supports the
management of information regarding each incident's nature, resolution, and actions taken through
incident resolution activities.

Personnel or parts of the organization responsible for the handling of each class of incident are
identified. Top management is informed of major incidents when they occur and periodically during
the course of resolutlon of the 1nc1dent Spec1f1c resp0n51b111t1es and where appropriate, authorities,

are a e responsibilities and
autha r1t1es can 1nclude the ablllty to escalate 1nc1dents coordmate resolution, commyinicate with
custaEners and other interested parties, and guide personnel working on resolvingmajpr incidents.
Specific or dedicated personnel may be assigned to handle major incidents from initiation fo resolution
and review.

8.6.2 Service request management

8.6.2{1 Required activities

The drganization records, prioritises, fulfils, updates, and closes.setrvice requests.

8.6.2]2 Explanation

The gurpose of this required activity is to manage thé fidfilment of service requests.

Servire requests are recorded and classified according to their nature. Examples inclu
resetf, information requests, and pre-approved:changes, such as moving user equipment. (
may be by urgency, nature, type of service, type of user, or by other means that permit cleari

and prioritisation of the request. Service réquests are prioritised based on their classificat]

le password
lassification
dentification
ion.

Servi
SLAs
Othel

Ce requests are correlated to services that they may affect, as part of the classificatiop procedure.
may be associated with the fulfilment of service requests (as agreed in service level nfanagement).
metrics about service request management such as response times may also be defined.

Servi
trans
tools
of the

If ser

e requests are eventually fulfilled or denied, verified with the requestor, and ther]
ition from fulfilment-to closing is defined. Service requests can be managed usin
All actions taken to fulfill service requests are recorded. Users may have visibility of
ir service requests.

vice requésts can be fulfilled using self-service or rendered unnecessary by automd

closed. The
b automated
the progress

tion (e.g. for

password resets), this is documented.

8.6.2|3.<Other information

The actions to be taken to fill service requests are available in procedures or work instructions for
personnel involved in service request management. For example, a pre-approved change to move
user equipment will have an associated work instruction. Requests that are not well defined, such
as a request for information, may have a work instruction with questions to ask to gain clarity of the
request. Work instructions are not required for every possible request.

Service request records are documented, along with their classification, fulfilment information, and
affected Cls. Statistics used for reporting, trend analysis, and improvement actions are documented.
A menu of service requests may be created for the benefit of the users making these requests and
reflected in the service catalogue or other suitable place, such as a web page. Service requests can be
managed using automated tools.
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Personnel involved are those people with the responsibility to fulfil service requests, based on work

instructions

or procedures.

8.6.3 Problem management

8.6.3.1 Re

quired activities

Through trend analysis of data and incidents, the organization identifies problems and determines root
causes, and defines actions to prevent the occurrence or recurrence of incidents.

NOTE

Problems relating to the SMS itself, rather than the services, are handled using nonconformity and

corrective actfion.

8.6.3.2 Ex

The purpose
and analysis
problems.

Problems ar
of service, t]
classificatio

Once identifTed, problems are assigned to personnel with the necessary:skills to investigate and id¢

resolution o
specialized d

Usually, kno
service man

SLAs may h
resolved wit]
with regular

The resoluti
details shou
risks associa

Problem rec
be updated t

Once implenpented, problem Tesolutions should be monitored and reviewed to evaluate effective

This evaluat
managemen

At times, thg

planation

of this required activity is to minimize disruption to services by proactive identifig
of the causes of incidents and by taking action to prevent, reduce the imipact of, or r¢g

e identified, recorded, and classified. Classification may be by urgency, impact, nature
pe of user affected, or by other suitable means. Problems_are“prioritised based o}
. Problems can be identified by examining incidents, trends,-or by other review actiy

btions. It may be necessary to involve senior managens within the organization tg
r additional resources to help with investigation and resolution.

vn errors are identified by problem managemerit, but they can also be identified by
hgement processes.

ave targets for problem resolution times. When possible, problems are managec
hin those agreed timescales. Organizations may find it useful to provide interested p
progress updates.

n of problems takes place in aeéordance with the change management policy. All nece
d be available to enable effeetive decisions about resolution options. These may in

brds are linked withyassociated incident, change request, or Cl records. These record
hroughout the proeess.

on may bedene as a post-implementation review following change management. Pr¢
personhel'monitor and report on the ongoing effectiveness of problem resolutions.

ted with implementation‘gr'non-implementation, costs, and other resources required.

ation
solve

type
h this
yities.
entify
seek

other

| and
hrties

ssary
clude

S can

bness.
blem

organization will either be unable to identify the root cause for a problem or be

to eliminate

i

A\'e0t cause. In those cases, the organization can still plan and take actions to reduge the

able

undesirable effects of the problem on the services. Information about root causes, known errors, and
the resolution of problems is recorded in a system that can be consulted by interested parties, e.g. by
incident management personnel.

Data about the effectiveness of problem resolutions are recorded and analysed and where feasible,
improvement activities are undertaken as part of continual improvement.

8.6.3.3 Other information

Problems, along with known errors, root causes, workarounds and resolutions, are recorded.

For the benefit of continual improvement, metrics and other data about the problem management
process are gathered and documented along with potential improvement actions needed. This may
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identify the need for more or better technical resources, more realistic SLA problem resolution targets,
and improvements in communications.

Personnel are assigned to analyse problems, determine potential root causes, record these and their
potential resolutions or workarounds, and record known errors where applicable.

8.7 Service assurance
8.7.1 Service availability management
87_1 1 Roagumiraed activiitioc

ICOIT T acTIvIcITY

The ¢rganization, with customers and other interested parties, analyses risks teg~ava

deter]
moni

8.7.1

The g
and t

Plant
perfo
recog
as sc
end \
deter
that 1

Servi
recon
actiol

NOTE
contir

Servi
addit
is nu|
conti

Unpl3
man

mines, agrees, documents, and maintains service availability requirements. Setvice g
fored and any unplanned unavailability is investigated and, when possible, resolved.

2 Explanation

urpose of this required activity is to ensure that agreed servicedvailability commitm
b minimise unavailability.

ing for service availability includes analysis of existing availability records a
rmance of services, service components, and Cls to_determine risks to availabili
nizing risks, the organization can maintain a list.of the sources of risk for their g
hedule, suppliers, and design flaws. Requirements)for availability of services to cu
sers are included in documented agreements*and SLAs as specific targets. Thesg
mined and agreed with customers and otherinterested parties, based on service r
eflect business needs.

res are monitored as required for availability performance. The resulting data an
ded so that actual availability levels;can be calculated and compared to the agreed
s can be taken if any issues are identified.

Depending on service type or organizational characteristics, monitoring for availg
uous or periodic.

Ce availability management works closely with capacity management to support
onal resources when capacity-related issues threaten availability levels. When servic
[1, almost null~0or/unacceptable, service availability management works closely
huity management as mentioned in 8.7.2.

nned unavailability of services is investigated together with incident management
gement.-Remediation actions for unplanned unavailability are determined and i

when| possible, to restore the availability of the services. When unavailability of services

fori

tance due to planned maintenance, users and other interested parties are notified i

lability, and
vailability is

ents are met

nd probable
ry. To aid in
ontext, such
stomers and
targets are
equirements

d trends are
targets and

bility can be

requests for
e availability
ith service

hnd problem
mplemented,
s scheduled,
n advance in

a timely manner.

8.7.1

.3 Other information

Service availability is planned to meet requirements. A service availability plan is not required by
ISO/IEC 20000-1, but may be written. Procedures are defined for analysing, forecasting, monitoring,
and reporting on service availability. The need for corrective action is recorded and managed.
Measurements of service availability are recorded.

The authority to agree on service availability targets in SLAs is assigned to personnel making these
agreements with customers. Further responsibilities in service availability management include
personnel monitoring availability of services, comparing availability with the agreed targets, and
working with continual improvement if remediation actions are needed.
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