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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
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Alist of all parts in the ISO/IEC 19944 series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.

1) Under preparation. Stage at the time of publication: ISO/IEC PWI 19944-2:2020.
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Introduction

This document provides a description of the ecosystem of devices and cloud services and the related
flows of data between cloud services, cloud service customers, cloud service users and their devices.
These are necessary to provide guidance about how data are used on the devices in the context of the
cloud computing ecosystem and the associated location and identity issues that emerge from such use.

This document proposes a scheme for the structure of data use statements that can be used by cloud
service providers to help cloud service customers understand and protect the privacy and confidentiality
of their data and their users’ data through increased transparency of policies and practices.

This flocument may be used in several ways including, but not limited to:

a) By cloud service providers and application developers to guide them in describing-what they intend to
do with data in their designs, so as to simplify privacy and data use reviews and.to’communicate this
information to non-technical departments such as internal compliance, marKeting and l¢gal teams;

b) Hy organisations drawing up data use statements as part of drafting, eloud service| agreements

nd application contracts, privacy statements, etc., which could apply*to documents internal to an
rganisation, in addition to public or legal documents;

c) Hy government regulators and agencies to advise on suitable(ways of describing data flow and use;

d) By those preparing information on data flow and dataxuse for communication to the press and

the public.

This [document cannot be used for compliance diréc¢tly. Instead, it provides a set of d
definftions, including a data taxonomy and data)use statement structure, that can
trangparency about how data are used in an ecos¥ystem of devices and cloud services.

This §locument also aims to improve the undérstanding of the data flows that take place in g
consisting of devices accessing cloud services. It does this through an extended clou
referg¢nce architecture (CCRA) (based_enthe architecture described in ISO/IEC 17789) tH

the i
descr

To m
servi

providers and the cloudservice providers to be transparent about how they make use o

data

Ther
with
sensi
abou

pact of devices on cloud service ecosystems and the impact of cloud services on de
ibes the data flows that takeplace within the extended reference architecture.

hintain a relationship df frust between the stakeholders of the ecosystem of devic
Ces and also to meet the demands of laws and regulations, it is necessary for the dey

ypes that flowwithin the ecosystem.

b is a particular need to provide simple and clear statements to end users about ¥
data thatrelates to them. The data may be personally identifiable information (PII)
five, in-other words, this can be a privacy issue. Cloud service customers are likely to |

how their data are used, even when the customer is an organization rather than a

oncepts and
be used for

n ecosystem
1 computing
at describes
vices. It also

bs and cloud
ice platform
F the various

vhat is done
and may be
e concerned
n individual.

The

lotid service customer may be a data controller, holding personal data about their €

mployees or

their customers; in such a role, the cloud service customer has obligations relating to the processing of
that data.

To assist cloud service providers and device platform providers in being transparent about their use of
data, this document defines a simple language for making statements about data use, which can be used
to create clear notification to end users and other interested parties.

This version of ISO/IEC 19944 contains additional material which principally deals with organizational
data and the need to treat some organizational data in particular ways in order to ensure confidentiality,
integrity and so on.

To assist with this, the new concept of data facets is introduced and data facets are used to extend
the expressiveness of data use statements, including adding the concept of which individuals or
organizations have control over data.

© ISO/IEC 2020 - All rights reserved vii
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New data use categories are introduced, including some that address the newer uses of data associated
with artificial intelligence systems.
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Cloud computing and distributed platforms — Data flow,
data categories and data use —

Part 1:
Fundamentals

1 S
This

— @

i
S
This
servi
impli

cope
Hocument

xtends the existing cloud computing vocabulary and reference architecture in ISO/IE
50/1EC 17789 to describe an ecosystem involving devices using cloudsérvices,

escribes the various types of data flowing within the devices and cloud computing ec

escribes the impact of connected devices on the data that\flow within the clou
cosystem,

escribes flows of data between cloud services, cloud sérvice customers and cloud ser
rovides foundational concepts, including a data taxonomy, and

lentifies the categories of data that flow across the cloud service customer device
ervices.

document is applicable primarily to cloud service providers, cloud service custome

rations of data flows between devices and cloud services.

2
The

constlitutes requirements of this document. For dated references, only the edition cited
undated references, thelatest edition of the referenced document (including any amendme

ISO/IEC 177882014, Information technology — Cloud computing — Overview and vocabular]
ISO/IEC 17#89:2014, Information technology — Cloud computing — Reference architecture

3

ormative references

llowing documents.are referred to in the text in such a way that some or all of t

C 17788 and

osystem,

1 computing

vice users,

bs and cloud

rs and cloud

Ce users, but also to any person.@r organisation involved in legal, policy, technical or other

heir content
applies. For
nts) applies.

y

3 3 e =
CI'IILS dIIU UCIIITIUIOIID

For the purposes of this document, the terms and definitions given in ISO/IEC 17788 and the
following apply.

ISO and [EC maintain terminological databases for use in standardization at the following addresses:

[SO Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at http://www.electropedia.org/
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3.1 Terms related to data categories

3.11

account data

class of data

specific to each CSC that is required to administer the cloud service

Note 1 to entry: Account data is typically generated when a cloud service is purchased and is under the control of

the CSP.

Note 2 to entry: Account data consists of data elements provided by the CSC, such as name, address, telephone, etc.

3.1.2

end user id¢
EUII
derived data

3.2 Term

3.21
device
physical ent

3.2.2

application
set of cloud
content for a
other conten

Note 1 to entr
environment,

Note 2 to entr

3.2.3

application
cloud service
provided by

3.2.4

device platform

operating sy
Note 1 to enty

3.2.5

pntifiable information

associated with a user that is captured or generated from the use of the servicebytha

5 related to cloud services and devices ecosystem

ty that communicates directly or indirectly with one or more cloud services

marketplace
services providing a digital marketplace intended to ©ffer applications and other d
particular device platform (3.2.4) allowing users te-Browse and download application
t

y: A device (3.2.1) can use more than oneapplication marketplace.

cloud service
that supports applications\running on a given device (3.2.1), where the cloud serv
a party other than the device platform provider (3.2.5)

stem and relatéd feature set that provides the core capabilities for a device (3.2.1)

y: An application marketplace (3.2.2) is specific to a device platform.

device plat

device platfqrni.cloud service provider

rm provider

[ user

igital
s and

y: An application marketplace may be offered ta.the public, or to private groups such as a corporate

ice is

cloud service provider that provides cloud services necessary to support a device platform (

including managing needed digital identities

3.2.4)

Note 1 to entry: The cloud service provider that offers the application marketplace (3.2.2) is typically the same as
the device platform provider, but it is not required to be.

3.2.6

device platform cloud service
cloud service offered by the device platform provider (3.2.5) to support the device platform (3.2.4)

Note 1 to entry: An application marketplace (3.2.2) can be an example of device platform cloud service.

© ISO/IEC 2020 - All rights re
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3.3
3.3.1

ISO/IEC 19944

Terms related to privacy

personally identifiable information

PII

personal data
any information that (a) can be used to establish a link between the information and the natural person
to whom such information relates, or (b) is or can be directly or indirectly linked to a natural person

-1:2020(E)

Note 1 to entry: The “natural person” in the definition is the PII principal (3.3.3). To determine whether a PII principal
is identifiable, account should be taken of all the means which can reasonably be used by the privacy stakeholder

holdin

g the data _orbv anv other party to establish the link hetween the set of PIT and the natniral per

SOI.

Note
proce
specif

[SOU
3.3.2

P to entry: This definition is included to define the term PII as used in this document.‘A pu
5sor (3.3.2) is typically not in a position to know explicitly whether information it processes
ied category unless this is made transparent by the cloud service customer.

RCE: ISO/IEC 29100:2011/Amd1:2018, 2.9]

PII controller

priva
perso
purp

Note
while

[SOU

3.3.3
Pll p
natut

Note
synor]

[SOU

3.3.4
PIl p
priva
accoy

[SOU

3.4

cy stakeholder (or privacy stakeholders) that determines the\prposes and means fo
hally identifiable information (PII) (3.3.1) other than natural)persons who use data
hses

the responsibility for the processing remains with the/Pllcontroller.

RCE: ISO/IEC 29100:2011, 2.10]
rincipal
al person to whom the personally identifiable information (PII) (3.3.1) relates

1 to entry: Depending on the jurisdiction and the particular PII protection and privacy lg
ym “data subject” can also be uséd-instead of the term “PII principal”.

RCE: ISO/IEC 29100:2011,:211]

focessor
cy stakeholder(that processes personally identifiable information (PII) (3.3.1) on beh
dance with the instructions of a PII controller (3.3.2)

RCE: ISO/IEC 29100:2011, 2.12]

Terms related to organizational data

blic cloud PII
falls into any

I processing
for personal

| to entry: A PII controller sometimes instructs others, e. PIl processors (3.3.4) to process Pl on its behalf

gislation, the

alf of and in

3.4.1

individual data

class

of data objects under the control, by legal or other reasons, of a natural person

Note 1 to entry: Individual data can be a mixed dataset (3.4.6).

Note 2 to entry: Customer content data is individual data when the CSC is a natural person.

3.4.2

organizational data
class of data objects under the control, by legal, contractual or other reasons, of an organization

Note 1 to entry: An organization can be a for-profit company, a non-profit organization, a public or government
agency, a non-governmental organization or an international organization, and can be small, medium or large.

© ISO/IEC 2020 - All rights reserved
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Note 2 to entry: Customer content organizational data when the CSC is an organization and thus not a natural

person.

Note 3 to entry: Cloud service provider data (ISO/IEC 17788) is always organizational data by nature.

Note 4 to entry: Organizational data can be a mixed dataset (3.4.6).

3.4.3
organizatio
OPD

nal protected data

organizational data whose protection is required based on the policies established by governance of
data process

Note 1 to enty
and examineg
of governancsg

Note 2 to entr

3.4.4
public domj
class of data

Note 1 to ent

Note 2 to ent
and varies be

apply to them].

3.4.5
non-person
class of data

Note 1 to entry

3.4.6
mixed data
setof data o

3.4.7

higher level governance concerns regarding the use of data which is relevant from the persp
of data.

y: Organizational data can contain OPD and PII.

in data
objects over which nobody holds or can hold copyright or othef.intellectual property

y: Data can be in the public domain in some jurisdictions, whilenetin others.

y: The concept of public domain and the difference between this and "publicly available" is
fween jurisdictions. Readers should make themselves aware of the specific legal situation as

al data
objects that does not contain PII (3.3.1)

y: data objects that were originally PIl.and were later made anonymous are non-personal dat

set
pjects that contain both P/I{3.3.1) and non-personal data (3.4.5)

data principal

entity to wh

Note 1 to ent
and is able to

[SOURCE: IS

ch data relates

"y: The term®‘data principal” is broader than “PII principal” (or “data subject” as used elsew
denote apy €ntity such as a person, an organization, a device, or a software application.

D/IEC 20889:2018, 3.4]

y: Organizations have policies that govern the data under their control. ISO/IEC 38505-1 ide]\tifies

ective

subtle
t may

o

rhere)

3.5 TermsSTelated to artificial intetligence

3.5.1

artificial intelligence

<system> ca

pability of an engineered system to acquire, process and apply knowledge and skills

Note 1 to entry: knowledge are facts, information, and skills acquired through experience or education.

[SOURCE: ISO/IEC CD 229892)]

2) Under pre

4

paration. Stage at the time of publication: ISO/IEC CD 22989:2020.
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ISO/IEC 19944

artificial intelligence
<engineering discipline>discipline which studies the engineering of systems with the capability to
acquire, process and apply knowledge and skills

-1:2020(E)

Note 1 to entry: knowledge are facts, information, and skills acquired through experience or education.

[SOURCE: ISO/IEC CD 22989]

3.5.3

artificial intelligence system
Al system

syste
[SOou

3.5.4
maclk
ML

procq

[SOU
3.5.5

machine learning model

math|

Note
learn

Note
regre

[SOU
3.5.6

model training
<madhine learning> task of detérmining optimal model parameters from a given dataset

[SOU
3.5.7

trained model

resul
[SOU

3.5.8
trai

m using Al

RCE: ISO/IEC CD 22989]

line learning

ss using computational techniques to enable systems to learn from data or experienc

RCE: ISO/IEC CD 230533)]

pmatical construct that generates an inference, or prediction, based on input data

1 to entry: for supervised learning, a machine learhing model results from the training
ng algorithm

P to entry: for example, if a univariate linear,function (y = w0 + w1(x)) has been traineq
bsion, the resulting model could be y = 3 + (X).

RCE: ISO/IEC CD 23053]

RCE: ISO/IEC CD 23053]

E of modeldraining

RCE: ISO/IEC CD 23053]

or a machine

| using linear

ingdata

samples used to fit a machine learning model

[SOURCE: ISO/IEC CD 23053]

3) Under preparation. Stage at the time of publication: ISO/IEC CD 23053:2020.
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3.6 General terms

3.6.1
lifecycle

evolution of a system, product, service, project or other human-made entity, from conception through
retirement

[SOURCE: ISO/IEC 29110-4-3:2018, 3.15]

3.6.2

transparency

open, compr

hensive and understandable presentation of information

[SOURCE: ISP 21931-2:2019, 3.33]

4 Abbreviated terms

Al
BYOD
CCRA
CSA
CSC
CSN
CSp
CSuU
EUII
GPS
[aaS
[oT

[P

IP

ML
OPD
PII
SLA

USB

Artificial Intelligence

Bring Your Own Device

Cloud Computing Reference Architecture
Cloud Service Agreement

Cloud Service Customer

Cloud Service Partner

Cloud Service Provider

Cloud Service User

Emnd User Identifiable Information
Global Positioning System
Inffrastructure as a Service
Internet of Things

Inftellectual RPreperty

Internet Pretocol

Mpchine Learning

Organizational Protected Data
Personally Identifiable Information
Service Level Agreement

Universal Serial Bus
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5 Structure of this document

5.1 Document organization

This document is organized to describe two topic areas.

Overview and reference architecture (Clauses 6 and 7).

Data taxonomies, data categories and data use statement structure (Clauses 8, 9 and 10).

5.2 Overview and reference architecture

Overyview and reference architecture are covered as follows.

5.3

Data

(lause 6 provides the foundation of the document covering the “Overview,of devic
services ecosystems”. The clause describes the ecosystem and stakeholders where
dloud services operate.

(lause 7, “Extending the cloud computing reference architecture to the'devices and cl

and the flow of data between devices and cloud services.

Data taxonomies, data categories and data use statement structure

betwgen devices and cloud services) are covered as follews.
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and operations. “Data use categories” and related “scopes” described in this clause are
understanding of the data use:statements structure covered in Clause 10.

(lause 10, “Data use statements” describes the syntax and statement structure for exj
data are used by CSPs.and their partners.

(Overview of devices and cloud services ecosystems

Hocument builds on the foundation provided by the CCRA, ISO/IEC 17789, to accom
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dcosystem” covers an extension of the architecture specified in,ISO/IEC 17789 to indlude devices

taxonomies, data categories and data use statement structure (applicable to data exchanges

lause 8, “Data taxonomies” describes categories of data that can be captured, procesded, used and

stomer data,

loud service derived data, cloud service‘provider data and account data. The taxonorhy described

(lause 9, “Data processing and use-categories” describes the various categories of datp processing

required for

ressing how

Background and context — Impact of devices and personalized cloud seryices

Imodate data
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Many kinds of devices are used as clients for accessing cloud services. These devices rely on support
from cloud services which have an association between the device and the cloud service. Unique
identifiers are created and maintained to enable that association. The interaction between the device
and the cloud service requires an understanding of the flow of data between devices, cloud services,
cloud service customers and cloud service providers. This interaction also makes the discussion of data
classification and access and use become more complex.

NOTE

This document uses the term “device” in the context of a cloud service user as defined in

ISO/IEC 17788:2014, 3.2.17, which includes natural person, or entity acting on their behalf. Examples of such
entities include devices and applications. This document is written such that there is no conceptual difference
between types of devices, provided the device is acting as a cloud service user using cloud services.
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Cloud service providers offering device specific cloud services typically require a unique identifier
and a cloud service user account in order to provide those cloud services. This identifier and user
combination becomes the cloud service user’s key to their own personalized cloud services which can
offer an array of services, access to applications, rich advertising and retail infrastructure.

The always-on, always-with-me nature of some devices drives a new class of applications for personal
use that strive to assist users with every aspect of their daily lives by making useful suggestions based
on a trail of information flowing from the device and from applications running on the device.

For example, a mobile device user’s interaction with the device platform cloud services may offer the
device platform provider a very detailed trail of behavioural data, including user communications,

Contacts' Ca]nnr‘:n" ‘A7]‘lDY‘ﬂQ]’\f\llfc 9“{" CD:IY‘{"]‘\DC an] pnrt‘hacnc

6.2 Ecosystem of devices and cloud services

This clause ¢lescribes an ecosystem of cloud-supported devices and cloud services. Figure 1 depjicts a
common way of how a device may operate in a cloud environment. The cloud servicésused by dgvices
come in sevleral categories. The categories of cloud services used by devicescand covered in this
document atfe as follows.

— Device platform cloud service which can include application marketplaces. These “core”
services|are offered by the device platform provider and used to configure the device and regist
customdr (and where appropriate, the primary user of the device).with the application marketplace
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e cloud services provided to supportithe device platform. This is depicted by the

17789:2014, 8.3.1.

Iries involve interactions with the device and carry data traffic, potentially incl

marketplace knows which applicatiens have been downloaded on the device and the device pla
knows how ¢ften they are invokéd and how long they are used.

cloud
br the

ciated cloud services, including online user identity management. This is depicted hy the

bud in the diagram in Figure 1 and corresponds withghesub-role “device platform proyider”
n73.1.1.2.
kion cloud service which supports the applications developed and supported by

cloud
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b customer data or end user identifiable information (EUII). For example, the applidation
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Device platform cloud services
such as device application
marketplace and associated user
identity management

Sl

Application cloud services supporting
device applications developed by thifd=*
party CSPs such as workplace applications
or consumer apps, such as those offered by
airlines, banks, healthcare providers, social
networking, ete,

Users and
connected devices

Figure 1 — Devices and cloud services-ecosystem

Most|tablets, smartphones and other connected devices aneyoften connected to their deyice platform
cloud services in order to be fully functional. This connectivity and flow of data are depicted by the
arrow to the upper cloud in Figure 1, although some-leT devices may not communicate fo the device
platfgrm cloud services directly. At the same time, the devices are also connected to various cloud
servifes, depicted in the diagram by the lower.cloud, that support the applications developed and
supp¢rted by cloud service providers. This congectivity and flow of data are shown by the farrow to the
lower cloud in Figure 1.

6.3 |Devices and multiple user sub-roles

6.3.1] General

Devide users typically use.the same device while assuming various roles in their daily lives, often
concyrrently as shown.ih. Figure 2. Examples include a citizen/voter consuming city/government
servifes, a patient reeiving medical services at a doctor’s office or a hospital, a student attending
schoql, a motorist or.commuter on the road, a consumer in a mall/coffee shop/store, or a passenger in
the ajrport or trainstation, in addition to being an employee.

Citizgns, students, patients and employees, for example, each have unique requirements and needs for
data @nd privacy protection. Nevertheless, each user sub-role will use the same personal devlice including
the dpviee’s local storage, which can potentially be part of the same device application marketplace(s)

ecosystem and uwiall necatha caan davicen carvuicac Affarad vy thao davica’c anarating cuctanm
SteH AR W HT S e -5 e aE Vi ee- S ee 5 e rea oy ene-aeviee-5 0 peiathig Sy Steht:

Device provider, device services and applications, as well as cloud service providers providing the
applications on the device, may have visibility into the device users’ actions, data and their use of
applications and services. Such visibility to user data could continue as users assume multiple sub-roles
throughout their use of the device and use multiple applications such as those developed for workplace
use (employees), government and citizen use (voters, taxpayers, etc.), schools (students) or healthcare
(patients). The user’s data may be collected, stored, processed and used by the cloud service providers.
In contrast, for some applications and some cloud services, the user may take the sub-role of anonymous
user, where the user wants the right to use the application and cloud services in a private manner and
where the user's identity and the user's personal information are deliberately not shared with the
application and with the cloud service. While technologies such as application containers/sandboxes,
application-specific encryption and application-specific VPNs can mitigate this, there is still a need
for a data taxonomy that categorizes data in a harmonized and consistent fashion so as to enable a
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meaningful conversation between the cloud service customers, the cloud service providers, regulators
and other stakeholders about this data.

Citizen/
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user

Cloud service user
on a device

Passenger

The followin
and issues.

— Patient:

— (Citizen:
voting a

— Employsg
confider

— Student
commer

— Shopper]
persona
relevant

— Commuf
data ser

— Passeng

:Otey

Employee

Figure 2 — Example of roles a user can assume in device use scenarios

g is a non-exhaustive and informative list of sub-reles that help describe device scer

patients are subject to healthcare privacy laws.

hll aspects of an individual's relationshipwith government and public authorities, incl
hd obligations to and benefits received.from government.

tial assets.

many students are under-legal age and are therefore subject to stricter privacy
cial advertisement laws:

. data, such as payment instrument data, personal favourites, shopping location
| financial information can be collected and processed during shopping. Such data c
to privacy.

er: the flow of a commuter’s personal data could also be examined while the user ut
vices.effered while in transit.

eri{passengers are located in public transportation hubs, like airports. Certain rules

arios

iding

e: employees should follow the’organization’s policies to protect the organization’s

y and

E and
hn be
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may
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e apply.

— Anonymous user: where the user does not wish to share any personal data with the application and
with the cloud services, including identity.

6.3.2 Bring your own device

“Bring your own device” (BYOD) is defined as the practice of allowing employees of an organisation to
use their own computers, smartphones, tablets or other devices for work purposes. BYOD is a particular
case of mixing different roles when using a device where the user has the role of an employee or partner
of an organization.

In the past, it was common for organisations to provide the devices that employees used mainly or
even exclusively for work purposes, and those devices were connected to the organization’s networks

10
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and used the organization applications and systems. Organization-owned devices are typically tightly
controlled in terms of the installed software, both in terms of the software that can be installed by
employees and in the requirement to run a variety of management and security components including
firewalls, malware checking programs, encryption of stored data and so on.

The main concern for organizations is to ensure that the organization’s applications, systems and data
are secure and are only used for authorized purposes, so any employee devices with access to corporate
assets are controlled to ensure the integrity of organization systems.

The introduction of mobile devices such as smartphones and tablets changed the IT landscape
51gn1f1cantly These moblle devices are very popular and employees see them as helpmg them do

prod
to us
Empl
orga

BYOL
such

A mo
own
and n
cloud
on th
or els
devid
flow
other
the p
trans

Orga
confi
over

anot}
Claug
BYOI
other
Effec
sepat

For ¢
appli

L
S

thelr personal/prlvate moblle dev1ces to access the organlzatlons appllcatlons
pyees do not want to have multiple different devices (one their own, anotherioy
ization) since this can be burdensome and difficult to manage.

encompasses not only employees but also other users with a close relationship to the ¢
hs business partners.

bile device user remains connected to their personalized cloud services even when thd
Hevice into an organizational setting where they use organization-specific applicati
etworks even as the device runs applications not belonging te'the organization and c

e device may also use functions and rely on services.from the device platform cl
ewhere. That interaction is also captured and associated with the user’s digital id
e’s identifier. Instead of a simple client-server interaction, there is the potential for
of data between the device, the device platform cloud services, organization
applications installed by the user and the odrganization’s cloud services. The maijc
otential for leakage of enterprise data and‘the potential for data of doubtful prove
mitted to the organizations’ cloud services‘and/or internal systems.

hizational Information Technology ;(I'T) managers need to protect intellectual p
Hential data against unauthorized disclosure or leakage and, as such, may demand
h user’s own device when that(person is interacting with the organization as an en
ler role. Additional information on the security threats can be found in ISO/IEC 2
e 13. Organizational users-and their IT managers would benefit from deeper unde
scenarios affecting security and confidentiality of organizational data when device u
roles when using the same device (for example, as an employee, a student, a patient,
[ively, the need is\to partition the use of the device, with organization applicatio
ated by secure(boundaries from other applications and data.

rganizatiens,” BYOD brings some challenges, mostly relating to the security of
Cations @dngd'data when personal devices are used. The main risks can be summarized

oss ofcontrol over access to organization applications from the device, as a personal d
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evice may be

potential for loss, theft and unauthorized alteration of the data.

Use of non-organization applications and cloud services on the device:

a)

to use or transmit or share or store organization data

b) which may be used to access organization systems and applications.

Malware on the device stealing important data including identities and credentials.
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7 Extending the CCRA to the devices and cloud services ecosystem

7.1 Overview
The devices and cloud services ecosystem requires extensions to the CCRA described in ISO/IEC 17789.

Expansion of the description of the functional components in the User layer is required in order to
describe a number of components which relate to mobile devices. This is particularly important to
understand the data flows that take place within the ecosystem. There is an associated expansion in
the cloud service customer role and its sub-roles to describe additional activities and responsibilities
that exist when devices are used with cloud services. Similar extensions of the cloud service provider
role and its qub-roles are also necessary.

7.2 Personal and organizational environments

The cloud sefvices and associated applications are designed for a variety of uses. Applications and fcloud
services des]gned for the personal use of the end user form part of the “personalizéd,cloud services” of
the end user] Applications and cloud services, designed for use as part of the function of an organization
to which the¢ end user has a relationship (e.g. employee or partner), can bg described as “budiness
capabilities”|or “organizational capabilities”.

Personal us¢ applications and cloud services are very likely to involve-the case where the end user
performs all|of the roles defined for a cloud service customer, with aneed for simple interfaces to pllow
necessary administration and management capabilities.

Organizational use applications and cloud services by contrast'very likely separate out the integfaces
for the different roles for a cloud service customer, since it.is highly likely that the end user is n¢t the
same person as the cloud service administrator, for exaraple.

7.3 Device impact on the CCRA: User view
7.3.1 Cloyd service provider
7.3.1.1 Sup-roles

7.3.1.1.1 (eneral

The cloud sprvice provider role is defined in ISO/IEC 17789:2014, 8.3.1. A cloud service prgvider
can make clpud services ‘which are usable with any device. However, devices usually have a special
relationship|with one particular cloud service provider, the device platform provider; therefore, there
is the need tp definela hew sub-role to accommodate this.

7.3.1.1.2 (SPR:device platform provider

The CSP:device platform provider is a sub-role of cloud service provider that provides the set of cloud
services necessary to support the device platform. The party that offers the cloud services for the
application marketplace is typically the same as the party that plays the CSP:device platform provider
sub-role, but this is not necessarily the case.

The CSP:device platform provider typically offers the cloud services necessary to provide identity
management for the user of the device. This is usually done in conjunction with the application
marketplace.

The device platform provider’s cloud computing activities include:
— providing data and applications;

— sharing data with third parties;

12 © ISO/IEC 2020 - All rights reserved
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In addition to the cloud computing activities specified in ISO/IEC 17789:2014, 8.3.2, the following
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ties apply to the sub-roles of CSP.
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Sharing data: makes customer content data and derived data available to third party o

roviding data and applications: makes provider data and applications available(to-d
ustomers under a cloud service agreement.

nder an agreement, for business purposes of the cloud service provider.

rocessing and using data: processes customer content data and derived data for certd
br instance advertising, business intelligence, security and privacy, inder terms statec
ervice agreement.

roviding application marketplace: provide and maintain theapplication marketplace.
he applications which run on devices and the set of cloud services which support the :

roviding device platform cloud services: provideshe set of cloud services necessary
evice platform.

roviding data related services: involves the\providing of data related services to d
ustomers and cloud service users such as@nline advertisements or business intellige

Cloud service customer
1 Sub-roles

1.1 General

EC 17789:2014, 8.2:1and 8.2.1.1 specify the role of cloud service customer and its s
service user. Beth-apply to this document.

ding to ISOAEC 17788 and ISO/IEC 17789, the cloud service customer is a party i
onship fot<the purpose of using cloud services, whereas the cloud service user, 4
n using.a’particular device, is a sub-role of cloud service customer which uses the cl

are thejndividual employees of the organization.

banization scenarios, the cloud service customer is the organization and the cloud s

loud service

rganizations

in purposes,
| in the cloud

['his includes
ipplication.

to support a

loud service
nce.

ub-role CSC:

n a business
s the actual
ud services.
ervice users

There are other cases where the cloud service users may not be employed by the organization but have
another type of relationship with the cloud service customer, for example, the cloud service users may
be customers of the cloud service customer organization.

In other cases, one person may be the customer of a cloud service but the cloud service users are a
number of people who have a non-business relationship with the customer (such as a home movie
streaming service).

There are consumer scenarios where the cloud service customer is the same person as the cloud service
user and, in this case, devices, applications and services are all linked to the device users through their
customer accounts.

The term “CSC:cloud service user” is synonymous with “device user” used elsewhere in this document
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7.3.2.1.2 CSC:cloud service user

The role specified in ISO/IEC 17789:2014, 8.2.1.1 applies.

7.3.2.2 Cloud computing activities

The cloud computing activities specified in ISO/IEC 17789:2014, 8.2.2, which relate to the sub-roles of
cloud service customer apply and are extended to include:

— providing customer data: makes customer data available to the cloud service provider under an

agreement;
— using dgta: uses data obtained from cloud services on their devices;
— installirlg applications on mobile devices: download and install applications on end usetj devides.
7.4 Device impact on the CCRA: functional view
7.4.1 Gengral
Figure 3 prqvides a functional view of the “devices and cloud services” e¢esystem for the purposes
of identifyinlg key data flows between functional components present on the device and those ¢f the
various cloufl services.
(" User layer )
[}
E Application Application
<)
B Application
marketplace
Application client client
component
Device platform
. J
| Access laygr |
(- ™
Service layer
Device platform
App‘libdtiull tloudservice cloud service
\ y,
[ Resource and network layer ]

Figure 3 — Devices and cloud services functional view

The significant components of the devices and cloud services ecosystem are in the user layer and in
the service layer. In the user layer, the major functional component is the device. The device embodies
the user function component identified in ISO/IEC 17789 and it provides the means by which the end
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user interacts with the ecosystem. In the service layer are two categories of cloud services, the device
platform cloud service and the application cloud services.

The device contains a number of subcomponents. There is the device platform, the application
marketplace client and applications some of which may contain application client components.

It is typical for the device platform, the application marketplace and the device platform cloud
service to be closely tied together, often all provided by a single cloud service provider organization.
Applications running on the device typically connect with one or more application cloud services. A
given application may be associated with a set of application cloud services, all owned and operated
by a single organization. However, it is also common for a given application to make use of multiple

appli"afinn cloud services offered hy mn]fip]o cloud service prnvidorc

The application client component typically connects with a particular applicatien| clpud service,
althopgh the organization responsible for the application may be different frof the prganization
respdnsible for the application client component and its application cloud service.

7.4.2| Functional components in the functional view

7.4.2{1 Device

This represents the physical device, together with any integral ot attached hardware components such
as mgmory.

7.4.212 Device platform

The device platform represents the basic functionality (behaviour) of the device on which everything
else depends, including the main user interface of\the device. It also includes application pfogramming
interfaces (APIs) and access to hardware compaenents, such as the screen, any buttons, network devices,
GPS devices, cameras, biometric device, cryptegraphic functions, etc.

7.4.2{3 Application

This represents an application (app) running on the device to provide some capability tp the user. It
may pe preinstalled on the device when delivered to the user, or installed separately. For separate
installation, the application may be delivered to the device in various ways, such as being|downloaded
froman application marketplace, pushed to the device by an organization, or downloaded s a file.

Ther¢ are also scenaries where mobile applications are downloaded directly without the assistance of
an application marketplace. However, the application can always utilize cloud services or gny on-board
capabilities of the device platform (e.g. telemetry and environmental sensors) to collect and transmit data.

Somgq solutions’ for securing mobile operating ecosystems offer sandboxing capabilities.|[Such secure
environments offer a parallel execution environment where the applications run in a more secure
envirpnment where data can be tightly controlled.

7.4.2.4 Application cloud service

Application cloud services are cloud services that offer capabilities to applications running on the
device. The capabilities are typically offered by means of an API which the application can invoke as
required.

Some application cloud services are specific to a particular application, while others can be used by
many applications and are offered through public APIs.

It is typical for application cloud services to be independent of any particular device platform.
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7.4.2.5 Device platform cloud service

The device platform cloud service supports capabilities that are unique to the device platform

such

as device customer and/or user identity, authentication, authorization, accounting, device setup and
provisioning, firmware maintenance and application marketplace functions. Significant elements of the
device user’s data will reside here, with storage of identity and personalisation profile metadata. The
device platform cloud service is accessed with an “application marketplace ID”, which links all of the
device user’s actions on the device platform provider’s services and can be used by other developers
to identify the user for other applications. Those user actions can also be transferred to an advertising

cloud service as input to select, price and deliver advertisements.

7.4.2.6 Agplication client component

The applicatiion client component is part of the application. It simplifies the creation of the applid
by providing the application developer with simple access to application cloud services’of to d
platform serjvices.

For exampld, an application can call the application client component which camrcall on eithg
device platfqrm for GPS information, or an application platform cloud service for'an IP address log
lookup. An gpplication client component can also act as a common point of integration to data s
on the devide which is common to multiple applications, such as a contact database, calendar, s
credentials qtore, or known locations.

7.4.2.7 Application marketplace

The application marketplace functionality handles the installation of applications on the devicg
usually closgly tied to the device platform and relies on arcatalogue of applications held in the d
platform clopd service. It has a privileged position in dataXlows in that it has access to data on e}
which applidations the user has purchased, installedgused, updated and has rights to use. It us
also knows how much memory has been used. It prebably also has information about location, ac
status and other personal information about the iiser and their behaviour.

7.4.3 Functional view: data flows

This documgnt extends the functional.view expressed in ISO/IEC 17789 to include the data
which take place between the functional components described in 7.4.2. Figure 4 shows the data
between the|functional components shown in Figure 3.
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Figure 4 — Data flows between components

In Figure 4, the “Use cloud service” activity is shown in those places where a user layel component
exchgnges data with a cloud service = this indicates which functional components are intdracting with
one dr more cloud services. The_interactions between components and the associated ddta flows are
showin with double headed arrows each labelled with a letter (“A” through “H”) — the lettler labels the
data flow and is used in the description as follows.

Datajflow A: between anapplication and an application cloud service.

In this flow, the comimunication uses no device platform-specific code in the application dr the device.
Use of the application cloud service is independent of the device or other functional components, except
that {ts use mdyalso cause data to flow between the device platform and the device platform cloud
servife (seedata flow G).

Data(flowB: between an application and the device platform.

This takes place where an application requires services from the device platform or exchanges data with
the device platform. An example is where camera device data flows to a camera application and then is
stored as an image file on device storage. The device platform is aware of exactly which device features
are being used and by which applications. In some cases, the device platform also communicates with
the device platform cloud service to provide these services (see data flow G).

Data flow C: between an application and an application client component.

The application client component may be built in to the application’s own executable, be linked from an
external function library, or execute in a separate operating system process on the device. Reasons for
this include simplifying application development, obtaining functionality required for the application
to operate, enhancing the user experience, or generating revenue. Examples of the latter include
connecting the application to an advertising service or connecting it to a payment service. Note that
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application use of capabilities provided by the application client component may result in data flows
to the device platform (see data flow D) and also to the device platform cloud service (see data flow G).

Data flow D: between an application client component and the device platform.

This often includes use of the user credentials or device identifier and may also include access to device
sensors and functions such as biometric devices, GPS, gyroscope, microphone, speaker, light sensors, etc.

Data flow E: between an application client component and an application cloud service.

An application client component may exchange data with one or more application cloud services as part
of delivering functionality to the application using Data flow C. This may run securely and in isolation

from other a
requirement

Data flow F

The applicat
identity and
including mg

Data flow G

This include|
marketplace

a considerablle amount of data connecting the user to the applications they are installing and using

search for, ¢

the device and the device platform cloud service.

These flows
device telen
content), usq
storage of ¢
search, may
platform is 4
service(s) an

Data flow H| between the application marketplace application and the device platform cloud serv

For most de
the underly
application”
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Note that dg
particular o

S.
between an application marketplace application and the device platform.

ion marketplace application communicates with the device platform in“order to o
security information about the user, to get information about thecdevice configu
mory and storage usage and to install and to update applications on'the device.

between the device platform and the device platform cloud service.

5 associating the device identifier with a user account idéntifier and with an applic
account. It also communicates requests to support the marketplace store app, so it ing

hoice, purchase, download and updates of an application all result in data flows bet

often include EUII sub-types such as devieg-connectivity data, user credential dat
letry data linked to an individual such.as location (for geo-fencing of application
br age information (for appropriate content control) and language choices. Processi
pmputational or data intensive device' platform capabilities, such as voice recogniti
be split between the device platform and the device platform cloud service. The d
Iso aware of the data flows between all applications and their respective application
d this may result in additional data flow to the device platform cloud service.

vices, applicationssare installed, uninstalled and managed on the device, separate
ng operating systém of the device itself. This is usually done through a “market
of some kind, which provides the device-side functionality required by the applid
within the-device platform cloud service. It is usually tightly coupled to the device plat]

ta flows-in different directions between the components in Figure 4, depending o
beration taking place. For example, on a 'create’ request data flows from the comp

pplications and the device platform, for example 1n order to conform with payment industry

btain
ation

ation
ludes
5. The
ween

h and
5 and
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n or
evice
cloud

ice.

from
place
ation
form.

n the
bnent

making the

request, whereas on a 'retrieve' request data flows back to the component makinlg the

request.

8 Data taxonomy

8.1 Overview

Transparency about the acquisition, processing and use of data by cloud services and associated
applications is desired by users, regulators and cloud service customers. The data taxonomy described
in this document is intended to support transparency about the types of data that are acquired by CSPs,
as well as how they are used. This document provides a common data taxonomy and transparency
concepts. This clause addresses the following areas:

data categories;
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— data identification qualifiers.
8.2 Data categories

8.2.1 General
This clause defines a set of data categories in the devices and cloud services ecosystem.

Any description of how data are acquired, transferred, processed and used requires, in majority of
cases, clarity about the specific data categories involved. There are many different data objects in
the devices and cloud services ecosystem and multiple ways to process or use those data objects. One

approéach to transparency is to name and define each data object and describe how it isy]
used] Although such an approach is comprehensive, it has two limits. Firstly, the data,o
ecosystem are constantly changing as technology, devices and cloud services evolv€) subje
to copstant revision. Secondly, the list of objects and uses would be so long, duplicdtive and
stakgholders would find it difficult to gain a useful understanding of how data are actually]

ry together with all possible types of relations between these categories, would intr
plexity beyond the requirements of this documént/Instead this clause defines “data ©
archical structure with inheritance/sub-type-relationship. This hierarchy branches f|
data categories described in other International Standards. (i.e. ISO/IEC 17788/IS
SO/IEC 19086-1), cloud service customer.data, cloud service derived data, cloud sery
hnd account data. Each of these four categories is further divided with definitions of
bd data objects, some of which are again divided into sub-types.

a hiel
basic
and I
data

relatg

One yse of this data taxonomy is tocsupport broad policy statements. Although other apj
possiple to data categorization, the advantage of a hierarchy is that any statement regard
can apply to the broadest possible’data categories, as defined in the highest appropriate brg
abstrpction) in the taxonomy.)As such, each category in the hierarchy is created to be
possible, in anticipation of the requirement for granularity at various portions of the data cz
hierafchy. The data taxonomy described in this document is not intended to be exhaust
intended to be extensible. It is intended that a CSP may extend the taxonomy to define new
data fo suit the neéds of their cloud services. One likely data category subject to regulation
and dontractualrequirements is customer content data, particularly for application capa
servifes that(necessarily understand the nature of the customer content data that such cl
process.

ocessed and
bjects in the
cting the list
romplex that
managed by
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Whertera”CSP does use additional sub-categories of data, it is necessary for the CSP to 1

rovide clear

definitions of each new sub-type and to describe its relationship with other categories. A hierarchical
relationship is strongly recommended, based on the four topmost categories defined in this document
(see Annex A for a hierarchical diagram of data categories and data identification qualifiers).

Transparency is enhanced when providers minimize the total number of statements needed to describe
their overall data processing and use policy. As a result, sub-types of a data type are only defined in this
taxonomy based on a perceived need to address a more specific set of data objects in descriptions of
processing or use clauses of the taxonomy. For example, in 8.2.2, there are clearly data objects (e.g. an
image file) which are not described by the definitions of “credentials” nor “user contact list”.

This clause does not therefore propose a general purpose, comprehensive, taxonomy but instead a
single view that is fit for purpose to analyse data flow and data use. A “faceted view” may be used to
construct statements applying to a set of data categories sharing a single characteristic not available
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through a purely hierarchical view. Such characteristics can be used as “data identification qualifiers”
as introduced in 8.3.

As an example, a characteristic can indicate whether a particular data category contains PII, the
definition of which varies between different jurisdictions and thus makes it difficult to include in a
single, global, hierarchy of data categories. Additional views shall be developed according to specific
needs of cloud service providers and customers.

Statements about data processing and use are assumed to apply to all instances of a named data type,
including all sub-types. Some descriptions of processing and use may take advantage of defined sub-
types to simplify statements by referring to a parent/super type but excluding one or more of its sub-
types in the statement. For nvamp]n' a cloud service prnvidnr may state that fhny nnr‘rypf “all derived
data, except] for telemetry”, instead of naming each of the sub-types of derived data and dmjtting
telemetry.

8.2.2 Customer content data

8.2.2.1 General

Customer coptent data is cloud service customer data extended to include similar data objects proyided
to applicatiopns executing locally on the device. Notice that the locally executing application may o may
not choose tjo share that data with the cloud service and yet the data-would still fit in this ext¢nded
definition. This includes content directly created by customers and their users and all data, inclphding
all text, sound, software or image files that customers provide to the cloud service, or are provided to
the cloud setjvice on behalf of customers, through the capabilities{of the service or application. Thif also
includes data that the user intentionally creates through the ase/of the application or cloud service| such
as documents, processed data sets, modified images, recorded sounds, etc. When customer content data
local to the device is transmitted to the cloud service, it becomes cloud service customer data.

Specific typgs of information in customer content data'may require explicit use statements by the cloud
services proyider to the extent that the CSPs are aware of their presence. The following data categories
are subsets ¢f customer content data.

8.2.2.2 Crpdentials

Data provided by the customer td_identify a user to the device, application or cloud servicg, e.g.
passwords, [password hints, ete, including biometric data provided for identification. The get of
credentials dlata are a sub-type.of customer content data.

8.2.2.3 Customer contact lists

Contact infofmation(for people that the cloud service customer provides, or is provided to the sqrvice
on customerfs’ behalf, through the capabilities of the service. Customer contact list data is a sub-type of
customer copteént-data.

NOTE1 Cloud services can have a distinction between the cloud service customer and the cloud service
users associated with that customer. Cloud service user contact list information provided by the cloud service
customer to the cloud service provider is also customer content data.

NOTE 2  Contact information provided solely to support, to administer or to make payment for the service is
account or administration contact information (see 8.2.5.2).

8.2.2.4 Personal health data and medical records

Personal health data and medical records are a form of sensitive personal data relating to an individual.
The processing of this type of data is heavily regulated in many jurisdictions (e.g. Health Insurance
Portability and Accountability Act [HIPAA] in the USA and Personal Information Protection and
Electronic Documents Act [PIPEDA] in Canadal22]).
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8.2.2.5 Personal genetic data

Personal genetic data is information about the genetic makeup of an individual (e.g. DNA record).

8.2.2.6 Personal biometric data

Personal biometric data is encoded data that describes certain characteristics of an individual (e.g.
fingerprints, face geometry, iris pattern). For example, the voice prints of the human vocal cords and
the posture maintained when walking (as used in Japan's Amended Act on the Protection of Personal

Information)12l,

8.2.2

Persd
strin

7 Personal data of children

nal data relating to children is regarded as sensitive personal data and is.3ubj
pent regulations and compliance rules (e.g. General Data Protection Regulation (GDI

ect to more
PR)(1Z] in the

European Union).

8.2.2|8 Political opinions

Political opinions of an individual are personal data that is often subjeetto special rules and regulations.
8.2.2]9 Financial details

Finarcial details relating to an individual include information about accounts, credit cards, payments
and ¢redit history. This is usually regarded as sensitivé personal information subject §o particular
regulations.

Finarjcial details relating to an organization as organizational data include informatiqn about tax

recorn

8.2.2

Data

ds such as invoices, accounting document§’or documents supporting company registi

10 Sensor measurement data

that has been obtained from @ measurement sensor. Sensor measurement data 3

orga

to m¢nitor and optimize the use-of pesticides, nutrients and water), data about temperaf
speed from wind turbines, data obtained from industrial robots measuring the environmer
around them.

8.2.3

8.2.3

Deriv
exerd

izational data and may even éxist in mixed dataset; examples are precision farm

Derived data

1 General

ed,data is cloud service derived data extended to include similar data objects deriy

ation.

ire typically
ing (helping
ure or wind
tal elements

ed as a user

iseSthe capabilities of an application executing locally on the device. When the local p

ortion of the

data

8.2.3

8.2.3

S transmitted to the cloud Service, it DecoImes cloud Service derived data.

.2 End user identifiable information (EUII)

.2.1 General

EUII is linkable to the user but is not customer content data. EUII is a sub-type of derived data.

NOTE

The term customer, user and tenant are used in the same way as cloud service customer,

cloud service

user and cloud service tenant in ISO/IEC 17788, with the definition of “customer” extended to include users
of applications. In many services, a single individual fulfils all client-side roles, including user, customer and
administrator. Customer, when used alone, is assumed to represent all three roles.
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8.2.3.2.2 Telemetry data

This refers to data collected about the capabilities of the product or service. Examples are measurement,
performance and operations data. Telemetry data represents information about the capability and its
use, with a focus on providing the capabilities of the product or service. Telemetry data may contain
information about one or more users and is a sub-type of EUII (see 9.3.2).

8.2.3.2.3 Connectivity data

This refers to data that describes the connections and configuration of the devices connected to the
service and the network, including device identifiers, (e.g. IP addresses) configuration, settings and
performanc¢-Conmectivity data tsa sub-type of EUTT:

8.2.3.2.4 (bserved usage of the service capability

This refers tio data provided or captured about the users’ interaction with the service or produgts by
the cloud seijvice provider. Captured data includes the records of the users’ preferences and settings for
capabilities, [the capabilities used and commands provided to the capabilities. Usage data is a subf-type
of EUIL

8.2.3.2.5 Demographic information

This refers fo data containing demographic information about the“end user provided or gathered
though use ¢f the capabilities of the application or cloud service.(Demographic information is g sub-
type of EUII,

8.2.3.2.6 jrofilingdata

This refers fo data provided or acquired about a users’ interests and preferences relating to coptent,
organizations or objects outside of the service, e.g."sports teams, businesses, products, etc. Prgfiling
data is a sub}type of EUII.

8.2.3.2.7 (ontent consumption data

This refers tp data about media contentthat a customer accesses through the capabilities of the sefvice,
e.g. TV, videp, music, audio or text,beoks, applications and games. Content consumption data is 4 sub-
type of EUII,

NOTE1 Copntent consumptiondata is distinct from usage data collected when the user accesses cusfomer
content data.

NOTE2  Copntent consSumption data is distinct from client-side browsing history collected when accgssing
information accessed-of available on the web.

8.2.3.2.8 (lient-side browsing history

This refers to data in the form of records of the web browsing history when using the capabilities of the
applications or cloud services stored in the service or application. Client-side browsing history data is a
sub-type of EUIL.

NOTE A record of the websites viewed by the user captured by a web browser is an example of a client-side

browsing history. In some instances, certain legal obligations may be defined, e.g. UK Investigatory Powers Act
2016[18],

8.2.3.2.9 Search commands and queries

This refers to data in the form of records of search commands or queries provided by the user to the
service or product. Search commands and queries data are a sub-type of EUII.
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8.2.3.2.10 User location

This refers to data in the form of records of the location of the user within a specified degree of
precision. User location data is a sub-type of EUII.

8.2.3.2.11 Social data

This refers to data in the form of records of interaction between the user, other people and organizations.
This includes friends’ lists and information about types of interactions (e.g. likes, dislikes, events, etc.)
related to people and/or entities/ businesses which collectively encompass social graph data. Social
data is a sub-type of EUII.

NOTH1 A customer’s own contact information is account or administration contact information|(see 8.2.5.2).

NOTH2  User’s contact list maintained explicitly as such and entered by the cloud seryice usef or customer
using|the capabilities of the service is called a “customer contact list” and is considered clistomer cpntent data.

8.2.3|2.12 Biometric and health data

This fefers to data in the form of metrics about the (human) user’s inhérent characteristicq collected by
the application or service’s capabilities. Biometric and health data aréa sub-type of EUII. For example,
the vpice prints of the human vocal cords and the posture maintained when walking (as uged in Japan's
Amended Act on the Protection of Personal Information)[12l.

NOTH1 Biometric data provided to the system or application for identification areconsidergd credentials
(see 8.2.2.2).

NOTH2  Personal biometric data (see 8.2.2.6) entered \by*the user are customer content data.

8.2.3{2.13 End-user contact data

This refers to data in the form of contact information for a cloud service user. End-user confact data is a
sub-tlype of EUII.

NOTE End-user contact data is“different from customer contact lists (see 8.2.2.3) of account or

admiristration contact information see 8.2.5.2). This data type is captured or generated as the fiser interacts
with the cloud service.

8.2.3|2.14 User’s envirfonmental sensor data

This tefers to data,inthe form of the physical environment captured by sensors as the user|exercises an
applitation or cloud service’s capabilities. User’s environmental sensor data is a sub-type of EUII.

8.2.3|3 Organization identifiable information (OII)

OIl is| the“data that can be used to identify a particular tenant (general configuration or ugage data); is
not linkable to a user and does not contain customer content data. This also includes data aggregated
from the users of a tenant that is not linkable to the individual user. Oll data is a sub-type of derived data.

8.2.4 Cloud service provider data

8.2.4.1 General

Cloud service provider data (as defined in ISO/IEC 17788) is unique to the system and under the control
of the cloud service provider.

NOTE Cloud service provider data does not include customer content or derived data.
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8.2.4.2 Access and authentication data

This refers to data used within the cloud service to manage access to other categories of data or
capabilities within the service. It includes passwords, security certificates and other authentication-

related data.

Access control data is a sub-type of cloud service provider data.

8.2.4.3 Operations data

This refers to the data which is used for supporting the operation of cloud service providers and system
maintenance, such as service logs, technical information about a subscription (e.g. service topology),
technical information about a tenant (e.g. customer role name), configuration settings/files.

8.2.5 Acclunt data

8.2.5.1 General

Account dat
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payment inf]
although ea
account datg
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8.2.5.3 Payment instrument data
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subset of acd
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h is a class of data specific to each cloud service customer that is required to sign u
administer the cloud service. This data includes information such.das names, addr
prmation, etc. Account data is generally under the control of the,cloud service pro
th cloud service customer usually has the capability to input read and edit their
but not the records of other cloud service customers. See ISO/IEC 19086-1.

count or administration contact information

0 the contact information for a customer of an agplication or cloud service and any
nistrators and cloud service business managers¢désignated to administer and contr
Fvice. Account or administration contact information is a sub-type of account data.

p data provided by the cloud servigé;customer for the purpose of making payment f
o pay for products or services bought through the services. Payment instrument dat
ount data.
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bral

category can\provide or contribute to information that identifies or can be linked
bferred todnthis document as personally identifiable information (PII). The extent to
re directly identified in the data and how easy it is to associate a set of characterist
h individual is important to individuals, CSCs and policy makers as they assess a use o
y.<Therefore, the specification of data in the context of data use or data processing s
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own
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entify

This clause defines qualifiers that can be used with data categories to describe the degree to which an
individual is directly identified by the data and how the individual is associated with characteristics
(attributes) in the data.

In addition to PII, which contains information related to natural persons, data exists which contains
information related to the identities of non-human entities. Such non-human entities can include an
agent or an loT device, or other entity relevant to an organization. Note that in ISO/IEC 20889, human
and non-human entities are collectively referred to as data principals.

Organizational data can contain information relating to the identity of non-human data principals and
in some cases, this can be regarded as OPD, i.e. the organization regards the identity as confidential
information which should not be divulged to unauthorized parties.
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This document introduces five degrees of data de-identification in subclause 8.3 that can be achieved
using techniques described in ISO/IEC 20889. These degrees of de-identification are used as attribute
qualifiers for data objects described in the data use statements.

The de-identification techniques described in ISO/IEC 20889 are sufficiently generic that they can be
applied in variety of scenarios involving all data principals, and this can include the identity of non-
human entities such as are found in OPD.

8.3.2 Identified data

Identified data is data that can unambiguously be associated with a specific person because PII
is ob i i oG i i ifi be found in
ISO/IEC 29100:2011, 4.4.1.

Identfified data can be either PII or OPD.

Pseudonymized data

onymized data is data for which all identifiers are substituted by:aliases for whjch the alias
assighment is such that it cannot be reversed by reasonable efforts of anyone other than the party that
performed them.

This [corresponds to data resulting from the process of “psetidonymization” in ISO/IEC|29100:2011,
2.24 and described as “pseudonymous data” in ISO/IEC 29100:2011, 4.4.4.

Pseudlonymized data can be either PII or OPD.

8.3.4/ Unlinked pseudonymized data

Unlinked pseudonymized data is data for which'all identifiers are erased or substituted hy aliases for
which the assignment function is erased onirreversible, such that the linkage cannot be rg-established
by repsonable efforts of anyone includingithe party that performed them.

Unlinked pseudonymized data can béeither PII or OPD.

8.3.5|] Anonymized data

Anor:ﬁrmized data is data that is unlinked and for which attributes are altered (e.g. attributg¢s’ values are
rand¢mized or generalized) in such a way that there is a reasonable level of confidence that a person
canngt be identifiedfdirectly or indirectly, by the data alone or in combination with other ¢ata.

This forresponds to data defined as “anonymized data” in ISO/IEC 29100:2011, 2.3 and| the process
defined as “afionymization” in ISO/IEC 29100:2011, 2.2.

For PD eontaining information related to the identity of a non-human entity, this can he made into
anonymized data by unlinking and alteration of attributes in such a way that the identity of the non-
human entity cannot be discovered from the data.

8.3.6 Aggregated data

Aggregated data is statistical data that does not contain individual-level entries and is combined from
information about enough different persons that individual-level attributes are not identifiable.

Aggregated data can also be created from information about non-human entities such that individual-
level attributes are not identifiable. Such aggregated data can be OPD.
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8.4 Orthogonal facets of data

8.4.1 Gen

eral

Emergence of technologies such as IoT and ML have increased the complexity of data sharing and data
use. Often PII and other data are blended together in data sets generated by IoT devices or collected
from CSUs during their use of cloud services. To add further precision to transparency and data use
expressions supported by the data taxonomy in this document, it is beneficial to separate data under
the control of individuals from that of the organizations.

Data about natural persons are often the subject of privacy considerations. Organizational data are

often the su
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ion. Each facet describes a given property of data and is independent from pther fac
cognizing such orthogonal facets of data and providing an extended taxonomy for
and description enriches the data taxonomy presented in this document,

ent clauses and Table 1 present details of facets of data including description for
Fion, hierarchies of categorization of data, levels of de-identification of data an
who have control over the data.

orthogonal facets of data can be described by their own &espective hierarchical pro
Imple, categories of data described in this document are‘described in a hierarchy; sim
pe a classification of data defined that may include ahierarchical property set for bus
evels in the hierarchy and the degree of its granularity depends on each given facet.

s facets of data, and the associated attributes\ef data objects, it is possible to addres
mily of data activities: 1) Data obligationsiand protection and 2) data utilization
[he goal of a well-managed organizationis to maximize data utilization while man
nd responsibilities relating to the data it'holds. A risk-based data management frame
ronstructed to describe and report use of data in an organization.

b statement structure can be_expanded to support use of attributes of data object:
ments from each of the orthegonal facets.
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Given the orthogonality requirement, a data object can have a facet designation from each of the above
facets simultaneously, as needed.

The following clauses further expand on the commonly known facets in Table 1.

8.4.2 Perspective used in the definition of data facets

When a new facet of data is defined along with the associated hierarchical elements, it is often the
case that the facet, along with its elements could need to be defined from the perspective of a group of
stakeholders. A common set of such stakeholders are CSPs, CSCs and CSNs. Each element in a given data
facet can be defined and be applied from the point of view of a defined stakeholder, i.e. each element is
defined frongtheperspective of astakeholder:

8.4.3 Common orthogonal data facets

8.4.3.1 Introduction

The following are a list of commonly used facets of data. Each facet of data are.described, along with
associated hiierarchical elements that further break down the given data faget for higher granujarity
and precisioh in data disclosures and use statements.

8.4.3.2 Data facets based on control

8.4.3.2.1 lLegal control of data compared to operational control

Throughoutthis document, control over data is used as a cetitral, defining concept. However, there are
two types of{control over data that need to have precise.definitions: operational and legal.

— Operatignal control: provides the ability to perfoerm operations on the data, for example Cfeate,
Read, Update, Delete. This requires having operational control over the data object on whidh the
intended operation is being performed.

— Legal coptrol: provides the legal or contfactual basis for having the right to have operational cgntrol
over dafa. For example, someone at\the human resources department can have the legal right to
access gmployee personnel records’(i.e. exercise physical control over that data), but a sequrity
hacker dan obtain operational cehtrol over the same data, by hacking into the IT systems at the
company. The hacker has obtained operational control, but at no time did she have legal contrpl.

It is importdnt to differentiate’between these two types of control, when making precise definifions.
It is worth npting that having operational control does not provide for legal control, and vice verfa, as
exemplified py the haeking example above. Another example is when someone loses her data storgd on
a USB stick hile traveling on a train. The person has lost physical control over her data, but shg still
has legal control-ever it (e.g. the copyright she holds over photos taken and subsequently saved dn the
USB stick).

The legal control is derived from laws, regulations, contracts, local customs and culture. For example,
many jurisdictions grant automatic copyright protection to a person who snaps a photo.

8.4.3.2.2 Operational control data facet

The operational control data facet describes the ability to perform operations on the data, for example
Create, Read, Update, Delete, Copy and Move. This means having operational control over the data
object on which the intended operation is being performed.

Note that having operational control is independent of having legal control. One may have not have legal
control (for example a hacker) but still obtain operational control by breaking into a system.

There could also be custom-defined operations for operational control, allowing the entity with control
to perform a custom-defined operation on the data object.
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8.4.3.2.3 Legal control data facet

8.4.3.2.3.1 General

The legal control data facet describes the legal, regulatory or contractual basis for having the right
to have operational control (see 8.4.3.2.2) over data. For example, someone at the human resources
department may have the legal right to access employee personnel records (i.e. exercise operational
control over that data). Other examples of legal means of control that offer the right to have operational
control are privacy laws or regulations, intellectual property laws, contract law, as well as control over
the data dictated by data policies of an organization. Such data policies are typically determined based
on an organization’s appetite for risk, plans for value generation, local customs, ethics, and culture.

8.4.3|12.3.2 Legal entity data facet

The legal entity data facet describes the kind of entity which exercises contrel-over 6jiata objects,
inclugling a natural person, an organization or the public at large. Examples of organization are for-
profif companies, non-profit organizations or government agencies.

8.4.3|2.3.3 Legal means data facet

The lpgal means data facet describes the source that legitimizeslegal control over data.|Examples of
such |egal means data facets are intellectual property laws, pritacy laws and regulations, dontract laws
and drganization’s data policies (see ISO/IEC 38505-1 for governance of data consideration|s).

8.4.3|3 Classification level data facet

Classjfication level describes the significance of the data, from the perspective of the prganization
contrfolling it. It is described in a given number, of levels of significance N (N being scenafrio specific).
Significance of data, and its associated degree-or level, is determined by the policies and pijactices of an
organization. As an example, one could definé three levels of significance: high business impact (HBI),
medipm business impact (MBI), and low diisiness impact (LBI). For more details, see ISO/IEC 22624.

The ¢riteria for deciding which data belongs to which level of significance is deternfined by the
orga:Iization, specifically using geivernance of data principles, as directed by the governingboard of the
organization.

8.4.3|4 Categorization'data facet

The fategorization data facet is about the nature of what data describes. The portlons of data
categorization hierarchy is described in clause 8.2. Data categories defined as sub-types|of customer
contgnt data, derived data, account data and cloud service provider data are examples for this facet. For
exampple, biometric data, political opinions and financial details.

8.4.3|5.</De-identification degree data facet

This document defines five degrees of de-identification: identified data, pseudonymized data, unlinked
pseudonymized data, anonymized data and aggregated data (see 8.3).

8.4.3.6 Custom data facets

Custom data facets can be defined, for example based on given application of data in a vertical sector.
Custom data facets should be defined so as to be orthogonal to any other facet. An associated property
hierarchy can be defined if needed.
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8.4.3.7 Composite facets and associated attributes

8.4.3.7.1 General

It is possible to combine and apply two or more orthogonal facets of data to create a composite facet
that embraces the original facets. This could be useful for scenarios where such short-hand, composite
facets may lead to convenient descriptions. Examples are described below, where two facets (legal
control and data category) are combined to build a hierarchy of data categories which are useful when
customers exchange data with online service providers.

8.4.3.7.2 Customer content data

facet,
facet,
ional

Customer content data can be thought of as having a composite facet, combining the legal entity
based on whether the customer is an organization or an individual, with the legal means)data
for example [contract law. A customer, be it an individual or an organization, has obtainéd operat
control over|data, based on the contract between the customer and the CSP.

8.4.3.7.3 loud service provider data

Cloud servide provider data can be thought of as having a composite facet{«¢ombining the legal ¢
facet, in this|case an organization offering cloud services, with the legalmeans data facet, for ex
contract lawj. The CSP, an organization, has operational control overata, typically because thg
was always legally controlled by the CSP.

entity
mple
data

8.4.3.7.4 erived data

case
. The
n the

Derived datq can be thought of as having a composite facet,.combining the legal entity facet, in thij
an organizafion offering cloud services, with the legal means data facet, for example contract law
CSP, an organization, has obtained operational contrel over data, based on the contract betweg
CSU and the|CSP.

8.4.3.7.5 Individual, organizational, and.public domain data

8.4.3.7.5.1 | Introduction

The need to
later in this
build new de
with each ot
facet and the
called indivi

A unified ay

Combine two or more orthogonal facets of data to create new composite facets is desc
flause, where two-facets, legal means data facet and legal entity data facet, are combir
signation for data-sets useful for scenarios where individuals and organizations share
her and with their online service providers. Combining elements from the legal means
legal entity data facets forms composite facets that can help differentiate between wj
Hual data and organizational data, as described in the following clauses.

proach to data protection including both privacy and intellectual property prote

ribed
ed to
data
data
hat is

ction

requires a (

ledr’taxonomy that describes the relationships of PII, intellectual property and

other

properties in pools of data.

It is useful to compare the privacy of individuals with the data protection needs of organizations. While
individuals (natural persons) have data and care about their privacy, organizations with data have
concerns around intellectual property protection, generating value from their data, and have the need
for confidentiality.

The privacy of individuals as well as IP protection and confidentiality of organizations are their
respective rights. Such rights, along with other rights and obligations, are derived from applicable laws,
regulations, contracts, ethics, customs and culture. Most often, such laws, regulations and contracts are
local. This document however provides a core, common taxonomy that can be used internationally to
help harmonize data considerations and operations to satisfy regulatory, contractual and operational
needs of organizations.
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8.4.3.7.5.2 Rights and obligations

Laws, regulations, contracts, ethics and local customs are sources of rights and obligations of
individuals and organizations. However, to support data use statements, those rights and obligations
cannot be marked into the data sets as attributes. They vary from the perspective of the CSCs, CSPs
or CSNs, and also vary from region to region and contract by contract. The attributes assigned to each
data object need to be independent of those regional variables.

Rights and obligations can be expressed in data use statements using the taxonomy provided in this
document, as well as any extensions of it.

Note that th ' ' ' in th xonomy, along

not captured in this document. They are described and considered outside the core taxonomy since they
are derived from laws, contracts, ethics and local customs and will vary from region to region. What is
harmonized however is a common taxonomy that can be used to express, with sufficient grecision, the
various rights and obligations worldwide, and used to negotiate contracts, educate the regulators, and

8.4.317.5.3 Building new composite facets from legal control data facet

An important concept relating to data objects concerns the entities who have control over those data
objedts. This concept enables the classification of data objects-into:

— ihdividual data (3.4.1)

— drganizational data (3.4.2)

— public domain data (3.4.4)

Each pof these classes is described in turn in what follows.

Indivjidual data is a class of data objects under the control, by legal or other reasons, of a natural person.
Note [that such data may or may not contain PII.

EXAMPLE A bird hobbyist who'photographs birds in the wild may have a wildlife photo collecftion that does
not n¢cessarily bear any of his orcher PII. Similarly, someone who collects digital maps of nature trjails may have
complled a large collection that he or she values, but there may not be any PII in such collection linking them to
the cqllector.

Indivjidual data is a composite facet that can be constructed by using the element “individgal” from the
legal fentity data facet-and combining it with a desired element from the legal means data facet, such as
copytight or privacy law, depending on the scenario at hand.

Note [that custemer content data is individual data when the CSC is a natural person.

Organizational data is a class of data objects under the control, by legal, contractual or other reasons,

Of an nr'n")n!v’)fﬂnn AY\ nrn")h!v’)fInn Yalalal ]’\ﬂ Lal FI\Y' “Y'n{"‘f' commnany 2 nNnaon Y\V‘nFIf nvl‘r’)th’)f!n \ a ubliC Or
Faat et Ao vapizabioncan-beator Brofibcompanysahon probibor aapizatio p

government agency, a non-governmental organization or an international organization, and can be
small, medium or large.

Organizational data is a composite facet that can be constructed by using the element “organization”
from the legal entity data facet and combining it with a desired element from the legal means data facet
such as patent, trademark, copyright or contract law, depending on the scenario at hand.

Note that customer content data is organizational data when the CSC is an organization. Cloud service
provider data (ISO/IEC 17788) is always organizational data by nature.

OPD is organizational data whose protection is required based on the policies established by governance
of data processes. Notice that every organization has policies that govern the data under their control.
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Note that organizational data can contain both OPD and PII and both of these require protection in
various ways. OPD is likely to contain material requiring confidentiality or containing intellectual
property and can cover a wide range of material including financial data, trade secrets, copyright
information, product designs and software. PII can concern individuals who are members of the
organization (e.g. employees) as well as individuals who are not members of the organization (e.g. sales
leads, customers or the population at large).

Public domain data is a class of data objects over which nobody holds or can hold copyright or other
intellectual property. As a result, any natural person and any organization may make use of public

domain data

without restriction, license or contract.

Data becomes pnh]ir‘ domain because someone. pn‘l’c that data into the pnh]ir r‘nmqih’ or-becaus

rights over t

8.4.3.7.5.4

Subclause 8.

he data has expired.

Co-controlled data

1.3.7.5.3 describes cases where control of data unambiguously belongs tb.0ne party.

are also cas(
case that clal
within the d

Co-control @
involve a mi

One case of
the PII pring
control the ¢
the organiz3
delete the PI

Another ca
ISO/IEC 237
the data can
a contract in|

s where control of data in fact belongs to multiple parties at the same_time. It is als
sses of data objects exist where different control regimes apply to different data eler
hta objects. Broadly speaking, these situations are termed co-control of data.

kture of natural persons and organizations.

Co-control involves an organization processing data centaining PII. In many jurisdic
ipal (a natural person) has some level of control over the PII in the data, in addition {
rganization has over the data. For example, thé PII principal can control what proce
tion performs on the PII. Or the PII principalican have operational control to updz:

se of co-control involves data sharing between two or more organizations
519for more details on data sharing).'In this case, the organization providing or oy
impose limitations on the control the receiving organization has over the data, by me
the form of a data sharing agreement.

Other examjples of control over data.bétween individuals and organizations can arise from law

regulations
such as conf

such as consumer laws{ Between organizations, shared data can be subject to limita
dentiality obligations:.

Co-control df data is becomihg increasingly common. Ever more data are being created or coll

and its valusg
between mu

Data attribu
reflecting th

increasingly.depends on the data being shared between individuals and organizatia
[tiple organizations.

fes in particular need to be associated with at least one of the parties involved in co-co
e perspective of that party with respect to that data. However, in the scenarios invd

co-control o

data, attribute values representing each co-controller can be applied.

any

[here
o the
nents

an involve multiple organizations, or it can involve multiple natural persons, or it can

tions,
o the
ssing
ite or

(see
vning
ains of
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8.4.3.7.5.5

Change of control over the data lifecycle

Whether data are individual or organizational, and how many organizations can claim a given data
object as their organizational data, can change over the data lifecycle.

EXAMPLE

When a person snaps a photo on her phone, she has created a data object that is her individual

data. She may then upload that photo to a social media service, in which case depending on the service’s end-
user licensing agreement, the organization providing the service may obtain partial or full control of that data,
making the photo organizational data. The provider is then permitted to perform data processing or analysis on
that photo, for example as part of training an image recognition algorithm. The trained ML model would itself be
organizational data, even though it was developed based on the user’s photo, along with many others’ photos.

4) Under preparation. Stage at the time of publication: ISO/IEC CD 23751:2020.
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The lineage of data is important in establishing its provenance and is useful in establishing the data
control regime, see Clause 11. When data are created, its provenance can readily be established by
examining how it is created. If data are created by an individual, the data are individual data of if the
person who created it was acting as a private individual. But if that same person was an employee of an
organization and the data was created as the work done by the employee for the organization, the data
are typically organizational data, under most employment contracts.

The user could share the individual data with an organization, under an implicit or explicit license,
or data sharing agreement. The organization views the shared copy of data as its organizational data,
again, subject to the agreement with the user who shared the data.

nal data at the time of creation, again based on a typical employment agreemer

In th
organizatio

the data are
t.

Data
view
whic
its c

and t
that 4

can be individual and organizations at the same time. The person who originally-cregted the data
it as the person’s individual data, with or without the PII present in it. The orgarfization with
the person chooses to share the data under a data sharing agreement would subsequently treat
y of the data as its organizational data, if the data sharing agreemertiised betweep the person
he organization provides the organization with a degree of control of.that data, and rights to using
ame data.

Two prganizations can also share data with one another. For example, a movie studio coulld produce a

b which can then be licensed to a distributor. In this case both-the movie studio and th|
 treat the movie as their organizational data. The movie‘studio is the creator and h
rontrol of the movie. The distributor, being anothetr)organization, has obtained

movi
woul
and

distr
agree

of thq distributor.

The movie streaming service also obtains the@novie under a clearly negotiated licensing
The dgreement provides the streaming service certain rights and associated controls ove
For e
dowr
the d

load the movie for offline viewingfor a limited time period. The level of control and
hta are different for each organization, but the movie is the organizational data of the

The grovenance of the data can.be'traced by examining the data lifecycle from the point it

8.4.3|7.5.6 Legal contrel of organizational data

When an organization-acquires data, the copies that it holds become organizational da
the grganization assumes both control and responsibility. This acquired data may comn
consfraints, either' explicit (such as a license from a copyright holder or distributor]
consfraints (Such a regulatory obligation under privacy or data protection law). Legal
remajin withrthe data throughout its lifecycle in the organization.

In the¢ ease of organizational data which contains PII, the copies held by the organization a

bute the movie to theatres or online streaming sefvices, under an IP licensing agn
ment gives the distributor certain rights, contrgl anhd rendering the movie as organi?

e distributor
hs full rights
the right to
eement. The
rational data

y agreement.
r the movie.

kample, the right to stream the movie to its users for a negotiated fee, and the right to offer to

the rights to
companies.

vas created.

ka for which
e with legal
or implicit
constraints

e treated as

organizational data, taking into account the legal obligations applying to PII in the relevant jurisdiction.
For example, the natural persons in European Union member states have certain rights and controls
over their PII. The General Data Protection Regulation (GDPR)[Zl gives the user the right to request
update or deletion of the PII.

Both an organization and a person could have rights and control over copies of the same data, termed
co-controlled data. Such data can be individual data and organizational data at the same time, although
the rights and control could differ between the parties concerned.

In the case of data which contains intellectual property of another party (such as copyright), the copies
held by the organization are organizational data, but are always treated according to the governing
license or data sharing agreement under which the data was received.
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The organization is responsible for exercising appropriate control and protection of all organizational
data copies that they hold. The legal constraints applicable to any specific element of organizational
data as mentioned above frequently determine the nature of this control and protection. Also, the use
to which such organizational data can be put is often limited by such legal constraints.

Some data processes within the organization create new organizational data based on the original
data, that is not subject to the original legal constraints, such as anonymisation or aggregation of data.

Control of data could be derived from more than one set of legal concerns, for example copyright and
intellectual property laws as well as privacy laws that could govern who has control of the data, the
nature of control, and restriction on their rights. It is possible to have complex scenarios involving the

rights and a
all at the san

There could
laws and pri

ssociated controls of r‘npinc ofthe same data held hy a porcnn and mn]h'p]n r\rgani'7:\

he time.

be more than one set of laws imposing external constraints on control of data. Copy
vacy laws are examples of such simultaneously applicable legal frameworks.

ions,

right

8.4.4 Use jof data facets to describe data taxonomy

The data catpgorization hierarchy in this document combines two facets of datainto a composite facet:

1) Cloud sqrvice provider data, cloud service customer data or cloud service derived data (baspd on
the control facet in a provider/customer relationship).

2) Type of flata based on the nature of its content (data category facet).

For point 1], there are three elements and associated attributes (e.g., CSC_DATA, CSP_DATA| and

DERIVED_DATA), and for point 2) above associated attributes such as BROWSER_HISTORY and

TELEMETRY

NOTE w
Similarly, whe

Note that by

Derived dat
3.2.13), heng

9 Datap

9.1 Overy

In order tou
services, itis
of data use t
services and

can be used. Note that any categories listed.in'8.2 can be used here.

n the CSC is an organization, the cloud customer data is organizational data.
definition, CSP Data is always orgahnizational.

h, by definition, is “objects.under cloud service provider control” (ISO/IEC 17788:
e always organizational data.

rocessing and use categories
iew

hderstand the processing and use that is made of data which flows between devices and
usefulto consider the various categories of data processing that can take place, the categ
hat can occur and the scopes of the processing and use (essentially what capabilities,

hen CSC is a natural person, cloud servicg(customer data is also individual data, by definition.

2014,

cloud
rories
cloud

parties may he invnlvpd) This clause examines each of these topicsin turn

9.2 Data processing categories

9.2.1 General

This clause describes some of the data processing techniques found in the devices and cloud services
ecosystem. These data processing techniques include transformations of the data content and
movement or storage without transformation of the content.
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The data processing and transformation taxonomy is extensible and supports the description of the
processing techniques for handling data in the devices and cloud services ecosystem and highlight
areas relevant to data privacy.

NOTE Additional information about the processing techniques relevant to storage security can be found in
ISO/IEC 27040.

Throughout the data lifecycle, processing techniques are applied to a set of data independently or in
combination with each other to achieve specific goals. Each technique can be performed either by a

single entity or by multiple stakeholders.

9.2.2—Datapartitioning

9.2.2{1 General

Data partitioning refers to the approach of splitting a set of data residing in a single locatior or database
into gmaller logical units, called partitions.

Data jpartitioning is used within cloud services to process very large datasets by placing jjelevant data
closer to each member of a set of distributed processors. The resultantdata partitions can,|for example,

be stpred in different datacentres running a single distributed database system, which raig

polic

The t
to the

same
the d

9.2.2

A hot
datal
defin

 and practice that assumes a single location for a data set.

'wo main approaches to data partitioning are horizontal and vertical. Hybrid partit
e method of combining horizontal and vertical partitions by applying them in any seg
data set. Partitioning data vertically may be effeCtively used to strip sensitive infor
hta before sharing the data with other parties.

2 Horizontal partitioning or sharding

izontal partition, also commonly known as sharding, is a subset of full records from
ase. The values of the attributes oftéach record in the partition satisfy a certain logi
ed by the specific partitioning opéeration. In the relational database example, a horizor

is a sibset of rows from the originaltable satisfying a logical composition (i.e. using AND a1

operd

9.2.2
A ver

(i.e. ¢
verti

9.2.3

tors) of one or more selectionoperators on the original table.

3 Vertical partitioning

tical partition contains all records from the original database, but with only a subset
olumns) as defined by the specific partitioning operation. In the relational databas
fal partition'would contain all rows from the original table but containing only a subse

Data‘integration

Data

es issues for

oning refers
uence to the
mation from

the original
ral condition
tal partition
d OR logical

of attributes
e example, a
t of columns.

integration is the process of providing a unified view from multiple data sets. Infor

mation from

multiple data sets can be combined in a number of ways, each of which has its own terminology. The
following are a few common examples.

another.

S

ources are combined together into a single data set.

how the data values are changing.

Data association, where individual records from one data set are linked to data records from

Data aggregation/Data consolidation, where records of the same type, but from different data

Data accumulation, where data arising from a single source is kept over time to create a history of

These distinctions are helpful in explaining what an application or a cloud service is doing with data.
For example, data linkage can create sensitive data from two seemingly innocuous data sets. Data
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accumulation can uncover deep trends in usage and other behaviour. Overall these processes create

new insight,

potentially for both the CSC and the CSP.

9.2.4 Data fusion

Data fusion is the process of combining information from multiple data sets followed by reduction or
replacement, which results in a single improved data set, such as a data set with more confidence or
more relevancy.

The term information fusion is synonymous with data fusion, but might imply a higher semantic level
than data fusion. Other terms associated with data fusion are decision fusion and data combination.

Data fusion
related to us

9.2.5 Data

The process
— datasta
data val
data ent]

data de-
consolid
discrepd

data pry

9.2.6 Enci

Encryption
techniques t
more inform

9.2.7 Rep

Replication 1
typically for
used to spe
proximity to

9.2.8 Dats

is used throughout the devices and services ecosystem, notably for machine.lea
ers, processes and resources.

improvement

of improving the quality of information comes in a number of categornies; including:
hdardization: getting data into the corresponding fields in a data(structure;

dation and correction: testing for valid values and fixing any-that are not valid;
ichment: filling out missing data;

duplication: matching duplicate records for the saine person/thing and creating a {
ated record from the duplicates (policies may be'needed on how to automatically re
ncies in the event that they have different values);

ning/disposal: removal of obsolete data.

'yption

fan be used across the devices,and cloud services ecosystem to protect data. Encry
hat can be used include encryption of data at rest and encryption of data in motioi
ation describing these techniques, see ISO/IEC 27040.

ication

efers to the praetice of creating and maintaining multiple instances of the same inform
failure recovery: In the devices and cloud services environment, replication has also

its usage.

) Deletion

rning

ingle
solve

ption
n. For

ation
been

pd access tosinformation by locating instances of the same information in geographical

9.2.8.1 Ge

neral

Originally, deletion of data was designed and used mainly to allow reuse of permanent storage. Today,
in the devices and cloud services ecosystem storage cost is dramatically reduced and the focus is on
deletion of data as an important activity in data protection[13],

Various technological approaches can be used for data deletion. They differ in their properties!1el, such
as the physical granularity of data to be deleted, accessing or processing (e.g. deleting) the metadata
and the latency until the complete result of the deletion operation is achieved.

An additional important aspect of data deletion includes tracking the flow of data through its lifecycle
in the (distributed) system and the deletion of specific information as necessary. This can require a
complex system design due to data replication, partitioning and other processes. An additional level of
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complexity is introduced if the deletion of information based on the identification of specified data is

required.

Deletion of electronic data falls under two broad categories: “data deletion” and “secure data deletion”.

9.2.8.2 Secure data deletion

Secure data deletion refers to the process of irreversible destruction of electronic data so no party (such

as the data subject, the data processor, any authorized or unauthorized third party, or an

actor) is capable of recovering the data from the systeml[16l,

y malicious

9.2.9] Re-identification

Re-identification is the process of linking the information from a de-identified data,set’to
data subject. Re-identification creates a new data set containing information linked to'som
data gubject’s records in the original data set. It is possible to achieve re-identification by u
integfation techniques described in 9.2.3.

The n
data
procq

esultant information about the data subjects may not be identical to or consistent wit}
Hue to potential distortion of data in the course of its de-identificdtion, re-identifica
sses.

9.3 |Data use categories

9.3.1] General

Applications and services use data in complex ways to provide capabilities that appear
For gxample, a capability on a mobile device that provides travel directions in respon
commhands, an everyday interaction between-huimans, requires a very complex interact
the application and support services that provide speech recognition and map data. Furtl
data fransferred and stored between the application and the services is useful in many ¥
providing the directions: it could also be'used to improve the overall performance of the sp
or to improve the targeting of advextising, for example.

To increase understanding and.trust, providers seek to use commonly used, non-techni
descrjibe use of the data. Thesé common terms may not have the same meaning for the
provider. The following clauses define the accepted meaning of common terms in the context
and cJoud services ecosystem and any additional scope information needed to fully explain tl

Using these termsyin“data use statements and referencing clear definitions in this docy
providers to makesimple data use statements, yet provide transparency about the specifid
to customers{ policy makers and regulators.

Unlike scope definitions, use definitions do not build on each other, e.g. use of “improve” d(
“proyide”” A more specific definition does not imply any other use, e.g. “share with third-pa

a particular
e or all of the
s5ing the data

| the original
kion, or both

quite simple.
se to verbal
ion between
hermore, the
ways beyond
eech engine,

ral words to
iser and the
fthe devices
he use.

ment allows
s of data use

es not imply
rty partners

and data processors when necessary to provide the service” does not imply any other sharing of the

data such as “share with partners for marketing purposes”.

Each use of data should have an explicit data use statement. A statement can include multiple uses for a
specified scope and data category, e.g. “Account data is used to provide and improve the service.”

Additional “uses” and verbs can be defined to extend the data use categories described in th

For definitions of data use, source scope, use scope and result scope, see 10.2.1.
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9.3.2 Provide

9.3.2.1 General

Provide means the use of specified data categories:

capabilities of a results scope;

the resu

It scope;

from the source scope by an applications and services scope to provide and protect the current

to communicate with the customer about the status and availability of the current capabilities of

category

Provide can
service prov

Example 1:

This clot
agreeme

NOTE1 In
service agree
those service
scope (see 9.4

includinh providing support for the result scope and to protect at a minimum the specified

r from the source scope.

nclude the use of specified data categories to protect the rights and property of the
ider and to prevent loss of life or serious injury to anyone. For example:

id service uses derived data only to provide the cloud services defined in the cloud se
nt.

this example, use of derived data is restricted to provide the'service contracted for in the
ment, including operational support system (0SS) and business support system (BSS) for exclu
5. In the case of a single contracted service, “This application” or “This service” can also defi
.2.3).

NOTE2 Th

In the case ¥
that exists W
availability (

9.3.2.2 Pr

This usage
service (der
the systems

monitor]

logging

correlat

e data use statement structure used in this example is described in Clause 10.

vhere a single scope is involved, provide also means to protect the customer content
rithin this scope and to provide and comimunicate with the customer about the statu
fthe current capabilities of this scopeé:

pvide operational support for‘contracted service

s related to the acquisition; processing and storage of data about the usage of a
ved data) contracted by a specific cloud service customer in order to operate and pi
and processes necessary for the provision of this cloud service. This includes:

service yisage data to be-used for capacity planning;

ing of user behaviour to identify potential attackers and to perform forensic analyses
lata for system and network maintenance and optimization;

o of Service usage data and system events for fault tracking and root cause analysis

data

cloud

rvices

cloud
sively
he the

data
s and

cloud
otect

9.3.2.3

Improvement of business support for contracted service

This usage is related to acquisition, processing and storage of data on the usage of contracted services
(derived data) being used for business support related to this service. This includes:

of the services contracted for in the SLA;

— financial controlling, budgeting and resource planning.

9.3.3

Improve

evaluation of service usage data to determine user preference about use of the current capabilities

Improve means to use specified data categories from the source scope to improve or increase the quality
of the existing functional capabilities of the result scope.
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Improve can be used with a single scope. In this case, it means that data acquired or created by
applications and services in the scope is used to improve the existing functional capabilities and to add
new capabilities to the scope, available to all users.

9.3.4 Personalize

Personalize means to use specified data categories from the source scope to change the presentation of
the capabilities of the result scope or to change the selection and presentation of data or promotions
accessed through the capabilities of the result scope to be specific to the user, based on information
about the user gathered by applications and services in the source scope.

The mer or all of

)
the upers sharing common characteristics may receive the same changes.

alize can be used with a single scope, in which case data acquired or created by applications and
servifes in the provided scope is used to change the presentation of the capabilities of that scope or
to chainge the selection and presentation of content by the applications and services in the¢ scope to be

specific to a user.
Example 2:

(ustomer content data from this service is used to personalize eloud service provider’s selfvices outside
f the services listed in the cloud service agreement.

(@)

Examnlple 2 describes personalizing of services unrelated t@the contracted service based on usage of
custgmer data regarding the contracted service to improve services that are not contracted by the
custgmer. Since data on service usage provide information on the preferences of the cloud [service user,
their|collection and correlation with other data sources can be used to trigger, maintain and improve a
large|variety of supplementary services. This includes use of other services, not explicitly cpntracted by
user, ps listed in the following examples.

— The usage of location data from mobile devices to provide location-based serviced to the user
dccording to his or her past behaviou¥.

— Add-on advertisement services\based on search engine queries, combined with data fon past user
hehaviour.

NOTH The data use statement structure used in this example is described in Clause 10.

9.3.5| Offer upgradesor upsell

Offer|upgrades orsupsell means to use specified data categories from the source scope td offer to the
custgmer incredsed capacity or resources for the capabilities of the result scope or new capabilities
currgntly outside of the result, in exchange for compensation.

The gaurce of new capabilities may be defined as a scope. For example: “...to upsell cdpabilities to

”

customersfremahy of oy iy diinte and chyyisng
IIICIT O 11T'UIIl Vlll‘)/ \.IJ our IJI uuUuCT i Uit oCTr vic o,

Offer upgrades or upsell requires the definition of the person or group of people who are the target
audience.

9.3.6 Market/advertize/promote

9.3.6.1 General

Market/advertize/promote means to promote specified products and services to users or customers of a
results scope based on data from the source scope.

Promotion is targeted at an individual or a group of individuals. Market/advertize/promote requires the
definition of the person or group of people who are the target audience.
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9.3.6.2 Promote based on contextual information

Market/advertise/promote based on data derived from the use of the current capability or based on the
services and application scope, without the use of data derived from the user’s prior use of the services.

9.3.6.3 Promote based on personalization

Use specified data categories from the source scope to change the content of a promotion to the result
scope to be specific to the user. The same content may be presented to multiple users, for example, all
users of a customer or all of the users sharing a profile may receive the same changes.

9.3.7 Share

9.3.7.1 General

Share mean;
cloud servic
of a result sq
commercial

to transfer specified data categories from the source scope to an entity<other than the
e provider of the source scope. This entity may be defined as the cloud service prgvider
ope, e.g. “... share pseudonymized operations data with cloud serviece-providers of similar
Cloud services.”

Example 3:
This seryice shares customer content data with third parties.

» data

This exampl
are being sh
much detail
which data.

NOTE 1 Th
Cloud servic
Example 4:

This sery
the cloud

This exampl
information]

service.
NOTE2 Th

Cloud servig
receiving en

b is a poor use statement in that it does not provide elarity of the purpose for which the
hred nor of the extent of the data being shared. CSPs are strongly encouraged to prov
as possible in data use statements so that it.is*clear to the CSC what is being done

e data use statement structure used in thisiexample is described in Clause 10.

e providers should specify a purpose for sharing data by including a use definition.

rice shares payment instrument data with third-party partners and data processors to pri
| service.

e adds some claritystoshow retail services provide payment instrument data (i.e. credi
to third parties,for example for billing purposes, for the specific purpose of providir

e data usestatement structure used in this example is described in Clause 10.

e providers should use scope characteristics (see 9.4.3) for the source scope and fd
Fity 01 result scope to further specify the sharing.

de as
with

ovide

card
g the

r the

Cloud service providers should include a description of the network connection between scopes (see
9.4.4) following the statement structure described in data sharing (see 10.2.9).

9.3.7.2 Sh

are when required to provide the service

There are conditions where CSP are required to share data: by contract, applicable laws and regulations,
resulting in the transfer of specified data categories to third parties to provide the service. This can
include sharing data to comply with applicable law or respond to valid legal processes from competent
authorities, including from law enforcement or other government agencies and providing data to law
enforcement to protect the service and uphold the terms governing the use of the service. This use
statement only includes the use of data provided by the third parties to provide the services in the scope.
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Collect includes collecting, preparing, pre-processing and storing specified data categories from the
source scope in preparation for other uses such as training machine learning algorithms.

9.3.9

Train (Al system)

Use the specified data categories from the source scope to train, retrain or test an artificial intelligence
(AI) system. The Al system can use machine learning technologies, or it can use other technologies.

Cloud service providers describing the use of data to train Al systems should include a statement

ocin

£ +o d Ale opvn d + din +tha wac] Al

addr
data
resul

9.4

9.4.1

The t
of da
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servi

The s
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wrhich e A d a iractlhy idantifia 1 tha fing
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dentification qualifiers in 8.3 could be used as the basis for this description. If therg
[ing Al system, then additional statements are likely required, e.g. about data refentic

Scopes: Boundaries of collection and use of data

Scope concepts

erm “scope” as used here provides a way to clearly describe the’boundaries of colled
fa in the devices and cloud services ecosystem. In the example declaration given w
cope increases from data collected in a specific capability tfor example, a single web

collected data by any capability in the service, the results of that use may be used to
Ce agreed to in a service agreement.

cope types in 9.4.2 are arranged to describe an increasing extent of a CSP’s products

Figur
prod

e 5 illustrates the idea that each definition\encompasses a greater extent of the
cts. CSP can simplify use statements by combining scopes with individual elements

by exfending a scope: “...the services listed in th€cloud service agreement plus our ad-fund
or by|providing a scope with an exception “.“all our services except for the following servi
for children...”.

Using a single scope type to encompass multiple scope uses can simplify use declaratid
care phall be taken to ensure the statement reflects the actual use. For example, using “
as the scope as a simplified scope‘statement, i.e. “capability X uses customer data from cg
persdnalize” means the capdbility is restricted to use of data entered while using the ca
the personalization only applies to the capability itself. If data captured from use of the
used [to personalize othér‘capabilities, the correct declaration is “capability X uses custom|

capa

Third

9.4.2

ility Y to personalize the service”.

parties tothe'cloud service customer and cloud service provider relationship define a d

Scope types

system. The
is PIl in the
n periods.

tion and use
ith Figure 7,
page) to use
provide any

ind services.
services and
for example
bd service...”,

ces intended

ns, however
Capability X”
pability X to
pability and
capability is
er data from

stinct scope.

1

9.4.2

nhnrn]
cIrcTror

The set of scopes defined in this clause are intended to replace multiple individual descriptions of the
included applications and services.

The scope definitions can be used to define the applications and services associated with data use.
The definitions are listed in increasing breadth of scope and the wider scopes include the narrower
scopes, except for “third-party” items which exist in an independent scope. Capabilities are parts of
an application or a cloud service, which in turn may be one of the covered services listed in the service
agreement.
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CSP products
and services

CSP services

Covered
services in CSA

Application

or-carvica

Capability

Figure 5 — Increasing levels of scope

9.4.2.2 Capability

A capability |s some part of the functionality of a cloud service or associated application. Each capapbility
shall be given a unique name and shall be clearly separated from other capabilities of the [same
application qr cloud service, so that any data use statements which are made can clearly denote th¢ data
which is ent¢red into the capability, acquired by the capability, processed by the capability or outpgut by
the capabilitly, when the capability is used. The €xpression “this capability” may be used to specify the
capability when the use of the term is unambiguous. For clarity, the name of the application or [cloud
service shoulld also qualify the capability name, if there are multiple applications or cloud servicey.

9.4.2.3 Application or service

This scope ihcludes the application or the cloud service that is involved in the entering or acquiring
of data, the nse of data or thé result of use of data. Where there is more than one application or [cloud
service, each should be given a unique name which should be used in order to be clear about yhich
application qr cloud ser¥ige is being discussed.

The expresdion “this’/service” may be used to specify the service when the use of the term is
unambiguous.

9.4.2.4 Services listed in the cloud service agreement

This refers to any of the cloud services specified in the cloud service agreement that applies to the
application or service that provided the data.

9.4.2.5 C(Cloud service provider’s cloud services

This refers to any of the cloud services provided by the cloud service provider, including but not limited
to the cloud services covered by the cloud service agreement.

9.4.2.6 Cloud service provider’s products and services

This refers to any product or service from the cloud service provider.
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9.4.2.7 Third-party product and services
This refers to any product or service from entities other than the cloud service provider.

NOTE For use statements about sharing data (see 9.3.7), "third-party" is used to denote an entity that
provides data from a source scope or receives data as a result scope.

9.4.2.8 Third-party and data processors

This refers to third-party entities that are contractually bound to uphold the commitments in the
cloud service agreement made by the cloud service provider. This includes PII processors as defined in
I1SO/1EC-29100

9.4.3| Scope characteristics

9.4.3|]1 General

Cloud service providers should include descriptions of additional charagteristics of a[scope when
necegsary to fully describe a use, for example, additional information about the source scope (sending)
and result scope (receiving entity) are required when used in sharing statements (10.2.9).

9.4.3|2 Guaranteed capabilities of a scope

Cloud service providers should describe any guaranteed capabilities of a scope necessarly to support
the upe statements. For example, data transfer may onlybe permissible if a receiving entity in a share
(9.3.7) use guarantees the data will be encrypted at r€st; or that the entity can respond to p request for
deletjon.

9.4.3{3 Controlling entity of a scope

Cloud service providers should describe:-the entity controlling the scope necessary to|support the
use statement. If no additional specifigation of the entity is provided, then cloud servic¢ provider is
assutned to control all scopes, except for third-party product and services (9.4.2.7) and third-party and
data processors (9.4.2.8). For these.scopes, any third party may control the scope.

9.4.3|14 Scope location

Cloud service providers'should describe where data in the scope resides. The precision on| the location
should be sufficient{to support other descriptions such as clause 9.4.5. If no location is provided the
assumption is the'controlling entity of the scope is an international organization, and the data may
residp in any loeation.

NOTE 1SO/IEC 27701:2019, 7.5.2, presents an example of a need to document the location of a fjesult scope at
the prjecision of a specific country.

9.4.4 Network connection between scopes

9.4.4.1 General

Cloud service providers should include a description of the network connection between the source
scope and the result scope when necessary to completely describe a use. For example, a statement about
sharing data types (9.3.7) may include a description of the network connection between the source
scope and the receiving entity (result scope).

9.4.4.2 Guaranteed capabilities of a network connection

Cloud service providers should describe any guaranteed capabilities of a network connection
necessary to support the use statements. For example, a network connection may be guaranteed to
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provide adequate performance, or be guaranteed to protect data crossing the network connection with
encryption. The guarantee is assumed to be made by the controlling entity of the source scope unless
otherwise described.

9.4.5 Control of source scope over result scope

The cloud services provider should describe any means of control it has over the use of the data types
by the results scope. For example, a cloud services provider that shares data with a third-party data
processor (9.4.2.8) has legal control through a contract over the processing by the third-party. In other
cases, measures such as encryption may limit the physical control entities in the result scope have over
the data.

10 Data upse statements

10.1 Overyview
e providers need to describe how different categories of data are used-in"cloud servicegs and
d applications. A transparent description of data use helps to resolve concerns about multi-
racy, confidentiality, intellectual property rights and data location. There are a number of
cloud service providers use data differently than is the case-with on-premises IT systems.
Primarily, cgntinuous process and service improvement is an essential“characteristic of mobil¢ and
cloud computing and much of that improvement is based on machinedearning and automated adapfation
of the services based on data as it flows through. In addition, many.mobile and cloud service proyiders
are funded though commercial use of some of the data flowingthrough the services.

Cloud servic
the associatg
tenancy, priy
reasons why

In terms of |PII processing, a CSP is a PII processor when_ it processes PII for and according tjo the
instructions| of a CSC. This case happens frequently irikpractice. However, for certain types of [cloud
services, a CSP could be a PII controller, in particular for cases where the CSP processes PII in order to
achieve its owvn purposes, and especially for cases where the end user is the cloud service customgr for
consumer-ofiented cloud services.

vider
vices

customers and regulators require a clear description of how the cloud service pro
egory of data. This clause provides a structure for data use statements within the de

and cloud se
Data use sta

The data col
the cloud sel
and used w
providers, rq

vices ecosystem that can lie'used to provide consistent descriptions about the use of
fements can be extended and may use additional taxonomies of use.

ected from the users'may be used to provide, maintain, enhance and potentially mor|
'vices. Having astructured way to express how such data are collected, processed, s
1l improve consistency and transparency for cloud service customers, the cloud s¢g
gulators and-other stakeholders. Such clarity is necessary to provide better governai

data.

letize
tored
rvice
hce of

data and its psage.

NOTE IS f data

which is relev

D/IEC"38505-1 identifies and examines higher level governance concerns regarding the use 9
antfrom the perspective of governance of data.

An objective of this document is to improve transparency in describing data flows and to reduce the risk
of confusion. The data taxonomy, data identification qualifiers, data processing and data use categories
described in Clauses 8 and 9 can be used by CSPs, CSNs, or CSCs to create data use statements. This
document can be used to define naturally formed, complete, unambiguous and structured sentences
in order to add clarity and transparency in communication between the CSP, CSN and CSC and cloud
service users. There are multiple ways to achieve this. This document provides one way to define
descriptions, guidance and examples for the definition of data use statements. Guided by this document,
itis possible to reduce the risk of incomplete or poorly drafted data use statements.

The data flows described in 7.4.3 can provide an approach to the creation of data use statements which
describe how particular categories of data are processed and used in the devices and cloud services
ecosystem. Data flows can identify the source of the data and its destination or target. The functional
components identified in 7.4.2 can be useful for describing the source and target. It is also important to
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recognize that data processing can be conducted by a particular component, but that the output from
that processing can affect one or more other components.

10.2

10.2.

Data use statement structure

1 Structure definition

Complete descriptions of data use should include specification for:

— data use: the data used, as a named data element that both CSP and CSC recognize, or specified as
some level in the taxonomy of data categories as described in 9.3;

— §

— Use scope: applications or services that are using the data;

— r1esult scope: the collection of elements changed, as a result of the datause.

9.4.2

Figur

— [Data comes from a source in some part of the devicestand cloud services ecosystem (a s

— [Data are processed or used by a part of the ecosystem (the use scope).

Since|the degree to which data can be linked-to a person is an important aspect of data

h turn, that processing or use will have an effect on a part of the ecosystem (result sc

purce scope: the source of the data. The source may be directly specified (i.e. “Vi(lieo from the
damera”) or with a scope of applications and services (see 9.4.2.3);

3 provides definitions for collections of applications and cloud, services appropriate for the
specification of scope.

e 6 illustrates the overall structure of a data use statement’Although natural langfiage and the
contdxt of the statement will affect word order, the basic structire is as follows.

burce scope).

pe)

ise, the data

type may be qualified using the data identification qualifier terms in 8.3.
Data
Source . Use Result
id¢ntification catt]s?;(:?ies from scope ) isusedby | scope to the scope
fualifier
Figure 6 — Use statement structure (passive)
The fpllowinge%ample follows the structure in Figure 6:
[Unfinked pseudonymized] [telemetry data] from [this capability] is used by [this service] to [provide] [the services listed in the service§ agreement]
D2 Source Result
— .
identification Data_ from scope | 1S used by scope scope
qualifier categories

Figure 7 — Example of use statement structure (passive)

Figure 8 illustrates an alternative structure for a data use statement. It is very similar to the structure
described in Figure 6 with the exception that the natural language structure used is in active form,
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whereas the structure in Figure 7 uses passive form. There may be data use description scenarios and
natural human languages where the use of active form is more desirable.

Data
Use uses [identification Data from Source to the Result
scope qualifier categories scope scope

Figure 8 — Use statement structure (active)

The examplq given in Figure 9 follows the structure in Figure 8.

[this service] uses [Unlinked pseudonymized] [telemetry data] from [this capability] to [provide] [the services listed in the services.agreemgnt

Use Data Source Resu
uses [identificati from to the

scope identification Data- scope scopp
qualifier categories

Figure 9 — Example of use statement structure (active)

—

ot

Some examplles of data use statements follow:
Example 1:

The services defined in the services agreemeént use account data from the service that providad the
data to provide the services defined in theservice agreement.

Example 2 i§ very similar to Example 1 except that the source and use scopes are the same:
Example 2:

The clougd services definedin‘the cloud services agreement use account data from those cloud services
to provide the cloud services defined in the service agreement.

Example 1 hjs the product and services scope, the source scope and the results scope are all the[same
and an actugl statemient is likely to be simplified to the form shown in Example 3:

Example 3:

Account data is used to provide the cloud services defined in the service agreement.
Example 4 represents a more complex example of a statement relating to a data use:
Example 4:

The cloud service provider services use unlinked pseudonymized customer usage data from the query
to improve the cloud service provider services and products.

Real-world use of data can be complex and the description of data use may include multiple data
categories and multiple scopes. In some cases, describing the general use of data with the widest
possible scopes and then providing a list of exceptions may provide a simpler description.
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10.2.2 Describing the scope of applications and cloud services that apply to use statements

Cloud service providers should describe use of data as broadly as possible to reduce the complexity
of the usage statement. In addition to using the most abstract definitions of data categories, data use
statements should use broad descriptions of the application and cloud services that use data or are
affected by data use.

Statements that address the broadest possible set of applications and cloud services reduce the total
number of necessary statements and result in statements that are more likely remain applicable as new
services are offered and new data categories are added.

Examlplg 5 shows a broad scope definition in a data use statement:
Example 5:

The cloud services covered in this agreement use user location data from these cletid’serviges to provide
the cloud services.

Generic descriptions of data use require specification of the capabilities, appli¢ations and cloud services
that ¢onstitute the source of data, the capabilities, applications and services using it and where the
resulfs of the use are applied. Although the addressed capabilities, applications and services can always
be ligted explicitly, it is frequently clearer to describe a set of applications and services generically by
definfng a scope of capabilities, services or applications to which the statement applies.

10.2.2.1 Using single or dual scope definitions

Fully|expressed data use statements have three scopes.stated: the use scope, the source sfope and the
resulf scope. In some cases, where two of the scopestare the same, or where all three scppes are the
same} data use statements can use a simplified format where only one or two scopes arg stated, the
other] scopes are inferred.

If only one scope is described then it is assumed to be the same scope for the use, sourde and result
scopd. In this case, data are assumed to.¢ome exclusively from the use scope and the results of the data
use (fesult scope) to apply only to that scope.

If only a source and result scope arespecified, the use scope is assumed to be the same as the $ource scope.
NOTH Itis not possible to sensibly use scopes that do not include the cloud service provider, e.gl “partner and
procefsors” and “third party”as a single scope in communications between a cloud service provider and a cloud
servide customer.

Exanjple 6 represents‘a data use statement with a single scope definition:

Example 6:

The dloud services covered in this agreement encrypt end user identifiable information.

Exam p]p Zrepresentsa data use statement with a dual scope definition:

Example 7:

The mapping service uses user location data to provide the route finder service.

10.2.3 Assumptions about when data are collected and used

Unless otherwise specified, data assumed to come from the current and any past use of the source
scope and its use applies to the current and any future use of the results scope.

In some cases, the capabilities in the scope can be accessed in a single defined session of use and
specifying “current use” is helpful when describing use of data that is not kept after a session is finished.
When just a single scope is defined for source and results, “current” means the data type is not retained
from that scope.
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Example 8 represents a data use statement making use of a timing:
Example 8:

The recommendation service uses user location data from the current use of the mapping service to
personalize the offerings proposed by the recommendation service

It is important to have an unambiguous definition of what is meant by a single session. When using
cloud services through applications, especially on mobile devices, the beginning and end of a session
may be marked by specific actions in the application (e.g. “login”, “logout”). In other cases, the session
might be ended by a specified period of inactivity. It is assumed that a single session cannot span the
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e can be defined by combining roles defined in ISO/IEC 17789 (ecg, cloud service “us
e administrator”) with an application or service scope, for exarmple: “users of this ser

service customer, e.g. customer, user, administrator, are fulfilled by a single person.

ppresents a data use statement which defines a promotion target:

nurant search service uses your profiling datato advertise matching establishments t
r users of the service in your friends list

types

egories defined in 8.2 are organized in a tree structure to allow a CSP to create clea
y defining the broadest possible category of definitions and any applicable exception

thows a set of data use statements a service might make to qualify its data use:

user identifiable’information from this service is used to provide the service.

hnizatiopalkidentifiable information from this service is used to provide the service.

3. Ano

f

The three statéments in F'smmplp 10 are conformant to the data use statement structure in

ymized telemetry information from this service is used to improve all our services.

boses
ted.

br” or
vice”.

iated

D you

r use

this

document. However, these statements can also be stated more clearly by referring to derived data,
which includes EUII and OII and stating the exception explicitly. Note that the third statement applies to
all of the CSP’s services.

Example 11 shows a data use statement equivalent in meaning to the three contained in Example 10,
which is conformant with the data use statement structure in this document:

Example 11:

Derived data from the weather service is used to provide the weather service, except anonymized
telemetry data from the weather service is also used to improve all of our services.

Arranging data types in a tree structure is also intended to allow cloud service providers to make

direct statements about the use of data instead of forcing them to expand definitions of data types. For
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example, a CSP may treat biometric and heath data in the same manner as customer content data, with
commitments to use both data types only to provide the service and by providing features that allow
user control of biometric and health data. However, the CSP may not commit to the same restrictions
of use nor provide the same controls for other categories of EUII. Instead of reclassifying biometric and
heath data as customer content data to reflect the similar policy for both data categories, this document
allows use of the biometric and health data to be specifically declared, as shown in Example 12:

Example 12:

Biometric and health data from the end user device is used only to provide this service. This service
provides capabilities for cloud service users to control the biometric and health data stored in the

S|
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ptet3demonstrates the use of a data identification quatifier ima data use Statement:

Example 13:

The sentiment analysis service uses unlinked pseudonymized cloud service derived data to improve the
cloud service provider’s products.

10.2.7 Examples of statements about data flow in the devices and cloud services ecosystem

Data taxonomy information can also be used to make specific statements about data flows in the devices
and cloud services ecosystem. To make a data use statement about data flow between two elements of
the ecosystem, the source scope or the result scope references a transfer.
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Example 14 illustrates a statement about a location service that has data “sent from the mobile device
by an application” as a source scope:

Example 14:

Pseudonymized precise customer location data sent from the mobile device by the mapping application
is used by the platform cloud service to improve the location service.

In Example 14, data sent from the device is de-identified on the device (note it is qualified as
pseudonymized) before it is sent to the device platform cloud service. This use statement also includes
the device platform cloud service as the use scope and identifies the location service as the result scope.

An alternatjve architectural approach that relies on an encrypted Iink instead of device-side de-
identificatioh can be described within a data use statement using a data processing technique@s-shown
in Example 15:

Example 15}

ypted
e the

Precise Yser location data sent from the mobile device by the mapping application that is encr]
while in|motion using network security is used by the device platform cloud sérvice to improy
location|service.

Data use stdtements can include a description of the transfer of the data\(“is delivered to the mobile
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Example 17
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personal

The data uss

ample 16). In Example 16, the data use statement about)email data are for the d
1d service. The clause about delivery to the mobile device is present to clarify the datz
s and cloud services ecosystem:

stomer content data from the email servicé<is’used by the device platform cloud serv|
based on personalization third party products and services for users of the email s
e email customer content data is deliveréd to the mobile device.

e statement in Example 16 allows thé use of any customer email to define promotioi
he email content is used exclusively to personalize the application on the mobile devi
hes the result scope and declaration is as shown in Example 17:

stomer content data\from the email service is used by the device platform cloud sery
ize the mobile device email application.

the behavioyr of the dewice, neither does it make any statements about data flow. A second statg
could clarify| the transfer of data as shown in Example 18:

Example 18

statement intExample 17 does not address how the device platform cloud service ch

evice
flow

ice to

prvice

s for

re the

ice to

hinges
ment

Pseudonymized social data from the restaurant service sent from the device platform cloud service to
the device using encryption of the data in motion is used by the mobile device application to personalize
the mobile device application capability.

10.2.8 Exceptional use statements

10.2.8.1 General

The data use statements described in Clause 10 are assumed to be true for the entire time of the
agreement between the cloud service customer and cloud service provider and reflect an assumption
that the CSP has routine access to the data categories necessary to execute the data use statements.
Using a specific structure for statements to describe exceptions to stated use add clarity, conformity
and transparency to the communications between CSP and CSC.
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10.2.8.2 Structure

An exceptional use statement relies on the data use statements defined in this document along with
roles and sub-roles described for parties defined in ISO/IEC 17789. An exceptional use statement
defines who has the ability to grant permission to whom to make what use. That granted permission is
the result of some action by the grantor and the permission is granted for a period of time.

Complete exceptional use statements define:
— the entity granting permission (a grantor);

— the entity making the exceptional use of the data (a grantee);

— the exceptional use [a use statement (see 10.2)];
— what can cause or is required for the grant of permission to occur (a grant trigger);
— How long the grant is in effect (a grant period).

The arrangement of these terms varies by context in where they are used. The pattern for an exceptional
use statement is shown in Example 19:

Example 19:

he [grantor] grants permission to [grantee] to [exceptional use] by [grant trigger.] |The grant is
ffective [grant period.]

10.2.8.3 Grantor

The term “grantor” represents the entity, such asia_person or organization that can grant permission to
perform the exceptional use. If left unspecified the cloud service customer is assumed to bg the grantor.

10.2.8.4 Grantee

The term “grantee” represents the entity, such as a person or organization that performs th¢ exceptional
use. If left unspecified the cloud service provider is assumed to be the grantee.

NOTE The role and sub-role definitions found in ISO/IEC 17789 may be useful to describe the grantor and
grantge.

10.2.8.5 Exceptionaluse

An exceptionaluse statement provides additional information to a data use statement [see 10.2) to
add transparency and precision about when data use is allowed. Example 20 shows an exdeptional use
statement;:

Exanllple 20:

The cloud service customer grants permission to the cloud service provider to provide emergency move
of customer data from this service to another geographical location in case of a natural disaster. This
is effective until the consequences of the natural disaster are dealt with, up to a maximum period of
nine months.

In Example 20, the cloud service customer is the grantor, the cloud service provider is the grantee and
the grant trigger is “in case of a natural disaster”. The grant period is specified.

Exceptional use statements can be used to describe exceptions for a narrower use than those defined
in the data use categories (see 9.3). For example, a grant for exceptional use may be limited to “provide
customer support” rather than the broader use “provide” (see 9.3.2). The assumption is that the more
narrowly defined use is the granted use in this scenario.
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