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ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

The ISO/IEC 15408 series permits comparability between the results of independent security
evaluations. It does so by providing a common set of requirements for the security functionality of IT
products and for assurance measures applied to these IT products during a security evaluation. Many
certification and evaluation schemes as well as evaluation authorities have been developed using the
ISO/IEC 15408 series and ISO/IEC 18045 as a basis, which permits comparability between the results
of evaluation projects.

One important factor in assuring comparability of the results of such evaluations is to understand
that the ev i i ificati jecti jecti rance
measures. Hence, the competence of the individual evaluators is important when the comparabilitly and
repeatability of evaluation results are the foundation for mutual recognition.

ISO/IEC 17025, provides general requirements for the competence of testing ahd‘ calibijation
laboratories| In ISO/IEC 17025:2017, 5.2.1, it is stated that "Personnel performing specific tasks shall be
qualified on the basis of appropriate education, training, experience and/or demonstrdted skills".

This documpnt establishes a baseline for the minimum competence of ISO/IEC 15408 evalyators
with the goal of establishing conformity in the requirements for the trdaining of ISO/IEC 15408
evaluator professionals associated with IT product evaluation schemes,and authorities. It provides
the specialied requirements to demonstrate the competence of individwals in performing IT prpduct
security evaluations in accordance with ISO/IEC 15408 (all parts) andISO/IEC 18045. ISO/IEC 15408-
1 describes [the general framework for competences including,the various elements of competence;
knowledge, pKills, experience, education and effectiveness. Fhis document includes knowledge and
skills especiplly in the following areas.

— Information security

Knowlefdge: Information security principles, information security properties, information sedqurity
threats and vulnerabilities

Skills: Understand information security requirements, understand the context
— Informalion security evaluation

Knowledge: Knowledge of ISO/IEC 15408 (all parts) and ISO/IEC 18045, laborptory
management system

Skills: Basic evaluation ‘skills, core evaluation skills, skills required when evaluating specific
security] assurance tclasses, skills required when evaluating specific security functional
requireinents classes

— Informatfion systems architecture

Knowlefdge: Technology being evaluated

Skills: Understand the interaction of security components and information
— Information security testing

Knowledge: Information security testing techniques, information security testing tools, product
development lifecycle, test types

SKkills: Create and manage an information security test plan, design information security tests,
prepare and conduct information security tests

The audience for this document includes validation and certification authorities, testing laboratory
accreditation bodies, evaluation schemes, laboratories, evaluators and organizations offering
professional credentialing.
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IT security techniques — Competence requirements
information security testers and evaluators —

Part 3:

for

Knowledge, skills and effectiveness requirements for ISO/

IEC_15408 evaluators

1 S§cope

This [document provides the specialized requirements to demonstrate cemipetence of
in pdrforming IT product security evaluations in accordance with ISQAIEC 15408 (al
ISO/IEC 18045.

2 Normative references

The following documents are referred to in the text in such a way that some or all of {

constlitutes requirements of this document. For dated reférences, only the edition cited
undated references, the latest edition of the referenced/document (including any amendmg

ISO/IEC 19896-1, IT security techniques — Competeice requirements for information securi
evaluptors — Part 1: Introduction, concepts and géneral requirements

ISO/IEC 15408 (all parts), Information technology — Security techniques — Evaluation c
securjty

[SO/IEC 18045, Information technology=— Security techniques — Methodology for IT securit)

[SO/IEC 17025, General requirements for the competence of testing and calibration laborator

3 Terms and definitions
For the purposes of this"document, the terms and definitions given in ISO/IEC 19896-1, 1SQ
1, ISQ/IEC 17025, ISO/IEC 18045 and the following apply.

[SO apd IEC nfaintain terminological databases for use in standardization at the following

|
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3.1
evaluation scheme

organization implementing policies and a set of rules established by an evaluation authority, defining

the evaluation environment, including criteria and methodology required to conduct
evaluations

3.2
subjective method
method based on a given person's experience, and understanding

© ISO/IEC 2018 - All rights reserved
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4 Knowledge

4.1 General

Knowledge is what an evaluator knows and can describe. Subclauses 4.2 to 4.8 address the knowledge
that is needed for evaluation to ISO/IEC 15408 (all parts) and ISO/IEC 18045.

4.2 Knowledge of ISO/IEC 15408 and ISO/IEC 18045

4.2.1

All evaluatot

a) the term
b) the term
c) thecont
d) the gend
e) tailoring
compon
f) protecti
g) evaluati
h) the sped
4.2.2 1ISO

All evaluator

ISO/IEC 15408-1

s shall have knowledge of:

s and definitions defined in ISO/IEC 15408-1;

s and definitions defined in ISO/IEC 18045;

ext for [SO/IEC 15408 evaluations;

ral model for the ISO/IEC 15408 series given in ISO/IEC 15408:1;

I security requirements: operations, dependencies between 'components and exte
ENts;

bn profiles and packages;
bn results; and

ification of security targets.

IEC 15408-2

s shall have knowledge of those security functional requirements (SFRs) of ISO/IEC 1]
used for the technology types the evaluator is authorized to work with, as well a
FRs. The classes of SFRs given.in ISO/IEC 15408-2 are:

audit (FAU);

ication (FCO);

Faphic support (ECS);
qQ protection-(FDP);

atiop-and authentication (FI1A);

nded

b408-
5 any

management (FMT);

(FPR);

protection of the target of evaluation security functions (FPT);

resource utilisation (FRU);

target of evaluation access (FTA); and

trusted path/channels (FTP).

2 which are
dependent S
a) security
b) commur
c) cryptog
d) user da
e) identifig
f) security
g) privacy
h)

i)

j)

k)

4.2.3

ISO/IEC 15408-3

All evaluators shall have knowledge of the security assurance requirements (SARs) given in ISO/
IEC 15408-3 which are specified by Security Targets (ST) that the evaluator is authorized to work with.

2
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The knowledge of particular SAR components shall include those to which the evaluator is authorized
to work at. The classes of SARs given in ISO/IEC 15408-3 are:

work.

ment (CCRA)"

a) development (ADV);

b) guidance documentation (AGD);

c) life-cycle support (ALC);

d) security target structure (ASE);

e) protection profile structure (APE);

f) tpsts (ATE);

g) Vulnerability assessment (AVA); and

h) domposition (ACO).

4.2.4{ ISO/IEC 18045

All eyaluators shall have knowledge of:

a) the evaluation process: this process is described in ISO/IEG-18045:2008, Clause 8; and
b) security evaluation method and activities: this information is given in ISO/IEC 18045.
4.3 |Knowledge of the assurance paradigm

4.3.1] Knowledge of the evaluation authority

All eyaluators shall have knowledge of the‘requirements of the evaluation authority dr evaluation
authqrities that are applicable to the evaliation schemes for which they are authorized to Y
NOTE Examples of such evaluation authorities include "Common Criteria Recognition Agree
and the "Senior Officials Group Information Systems Security (SOG-IS)".

Requjrements from evaluatign,authorities can include topics such as:

a) the scope of the evaluation authority;

b) recognition arrangements;

c) gvaluation@uthority policies;

d) guidance'to evaluation schemes, validators and evaluators;

e) ipterpretations;

f) supporting documents;

g) knowledge of related standards; and

h) quality requirements.

4.3.2 Knowledge of the evaluation scheme

Evaluation schemes typically define operational aspects such as policies, and procedures that are
specific to the evaluation scheme. Such items are often based on the scope of the evaluation scheme.

All evaluators shall have knowledge of:

a) The requirements of the evaluation scheme or schemes for which they are authorized to work;

© ISO/IEC 2018 - All rights reserved
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b)

EXAMPLE

the competence requirements of the evaluation scheme for evaluators.

NOTE

4.3.3

All evaluators shall have knowledge of:

a)

b)
‘)

any sector specific policies, regulations and legislation;
laboratory approval requirements for the evaluation scheme;

evaluation scheme policies in regard to evaluation projects including entry criteria, time limits, report
requirements, site visit requirements;

guidance to validators and evaluators;

evaluation scheme specific interpretations;

eval[ration scheme specilic guldance;,
appioved protection profiles and their supporting documents;
evalhation scheme specific assurance methods and activities; and

repdrting requirements.

Sep ISO/IEC 18045:2008, A.5 for guidance to evaluation schemes on thisd¢epic.

Knowledge of the laboratory and it’'s management system

the labgratory’s management system, including poli€ies, processes and procedures that are

applicalble to evaluators;
laboratdry approved methods; and

laboratdry competence requirements.

NOTE
control, record control, control of nonconforming testing and/or calibration work, handling of technical refords,
and conflict df interest are often the directresponsibility of evaluators. Most laboratory management systems

are based on |SO/IEC 17025.

4.4 Knowledge of information security

All evaluators shall have knewledge of:

a)
b)
0)
d)
€)
f)
g)

security| principles;
security| properties;

mechanisms of attack;

Mgnagement systems vary greatly in“their implementations. However, items such as docfiment

concepts of attack potential;

secure development life cycles;

security testing; and

vulnerabilities and weaknesses.
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ISO/IEC 15408 (all parts) and ISO/IEC 18045 can be used in the evaluation of a wide variety of
information technologies. These technologies are often classified into various technology types by
evaluation schemes, evaluation authorities or others.

All evaluators shall have knowledge of the information technology types being evaluated by them,
including the common security architectures deployed for that technology type.

pes.

EXAMPLE Commonly identified technology types include:

alccess control devices and systems;
encryption, key management and PKI systems, products for digital signatures;
databases;
perating systems;
etwork and network-related devices and systems;
obile devices and systems;
ulti-function devices;
ICs, smart cards and smart-card related devices and systems;
hardware devices;
detection devices and systems; and
d

ata protection, biometric systemsand devices, trusted computing.

4.5.2| Protection Profiles, packages and supporting documents

All eyaluators shall have.knowledge of the following, where they are applicable for the
techrjology evaluated by them:

a)

b)

A

rotection prefiles, packages and any related supporting documents specified in con
he evaluater's'work;

(milso

wn_ct+

pecified as applicable to an evaluation;

only identified

information

hection with

he knowledge required to meet any additional evaluation methods and assurance activities

warda datapean i o 36 o g b Qe ot bl o rgrddaonoan 1o oo d bo ot fioan a1 e
UVV LU Ut L1 it 11 au_y ITILCT lJl CLldlivIllos Ul suluaubc 111 lcscuu U lJl \vauwrau vy lJl UITICS, }‘
related supporting documents have been issued and whether they are applicable to
evaluation project.

4.6 Knowledge required for specific assurance classes

ackages and
a particular

Evaluators need the knowledge required by the evaluation methods and activities specified for the
assurance classes for which they are authorized to work. Examples for the knowledge required by ISO/
[EC 18045 are given in Annex B.
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4.7 Knowledge required when evaluating specific security functional requirements

896-3:2018(E)

Evaluators shall have the knowledge required as given by the security functional requirements they
are authorized to evaluate as specified in ISO/IEC 15408-2. Examples for the knowledge required by
ISO/IEC 15408-2 are given in Annex C.

4.8 Knowledge needed when evaluating specific technologies

Since technology can vary and are continually evolving it is not possible to identify all the skills
required. Annex A provides an informative list of both knowledge and skills for many technologies. In
addition, the Bibliography gives many technology related references.

Technology
experience @

a) particip
b) working

c) working

related knowledge can be obtained through experience with that technology.
an be developed by:

hting in education in regard to the technology;
as a trainee alongside an experienced evaluator;

in the development of the technology; and

d) performling research on the technology.

5 Skills

5.1 Basic

evaluation skills

5.1.1 Evaluation methods

All evaluatoi
methods, ind

a) samplin
b) basic st3
c) observa
d) analysis
e) compari

f) recordin

s shall have skills in basic evaluation methods. These include both objective and subje
luding:

3

=
tistical analysis;

Fion;

son; and

g results;

5.1.2 Evalluation tools

The evaluator shall be skilled in:

Such

ctive

a) the use of tools that are specified by the laboratory or evaluation scheme in support of evaluation,
report generation, delivery or protection of documents and results;

EXAMPLE

— encr

yption tools; and

— documentation tools.
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b) specialized tools for certain evaluation tasks as specified by the laboratory or evaluation scheme or

S

upporting documents.

EXAMPLE

— specialized mathematical tools for analysing measured data;

— tools for verifying implementation of crypto algorithms.

Core evaluation skills given in ISO/IEC 15408-3 and ISO/IEC 18045

Evaluationprineiples
aluators shall be able to perform their work in a way that is:
mpartial;
bjective;

epeatable; and

eproducible.

Evaluation methods and activities

aluators shall have skills in the core evaluation methods and activities specified in IS
ction Profiles and any supporting documents.

pllowing verbs have special meaning in ISO/IEC 18045:2008 and the evaluator shall
ming the activities in accordance with the definitions made in ISO/IEC 18045:200

exprgssed as the following verbs:

5.2
5.2.1
All ey
a) i
b) g
c 1
d r
5.2.2
All ey
Protq
The f
perf
a)
b)
c)
d)
e)
f)
g)
h)

eck;

nfirm;
emonstrate;
escribe;
etermine;

sure;
e exhaustive;

amine;

D/1EC 18045,

be skilled in
I8. These are

i) expiaim

j) justify;
k) prove;
1) report;
m) record;
n) specify;

0) trace; and

p) verify.
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NOTE

5.3 Skills

896-3:2018(E)

These terms are defined and explained in either ISO/IEC 15408-1 or ISO/IEC 18045:2008.

required when evaluating specific security assurance classes

5.3.1 General

Evaluators performing evaluation activities shall be able to write observation reports.

The further skills required are listed for each class in Tables 1 to 7. Within each family, the skills
required increase both in depth and width. The additional skills are listed in higher members of the
family while the increased depth of the skills is not explicitly mentioned but shall be considered when

authorizing

EXAMPLE 1
the SFRs befo

EXAMPLE 2
skills to hand

5.3.2 ADV

Evaluators g

bvaluators.

An evaluator who is authorized to evaluate ADV_FSP.2 needs to be able to check tracing li
re obtaining authorization for ADV_FSP.3.

For ADV_TDS.1, only basic skills regarding TOE architecture are required, while for ADV ]
e formal methods for the architecture are required.

(Development) Class

erforming evaluation activities related to the ADV class shall‘\have the skills identif

Table 1 for the assurance components up to and including the componént that they are evaluating

Table 1 — SKkills required for ADV class evaluators

hks of

'DS.6,

ed in

Assurange g -
Evaluationik Is required
component RN
a) Being able to cross-check architectural information with other evidence providgd for
ADV_ARC.1 .
the evaluation.
a) Beingable to identify prograntiand application interfaces;
ADV_FSP.1
b) Being able to determine the TSFIs.
ADV_FSP.2 No additional requirements:
ADV_FSP.3 c¢) Beingable to che¢ktracing links of the SFRs;
ADV_FSP.4 No additional requirements.
ADV_FSP.5 d) Beingableteunderstand semi-formal language;
e) Beingable’to understand formal language;
ADV_FSP.6 f) Beéingable to verify the correctness of the formal model and also the completeness ¢f the
reasoning.
a}~ Use of sampling techniques;
b) Being able to read and understand source code or hardware diagrams and/ jor IC
ADV_IMP.l IIdaruvwdadlc qulsll Aausuasc CUUT Ul 1a_yuut uata USTU 11T lllll)lclllclltllls tuc TUE,
c) Being able to use tools allowing for un-shrouding or de-obfuscation;
d) Being able to understand generation tools, their usage, and their effects.
EXAMPLE Compiler configurations.
ADV_IMP.2 No additional requirements.
ADV_INT.1 No additional requirements.
a) Being able to identify standards relevant to the TSF in order to determine if the TSF is
ADV_INT.2
well-structured;
ADV_INT.3 b) Being able to judge the complexity of the TSF internals;
ADV_SPM.1 a) Beingable to understand the security policy model and determine if it is complete;
ADV_TDS.1 a) Beingable to understand the architecture of the TOE.

8
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Table 1 (continued)
(ﬁ)snsll;l)l::nr:e‘ft Evaluation skills required
ADV_TDS.2 No additional requirements.
ADV_TDS.3 No additional requirements.
ADV TDS.4 No additional requirements.
ADV_TDS.5 No additional requirements.
ADV_TDS.6 No additional requirements.

5.3.3| AGD (Guidance Documents) Class

Evalyators performing evaluation activities related to the AGD class shall have the skills|identified in
Table 2 for the assurance components that they are evaluating.

Table 2 — SKkills required for AGD class evaluators

L N
5 IS Evaluation skills required
component J/'
a) Being able to understand that the operation is\correct and secure accqrding to the
AGD.pPE.1 .
evidence;
a) Being able to understand that the installation is correct and secure accgrding to the
AGDPRE1 evidence;

5.3.4 ALC (Life-Cycle Support) Class

Evalyators performing evaluation activities related to the ALC class shall have the skills|identified in
Table 3 for the assurance components that theyare evaluating.

Table 3 — Skills'required for ALC class evaluators

cAaifnlll)I(‘::::a‘ft ‘ (,\‘J;\'O Evaluation skills required
ALCJCMC.1 a) Being abpleto observe the use of the CM system as described in the CM plan|
ALC]|CMC.2 No additional requirements.
ALC|CMC.3 No additional requirements.
ALCJCMC.4 Nowadditional requirements.
ALCJCMC.5 No additional requirements.
a) Beingable to understand versioning and identification schema;
ALC|CMS.1
b) Being able to determine if configuration items are uniquely identified.
ALC|CMS.2 No additional requirements.
ALC_CMS.3 No additional requirements.
ALC_CMS.4 No additional requirements.
ALC_CMS.5 No additional requirements.
ALC_DEL.1 a) Beingable to follow written delivery and installation procedures.
a) Site visit planning;
b) On-site and personnel assessment techniques;
ALC_DVS.1 c) Being able to observe the application of security measures during development and

maintenance of the TOE as described in the development security documentation;

d) Being able to observe the practical application of delivery procedures as described in
the delivery documentation.
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Table 3 (continued)

SERITEINES Evaluation skills required
component

ALC_DVS.2 No additional requirements.

ALC_FLR.1 a) Beingable to understand flaw remediation processes.

ALC_FLR.2 No additional requirements.

ALC_LCD.1 a) Beingable to analyse the life cycle processes presented by the developer.

ALC_LCD.2 No additional requirements.

ALC_TAT.1 a) Beingable to analyse the tools and techniques presented by the developer.

ALC_TAT.2 No additional requirements.

ALC_TAT.3 No additional requirements.

5.3.5 ASEfand APE (ST and PP evaluation) Classes
Evaluators gerforming evaluation activities related to the ASE class shall have the-skills identif]ed in
Table 4 for the assurance components that they are evaluating.
Table 4 — SKkills required for ASE and APE class evaluators
Assurgnce component Evaluator slii}@equired

ASE_CCL.1 APE_CCL.1 a) Beingable to check that the confformance claim is correct.

ASE_ECD.1 APE_ECD.1 a) Being able to understand<hat the extended components definitjon is
correct.

ASE_INT.1 APE_INT.1 a) Being able to understand that the introduction describes the TOE and
the TOE context correctly.

a) Being able todetermine if the security objectives adequately and
completely address the security problem definition;

ASE_OB]J.1 APE_OB]J.1 b) Being ableto determine if the security objectives are properly diyided
betweéen security objectives of the TOE and the security objegtives
for/the TOE environment correctly and together address the sedurity
préblem definition.

ASE_OB]J.2 APE_OBJ.2 Noadditional requirements.

ASE_REQ.1 APE_REQ.1 a) Being gble to determine Fhat the security requirements are [lear,
unambiguous and well-defined.

ASE_REQ.2 APE_REQ.2 No additional requirements.

ASE_SPD.1 APE_sPO1 a) Being able to understand that the security problem definitipn is
correct.

ASE_TSS.1 a) Beingable to map narrative to specific SFRs.

5.3.6 ATET{Tests)Ciass

Evaluators performing evaluation activities related to the ATE class shall have the skills identified in

Table 5 for the assurance components that they are evaluating.

10
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Table 5 — SKkills required for ATE class evaluators

LI ED Evaluator skills required
component
a) Beingable to understand the test coverage presented;
ATE_COV.1
b) Being able to understand tests and verify that the results of tests are correct;
ATE_COV.2 No additional requirements.
ATE_COV.3 No additional requirements.
a) Beingable to understand the test coverage documentation provided by the developer;
ATE_DPT.1
b) Being able to understand testing at a subsystem level.
ATE |DPT.2 a) Beingable to understand testing at a module level.
ATE |DPT.3 No additional requirements.
ATE |DPT.4 No additional requirements.
a) Being able to understand the functional testing documentation provided by the
ATE [FUN.1
developer.
ATE |FUN.2 No additional requirements.
a) Development of a test plan;
b) Development of appropriate test cases;
c) Configuration of the TOE;
ATE |IND.1 d) Setup and configuration of the TOE®&nvironment;
e) Maintaining the integrity of thetest environment;
f) Configuring and using test tools specified in the test plan;
g) Commissioning appropriate test harnesses and test scripts.
NOTE This can includethe use of programming languages, scripting languaged, and debug
facilities.
ATE |IND.2 No additional reguirements.
ATE JIND.3 No additional requirements.
5.3.7 AVA (Vulnerability Assessment) Class
Evalyators performing evaluation activities related to the AVA class shall have the skills|identified in
Table 6 for the assurance components that they are evaluating.
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Table 6 — SKkills required for AVA class evaluators

s naiCe Evaluator skills required
component
a) Beingable to identify appropriate keywords for a vulnerability search;
b) Being able to identify appropriate sources of information for publically known
vulnerabilities for a particular TOE;
c) Being able to understand the evidence of vulnerabilities analysis and verify that the
AVA_VAN.1 result of the evidence is correct;
t—Beimgabtetoamatyse causeamdeffect retationshipsof FOEfunctiomatity;
e) Being able to identify residual vulnerabilities;
f) Being able to calculate the attack potential.
AVA_VAN.2 No additional requirements
AVA_VAN.3 g) Flaw hypothesis development;
AVA _VAN.4 No additional requirements.
AVA_VAN.5 No additional requirements.

5.3.8 ACO|(Composition) Class

Evaluators gerforming evaluation activities related to the ACO class shall have the skills identif]ed in

Table 7 for the assurance components that they are evaluating;

Table 7 — SKkills required for A€O class evaluators

éﬁ;‘:::let Ev&'l&qz)r skills required

ACO_COR.1 No additional requirements.

ACO_DEV.1 No additional requirements,

ACO_DEV.2 No additional requirements.

ACO_DEV.3 No additional requirenients.

ACO_REL.1 No additional requirements.

ACO_REL.2 No additional_sequirements.

ACO_CTT.1 a) The skillsiidentified for the ADV_FSP class given in Table 1;

ACO_CTT.2 No additional requirements.
a) ~The skills identified for the AVA_VAN class given in Table 6;
b)> Being able to determine if the assumptions and objectives specified for the each ¢f the

ACO VUL components operational environment, remains true for a composed TOE;
c) Beingable to identify vulnerabilities introduced as a result of composition;
d) Beingable to perform penetration testing.

ACO_VUL.2 No additional requirements.

ACO_VUL.3 No additional requirements.

5.4 SKkills required when evaluating specific security functional requirement classes

5.4.1 General

For each class, the evaluator shall be able to:

a) understand and test for conformance to related technological standards; and

12
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earch for potential vulnerabilities and side channels.

SKkills required when evaluating the FCS (Cryptographic support) Class
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a) beingable to determine if cryptographic algorithms and protocols are implemented correctly.

5.5

Skills needed when evaluating specific technologies

Since technology can vary and are continually evolving it is not possible to identify all the skills

requi

red. Annex A provides a list of both knowledge and skills for some technologies.

&
<

d) p

6 I

Expe
evalu
supel

tending skills-training related to the technology;

Forking as a trainee alongside an experienced evaluator;
orking in the development of such technologies; and

erforming research on the technology.

xperience

Fience in the core evaluation skills, given in Claus€.5, is gained during the first ang
ations performed by an evaluator. As a traineé; such experience should be gaine
vision and/or mentorship of another competent'evaluator.

Previous experience in tasks related to the use-ofISO/IEC 15408 and its related documen

but 1
and s
comp

7 B
All e
highe
meth

All ey

a)

—u

ot limited to, performing related waork-Such as consultancy, product developme
pecification of requirements can contribute to the elements of knowledge that are
etence.

ducation

Faluators should have a-tertiary educational qualification, such as an Associate, B
r degree, that is relevant to the requirements addressed in ISO/IEC 15408 and th|
pdology requirements in ISO/IEC 18045.

aluators shall, at a minimum, demonstrate they have either:

uccessfully:completed appropriate tertiary education with at least 3 years of study i
hcluding-specific technical specialities related to IT or IT security; or

h experience

subsequent
d under the

ts including,
nt, research
required for

achelor’s, or
e evaluation

n disciplines

that gained

b) Hhad<experience which provided equivalent knowledge, skills and effectiveness to
thTough tertiary education in disciplines related to IT or IT SECUrity.

EXAMPLE Examples of specific technical specialities include:

— engineering technology;

— €

lectrical engineering;

— mechanical engineering;

— material engineering;

— computer information technology;

— computer engineering;
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physics;
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computer science;
computer networks;

cybersecurity;

formal mathematics;

information systems; and

development and security.

8 Effecti

8.1 Genel

The evaluat
attributes o
team partici

Veness

ral

br shall be able to apply knowledge and skills in a productive manhner; characteriz
[ behaviour such as aptitude, initiative, enthusiasm, willingness, communication
pation, and leadership.

8.2 Effectiveness of the evaluation

Subclause 5.

2.1, lists the evaluation principles that are required te.be followed in order to achie

effective evg

8.3 Evalu

ISO/IEC 180
Many items 1
by evaluatio

luation.

ation scheme responsibilities for evaluator effectiveness

15:2008, A.5 provides guidance to evaluation schemes on their expected responsibi
elated are directly or indirectly related to evaluator effectiveness and should be consi
h facilities when determining effectiveness.

8.4 Effectiveness in performing timely evaluations

Measuremer

t criteria for the effectiyeness of evaluators are found ISO/IEC 19896-1:2018, 8.5.

8.5 Effectiveness in performing accurate evaluations

All evaluatoi
and activitie

s shall be able toperform assigned evaluation tasks that follow defined evaluation me
s with accuracy.

8.6 Effectiveness in reporting results

ed by
bkills,

ve an

lities.

lered

thods

All evaluatol

's'shall be able to express the results of the evaluation so that the rationale for the de

ision

and the references to the relevant documents are quickly understandable by the intended reader of

the report.
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Technology types: Knowledge and skills

Knowledge related to specific technology types

-3:2018(E)

A.1.1

The t
The t
other

The d
they
agre
the e
Hows¢

The
techr

General

axonomy of technology types varies according to the needs of those entities .categd
bchnology types presented in A.1 are those that are frequently used, the readeris to b
technology types can be identified.

epth of knowledge required by an evaluator varies depending on the'security require
bvaluate. Evaluators engaged with ADV, ASE and APE, ATA, AVA 'aind ACO assurance
hter depth of knowledge then those evaluating the ALC class.\In‘general, evaluators e
raluation of security functional requirements will need to understand the technolog
ver, depending on the evaluation methods and activities specified, this may not be ne

following knowledge is identified as being neéded by evaluators working w
ology types:

Ps related to the technology type;
valuation methods and activities relatedto’the technology type; and

echnological standards related to thettechnology type.

Access control devices and systems

ccess control methods.

Biometric systems and devices
tatistical techniques; and
iometric modalities.
Data.protection

atdbases;

rizing them.
e aware that

ments which
classes need
ngaged with
y employed.
cessary.

ith specific

b) s

canning techniques; and

c) intrusion detection.

A.1.5 Databases

a ¢

oncepts of data base management systems architecture; and

b) access control methods.

A.1.6 Detection devices and systems

a) ¢

oncepts of detection devices and systems architecture; and

© ISO/IEC 2018 - All rights reserved

15


https://iecnorm.com/api/?name=18e4e359fc9898d76200935e7f7fff04

ISO/IEC 19896-3:2018(E)

b)

concepts of pattern recognition.

A.1.7 ICs, smart-cards and smart-card related devices and systems

a) concepts of smart card architecture;

b) smart card readers and their drivers;

c) crypto processors;

d) secure key storage;

e) wired/vireless interiaces;

f) physicalltrue random bit generator;

g) concepts of tamper proofing, resistance, detection, evidence, response; and
h) side chapnel analysis.

A.1.8 Hargdware devices

a) physicalsecurity;

b) concepts of tamper proofing, resistance, detection, evidence, respernse; and
c) side chapnel analysis.

A.1.9 Keymanagement systems

a) key manjagement methods and techniques;
b) random|number generation;

c) concept$ of entropy;

d) key gengration;

e) key estaplishment;

f) key entry and output;

g) keystorpge;

h) key zerdization; and

i) key transport:

A.1.10 Mohile'devices and systems

a) concepts of mobile device architecture; and
b) concepts of mobile device management.

A.1.11 Multi-function devices

a)

concepts of multi-function device architecture.

A.1.12 Network and network-related devices and systems

a) network architectures and topologies; and

b)

16

commonly used network protocols.
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A.1.13 Operating systems
a) secure boot;

b) protection rings,

€) memory management;

d) least privilege principle;

e) access control mechanisms;

f) 1S ;uu;ylca Uf Vv ;l tualibatiuu,
g) separation; and

h) deterministic RBG.

A.1.14 Products for digital signatures
a) digital signature technologies;

b) pgublic key infrastructures (PKI);

c) certificate authorities (CA); and

d) Key generation algorithms.

HXAMPLE RSA, DSA and ECDSA.

A.1.15 Trusted computing

a) Key trusted computing technology concepts.

1) trusted platform module keys such as endorsement key (EK) and storage root key|(SRK);
2) platform configuration registers;

3) secure input and output;

4) memory curtaining;

5) sealed storage;-and

) remote-attestation.

A.2 |SKkills related to specific technology types

A.2.1 General

When considering the skills required for certain technology types, the specific skills needed are mostly
related to the ATE (testing) for that technology type. These skills build upon the basic skills that are
defined within this document.

The following skills are identified as needed by evaluators working with specific technology types:
a) the performance of evaluation methods and activities associated with the technology type; and

b) being able to understand related technological standards.

A.2.2 Access control devices and systems

a) being able to install access control devices and systems.
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A.2.3 Biometric systems and devices

a) use of statistical techniques.

A.2.4 Data protection

a) being able to install access control devices and systems.

A.2.5 Databases

a) beingable to correctly configure the database management system (DBMS) platforms; and

b) being able to use structured query language (SQL) or other database query languages.

A.2.6 Detection devices and systems

a) being able to install and configure detection devices and systems.

A.2.7 ICs,smart cards and smart card-related devices and systems
a) being able to install smart-card readers and their drivers on test platfofis;
b) being able to prepare integrated circuits for testing;

EXAMPLE The use of probes.
c) being aljle to configure and use electronics testing equipment;

EXAMPLE Oscilloscopes, protocol analyser.
d) being able to configure and use emulators and sinfdlators;
e) use of plhysical security techniques for penetration testing; and

f) being able to initiate and perform side-channel attacks.

A.2.8 Harglware devices

a) use of physical security techniqués for penetration testing;

b) being able to initiate and (perform side-channel attacks;

c) being aljle to configure and use electronics testing equipment; and
EXAMPLE Oscilloscopes, protocol analysers.

d) being aljle td configure and use emulators and simulators.

A.2.9 Key Management systems

No specialized skills for this technology type have been identified.

A.2.10 Mobile devices and systems

No specialized skills for this technology type have been identified.

A.2.11 Multi-function devices

No specialized skills for this technology type have been identified.
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A.2.12 Network and network-related devices and systems

No specialized skills for this technology type have been identified.

A.2.13 Operating systems

a) beingable to identify an operating system’s TOE security function interface (TSFI).
A.2.14 Products for digital signatures

No specialized skills for this technology type have been identified.

A.2.15 Trusted computing

No spgecialized skills for this technology type have been identified.
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Annex B
(informative)

Examples of knowledge required for evaluating security assurance
requirement classes

This annex canta

urity

assurance rqulrement classes glven in ISO/IEC 15408-3. The examples are based on the evalyation
methodology given in ISO/IEC 18045.

B.1 Kno

B.1.1 ADV
Evaluators |
identified in|
assigned arsg

ledge required for specific assurance classes

(Development) Class

performing evaluation activities related to the ADV class should have the know
Table B.1, up to and including the level of detail of the assurance components in
a of evaluation responsibility.

Table B.1 — Knowledge required for ADV class evaluators

ledge
their

Assurange Minimum kn %dge required
component «
a) Self-protection property;
b) Domain separation property;
ADV_ARC.1
c) Non-bypassability property;
d) Secure architecture and-design concepts.
a) Concept of an interface;
ADV_FSP.1 b) Concept of SFR-stupporting and SFR-enforcing TSF]I;
c) Methodsofthe specification of program interfaces.
d) Security architecture;
ADV_FSP.2
e) _Error messages.
ADV_FSP.3 f)\-Parameters.
ADV_FSP.4 No additional requirements.
g) Formal security policy model;
h) Semiformal style;
ADV_FSP.5
i) Astandardized format with a well-defined syntax;
j)  Structured presentation methods (pseudo-code, flow charts, block diagrams).
ADV_FSP.6 No additional requirements.
a) Sampling techniques;
b) Source code languages or hardware diagram specification and/ or IC hardware design
ADV IMP.1 language code or layout data used in implementing the TOE;

c¢) Shrouding or obfuscation techniques;

d) Compilers.

20
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SESIIETES Minimum knowledge required
component
e) Evaluation scheme provided guidance;
ADV_IMP.2 . . . . . )
f) Techniques of generating TSF from an implementation representation (e.g. Compilers,
interpreters).
a) Internal structuring;
ADV_INT.1
b) Complexity.
ADV JNT2 No-additionalrequirements:
ADVJINT.3 No additional requirements.
a) Formal security policy models including an understanding of policies'for a¢cess control,
audit, identification, authentication, encryption, and management;
ADVISPM.1 b) Security architectures;
c¢) Formal methods.
a) Levels of decomposition;
b) Subsystem concepts and description includifig\ categorization, purposg¢, behaviour,
interactions, interfaces;
ADV]TDS.1
c¢) Module concepts and description jn¢luding categorization, purposd, behaviour,
interactions, interfaces;
d) Concepts of SFR-enforcing, SFR-supporting and SFR-non-interfering.
ADV]TDS.2 No additional requirements.
ADV]|TDS.3 No additional requirements.
ADV]TDS.4 No additional requirements:
ADV]|TDS.5 e) Semiformal design;description;
ADV]TDS.6 f)  Proofs of correspondence.
B.1.Z AGD (Guidance Documents) Class
Evalyators performing evaluation activities related to the AGD class should have th¢ knowledge
identffied in Table B.2;up to and including the level of detail of the assurance compongnts in their
assighed area of evaluation responsibility.
Table B.2 — Knowledge required for AGD class evaluators
Apsur V An .
c nént Minimum knowledge required
I :1) Fnhrnpfc of user roles:
b) Concepts of groups;
AGD.OPE.1 c¢) The user-accessible functions and privileges;
d) Secure operation;
e) Operational environment.
a) Delivery procedures;
AGD_PRE.1 b) Secure installation techniques;
c) Secure configuration.
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B.1.3 ALC (Life-Cycle Support) Class

Evaluators performing evaluation activities related to the ALC class should have the knowledge
identified in Table B.3, up to and including the level of detail of the assurance components in their
assigned area of evaluation responsibility.

Table B.3 — Knowledge required for ALC class evaluators

GRS Minimum knowledge required
component

a) Productlife-cycle;

b) Concepts of configuration management;

c) Concepts of development security;

d) Typical tools and techniques used in TOE development;

e) Patching and flaw remediation processes;

f) Integration and acceptance processes;

g) Delivery processes;

ALC_CMC.1

h) Build process (the process of transforming an implementation representation into
the TOE);

i)  Concepts of configuration management;

i) Commonly used configuration management systems;

k) The application of configuration management, ensuring that the integrity of the T|OE is
preserved;

1) Measures, procedures, andgstandards concerned with secure delivery of the|TOE,
ensuring that the security-protection offered by the TOE is not compromised durirg the
transfer to the user.

ALC_CMC.2 m) Configuration management systems security (access control);
ALC_CMC.3 n) Concepts of a configuration management system plan;
ALC_CMC.4 o) Configuration management acceptance procedures;
ALC_CMC.5 No additional requirements.

a) Congepts of configuration management;

ALC_CMS.1
b) _€ommonly used configuration management systems.
ALC_CMS.2 No.additional requirements.
ALC_CMS.3 No additional requirements.
ALC_CMS.4 No additional requirements
ALC_CMS.5 No additional requirements.

a) Measures, procedures, and standards concerned with secure delivery of the TOE,

ensuring that the security protection offered by the TOE is not compromised during the
ALC_DEL.1 transfer to the user site;
b) Tamper techniques including tamper proofing, resistance, detection and evidence.

22
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GERITETNEE Minimum knowledge required
component
a) Security measures, used to protect the development environment including:
1) Security controls;
ALC_DVS.1 2) Physical security;
3) Personnel security;
A.) Procedural security
ALC|DVS.2 No additional requirements.
a) Methods of flaw remediation;
b) Security flaw reporting in each stage of development;
ALCJFLR.1
c) Patching and flaw remediation processes;
d) Secure distribution of patches and changes.
ALC|FLR.2 e) Corrective action.
a) Development life cycle models
EXAMPLE
ALCJLCD.1 1) Agile;
2) Waterfall.
3) Life-cycle input and output’documentation.
ALC|LCD.2 No additional requirements
a) Tools and techniquesaised in product development, including:
1) Well-defined development tools;
ALCJTAT.1
EXAMPLE PRrogramming languages or computer-aided design (CAD) systems, and
2) Imbplémentation standards.
ALCTAT.2 No additional requirements.
ALC|TAT.3 No additional requirements.
B.1.4 ASE & ARE (ST and PP evaluation) Classes
Evalyators_performing evaluation activities related to the ASE and APE classes shoyld have the
knowledge identified in Table B.4, up to and including the level of detail of the assurance cdmponents in
theirfassigned area of evaluation responsibility.

Table B.4 — Knowledge required for ASE and APE class evaluators

Assurance component Minimum knowledge required
a) PP, ST, security requirement packages;
ASE_CCL.1 APE_CCL.1
b) Conformance claim.
a) Being able to review definition of an extended component for each
extended security requirement;
ASE_ECD.1 APE_ECD.1
b) Being able to review demonstration of conformance or non-
conformance to these elements.
ASE_INT.1 APE_INT.1 No additional requirements.
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Table B.4 (continued)
Assurance component Minimum knowledge required

ASE_O0BJ.1 APE_OBJ.1 a) Operational environment.
ASE_OB].2 APE_OBJ.2 No additional requirements.

a) Subjects;

b) Objects;
ASE_REQ.1 APE_REQ.1 c¢) Operations;

d) Security attributes:

e) External entities.
ASE_REQ.2 APE_REQ.2 No additional requirements.

a) Security problem definition;

b) Security objectives.
ASE_SPD.1 APE_SPD.1 c) Assets;

d) Threats;

e) Threatagent.
ASE_TSS.1 — No additional requirements
B.1.5 ATE|(Tests) Class

Evaluators |
identified inl
assigned arg

performing evaluation activities related to.‘the ATE class should have the knowlledge
Table B.5, up to and including the level of detail of the assurance components in|their
a of evaluation responsibility.

Table B.5 — Knowledge réquired for ATE class evaluators

N \
Assurancp \j;\'Minimum knowledge required
componerjt XS
a) Concept of a testiplan;

1) Resourgesrequired for testing;

2) Coimonly used testing tools;

3) ) Test prerequisites;

4) Testing environment;

All componehts

5) Test steps (test scenario);

6) Expected result of tests;
7) Recording methods of actual test results;
8) Testverdict.

b) Common test methods (e.g., functional specification, toe design, module, etc.).

ATE_COV.1 a) Concepts of test coverage.
ATE_COV.2 No additional requirements.
ATE_COV.3 No additional requirements.
ATE_DPT.1 a) Concepts of depth of testing and link with subsystem.
ATE_DPT.2 b) Concepts of depth of testing and link with module.
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AT Minimum knowledge required
component
ATE_DPT.3 No additional requirements.
ATE_DPT.4 No additional requirements.
ATE_FUN.1 a) Concepts of functional testing;
ATE_FUN.2 No additional requirements.
a) Type of interfaces (e.g. Programmatic, command-line, protocol);
h) nnvn]npmnhf of flaws hypnfhncnc;
ATEJIND.1
c) Testing techniques;
d) Black and white box testing techniques.
e) Sampling techniques;
ATE |IND.2
f) Development of independent test cases.
ATE |IND.3 No additional requirements

B.1.§ AVA (Vulnerability Assessment) Class

Evalyators performing evaluation activities related to the "AVA class should have thg
identjfied in Table B.6, up to and including the level of,détail of the assurance compon
assighed area of evaluation responsibility.

Table B.6 — Knowledge required for AVA class evaluators

knowledge
ents in their

CAG;S:;::‘I:;& \\ﬂ}%imum knowledge required

a) Classification of vulumerabilities;
b) Attack taxonomies;

AVA VAN.1
c) Identification of sources of public vulnerability information;
d) Penetration testing.

AVA_VAN.2 No additional requirements.

AVA [VAN.3 e) (~ Development of flaw hypotheses.

AVA [VAN.4 f)\+ Evaluation scheme specific methods, tools and techniques.

AVA _[VAN.5 No additional requirements.

B.1.7 ACO (Composition) Class

Evaluators performing evatuation activities Tefated to the ACO Tlass should trave th

knowledge

identified in Table B.7, up to and including the level of detail of the assurance components in their
assigned area of evaluation responsibility.
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Table B.7 — Knowledge required for ACO class evaluators

RNl Minimum knowledge required
component
a) Principles of composition;
b) Types of composition;
1) Layering;
AllACO 2) Network;
components
2] Comnpnonan £
3}—Component:
c¢) Principles of system integration;
d) Principles of reliance.
ACO_COR.1 No additional requirements.
ACO_DEV.1 a) Knowledge required for ADV class;
ACO_DEV.2 No additional requirements.
ACO_DEV.3 No additional requirements.
a) Componentinteractions;
b) Concept of reliance;
ACO_REL.1 c¢) Tamper protection techniques including tamper proofing, resistance, detectior} and
evidence;
d) Interference protection techniques.
ACO_REL.2 No additional requirements
a) Knowledge required for ATE class;
ACO_CTT.1
b) Composed TOE testing;
ACO_CTT.2 No additional requirements.
a) Knowledge required for'the AVA class;
ACO_VUL.1 b) Knowledge of viilnerabilities applicable to composition;
c¢) Information\flow.
ACO_VUL.2 No additionalrequirements
ACO_VUL.3 No additienal requirements
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