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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work.
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Introduction

The ISO/IEC 29167 series describes security services as applicable for the ISO/IEC 18000 series. The
various parts of ISO/IEC 29167 describe crypto suites that are optional extensions to the ISO/IEC 18000
air interfaces.

The ISO/IEC 19823 series describes the conformance test methods for security service crypto suites.
It is related to the ISO/IEC 18047 series, which describes the radio frequency identification device
conformance test methods, in the same way as ISO/IEC 29167 is related to ISO/IEC 18000.

Theserelations-mean fh:\f for a hrndnr‘f that is claimed to be anh]lnnf to2a h:nr of IQ(\/TF‘C 18000-n

and [SO/IEC 29167-m, the test methods of ISO/IEC 18047-n and ISO/IEC 19823 -m applyy)[f a product
supgorts more than one part of ISO/IEC 18000 or ISO/IEC 29167, all related parts of ISO/TEC 18047 and
ISO/IEC 19823 apply.

NOTE1 The conformance test requirements of ISO/IEC 18000-6, ISO/IEC 18000-61,ISO/IEC 18000-62, ISO/
IEC 18000-63, ISO/IEC 18000-64 are currently all in ISO/IEC 18047-6.

This| document describes the test methods for the SIMON crypto suite as standardized in ISO/
IEC 29167-21.

NOTE 2  Test methods for interrogator and tag performance are covered by ISO/IEC 18046 (all parts).

© ISO/IEC 2019 - All rights reserved v
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Information technology — Conformance test methods for
security service crypto suites —

Part 21:
Crypto suite SIMON

1

This
1SO/

This
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Unle
tags

2
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cons
undd4

1S0/

ISO/
Part

ISO/
meth

IS0/
Harr

hcope

document describes methods for determining conformance to the security crypto suit
[EC 29167-21.

document contains conformance tests for all mandatory functions.

ronformance parameters are the following:

parameters that apply directly affecting system functionality.and inter-operability,
brotocol including commands and replies,

hominal values and tolerances.

5s otherwise specified, the tests in this document'are intended to be applied exclusiy
and interrogators defined in the ISO/IEC 18000 series using ISO/IEC 29167-21.

Normative references
titutes requirements of this dogument. For dated references, only the edition cited

[EC 17025, General requirements for the competence of testing and calibration laboratori

[EC 18000-63, Infermation technology — Radio frequency identification for item man
63: Parameters for air interface communications at 860 MHz to 960 MHz Type C

[EC 18047-6:2017, Information technology — Radio frequency identification device confa
ods — Part6: Test methods for air interface communications at 860 MHz to 960 MHz

[EC 19762, Information technology — Automatic identification and data capture (AIDC) te

e defined in

ely to RFID

following documents are referred-to in the text in such a way that some or all of their content

applies. For

ted references, the latest edition of the referenced document (including any amendmeits) applies.

PS

agement —

rmance test

bchniques —

notized vocabulary

ISO/IEC 29167-21:2018, Information technology — Automatic identification and data capture
techniques — Part 21: Crypto suite SIMON security services for air interface communications

3 Terms, definitions, symbols and abbreviated terms

For the purposes of this document, the terms, definitions, symbols and abbreviated terms given in ISO/
IEC 19762 and in ISO/IEC 29167-21 apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

© ISO/IEC 2019 - All rights reserved
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4 Test methods

4.1 Gene

ral

This document describes test methods for ISO/IEC 29167-21. As parts of ISO/IEC 19823 are always
tested in relation to ISO/IEC 18047, duplication of information requirements and specifications is meant
to be avoided.

Clause 5 defines elements that are covered in the respective part of ISO/IEC 18047.

Clause 6 defines elements that are not covered by ISO/IEC 18047 and are therefore addressed in this

document.

4.2 By d¢

If tests are

Pmonstration

labelled “by demonstration” then laboratory testing of one or (if required“for statis

reasons) m
that meets

of the comppnent or system.

For protoco
document. ]

4.3 By d¢

If tests are

used to enslire conformance. A vendor submitting a compenént or system for conformance testing

provide the
laboratory
conformanc

For protocq
discretion ¢
analysis shg
protocol thj

5 Test r¢

The mandat
and 5 shall

Before a DI
Clause 7.

Itiple products, processes or services is required to ensure conformancel A test laborg
erequirements of ISO/IEC 17025 shall perform the indicated testing to.ensure conform

requirements that are verified by demonstration, the test cotiditions are specified i
he detailed test plan is left to the discretion of the test labotratory.

psign
[abelled “by design” then verification of design-parameters and/or theoretical analy

necessary technical information, in the form of a technical memorandum or similar. A
hall issue a test report indicating whether, the technical analysis was sufficient to en
e of the component or system.

| requirements that are verified by design, the method of technical analysis is a
f the submitting vendor and is_net specified by this document. In general, the tech
1l have sufficient rigor and technical depth to convince a test engineer knowledgeable g
t the particular requirement-has been met.

rquirements for'ISO/IEC 18000-63 interrogators and tags

ory requiremefits and applicable optional requirements of ISO/IEC 18047-6:2017, Clau
pe fulfilled.

IT is tested according to this document, it shall successfully pass ISO/IEC 18047-6:]

tical
tory
Ance

this

bis is
shall
test
sure

the
hical
fthe

ses 4

0017,

6 Test methods with respect to ISO/IEC 29167-21 interrogators and tags

6.1 Test map for optional features

Table 1 lists all optional features of this crypto suite and shall be used as a template to report the test
results. Furthermore, it is used to refer to the test requirements in 6.2.

© ISO/IEC 2019 - All rights res
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Table 1 — Test map for optional features

To be tested for Test
# Feature Additional requirement supplied prod- ]
uct? results
1 TA Shall be tested with the Authenticate command of
ISO/IEC 18000-63
2 1A Shall be tested with the Authenticate command of
ISO/IEC 18000-63
3 MA Shall be tested with the Authenticate command of

ISO/IEC 18000-63

Secure Communi- |Shall be tested with the SecureComm command of
cation ISO/IEC 18000-63

6.2 | Crypto suite requirements

6.2.1 General

This|clause refers to the requirements of ISO/IEC 29167-21.

6.2.2 Crypto suite requirements of ISO/IEC 29167-21:2018, Clauses 1 to 8 and Annexes A to C

All the requirements of ISO/IEC 29167-21:2018, Clauses 1-to 8 and Annexes A to C shall [be met and
confprmance shall be verified by design only.

6.2.3 Crypto suite requirements of ISO/IEC 29167-21:2018, Clauses 9 to 12 and Annex E

The requirements of ISO/IEC 29167-21:2018, Clauses 9 to 12 and Annex E listed in Table 2 ghall be met.
This|document shall be read in conjunctionwith ISO/IEC 29167-21 to provide a full explaration of the
ternts used.

Table 2 — Crypto suite requirements for ISO/IEC 29167-21

Protocol

subclausea Requirementa MOb | Applies to How verified

Item

Thednterrogator shall generate a random Inter-
1 9.3.2 rogator challenge (IChallenge-b/k) thatis carried| M | Interrogator
inthe TAM1 message.

o5}

y design

The Tag shall accept the TAM1 message at any
time (unless occupied by internal processing
and not capable of receiving messages), i.e. upon
2 9.3.3 receipt of the message with valid parameters, M Tag
the Tag shall abort any cryptographic protocol
that has not yet been completed and shall remain
in the Initial state.

The Tag shall check if the Step is "002". If the
3 9.3.3 value of Step is different, the Tag shall return a M Tag Test_Pattern 2
"Not Supported" error.

The Tag shall check if the RFU is "00,". If the
4 9.3.3 value of RFU is different, the Tag shall return a M Tag Test_Pattern 2
"Not Supported" error.

a  All clause, subclause and table references are to ISO/IEC 29167-21.

os]

y design

b M: mandatory; items marked with "M" are mandatory and shall be tested for all devices.

0: optional; items marked with “O” are optional and shall be tested only for devices that support the feature thatis indicated
by the requirement.

© ISO/IEC 2019 - All rights reserved 3
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Table 2 (continued)

Item

Protocol
subclausea

Requirementa

MOb

Applies to

How verified

9.3.3

The Tag shall check whether the values of Block-
Size and KeySize are supported by the Tag. If at
least one of these checks is failed, the Tag shall
return a "Not Supported" error.

Tag

By design

9.3.3

The Tag shall check whether the values of Block-
Size and KeySize are supported by Key.KeyID and
that Key.KeylID is authorized for use in Tag authen-

Tag

By design

tication: Ifeitherorbotirof these checks is faited;
the Tag shall return a "Not Supported" error.

0.3.3

The Tag shall check whether the parameter set
PS is supported. If the parameter set PS is not
supported, the Tag shall return a "Not Support-
ed" error.

Tag

Test Patterp 2

0.3.3

Assuming that the TAM1 message is successful-
ly parsed by the Tag, the Tag shall prepare the
TAM1 response.

Tag

By design]

0.3.4

The Tag shall generate a random salt TRnd-b/k of
length r bits were r is given for the parameter set
in Table 4.

Tag

By design]

10

0.3.4

The Tag shall use Key.KeyID and SIMON encryp-
tion to form a b-bit string TResponse such that

TResponse = SIMON-b/k-ENC ( Key.KeyID,£C)"
TAM-b/k || TRnd-b/k || IChallenge-b/k )

Tag

Test_Patterp 1

11

0.3.4

The Tag shall return TResponse to the\lnterro-
gator.

Tag

By design]

12

0.3.5

After receiving TAM1 response; the Interrogator
shall use Key.KeyID to compute the b-bit string
S where:

S = SIMON-b/k-DEC ( Kéy-KeyID, TResponse ).

The Interrogator shall check that S[¢-1:0] = IChal-
lenge-b/k.

Interrogator

By desigr]

13

0.4.2

The Interrogator shall send an initial message
IAM1 to the Tag prompting the Tag to starta
challenge-response exchange.

TheInterrogator shall also indicate the variant
Of’'SIMON to be used.

Interrogator

By desigr]

14

4§}

The Tag shall accept this message at any time
(unless occupied by internal processing and not
capable of receiving messages), i.e. upon receipt

P

Ulc thc lllCDDGSC \A4 ;th Vﬂ};d }Jal aulctcx ) thc Tas
shall abort any cryptographic protocol that has
not yet been completed and shall remain in the
Initial state.

Dz H
Dy UCSTET

15

9.4.3

If Interrogator authentication is not supported
on the Tag, i.e.if "012" is not a valid value for
AuthMethod, then the Tag shall return a "Not
Supported" error condition.

Tag

By design

a  All clause, subclause and table references are to ISO/IEC 29167-21.

b M: mandatory; items marked with "M" are mandatory and shall be tested for all devices.

0: optional; items marked with “0O” are optional and shall be tested only for devices that support the feature thatis indicated
by the requirement.

© ISO/IEC 2019 - All rights reserved
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Table 2 (continued)

Protocol

Item subclausea

Requirementa MOb | Applies to How verified

The Tag shall check if the Step is "002". If the
16 9.4.3 value of Step is different, the Tag shall return a 0 Tag Test_Pattern 3
"Not Supported" error.

The Tag shall check if the RFU is "002". If the
17 9.4.3 value of RFU is different, the Tag shall return a 0 Tag Test_Pattern 3
"Not Supported" error.

The Tag shall check whether the values of Block-
Size and KeySize are supported by the Tag. If at

14 94.3 least one of these checks is failed, the Tag shall 0 Tag By design
return a "Not Supported" error.
The Tag shall check whether the values of
BlockSize and KeySize are supported by Key.

1 943 KeyID and that Key.KeyID is authorized for use 0 Yag Bl design

in Interrogator authentication. If at least one of
these checks is failed, the Tag shall return a "Not
Supported" error.

The Tag shall check whether the value of param-
2 9.4.3 eter set PS is supported by the Tag. If not, the Tag}* O Tag Test_Pattern 3
shall return a "Not Supported" error.

If the [AM1 message is successfully parsed-by the

2] 943 Tag, the Tag shall calculate the IAM1 response.

os]

0 Tag y design

The Tag shall generate a random challenge
TChallenge-b/k of length ¢t bits, where t is deter-
mined by the parameter set, andyshall send this
to the Interrogator.

The Interrogator shall construct the [AM2
message.

27 9.4.4 0 Tag

o5}

y design

23 9.4.5

o5}

O | Interrogator y design

The Interrogator shall form a b-bit string IRe-
sponse such that

IResponse =SIMON-b/k-DEC ( Key.KeyID, C_IAM-
b/k || IRnd<b/k || TChallenge-b/k).

The Interrogator shall send IResponse to the Tag
aspart of the IAM2 message; see Table 10.

24 9.4.6 O | Interrogator | Test_Pattern 4

The Tag shall only accept the [AM2 message

2] 9.4.7 . S
when the cryptographic engine is in state PA1.

o
>

)¢}
w

y design

If Interrogator authentication is not supported
on the Tag, i.e.if "01," is not a valid value for
AuthMethod, then the Tag shall return a "Not
Supported" error condition.

The Tag shall check ifthe Step is "01," If the

27 9.4.7 value of Step is different, the Tag shall return a 0 Tag Test_Pattern 5
"Not Supported" error.

The Tag shall check if the RFU is "00002". If the
28 9.4.7 value of RFU is different, the Tag shall return a 0 Tag Test_Pattern 5
"Not Supported" error.

24 Q4.7

o
>

)¢}
w

y design

The Tag shall use Key.KeyID to compute the b-bit
29 9.4.7 string S where 0 Tag By design
S = SIMON-b/k-ENC ( Key.KeyID, IResponse ).
a  All clause, subclause and table references are to ISO/IEC 29167-21.

b M: mandatory; items marked with "M" are mandatory and shall be tested for all devices.

0: optional; items marked with “O” are optional and shall be tested only for devices that support the feature thatis indicated
by the requirement.

© ISO/IEC 2019 - All rights reserved 5
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Table 2 (continued)

Item

Protocol
subclausea

Requirementa

MOb

Applies to

How verified

30

9.4.7

The Tag shall check that S[¢-1:0] = TChal-
lenge-b/k.

Tag

By design

31

9.4.7

The Tag shall prepare IAM2 response.

Tag

By design

32

9.4.8

The Tag shall return the value of TStatus to the
Interrogator.

Tag

Test_Pattern 6

33

If, under conditions laid out in the over-the-air

9.4.9

p nnnnnnn tharaic na rncpmanen foo tho T’\g oFr
rotecohthereisneresponsefromthe Fago+
if the returned value of TStatus is 02, then the
Interrogator shall abandon the cryptographic

protocol.

Interrogator

By design

34

0.5.2

The Interrogator shall generate a random Inter-
rogator challenge (IChallenge-b/k) that is carried
in the MAM1 message.

Interrogator

By design]

35

0.5.2

The Interrogator shall indicate the variant of
SIMON to be used.

Interrogator

By design]

36

0.5.3

The Tag shall accept MAM1 message at any time
(unless occupied by internal processing and not
capable of receiving messages), i.e. upon receipt
of the message with valid parameters, the Tag
shall abort any cryptographic protocol that has
not yet been completed and shall remain in thé
Initial state.

Tag

By desigr]

37

0.5.3

If Mutual authentication is not supported-on the
Tag, i.e.if "102" is not a valid value for*AuthMeth-
od, then the Tag shall return a "Not Supported”
error condition.

Tag

By design]

38

0.5.3

The Tag shall check if the Step;is "002". If the
value of Step is different, the-Tag shall return a
"Not Supported" error.

Tag

Test_Patterp 7

39

0.5.3

The Tag shall check ifithe RFU is "002". If the
value of RFU is different, the Tag shall return a
"Not Supported“.etror.

Tag

Test_Patterp 7

40

0.5.3

The Tag shallcheck whether the values of Block-
Size and(KeySize are supported by the Tag. If at
least ohejof these checks is failed, the Tag shall
returna "Not Supported" error.

Tag

By desigr]

41

0.5:3

The Tag shall check whether the values of Block-
Size and KeySize are supported by Key.KeyID and
that Key.KeyID is authorized for use in Interro-
gator-Tag mutual authentication. If at least one of
these checks is failed, the Tag shall return a "Not

Tag

By design]

Supported" error.

42

9.5.3

The Tag shall check whether the value of param-
eter set PS is supported by the Tag. If not, the Tag
shall return a "Not Supported" error.

Tag

By design

43

9.5.3

The Tag shall generate a random challenge TCh-
allenge-b/k.

Tag

By design

a  All clause, subclause and table references are to ISO/IEC 29167-21.

b M: mandatory; items marked with "M" are mandatory and shall be tested for all devices.

0: optional; items marked with “0O” are optional and shall be tested only for devices that support the feature thatis indicated
by the requirement.

© ISO/IEC 2019 - All rights reserved
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Table 2 (continued)

Item sll:ll;glt:sg(lea Requirementa MOb | Applies to How verified
The Tag shall construct a b-bit string by concat-
44 953 enating C_MAM-b/k with the (b-t-c) most signif- 0 Tag By design

icant bits of TChallenge-b/k and the entirety of
IChallenge-b/k.

The Tag shall use Key.KeyID to compute the b-bit
string S where

45 9.5.3 S = SIMON-h/k-ENC (Key.KeyID, C MAM-b/k || 0] Tag Test_Pattern 8
TChallenge-b/k [t-1:2t-b+c] ||
IChallenge-b/k).

After receiving MAM1 Response, the Interro-
gator shall use Key.KeyID to compute the b-bit
string T where:

4( 9.5.5 T = SIMON-b/k-DEC ( Key.KeyID, TRespon- O | Interrogator
se[b-1:0]).

1. The Interrogator shall check that T[¢t-1:0] =
IChallenge-b/k.

os]

y design

If the cryptographic protocol has not been aban*
doned, the Interrogator shall form a b-bit striug
IResponse depending on the parameter set)PS as
follows:

1. If PS = 007 then IResponse is equal to

SIMON-b/k-DEC ( Key.KeyID, C.MAM-b/k || T[b-
t-c-1:0] || T[b-c-1:4] ||

TResponse[2t+c-1:b] ).

4 9-56 2. If PS = 017 then IResponse is equal to T[b-c:t]. O | Interrogator

=

y design

The Interrogator-shall set SecureComm = 0001,
if secure commuirications as described in Section
10 will be used after mutual authentication is
completed:Otherwise, the Interrogator shall set
SecureComm = 0000>.

Thednterrogator shall send IResponse and the
value of SecureComm to the Tag as part of the
MAM?2 message.

The Tag shall only accept this message when the

44 fa ) cryptographic engine is in the state PA2.

o
&

o
w

y design

If Mutual authentication is not supported on the
Tag, i.e.if "102" is not a valid value for AuthMeth-
od, then the Tag shall return a "Not Supported"
error condition.

44 9.5.7

o
>

o
w

y design

The Tag shall check if the Step is "01,". If the
50 9.5.7 value of Step is different, the Tag shall return a 0 Tag Test_Pattern 9
"Not Supported" error.

The Tag shall check if the RFU is "00002". If the
51 9.5.7 value of RFU is different, the Tag shall return a 0 Tag Test_Pattern 9
"Not Supported" error.

a  All clause, subclause and table references are to ISO/IEC 29167-21.

b M: mandatory; items marked with "M" are mandatory and shall be tested for all devices.

0: optional; items marked with “0” are optional and shall be tested only for devices that support the feature thatis indicated
by the requirement.

© ISO/IEC 2019 - All rights reserved 7
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Table 2 (continued)

Protocol

Item subclausea

Requirementa MOb | Applies to How verified

If PS = 007 then the Tag computes the b-bit string
S = SIMON-b/k-ENC ( Key.KeyID, IResponse ).

SIMON-b/k-DEC ( Key.KeyID, C_MAM-b/k || T[b-
52 9.5.7 t-c-1:0] || T[b-c-1:t] || 0 Tag Test_Pattern 10

TResponse[2t+c-b-1:0] ).
The Tag shall check if S[t-1:0] = TChallenge-b/k.

If PS = 015, then the Tag shall check whether S =
TChallenge-b/k.

If TStatus = 13 and SecureComm = 1y, the Tag
shall generate a random string N1. The Tag shall
54 0.5.7 further indicate using KeyID; which key shallbe | O Tag Test_Pattern 10
used for the subsequent secure communication
session.

53 9.5.7 0 Tag Test_Pattern 10

If, under conditions laid out in the over-the-air
protocol, there is no response from the Tag or
55 9.5.9 if the returned value of TStatus is 02 then the O | Intetrrogator By design
Interrogator shall abandon the cryptographic
protocol.

If the response is encapsulated, then it shall be
encapsulated as described in this crypto suites
A Tag shall only encapsulate the response tg'an
encapsulated command.

56 10.1 0 Tag By desigr

If a secure communication session is required,
57 10.2 the session shall be launched by thednterrogator | O | Interrogator By design
after a successful mutual authentication.

SEC shall only be used after miitual authenti-
cation has been establishedand it guarantees 0 Interrogator Bv desie
the confidentiality and/or authenticity of the Tag y 8

payload P being encapsulated.

58 10.3.1

To send a command'as an encapsulated payload P,
the Interrogatorishall perform the following steps:

a  All clausg, subclause and table references are to ISO/IEC 29167-21.

b M: mandjtory; items markedwith "M" are mandatory and shall be tested for all devices.

0: optional; iems marked with “0” are optional and shall be tested only for devices that support the feature thatis indi¢ated
by the requirgment.

8 © ISO/IEC 2019 - All rights reserved
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Table 2 (continued)

Protocol

Item subclausea

Requirementa MOb | Applies to How verified

1. The Interrogator shall verify that TStatus is
17. If not, the Interrogator shall abandon the
encapsulation process.

2. The Interrogator shall identify the key Key.
KeylID; to be used.

3. The Interrogator shall construct the initial
value of the (b-16)-bit string N as N = N ||
TChallenge.

4. The Interrogator shall choose the length
T_Length for the authentication token T.

5. The Interrogator shall specify if the
payload is authenticated or both encrypted
and authenticated. If authentication
without encryption is required, then the
Interrogator shall set Enc = 0. If both
encryption and authentication are required;
then the Interrogator shall set Enc = 1.

6. The Interrogator shall specify if the
payload parameters should be protected.
If parameter protection is required, then
the Interrogator shall set Protéct = 1. If
parameter protection is notyrequired, then

59 10.3.2 the Interrogator shall set Protect = 0. O | Interrogator

o5}

y design

7. The Interrogator shall'specify whether
the Tag responseiisto be in the clear,
authenticated, Or"encrypted and
authenticated.

8. The Interrogator shall construct a string X
whereX| = 0 or |X| = 8. If Protect = 0 then X
=@.1f Protect = 1 then X = Response || Enc ||
Protect || 005.

9.~ The Interrogator shall compute SEC (Key.
KeyIDy, N, param, Enc, X || P). The output
will be denoted Q || T. Depending on the
value of Enc, Q will either be equal to X
|| P or equal to the encryption of X || P. In
both cases, an authentication tag T will be
included.

10. The Interrogator shall encapsulate the
payload defined in Table 17 and send this to
the Tag using an encapsulating over-the-air
command.

11. After a successful invocation of SEC, the
value of N shall be incremented by 1 using
integer addition.

a  All clause, subclause and table references are to ISO/IEC 29167-21.

b M: mandatory; items marked with "M" are mandatory and shall be tested for all devices.

0: optional; items marked with “0O” are optional and shall be tested only for devices that support the feature thatis indicated
by the requirement.

© ISO/IEC 2019 - All rights reserved 9


https://iecnorm.com/api/?name=99d2fd435c3b972d6cb195ca65fbf844

ISO/IEC 19823-21:2019(E)

Table 2 (continued)

Protocol

Item subclausea

Requirementa MOb | Applies to How verified

To protect the reply to an encapsulated com-
mand, the Tag shall perform the following steps:

1. Ifthe Tagis notin the state [A, then the Tag
shall return a “Cryptographic Suite Error”
and abandon the communication session.

2. The Tag shall process the encapsulating

| i H P 10414 T1..1
CUTITTITAITO aS UCTSCTTOCUTIT TU T L UITTTSS dlIT

error has been encountered, this will reveal
the encapsulated command and, optionally,
the values of Response, Enc, and Protect.

3. If Protect = 17, the Interrogator has used
parameter protection. Provided the
encapsulated command was processed
without error (10.4.1), the values of
Response, Enc, and Protect in Table 17
shall be recovered from the output of CES
in 10.4.1. If Protect = 0y, the Interrogator
has not used parameter protection. The
values of Response, Enc, and Protect shall be

recovered from the payload in Table 17.
60 0.3.3 0 Tag By design]

4. IfResponse = 00007, the Tag shall respend
without encapsulation.

5. Otherwise, the Tag shall execute the
encapsulated command and cofistruct the
reply R.

6. IfResponse = 1y or 24, the Tag shall compute
SEC (Key.KeyIDy, N, param, Enc, R) with
the reply R. The value of Enc will be 0 if
Response = 14 and Enc = 1 if Response = 2y.
The output wrill'be denoted Q || T.

7. The Tagshall return Q || T to the
Interrogator instead of the unprotected
reply-R.

8. S-After a successful invocation of SEC, the
value of N shall be incremented by 1 using
integer addition.

a  All clausg, subclause and table references are to ISO/IEC 29167-21.

b M: mandjtory; items marked with "M" are mandatory and shall be tested for all devices.

0: optional; items marked with “0O” are optional and shall be tested only for devices that support the feature thatis indicated
by the requirement.
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Table 2 (continued)
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Protocol

Item subclausea

Requirement?

MOb

Applies to

How verified

On receiving an encapsulating command with
payload Q || T, the Tag shall perform the follow-
ing steps to process the payload Q || T.

1.

If the Tag is not in the state [A, then

the encapsulating command shall be
ignored and the Tag shall return a
“Cryptographic Suite Error” and abandon

61 10.4.2

10.

The commumnication Sessiom.

The Tag shall check whether Key.

KeyID3 is authorized for use with secure
communication. If not, the Tag shall return a
"Not Supported" error.

The Tag shall check if param is supported
by the Tag. If not, the Tag shall return a "Not
Supported" error condition.

The Tag shall check if the value of Enc is
supported by the Tag. If not, the Tag shall
return a "Not Supported" error conditjion:

The Tag shall check if the RFU is "00,"If
the value of RFU is different, the"Tag shall
return a "Not Supported" error!

The Tag shall construct thednitial value of N
as N = Nt || TChallenge:

Assuming that the.éncapsulating command
is successfully-paysed by the Tag, the Tag
shall recover Q|| T from the encapsulating
command«and compute CES (Key.KeyIDz, N,
param, Enc, Q || T).

If the output from CES (Key.KeyIDy, N, T_
Léngth, Enc, Q || T) is AUTH_ERROR, the Tag
shall return a “Cryptographic Suite Error”
and abandon the communication session.

If the output from CES (Key.KeyIDy, N,
T_Length, Enc, Q || T) is not AUTH_ERROR,
the Tag shall consider the output to be the
intended encapsulated command.

After a successful invocation of CES, the

Tag

os]

y design

value of N shall be incremented by 1 using
integer addition.

by the requirement.

a  All clause, subclause and table references are to ISO/IEC 29167-21.

b M: mandatory; items marked with "M" are mandatory and shall be tested for all devices.

0: optional; items marked with “0” are optional and shall be tested only for devices that support the feature thatis indicated

© ISO/IEC 2019 - All rights reserved
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Table 2 (continued)

Protocol

Item subclausea

Requirementa MOb | Applies to How verified

To recover the original response from a cryp-
tographically-protected Tag response, the Inter-
rogator shall perform the following steps:

1. The Interrogator shall verify that the Tag
response was received in response to
an encapsulated command issued by the
Interrogator. If not, the Interrogator shall
abamnaon the SECUTe COMIMUNICAtion Process.

2. The Interrogator shall recover the
cryptographically-protected reply Q || T
from the over-the-air Tag response.

62 10.4.3 O | Interrogator By desigr]

3. The Interrogator shall compute CES (Key.
KeyIDy, N, param, Enc, Q || T). If the output is
AUTH_ERROR, the Interrogator shall abandon
the communication session. Otherwise, the
output is the originally constructed Tag
reply R.

4. After a successful invocation of CES, the
value of N shall be incremented by 1 using
integer addition.

However, Key.j shall not be specified whenthere

63 1 remain unspecified Key.i with i<j.

0 Tag By desigr]

If a Tag is unable to act on the key update com-
64 11 mand, the Tag shall return a "Not Supported" 0 Tag By design
error.

1) The Authenticate command shall be
supported.

65 E.4.2 M Tag Test_Patterpn 1

2) The Challenge comihand shall not be

66 4.2 supported.

M Tag By desigr]

3) The maximumexecution time for an
67 E.4.2 AuthenticateCommand containing a TAM1 M Tag Test_Patterp 1
payloadishall be below 20 ms.

4) The\Tag shall ignore commands from
68 E.4.2 andnterrogator during execution of a M Tag By desigr]
cryptographic operation.

5) The Tag shall not support sending the
69 F.4.2 contents of the ResponseBuffer in thereply | M Tag By design]
to an ACK command.

6) The Tag shall support sending the contents
70 E.4.2 of the ResponseBuffer in the reply to a M Tag Test_Pattern 11
ReadBuffer command.

8) A Tagin any cryptographic state other
than Initial (i.e. the state after power-up)
shall reset its cryptographic engine and
remain in the current state upon receiving
an invalid command or a command with an
incorrect handle.

a  All clause, subclause and table references are to ISO/IEC 29167-21.

71 E.4.2 M Tag By design

b M: mandatory; items marked with "M" are mandatory and shall be tested for all devices.

0: optional; items marked with “0O” are optional and shall be tested only for devices that support the feature thatis indicated
by the requirement.

12 © ISO/IEC 2019 - All rights reserved
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Table 2 (continued)

Protocol

Item subclausea

Requirementa MOb | Applies to How verified

9) For each error condition (Annex B) defined
in this crypto suite, the Tag shall do the
following.

— An “Unsupported Error” shall be treated
as an “unsupported parameters” error
in the air interface standard and shall
follow the mandated actions. The Tag
SiTatt TEmalm I TS CUTTENt STate.

— A “Cryptographic Suite Error” results in
areset of the cryptographic engine. The
Tag shall remain in its current state.

72 E.4.2

=
&
o
os]

y design

— Where mandated by the air interface
standard, the Tag shall backscatter an
error code. Otherwise, the Tag may
backscatter an error code.

10) The Tag shall remain in its current state
73 E.4.2 after a Tag Authentication. M Tag

The Tag shall transition to the secured state
after successfully processing an interrogator or
mutual authentication.

=

y design

In ISO/IEC 18000-63, the message to-execute Tag
authentication shall be transmittedito the Tag
with the Authenticate command>The air inter-

face shall return the response;either it shall be Tesy_Pattern 1

7 E4.3 backscattered immediatelyor it shall be stored M Tag and] esiciPattern
in the ResponseBuffer. It can be returned to the
Interrogator from thes>ResponseBuffer with the
ReadBuffer command.
ISO/IEC 18000%63 specifies an 8-bit CSI. For
78 £.43 implementation of ISO/IEC 29167-21 in ISO/ M Tag Bl design

IEC 18000-63, the CSI shall be expanded to the
8-bit value 0By,

ISQ/IEC 29167-21 specifies several error condi-
tions. The error conditions of the crypto suite
shall be returned to the Interrogator as error
76 E.4.4 codes for the air interface. Table E.2 shows the M Tag
conversion of Error Conditions in the crypto
suite to ISO/IEC 18000-63 error codes if the Tag
supports specific error codes.”

ISO/IEC 18000-63 requires the definition of key

prnpﬂrhac Ifan 1mn|nmnn1—ahnn does nrn‘nr]t:

key properties for a key belonging to thlS crypto
suite, it shall set the key properties to 00005.

a  All clause, subclause and table references are to ISO/IEC 29167-21.

b M: mandatory; items marked with "M" are mandatory and shall be tested for all devices.

os]

y design

7 E.4.5 M Tag By design

0: optional; items marked with “0O” are optional and shall be tested only for devices that support the feature thatis indicated
by the requirement.

6.3 Test patterns

6.3.1 General

This subclause provides the test patterns for this document.

© ISO/IEC 2019 - All rights reserved 13
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6.3.2 Test Pattern1

This test pattern shall be applied to all keys Key.i specified in the Tag for use with each BlockSize b and
KeySize k supported by the Tag.

NOTE 1 The size of IChallenge-b/k depends on b and k and the value in Test_Pattern 1 is fixed to all ones.
Mathematically, this is the [IChallenge-b/k|-bit binary representation of the integer value 2|IChallenge-b/k|-1,

NOTE 2 All fields with a variable value for different b and k are identified solely by name. The appropriate
values are given in ISO/IEC 29167-21. Fields that take a value that is common to all variants of b and k are
identified by value.

Query (Tarj=6,25ps; BLF=6040; FMO, SO)

ACK

Reg RN

Authenticate {

SenRep=0bl} IncRepLen=0b0; CSI=0x0B; Length; Message=(AuthMeth=0b00; Step=0b0Q;\RFU=0bPO;
BlockSize;|KeySize; KeyID=i; PS=0b00; IChallenge-b/k=2I|IChallenge-b/k|-1)

}
The test pattern is passed when the decrypted response field to the Authenticate command is as follows:

(C_TAM=b/k; TRnd-b/k=any value; I) with I=2[IChallenge-b/k|-1,

6.3.3 Tesk_Pattern 2

This test paftern shall be applied to all keys Key.i specified in the Tag'for use with each BlockSize # and
KeySize k syipported by the Tag. In each case, the five cases shall be tested with parameters taking the
values indidated in Table 3.

Table 3 — Parameter values for Test_Pattern 2

AuthMeth| | Step RFU BlockSize | KeySize indi- KeyID P5

indicator cator

0b00 0bo1 0b00 Asrequired Asrequired i obbo
for b for k

0b00 0b00 0b01 As required As required i obbo
far b for k

0b00 0b00 0b00 Asrequired Asrequired i obb1
for b for k

j
Asrequired Asrequired
0b00 0b00 ¢boo fo?- b focll~ k (where Key.j is the first 0bpo
unassigned key)
NOTE 1 The size of IChallenge-b/k in the test pattern depends on b and k and the value in Test_Patt¢rn 2

is fixed to all onesiMathematically, this is the |IChallenge-b/Kk]|-bit binary representation of the integer

2|IChallenge-b

k-1,

ralue

NOTE 2

All fields with a variable value for different b and k are identified solely by name. The appropriate

values are given in ISO/IEC 29167-21 or in Table 3. The value of fields that take a value common to all variants of
b and k are identified by Table 3.

Query
ACK
Reg RN

(Tari=6,25us;

Authenticate {

SenRep=0bl;

BLF=640;

IncRepLen=0b0; CSI=0x0B;

FMO, S0)

Length; Message=(AuthMeth; Step;

KeySize; KeyID; PS; IChallenge-b/k=2I|IChallenge-b/k|-1)

}

RFU;

The test pattern is passed when the Tag returns a “Not Supported” error in all cases.

14

BlockSize;
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6.3.4 Test_Pattern 3

1:2019(E)

This test pattern shall be applied to all keys Key.i specified in the Tag for use with each BlockSize b and
KeySize k supported by the Tag. Each case shall be tested with parameters taking the values indicated

in Table 4.
Table 4 — Parameter values for Test_Pattern 3
AuthMeth | Step RFU BlockSize | KeySize indi- KeyID PS
indicator cator
104 AL g ALon As required As required .
VUU L UUU L \VAUAVAV) for b for k I ObOO
bb01 0b00 0bo1 Asrequired Asrequired i 0b00
for b for k
bb01 0b00 0b00 Asrequired Asrequired ; 0b01
for b for k
]
Asrequired Asrequired
Pb01 0b00 0b00 focll- b fo?- k (whereKey.j is the first 0b00
unassigned key)
NOTE1 The size of IChallenge-b/k in the test pattern depends on band k and the value in Tgst_Pattern 3

is fixed to all ones. Mathematically, this is the |IChallenge-b/k|-bit_binary representation of the

2]ICh

NOT
valug
b and

Quer]
ACK
Req |
Auth

S
KeyS|
}
The

6.3.5

This
Key{

NOT
Tag,

canh
of IR

llenge-b/k|-1.,

2 All fields with a variable value for different b and k are identified solely by name. Thg
s are given in ISO/IEC 29167-21 or in Table 4. The value,of fields that take a value common to 3
k are identified by Table 4.

[y (Tari=6,25us; BLF=640; FMO, SO)

RN

enticate {

enRep=0bl; IncRepLen=0b0; CSI=Q%0B; Length; Message=(AuthMeth; Step; RFU; B]
ize; KeyID; PS; IChallenge-b/k=2IIChallenge-b/k|-1)

Fest pattern is passed when'the Tag returns a “Not Supported” error in all cases.

Test_Pattern 4

test pattern shall be applied to all keys Key.i specified in the Tag for use with each Blo
ize k supported By the Tag.

E1  TheS%izes of IRnd-b/k and TChallenge-b/k depend on b and k. Since TChallenge-b/k is gen
ts value 'cannot typically be specified. However, TChallenge-b/k is transported in the clear ove
e available for testing. Depending on the Interrogator implementation, it can be possible to spe
hd<b/%. The value of IRnd-b/k for this test pattern can be set to all ones. Mathematically, this

|TRn(

nteger value

appropriate
1l variants of

ockSize;

kSize b and

brated on the
r-the-air and
Cify the value
would be the

-b/K|-bit binary representation of the integer value 2/1Rnd-b/k|-1,

NOTE 2

All fields with a variable value for different b and k are solely identified by name. The appropriate

values are given in ISO/IEC 29167-21. Fields that take a value that is common to all variants of b and k are
identified by value.

Quer
ACK
Req
Auth
S
RFU=

Auth
S
RFU=
}

y (Tari=6,25ps; BLF=640; FMO, SO)
RN

enticate {

enRep=0bl; IncReplen=0b0;
0b00; BlockSize; KeySize;
}

enticate {

enRep=0bl; IncReplen=0b0;
0b0000; IResponse)

CSI=0x0B;
KeyID=i;

Length; Message= (AuthMeth=0b01;
PS=0b00)

Step=0b0

CSI=0x0B; Length; Message=(AuthMeth=0b01l; Step=0b0

© ISO/IEC 2019 - All rights reserved
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The test pattern is passed when the encryption of [Response is as follows:

(C_IAM=b/k; IRnd-b/k=any value; T) with T = TChallenge-b/k.

6.3.6 Test_Pattern 5

This test pattern shall be applied to all keys Key.i specified in the Tag for use with each BlockSize b and
KeySize k supported by the Tag. Each case shall be tested with parameters taking the values indicated
in Table 5.

Table 5 — Parameter values for Test Pattern 5

BlockSize KeySize
AuthMeth| Step RFU indicator indicator KeyID PS
0bo1 0b00 | oboooo | Asrequired | Asrequired 1 0bpo
for b for k
0b01 0bo1 | 0booo1 | Asredquired | Asrequired I 0bpo
for b for k

NOTE 1 Tlhe size of IResponse in the test pattern depends on b. The value for Test_Pattern 5 can be fixed [to all
binary ones.Mathematically, this would be the b-bit binary representation of the\nteger value 2b-1.
NOTE 2 All fields with a variable value for different b and k are identified solely by name. The approgriate
values are giyen in ISO/IEC 29167-21 or in Table 5. Fields that take a valué:that is common to all variants of p and
k are identifipd by value.
Query (Tarf=6,25ps; BLF=640; FMO, S0)
ACK
Reg RN
Authenticate {

SenRep=pPbl; IncRepLen=0b0; CSI=0x0B; Length;«¢Message=(AuthMeth=0b01l; Step=0b00;
RFU=0b00; BlockSize; KeySize; KeyID=i; PS=0b0QY

}
Authenticate {

SenRep=pPbl; IncReplLen=0b0; CSI=0x0B;~Length; Message=(AuthMeth=0b01l; Step; RFU;
IResponse)

}
The test pafftern is passed when the Tagreturns a “Not Supported” error in all cases.
6.3.7 Tesk_Pattern 6
This test paftern shall be applied to all keys Key.i specified in the Tag for use with each BlockSize i and
KeySize k sypported by.the -Tag.
NOTE 1 he sizes(of)IRnd-b/k and TChallenge-b/k depend on b and k. Since TChallenge-b/k is generat¢d on
the Tag, its jalue cannot typically be specified. However, TChallenge-b/k is transported in the clear and can be
available for|testing. Depending on the Interrogator implementation, it can be possible to specify the value of

IRnd-b/k. Thewalte of IRnd-b/k for this test pattern can be set to all binary ones. Mathematically, this wo

J‘ljd be

the |IRnd-b/K[-bit binary representation of the integer value 2ITRMU-07KI=T

NOTE 2 All fields with a variable value for different b and k are solely identified by name. The appropriate
values are given in ISO/IEC 29167-21. Fields that take a value that is common to all variants of b and k are
identified by value.
Query (Tari=6,25ps; BLF=640; FMO, S0)
ACK
Reg RN
Authenticate {
SenRep=0bl; IncReplen=0b0; CSI=0x0B; Length; Message=(AuthMeth=0b01l; Step=0b00;
RFU=0b00; BlockSize; KeySize; KeyID=i; PS=0b00)
}
Authenticate {
SenRep=0bl; IncReplen=0b0; CSI=0x0B; Length; Message=(AuthMeth=0b01l; Step=0b01l;
16 © ISO/IEC 2019 - All rights reserved
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