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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.
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Introduction

ISO/IEC 29167 describes security as applicable for ISO/IEC 18000. The various parts of ISO/IEC 29167
describe crypto suites that are optional extensions to the ISO/IEC 18000 air interfaces.

ISO/IEC 19823 describes the conformance test methods for security service crypto suites. 1SO/
IEC 19823 is related to ISO/IEC 18047, which describes the radio frequency identification device
conformance test methods, in the same way as ISO/IEC 29167 is related to ISO/IEC 18000.

These relations mean that, for a product that is claimed to be compliant to a pair of ISO/IEC 18000-n
and IQnI/IFF 2901 A7-m’ the test methaods of ]Qr\l/”:‘(1 18047-n and IQnI/IF'(‘ 19823-m npp]y fa product
supports more than one part of ISO/IEC 18000 or ISO/IEC 29167, all related parts of ISO/TE( 18047 and
ISO/[EC 19823 apply.

NOT The conformance test requirements of ISO/IEC 18000-6, ISO/IEC 18000-61,,ISQ/IEC 18000-62, ISO/
IEC 118000-63, ISO/IEC 18000-64 are currently all in ISO/IEC 18047-6.

This| document describes the test methods for the RAMON crypto suite)as standardiged in 1SO/
IEC 29167-19.

NOTE Test methods for interrogator and tag performance are covered/by ISO/IEC 18046 (all parts).

© ISO/IEC 2018 - All rights reserved v
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Information technology — Conformance test methods for
security service crypto suites —

Part 19:
Crypto suite RAMON

1
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document describes test methods for determining the conformance of security cryptog
pecifications given in ISO/IEC 29167-19.

document contains conformance tests for all mandatory and optional-frictions.
ronformance parameters are the following:

parameters that apply directly, affecting system functionality.and inter-operability;
brotocol including commands and replies;

hominal values and tolerances.

ss otherwise specified, the tests in this document are exclusively applicable in relat
and interrogators defined in the ISO/IEC 18000 series using a reference to this docums

Normative references
titutes requirements of this dogument. For dated references, only the edition cited

[EC 18000-63:2015, Infdrmation technology — Radio frequency identification for item ma
63: Parameters for air interface communications at 860 MHz to 960 MHz Type C

[EC 18047-6:2017%,_Information technology — Radio frequency identification device confa
ods — Part 6; Test methods for air interface communications at 860 MHz to 960 MHz

[EC 19762 dnformation technology — Automatic identification and data capture (AIDC) t
honizedvoecabulary

1S0/

suites with

ion to RFID
nt.

following documents are referred-to in the text in such a way that some or all of their content

applies. For

ted references, the latest edition of the referenced document (including any amendmeits) applies.

hagement —

rmance test

bchniques —

[EC29167-19:2016, Information technology — Automatic identification and data capture t

bchniques —

Part

19 Crupto suite RAMON secyrity cervices for airinterface communications
A PPEO-SHHEC AP N-SeEHH-SeHeesSH o aH—HterHace-CoHRHHHCAHORS

3 Terms, definitions, symbols and abbreviated terms

For the purposes of this document, the terms and definitions, symbols and abbreviated terms given in
ISO/IEC 19762 apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

© ISO/IEC 2018 - All rights reserved
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4 Test methods

4.1 General

Clause 4 describes the general test methods for ISO/IEC 29167-19. As the parts of ISO/IEC 19823 are
always tested in relation to ISO/IEC 18047, a duplication of information requirements and specifications
should be avoided.

Clause 5 defines elements that are assumed to be covered in the respective ISO/IEC 18047 part and
therefore shall not be addressed in an ISO/IEC 19823 part. They may only be defined in ISO/IEC 19823 if

ISO/IEC 18

47 does not define them, although a revision of ISO/IEC 18047 should be the preferred o

tion.

Clause 6 de
addressed i

4.2 By dd

Laboratory

ines elements that are not expected to be covered by ISO/IEC 18047 and therefore'shd
h the respective ISO/IEC 19823 part.

Pmonstration
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1l be
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analysis shg
Protocol tha

5 Test methods with respect to ISO/IEC 18000 parts

5.1 Test

Interrogato

requiremenjts forISO/IEC 18000-63 interrogators and tags shall be as specified in ISO/IEC 18

6:2017, Clau

f La n I + 4 ] h + i 1 4+ —t h | 11 | . 4 Tl YaVaWA & nValir|
Before a DUt Tstestedaccordimg tothis documment; it stratt mreet the requirements of 1SOAECT

pI system.

Il requirements that are verified by demonstration, the testconditions are specified by
he detailed test plan is at the discretion of the laboratory:

Psign

hmeters and/or theoretical analysis that ensure conformance. A vendor submitti
pr system for conformance testing shall provide the necessary technical information, i
chnical memorandum or similar. A laboratery shall approve the technical analysis as b
ensure conformance of the componentor'system.

| requirements that are verified by design, the method of technical analysis is a
f the submitting vendor and is_net specified by this document. In general, the tech
1l have sufficient rigor and techmnical depth to convince a test engineer knowledgeable g
it the particular requirementhas been met.

requirements-for ISO/IEC 18000-63 interrogators and tags
's and tags tested according this document shall be based on ISO/IEC 18000-63.

ses 4 and 5.

this

ng a
n the
eing

the
hical
fthe

Test
047-

6:2017, Clause 8.

5.2 Testrequirements for other parts of ISO/IEC 18000

Currently there are no test methods defined for other parts of ISO/IEC 18000.
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6 Test methods with respect to ISO/IEC 29167-19 interrogators and tags

6.1 Test map for optional features

Interrogators and tags tested according this document shall be based on ISO/IEC 29167-19. Table 1
lists all optional features of this crypto suite and shall be used as a template to report the test results.
Furthermore, it is used to refer to the test requirements in Table 2.

Table 1 — Test map for optional features

Markitems-te-be T
# Feature Additional requirement tested for est
. results
supplied product
1 |[Mutual authentication |Shall be tested with the authenticate command
of the declared ISO/IEC 18000 part
2 |[Secure communication | Shall be tested with the authenticate command
of the declared ISO/IEC 18000 part
3 ||Key update Shall be tested with the authenticate command
of the declared ISO/IEC 18000 part
4 |[Number of keys sup-
ported
5 ||Key length supported
by the tag
Table 2 lists all crypto suite requirements that shall be tésted in dependence of the featurgs of Table 1
as sypported by the DUT.
6.2 | Crypto suite requirements
Table 2 =—Crypto suite requirements
Protocol . M/0/ . .
,b
Item subclausea Requirementa PRM/CRM¢ Applies to Howl|to verify
1 6.2.1 TheInterrogator shall com- M Interrogator |By demgpnstration
pare its generated Interroga- using Tg¢st Pattern
tor challenge with the chal- 12 and Test Pattern
lenge it received from the Tag. 14
If the values match, the Tag is
identified.
2 6.2.1 If the Tag provides a signa- M Interrogator |By design
ture along with the SID, the
Interrogator shall validate the
signature using the signature
verification key. If successful,
the Tag is authenticated.
3 6.5 The IID shall remain constant |M Interrogator |By design
during a session.
4 6.5 The SID of a Tag shall be set M Tag By design
during personalization and
shall remain constant through-
out the lifetime of the Tag.
5 6.5 The SID and the optional signa-| M Tag By design
ture are secret information
and shall never be readable for
an unauthorized reader.
6 6.5 The SID shall never be sentin |M Tag By design
plaintext.

© ISO/IEC 2018 - All rights reserved
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Table 2 (continued)

Item

Protocol
subclausea

Requirementab

M/0/
PRM/CRM¢

Applies to

How to verify

6.5

The Tag shall not perform
signature generation or veri-
fication, nor shall it store the
corresponding keys.

M

Tag

By design

6.5

The Tag shall store the SID
and the public key Kg for Tag
authentication in its memory.

Tag

By design

6.5

The Tag shall store the SID
along with its signature in its
memory.

Tag

By design

10

6.5

The memory locations storing
the SID and the secret keys
shall not be readable for any
Interrogator after having writ-
ten these values once during
production of the Tag.

Tag

By désign

11

6.5

The Interrogator shall have ac-
cess to the RAMON decryption
key Kp to be able to decrypt
the authentication message
sent by the Tag.

Interrogator

By design

12

6.5

The Interrogator shall have ac-
cess to a list of valid SIDs; each
SID might have a signature
attached to it.

Interrogator

By design

13

6.6

The length of the keys used for
Tag identification shall be ds
specified in Table 4.

Tag, Interro-
gator

By design

14

6.6

The length of the keys used

for mutual authentication and
secure communication shall be
as specifiedin Table 5.

Tag, Interro-
gator

By design

15

8.1

A Tag shall support at least one
of tworauthentication protocol

modes, the partial result mode
of the complete result mode.

Tag

By design

16

8.1

Interrogators shall support
both protocol modes.

Interrogator

By demonstratipn
using Test Pattdrn
12 and 13

17

8.1

The complete result mode shall
require the capability of the

Interrogator,
Tag

By design

Interface standard to handle
long timeouts or to signalize
the interrogator that a tag is
still processing a command.

18

8.1

In partial result mode, a
sequence of Authenticate com-
mands shall be sent to the Tag
in order to complete the full
authentication protocol.

Interrogator,
Tag

By design

© ISO/IEC 2018 - All rights reserved
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Protocol

Item subclausea

Requirementab

M/0/
PRM/CRMc¢

Applies to

How

to verify

19 8.1

A Tag receiving a command
with incorrect AuthMethod or
Step fields shall respond either
with an “insufficient privi-
leges” or an “other error” error
code. The crypto suite shall
transit to the Init state.

M

Tag

By demonstration
using Test Pattern 3
and Test Pattern 4

20

AT IMTerTogator Teceiving a
Tag’s response with incorrect
AuthMethod or Step fields
shall reset the Tag and try to
restart the communication.

M

mierrogator

By dest

21 8.2

All Authenticate commands
for Tag identification shall use
AuthMethod = 11b in accord-
ance with 10.3.

Tag

By dem
using Te
or Test ]

bnstration
st Pattern 1
Pattern 2

22 8.2.1

The crypto suite state transi-
tions for Tag identification in
partial result mode shall be as
specified in Figure 4.

Interrogator,
Tag

By desi

23 8.2.2

The crypto suite state transi-

tions for Tag identification in

complete result mode shalkbe
as specified in Figure 5.

Interrogator,
Tag

By desi

24 8.2.2

In case of failure duringone of
the steps of the protacol, the
crypto suite transits to the
Init state.

Tag

By desi

25 10.1

The sequence'of messages ex-
changed for Tag identification
in partial result mode shall be
as\depicted in Figure 8.

Interrogator,
Tag

By desig

26 10.1

The sequence of messages ex-
changed for Tag identification
in complete result mode shall
be as depicted in Figure 9.

Interrogator,
Tag

By desi

27 10.11

In Step 1 of the partial result
mode, the Interrogator mes-
sage shall include a random
challenge to request the Tag to
send its identification data.

Interrogator

By desi

28

HUnon racantion ~f+hic e

TOUTITT

PO T CCC P TIOTT O TS TS

sage, the Tag shall start calcu-
lating the response.

29 10.1.1

The first response of the Tag
shall be the total length of the
identification cryptogram.

PRM

Tag

By design

30 10.1.1

In Step 2 of the partial result
mode, the Interrogator shall
retrieve the fragments of the
Tag’s identification crypto-
gram by chaining further
Authenticate commands and
responses.

Interrogator

By design

© ISO/IEC 2018 - All rights reserved
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Table 2 (continued)

Item

Protocol
subclausea

Requirementab

M/0/
PRM/CRM¢

Applies to

How to verify

31

10.1.2

In complete result mode, the
first and only Interrogator
message shall include a ran-
dom challenge.

M

Interrogator

By design

32

10.1.2

The Tag shall transmit the
identification data to the read-
er and shall set the remaining

CRM

Tag

By design

Dytesto Zero-

33

10.3{1

The coding of the Message
field for Tag Identification,
AuthMethod 3, Step 1 shall be
as specified in Table 7. This
message transmits the Inter-
rogator Challenge to the Tag.

Interrogator

By design

34

10.311

KeySelect shall allow selecting
one key (Kg) out of a number
of keys.

Interrogatoer

By design

35

10.311

If only one key is supported,
KeySelect shall be 00h.

[nterrogator

By design

36

10.311

If the selected key is not availa-
ble on the Tag, it shall respond
with a “Not supported” error
code and transit to Init state.

Tag

By demonstratipn
using Test Pattdrn 5

37

10.3{1

MRead shall be set to “0000b”
for Tag identification.

Interrogator,
Tag

By design

38

10.3{1

An Interrogator shall set'all
RFU bits of the message:field
to “0”.

Interrogator

By design

39

10.3{1

A Tag receiving aMessage field
with RFU bits set other than
“0” shall respond with a “Not
supportéd;error code and
transitto Init state.

Tag

By design

40

10.3}11

A-Tagusing partial result
mode shall require additional
ecommands to transmit the
partial result.

PRM

Tag

By design

41

10.3{1

The coding of the Message field
in state TAM1.1 and TAM1.2
for AuthMethod 3, Step 2 shall
be as specified in Table 8.

Interrogator

By design

42

10.3.1

An Interrogator shall set all
RFU bits of the message field
to MO”'

Interrogator

By design

43

10.3.1

A Tag receiving a Message field
with RFU bits set other than
“0” shall respond with a “Not
supported” error code and
transit to Init state.

PRM

Tag

By design

44

10.4

The Tag shall send a response
message to each Authenticate
command.

Tag

By design

© ISO/IEC 2018 - All rights reserved
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Table 2 (continued)

Protocol . M/0/ . .
,b
Item subclausea Requirementa PRM/CRM¢ Applies to How to verify

45 10.4.1.1 In partial result mode, the first| PRM Tag By design
Tag response shall indicate the
overall length of response data
and shall not carry any bytes
of the response data itself.

46 10.4.1.1 The subsequent response PRM Tag By design
messages shall transmit frag-
TIEMTS Of tHE TESPONSE data i
consecutive order.

47 10.4.1.1 Each response message shall |PRM Tag By-design

indicate the remaining number
of bytes to be transmitted.

48 10.4.1.1 The coding of the Tag response | PRM Tag By design
field for Tag Identification,
AuthMethod 3 Step 1, shall be
as defined in Table 11.

49 10.4.1.1 A Tag shall set all RFU bits of |PRM Tag By design
the Tag Response field in step
1to“0".

50 10.4.1.1 An Interrogator receivingan |M Interrogator |By design

Authenticate Response field
with RFU bits set other than
“0” shall ignore the RFU bits
and try to continue commumni-
cation with the Tag.

51 10.4.1.1 An Interrogator réCeiving a M Interrogator |By design
response frame formatted

as shown in.Table 11 shall
continue with Authenticate
commands for AuthMethod 3
withpayload for Step 2.

52 10.4.1.1 Thecoding of the Tag response | PRM Tag By design
field for Tag Identification,

AuthMethod 3, Step 2 shall be
as specified in Table 12.

53 10.4.1.1 If the Tag receives the first PRM Tag By dempnstration
Authenticate command for Au- using T¢st Pattern 2
thMethod 3 Step 2, it shall pro-
cess the command, send the
response, transit from state
TAM1.1 into state TAM1.2 and
remain in TAM1.2 as long as
there are identification data
bytes remaining to be sent and
no error occurred.

54 10.4.1.1 The response data shall be cal- | PRM Tag By design
culated in consecutive order.
55 10.4.1.1 The Tag shall indicate the PRM Tag By design

remaining number of bytes to
be fetched in the Remaining
Length field.

56 10.4.1.1 The Remaining Length en- PRM Tag By design
coded to 000h shall indicate
that this is the last fragment.

© ISO/IEC 2018 - All rights reserved 7


https://iecnorm.com/api/?name=49c12c75c866cb86bac52869af660c42

ISO/IEC 19823-19:2018(E)

Table 2 (continued)

Item

Protocol
subclausea

Requirementab

M/0/
PRM/CRM¢

Applies to

How to verify

57

10.4.1.1

A Tag shall set all RFU bits of
the Tag Response field in step
2t0“0".

PRM

Tag

By design

58

10.4.1.1

An Interrogator receiving an
Authenticate Response field
with RFU bits set other than
“0” shall ignore the RFU bits

Interrogator

By design

and try to COMTITTUE COMITIUTI-
cation with the Tag.

59

10.441.2

In complete result mode, the
Tag shall transmit the whole
response data in a single
response after it has finished
the calculation and transit to
state TAM1.3.

CRM

Tag

By demenstrati

usingcfest Pattq

on
rn 1

60

10.441.2

The format of the response
field for the complete result
mode shall be as specified in
Table 12.

CRM

Tag

By design

61

10.441.2

In complete result mode, a Tag
shall set the Remaining Length
field to “000h” to indicate that
this is the only and complete
response.

CRM

Tag

By design

62

10.441.2

The response data fragment
shall contain the complete
RAMON cryptogram, consist-
ing of 128 Byte.

Tag

By design

63

10.443

A Tag that encounters an
error during the€xecution of a
cryptographidsuite operation
shall send-an-error reply to the
Interrogator.

Tag

By design

64

10.5

An Ifiterrogator shall check the
Stepsand the Remaining Length
field in the Tags response to
determine between complete-
and partial response mode.

Interrogator

By design

65

Any combination of Start
States and Transitions for Tag
identification in partial result
mode notlisted in Table A.1

PRM

Tag

By design

shall result in an error and
consequently a transition to
the Init state.

66

Any combination of Start
States and Transitions for

Tag identification in com-
plete result mode not listed

in Table A.2 shall resultin an
error and consequently a tran-
sition to the Init state.

CRM

Tag

By design

© ISO/IEC 2018 - All rights reserved
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Item

Protocol
subclausea

Requirementab

M/0/
PRM/CRMc¢

Applies to

How to verify

67

A Tag that encounters an

error during the execution of a
cryptographic suite operation

shall send an error reply to the
Interrogator.

M

Tag

By design

68

The details of these error
replies shall be as defined in

Tag

By design

the Tespective air interface
standards.

69

C1

The RAMON authentication
cryptogram shall be composed

from the components specified
in Table C.1.

Tag

By-design

70

C1

The SID, the signature and the
random filling bytes shall be
encoded as TLV structure to
facilitate the decomposition by
the interrogator.

Tag

By design

71

C1

The coding of TLV-fields in the
authentication message shall
be as specified in Table C.2.

Tag

By design

72

C1

If the optional signature is nét
present, its TLV structure shall
be omitted completely.

Tag

By design

73

C1

A Random filling and.a final
zero-byte shall be;appended to
the authentication message to
yield a total.size'of 128 bytes.

Tag

By design

74

C1

If only two bytes are left for
the TLV*Ceded random filling,
the coding shall be C8h 00h.

Tag

By design

75

C1

[f gnly one byte is left for the
TLV coded random filling, the
coding shall be 00h.

Tag

By design

76

C.1.2

The Tag shall insert additional
TLV-fields into the authentica-
tion message if the RAMON
encryption is used to read

out sensor data and/or other
dynamic information.

0

Tag

By design

77

1.2

The coding of additional TLV-

Tag

By design

o

fields shall be as specified in
Table C.5.

78

E.1

For the implementation of the
RAMON crypto suite, an air in-
terface protocol shall support
the required security com-
mands that this crypto suite
has implemented.

Interrogator,
Tag

By design

79

E.1

Security commands shall con-
tain a message field with pa-
rameters for the crypto suite.

Interrogator

By design
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Table 2 (continued)

Item

Protocol
subclausea

Requirementab

M/0/
PRM/CRM¢

Applies to

How to verify

80

E.1

A reply of a Tag contains a
response field with the data
returned by the crypto suite.

M

Tag

By design

81

E1

The Crypto Suite Identifier
(CSI) for this crypto suite shall
be defined as the 6-bit value
0010017 and it is expanded to

Interrogator,
Tag

By design

The 8=bitvaiue 095

82

E.1

This crypto suite shall support
the security services which are
defined in Table E.1.

M

Interrogator,
Tag

By design

83

E.5

A Crypto Suite supporting ISO/
IEC 18000-63 shall fulfil the
protocol security command
requirements as defined in E.5.

Interrogator,
Tag

By design

84

E.5

For Tag Authentication, the
Authenticate command shall
be supported.

Interrogator,
Tag

By demonstrati
using Test Pattg
or Test Pattern

on
rn 1

85

E.5

For Tag Authentication, the
Challenge command may be
supported.

Irterrogator,
Tag

By demonstrati
using Test Pattd

on
rn 7

86

E.5

The execution time for an
authentication shall be below
1 minute.

Tag

By demonstrati
using Test Pattd
or Test Pattern

rn 1

87

E.5

The Tag shall ignore com-
mands from an Interrogator
during execution of a criypto-
graphic operation.

Tag

By design

88

E.5

The Tag shall support sending
the contents.of the response
buffer in theveply to an ACK
command.

Tag

By demonstrati
using Test Pattq

on
rn 8

89

E.5

The Tag-shall support sending
the contents of the response
buffer in the reply to a READ_
BUFFER command.

Tag

By demonstrati
using Test Pattq

on
rn 6

90

E.5

The tag may support a security
timeout following a crypto
error. The length of the time-
out shall be defined by the tag
manufacturer, depending on

0

Tag

By design

the application protfile.

91

E.5

A Tag in any cryptographic
state other than Initial shall
reset its cryptographic engine
and transition to the Open
state upon receiving an invalid
command (Invalid command
means crypto commands with
incorrect handle or CRC error).

Tag

By design

92

E.5

For each Error Condition
defined in the Cryptographic
Suite, the Tag shall remain in
its current state.

Tag

By design

10
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Protocol

Item subclausea

Requirementab

M/0/
PRM/CRMc¢

Applies to

How

to verify

93 E.5

The Tag shall remain in its cur-
rent state after a Tag Authen-
tication.

M

Tag

By design

94 E.5

The KeyUpdate command may
be supported.

0

Interrogator,
Tag

By design

95 E.5

The KeyUpdate command shall
be encapsulated.

0

Interrogator,
Tag

By design

96 E.6.2

In complete result mode, a Tag
supporting ISO/IEC 18000-63
shall send an In-Process reply,
using Barkers to indicate to
the Interrogator that the Tag is
still working (see Figure E.2).

Tag

By désig

Pn

o

97 E.7

The error conditions of the
crypto suite shall be returned
to the Interrogator as error
codes for the air interface.

Tag

By desi

98 E.7.4

The conversion of error
conditions in the crypto suite
to ISO/IEC 18000-63 error
codes shall be as specified in
Table E.2.

Tag

By desi

99 F1

To provide non traceability,a
Tag may provide an Untrace-
able command as defined

in ISO/IEC 18000:63:2015,
6.3.2.12.3.16.

0

Tag

By dem
using Td

bnstration
st Pattern 9

100 F1

A session acegss password,
provided within the TLV struc-
ture received at Tag Authen-
tication (see C.1.2), shall be
used to transit the Tag into the
Secured State.

Tag

By desi

D

101 F1

The session password shall be
valid only one time to avoid
replay attacks.

0

Tag

By desig

102 F1

To provide non traceability, a
Tag may use a partly hidden
EPC/TID or a randomized
EPC/TID as described in F.1.1
and F.1.2.

0

Tag

By desi

103 FI1.1

Instead of the EPC, the SID
shall be used by the Interroga-
tor to uniquely identify the Tag.

Interrogator

by design

104 F1.1

A portion of the Tag’s EPC shall
be set to a random value that is
updated at each power-on.

0

Tag

By demonstration
using Test Pattern

10
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Table 2 (continued)

Protocol . M/0/ . .
,b
Item subclausea Requirementa PRM/CRM¢ Applies to How to verify
105 F1.1 The StoredCRC shall be up- 0 Tag By demonstration
dated at each power-on. using Test Pattern
10
106 F.1.2 A portion of the Tag’s MCS 0 Tag By demonstration
serial number shall be set to a using Test Pattern
random value that is updated 11
at each power-on.

a Unless otherwise specified, any reference made in these columns is to ISO/IEC 29167-19:2016.

b Any referpnce made to states of the cryto engine are in bold letters.

[

¢ M: mandafory; O: optional; PRM: mandatory for partial result mode; CRM: mandatory for complete resul
mode. [tems|marked with M are mandatory and shall be tested for each DUT.

6.3 Test patterns

Test_Pattern 1 (Tag)

Query (Tarj = 12,5pus; BLF=320; Miller4, SO)
ACK
Reg RN
Authenticate

(SenRep=0b]; IncRepLen=0b0;CSI=0x09; Length;Message= (AuthMeth=0bl1l, Step=
0b01,MReadf0x0, RFU=0x00,KeySelect=0x00, InterrogatorChalTlenge=0x31297EF
6E1EEEOF74RC65DA9BFEOLSFEDS)

The Tag shalll operate in the complete result mode. The RAMON decryption key used by the test syftem
shall matcH with the selected decryption key of the’Tag. The test pattern passed if the decryjpted
response fi¢ld of the Tag reply to Authenticate is as{ollows:

AuthMeth=0b11;Step=0b10;RFU=0x00;ResponsglData= (InterrogatorChallengel
x31297EF6E|EEEOF742C65DA9BFEOLSES; TagRandomNumber; TLV record,
ZeroPaddin¢g=0x00) ; RFU=0x00;Remainingykength=0x000

If the procgssing time of the Authenticate command exceeds 20 ms, the Tag shall backscatter a
processing photification, at least every 20 ms. The execution time of the complete sequence shall be
below 1 miy.

Test_Pattern 2 (Tag)

Query (Tarf = 12,5psABLF=320; Miller4, SO)
ACK
Req RN
Authenticate

(SenRep=0Dbl] ; IncRepLen=0b0;CSI=0x09; Length;Message= (AuthMeth=0bll, Step=
0b01,MReadf0X0, RFU=0x00,KeySelect=0x00, InterrogatorChallenge=0x31297EF
6E1EEEQOF742C65DASBFEOTSTS)

Authenticate

(SenRep=0b1l; IncRepLen=0b0;CSI=0x09;Length;Message= (AuthMeth=0bl1l, Step=
0b10,RFU=0x00)

The Tag shall operate in the partial result mode. The RAMON decryption key used by the test system
shall match with the selected decryption key of the Tag. The last Authenticate command has to be
repeated until the entire identification data is fetched. The response field of the Tag reply to the first
Authenticate shall be as follows:

AuthMeth=0b1l1l;Step=0b01;RFU=0x00;Remaining Length

The Remaining Length parameter shall provide the total length of response data. For each further
Authenticate command, the response field shall be as follows:
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AuthMeth=0b11;Step=0b10;RFU=0x00;Fragment of Response Data;RFU=0x00;
Remaining Length

The Remaining Length parameter shall provide the remaining length of response data. The decrypted
response data shall be as follows:

Response Data=(InterrogatorChallengeOx31297EF6E1EEEOF742C65DAOBFEOLSFES;
TagRandomNumber; TLV_ record, ZeroPadding=0x00)

The execution time of the complete sequence shall be below 1 min.

Test_Pattern 3 (Tag)

Quer] (Tari = 6,25us; BLEF=640; FMO, SO)
ACK

Reg RN

Authenticate

The fest pattern passed if the Tag returns an error message’to all Authenticate commands psing either

(Tari = 12,5us; BLF=320; Miller4, S$0)

The fest pattefa-passed if the Tag returns an error message to all Authenticate commands psing either

Test| Pattern 5 (Tag)

Query (Tari = 12,5us; BLF=320; Miller4, SO)

ACK

Reg RN

Authenticate

(SenRep=0bl; IncRepLen=0b0;CSI=0x09;Length;Message=(AuthMeth=0bl1l, Step=
0b01,MRead=0x0, RFU=0x00,KeySelect, InterrogatorChallenge=0x31297EF6EL1EE
EOF742C65DA9BFEO1S5FS)

The selected key shall not be available on the Tag. The test pattern passed when the Tag returns an
error message using a “Not supported” error condition.

Test_Pattern 6 (Tag)
Query (Tari = 12,5us; BLF=320; Miller2, SO0)

ACK
Reg RN

© ISO/IEC 2018 - All rights reserved 13
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