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Foreword

ISO

(the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations,

governmental

and rjon-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field ¢
technplogy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Inter|

The

tional Standards are drafted in accordance with the rules given in the ISO/IEC Directives,

ain task of the joint technical committee is to prepare International Standards. Draft

Standards adopted by the joint technical committee are circulated to national bedies for voting. |

an International Standard requires approval by at least 75 % of the national bodies casting a vote.

Atten
rights

ISO/I
Subc

ISO/I
perfo

— A

— F

ion is drawn to the possibility that some of the elements of this.document may be the sub
ISO and IEC shall not be held responsible for identifying any erall such patent rights.

FC 19795-5 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information
bmmittee SC 37, Biometrics.

FC 19795 consists of the following parts, under.the general title Information technology
mance testing and reporting:

art 1: Principles and framework

art 2: Testing methodologies for technelogy and scenario evaluation
art 3: Modality-specific testing [Technical report]

art 4: Interoperability performance testing

art 5: Access controliscenario and grading scheme

art 6: Testingmethodologies for operational evaluation

art 7: Testing of on-card biometric comparison algorithms

f information
Part 2.

International
Publication as
ject of patent

technology,

— Biometric

© ISO/IEC 2011 — All rights reserved


https://iecnorm.com/api/?name=3287b242d6368c197f12f6579704485a

ISO/IEC 19795-5:2011(E)

Introduction

This part of ISO/IEC 19795 is concerned solely with the scientific “technical performance testing” of biometric
systems and subsystems to be used for access control. Technical performance testing seeks to determine
error rates and transaction times with the goal of understanding and predicting the real-world error and
transaction times of a biometric system. The error rates include false accept rate, and false reject rate, as well
as failure to enrol (FTE) and failure to acquire (FTA) rates across the test population. These measures are
generally apglicable to all access control systems that contain a biometric verification subsystem.

This part of I$O/IEC 19795 defines a testing framework with the following fundamental aspects.

— This parf of ISO/IEC 19795 was conceived to be a framework for a general- or multi-purpose test} “one
size fits many (but not all)”. The focus is limited to access control applications.

— The framework is suitable as both a requirements statement and an evaluationreport.
— The gengral-purpose nature of this part of ISO/IEC 19795 is centred on\the common access gontrol
applicatipn requirements, and acknowledges the fact that this framework will not be suitable for
specialized applications (very high levels of protection, specialized\ user populations like the e|derly,
students| etc.). Specialized applications will warrant specialized testing processes.
— The pergeived benefit of the general- or multi-purpose test is.economy. The supplier can submit tp one

testing process, and many potential customers can utilize the results, interpreting the suitability pf the
device (Rased on the results) for their application.

This testing flfamework assigns grades representing the\tested level of performance, and these grades include
a statistical cpnfidence taking the conservative approach, that is, the performance of the system is at least as
good as the prade indicated (at the 90% confidence'level). Using the grading scheme to specify a required
performance Jevel of a system needs to take into-account this conservative approach.

It is acknowlgdged that technical performahce testing is only one form of biometric testing. Other types of
testing not considered in this part of ISOAEC 19795 include the following:

— reliability} availability and maintainability;
— security, [including vulnerability;
— human factors, including user acceptance;

— environmental;

— safety;

— cost/benefit;
— privacy regulation compliance.

Methods and philosophies for these other types of tests are currently being considered internationally by a
broad range of groups.

The purpose of this part of ISO/IEC 19795 is to capture the current understanding by the biometrics
community of requirements and best scientific practices for conducting performance testing towards the end of
providing consistent, structured evaluations of biometric systems intended for use in access control
applications. The framework defined in this part of ISO/IEC 19795 has utility as a method for defining user
requirements, for specifying the extent of performance evaluation, for conducting and for reporting.

vi © ISO/IEC 2011 — All rights reserved
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Information technology — Biometric performance testing and

reporting —

Part 5:
Access control scenario and grading scheme

This part of ISO/IEC 19795:

fines a common biometric access control scenario for use in/scenario evaluation
rification systems;

rovides a grading scheme for expressing quantitative biometric-system requirements and

rovides a common basis for conducting scenario evaluations to demonstrate that specified
rades are being achieved which is adaptable to¢particular testing facilities and to spegq
stems.

This part of ISO/IEC 19795 is applicable to performance testing of biometric systems wit
knowledge of the comparison algorithms or of‘the underlying distribution of biometric charact
populption of interest.

inimum false accept rate (FAR) tested by this part of ISO/IEC 19795 is 0.1%. If a lower FA
ized testing (outside the scope“of this part of ISO/IEC 19795) might be appropriate, ang

ithin the scope“ef this part of ISO/IEC 19795 is the measurement of error and through
deliberately:irying to circumvent correct recognition by the biometric system (i.e. active

reliability, availability and maintainability;

security, including vulnerability;

human factors, including user acceptance;
environmental impacts;

safety;

cost/benefit/suitability;

privacy regulation compliance.

These assessments are the responsibility of the procuring authority.

© ISO/IEC 2011 — All rights reserved
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2 Conformance

A test conforms to this part of ISO/IEC 19795 if the scenario used (including test crew demographics,
environmental controls, time separation between enrolment and revisit, numbers of attempts and transactions),

test conduct,

and test reporting all conform to the mandatory requirements in Clauses 5 through 7.

3 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced

document (in

ISO/IEC 197
Principles an

ISO/IEC 197
Testing meth

ISO/IEC TR 1
Modality-spe

4 Terms
For the purpdg

41

access cont
ACS

entire electro
facility

4.2

Fluding any amendments) applies.

D5-1:2006, Information technology — Biometric performance testing and reporting~=— H
 framework

D5-2:2007, Information technology — Biometric performance testing andareporting — H
bdologies for technology and scenario evaluation

9795-3, Information technology — Biometric performance testing\and reporting — P
pific testing

and definitions

ses of this document, the terms and definitions given'in ISO/IEC 19795-1 and the following

ol system

biometric subsystem

portion of a
sampling sub

biometric system that is present at each access entry point, including the biometric sen
System

associated with the quantified levels of biometric subsystem performance

hde levels-are defined, ranging from 0 to 3, or O to 6. It is possible that additional grade levels above
efined at a future date.

art 1:

art 2:

art 3:

apply.

tmechanical suite that performs the granting or denying of access at controlled entry points of a

BOr or

these

4.3

grade levels
measuremen
NOTE Gr
values will be
4.4

FAR level

scale for the relative level of resistance to false accepts in a form associated with three specific false accept
rate (FAR) values

4.5

transaction time

time required

NOTE

for the biometric system portion of an access control transaction

Transaction time is measured in seconds.

© ISO/IEC 2011 — All rights reserved
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Definition of testing scenario

Overview

The goal of testing and evaluating biometric access control systems against the standard set of criteria
documented in this part of ISO/IEC 19795 is to ensure that the technical performance of every biometric
access control system is evaluated fairly, accurately and equivalently.

Testing shall be performed in a consistent, unbiased manner under conditions that are well understood and
documented. Test controls shall be applied to ensure reproducible test results to the most practical extent
possible (considering the involvement of human crew members). To accomplish this, every candidate

biomg

The

biomgtric system operations and accompanying evaluation criteria which provides for.-grad

procedures to be used shall be based upon a “framework” consisting of specific mefrics

againpt different levels of false accept rate. The evaluation framework shall ,aceommod
subsyistems that output similarity scores or that output only the final match/no matchrdecision.

NOTE|1 Throughout this part of ISO/IEC 19795, where reference is made to similarity’scores, it should
that for those test results in the form of decision output, the equivalent, suitable process is applied.

NOTE|2  Throughout this part of ISO/IEC 19795, where reference is made-to\similarity scores, it should
that devices that generate dissimilarity scores will be accommodated by/making the appropriate threshd

matc

To fa

shall
infor
oper
5.2

A bi

h|ng decisions.

be developed. It shall be identical to the generalyprocedure with the exception that g
mation (for example sliding the cover to allow placement of a finger to a sensor) needed in
ion of a particular biometric access control system shall be identified.

Relationship of biometric system*/ subsystem to access control system

dmetric access control system is anf‘access control system that contains a biometric

subsyistem. This biometric system can be, for instance:

g verification or identification system with centralized biometric template storage;
g verification system with decentralized biometric template storage in the biometric subsyste

g verification system-with localized biometric template storage (e.g. on an ID card).

NOTE|1 The eyaluation of identification performance metrics is outside the scope of this part of ISO/IEC

Figu

biometric (system. Following Figure 1 is a key to the circled letters representing informatio
deployed.systems may vary from this general model.

tracted from
d evaluation
ate biometric

be understood

be understood
Id comparison

Cilitate the testing of a specific biometric access control system, a specialized biometric t¢st procedure

ny additional
he real-world

system as a

m; or

19795.

at includes a

r{/ 1 illustrates the components and information flows in a generic access control system th

T flows. Real
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Biometric Subsystem

—_—— — — — —

Blometrlc Device "‘ Biometric

| | |
Biometric : | |
- Sensaor (Trai
Trait | @ ﬁ (%) : : |
| |Blomelnc Biomtric | | | |
| | Sensaor ProcessorJ | | |
User | I | Database Biometric | |
| E) | Enrollmant| |
Procassor I
Token [ Biometnc | [Server) | i
{ID Cald) | Decision " |  Appligarit
- S
|
c ] |\ )
@ Biographical
ACS Information
m Network
ID Reader

(*

Acgess Control Access Control

System System
(ACS) Processar
Database (Server)

| Biometric
Characteristic

1)

A description

A. Biograph
Control Syste

B. Biometri¢

biometric ser
interactions b

NOTE2 An
by the access

C. Token (I

Figure 1 — Generic Biometric/Access Control System

of the information flow in Figure 1 is'as follows:

ical information: applicant-supplied information (name, address, etc.) obtained during A
m (ACS) enrolment via the/ACS Processor. This flow is part of a typical legacy ACS.

characteristic (trait); the body part or human behaviour presented by the applicant {

sor during enrolment* (e.g. fingerprint, iris, voice, signature). This flow may also includg

etween applicant'and sensor such as indicator lights or audio feedback.

applicant becomes a user only after the enrolment process is completed and access privileges are g
control authority.

D card): any form of machine-readable credential presented by the user to the ID reader to

an identity.

CCess

o the
any

ranted

claim

D. Biometric trait: the body part or human behaviour presented by the user to the biometric sensor during an
access transaction (e.g., fingerprint, iris, voice, or signature). This flow may also include any interactions
between user and sensor such as indicator lights or audio feedback.

E. User identity code: (ID number, card number, ACS ID) read from the token by the ID reader and sent to
the biometric processor as the claim of identity. This flow also includes user template data for template on
card architectures.

F.

Biometric template data: from enrolment database to biometric processor (for implementations using

server-stored templates). This flow is architecture-specific, may be per user transaction or periodic pre-loads.

© ISO/IEC 2011 — All rights reserved
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G. Biometric decision: Yes/No indication (electrical signal or message) from biometric processor to panel
conveying the result of the user verification transaction.

H. User identity code: (ID number, card number, ACS ID) read from the token by the ID reader and sent to
the panel for the ACS to determine access privilege. This flow is part of a typical legacy ACS.

I.  Lock control: electrical signal from the panel used to command the door electro-mechanical locking
mechanisms. This flow may also include other signals such as door-open indicators, emergency lock override,
etc. This flow is part of a typical legacy ACS.

J.  ACS network data: (physical) communication channel (Ethernet, RS485, etc.) enabling data interchange

betw%mwwmwmws upon site-
specific implementation, and includes a user identity code from panel and user access authorizatjon from ACS

processor.
53 Evaluation metrics overview

The framework is based on the necessary and sufficient metrics for evaluation of a biometric sysiem for use in
an acfess control application. These metrics are:

— (Pingle-attempt) false reject rates (FRR;) at specific values of FAR,;
— (Transaction-level) false reject rates (FRR) at specific values of-FAR;
— failure to enrol rate (FTE);

— verification transaction time.

To sefve many (not all) applications, a range of protection levels, expressed as specific values [of FAR, shall
be usgd in this framework.

For epch metric, the framework establishes>a quantitative grading scheme, using numerical grades, ranging
from 0 to 3 (or O to 6 for FRR), where a higher score shall indicate better performance and a lowgr score shall
indicdte poorer performance. In Claus€.7, the metrics are fully defined and the quantitative gradipg values are
established.

NOTE|1 Different metrics may have different grading, as it can be seen in the examples shown in 7.1.5.4 or 7.1.5.3.

NOTE|2 In the kind of test under the scope of this part of ISO/IEC 19795, is not always possible to idolate failure to
acquirg rate (FTA) cases from false non-match rate (FNMR). Therefore, for the purpose of this part of IBO/IEC 19795,
FRR gnd FRR; always include FTA. In case FTA can be obtained, evaluators are encouraged to detail FTA results in the
evalugtion report.

5.4 Evaluation approach

5.4.1| "Tests

The testing defined in this part of the standard shall be Scenario testing under controlled, indoor conditions.
The test consists of determination of failure to enrol rate (FTE), verification time, and matching error rates at
the single-attempt and transaction levels. The test consists of 10 specific graded metrics: transaction level
error rates at three different levels of FAR, attempt level error rates at three different levels of FAR,
determination of FTE, and verification transaction time at three different levels of FAR.

A system may, based on supplier request, undergo additional optional testing beyond the graded test.

Optional testing designed to generate additional metrics may be conducted depending on the method of
operation of the specific system. Such optional testing is not defined by this part of ISO/IEC 19795.

© ISO/IEC 2011 — All rights reserved 5
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5.4.2 Universality of the test

The rationale for using grade levels versus pass/fail relates to the “universality” or variety of user applications
of the evaluation results. Each application is expected to have its own set of required metric grades. A
pass/fail evaluation of a system against any particular set of metrics could be developed. However, the
introduction of a grade level-based evaluation may provide several advantages. First, a standard test can be
defined and used for several different applications. More importantly, the results of a single evaluation can be
used by all potential users of the system to judge the suitability of the tested system to their specific
application. The system supplier could theoretically reduce overall evaluation cost by submitting to one test,
which would optimize the test organization’s time and resources. The overall cost for a single graded
evaluation may be higher, but could apply to a variety of user applications.

54.3 LeveIL of effort and decision policies

The experimgnter shall report enrolment and verification levels of effort and decision policies as follows.

Minimum and maximum number of placements, attempts, and transactions required or permitted to enrgl may
be somewhat dependant on the enrolment subsystem under test. An enrolment subsystem may |allow
enrolment affer one attempt, or may require multiple presentations, attempts, and-transactions. Unless
otherwise dicjated, the following shall apply:

— threg enrolment transactions of up to three attempts each shall be allpwed (if unable to enrol ¢n the
first pr second transaction);

— an gnrolment transaction shall be defined by the supplier, consistent with their operational enrgiment
pradtices. For modalities with multiple instances (e.g.(fingers, irises), the enrolment policy may
inclyde attempts with a primary instance (e.g. right iadex finger), and if that attempt fails] then
secqndary instances may be used to enrol;

— threg attempts shall be allowed for each verification transaction.

Minimum and maximum duration permitted or required to enrol within a given enrolment attempt or transaction
may be somgwhat dependant on the enrolment subsystem under test. A biometric subsystem may terminate
an enrolment attempt or transaction after a(fixed duration. This may be due to (1) inability to agquire
sufficiently digtinctive data or (2) inability toxsense any biometric data input. Incident (1) means that a biometric

subsystem h
acquired and

processed. It is not feasible to allow a biometric subsystem to attempt to acquire

hs acquired and processed.data but found it lacking; incident (2) means that the data was not

data

indefinitely; therefore for subsystems that do not time out, a time of 45 seconds shall be established as the

default time-q

5.4.4 Controlled Indoor.Environment

In order to a
testing, som
representativ

ut.

low for.comparability of test results and establish one scenario that has common featur|
b environmental conditions shall be specified. The test environment shall be cont
b df-an indoor/office environment, and within the specification for conditions for the system

es for
olled,
under

test.

NOTE 1

The environment is a factor that can affect biometric system performance. It is out of the scope of this part of

ISO/IEC 19795 to analyse its influence, however, some environmental conditions have to be controlled to reach a

common basis

The following

relative h

for obtaining comparable and repeatable test results.

environmental conditions shall be controlled for all tests:

temperature: 22°C  4°C;

umidity: 40% to 60%.

The other environmental factors to control (e.g. illumination, noise, vibration, etc.) shall be specified by the test
organization taking into account the biometric system under test consistent with ISO/IEC TR 19795-3. The test

© ISO/IEC 2011 — All rights reserved


https://iecnorm.com/api/?name=3287b242d6368c197f12f6579704485a

ISO/IEC 19795-5:2011(E)

organization shall report on the controlled environmental conditions and values. Any non-controlled conditions
considered to have a significant influence on the test shall be reported.

EXAM
report
- te
- re

PLE 1 For an audio-prompted iris recognition system, the experimenter should control as necessary, record and

the following:
mperature;
lative humidity;

- presence of natural and artificial lighting, direction and intensity;

EXAM
- te

level of noise.

PLE 2 For a speaker recognition system, the experimenter should record the following:
mperature;

- g

- e

Requ

[P P SORT- -t~ [ 1)
Tertrv o ety

vel of noise.

red environmental conditions shall be reached before tests are conducted and shall b&é cor

enrolment and verification processes with suitable devices. Such conditions shall be recorded an

NOTE

2  Regarding noise, it may be unrealistic to test in near silence, and uncomfortable for the staff

preseice of continuous, high background noise.

NOTE|
from n

NOTE

5.5

5.5.1

5.5.1

Demd
contrq

5.5.1

The 4

3  Good testing practice is to avoid noisy, distractive activity in the vicinity of a test activity, such
ultiple devices being tested together in close proximity.

4 The recommended best practice is to suspend testing if out-oflimits environmental conditions a
Crew characteristics and management

Crew demographics

[  General

graphic characteristics that shall be controlled are the crew age and gender. If other
Is are instituted, the controlled parameters, values and results shall be reported.

£ Age

ge distribution of the crew-used shall adhere to the ranges of values shown in Table 1.

Table 1 — Age distribution

trolled during
H reported.
to work in the

as could result

re present.

demographic

NOTE

5.5.1.

The g

© IS0/

Age
<18 18-30 31-50 51-70 >70
0% 25-40% 25-40% | 25-40% 0%

This age distribution does not include younger than 18 or older than 70. If a different age distribution is required,
this part of ISO/IEC 19795 is not applicable. ISO/IEC 19795-2 provides more general scenario testing guidance.

3 Gender

ender distribution of the crew used shall adhere to the ranges of values shown in Table 2.
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NOTE 1
provides more

NOTE2 Th

5.5.2 Crewsize

5521 Mi

To provide th

can be accompmodated within the project budget and data collection capabilities'of the testing organizatio

The minimumn
of ISO/IEC 14

NOTE If ¢

impostor transactions. Due to correlations among different transactions'performed by the same crew member, thesg

impostor trans
common to a
independent in
acceptances o
crew members|

55.22 Crf
The crew si
expectation ¢
number of ind

NOTE 1 Te
exercised in t
performed, so

NOTE2 Te
encouraged to

Table 2 — Gender distribution

Gender

Male Female

40-60% 40-60%

If gdifferentgender—distributiomisrequired;thispart of t1SOHEC 187855 ot=appticable 1SOAEC 19

general scenario testing guidance.

b testing organization is encouraged to also control the age distribution within each gender,

himum crew size

e most statistically significant relevant results the crew size shouldbe the maximum numbs

crew size of 230 crew members shall be required for condueting verification tests under th
D795.

ach crew member carries out 15 impostor transactions,“230 crew members will carry out a total o]

hctions will not be completely independent. For thevsake of simplifying statistical analysis, howeve
sume that they are statistically independent.~lf“hot a single false acceptance occurred among
hpostor transactions, then the FAR is with 95% confidence not higher than 0.001 (“Rule of 3”). |
Ccur, then the FAR is above 0.001. For theseireasons, the minimum FAR that could be established wi
is 0.001.

bw size control

re for enrolment should._éxceed the target verification crew size and should considg
f 10-25% “drop-out’swith the number increasing as time between visits increases. Bo
ividuals that participate in verification testing and the dropout rate shall be reported.

5ting organizations may elect to include a compensation incentive to reduce drop-out level. Caution m
hat underestimating the drop-out rate potentially undermines the entire test if insufficient revis
being conservative is warranted.

5t results may be biased by selective “drop-out”, such as crew members generating errors
drep.out, or not reminded about future appointments. These practices are discouraged, but crew me

795-2

br that
n.

s part

f 3450
b 3450
r, it is
3450
f false
th 230

br the
h the

ust be
ts are

being
mbers

a-at anag

have the right

it deawfe atin 2 Py
vrtriGravy ot teSthgacarty —trics

The composition of the crew shall be reported in terms of age and gender for both the enrolled crew and the
crew that participated in the revisit testing.

5.5.3 Test crew selection

The experimenter shall assemble a crew of human test subjects to carry out the testing. The demographics of
the crew shall be controlled in terms of gender and age (see clause 5.5.1). Controlling these factors will allow
for more defensible test results across various crew populations. The same individual shall not be enrolled
under different identities. Test organization should be aware that some people may come back twice under
different identities and should take precautions to prevent that from happening.
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5.5.4 Test crew training

Test crew members shall be trained in the use of the biometric system under test during the enrolment
process. The specific crew member training materials should be provided by the supplier and should be
representative of the training provided to operational users. The training shall be determined to be completed
when the crew member has demonstrated their capability to present their biometric sample as instructed.
Additional training shall be conducted when a crew member fails to enrol on their first enrolment transaction.

NOTE The time allocated for crew training is in addition to the time needed to capture the enrolment data as
described in clause 5.4.3.

5.5.5 —Operator-crew-memberinteraction

Expefimenters shall determine and report operator-crew member interaction requiredCand |permitted as
follows:

- whether biometric system test operation is intended to be attended or unattended;

- whether the operator is to provide specific guidance above that provided by-the system during enrolment
gr comparison;

- thHe amount of information given to the crew member regarding the evaluation;

- tHe amount of feedback given to the crew member during theevaluation.

5.5.6| Habituation
The tg¢st shall approximate to the extent possible usage by highly-habituated end users.

NOTE|1 The target population for this test may, be highly-habituated end users, such as employees,| The usage of
biomejric subsystems evaluated in this test may typically be a several-times-a-day occurrence for a large segment of the
populgtion.

NOTE|2  The universal nature of the approach to testing used in this part of ISO/IEC 19795 brings about compromise
situatipns, where it is recognised that not all applications have highly-habituated users.

The gxperimenter shall specify the degree of habituation of the crew, both a priori and as introduced through
the cqurse of the testing, as well as the degree to which habituation effects are accounted for in test design.

NOTE|3  See ISO/IEC-19795-2:2007 for additional detail on habituation reporting.

5.6 Privacy

5.6.1| General

The tgsting shall be conducted to ensure that the crew identity and all biometric data collected jare protected
from misuse. Steps taken to protect the privacy of test crew members shall comply with national legislation or,
in the absence thereof, with the Organisation for Economic Co-operation and Development (OECD)
Guidelines on the Protection of Privacy and Trans-border Flows of Personal Data.

5.6.2 Crew identity protection

The test organization shall maintain privacy practices that ensure the protection of crew identity from
unauthorized access or disclosure.
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5.6.3 Data

protection

The test organization shall maintain privacy practices that ensure the protection of biometric data and all forms

of personally

identifiable information from unauthorized access or disclosure.

5.6.4 Proprietary information

The testing organization shall not disclose any supplier-proprietary information obtained during testing.

6 Testing approach and conduct
6.1 Planhing
6.1.1 Gengral

The activities

described in this clause shall be performed to ensure that biometric system evaluatior]

efficient, expgdient, equivalent, unbiased and reliable.

6.1.2 Test
Test objectiv
system in th
modality-spe

NOTE Fol
operating poin

6.1.3
The suppliers

For test outp
detailed data

pbjectives

s shall be to quantify and grade the performance of a biometri© component of an access g
operating range FAR = 0.1% to FAR = 1% in a controlled environment scenario that
ific or biased.

r biometric subsystems that output decisions, the full‘gperating range will not be tested, but o
associated with the fixed threshold setting used for testing.

Inputs to and outputs from the test process

shall provide their biometric systemsprocesses and documentation as test input.

it, the facility shall report test findings and substantiating data. Additional output shall con
summaries.

6.1.4 Congept of operations

The operatid
performance
See ISO/IEG
information o

It is the resp
organization.

n should utilize (an” accredited testing organization/facility to conduct controlled scs
testing of biometric systems to provide an unbiased accurate measure of system perforn
17025, General requirements for the competence of testing and calibration laboratorie
n testing organization/facility accreditation.

onsibility of the supplier to assert that its equipment meet all safety requirements of th

S are

ontrol
is not

ly the

Sist of

Bnario
ance.
s, for

e test

As a part of the pre-test application process, suppliers shall be required to provide system operating manuals

and describe

how the supplier intends to train test facility administrators and operators.

To operate the supplier's biometric system, training of system administrators by suppliers shall at least
address the following:

10

overview of the principles and operation of the biometric system;
protection of sensitive personal data;

system installation procedures;
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— operator skills required for successful system operations;

— system start-up procedures, normal operating procedures, human interface procedures, shutdown
procedures, reboot procedures (e.g. in case of power failure etc.);

— procedures for providing raw similarity scores (or decisions) to the test facility network;
— system error code and exception response activities;
— system tear-down procedures, including permanent deletion of all sensitive personal data.

It is te SUppiers Tesponsibiitty toensure that adequate traimning Shatt be provided to testfacitity staff prior to

actua| testing.

Wher the above actions have been completed, a test schedule should be developed accommodating the
availgbility of the supplier and facility resources. The schedule milestones shall include:

— biometric system delivery to the test organization;

— biometric system installation and integration with the facility test and eyaluation network;
— biometric system training of operators;

— g preliminary period of biometric system operation and debugging;

— certification by the supplier that its biometric system js ready for test;

— reach the environmental conditions specified for.the test scenario;

— ¢ommencement of testing with the biometric.enrolment of the crew and the collection of enrolment data,
time trials, and statistics;

— cpntinuation of tests including bjemetric verification testing of genuine and impostor grew member
sjubmissions;

— dnalysis of the data, the canstruction of the DET curves, and assignment of grades;

|
<

plidation of test results and out-briefing with the supplier;

— tear-down and removal of supplier’s biometric systems.

6.1.5| Adherence to native system operations

The gxpérimenter shall instruct the biometric system supplier to implement their match thresholds in a fashion
consistent with that of operational systems. (Also, see Clause 6.3.3). The experimenter shall instruct the
biometric system supplier to implement user interface features (i.e. feedback such as lights, aural cues, and/or
visual cues) during enrolment and verification attempts and transactions in a fashion consistent with that of
operational systems.

6.2 General test approach

6.2.1 General

This clause defines the general approach and standard practices for the conduct of all biometric system
testing performed in conformance with this part of ISO/IEC 19795. Specific areas include: pre-test activities,
system operability verification, data collection, problem reporting, and post test activities.
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Supplier should perform a 72 hour continuous burn-in period prior to delivery to the testing site. This shall be

reported.

6.2.2 Pre-test activities

6.2.21 Ge

neral

Pre-test activities should include inspection, a configuration audit, the test readiness review with supplier
participation, and a pre-test briefing which should be conducted prior to the start of each test period with

participation fi

rom the test personnel only.

6.2.2.2

6.2.2.21 G
Prior to testir
and normal

purpose of th

It is anticipate
close cooper,

functional, shall provide specific configuration and settings data at the-completion of setup, an

instructions t(
testing period

6.2.2.2.2 F
The experim
following:
— dimensia
— controls
environn

relative |

Continuous nponitoring of these conditions through the test period may be necessary.

Q

~

6.2.2.2.3

The experimg

Inipection

positioning of biometric acquisition-systems;

eneral

g, an evaluation program elements check list should be completed to ensureyproper insta
bperation of all equipment being evaluated, test equipment and equipment interfaces
s activity is to ensure the integrity of the test configuration.

d that each supplier shall support the installation of its system in thédest organization’s faci
htion with the test organization. The supplier shall be required-to. certify that the installa

the test personnel shall be written. Supplier’s personnel should not be present during the
(unless contacted by the experimenter).

hysical layout of test environment

bnter shall record the physical layout of the test environment, including but not limited
nal area dedicated to scenario test execution;

and measurement devices related to temperature, relative humidity and other re
ental factors that have been specified by test facility for the biometric system under test;

pcation of each bigmgtric system in the test environment.

pecifications

ntersshall record the following elements of the biometric system:

Lion is

|lation

. The

ity, in

any
actual

o the

evant

acquisition subsystem: supplier, model, version, and firmware as applicable;

of the acquisition components;

biometric algorithms: version, revision;

logical access interface then record: provider, title, version, and build of the software application;

subsyste

12

ms: processing power, memory, supplier, and model of computing subsystem.

if integrated within a third-party subsystem, acquisition subsystem: supplier, model, version, and firmware

if the scenario test incorporates a biometric software application, such as a demonstration application or

systems tested on or through personal computers, personal digital assistants, or other computing
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6.2.2.2.4 Architecture
The experimenter shall record the following elements for the biometric system:
— biometric data acquisition, processing, and storage architecture;

— data flow between biometric system and test organization’s facility equipment components;

— test management application: design and functions of any application into which the test system is
integrated for test management;

ce results;

— hematics: acquisition subsystems, workstations, server components, layout of test cermponents.

6.2.22.5 Implementation

The ¢onfiguration audit should be performed' by the appropriate test personnel with the as

llowing:

pre should be
iguration has

sistance of a

suppller's representative. The primary goalof the audit is to identify and record system hardware, firmware,

and goftware configuration accurately~The configuration log shall be utilized to document
hardware and software version and“serial numbers. This log shall be created and maint

all applicable
hined by the

apprdpriate test personnel throughout the evaluation. Data collected during the configuration audit shall be

recorged on a configuration log input form.

At thg conclusion of the configuration audit, the appropriate test personnel shall place quality ass
at thg appropriate locations on the biometric system to maintain configuration control througho
additipn, the supplier's‘representative shall sign a system readiness form documenting appro
configuration and-preparedness for starting testing.

turance seals
Ut the test. In
al of system

6.2.2]4 Test readiness review

A tesi readiness review should be held after completion of biometric system installation and cheq

kout and test

personnel training. This review shall be conducted by the administrator and should be att

ended by all

personnel involved with test conduct. The purpose of the test readiness review is to verify system and test
personnel readiness for conducting testing. During the test readiness review, the administrator should:

— verify (by inspection) that the biometric system meets all safety requirements;
— verify completion of configuration audit;

— review established system and test equipment configuration;

— verify completion of test personnel training;

— identify and review any changes to the biometric system test plan or procedure;
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review biometric system test schedule;

review test crew characteristics.

Minutes of the test readiness review should be recorded by a designated member of the test personnel and
validated by the appropriate test personnel. The minutes should provide enough information to completely and
accurately document the review.

6.2.2.5 Pre-test briefing

A pre-test briefing should be conducted by the administrator prior to each test period and evaluation test

category. Th
administrator

identify t
review s\
review th
review th
identify g
provides
review te
Minutes of th

of the accurd
minutes.

6.2.2.6 Co
System confi
quality assur
configuration
sealed area ¢
shall be notif
recorded in

configuration

B pre-test _briefing should be attended by all test personnel. During the pre-test brieti
should:

bst personnel and assign specific responsibilities;

stem configuration;

e specific biometric system test procedure(s);

e results of relevant tests;

nd review any existing or expected problems;

all necessary test documentation and associated formsy
st equipment configuration.

b pre-test briefing shall be recorded by a designated member of the test personnel with vali
cy of the recorded information by the person conducting the meeting — i.e. review of the

nfiguration management

guration shall be strictly controlled throughout biometric system testing. To aid in this c
Ance seals shall be placed in the appropriate locations on each biometric system durin
audit. Should there he a need to make any changes to the system configuration, or acg
ue to equipment failure or for maintenance, the administrator and the appropriate test pers
ed and the appropriate information shall be recorded in the configuration log. The inforn
the configuration” log shall indicate the reason for accessing the area, the detail o
changes made, the responsible individual, the date and time. All entries into the configurati

g the

Hation
draft

bntrol,
g the
ess a
onnel
hation
f any
bn log

shall be approved bycthe administrator. If changes are made to the system configuration, the adminigtrator

reserves the fight to;perform regression testing to verify that system performance has not been affected.

6.2.3 System.operability verification

System operability verification shall be conducted periodically during testing. These tasks shall be performed
by the test personnel according to supplier's procedures at the start of every test period and at supplier's
recommended time intervals thereafter.

6.2.4 Data collection

Complete, accurate, and reliable collection of certain data is an integral part of the biometric system test. To
facilitate this, the test data collection shall be automated to the maximum extent possible. For any required
manual data recording, the administrator shall assign test personnel with specific data collection
responsibilities prior to execution of each test category. Data collection assignments should be made at the
pre-test briefing. Designated members shall be provided with the necessary data collection forms and/or
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equipment, and shall be responsible for recording data as required in the general biometric system test
procedure.

During testing, both quantitative and qualitative data shall be collected and recorded in a manner that is
specific to the test organization infrastructure and that achieves the biometric system test requirements and
objectives.

The quantitative enrolment error rate shall be recorded manually and data shall be entered into the test-
organization-information system.

For verlflcat|on with systems that output S|m|lar|ty scores, the quantltatwe capture of the system native
. The system
mpute single-

be recorded. For systems that output only a match/no match decision, the decision'should| be recorded
automatically.

The gutomated data collection system and the test personnel shall collect data/\The data shall include, at a
minirmum:

— test description;

— test date(s) and time(s);

— crew member ID;

— slystem indications (if any);

— timeline data for transaction time analysis;

— slystem operational or failure data (if any);

— ¢pomparison results (similarity scores-er match/no match decision output).
NOTE Storage of biometric probe samples is not mandatory for the tests specified in this part of ISO/IFC 19795.

To fagilitate the correlation of biometric system response to the test crew member, a bar code rgader or other
apprdpriate electronic meafs may be used to read each test crew member’s identifier before they interact with
the bipmetric system.
At the conclusion of\each test session all data collection forms and additional media shall be yalidated and

signefl by the appropriate test personnel. All data shall be treated as being sensitive and stored in accordance
with the requirements of Clause 5.6.

6.2.5| .Problem reporting and tracking

Any test anomaly or equipment problem that occurs during biometric system testing shall be documented.
Specific details of the event shall be recorded by the administrator and validated by the appropriate test
personnel immediately following the occurrence. The information should be recorded on a test observation log
input form and should include:

— exact details of the event;

— equipment serial numbers;

— biometric system hardware and software version numbers;

— time to repair equipment;
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name of the individual who observed the event;

— any known effects on test outcome;

— times and dates of all significant maintenance and repair actions.

A further review of all logged anomalies should determine if a problem report needs to be written. A problem

report shall be written if the event involves a functional problem with the biometric system or could affect the
results of a test. Each problem shall be assigned a unique number and shall be tracked throughout testing.

Priority levels shall be used to document the severity of the problem. These priorities are identified as:

Priority |
system @

Priority |
but has 3

Testing shou
days, unless
reports shall

6.2.6 Postitest briefing

Priority Il — Non-Critical - Involves a non-critical operational function or a non-operational system fu

— PUIJIUI ITial IbU'CI Itlbdi = Aﬁcbtb ti 1< pUIiIUI miarice Uf d Ul Itlbdi UPCI diiUl Idi ful IbﬁUI I Uf t; 1< ILJIU
r results in a severe degradation of performance;

— Test-Critical - Does not affect the performance of a critical function of the biomettic sy
n unsatisfactory effect on the test;

d be terminated if the system fails and cannot be repaired by the supplier within two w
additional time is approved by the experimenter. At the conclusion of each test all pr
be compiled by the test personnel and included in the final test report.

netric

stem,

hction.

brking
bblem

There should| be an internal post-test briefing at the conclusion of\each test period and test category. All test
personnel should attend the post-test briefing. The administrator should present a summary of the test
activities and|relevant issues. During the post test briefing the administrator should review, as necessary

— deviatiorls from the planned test procedure(s);

— test anomalies;

— configurgtion management issues;

— equipment failures;

— upcoming test schedule.

Minutes of the post-test briefing should be recorded by a designated member of the test personngl and

validated. TH
meeting.

e minutes~should provide enough information to completely and accurately document the

6.3 Testing methodology

6.3.1 Introduction

For the purposes of this part of ISO/IEC 19795, a controlled environment scenario test configuration shall be
utilized, reducing the number of variables and resulting in improved test repeatability and increased reliability
for product performance comparisons.

Testing shall generate enrolment, biometric verification accuracy, and transaction time results for participating
crew members.

NOTE Crew members are the participants in the testing whose behaviour is monitored, controlled and trusted to be in
accordance with the planned test.
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The biometric subsystem should be capable of providing up to three consecutive verification attempts (if
needed) without having the crew member make additional claims of identity. The subsystem shall also provide
a clear indication of success or failure for each attempt so that crew members can proceed with additional
attempts (if required) with a minimum delay.

6.3.2 Enrolment transactions and results generation

Prior to enrolment, the crew member’s identity and the identifier (e.g. crew member ID number) used to relate
the crew member to his biometric data shall be established. The crew member shall be enrolled into the
biometric system and his biometric template(s) may be made capable of being stored externally to the

biometric sy
enrolmper SS:
enrolment process. (See clau

se 5.4.3 for enrolm

ent policy details.)

For biometric modalities with multiple instances (e.g. left and right iris, multiple -fingers),
shed or typical enrolment process should be employed and documented. In these cases, a fail
ed based on the supplier's recommended practice, which could result in declaring~d_failure only
Ces are able to be enrolled.

NOTE|
establ
declar]
instan

6.3.3| Verification attempts, transactions, and results generation
The @
1 weg
asre

rew member shall conduct biometric verification transactions onthe day of enrolment and
k after enrolment. Biometric verification transactions that occur-after the day of enrolment &
isit tests as described in clause 6.3.4.3.2.

The g
biomd
impo9
an im

rew member shall conduct 5 genuine biometric verification transactions and up to 15 zero-¢
tric verification transactions during the revisit. lmpostor transaction generation and th
tor transactions are discussed in clause 6.3.5. The.operator shall inform the crew member
bostor or genuine transaction is being conducted-

Each
maxir
given
demal
during

biometric transaction shall be composed\of one or more attempts. Therefore, up to 3
nhum amount of attempts) shall be conducted (never more than that). As soon as a succe
no further attempts are performed within that transaction. A decision threshold that
hding shall be chosen (to achieve-the strictest FAR of interest to the supplier) and shall ng

the whole test campaign.

NOTE|1 If the chosen decision(threshold is too lenient (i.e. results in a transaction-level FAR of more th
it will hot be possible to find out what would have been the transaction-level FRR and the transaction ft
demanding threshold (e.g. at.an FAR of 0.001), as within each transaction no further attempts are perforn
the degision threshold is met)

NOTE
suppli

2 For biometric modalities with multiple instances enrolled, the sequence of presentations will be
br in accordanee with normal operational practices.

Each
trans

verification transaction results in a decision of match or non-match, which shall be record
ctiony’it shall also be recorded (if possible) how many attempts have been conducted until

s established

ave failed this

the supplier's
ure to enrol is
if none of the

A minimum of
re referred to

ffort impostor
e number of
as to whether

the specified
ssful result is
is sufficiently
t be changed

an 0.001), then
ime at a more
ed as soon as

defined by the

ed. For each
a decision of

match.has been reached

NOTE 3 A transaction-level decision of non-match is always the result of three non-matching attempts.

NOTE 4  The number of allowed attempts is prescribed to be 3 for the purpose of obtaining comparable test results. In
an operational setting, a different number of allowed attempts may be chosen depending on the security and usability
requirements on the biometric system.

For purposes of determining FAR, FRR, and transaction time values, if any verification attempt generates a
similarity score greater than the threshold (or a match decision), then the transaction is considered to be
complete.

If the first verification attempt fails to generate a similarity score greater than the threshold or fails to acquire,
then the crew member shall conduct the second verification attempt. If the second attempt fails to generate a
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similarity score greater than the threshold or fails to acquire, then the crew member shall conduct the third
verification attempt. If the third attempt fails to generate a similarity score greater than the threshold or fails to
acquire, then the transaction is complete.

For testing based on similarity scores, results from each biometric verification attempt shall be stored such
that the experimenter can determine which, if any, of the three biometric verification attempts was the first to
generate a similarity score. If each of the three biometric verification attempts fails to generate a similarity
score, the biometric verification transaction shall be declared a transaction level failure to acquire.

Any FTA case shall be considered as a FRR case, and if the detection of whether it has been a FTA or a
FNMR is available, the rate for FTA should be reported.

NOTE 5 FOJ; testing based on matching decision output it may be impossible to differentiate between a failure to

acquire and a pon-match decision.

Similarity scres as available from all of the verification attempts shall be stored such<that it can be

determined W
Transaction-|
threshold for
place once a
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generate a s
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hich, if any, similarity score was the first to exceed the match threshold for a_given level of
bvel FAR and FRR shall be based on the first comparison score that\meets the de
a given FAR. Such calculations are based on revisit tests for both FRR)and FAR, and
| crew members' revisit tests are completed. (See Clause 7.1 for further details on data an

If any verification attempt generates a similarity score that passes the-criteria of the threshold leve
is complete after the first attempt. This value is saved for "Attempt\]-Transaction N". No values are
[ransaction N" or "Attempt 3-Transaction N", as these attempts were never executed.

The crew member fails to generate a similarity score that passes the criteria of the threshold level
cause no sample is acquired. On his second attempt, the/crew member generates a similarity score
An "FTA" value is saved for "Attempt 1-Transaction N The similarity score that exceeded the thres
mpt 2-Transaction N". No value is saved for "Attempt.3-Transaction N" as this attempt is never execu

The crew member fails to generate a similarity score that passes the criteria of the threshold level
ecause the similarity score failed to exceed the threshold. On his second attempt, the crew m
milarity score above the threshold. The\similarity scores for "Attempt 1-Transaction N" and "Atte
are saved. No value is saved for "Attempt 3-Transaction N" as this attempt is never executed.

The crew member fails to genérate a similarity score that passes the criteria of the threshold lg
be attempts because each sjmilarity score fails to exceed the threshold. The similarity scores for "Atte
L "Attempt 2-Transaction N","and "Attempt 3-Transaction N" are saved.

ification transactignytime shall be calculated as the duration from the point at which th
iated to the reporting of the result from the first attempt that generates a similarity score g
hold (see 7.4.8.5) or a match decision.

systemi.may generate a single similarity score for each biometric verification attempt, o
pries-of . similarity scores during the course of a biometric verification attempt. In the latter
similatity score from the series shall be retained as the one similarity score associated wi

FAR.
cision
takes
alysis

I, then
saved

on his
above
hold is
ed.

on his
ember
mpt 2-

vel on
mpt 1-

e first
reater

r may
case,
h this

biometric ver

fication attempt

6.3.4 Enrolment and verification temporal separation

6.3.4.1

General

Ideally, the performance of a biometric system would be evaluated with a significant time period between
enrolment and verification attempts. However, in light of the cost, complexity and timeliness of completion of
these evaluations, a compromise must be achieved.
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6.3.4.2 Enrolment-verification

The successful enrolment of a user shall follow the supplier prescribed process, and typically includes an
immediate verification that the candidate enrolment template can be successfully matched. This may take
place prior to template storage. The time separation between candidate enrolment template generation and
the “enrolment-verification” shall be as little as possible, or based on the supplier’s directions. In essence it is
immediate, but with disengagement from the device. These verifications are considered part of the enrolment
process and shall not be included as part of the verification testing.

6.3.4.3 Verification testing

To generate—data—for—catcutationmroffatserejectrate—verificationtestimgmust—be—performed—The temporal

separption between enrolment and verification can be categorized as “same-day” or “revisit”.

6.3.43.1 Same-day verification testing
For the test, each crew member shall conduct 5 same-day verification transactions:

NOTE|1 Although same day verification results are not used for obtaining FAR and FRR figures, this veliffication is very
important for the methodology defined in this part of ISO/IEC 19795, because it will improve the crew trainjng, and also it
can bg used for detecting if some users need re-enrolment.

The minimum time between the enrolment and same-day verificatiorshall allow any convenient|timing based
on tegting operations as long as there is effective disengagement{from the device.
NOTE|2  To force such effective disengagement, the laboratory may consider one of the following stratedies:
— npaking the user wait for 5 minutes between his/her enrolment and the first verification;

— iffmore than one system is evaluated at the same time; make the user change to the following system, until he/she
cpmpletes a whole round among all systems;

iffa single system is being evaluated, and more than one crew member is in the evaluation room, rotafe among crew
nembers.

NOTE|3  The easiest verification FRR data to obtain is that which is taken on the same day as the enfolment, as the
crew members are physically available:

Following the initial time separation following enrolment, multiple same-day verification transactions shall be
carried out with brief disengagement between transactions. Similar approaches as the ones |given for the
lapse|between enrolment.and first same-day verification may be considered.

Disengagement between attempts within each transaction shall be done following the supplier’s policy.

6.3.43.2 Reuvisit verification testing

One single-revisit session shall be allowed for each crew member. The test revisit verification minimum time
separation from enrolment shall be no less than 1 week and no more than three months. Atlleast 75% of
revisit times shall occur in the 4 to 8 week interval, as measured from the first visit date. During the revisit,
each crew member shall perform 5 verification transactions.

NOTE Revisit time separation may be a function of the ability of the test facility to reschedule visits.

Multiple revisit verification transactions shall be carried out with brief disengagement between transactions.
Similar approaches as the ones given for the lapse between enrolment and first same-day verification should
be considered.

Disengagement between attempts within each transaction shall be done following the supplier’s policy.
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6.3.5

6.3.5.1

Impostor tests

General

To evaluate false accept rate, testing shall be performed where the ground truth is known, and the identity
claim for verification is intentionally a false claim.

6.3.5.2

Crew composition

The same test crew as used for genuine verification testing shall be used for impostor testing.

6.3.5.3

All false acce
the remainde

6.3.5.4

During the rg
test subjects.

NOTE Im
enrolled at thaf

However, if t
number of im

When the tes
test crew me
executed. TH

transactions per crew member.

6.4 Erro
For a given i
may occur in

biometrig
code as
be inclug

Mdthod of analysis

Number of impostor transactions

pt rate evaluation data shall be collected on-line, randomly assigning false claims of identity
[ of enrolled test crew (and without replacement).

visit, the number of impostor transactions shall be 15 per individual(for a test crew size ¢

pbostor transactions are made only at revisit, which simplifies random selection, as the test crew
stage.

he test crew size is higher, it is possible to achieve.the same confidence level reducin
bostor transactions per crew member.

t crew size is over 230 test subjects, the number of impostor transactions to be performs
mber may be reduced providing that a total(umber of at least 3,450 impostor transactior
e test organization should (to the extent possible) maintain a constant number of im

s and exception cases

hteraction of an individual.crew member with the system under test, errors or exception
luding the following:

system provides theioperator with a functional error code. The operator should react to the
mandated by the-supplier's manuals. The time associated with reacting to the error code s
ed as part of.the crew interaction time interval. If the system error is not corrected wi

reasona

NOTE

from

f 230

s fully

g the

d per
s are
boster

cases

error
hould
thin a

le time, then'the specific system with the error is removed from service and as appropriate, the
entire enrolment transaction or subsequent verification transaction is restarted from the beginning
substitutg¢ system.of the same production make and model.

ith a

Since this test involves only one unit (from a larger production population), it is assumes that each U

nit will

perform similarly (toward identically). Given that underlying assumption, it would be acceptable to replace a device at
any time without expectation of creating any inconsistency. It is clearly outside the scope of this part of ISO/IEC
19795 to prove that all units in a production lot perform equally.

during enrolment, an individual crew member is not successful in obtaining an acceptable enrolment

result. If enrolment is not possible, this result is recorded and the specific individual crew member is
removed for revisit verification test purposes, and the crew subsequently adjusted so as to maintain the
validity required of test statistics.
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6.5 Incremental performance evaluations

In some instances (for example when a change is made only to the comparison algorithm, not to the
acquisition hardware), it might be appropriate to conduct an incremental performance evaluation of a biometric
system, rather than a full re-evaluation. The conditions under which an incremental evaluation is permitted
shall be as described in this part of ISO/IEC 19795. In general, an incremental evaluation will be permitted
only where the acquisition portion of the biometric system has not changed whatsoever, and the biometric
images or templates (as applicable) were saved during the initial evaluation. In this case an off-line evaluation
may be conducted by cycling the stored images or templates through the modified comparison algorithm
running on the processor within the biometric system. If incremental performance evaluation has been carried

out, this shall be reported and documented.

7 Grading and reporting

71

711

Grading

Data analysis

The fest personnel shall perform all data analysis upon completion of ‘testing. The same

methgq
Speci
FRR

NOTE
type o

7.1.2

Due t

ds used are performed for each biometric system tested to.provide consistent, unbi
fic biometric system performance parameters that shall be caleulated include, but are not lin
hnd FAR for single attempts, FRR and FAR for transactions, (multiple attempts), and transag

Single attempt FRR is not the same as FNMR because’it also includes any failures to acquir
f testing cannot usually be distinguished.

Using statistical analysis methods

b the variability inherent in human subject<based testing, it is necessary to use statistical a

on cq
dete

will n
The ¢
detail
limite
the c(
f
f

f

nfidence intervals and the variability.sin the measured test data to arrive at a defe
ination. Otherwise, it would be possible for a system to be tested, and then re-tested,

r
gradii{ci; decision results may be different.” To mitigate this undesirable situation, the measured

ed to be “significantly” (in the statistical sense) better than the required grading values.
tatistical methods that shall\be used to establish grades for each of the graded metrics are
in Annex B. This analysis shall use a 90% confidence level that true system performancse
| test measured performance) is below the specific grading levels. The specific method f{
nfidence interval to be applied for each metric is:

br FRR (at each*FAR), use the Correlated Binary method (Annex B.1);

br FAR, usé the Correlated Binary method (Annex B.1);

br.FJE, use the Beta Distribution method (Annex B.2);

lata analysis
ased results.
nited to, FTE,
tion time.

b, which in this

nalysis based
ndable grade
and the two
performance

described in
(not just this
or computing

713

7.1.3.

for transaction time, use the Z-statistic (Annex B.3).

Performance measures

1 General

The test consists of 10 specific graded metrics: transaction level error rates at three different levels of FAR,
attempt level error rates at three different levels of FAR, determination of FTE, and verification transaction
time at three different levels of FAR. (See clause 7.1.3.5.)
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7.1.3.2 FAR levels

To serve many (not all) applications, a range of protection levels, expressed as specific values of FAR, shall
be used in this framework. These 3 levels are 0.1%, 0.3% and 1.0% FAR.

7.1.3.3 Comparison error rates

Grades for FRR shall be assigned based on the values in Table 3. FRR values used in this context represent
the statistical upper bound of the measured FRR. (See 7.1.2 and Annex B.)

Table 3 — False reject error rate grading

False Reject Rate
Grade (FRR), %

6 <0.33%

5 <1.00%

4 <2.00%

3 <3.33%

2 < 5.00%

1 <7.00%

0 <100.00%
The framework provides for evaluation of errof_rates at two access policy levels: single-attempt and myltiple-
attempt (also| referred to as "transaction-level"). The multiple-attempt policy allows up to three attemp}s per
transaction fgr identity confirmation. Both:-single-attempt and transaction-level results are graded using the
same quantitative grading methods.

7134 Fajlure to Enrol Rate

The framework includes the 'measurement and grading of the biometric enrolment subsystem performance in
terms of its apility to enfoel-crew members. The grading shall utilize specific FTE values as shown In Tgble 4.
The scale for|grading'the system performance in FTE is expressed in the form of percentage. The framgwork
includes the measurement of the failure to enrol rate of the biometric subsystem as well as the stallistical

analysis of the cenfidence in that measurement. FTE shall be graded as in Table 4, using the upper boyind of
the measured ETE rate
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Table 4 — Failure to enrol grading

NOTE]
in clad

7.1.3,

The 1
meas

The d
verifig

Grade Failure to enrol rate
(FTE), %
3 <1.0%
2 <3.5%
1 <7.7%
0 <100.0%

To obtain comparable results among tests, certain constraints are applied to the~enrolment pro
se 5.4.3.

5  Transaction time

netric for the time required for the biometric system portion of an access control transa
Lred in terms of verification (1:1) transaction time.

bjective of biometric transaction time testing is to measure, under simulated operating ¢
ation time of the biometric subsystem, exclusive oféSubsequent actions of the access cqg

Biom

tric transaction time includes only the biometric system-related times. Not included in the

acceqs control processing or mechanical/electrical activity associated with granting access.

Timing begins when the biometric capture subject:commences interaction with the biometric c3
i.e. the earlier of starting to position themselves*to present their biometric characteristic, or maki
of ideptity (such as PIN entry or reading anD-badge). Timing ends when the biometric system r
transaction decision (i.e. a successful verification, or the denial after the allowable number of 3

test r

To aqg
attem

NOTE

a tran
measl

Biom
trans

NOTH

port shall indicate the procedure msed for biometric transaction timing.
curately measure biometric\transaction time, the test personnel shall analyze the full s
1 The timing of the full transaction is measured. If more than one attempt is needed (up to 3 atten

action, the time for.each of the attempts, plus the time needed by the user to interact with the
red as a single ransaction time.

tric transaction time metrics shall then be computed offline for each FAR level based on r
ctions._Only transactions that result in a successful verification will be included in this comp

2 /The offline computation requires analysis of each attempt in transactions of more than o

Cess, as stated

ction shall be

bnditions, the
ntrol system.
timing is any

pture device,
ng their claim
enders a final

ftempts). The

et of up to 3

pts for genuine verification transactions in accordance with biometric subsystem operating procedures.

pts) for ending
system, will be

bvisit genuine
utation.

ne attempt, to

deterr
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e winolT atlctiipy, yivell I T"ANN 1SVeT DTIHITY  VCUITIPULICU  dllu 1o dssulialtU Uncoluiu vaiuc 11

successful match. This may lead to reducing the time for that transaction for higher levels of FAR.

st achieves a

The transaction time value, using data from all subjects and the statistical analysis defined in clause 7.1.2,
shall be used to determine the biometric subsystem’s grade level as specified in Table 5.

NOTE
to the

3  Depending on the system, it may happen that for FAR level of 1.0%, the timing measured will
one of a single attempt configuration.
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Average impd

As noted in |

Table 5 — Mean genuine transaction time grading

Mean Successful Transaction
Grade .
Time (sec)
4 <3
3 <4
2 <5
1 <6
0 < [>e)

stor transaction times shall be calculated and reported, but not graded.

SO/IEC 19795-1, clause 6.3.K, verification timings of error rates\aré sometimes depende

database siz¢. If this is the case, a database of 1000 enrolments shall be used.in the test. The device su

shall provide

71.3.6 Te

For each su
These error

transaction-lg

subsystem u
attempt-level
the single att

be reported a

Metric 7, FTH

A database of 1000 enrolments as part of the test article.

st graded performance metrics

bsystem test, both attempt-level and transaction-level FRR shall be computed and rep
rates correspond to the test metrics numbered>1 to 6 in Table 6. Metrics 1 through 3
vel FRR. Associated with these 3 metrics_are the threshold values (in the units native

nder test) corresponding to the FAR-FRRpoint on the DET curve. Metrics 4 through 6
FRR. The threshold value_1 parameters:are the associated threshold values for the 3 poi
empt DET curve. Results derived solély from revisit verification attempts and transactions
nd graded.

F, address the percentage of the population of crew members who were unable to gene

usable template for the biometric subsystem under test.

Metrics 8 thr

pugh 10, transaction.ime addresses the time interval from the initiation of a first verifi

nt on
pplier

orted.
show
o the
show
hts on
shall

rate a

cation

h time

attempt to the availability of the'corresponding transaction result at each of the 3 FAR levels.
NOTE Fof decision based" systems the transaction time will be computed directly from measured transactio
data.
Table 6 — Test metrics
Target FAR 0.1% 0.3% 1.0%

FRR Metric #1 Metric #2 | Metric #3

Threshold value

FRR_1 Metric #4 Metric #5 | Metric #6

Threshold value_1

FTE Metric #7

Transaction time Metric #8 ‘ Metric #9 ‘ Metric #10
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Grading of matching performance illustration

For the graded matching performance test, device similarity scores shall be plotted if possible. The associated
subsystem error shall be computed and the result shall be used to construct the quantitative error rates plotted
as a Detection Error Trade-off (DET) curve. The DET portrays the relationship between the device’s FRR and
its FAR. In addition, a transaction is defined as the aggregate “logical OR” of up to three verification attempts
by an individual crew member. Results derived from both verification attempts and transactions shall be

plotte

d (i.e. 2 DET’s), reported and graded. (See A.5).

When plotting DET curves, all measured points shall be shown on the curve. When plotting DET curves, the
graph shall only be shown within the range of the actual data points.

For b

ometric subsystems that output match/no match decisions (rather than similarity scores),

the result will

be arl operating point on a DET graph rather than a curve. Grades shall be assigned by. extfapolating the
operdting point horizontally to the right on the DET graph, to the first FAR level encountered. No grades can

be as
7.1.5

7.1.5,

This
evalu

7.1.5.
The {

exam
applig
rate 4
rate g
a sigr

EXAMPLE Table 7 provides samplérequirements for high-security applications.

signed for the FAR levels below the measured FAR at the operating point.
Uses (of grading)

1 General

framework is suitable to use for two different purposes or perspectives: user requi
htion and reporting.

2  User requirements

ple below depicting FAR=0.10% criteria could represent a high-security facility requi

ificantly different selection of required grades.

Table.7 — Sample Test Performance Requirements at FAR =0.10%

ements, and

ystem owner or system requirements-defining arganization can use this framework to sgt quantitative
perfofmance requirements for a biometric systembased on the needs of their particular ap

blication. The
rement. That

ation requires low false reject rates at very\low false accept rates. In this particular applicgtion, the FTE
nd verification transaction time metricsvare not specified at the higher grade levels, because a higher
f failure to enrol or a slower transaction time is not critical to the operation. Other applicatigns may have

7.1.5.

Metric Requirement Grade Level
Single-attempt false rejection rate of <2% 4
Transaction-level false rejection rate of <1% 5
Failure to enrol < 3.5% 2
Verification transaction time < 6 seconds 1

3  Evaluation and reporting

A summary of test results as depicted in Table 8 below may be generated for a system evaluated using the
grading methods in this part of ISO/IEC 19795 (based on Table 3, 4 and 5).
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Table 8 — Sample summary of test results for all grades

Reporting of
guidance to §

NOTE Se

7.1.54
Grading resu
identical. Ho
difference m4g
Situations led
differenc

differenc

systems
supplier,

systems
crews (a
confiden

systems
correlatig
standard

7.2 Docun

7.21 Gene

Cgmparing and interpreting grades

Target FAR 0.1% 0.3% 1.0%
FRR Grade 3 4 5
Threshold value 120 97 90
FRR_1 Grade 2 3 4
Threshold value_1 98 73 64
FTE Grade 3
Transactiontime Grade. 1 l 2 l 4

the threshold values associated with the graded performance points reported should be H
ystem implementer when selecting a threshold level expected to achieve a specificlevel of

e Annex A for additional information on interpretation of grades.

Its based on this part of ISO/IEC 19795 should be broadly _comparable if test condition
vever, even in identical test conditions, it should be noted“that a single performance
y not be statistically significant.

ding to reduced comparability across graded tests in¢lude:

bs in test conditions, e.g. different test labs may.operate using different environmental contr

bs in the guidance provided to the test crew, and differences in their level of habituation;

tested on using match / non-match;decisions based on threshold settings set by the bio
may not be graded as favourably.as‘'those returning comparison scores;

with the same observed FRR may receive different grades if tested using different size
5 the standard error reduces as crew size increases, resulting in a smaller value for the
ce bound for FRR);

with the same observed FRR may receive different grades if they have different intra-indi
ns (intra-individual correlation is defined in Annex B.1, and as this increases so dog
error, resultinga greater value for the upper confidence bound for FRR).

hentation requirements and control

ral

elpful
FAR.

s are
grade

pls;

metric

d test
upper

vidual
s the

The test shall be executed according to the guidelines established in this part of ISO/IEC 19795. Effective
documentation and control of all events shall occur during the test process to ensure compliance with stated
objectives. This Clause provides a brief description of the documents that shall be utilized during testing.

7.2.2 Test control

7.2.2.1

General

Extensive control of test activities and documentation of results is required throughout all phases of testing. To
accomplish this, test control documentation shall be utilized. This documentation shall include a configuration

log, test briefi

26

ng minutes, test data, problem reports, and a biometric test observation log.
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7.2.2.2 Configuration log

The configuration log shall be used to document and control biometric system configuration throughout the
evaluation. The log shall contain biometric system configuration data from the configuration audit and
document any system baseline changes that occur during testing. Entries into the log shall be performed by
the test personnel and validated by the appropriate test personnel.

7.2.2.3 Test briefing minutes

The minutes of the test briefings shall provide enough information to completely and accurately document the
pre-test and post-test meetings. The minutes shall be compiled for each biometric system and shall be used
i tvitt f i d by the test

lysis. Proper
propriate test
for test and
anyone or to

Test problem report

ries into the test observation log shall be reviewed daily to determine if a test problem re
be wrjtten. In general, a test problem report shall be writternif the observation is related to equipn
if it may affect test results. The problem reports shall be written by the administrator, assig
number, and shall be closely tracked throughout testing. All problem reports shall be address
repor{. This shall include a description of the problem, disposition, and the results of any retests
appligable.

port needs to
hent failure or
ned a unique
bd in the test
performed, if

7.22§6 Test observation log

A tes
Speci
admir
occur

7.3

7.31

All re
docur

observation log shall be compiled during testing to document all test anomalies and equip

fic details shall be recorded(on a test observation log input form. All entries shall be reg
istrator (or operator) and“validated by the appropriate test personnel immediately
rence. The log shall be used as an attachment to the evaluation report.

Reporting performance results

Reporting requirements

porting-requirements shall be documented in a test report. The reporting of the proce
hentary aspects of the evaluation shall be summarized and reported in accd

ment failures.
orded by the
following the

ss and other
rdance with

1SO/I

FC.19795-1:2005 and ISO/IEC 19795-2:2007. Environmental factors reporting shall be ¢

bnsistent with

ISO/IEC TR 19795-3.

The biometric system test report shall contain a detailed analysis of the test results, an evaluation of the
operability of the system, and a summary of any problems encountered during the test. The report shall
contain all the information necessary to evaluate the system against the criteria and provide information
concerning the operational performance of the system. It shall be prepared by the test personnel and
approved by the experimenter.
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7.3.2 Report structure

The final test

report shall include but not be limited to the following:

— executive summary;

— system description / configuration, including the modality;

— test objectives;

— reference documents;

— test date

and location;

— physical
— supplier

— test pers

ayout and environmental factors;
nformation;

bnnel;

— crew siz¢ and profile;

— test resu
metrics;

— detailed
— data coll

— data ana

ts summary, including , at least, metric tested (following Table 6), and'grade for each of

est results;
pction techniques;

ysis techniques;

— procedunal deviations;

— problems
— regressiq
— conclusig
— test brie

— test obsHq

encountered;

n test requirements;

ns and recommendations;
fing minutes;

rvation log.
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Annex A
(informative)

Grading information

Equivalence of tests

The g
likelih
organ
tests.

A.2

The g
grade

The f

(7))

QO

—  §

Q

S

To co
betwe

A3

pod that tests of biometric systems will produce grades that can be compared across di
izations. However, there are a few situations that could lead to reduced comparability g
This information is provided to alert users of the testing results of these possibilities.

Comparison of test results

erformance grading shows statistical confidence that a system meéts the performance re
. However this does not mean that systems may be directly compared to each other by the

bllowing sources of possible comparability issues have been.identified:

ifferences in test conditions, e.g. different test labs may)operate using different environmen

ystems tested on using match / non-matchi~decisions based on threshold settings set by
Lpplier, may not be graded as favourably as those returning comparison scores

ystems with the same observed FRR may receive different grades if tested using differs

Fews (as the standard error redueés as crew size increases, resulting in a smaller value
pnfidence bound for FRR)

prrelations (intra-individual correlation is defined in Annex B.1, and as this increases
tandard error, resulting a greater value for the upper confidence bound for FRR).

mpare performance of tested systems, it is advised that the full test report is used, allowin
en the perfermance levels actually achieved, as well as the conditions of the test.

Grading values for enrolment performance

urpose of strictly defining testing methods in the body of this part of ISO/IEC 19795 is to}’naximize the

ferent testing
cross graded

quired of that
grades given.

al controls

ifferences in the guidance provided to the test crew, and differences in their level of habituation

the biometric

ent sized test
for the upper

ystems with the same observed FRR may receive different grades if they have different intra-individual

so does the

j comparison

Table 4 grade value ranges represent a variety of access control applications. Some applications may require
very complete coverage with few failures to enrol (Grade 3). Others may have a second biometric modality
available, or adequate secondary procedures, therefore requiring less complete coverage.

These values are representative of testing results achieved in recent tests of biometric subsystems intended
for access control applications. In these tests, conducted with a very similar testing protocol as this part, 7
systems were evaluated.
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