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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the ISO/
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Introduction

As the use of biometric technology increases, so too does public interest in establishing whether the
technology performs similarly for all individuals. Stakeholders are asking government and industry
organizations that use biometric technology to establish whether these technologies vary in performance
for different demographic groups. The intention of this document is to provide guidance on how to measure

and report

performance variation across demographic groups.[2

This document is intended to help organizations evaluate demographic performance in biometric systems
and report their results. Specifically, this document outlines how to measure and report biometric
performance variations across demographic groups. It provides a set of metrics and best practices to
facilitate such testing. However, this document does not provide guidance on how to establish specific
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x, age, weight, height and skin lightness;
constructs, such as:

hnicity, gender and language.

mance variations based on temporary states, suchas:

[f-styling (e.g. makeup, eyewear, mask-wearingy clothing, hairstyles),

the observed variations. The following demographic variables are explicitly discus

cal characteristics, such as:

th biometric systems. The following demographic variables are relevant although no
n this document:

havioural or emotional states (e.g. intoxication),
haviours (e.g. smiling, closing eyes, varying pose);
mance variation caused by diseases or injuries, such as:
e surgery, cataracts, vision correction,

Foke, cleft lip, Apert’s syndrome,

ssing digits;

mance variation.caused by disabilities.

hic performance variation for applications other than biometric recognition, such a
ige estitation, are not considered in this document.

ted in this

r variables can cause systematic changes in biometric characteristics or in how individuals

L explicitly

S emotion,
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Information technology — Biometric performance testing
and reporting —

Part 10:
Quantifying biometric system performance variation across
demographic-groups

1 Scop

This docuinent establishes requirements for estimating and reporting on performahce variationg observed
when cohdrts belonging to different demographic groups engage with biometric/enrolment and recognition
systems. this context, performance refers to failure-to-enrol rate, failure‘to-acquire ratg, shifts in
comparisojn score, recognition error rates, and aspects of response and processing time (throughput).

This document is applicable to the following:
— demographic group membership;

— using phenotypic measures;

— reporting on tests;

— stating statistical uncertainty estimates;
— operational thresholds settings;

— equitapility;

— procurement agency activities.

This documnent also provides terms-and definitions to be used when reporting performance variation across
demographic groups.

This document is applicable-to:
— technglogy evaluations of algorithms, subsystems and systems;
— scenatfio evaluations of systems;

— operationd] evaluations of fielded systems.

App]lcatlo'\ af thic docnimant dooc natr raaniva darqilad bnawladaon Af 4 cuctan’
HHor—HS—aoetHe a0 5—hHottregutre—aeadhreaKkhiewreale—or—a—5ySt

ems—algerithmsbut it does
require specific knowledge of the demographic characteristics for the population of interest.
2 Normative references

The following documents are referred to in the text in such a way that some or all of their content constitutes
requirements of this document. For dated references, only the edition cited applies. For undated references,
the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 2382-37, Information technology — Vocabulary — Part 37: Biometrics

© ISO/IEC 2024 - All rights reserved
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3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 2382-37 and the following apply.

[SO and IEC maintain terminology databases for use in standardization at the following addresses:

3.1

[SO Online browsing platform: available at https://www.iso.org/obp

[EC Electropedia: available at https://www.electropedia.org/

differential performance measure

DPM
difference

jormaetric ourckarya yanaciing Ao aroagrarhiis oo

EXAMPLE
different dd

Note 1 to er
of a biomet

document allso recognizes other kinds of demographic differentials, such as differential treatment (3.7) and

score differdg

3.2

false negative differential performance

FND
difference

EXAMPLE
differential
ratio (see 6

3.3

false posi
FPD
difference

EXAMPLE
is 2 percent

3.4
comparis
difference
analysis

EXAMPLE
3.5

mated comparison score differential measure

difference

Differences in error rates [e.g. False Match Rate (FMR), False Non-Match Rate (ENMR
mographic groups.

try: ISO/IEC 2382-37:2022 term 37.09.28 defines “demographic differential” as the difference
ric system”. This definition is equivalent to this document’s “differential performance mes:

ntial measure (3.4).

in false negative error rates calculated across multiple demographic groups

If Group A’s false non-match rate is 10 %, and Group 8’s false non-match rate is 20 %, the fa
is 10 percentage points if viewed as a mathematical difference or a factor of 2 if viewed as a m
4).

live differential performance

in false positive error rates calculated across multiple demographic groups

If Group A’s false match rate ischy %, and Group B’s false match rate is 3 %, the false positive
age points if viewed as a mathematical difference or a factor of 3 if viewed as a mathematical raf

bn score differential measure
in system measures-across different demographic groups represented through compai

Differences'in mean comparison scores for different demographic groups (see 6.9).

inlthe statistics of mated score distributions observed for different demographic group

)] between

n “outcome
sure”. This
comparison

se negative
hthematical

differential
io (see 6.4).

rison score

S

EXAMPLE

3.6

If the mean mated comparison score for subjects in Group A is 10 and the mean mated comparison score
for subjects in Group B is 5, then the mated comparison score differential measure is a mean difference of 5 (see 6.9).

non-mated comparison score differential measure
difference in the statistics of non-mated score distributions observed for different demographic groups

EXAMPLE

If the mean non-mated comparison score for subjects in Group A is 10 and the mean

non-mated

comparison score for subjects in Group B is 5, then the non-mated comparison score differential measure is a mean
difference of 5 (see 6.9).

© ISO/IEC 2024 - All rights reserved
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differential treatment
different set of actions for a biometric enrolee or biometric capture subject based on their demographic group

EXAMPLE

3.8

Implementing a system in which one machine learning model recognizes male faces and a different
machine learning model recognizes female faces.

categorical demographic variable
demographic variable of an individual that is nominally or ordinally described

EXAMPLE

39

A data subject’s gender or ethnicity.

continuouy
demograp
discrete c4

EXAMPLE

3.10
intersecti
demograp

EXAMPLE

3.11
demograp
value of a

EXAMPLE
categorical

3.12
demograp
database d

3.13
aggregate
AEM
performari
measure o

3.14
confidenc

interval es
holds that

s demographic variable
hic variable of an individual that is observable, measurable and not necessarily~cons
tegories

An individual’s age or the measurement of a phenotypic trait, such as an indiyidual’s skin li

pnal demographic variable

hic group that is the combination of multiple categorical demographic variables.

A data subject’s gender-ethnicity.

hic group
ontinuous, categorical or intersectional demographic variable associated with a data s

trained to

bhtness.

ubject

A data subject that has self-reported their gendex.as female has a demographic group of female for the

demographic variable of gender.

hic reference database
omprising biometric references anngtated with demographic variables and groups

equitability measure

ce measure that combines multiple measures of differential performance into an
f overall differentialyperformance

e interval
timator (7g_T7) for the parameter 6 with the statistics T and T; as interval limits and f
P[Ty<0<F]21-«a

Note1toe

T

try:\Unless otherwise stated, the threshold for statistical significance, @, is 0.05, which equats

probability|thatthe parameter is within the interval limit.

aggregate

or which it

stoa95 %

[SOURCE: ISO 3534-1:2006, 1.28, modified — original Notes to entry have been removed and replaced by a
new Note 1 to entry.]

3.15

effect magnitude
statistical measure of the size of an observed differential

EXAMPLE1 A mathematical difference of 20 percentage points in false non-match rates between two demographic
groups (e.g. 5 % vs. 25 %).

EXAMPLE 2 A mathematical ratio of 5 between false non-match rates between two demographic groups (e.g. 5 %
vs. 25 %).

© ISO/IEC 2024 - All rights reserved
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4 Conformance

To conform to this document, a biometric evaluation assessing performance variation across demographic
groups shall be planned, executed and reported in accordance with the requirements contained in Clauses 5 to 7.

5 Planning the evaluation

5.1 Identifying the scope of the evaluation

This subclause establishes the experimental methods for designing evaluations to measure demographic
differences in the performance of blometrlc systems In general, experlmental design mcludes setting the
objectives © ation to match
the objectives. This document applles spec1f1cally to evaluatlons in Wthh one ofthe ob]ectlves iStp calculate
differential performance measures (DPMs) or calculate comparison score differential measures’in biometric
systems agross different demographic groups. Prior to executing the evaluation, the testersshall] prepare a
test plan describing the evaluation.

— Test plans shall describe the objectives as well as any models or hypotheses of the evaluation|including:
— dgmographic variables and groups of interest;
— bipmetric performance measures of interest;

— dgmographic differential performance measure(s) and/or cemparison score differential fneasure(s)
offinterest;

— effect magnitude(s) of interest.
— Test plans shall describe the data that will be gatheredo test these models or hypotheses, including:
— hdgw demographic variables are to be measured or otherwise collected;
— mhpnipulated, fixed or blocked factors, including counterbalancing factors where approprijiate;
— cdntrols for non-tested factors;

— tapget sample size requirements, including the rationale for cohort selection when generafing mated
arld non-mated trials and thetarget type I and type Il error.

— Test p]ans should describe what analyses will be performed on these data and what inductipns will be
attempted, including:

— thle expected uncertainty around differential performance measures;
— sthtistical t€sts to be performed.

The balande between the internal and external validity of the evaluation should be considered and|explained.
Evaluations with high internal validity, such as technology tests, focus on specific components of biometric
systems and\are well controlled: many factors are considered, documented and manipulated in aJcontrolled
fashion or fixed at pre-determined levels. Evaluations with high external validity, such as operational tests,
are not necessarily able to attribute the observed differentials uniquely to the factors of interest due to
uncontrolled variation in the test environment. These evaluations therefore have lower internal validity.
Any deviations between the test design and the envisioned operational conditions for the system shall be
noted and reported as these efforts to control variation may change the effect magnitude observed relative
to the target environment within which the biometric system operates (see 7.2).

This document does not specify what constitutes an acceptable amount of differential performance. To
inform the design of the evaluation, regulators or procurement guidelines can specify allowable differential
performance, where appropriate, calculated according to at least one of the methods described in 6.4 to 6.9.

© ISO/IEC 2024 - All rights reserved
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When specifying that a level of differential performance is not acceptable, regulators or procurement
guidelines can utilize benchmarks as described in 7.4.3.

5.2 Demographic variables

5.2.1 Ground truth requirements

Evaluations of biometric performance have strict requirements for establishing the ground truth identity of
data capture subjects. This is to ensure the validity of any metrics derived from these classifications, such
as false match and false non-match rates. Evaluations of biometric performance across demographic groups
have three additional constraints:

Demograpticevatuations shattspecify the demographic varitabtesof imterest:

Each demographic variable shall be comprised of defined demographic groups which shall beassociated

to individual data capture subjects.

Demographic group membership for demographic variables of interest and other metadata should be

collected at the same time as the corpus samples to avoid errors in inference,

used data
'mation is

Evaluatior}s to measure performance variation across demographic groups’should involve foc
collection |where demographic groups are recorded and where ground-truth identity info
established.

Demographic group membership should not be inferred directly from biometric samples. An ¢
this is assigning the value of ethnicity or the value of gender from a face sample. Demographic

properties|of a data subject or a data subject’s biometric characteristic. They are not properties of 4
sample. Estimating demographic groups from biometric<{samples can introduce spurious c
between hiometric performance and demographic variables. For example, if the width of a fac

bxample of
broups are
1 biometric
rrelations
e or eyelid

palpebral
biometric
it is not pd
techniques
document
technique.

Many den
distinct, li
continuou
for the pu
and height]

5.2.2 Categorical demographic variables

q

N

5.2.2.1

Sex is defi

hperture used to estimate the demographic _group is measured from the same samp
Comparison, any lens distortion can affect boeth the biometric and the demographic oy
ssible to establish demographic group;membership independent of the biometric sar
should be applied (see 5.2.2 and 5.2.3). In this case, the tester should carefully conside
hny correlations and impacts betweén demographic variables and the biometric sample

ographic variables are catégorical. Categorical demographic variables are those t
mited number of possible.values, such as gender and ethnicity. Other demographic va
and have an infinite number of possible values. These can be combined into demograp
'pose of analysis. In\some practical applications, continuous demographic variables s
are bound by natural limits and should be reported in appropriate granularity.

€ex

hedas the state of being male or female as it relates to biological factors such as DN/

e used for
hitcomes. If
hple, other
r and shall
collection

hat take a
riables are
hic groups
uch as age

\, anatomy

and physiology. Sex typically consists of two categories, “male” and “female”. Female individuals generally
possess two copies of the X chromosome. Male individuals generally possess one copy each of an X and a
Y chromosome. Important exceptions do occur and complicate binary classification. The tester should
establish appropriate categories for sex. If necessary, the tester can extend the general binary classification
model of male/female.

When sex is included in the evaluation, it shall be determined through the collection and analysis of DNA or
by self-report. In evaluations that include sex, the tester shall prepare a statement that documents how sex
was determined (see 7.3).

NOTE If sex was determined by self-report, gender can also be recorded.

© ISO/IEC 2024 - All rights reserved
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5.2.2.2 Gender

Gender is defined as the classification of individuals as male, female or additional categories based on social,
cultural or behavioural qualities. An individual’s gender identity can consist of multiple, distinct categories.
An individual’s gender can also change over time. When gender is included in the evaluation, gender should
be determined through self-reporting. Gender self-reporting options presented to the capture subject shall
be documented. Gender should not be assigned by the tester conducting the evaluation.

In some evaluations that include gender, it is not always possible to obtain self-reported gender information.
In this case, the tester shall prepare a statement describing why self-reporting was not possible and potential

inferential

5.2.2.3

errors this can cause (see 7.3).

fhnirify

In the cont
on shared
physical ¢
common q

When eth
method fo

ext of biometric evaluations, ethnicities are classifications of individuals within-a sod
ualities that are generally considered distinct within that society. Categories can refle
haracteristics, ancestry, language, community, religious affiliation, cultural heritag
palities.

hicity is included in the evaluation, the tester shall prepare a statément that docu
F determining ethnicity. If utilizing self-reporting to establish ethnfcity, the tester sh:

a stateme

technology and scenario evaluations, ethnicity shall be recorded and.associated with collectsg
through v¢luntary self-reporting. In operational tests ethnicity shall le)established through voly
reporting pr from available ID data. Whenever possible, data subjects should be given the opp
select mulfiple ethnicities to designate multi-ethnic identities arid the evaluation plan should
ed choices. Ethnicity shall not be assigned by the téster, for example by inspecting samples (see

the prese
Reference

In case of

the specific reasons for use of alternate means of ethnicity determination and potential inferen
huse (see 7.3). Finally, establishing grousd truth for ethnicity can be inherently complex. The

this can c
populatior

within a s¢ciety over time. Because of this complexity, testers shall not use other demographic v

proxies fo

5.2.2.4

Birthplace
birthplace
or from ay
statement
birthplace
to the datg
the tester
Birthplace

Birthplace

t that documents the ethnicity self-reporting options presented to the data subject |

[5] for further details).

any deviations from these requirements, the tester shall prepare a statement that

of individuals that identify with specific ethnic groups can change across different so

ethnicity.

refers to the geographic’location (e.g. a region or country) where an individual was b
is included in the«evaluation, birthplace shall be established through voluntary sel
ailable ID data dr documents. In evaluations that include birthplace, the tester shall

the tester-shall prepare a statement that documents birthplace self-reporting options
subject-Afbirthplace is recorded more finely than nation state (e.g. by a region within
shall.prépare a statement that documents how this granularity was established
is aldistinct demographic variable from ethnicity and shall not be used as a proxy for ¢

iety based
Ct common
or other

a}
-

ments the
1l prepare
bee 7.3). In
d samples
ntary self-
rtunity to
enumerate

locuments
tial errors

cieties and
ariables as

orn. When
-reporting
prepare a

that documents’/the method for determining birthplace. If utilizing self-reporting t¢ establish

presented

h country),
(see 7.3).

thnicity.

EXAMPLE

DRicl

NOTE

| n-ba ot P B-idantis radantiol 10 o0 oot o o 1 3o
DI cprattCarr ot T et e v O TIT O alT G CTICI Ty CreaCTcrar i arr OptratroTrar Cvaraatrorr:

has advantages in terms of data minimization.

5.2.2.5 Place of residence

ID data or documents are preferred to voluntary self-report due to their reliability. However, self-report

Place of residence refers to the geographic location (e.g. a region or country) where an individual lives or
resides. When place of residence is included in the evaluation, place of residence shall be established through
voluntary self-reporting, from available ID data, or documents. In evaluations that include place of residence,
the tester shall prepare a statement that documents how place of residence was determined and categorized
(see 7.3). Place of residence is a distinct demographic variable from ethnicity, since it can change quickly and
arbitrarily. Place of residence shall therefore not be used as a proxy for ethnicity or birthplace.

© ISO/IEC 2024 - All rights reserved
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5.2.2.6 Native language

Native language refers to language that an individual acquires fully through extensive exposure during the
critical period of development and presently understands. When native language is included in an evaluation,
the tester shall prepare a statement that documents the method for determining native language. If utilizing
self-reporting to establish native language, the tester shall prepare a statement that documents native

language s

NOTE
languages a

5.2.3 Co

elf-reporting options presented to the data subject (see 7.3).

re spoken at home.

ntinuous demographic variables

Native language can be a sensitive, complex and multi-dimensional topic, such as in cases where multiple

5.2.3.1 Age

The age o
birth. Age
establishe
licence, pa

5.2.3.2

In the con
gravitatio
gravitatio
shall be es

In some ey
the groung

5.2.3.3 1

In the contlext of a biometric performance test, fieight refers to the measurement from the base (i

to the top
heightis in

using a height scale. Height can be furtherverified via identity documents (e.g. a driver’s licence or

In some ey
the ground

q

N

5.2.3.4

Skin lightn
is primari

Weight

!

[ an individual is the quantity of time that has elapsed since the moment of|the i
is commonly expressed in months or years. When age is included in the evaluation, a
 through self-reporting. Age can be subsequently verified via identity decuments (e.g
ssport, birth certificate, etc.).

ext of a biometric performance test, weight refers to the mass of an individual relati
al conditions. Weight is expressed in Newtons but, for-evaluations conducted unc
al field, it is commonly expressed in kilograms. When weight is included in the evaluat
fablished through either self-reporting or measuremenbusing a weight scale.

-truth weight shall not be assigned by the tester:

{eight

(i.e. the top of the head) of an individual. Height is commonly expressed in centimet
cluded in the evaluation, heightshall be established through either self-reporting or me

-truth height shall not be assigned by the tester.

kin lightness

hdividual’s
pe shall be
. a driver’s

ve to their
ler Earth’s
on, weight

aluations, it is not possible to obtain measured,orself-reported weight information. In this case,

e. the feet)
res. When
Asurement
passport).

aluations, it is not possible to obtain measured or self-reported height information. In this case,

ess is the perceptual lightness or darkness value of an individual’s skin. Skin lightness

or the am

darkness

y determined by the amount of melanin in an individual’s skin cells. Skin lightness o1f darkness,
unt of-melanin in skins cells, can be impacted by ethnicity as well as external factofs, such as

exposure fo ultraviolet radiation or levels of vitamin A in the body. When skin lightness is inclyded in the
evaluation] Thé ground truth of skin lightness should be established by measuring the capture subject’s skin
for the L* component of the CIE L*a*b* colour.[6]l11][15] Skin lightness should be measured in a controlled
manner using a calibrated instrument such as a colorimeter or a spectrophotometer. Skin lightness shall
not be measured or estimated photographically unless the camera is colour-calibrated within the capture
environment (see Reference [11] for further details).

In some evaluations, it is not possible to obtain measured skin lightness via the L* component. In this case,
a statement shall be included regarding the specific reasons for use of alternate means of quantification,
such as a relative colour analysis, and conclusions should include a statement regarding potential inferential
errors this can cause.
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5.2.4 Other demographic variables

There are many physical and social characteristics not identified in this document that can be described
as demographic variables. Some, but not all, can reasonably be expected to impact biometric performance.
For variables not defined in 5.2.2 and 5.2.3, the tester shall prepare a statement that documents how
ground truth was established (e.g. self-reported or measured, see 7.3). This also applies to intersectional
demographic variables, such as specific intersections of age and gender (e.g. females over 65 years of age).

6 Executing the evaluation

6.1 Generation of mated comparison and identification trials

erification
biometric
ita subject
oup of the
b database.
database.
on of false
lifferential
d on probe
e database
e reported

This clausg¢ provides requirements and guidance on establishing ground truth and conducting;y
or identification trials where biometric samples from the same data subject and the same
characteriptics are compared. A mated verification (1:1) trial involves samples from just one d
and therefpre a single demographic group, d.. In identification applications, the demographic gy
probe sample, d;, can differ from the demographic group of samples in the demographic referencg
However, Jn mated identification trials, d; is always represented in the demogpaphic referencq
The compgrison scores from mated verification and identification trials are used in the calculat
negative differential performance (see 6.4 to 6.6, 6.8) and false negative. comparison score (
measures [see 6.9). Demographic differentials based on mated trials can be'eemputed solely base
demographics, d;. In identification trials specifically, the composition of the“demographic referenc
shall be cohsidered separately from the demographic composition of the/probe set and shall also b
(see 7.3).

6.2 Genperation of non-mated comparison and identification trials

6.2.1 Gdneral

This subd
verificatio

lause provides requirements and guidahce on establishing ground truth and

h or identification trials where biometric samples from two different data subjects are
A non-mated verification trial can have two. different demographic groups: the demographic g
probe sample, d;, and the demographic group of the reference, d.. Biometric performance metric

ronducting
compared.
oup of the
5 based on

non-mated samples [e.g. false match rate-(FMR)] are therefore related to the demographics of]
subjects. Jemographic differentials based on non-mated trials (i.e. false positive differential pé
and non-mated comparison score/differential measures) are therefore also related to the demog

both data
rformance
rraphics of

the multip|e data subjects involved:

6.2.2 Verification (1:1)

constrain
tched (e.g.
asures can
instead of

In 1:1 trialk that investigate false positive differential performance, one simplifying approach is tc
analyses tp cohorts~where the demographics of non-mated probe and reference samples are mg
both female or betlimale). The tester then compares FMR for males and FMR for females. FMR me
then be constrained to a single demographic group, the demographics of the probe (i.e. FMRdi

FMRy, 4.

each group, d, as is done in formulae of false positive differential performance (see 6.4 and 6.5).

)les within

6.2.3 Identification (1:N)

Measuring demographic differentials for evaluations of identification systems is more complex than
measuring demographic differentials for evaluations of verification systems. Unlike mated identification
trials, non-mated identification trials are not guaranteed to have samples in the demographic reference
database with demographics that match the demographic group of the probe sample, d;. Consequently, the
tester shall specify the demographic composition of the demographic reference database, G, used for
identification trials. The demographic reference database can be composed of samples from one or more
demographic groups or intersections. To specify G, the tester shall enumerate the total number of references
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enrolled, N. The tester shall also enumerate the number of enrolled references belonging to each
demographic group or intersectional (Nd1 ,Nd2 ,...). Because G is specified and fixed, false positive

identification rate (FPIR) can be parameterized and computed solely as a function of the probe demographic
(i-e. FPIR;, instead of FPIRy Gcd, dy,... ). This simplifying approach is utilized in formulae of false positive

differential performance in identification trials (see 6.6).
There are two options for the tester to configure the demographic reference database used for identification
trials. First, the tester can specify a demographic reference database to be representative of a particular use

case. Second, a tester can specify a demographic reference database with a constant number of samples per
group or intersectional (i.e. Ny =Ny, =.=Ny ). The tester can then compute FPIR; against this database

for each probe demographic group, d. FPIRdi can then be used to compute false positive differentials in

identificat
valid only

6.3 Sel€d

Measurem
difference
are also th
threshold.
of two way

— by seld
— by sel

identif
aggreg
Demograp
NOTE
are not rep

differs for
achieve a cd

on trials (see 6.6). Using this approach, measures of false positive demographic differ
for the specified demographic reference database.

ction of a threshold

ents of demographic differential performance shall reflect the differenéé€s in error rat
b in success rates. Error rates are threshold-dependent, so measuresCof‘differential pe
reshold-dependent. This is appropriate as most operational biometric systems operat
Testers shall select a threshold in an evaluation of demographic‘differential performg
S:

cting a threshold reflective of the intended operational usécase;

pcting a threshold so that a given algorithm achieves a global false match or fals
ication rate on the full demographic reference database (i.e. against the full demog
rated population).

hic differentials across two or more demographic groups can then be explored.l19]

btudies that report differentials across cohorts where the threshold is allowed to vary across co
esentative of how differentials are expefiienced in real world operations. For example, when p
ohorts A and B, reporting false non:mdtch rate with a constant false match rate masks the
nstant false match rate, the threshold for the two cohorts likely changed.

6.4 Calqulating differential performance based on categorical variables for two sp¢

demogra

6.4.1 G¢

For DPMs

variables,
demograp

performar
difference

phic groups

neral

between twaidemographic groups, d; and d;, based on one or more categorical de

brror rates‘are measured at a threshold, 7 (see 6.3), for the specific groups of interest i
nic greups, D. False positive differential performance, FPD(7), and false negative (

ce/,END(7), between the two specific demographic groups shall be calculated usij

entials are

es, not the
rformance
b at a fixed
nce in one

e positive
rraphically

hort groups
erformance
fact that to

cific

mographic
h the set of
lifferential
1g either a

(cnn 6.4 7) oraratio (cnn 6.4 Q) orhoth

Measures of false positive and false negative differential performance shall not be combined as the
demographic differentials at operational thresholds can often vary by orders of magnitude and this often

leads to th

6.4.2 Di

e use of extreme valued weighting parameters (see Annex B).

fferential performance between two groups based on mathematical difference

The mathematical difference in error rates between two groups is calculated as follows:

FPD(t

)=FMRy, (v)~FMRy (t);d;,d;€ D
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)=FNMRy, (t)~FNMRy, (7);d;,d; e D

False match rates can vary across several orders of magnitude. Testers should consider differences in order
of magnitude before calculating false positive differentials based on a mathematical difference.

6.4.3

Differential performance between two groups based on mathematical ratio

The error rate ratio between two groups, where the larger error rate is in the numerator and the smaller
error rate is in the denominator, is calculated as follows:

FND(1

Both false
and appro

those numpers when calculating demographic differentials based on mathematical ratio.

;d,-,djeD

hiching zero. Testers should consider the impact of small numbers and the statistical cos

match rates and false non-match rates can, under certain conditions, be small in magnitude, up to

hfidence in

6.5 Calqulating differential performance based on categoricalwariables for more(than
two groups

6.5.1 Gdneral

In some d¢mographic evaluations, testers may quantify DBMs across more than two demographic groups.

For differd

more categ
in the set ¢

false nega

using the
coefficient]

6.10.1 shalll be used.

ntial performance across more than two demographic groups (d;,d,,...,d, ) based

rorical demographic variables, error rates are‘measured at a threshold (7 ; see 6.3), for
f demographic groups, D. Note that n=|D}. False positive differential performance, F]

rive differential performance, FND(z), across all demographic groups shall then be

(see 6.5.3) or both. To calculate confidence intervals on these DPMs, the techniques

on one or

all groups
PD(7), and

calculated

largest error rate relative to thé.géometric mean (see 6.5.2) or a method based on the Gini

butlined in

Annex B).

elative to

C mean is

Measures f false positive and false hegative differential performance shall not be combined (see
6.5.2 Differential perforniance for more than two groups based on the largest error rate r
the geomeétric mean
DPMs acrgss more than two groups based on the largest error rate relative to the geometr
calculated|as follows: 2]
max(FMR, (7
i D( 4 (7))
FPD(tl)=
FMR(7)
max(FNMR, (1))
diGD !
FND(t)=

FNMR(t)

where FMR(7) and m) are the geometric mean error rates at threshold 7 calculated according to

w
X (T) = HdisDXdi % | The weight of each group, W, » is 1 divided by the number of groups: %

When using the largest error rate relative to the geometric mean, the selection of the sample size per
demographic group is a key consideration. The tester shall select the sample size per demographic group,
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Ng, , using the guidance in 6.10.3. When sample size cannot be selected in accordance with 6.10.3, the tester

shall use bootstrap techniques as outlined in 6.10.1 to estimate the variance of differential performance
measures based on the geometric mean. In either case, the tester shall disclose the sample size per
demographic group, Ng, -

The geometric mean of a set of numbers is not defined if any error rate in the set is 0. In such cases, the error
rate can be replaced by:

a) thelowest error rate sustained by the number of biometric comparisons or trials;
b) avalue, g, which is a statistical upper bound on the observed error.

€ is determined based on the sample size of the study using a binomial generalization of the statistical
technique |known as the “rule of 3”. In this model, error rates are replaced with the value, p, that is the
solution of Ip (x+1,m—-x)=1-o, for x errors in m trials, where oc=0.05 for a 95 % confidexice interval. Ip

is the incofnplete beta function. For m, use the number of trials in the group, Ndi .

NOTE When the number of errors (x) equals 0, error rates are replaced with a value/p/= 3/ Ndi . In statistical

analysis, th|s is referred to as the “rule of 3”.

6.5.3 Differential performance for more than two groups based on the Gini coefficient

DPMs for rhore than two groups based on the Gini coefficient is a formula that calculates the sprepd of error
rates using a statistical technique known as the Gini coefficient. Thissdocument adopts the apprpach taken
in[13] which normalizes the Gini coefficient by a factor of (n/(n-1}.to correct for downward biag when the
number ofjdemographic groups is small. In the context of demographic evaluations of biometric pefformance,
differentiall performance for more than two groups based on'thie Gini coefficient is calculated as fpllows:[13]

. \zizj‘FMRdi (v)-FMR; (r)‘

FPD(t))= Vd. d.eD
(n—l) 2n? FMR(7) v
' |FNMR; (t)-FNMRy (1)
FND(T):( L \2‘2" ~ ’ ‘Vdi,d]-eD
n-1) 2n° FNMR(%)

Where FMR(z) and FNMR(7),-are the arithmetic mean error rates at threshold T galculated

. - 1
according/to X(T)_;Zdingdi :

The Gini cqefficient is a measure of the statistical dispersion of a set of numbers.[4] It is robust to the presence
of error rates of 0 and issmathematically bounded between 0 and 1.

6.6 Calqulating differential performance in identification trials

ication rate

: 3 mographic
reference database shall be spec1f1ed by the overall number of references enrolled N, as well as by the
number of enrolled references belonging to each demographic group or intersectional, Na,1 Ndz

To calculate DPMs in identification trials, compute FNIR; and FPIR; for mated and non-mated transactions
from capture subjects belonging to each demographic group, d;. DPMs in identification trials shall then be
computed using the formulae given in 6.4.2, 6.4.3, 6.5.2 and 6.5.3 by substituting FNIRdi for FNMRdI_ (7)
and FPIR; for FMR; (7). FNIR; and FPIR; can be computed based on a threshold 7 or based on a

candidate rank, R, and can vary depending on the total number of enrolled references, N, and the number of
enrolled references belonging to each demographic group or intersectional, Nd1 , Nd2 ,.... Measures of
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demographic differentials are therefore valid only for the specified demographic reference database and
threshold setting.

6.7 Calculating demographic differentials for failure-to-enrol rate, failure-to-acquire rate
and transaction duration

Evaluations of biometric systems using measures such as failure-to-enrol rates (FtER), failure-to-acquire
rates (FtAR), and transaction durations perform trials involving capture subjects. Evaluations that measure
differential performance using these measures shall compute the values of the required measures separately
based on the demographics of the capture subject, d;.

The mathematical difference or ratio in biometric DPMs between two groups (d;, d]-) shall be calculated as

follows:
DPM = my. —mdj ;di,dj eD
mdi
m
dj
where m ¢an be FtER, FtAR, or transaction durations and D is the set of alldemographic groups,

6.8 Calqulating demographic differentials for continuous variables

Demograp
to divide t
variables.
for analys
boundarie
demograp
can be use

Continuou
The magn
calculating

hic variables can be continuous. One approach to assessing continuous demographic v
heir values into demographic groups (e.g. quartiles), converting them to categorical de
If a continuous demographic variable is convertéd into a categorical demograph
s, a statement shall be prepared documenting‘thé specific reasons for determinatio
5 and regarding potential inferential errors this-can potentially cause (see 7.3). Once a

hic variable is converted into a categorical demographic variable, techniques discussed
d to compute differential performance.

5 demographic variables are also appropriate for analysing via multivariate regression
tude of demographic differentials for continuous demographic variables can be mg
I regression coefficients. Multivariate regression modelling seeks to establish the r¢

ariables is
mographic
¢ variable
h of group
rontinuous
in6.4-6.7

modelling.
asured by
tlationship

put variables (including continuous demographic variables) and output variables (such as

between éﬁ:
scores) according to:

comparis

y~Xf+e

where:

Y is|the vector‘of performance observations;

X

B

&

is|the(design matrix for demographic variables per subject;

. " . e -
IsSavectorotregresstoncoetticrents;

is a vector of error terms.

In this model, the design matrix, X, can encompass both linear and non-linear functions of demographic
variables. Once regression coefficients have been calculated, model selection or deriving the optimal model
from a list of candidates can be performed. Model selection is commonly achieved by calculating and
optimizing adjusted “R squared” values (i.e. coefficient of determination or RZ] or the Akaike information
criterion. For a demonstration of multivariate regression modelling and model selection for a mix of
continuous and categorical variables, see Reference [7].
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6.9 Comparison score differential measures

In addition to differential performance observed in biometric system outcomes, some demographic studies
seek to determine whether demographic groups could, in principle, affect the performance of a biometric
system without considering a set threshold. For example, consider the error rate scenarios resulting
from different mated score, x, and probability density functions, f(x), in Figure 1, where the choice of the
threshold (z,, T, T¢, Tp) and the differential performance measure (difference vs. ratio) strongly determines
the magnitude of observed differential performance. In this case, it is appropriate to compute comparison
score differential measures.

NOTE In Figure 1, one is subtracted from the mathematical ratio to place it on the same zero baseline as the
mathematical difference.
LNAMDRL) LCANDLY LDNMD (= DINAMD () LNMD (= /LTNMD _1
iS5 FNMR ENDEE— MR MMR ) “.muaju,,.m.mii(r)
1,001 1,00
0,6 -
0,75+ 0,75 -
0,4
0,50+ 0,50 -
0.2 0,251 0,25 - \
0,0 - 0,001 - - 0,00 {—— & 5, i I
X A B CD 1 A BB"CDrt A B D
Key
A Example threshold, 7, for which the mathematical ratio differenial is invalid because FNMR; (7) |= 0, due to

insuffigient sample size, for example. The mathematical difference is near zero.
B Example threshold, 7, for which the mathematical ratio{ is much larger than the mathematical difference
[FNMRdj (1)/FNMRdI_ (r)-1> FNMRdj (T)—FNMRdI, (r)], evenas FNMR; (tr)—0 and FNMRdj (r)-l0.
C  Example threshold, 7, for which the mathematical différence is maximal.
D  Example threshold, 7, for which the mathematical difference and the mathematical ratio are fcomparable
[FNMRdj (v)/ FNMRy, ()~1~FNMRy (v)<FNMR,, (1)]

Figure 1 — Example relationship between comparison score differentials and differential
performance for two demographic groups, d; and d;

Testers cgdn measure comparison score differential measures by comparing the comparison score
distributigqn means for two/groups. If x is a continuous comparison score, fd,- (x) is the score probability

density function forpdémographic group d;, and fdj (x) is the score probability density fynction for

demographic group dj , then the difference in the means of the score distributions, Ay; jols:

dty 7 xl(fy ()= fy ()

Testers can also measure comparison score differential measures using the Earth Mover’s Distance (EMD),
which can be interpreted as the overall work required to transform one distribution into another. If f isa

probability density function for a continuous score distribution, and F is the corresponding cumulative
distribution function, then for demographic groups d; and d]- ,the EMD is:

EMD; ; :L ‘Fdi (x)=Fy, (x)|dx

=—00

When the probability density function f is describing a mated comparison score distribution, the mean
difference Ay and the EMD are mated comparison score differential measures. When the probability
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density function fis describing a non-mated score distribution, the mean difference Ay and the EMD are
non-mated comparison score differential measures.

6.10 Calculating uncertainty

6.10.1 Uncertainty in demographic differentials

This subclause provides requirements and guidance for reporting the variance of a differential and
calculating a confidence interval. Differentials by nature include a mathematical operation on two values,
each with its own error. Error estimates for demographic differentials can be produced using standard

methods of error propagation.

There are

whether th
testing if
approache
of a biomef

between 1

assuming |

not have a

this varianpce can be approximated as:

ratio, largg
The 95 %
DPMs base

When a cl
obtained
procedure

1) Create

fwo ways of statistically comparing two random measures. The first involves testing t
e difference between the two measures is reliably greater than a certain cutoff. The secoi
he ratio between the two measures is greater than a certain cutoff. Though the’intg
5 is to quantify differences in performance, each has distinct statistical implications. Th
ric measure m, Var(m) can be calculated for two demographic groups, d; and dj . The

heasures for two groups, Var(mdi —my. ), can be simply calculated’\as Var(mdl_ )+

ndependence. On the other hand, the variance of the ratio of two measures, Var(mdi /
closed formula, but given assumptions that m is distributed nerimally and the sample sij
2
m r(m
: [ver(m)_var(m,

my | ™ f
j j j

r sample sizes per demographic group (Ndi >100) should be used for ratio-based di

. Due to the intrinsic volat

m

confidence interval around either DPMs based.en mathematical differences (see 6.4.2
d on error rate ratios (see 6.4.3 and 6.7) can be calculated as +1.96,/Var(DPM) .

bsed form for the variance of a DPM cannot be determined, an estimate of uncertai
ia the statistical bootstrap procedure (i.e. random sampling with replacement).
for computing the bootstrap estimate for the variance of a DPM, Var(DPM), is as folloy

a bootstrap sample, k, by sampling, with replacement, Nd,- trials for each group, d; wk

the number of trials observedfox'group d;.

2) Useth

3) Calcul

calcul
4) Repea

Calcul

*
e bootstrap samplegk; to calculate the estimated biometric system measure my . for each

hte the estimated differential performance measure DPM; for bootstrap sample, k
hited biometric system measures My q. using formulae from 6.5.

F steps-1t0 3, for k=1,2,3...,K, where K is large (typically = 1000).

5)

b establish
hd involves
nt of both
e variance
difference

Var(mdj ),
”dj ), does

ze is large,

lity of the

fferentials.
ind 6.7) or

hty can be
The basic
V'S:

jere N, is
1

| group, d;.

using the

htelthe variance Var(DPM* ) and use as the bootstrap estimate of Var(DPM).

Additional

6.10.2 Sa

details for bootstrapping biometric system measures can be found in Reference [14].

mpling the target population

The target population is generally of primary importance when performing an analysis of demographic
differentials in biometric systems. Failure to appropriately sample the population can result in systematic
errors in performance estimates for different demographic groups and can mask any true differentials or
introduce false differentials.

The rules for sampling the target population help prevent these issues from arising. For tests involving
individual demographic variables, these rules shall be followed for each demographic group. For tests
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involving intersections across demographic variables, the following rules shall be observed for each
intersectional group.

The data subject population recruited for the evaluation or whose samples are used in the evaluation
shall be carefully selected to be representative of the demographic groups of interest.

Any biometric samples utilized for the evaluation shall be collected in similar ways for each demographic
group of interest.

Demographic variables used in the assessment shall be measured the same way for each demographic
group of interest.

The choices and descriptions given for self-reporting demographic categories shall be consistent for each
datas

a3 4
AUJCL\,-

Within each demographic group, other factors known to affect performance (e.g. gender, and age) shall

be fixdd, blocked or counterbalanced where appropriate.

There are (lifferent ways to control these factors.[8] These include, in order of least to most externil validity:

fixingthese factors at set values (e.g. males between 20 and 30 years of age);
ing the groups (i.e. ensuring the same distributions of age and gender within each ethnicity
ry); or

baland
categg

mimic|

EXAMPLE 1
by the teste

EXAMPLE 7
demograp

king the distribution of data subjects within each group inthe broader population of in

If the height of one group is self-reported, then the heightof another group will ideally not b
r. This could introduce a systematic error.

If intersectional demographic variables across/gender and ethnicity are of interest,
c variables within each group (e.g. age and skin lightness) are fixed, balanced or sampled, so

terest.

e measured

then other
As to mimic

h
distributior[s in the broader population.
EXAMPLE 3
samples for1
differences

amera, but
n be due to

If face samples for one group are captured outdoors using a digital single-lens reflex
another group are captured indoors using a webcam, then any differentials uncovered ca
in acquisition device.

6.10.3 Sample size requirements

s measuring differentidl performance or comparison score differential measures of 4 biometric
hic group.

ﬁ carefully
tem.

Evaluation
system shquld include a representative number of subjects belonging to each identified demogra
Evaluatior}s that use statistical sampling to make inferences about larger populations shoul
consider the effect magnitude to be measured and the expected performance of the biometric syg

NOTE
not perforn
variation ag

C system do
erformance

Evaluations.that include the entire population of subjects that are involved with the biometri
1 statistieal(sampling of the subjects. However, the substantial majority of evaluations for p
ross demyegraphic group do not fall into this category.

differential
resentative

EXAMPLE 1 { An evaluation to determine whether a biometric system at an airport has false negative
performande for travellers based on race by conducting 1:1 verification trials for a randomly selected re
set of subjects uses statistical sampling of subjects.

EXAMPLE 2  An evaluation to determine whether a biometric system used by a gym has false negative differentials
for current members based on race by conducting 1:1 verification trials for all current members does not use statistical
sampling of subjects.

The effect magnitude to be measured and the expected performance of the biometric system shall be
considered early in the design process as they can determine whether the evaluation can reasonably meet
its objectives. The effect magnitude expresses the size of a differential that the evaluation aims to detect.
The expected performance is an a priori estimate of the system's performance measures of interest in the
evaluation. The chosen effect magnitude, expected performance and associated rationale shall be stated
explicitly in the experimental design documentation (see 7.1). The sample size of the evaluation shall be
set based on the effect magnitude, the target reliability of effect magnitude detection, and the expected
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performance of the system, taking into consideration both type I and type Il errors (see Annex A). Measures
of differential performance and comparison score differential measures shall not be computed for
demographic groups with insufficient samples.

Failure to set an appropriate effect magnitude can result in an underpowered or an overpowered evaluation.
In an underpowered evaluation, the sample size can be too small to detect a differential of the desired
effect magnitude. In an overpowered evaluation, the sample size can be large enough to find statistically
significant demographic differentials related to uncontrolled factors outside the scope of the evaluation.
This can cause errors in inference.

Sample size can drive the cost and labour associated with the evaluation, which can be major considerations
during planning. If cost is a significant factor, then statistical calculations should be performed to identify
reliably detectable effect magnitudes given the sample size that the evaluation budget allows. These effect
magnitudgs should be stated explicitly in the test plan and reported (see 7.1).

Sample siZe constraints can require testers to make trade-offs with respect to their choice‘of demographic
groups. Some demographic groups can be difficult to recruit or may have insufficient samples r¢presented
in availablf test datasets. Sample sizes are more likely to be small for intersections. Testers shoulfl be aware
that the sample sizes for intersections can be too small to reliably detect the desired effect magnitude.
Testers shjll choose groups with adequate sample sizes to detect the desired gffect magnitude [and target
reliability.| For example, when appropriate, testers can combine demographic_groups to generate groups

with larger sample size (e.g. combining age groups of “20-30” and “31-40” irito a single “20-40” age group).

7 Reporting the evaluation results

7.1 Repprting the experimental design

This subclause establishes reporting requirements for“a biometric evaluation assessing performance
variation dcross demographic groups. The test plan shall\be reported (see 5.1). Any deviations fr¢m the test
plan encoyntered during evaluation execution shall alse be documented.

7.2 Repprting the target application

The target] application in an evaluation on demographic differentials shall be reported. Target application
consists of two parts: the target use case‘'and the target system component under evaluation.

Biometric [systems often have different target applications. Systems can be designed to enrol ipdividuals,
to verify a| claimed identity or to identify individuals on an allow list or a deny list. The target gpplication

of the systlem can determine«the kind of demographic differential that is of primary concern. For example,

in an acceps control scenafio, higher rates of false negative results mean that a particular de
group is more likely to _be_denied access to a resource or facility. However, in a law enforceme

mographic
ht context,
kely to be

these highler rates of.false negative results mean that a particular demographic group is less 1
identified |f searched.against a database. This can result in criminal activity continuing without a subject
being idenltified. Studies of demographic differential performance in biometric systems shall clparly state
the differential performance measures under evaluation and the consequences of these differentials in the
context of fheltarget application.

7.3 Reporting the test population

The test population in an evaluation of demographic differentials shall be reported, including the overall
number of subjects in the evaluation.

For all evaluations, the following shall be reported for the probe or capture subject set. In verification
evaluations, the following shall also be reported for the reference set used in comparison trials. In
identification evaluations, the following shall also be reported for the demographic reference database used
in identification trials:

— demographic variables and groups of interest;
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demographic group size;
any statements required for demographic variables listed in 5.2.2 and 5.2.3;
how the demographic groups of each subject were established (e.g. self-report or measured);

number of subjects for whom demographic data changed across longitudinal collections.

Additionally, in identification evaluations the rationale for the selection of the size and demographic
composition of the demographic reference database used in identification trials shall be reported (see 6.6).

7.4 Rep

7.4.1 Re

This subcl
collected s
based on |
such datas
Evaluation]
document
errors thaf

7.4.2 Rd
The follow

more dem¢graphic groups:

the se

the sa
sampl

there

in eval
evalug

in eva
by rep
belong

the va

the re

group

the process;Fationaleand adescription oftheimpactoflarge disparitiesin sample sizeacross de

orting differential performance

porting differential performance on previously collected datasets.

huse establishes reporting requirements for new meta-analyses and analyses using
amples and demographic data. There can be significant value in studying pefformanc
breviously collected datasets and previously conducted biometric performance tests
ets can be annotated in a fashion that does not conform to the requirements outlined i
s based on historical data collections that deviate from the requikrements outlin
shall detail all areas of non-conformity. Such evaluations shall also'describe potential
can result from these deviations.

porting differential performance for two or more groups

ing shall be stated when reporting the performance of-demographic differentials betw

ected demographic groups of interest (see 5.2);

mple sizes for the demographic groups of interest and rationale for deviations from
e size set in the evaluation;

iably detectable effect magnitude given the sample sizes for the demographic groups o

fluations of verification or identification differential performance, the threshold sele
tion and the rationale for its selection (see 6.3);

uations of identification trials, the demographic reference database used. This shall b
prting the overall number of references enrolled, N, as well as by the number of enrolled
ing to each demographic group, Nd1 ,Ndz ,... (see 6.6)];

ues of the perfarmance measures of interest by demographic group;

bulting values for the selected differential performance measure (see 6.4 to 6.9);

5 if replacing error rates with epsilon (see 6.5.2);

previously
P variation
. However,
n Clause 5.
ed in this
inferential

een two or

the target

f interest;

'ted in the

e specified
references

mographic

(see 6.10.1);

the confidence interval of the differential performance measure and the procedure used in its calculation

whether the demographic differentials are statistically significant or operationally significant in a given

target application. Reporting on this requirement will use the effect magnitude and confidence interval
calculations;

(see 5.1).
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7.4.3 Reporting differential performance against a benchmark

Measures of demographic differentials in 6.4 to 6.8 are designed to compare biometric performance across
two or more demographic groups. In some evaluations, testers seek to compare the performance of a single
demographic group to a specific benchmark. In this case, the denominators in 6.4.3 and 6.7 (e.g. FMRdj (1)

and FNMRdj (7)) can be replaced with a benchmark performance level, B. Statistical tests can then be run

to calculate if all differential performance measures (e.g. FPD(7),FND(7)) are statistically significant. In
this type of evaluation, the tester shall report all criteria in 7.4.2 as well as the benchmark performance level

B and the

statistical test used.

7.4.4 Reporting error trade-off metrics

Error trade-off metrics are common in studies of overall (i.e. non-demographic) biometric/y
error rate|performance. For example, detection error trade-off (DET) curves are often uised t
algorithm |performance across different thresholds. However, because error trade-off mettics g
parametrigally on threshold, they mask whether false negative differentials, false positive diffe}
both differfentials are varying across demographics. DET curves may be used for illustrative pu
shall not he used to report measured differentials in the context of demographi@ differential pe

evaluatio

. The tester can tabulate or plot multiple error rates and false positive and fals

differentidls as a function of the operating threshold.

EXAMPLE
values on a

7.4.5 Req

The tester tabulates error rates and differentials at selected threshold values and visu
DET curve.

porting threshold management policy

Most bionpetric systems are configured with a fixed sghreshold that is not adjusted to a

environme
on biogray
conditions]
thresholds

how d

false g
false g

demog

The evalus
group at th

Setting thi
treatment

ntal, demographic or other conditions. Some systems can vary their threshold setting

ecognition
b compare
re plotted
'entials, or
rposes but
rformance
e negative

hlizes these

ccount for
depending

hic data presented by the capture subject‘(e.g. in a passport) or with measured environmental

In evaluations of verification or identification differential performance for systen
across demographic groups, the evaludtion report shall state:

emographic group membership is established by the system;

how the threshold is changed per group;

ositive and false negatiyéperformance values at each group’s respective threshold;
ositive and false negative performance differentials at each group’s respective thresho
raphic groups of the subjects.

tion report'shall also report false positive and false negative differentials for each de
e groups“respective thresholds.

esholds per demographic group creates two issues. First, this approach constitutes ¢
The evaluation report shall state that the system exercises a differential treatm

\s varying

Id;

mographic

lifferential
ent policy.

Second, th

[Sapproacit imtroduces tie poterntial for demograpiics determmined by the SyStenT to

not match

demographics determined by the tester. The evaluation report shall describe any mismatches in demographic
group between the system and those determined according to methods in this document.

NOTE

attacker can potentially effect adverse changes in security levels, primarily by reducing FMR.

7.5 Reporting comparison score differential measures

In cases where a system modifies the threshold per user-presented biographic documents, an informed

Demographic studies that seek to report on differences in score distributions (i.e. comparison score
differential measures) should do so using methods described in 6.9. Additionally, there are other standard
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statistical methods that can be applied to test for differences in biometric comparison score distributions

such as:

— the Z-test, where these distributions can be shown to approximate the normal distribution;

— the Komogorov-Smirnov test, where these distributions deviate from the normal, as is often the case
when distributions have long or skewed tails.

7.6 Reporting exception handling

Reporting exception handling is specific to scenario and operational evaluations of biometric systems.
These evaluations should explicitly track and report on any exception handling protocols and the rate at
which these protocols are required across demographic groups. For instance, females may opt-ou

system at

t of using a

lifferent rates than males in an operational test.
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