INTERNATIONAL ISO/IEC
STANDARD 19795-1

Second edition
2021-05

Information technology — Biometric
performance testing and’reporting —

Part 1:

Principles and framework
Technologies de l'informgtion — Essais et rapports de pefformance
biométriques —

Partie 1: Principescetcanevas

Reference number
ISO/IEC 19795-1:2021(E)

© ISO/IEC 2021


https://iecnorm.com/api/?name=cf7e6be4c7f05a9dcd0c513c3aea4d60

ISO/IEC 19795-1:2021(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2021

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting
on the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address
below or ISO’s member body in the country of the requester.

ISO copyright office

CP 401 e Ch. de Blandonnet 8

CH-1214 Vernier, Geneva

Phone: +41 22 749 01 11

Email: copyright@iso.org

Website: www.iso.org

Published in Switzerland

ii © ISO/IEC 2021 - All rights reserved


https://iecnorm.com/api/?name=cf7e6be4c7f05a9dcd0c513c3aea4d60

Contents

ISO/IEC 19795-1:2021(E)

Page
FFOT@WOTM ........ooccccceeeesse e85 5588585555555 vi
TIUETOQUCHION........ccoss s vii
1 S0P ... 1
2 Normative references
3 Terms and definitions
4 Abbreviated terms
5 Conformance
6 General biometriC SYSTOIM ... () S
6.1 Conceptual representation of general biometric system
6.2 Conceptual components of a general biometric system......
6.2.1  Data capture SUDSYSteM ...
6.2.2  Transmission subsystem................
6.2.3  Signal processing subsystem.........
6.2.4  Data storage subsystem...........c.......
6.2.5  CompariSOn SUDSYSTEIM ... e
6.2.6  DecCiSion SUDSYSTEIM ... i Tt
6.2.7  Administration subsystem................
6.2.8 Interface to external application.....,.
6.3 Functions of general biometric system..... %
6.3.1  Enrolment......dl o
6.3.2  Verification of a positive biometric claim..
(SIS TS TR U U=) 4 Ui 3 or= Y ) o 00000 NS
6.4 Enrolment, verification and identification transactions...........ccerce,
6.5 Performance measures
6.5. 1 ETTOT TAES oo 50ttt
6.5.2  Throughput Fates ...
6.5.3  Types of performance teStING ...
7 Planning the evaluation i ..o
7.1 General. ..o (g
7.2 Determine jnformation about the system
7.3 Controlling-factors that influence performance ... e, 15
74  TeSt SHDJECE SEIECTION. ..o e | e 16
7.5 TESTUSIZ ...ttt | 17
o S €7=) 1= v OSSO S, 17
7.5.2  Collecting multiple recognition transactions per test subject per system............... 17
7.5.3  Requirements 0N tESt SIZE. ... 18
760 MUIIPIE LESES oo e 18
8 ! PDataeeleetton—— — —7 —¥—7—7——— —mm8™@™M88@8@8
8.1 Avoidance of data COIIECTION EITOTS ...
8.2 Data and details collected...........ccociinn
8.3 ENrolments ...
8.3.1  Enrolment transactions .................
8.3.2  Enrolment conditions........oscs.
8.3.3  Enrolment failures and presentation errors..
8.4 One-to-0ne COMPATISON TIHALS ..o
B4 T GEIETAL oo
8.4.2  Collection conditions
8.4.3  Frequency of use
8.4.4  Systems performing optimization based on enrolled references
8.4.5  Systems performing reference adaptation..............
8.4.6  Processes for data entry errors and SYSteM MISUSE ........c..ccerererrsierssieresiersierssiees

© ISO/IEC 2021 - All rights reserved iii


https://iecnorm.com/api/?name=cf7e6be4c7f05a9dcd0c513c3aea4d60

ISO/IEC 19795-1:2021(E)

10

11

8.4.7  Failures to acquire........ccocc.

8.4.8  Adding test data to the corpus

8.49  Online comparison trials.................

8.4.10 Offline cOMPATISON tIHALS ..o
8.4.11 Offline non-mated comparison trials when references are dependent......... 25

8.4.12 Offline non-mated comparison trials based on comparison of references..
8.4.13 Use of samples from multi-capture comparison transactions

8.5 [A@NTIFICATION ETTALS ..o
8.5.1  GENETAL .o
8.5.2  Identification testing with non-enrolled test subjects
8.5.3  Use of jack-knife approach for identification testing...........csccscscs
2 B2 OO
9.1 T3 1= =) OSSOSO oos S 700
9.2 Performance of biometric enrolment. ...
9.2.1  Failure-to-enrol rate. ...
9.2.2  Enrolment transaction duration............ ..
9.3 Performance of biometric acquiSition ...
9.3.1  Failure-to-acquire rate..........mssss
9.3.2  Acquisition process duration ... bid e
9.3.3  Other aspects of acquisition performance................. 5,
9.4 One-to-one comparison performance
9.4.1  False NON-MATCH TALE ..o S i
0.4.2  FalSe MATCN TALE. ..o o
9.5 | Verification system performance metrics..
9.5.1  General....,
0.5.2  FalSe IJECE TALE ..ot ottt
0.5.3  FalS@ ACCEPT TALE ..o A e e
9.5.4  Verification transaction duration
9.5.5  Generalized false reject rate atid generalized false accept rate..........cccorcs o 31
9.6 Identification system performance MIELIICS. ... 32
9.6.1  General...ind
9.6.2  False-negative identification rate
9.6.3  False-positive identification rate
9.6.4  Generalized falserniegative identification rate and generalized false-
positive 1dentifiCation TATE . ... 34
0.6.5  SELECHIVIEY .o 34
9.6.6  Closed-setitest of identification performance ... 35
9.6.7 Estimation of identification error rates from one-to-one comparison results|....35
9.6.8  Predieting identification error rates in larger populations
9.7 | Analysisefiperformance across controlled experimental factors.........
9.7.1 (hongitudinal @analySes. ...
9.7.2-" Pairwise analyses
9.8 DeteCtion erT0T Trad@-0fT .. ...
9.9 [ NTranSACION AUIATIOMIS .o
9.10 Computational workload
9.11  UNCErtainty Of @STIMATES. . ..o

Graphical presentation of results

10.1  Score distributions
10.1.1 General.....
10.1.2  BOXPIOtS .o
10.2  Error rate vs threShold PLOt ...
T0.3  DE T POt e
10.4 CMC plot / FNIR over rank plot...............
10.5 FNIR over number of enrolees plot
10.6 Heat maps
RECOTA KEEPIIIE ...

© ISO/IEC 2021 - All rights reserved


https://iecnorm.com/api/?name=cf7e6be4c7f05a9dcd0c513c3aea4d60

ISO/IEC 19795-1:2021(E)

12 Reporting performance results
12.1 Reporting test details
12.2 Summary statistics
12.3 Reporting enrolment performance
12.4 Reporting acquisition performance
12.5 Reporting one-to-one comparison performance..
12.6  Reporting verification system performance
12.7 Reporting identification system performance

12.8 Reporting performance across factors

Annex A (informative) Differences between evaluation types

Anndx B (informative) 1est size and random uncertainty

Annédx C (informative) Factors influencing performance

Anndx D (informative) Pre-selection algorithm performance

Annedx E (informative) Identification performance as a function of databaseSize........

X E (informative) Identification performance as a function of database Size

Anndgx F (informative) Algorithms for generating DET and CMC ... O\ e

x F (informative) Algorithms for generating DET and CMC
Anne
Bibli

X G (informative) DET properties and interpretation

pgraphy

© ISO/IEC 2021 - All rights reserved



https://iecnorm.com/api/?name=cf7e6be4c7f05a9dcd0c513c3aea4d60

ISO/IEC 19

795-1:2021(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.
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This document is concerned solely with the scientific technical performance testing of biometric
systems and devices. Technical performance testing seeks to determine error and throughput rates,
with the goal of understanding and predicting the real-world error and throughput performance
of biometric systems. The error rates include both false-positive and false-negative rates, as well as
failure-to-enrol and failure-to-acquire rates across the test population. Throughput rates refer to the
number of individuals processed per unit of time based both on computational speed and human-
machine interaction. These measures are generally applicable to all biometric systems and devices.
Technical performance tests that are modality-specific, for example, fingerprint scanner image quality,

are n
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eporting technical performance testing. It is acknowledged that technical performar
bne form of biometric testing. Other types of testing not considered in this, document

eliability, availability and maintainability;
ecurity, including vulnerability;
onformance;

afety;

uman factors, including user acceptance;
ost/benefit;

rivacy regulation conformance.

Biom

tric technical performance testing can'\be of three types: technology, scenario and

evaluation. Each type of test requires a different protocol and produces different types of r
partq of the ISO/IEC 19795 series provideé specific advice and requirements for the deve

use o
canb

such different test protocols. This document addresses specific philosophies and pt
e applied over a broad range oftest conditions.

urpose of this document is to present the requirements and best scientific practicesfor conducting

Ice testing is
nclude:

operational
esults. Other
lopment and
inciples that
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Information technology — Biometric performance testing
and reporting —

Part 1:

Pri

nciples and framework

1 S
This
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This
throy
detai
chara

Not v
delib
attac

cope
Hocument:

stablishes general principles for testing the performance of biometrics sjstems in te
ptes and throughput rates for purposes including measurement of _performance, j
erformance, comparison of performance, and verifying conformance-with specified
equirements;

pecifies performance metrics for biometric systems;

pecifies requirements on the recording of test data and‘teporting of test results; and
pecifies requirements on test protocols in order to:

- reduce bias due to inappropriate data collegtion or analytic procedures;

— help achieve the best estimate of field performance for the expended effort;

- improve understanding of the limits of applicability of the test results.

document is applicable to empirical performance testing of biometric systems an
gh analysis of the comparisefiiscores and decisions output by the system, with
ed knowledge of the system’s algorithms or of the underlying distribution

cteristics in the populationof interest.

yithin the scope of this document is the measurement of error and throughput rate
brately trying tossubvert the intended operation of the biometric system (e.g. by
KS).

2
The

constitutés requirements of this document. For dated references, only the edition cited

ormative references

llowing documents are referred to in the text in such a way that some or all of t

rms of error
rediction of
berformance

algorithms
t requiring
bf biometric

s for people
presentation

heir content

applies. For

undated references, the latest edition of the referenced document (including any amendments) applies.

1S0/1

EC 2382-37, Information technology — Vocabulary — Part 37: Biometrics

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 2382-37 and the following
apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

© ISO/IEC 2021 - All rights reserved
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31
test subject

795-1:2021(E)

individual whose biometric data is intended to be enrolled or compared as part of the evaluation

3.2
test crew

set of test subjects (3.1) utilized in an evaluation

3.3

target population
set of biometric data subjects of the application for which performance is being evaluated

34
test organiz

ation

functional entity under whose auspices the test is conducted

3.5

experimenter

individual r¢

3.6
test admini
individual p

EXAMPLE

3.7

test observe

individual rg

3.8
enrolment §
sequence of
subject

Note 1 to ent]
placements o
for further pr

39
enrolment t
one or more
subject

Note 1 to ent|
enrolment trg

sponsible for defining, designing and analysing the test

strator
erforming the testing

Staff conducting enrolments or overseeing verification or identification transactions (3.10).

T
cording test data or monitoring the test crey{(3.2)

jittempt
bne or more capture attempts with the aim of producing a biometric reference for a ca

pture

'y: An enrolment attempt can require a specific number of capture attempts (e.g. three separate

a finger on a sensor within'a(set period), from which the highest quality sample(s) is/are se
pcessing.

ransaction
enrolment attenipts (3.8) with the aim of producing a biometric reference for a ca

ry: If anenrolment attempt fails, further enrolment attempts can be performed within the
nsaction until an attempt succeeds or enrolment is given up.

3.10

ected

pture

same

identification transaction
sequence of one or more capture attempts and biometric searches to find and return the biometric
reference identifier(s) attributable to a single individual

3.11

channel effect
variation of the biometric sample due to sampling, noise and frequency response characteristics of the
sensor and transmission channel

© ISO/IEC 2021 - All rights re

served
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3.12

presentation effect

variation of the biometric sample due to the way that biometric characteristics are presented to the
sensor

EXAMPLE In facial recognition, this can include pose angle; in fingerprinting, finger rotation and skin
moisture. In many cases, the distinction between changes in the fundamental biometric characteristic and the
presentation effects are unclear (e.g. facial expression in facial recognition or pitch change in speaker verification
systems).

3.13

technology evaluation
offling (3.17) evaluation of one or more algorithms for the same biometric modality using a|pre-existing
or especially-collected corpus of samples

3.14
scenario evaluation
evaluation that measures end-to-end system performance in a prototype orsimulated application with
a test{crew (3.2)

3.15
operational evaluation
evaluation that measures the performance of a biometric system.in a specific application gnvironment
using a specific target population (3.3)

3.16
onlirle
pertdining to execution of biometric enrolment.or comparison directly following the biometric
acquisition process

3.17
offline
pertdining to execution of biometric ennolment or comparison of stored biometric data sibsequent to
and disconnected from the biometric aequisition process

Note [L to entry: Collecting a corpuslof images or signals for offline enrolment and calculation gf comparison
score$ allows greater control ovet:which probe and reference images are to be used in any transaction.

3.18
closqd-set test
test ih which the testcrew (3.2) comprises only individuals known to have a reference in the enrolment
datahjase

Note | to entry~Closed-set tests are a specific type of test for showing performance of identificatipn systems in
termd of a cumulative match characteristic plot (3.29).

3.19
failureto cu.quil €
failure of the biometric capture and feature extraction processes to produce biometric features suitable
for biometric comparison

3.20

false reject rate

FRR

proportion of verification transactions with true biometric claims erroneously rejected

3.21

false accept rate

FAR

proportion of verification transactions with false biometric claims erroneously accepted

© ISO/IEC 2021 - All rights reserved 3
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3.22

false-negative identification rate

FNIR

FNIR(N, R, T)

proportion of a specified set of identification transactions (3.10) by capture subjects enrolled in the
system for which the subject’s correct reference identifier is not among those returned

Note 1 to entry: The false-negative identification rate can be expressed as a function of N, the number of enrolees,
and of parameters of the identification process where only candidates up to rank (3.24) R, and with a candidate

score greater

3.23

than threshold T are returned to the candidate list.

false-positi
FPIR
FPIR(N, T)
proportion @
areference i

Note 1 to entr
and parametsg
T are returne

Note 2 to ent
scores, FPIR i

3.24
rank
position of a

3.25
true-positiv
TPIR
TPIR(N, R, T
proportion @
subject’s cor

Note 1 to entr
and of param
score greater

Note 2 to entr

3.26
selectivity
SEL(N,R, T)
average nu

ye identification rate

f identification transactions (3.10) by capture subjects not enrolled in the system for ¥
Hentifier is returned

y: The false-positive identification rate can be expressed as a function of N, the number of eny
rs of the identification process where only candidates with a candidate seore greater than thrg
 to the candidate list.

ry: For systems that always return a fixed number of candidates without applying a thresh
b not a meaningful metric.

candidate in a candidate list ordered by descending similarity score

e identification rate

)

f identification transactions (3.10)Dy capture subjects enrolled in the system for whic
rect identifier is among those returned

y: The true-positive identification rate can be expressed as a function of N, the number of enf
bters of the identification'process where only candidates up to rank (3.24) R, and with a can
than threshold T are returned to the candidate list.

y: TPIR(N, R, T) =L JFPIR(N, R, T).

ber(of*candidates returned above threshold T in a non-mated identification transq

(3.10)

wvhich

olees,
shold

bld on

h the

olees,
Hidate

ction

Note 1 to entry: Selectivity can be expressed as a function of N, the number of enrolees, and of parameters of the
identification process where only candidates up to rank (3.24) R and with candidate score greater than threshold
T are returned on the candidate list.

Note 2 to entry: When R = N, SEL(N, R, T) is measured against the entire database.

3.27

computational workload
total computational effort of a single transaction (or set of transactions) in a biometric system, including
number of intrinsic operations, execution time and memory requirements

Note 1 to entry: Computational workload is dependent on the hardware on which the biometric system is

operating.

© ISO/IEC 2021 - All rights re
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3.28

detection error trade-off

DET

relationship between false-negative and false-positive errors of a binary classification system as the
discrimination threshold varies

Note 1 to entry: The DET can be represented as a DET table or as a DET plot.

Note 2 to entry: The receiver operating characteristic (ROC) curve was used in the previous edition of this
document. The ROC is unified with the DET.

3.29

cumuylative match characteristic plot
CMC plot

graplical presentation of results of mated searches in a closed-set identification test, ploting the true-
positive identification rate (3.25), TPIR(N, R, 0), as a function of R

3.30

pre-gelection algorithm
algorjthm to reduce the number of comparisons that need to be made in ah identification $earch of the
enrolment database

3.31
pre-4election error
<preiselection algorithm> error that occurs when the corresponding subject identifier is npt in the pre-
selected subset of candidates

Note ] to entry: In binning pre-selection, pre-selection errers occur when the data subject’s enrolnjent reference
and afsubsequent sample from the same biometric charagteristic are placed in different partitions.

3.32
penefration rate
<preiselection algorithm> average proportion of the total number of references that are pije-selected

4 Abbreviated terms

API application programming interface
CMC cumulativesmatch characteristic
FAR falsévaccept rate

FTAR failure-to-acquire rate

FTCR failure-to-capture rate

FTE failure-to-enrolrate

FTXR failure-to-extract rate

FNIR false-negative identification rate
FPIR false-positive identification rate
FRR false reject rate

GFAR generalized false accept rate
GFRR generalized false reject rate

© ISO/IEC 2021 - All rights reserved 5
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PIN
RFID
ROC
SDK
SEL
TPIR

795-1:2021(E)

personal identification number
radio frequency identification
receiving operating characteristic
software developer’s kit
selectivity

true-positive identification rate

5 Confor

To conform t{
accordance t

6 Gener:

6.1 Concse

Given the va
about biomé
biometric sa
that extracty
all other con
biometric re
reference. A
many refere

regarding the biometric claim is made basedaipon the similarities or dissimilarities betwee

features of t

Figure 1 illu
signal proce

enrolment a

mance

o this document, a biometric performance test shall be planned, executed ahd-reporf
he requirements contained in Clauses 7 through 12.

1l biometric system

ptual representation of general biometric system

riety of applications and technologies, it can seem difficult to draw any generaliz3
tric systems. All such systems, however, have mahy elements in common. Cap
mples are acquired from a subject by a biometric capture device and are sent to a prog
the distinctive but repeatable measures of each&ample (the biometric features), disca
hponents. The resulting features may be stored in the biometric enrolment databas
ference. In other cases, the sample itself (without feature extraction) may be stored :
subsequent query or probe biometric sample can be compared to a specific referen|
hces, or to all references already in the.database to determine if there is a match. A de

e biometric probe and those of the reference or references compared.

ssing, data storage, comparison and decision subsystems. This diagram illustrates
hd the operation of verification and identification systems.

ed in

tions
tured
essor
rding
P as a
1s the
ce, to
rision
n the

strates the information flowywithin a general biometric system consisting of data capture,

both
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Data capture Data storage Comparison Decision
subsystem subsystem subsystem subsystem
i i biometric comparison
blg;gfglc Biometric reference . score
ey €NT0lMent ELEmEmmmmmammp  Comparison e ——
database IS ~Q
A S
2 Si 1P . threshold ¥
. 1gnal Frocessing Match? .
Presentation biometric'-. Subsystem biometric Candidate?
reference e probe
‘. match/ I
‘e Reference non-match | candidate
creation list
o decision v
) e polidy
biometric; Verified? _ N\
re-capture features (‘V Iflentified?
Biometric Quality control (19
capture Segmentation . 1
device Feature extraction : 1
Enhancement Q.)' 1
v A 4
\ dbntif
i i verification idgntification
. . Captured biometric sample .. outcome outcome

Key
ceedecsscsscsep enrolment

verification

-y JdE€Ntification
Figure 1 — Components ofa general biometric system

The fpllowing subclauses describe each of these-subsystems in more detail. However, it shduld be noted
that in any implemented system, some of these conceptual components may be absent, or ay not have
a dirgct correspondence with a physical orsoftware entity.

6.2 |Conceptual components ofa general biometric system

6.2.1| Data capture subsystém

The flata capture subsystem collects an image or signal of a subject’s biometric chpracteristics
presgnted to the bigmetric capture device, and outputs this image or signal as a capturgd biometric
sampfle.

6.2.2] Transmission subsystem

The tiransmission subsystem (not always present or visibly present in a biometric system) transmits
sammwmwwm&ubsystems.

The captured biometric sample may be compressed and/or encrypted before transmission and
expanded and/or decrypted before use. A captured biometric sample may be altered in transmission
due to noise in the transmission channel as well as losses in the compression/expansion process. Data
may be transmitted using standard biometric data interchange formats, and cryptographic techniques
may be used to protect the authenticity, integrity, and confidentiality of stored and transmitted
biometric data.

NOTE The transmission subsystem is not portrayed in Figure 1.

6.2.3 Signal processing subsystem
Signal processing includes processes such as:

— enhancement, i.e. improving the quality and clarity of the captured biometric sample;
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— segmentation, i.e. locating the signal of the subject’s biometric characteristics within the captured
biometric sample;

feature extraction, i.e. deriving the subject’s repeatable and distinctive measures from the captured
biometric sample; and

quality control, i.e. assessing the suitability of samples, features, references, etc. and possibly
affecting other processes, such as returning control to the data capture subsystem to collect further
samples (recapture), or modifying parameters for segmentation, feature extraction, or comparison.

In the case of enrolment, the signal processing subsystem creates a biometric reference. Sometimes
the enrolment process requires features from several presentations of the individual’s biometric

characterist
may be callg
extraction f1

In the case o

Sequencing
system.

cs. Sometimes the reference comprises just the features, in which case the refe
d a “template”. Sometimes the reference comprises just the sample, in which case fe
om the reference occurs immediately before comparison.

f verification and identification, the signal processing subsystem creates albjometric g

hnd iteration of the above-mentioned processes are determined by(the specifics of

6.2.4 Daj

storage subsystem

References dre stored within an enrolment database held in the data storage subsystem. Each refe

may be asso
that prior to
data interch
medium sud
database, or

6.2.5 Com

In the comp

riated with some details of the enrolled subject or the efirolment process. It should be

rence
ature

robe.

each

rence
noted

being stored in the enrolment database, references. may be reformatted into a bionpetric

ange format. References may be stored withins biometric capture device, on a pot
h as a smart card, locally such as on a persenal computer or local server, in a cqg
in the ‘cloud”.

parison subsystem

hrison subsystem, probes are compared against one or more references and compa

scores are |
dissimilariti

table
ntral

rison

passed to the decision subsystem. The comparison scores indicate the similarities or

s between the probe(s) and reference(s) compared. For verification, a single sp

ecific

biometric claim would lead to a single.coinparison score. For identification, many or all reference
be compared with the probes and output a comparison score for each comparison.

5 may

6.2.6 Decision subsystem

The decisionsubsystemuses the comparison scores generated from one or more biometric comparjisons

to provide the decisionottcome for a verification or identification transaction.

In the case qf verification, the probes are considered to match a compared reference when (assy
that highers ofes correspond to greater 51m11ar1ty) the Comparlson score exceeds a specified thres
A biometric
multiple attempts.

ming
hold.
pquire

In the case of identification, the enrolee reference is a potential candidate for the subject when
(assuming that higher scores correspond to greater similarity) the comparison score exceeds a specified
threshold, and/or when the comparison score is among the predetermined number of ranked values
generated during comparisons across the entire database. The decision policy may allow or require
multiple attempts before making an identification decision.

NOTE Conceptually, it is possible to treat multibiometric systems in the same manner as unibiometric
systems, by treating the combined captured biometric samples, references or scores as if they were a single
sample, reference or score and allowing the decision subsystem to operate score fusion or decision fusion as and
if appropriate. (See also ISO/IEC TR 24722.))

© ISO/IEC 2021 - All rights reserved


https://iecnorm.com/api/?name=cf7e6be4c7f05a9dcd0c513c3aea4d60

ISO/IEC 19795-1:2021(E)

6.2.7 Administration subsystem

The administration subsystem governs the overall policy, implementation, configuration and operation
of the biometric system. [llustrative examples include:

a)

b)
‘)
d)
e)
f)
g)
h)

NOTH The administration subsystem is not portrayed in Figure 1.

6.2.8| Interface to external application

interacting with the subject including providing guidance feedback to the subject during and/or
after data capture, and requesting additional information from the subject;

storing and formatting of the biometric references and/or biometric interchange data;

providing final arbitration on output from decision and/or scores;

sptting threshold values;
setting biometric system acquisition settings;
dontrolling the operational environment and non-biometric data storage;

fdroviding appropriate safeguards for subject privacy and subject data sécurity; and

—n

hteracting with the application that utilizes the biometric system,

The Biometric system may or may not interface to an external application or system via a fveb services

interface, an API, a hardware interface or a protocol interface.

NOTH The interface to external application is not pertrayed in Figure 1.
6.3

6.3.1] Enrolment

Functions of general biometric system

In enfolment, a transaction by a.capture subject is processed by the system in order to generate and

storelan enrolment reference forthat individual.

Enrolment typically involyes:

a)
b)

)
d)

e)

f)

g)

h)

wn

ample capture;
spmple optimization or enhancement;
segmentation;

feature extraction;

quality checks (which may reject the sample/features as being unsuitable for creating a reference,
and require capture of further samples);

presentation attack detection checks (which may reject the sample/features as being ineligible for
use as an enrolment reference);

(where system policy so requires) comparison against existing biometric references to ensure the
subject is not already enrolled;

reference creation (which may require features from multiple samples) and possibly generation of
a database index;

storage of the biometric reference data record, possibly after conversion to a biometric reference
data interchange format;
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j) test verification or identification attempts by the capture subject to ensure that the resulting
biometric reference is usable; and

k) allowing repeat enrolment attempts, should the initial enrolment be deemed unsatisfactory
(dependent on the enrolment policy).

6.3.2 Verification of a positive biometric claim

In applications such as access control, a transaction by a subject may be processed by the system in
order to verify a positive specific claim about the subject’s enrolment (e.g. “I am enrolled as subject
X"). Note that some biometric systems allow a single subject to enrol more than one instance of a
biometric chy TSt —ITITT i TiST hile
a fingerpring system may require enrolment of additional fingers for fallback in case a primaryfi
damaged).

Verification pf a specific positive claim typically involves:
a) sample ¢apture;

b) sample ¢ptimization or enhancement;

c) segmenfation;

d) feature ¢xtraction;

e) quality rhecks (which may reject the sample/features aseing unsuitable for comparisor], and
require fapture of further samples);

f) presentation attack detection checks (which may rejectthe sample/features as being ineligibjle for
use)

g) probe creation (which may require features from multiple samples), possible conversion into a
biometrjc data interchange format;

h) comparison of the probe and the reference for a biometric claim producing a comparison scorg;

i) determipation of whether the biometric features of the probe match those of the reference hased
on whether the comparison score exceeds a threshold (in cases where higher scores correspdnd to
greater gimilarity); and

j) decision to verify a claimi based on the comparison result of one or more attempts as dictated by
the decifion policy.

The verification function-either accepts or rejects the specific positive claim. The verification de¢ision
outcome is cpnsidered’'to be erroneous if either a false claim is accepted (false accept) or a true clgim is
rejected (falfe reject). In this application, a false acceptance occurs if the submitted sample is wrpngly

matched to 3 stored reference not created by the data subject. A false rejection occurs if the submitted
sample is no&ma%eheﬁeﬂ—refefeﬁee—ae&k&erreﬁed—by—%he&aﬁwbjeﬁ.—nr

NOTE Verification of an unspecific positive claim is also quite possible with a biometric system. Such
applications have been called “PIN-less verification” because no PIN or other identifier was necessary to establish
that the data subject was indeed enrolled in the database. The process is as above through steps a) - g). However,
steps h) - j) are somewhat different when the claim is unspecific:

h) comparison of the probe against all the references producing a score for each comparison;

i) determination of whether the biometric features of the probe match those of any reference based
on whether the comparison score exceeds a threshold (in cases where higher scores correspond to
greater similarity); and

j) decision to verify a claim based on the comparison results of one or more attempts as dictated by
the decision policy.
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6.3.3 Identification

In identification, biometric samples from a capture subject are processed to generate a probe, and the
enrolment database is searched to return identifiers of references similar to that probe. Identification
provides a candidate list of identifiers containing zero, one, or more identifiers. Identification is
considered correct when the subject is enrolled and an identifier for their enrolment is in the candidate
list. The identification is considered to be erroneous if either an enrolled subject’s identifier is not in
the resulting candidate list (false-negative identification error), or if a transaction by a non-enrolled
subject produces a non-empty candidate list (false-positive identification error).

Identification typically involves:

a) spmple capture;

b) spmple optimization or enhancement;
c) segmentation;

d) fgature extraction;

e) duality checks (which may reject the sample/features as being(unsuitable for comparison, and
require capture of further samples);
f) presentation attack detection checks (which may reject thé-sample/features as being neligible for
se);
g) pgrobe creation (which may require features from mudtiple samples) and possible convlersion into a
iometric data interchange format);
h) mparison against some or all references in.the enrolment database, producing a s¢ore for each
mparison;
i) etermination of whether each compared reference is a potential candidate identifier for the
pture subject, based on whether;thie comparison score exceeds a threshold and/or |s among the
ighest ranked scores returned,. producing a candidate list (higher scores corresporld to greater
similarity); and
j)  an identification decisionbased on the candidate lists from one or more attempts, as dictated by

—

he decision policy.

6.4 |Enrolment, verification and identification transactions

The ljve acquisjtion processes for enrolment, verification or identification transactions cpnsist of one
or mgre capturé attempts as allowed or required by the corresponding decision policy. Each capture
attemppt maysconsist of one or more presentations dependent on sensor operation, polidy on sample
quality,ahd any settings limiting the number of presentations or time permitted per attenypt.

EXAMPEE-+—Whemradecistonrpoticy altows-threeattemptsto-verify,atransactionconsistsof onie attempt, or
two attempts if the first attempt is rejected, or three attempts if the first two attempts are rejected.

EXAMPLE 2  The enrolment process often requires the enrolee’s biometric characteristics to be presented
multiple times.

EXAMPLE 3  Some verification systems process a sequence of samples in a single attempt, for example: (a)
collecting samples over a fixed period to find the best matching sample; or (b) collecting samples until either a
match is obtained or the system times out.

EXAMPLE4 Some biometric identification systems capture multiple samples from an individual and
consolidate the results of biometric searches of each sample into a single candidate list. Typical cases are the use
of multiple fingers in fingerprint identification, and the use of multiple frames in face recognition from video.

Figure 2 illustrates the relationship between presentations, attempts, and transactions.
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One or more One or more attempts

presentations may be may be necessary or

necessary or permitted to permitted to constitute a

constitute an attempt. For transaction, depending

certain systems, on whether the system Capture subject

presentations and requires or allows interaction with a

placements are multiple samples of a consists of a sequence

equivalent. biometric characteristic. of transactions.
Presentation 1 l Attempt 1 l Transaction 1
Presentation 2 Attempt 2 Transaction 2
Presentation N Attempt N Transag‘@? N

S S

Ih a typical decision In a typical decision

policy, failure to acquire policy, an inability to

biometric data sufficient enrol or match

tp constitute an attempt subsequent to N

after N presentations attempts constitutes a

represents a failed failed transaction.

attempt.

Figure 2 — Presentations, attenpts and transactions

6.5 Performance measures

6.5.1 Errqr rates

In a biometrjic system, fundamental-€xrors encompass comparison errors (false match and falsgq non-
match) and |reference/probe creation errors (failure-to-capture, failure-to-extract, failure-to4{enrol
and failure-fo-acquire). Fundamental errors combine to form decision errors for verification and
identificatioh systems. How_théese fundamental errors combine to form decision errors depends{upon
the number ¢f comparisons'tequired or allowed, whether there is a positive or negative biometric ¢laim,
and the decision policy,

6.5.2 Throughputrates

6.5.2.1 Throughput rates measure the number of subjects that can be processed per unit time based
both on computational speed and human-machine interaction. Throughput rates for verification
systems, such as those for access control, are usually determined by the speed of subject interaction
with the system in the process of submitting a sufficient quality biometric sample. Throughput rates
for identification systems, such as enrolment in a social service program, can also be affected by the
computational processing time required to compare a captured sample to the biometric reference
database. Therefore, depending on the application, it may be appropriate to measure the interaction
times of subjects with the system and also the processing rate of the computational hardware as a
function of the number of stored references. Further, in operational use, actions required subsequently to
the biometric application decision (e.g. proceeding through a gate, opening a door, exiting a station) may
affect the ability of the next subject to interact with the system. Measurement of throughput should take
account of these additional actions which can vary depending on the biometric system decision.

NOTE Actual benchmark measurement of computer processing speed is covered in texts such as Reference
[2] and is considered outside the scope of this document.
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6.5.2.2 Measurement of the speed of subject interaction requires a precise definition of the actions
indicating the initiation and termination of the transaction. This definition should be determined prior to
the start of the test and noted in the test report. The test report should also include a brief listing of the
actions of the capture subjects included in the transaction.

EXAMPLE

allowing multiple attempts.

6.5.3 Types of performance testing

It is possible to measure throughput for sample acquisition only, or for recognition transactions

6.5.3.1 Biometric technical performance testing can be of three types: technology, scenario or

oper

6.5.3
biom

corp

tuning purposes prior to the test, the actual testing needs to be done on data-that has not pr¢

seen

is fixe
depe

6.5.3
envir
biom
being
envir

well

can b

6.5.3
envir
operd
operg

data
adm

Anne

dtional.
2 In a technology evaluation, testing of one or more algorithms is carried’ out on
btric samples. The corpus may be collected as part of a test, or it may be a“previou
ys available to the experimenter. Although example data may be distributéd for deve
by algorithm developers. Testing is carried out using offline processing of the data. A
ed, the results of technology tests are repeatable. Nonetheless, pérformance against t
ndent on both the environment and the population in which it is€ellected.

3 In a scenario evaluation, testing is carried out against'one or more complete s
bnment that models a real-world target application ofyinterest. Each tested system
btric capture device and so receives slightly different data. Consequently, if multiple
compared, care is required to ensure that data,collection across all tested systems i
bnment with the same population. Dependingon test requirements, testing can invo
s online processing of data. Test results are tepeatable only to the extent that the mode
e carefully controlled.

g

4 In an operational evaluation,, testing is typically online for consistency with th¢
bnment (unless the systems under test process data in an offline fashion). Rep
tional test results can be limited due to unknown and undocumented differen

subjects can be difficult-torascertain, particularly under unsupervised conditions w

inistrator, test observer, or-operational personnel present.

ix A summarizes the\different characteristics of the different types of evaluations.
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in the same
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tional environments. Furthetimore, “ground truth” on the identities and behaviours of the biometric

ithout a test

7 Rlanningthe evaluation

7.1 |General

7.1.1~ Asthe first step in an evaluation, the experimenter shall determine:

a) the systems / application / environment / population to be evaluated;

b) the aspects of performance to be measured; and

c) how adataset for evaluating performance is to be created or identified (i.e. which is the appropriate

evaluation type: technology, scenario, or operational?).
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These decisions form the basis for developing an appropriate test protocol, specifying appropriate
environmental controls, test subject selection and test size.

NOTE Sometimes the choice of evaluation type is determined by the availability of suitable databases of test
samples for a technology evaluation, or of an installed system for an operational evaluation. Circumstances also

existin which all three types of testing are carried out sequentially, perhaps gradually narrowing down modality
options and systems under consideration for the eventual deployment of a biometric system.

7.1.2 The test protocol may need to reflect system and application-specific differences such as:

a) differences in environments;

b) differenftes in capture subject populations (e.g. differences in subject habituation);

c) differenfes in biometric modalities (e.g. due to different modalities being affected y- different
environnental conditions, and the differences between testing of predominantly behaviourdl and
predominantly physiological biometrics);

d) differenfes in the performance metrics of interest (e.g. overall performance of verifidation
applicatjons and identification applications are measured differently); and

e) additionfal problemsin establishing the ground truth for identification systems (where identifidation
transactlions are not accompanied by a specific biometric claim).

7.1.3 This|document provides the basic principles for conducting and reporting a performance
evaluation. (ther parts of the ISO/IEC 19795 series provide guidance and requirements for testd with
specific evalfiation types, biometric modalities and target applications.

7.2 Determine information about the system

The experimenter shall determine the following information about the system or systems to be tested
in order to plan appropriate data collection procedures.

a) Does the system log transaction information? If not, then this information shall be rec¢rded
manuallly by the test subject, test administrator or test observer.

b) Does the system save biometric ;samples or features for each transaction? This is necessary if
comparison scores based on.data collected during the test are to be generated offline.

c) Does the¢ system return comparison scores or just accept or reject decisions? In the latter|case,
data maly have to be collected at a variety of threshold settings to generate a DET (see 8.23). If
comparison scores.dre returned, what information is available regarding parameters and scale?

d) Is the vlendor’s.SDK available? Offline generation of mated and non-mated comparison sicores
requireq useof'software modules from the SDK for:

1) generating references from enrolment camp]pc;

2) generating probes from recognition samples; and
3) determination of comparison scores between probes and references.

e) Are system modifications required for testing? Will required modifications alter system
performance characteristics?

f) Does the system generate independent references? The correct procedures for collecting or
generating non-mated comparison trials are different if references are dependent (see 8.4.11).

NOTE An independent reference is one whose content and composition are not determined or informed
by the content and composition of any other references.
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g) Doesthe system use algorithms that adapt the reference after successful verification? In such cases,
consideration shall be given as to how much reference adaptation should occur prior to measuring
performance and also whether non-mated comparison trials are likely to adversely affect the
references (see 8.4.5).

h) What are the recommended image quality and comparison score thresholds for the target
application? These settings affect the quality of presented samples and error rates.

i) Are the expected approximate error rates known? This information can help in determining
whether the test size is appropriate (see B.1).

j)  What are the factors that influence performance for this type of system? These shall be controlled
dr documented (see 7.3).

k) Does performance depend on the number of enrolled references? This iscthe cdse for most
iflentification systems, but also for some verification systems, such as thoese”execpiting cohort
gnrolment, or those embedding a one-to-many search within the verificatiénprocess.

7.3 |Controlling factors that influence performance

7.3.1] Biometric system performance figures can be highly application-, environment- and population-

depepdent. Annex C provides a list of population, application, environmental and systeny factors that

have peen found to affect the performance of one or more types.of biometric system.

7.3.2| Factors influencing the measured performance shall be explicitly or implicitly dividgd into one of

four ¢lasses for control:

a) fhctors incorporated into the structure of the.experiment (as independent variables) [so that their
fossible effects can be observed, reported and analysed;

b) fhactors controlled to become part ofithe experimental conditions (unchanging thrjoughout the
evaluation);

c¢) fhctors randomized out of the éxperiment; or

d) factors judged to have negligible effect, which are ignored. Without this final dategory, the
experiment becomes unnecessarily complex.

How fthese factors are/te-be controlled shall be decided in advance of data collection. Thi$ can involve

some|preliminary teSting of systems to determine which factors are most significant and which may be

safely ignored. In_determining which factors to control, there can be a conflict between the needs for
internal validity/(i:e. differences in performance are due only to the independent variableg recorded in
the study) and external validity (i.e. the results truly represent performance on the target ppplication).

EXAMPLE Suppose we are comparing the performance of two systems and are concerned over whether the

skill dr'pefsonality of the test administrator affects performance. Possible ways to control this fagtor are: a) to

design the experiment to measure the performance differential between supervisors as well as between systems;
b) to use only one supervisor, or to carefully script the supervisor/subject interaction to be as consistent as
possible throughout the experiment; c) to allocate enrolment attempts randomly among all supervisors, thereby
avoiding any systematic bias; or d) if there is prior evidence that differences between test administrators are
small compared to the differences between systems, the experiment is permitted to ignore this factor.

7.3.3 For technology testing, a generic application and population may be envisioned, ensuring that
the tests are neither too hard nor too easy for the algorithms being evaluated.

7.3.4 For scenario testing, a real-world application and population should be specified and modelled
in order that the biometric system can be tested on representative subjects in a realistic environment.
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7.3.5 In operational testing, the environment and the population are determined in situ with little
control over them by the experimenter.

7.3.6 In scenario and operational testing, any adjustments to the devices and their environment
for optimal performance (including quality and decision thresholds) should take place prior to data
collection. Stricter quality control can result in fewer false matches and false non-matches, but a higher
failure-to-acquire rate. The decision threshold also needs to be set appropriately if a comparison decision
is presented to the capture subject — positive or negative feedback can affect subject behaviour. Vendors

may advise on the optimal environment and trade-off between settings.

data for maf
commensure
be as long ag

NOTE So

e-related changes in the biometric characteristic and its presentation. Collection of {
ed comparison trials shall therefore be separated in time from enrolment,by an int

te with the target application. If this interval is not known, then separation’ in time s
is practicable.

Inetimes the elapsed time since enrolment is one of the controlled expérimental factors, req

collection of fnultiple samples over time. This enables a longitudinal analysis of th€ factors such as habity

template agei
See 9.7.1.

hg, and the stability/permanence of biometric characteristics overthe timespan of the exper

7.4 Test subject selection
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should come

7.4.2 The
used to deve

7.4.3 The
performancg
from a targe

7.4.4 Recr
People with
be necessar
possible and
consideratio

originally from a test population or crew.

test crew shall not include people whose biometric characteristics have previously
op or tune the biometric system bejng tested.

crew should be demographically similar to that of the target application for \

population. In other cases,'volunteers can have to be relied upon.

hiting the crew frdm volunteers without imposing adequate controls can bias the
disabilities, for imstance, could be under-represented in the sample population. |
 to select from~those volunteering to ensure that the test crew is as representati
reflects the diversity of potential users. Target population approximation is an impd
h in ensuring the predictive value of tests.

7.4.5 Enro

nient and recognltlon are normally carrled out in different sessmns separated by

d the
les to
rates
brobe
erval
hould

hiring
ation,
ment.

the enrolment and recognition functions require input signals or images. These samples

been

which

will be predicted from test'results. This is the case if test subjects are randomly selected

tests.
t can
ve as
rtant

days,

weeks, month - ) over
a long period is dlfflcult to flnd and it should be expected that some test sub]ects drop out between
sessions.

7.4.6 The test crew should be appropriately instructed so that their actions and behaviour follow
that of the target application. If test subjects become bored or fatigued with routine testing, they can be
tempted to experiment or be less careful. The experimenter shall consider test subject engagement as
part of test design.

7.4.7 For applications where capture occurs without deliberate presentation, test subjects should
ideally behave as if they were unaware of sample capture as it occurs. This may be achieved by passively
capturing data over an extended period and by using RFID tags to establish test subjects’ correct identifier
without needing their input.
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7.4.8 Prior to testing, test subjects should be fully informed about test duration, data collection
procedures, how test data is used and disseminated, and how many sessions are required. Regardless of
the use of the data, the identities of the crew should never be released by the experimenter. Test subject
data management shall follow local regulations about data and privacy protection. These regulations
may enforce, for example, the full disclosure of information and signature of consent form before taking
part in an experiment and may also enforce that all acquired data are strictly anonymized.

NOTE For some types of testing, e.g. operational testing of covert identification systems, informing test
subjects is impractical or presents a risk of altering their behaviour, thereby invalidating the collected results.

7.4.9 If it is necessary to use artificially generated samples or features (including those created
by mpdifying real dataJ such use shall be reported and justiiied, and the method of geheration and
assurpptions regarding appropriateness shall be described. Results for synthetic and non-synthetic data
shall pe reported separately, and results for mixed synthetic and non-synthetic data-shall report details
of th¢ mixture.

NOTE The use of artificially generated images improves the internal validity~of technology evaluations,
as all|the independent variables affecting performance are controlled. Howevern, external validity is likely to
be redluced. The database is also likely to be biased in respect of systems that'maddel the biometrjc images in a
simildr way to that used in their generation.

7.5 |Test size

7.5.1] General

The 4
how

fions, affects
[ts are likely

cale of an evaluation, in terms of the number of test subjects, instances and transac
hccurately error rates are measured. The larger the test, the more accurate the resu

to be
to th
overs

Rules such as the Rule of 3 and Rule of 30 (described in B.1) may be used to provide 1
e number of attempts or transactions neéded for a given level of accuracy. However
tate the confidence associated with biometric results. They assume that error rates

bwer bounds
these rules
are due to a

single source of variability, which is not generally the case with biometrics.

NOTE As the test size increases, the\variance of estimates decreases, but the scaling factor d
sourcp of variability. For example, subjects can have differing error ratesl3], giving a component of
scaleq as 1 / (number of test subjects) instead of 1 / (number of attempts). This effect is discussed

in Anpex B.

bpends on the
variance that
n more detail

7.5.2| Collecting multiple recognition transactions per test subject per system

7.5.2
Circu

1 The evaluation may collect multiple transactions from each test subject
mstances in-which several transactions should be collected from each subject per syste

per system.
m include:

testing'the effects of ageing, habituation, and other systematic variations;

testing of systems using reference updating;

testing the extent to which different subjects have different individual error rates; or

when the transaction is not fully defined prior to testing, e.g. to determine how varying the number
of attempts per transaction alters performance.

NOTE If the cost and effort of obtaining and enrolling the test crew does not have to be considered, the ideal
test has many test subjects, each making a single transaction. This provides independence between transactions.
Ten probe-reference pairs from each of 100 people is not statistically equivalent to a single probe-reference from
each of 1000 people and does not deliver the same level of certainty in the results. However, for cost and time
efficiency, it is significantly easier to get existing enrolees to return than to find and enrol new test subjects.
Furthermore, whenever a transaction is made, collecting additional transactions at the same time requires only
marginally more effort. Despite the correlations between such multiple transactions, it is often the case that
using multiple transactions from fewer test subjects produces a smaller uncertainty in test results than a trial of
equal cost using a single transaction from slightly more test subjects.
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7.5.2.2 The number and frequency of test transactions collected per test subject should be consistent
with the target application. Use of multiple transactions per system would be inappropriate in tests
where the capture subjects are expected to be unfamiliar with the device or biometric application.

NOTE Capture subject behaviour is likely to vary with each successive attempt due to increased familiarity
with the device or feedback of the comparison decision. For example, the first attempt by a capture subject is
possibly more likely to fail than their following attempts. As a result, the observed false reject rate depends
on the pattern of attempts per subject, as defined by the test protocol. Generally, error rates are measured not
only over the target population, but also over the types of attempt a subject reasonably makes. Averaging over
multiple attempts helps in this case. However, there is the possibility that altering the number and pattern of
attempts per subject affects subject behaviour enough to significantly alter the measured error rates.

7.5.3 Reqpirements on test size

The number|of test subjects is more significant than the total number of test transactions in/determining
confidence lg¢vel associated with test results.

a) The crey shall be as large as practicable. The measure of practicality is likely to-be the expemse of
crew re¢ruitment and management.

b) A given |evel of accuracy and confidence level required for the biometric. performance test shall be
determihed as appropriate. Sufficient transactions shall be collected pér test subject so that the
total number of transactions exceeds that based on the level of aecuracy and the confidence] level
determiphed. Rules such as the Rule of 3 and Rule of 30 may be used to determine the test sizg. If it
is possilble to collect transactions made by the same subject omdifferent days, or with the sybject
using different instances (provided that the additional instdnces are representative of normal use),
doing sd can help reduce the dependencies between transaetions by the same individual.

NOTE 1 | Use of the little finger is probably not representative of normal use of a fingerprint system, and
the resulting error rates will be differentl4l. Similarly, an inverted left hand is not representative in afright-
handed Hand geometry system.

c) Once data has been collected and analysedthe uncertainty in the performance measures shpll be
estimatg¢d.

NOTE 2 | The law of diminishing retutns applies: a point will be reached where errors due to bips in
the envifonment used, or in test subject’selection, exceed those due to size of the crew and number of t¢sts.

7.6 Multiple tests

7.6.1 The [ost of data eollection is such that it can be desirable to conduct multiple tests with one
data collectipn effort. Technology evaluation allows for this. A single corpus may be collected for dffline
testing of njultiple comparison algorithms. In effect, this decouples the data collection and signal
processing sfibsystems. This is not problem-free however, as these subsystems are usually not compjetely
independent. For.ihstance, the quality control module, which can require the data collection subsystem
to reacquire|the/image, is part of the signal processing subsystem. Furthermore, image quality can be
affected by the device-specific user interfaces that guide the data collection process. Consequently, offline
technical evaluation of algorithms using a common corpus might not reflect total system performance
and might favour some systems over others.

7.6.2 Scenario evaluations of multiple systems can also be conducted over the same period by having a
test crew use several different devices or scenarios in each session. However, this approach requires care.
For example, as test subjects move from device to device, it is possible for habituation or acclimatization
on one device to improve or worsen the presentation made on the subsequent device. To equalize such
order effects over all devices, the order of their presentation to each test subject should be randomized.
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8 Data collection
8.1 Avoidance of data collection errors

8.1.1 Collected biometric samples or features are properly referred to as a corpus. The information
about those biometric samples or features and the subjects who produced them is referred to as the
metadata. Both the corpus and the metadata can be corrupted by human error during the collection
process. Errors attributable to mistakes in the collection process can easily exceed errors attributable
to the biometric system. For this reason, extreme care shall be taken during data collection to avoid both

corpus errors (wrongly acquired sample) and metadata errors (mislabelled sample).

EXAM

PLE1 Possible causes of corpus errors include: a) test subjects using the system incorrectl

the lifnits allowed by the experimental controls), such as mistakenly using a fingerprint scanner

and b
imagg

EXAM

typin
index

8.1.2
test 3
be ug
the p

acquired sample, objective criteria shall be set in advancé. Any unusual circumstance surfy

colleq

8.1.3

cases where a blank or corrupt image is acquired if the subject enters a PIN, but moves.on b
is captured.

PLE 2  Possible causes of metadata errors include: a) test subjects being issued with the
b errors in PIN entry; and c) test subjects using the wrong body part, e.g, sing a middle fin
finger is required.

Data collection software minimizing the amount of data.requiring keyboard e
dministrators or test observers to double-check entered data and built-in data redu
ed. Test administrators/observers shall be familiar with the correct operation of thg
pssible errors to guard against. To avoid a variable,interpretation of what constitut

tion effort, and the transactions affected, shall b€ decumented by test administrators/

Even with precautions, some data collection errors are likely to be made, adding u

the
red
biom
offer

uli

btric algorithm. In this respect, systems that can save biometric samples and/or transaction logs

easured test results. After-the-fact correction of corpus or metadata errors should
dancies built into the collection system ahd should not be solely reliant on the outputs

more scope for error correction than systems where all the details have to be recorded

y (and outside
upside down;
efore a proper

wrong PIN; b)
ger when the

nlf]ry, multiple

dancy shall
system and
bs a wrongly
ounding the
bbservers.

ncertainty to
be based on
of the tested

manually.

8.1.4 Test administrators/obsérsvers shall not manually discard nor use an automated njechanism to
discafd samples collected fof evaluation purposes unless the samples conform to a set off formal, pre-
determined, documented,and reported exclusion criteria. The number of samples so exclyded shall be
repoited.

EXAMPLE Exclude-fingerprint sample if captured area is less than 0,25 cm?.

8.2 |Data and'details collected

8.2.1| <Phe data that can be collected automatlcally depends on the blometrlc system 1mlementation
Syste ding details

of claimed 1dent1ty and comparlson and quahty scores. Thls minimizes the amount of data recorded by

hand

and the potential for transcription errors.

If systems save biometric samples, this brings the following advantages:

a) enrolment references and comparison scores can be generated offline, provided that a compatible
SDK or API is available. This allows for a full cross-comparison of probes and references, giving a
higher number of comparison scores;

b) the collected images may be reused to evaluate algorithm improvements or (provided the biometric
samples are in a suitable format) to evaluate other algorithms in a technology evaluation; and

c) potential corpus or metadata errors may be checked by visually inspecting the images or through

examining the transaction log.
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8.2.2 Many biometric systems do not save samples or references, or automatically log all attempts,
in their normal mode of operation. With vendor co-operation, it can be possible to incorporate this
functionality into an otherwise standard system, but care should be taken that system performance is
not affected. For example, the time taken in logging biometric samples or features can slow the system
and affect subject behaviour. If biometric samples or features cannot be saved, enrolment, mated and
non-mated, comparison trials shall be conducted online, and results recorded manually if necessary. This
shall require closer supervision by the test administrators/observers to ensure that all results are logged
correctly.

8.2.3 Some systems do not return comparison scores, but just a match or non-match decision at the

current secu

rity setting. If the test protocol requires generation of a DET, results of mated and non-n

nated

comparison
on the appr
“medium” ar
testing, each
setting.

To ensure th
threshold, tg
lenient settil
comparison

8.2.4 The

protection. T
their sample
can be time-

8.3 Enrol

frials shall be collected or generated at multiple threshold settings. The vendor may. d
ppriate range of thresholds. The selected values for the threshold (which could:be

d “high”) may parameterize the DET in place of the decision threshold. In the case of ¢
test subject shall execute the required number of transactions at each chesen se

at the effects of multiple attempts are not confounded with those of.changing the de
st protocols shall not allow mated comparison trials to be made at progressively
ngs, stopping when a match is obtained. Similarly, test protocaol§shall not allow non-n

Hata collection plan should comply with applicable regulation(s) regarding data and pt
he data collection plan may need to include a mechanism’'whereby a test subject may re
s and biographical information to be expunged frem ‘the system. Otherwise, such redz
consuming and error-prone.

ments

8.3.1 Enr¢lment transactions

8.3.1.1 Ea

'h test subject should enrol only-once per system, though an enrolment may generate

dvise
‘Tow”,
nline

furity

rision
more
hated

frials to be made at progressively stricter settings, stopping-ence a non-match is obtajined.

ivacy
quest
ction

more

than one refé
face poses).
maximum n
multiple enr

rence within the enrolmenttecord (for example a reference for each fingerprint, or my
Multiple attempts may beévallowed to achieve one good enrolment, with a predeterr
imber of attempts or-maximum elapsed time. Care shall be taken to prevent accic
blments.

Itiple
nined
ental

8.3.1.2 Soinetimes it istappropriate to test performance of identification systems in which sul
can have multiple biometric reference data records. In such cases the number of test subject
multiplicitie$ of biondetric reference data records shall be reported with the test results.

hjects
5 and

b

8.3.1.3 Wifhsome blometrlc modalltles a capture sub]ect can present different blometrlc instancq
up to ten finge : d
to the experlmenter an evaluatlon may treat enrolment of dlfferent 1nstances from the same 1nd1v1dual
as separate enrolments. This practice shall be consistent with the intended mode of operations of the
system under test. The experimenter shall document and report on such usage. Multiple enrolments
from the same test subject in a given system shall not be considered equivalent to enrolment of different
test subjects, e.g. for the purpose of achieving a level of statistical significance. See also 8.4.1.3.

8.3.1.4 Practice mated comparison trials may be performed immediately subsequent to enrolment to
ensure that the enrolment samples are of sufficient quality to later match, and to familiarize test subjects
with the system. Scores resulting from such practice trials should not be recorded as part of the mated
comparison trial record.
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8.3.2 Enrolment conditions

8.3.2.1 Enrolment conditions should model the target application enrolment. The taxonomyl(3] of the
enrolment environment determines the applicability of the test results. Vendor recommendations should
be followed, and the details of the environment should be noted. Environmental conditions during
enrolment require special attention. It is possible for conditions such as background noise in the case of
speaker verification, or ambient lighting in the case of iris or face recognition systems, to reduce enrolment
quality, impact enrolment error rates and impact resultant recognition rates. Of particular concern for
systems with optical elements is light falling directly on the sensor, and uncontrolled reflections from the
body characteristic being imaged. Lighting conditions should reflect the target application environment
as closely as possible. Test results generated under one environmental condition often differ from those
generated under different environmental conditions.

8.3.2{2 Every enrolment shall be carried out under the same general conditions: The ga

al should be

to coptrol presentation effects and channel effects so that such effects are either uniform gcross all test

A famous example is the “Great Divide” in the KING speech cérpuslél. About halfwa
ion, for a reason nobody now remembers, the recording equipmentfad to be temporarily

later reassembled according to the original wiring diagrams;\nonetheless the freque
charagteristics were slightly altered, creating a divide in the data@nd complicating the scientif
algorithms based on the data.

8.3.2
syste
for s

provi

3 As the tests progress, a test administrator €an gain additional working know

m, which could affect the way later enrolments dre €arried out. The enrolment process
pervisor intervention shall be determined in*advance and adequate supervisor trai
ed.

8.3.3] Enrolment failures and presentation errors

8.3.3[]1 The biometric system can, reject some enrolment attempts on the basis of quality.
quality control modules for systems requiring multiple images for enrolment can reject tr3
whicl presentation quality variés’significantly. Other quality control modules reject single
images. If these modules allow) for tuning of the acceptance criteria, vendor advice should
All ejrolment quality scores should be recorded. Advice on remedial action to be taken with
who fail an enrolment attempt shall be predetermined as part of the test plan.

NOTH Biometrig.sample quality is discussed in the ISO/IEC 29794 series (Parts 1, 4, 5 and 6).
8.3.3
repot
and 1

2 The proportion of test subjects failing to enrol at the chosen criteria shall be 1
ted as'the failure-to-enrol rate. If possible, the reasons for enrolment failure should alsq

ned because

y through the
Hisassembled.
ncy response
ic analysis of

ledge of the
and criteria
hing shall be

For example,
insactions in
poor-quality
be followed.
test subjects

ecorded and
be recorded
ble could not

eported (e.g. those without the required biometric characteristics, cases where a sam
N Jures /excent] ;

be ac
practice attempts).

lly verify in

8.3.3.3 Not all quality control is automatic. Intervention by the test administrator can be required
if the enrolment biometric characteristic presented was erroneous according to some predetermined
criteria. For instance, during enrolment test subjects can present the wrong finger, hand or eye, recite
the wrong enrolment phrase or sign the wrong name. This data should be removed, but a record of such
occurrences shall be kept.

8.3.3.4 Recognition testing subsequent to enrolment can reveal incorrectly captured enrolled
references (for example, the wrong finger position was captured). Data editing to remove such enrolments
can be necessary, but the effect of this on resulting performance shall be fully reported.
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8.4 One-to-one comparison trials
8.4.1 General

8.4.1.1 The sampling plan shall ensure that the data collected are not dominated by a small group of
excessively frequent, but unrepresentative subjects.

8.4.1.2 Mated comparison trials involve test subjects submitting samples to be compared against their
own enrolment references. Non-mated comparison trials involve test subjects submitting samples to be
compared against biometric references from different biometric data subjects.

8.4.1.3 In the cases where different instances from the same individual are being treated as sefarate
enrolments (see 8.3.1.3), non-mated comparison trials shall not include intra-individual ¢omparjsons.
Intra-individual comparisons are not equivalent to inter-individual comparisons. Moreover, in gnline
use, it is all foo easy for an individual to mistakenly present the wrong enrolled instance erronegously
recording a fplse match.

EXAMPLE 1 | The left index and middle fingerprints from a given test subject gan share similaritiep that
increase matgh rates relative to fingerprints from different people.

EXAMPLE 2 | The vascular patterns of left and right palms from a givén)test subject have a different
‘handedness’ pnd are less similar than vascular patterns of the right palm from two different tests subjectg.

8.4.1.4 The type of evaluation often determines whether an ornline or offline approach for compdrison
trials is used}:

— Intechnplogy evaluation, comparison trials shall be.conducted offline.
— In scenalrio evaluation, comparison trials shall bexconducted online.
— In operdtional evaluation, comparison trials;shall be conducted online.

— Sometinpes the system tested in a scenario or operational evaluation is able to save probg¢ and
referende data. In such cases, if the system is also able to operate offline, or if the appropriat¢ SDK
is availapble, the saved data may be'used to generate additional offline comparison trials repprted
alongside the online results.

8.4.2 Collgction conditions

Comparison|trial data shall be collected under environmental conditions that closely approx{mate
those of the| target application. This test environment shall be consistent throughout the collgction
process. Thg motivation of test subjects, and their level of training and familiarity with the system,
should also mirrerthat of the target application. Non-mated comparison trials shall be made undegr the
same conditjods as mated comparison trials.

The collection process should ensure that presentation effects and channel effects are either uniform
across all subjects or randomly varying across subjects. If the effects are held uniformly across subjects,
then the same presentation and channel controls in place during enrolment should be in place for the
collection of the test data. Systematic variation of presentation and channel effects between enrolment
and test data can lead to results distorted by these factors. If the presentation and channel effects are
allowed to vary randomly across test subjects, the experimenter should analyse results and report on
any correlation in these effects between enrolment and comparison sessions.

8.4.3 Frequency of use

In the ideal case, between enrolment and the collection of comparison trial data, test subjects should
use the system with the same frequency as the target application. However, this might not be a cost-
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effective use of the test crew. It could be better to forego any interim use, but allow re-familiarization
attempts immediately prior to comparison trials.

8.4.4

Systems performing optimization based on enrolled references

For systems that implement techniques such as score normalization based on the enrolled references
to improve comparison performance, a sufficient number of test subjects should be enrolled prior to
undertaking mated and non-mated comparison trials.

8.4.5

Systems performing reference adaptation

For systems that adapt the reference after successful verification, some interim use betweg
and dollection of mated comparison trial data can be appropriate. The amount of such
d be determined prior to data collection and should be reported with results.

shou

Refer
non-i

8.4.6

Great

ence adaptation should be disabled during non-mated comparison trials..If this is
hated comparison trials shall be delayed until all mated comparison trials)are comple

Processes for data entry errors and system misuse

care shall be taken to prevent data entry errors and to dogitnent any unusual ci

surrd

remao;

8.4.7

Capture subjects are sometimes unable to givea usable sample to the system as determit]

the t
failun
meas|
quali

NOTE
strict

slopp

8.4.8

All a
meas|

Trans

should
Ever{effort shall be made by test personnel to discourage(hese activities; however, data

unding the collection. Keystroke entry on the part of both test subjects and test ad
be minimized. Data can be corrupted by test subjects-who intentionally misuse

ed from the corpus unless external validation of th€ misuse of the system is availabl

Failures to acquire

bst administrator or the quality control module. Test personnel should record inf
e-to-acquire attempts where theses;would otherwise not be logged. The failure-to-

'y thresholds should be set in a¢cordance with vendor advice.

Quality threshold (and-decision threshold) settings can influence the behaviour of cap

ness. The database itself is therefore not necessarily threshold independent.

Adding test(data to the corpus

n enrolment
interim use

not possible,
ted.

rcumstances
ministrators
the system.
shall not be

D

1ed by either
prmation on
acquire rate

ures the proportion of such attempts and is quality threshold dependent. As with enrolment,

fure subjects:

br thresholds encourage moye careful presentation of the biometric pattern, looser thresholdls allow more

[tempts, including failures-to-acquire, shall be recorded. Details shall be kept of
ures for(each sample if available and, in the case of online testing, the comparison sc

action data shall be added to the corpus regardless of whether or not the compariso

enrolledreference. Some vendor software does not record transaction data unless the pr

the quality
e or scores.

matches an
be matches

the enrolled reference. Data collection under such conditions would be severely biased in the direction
of underestimating false non-match error rates. If this is the case, non-match errors shall be recorded
by hand. Data shall be excluded only for predetermined causes, independently of comparison scores.

8.4.9

Online comparison trials

Online comparison trials are collected by having each test subject make recognition transactions:

a)
b)

against their own reference in the case of mated comparison trials; and

against each of a pre-determined number of non-self references randomly selected from all

previous enrolments in the case of non-mated comparison trials. Selection of non-self references
may be limited to enrolments within the same demographic group. The random selection shall be
independent between data subjects. Because of the non-stationary statistical nature of the data
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across data subjects, it is preferable that many test subjects conduct trials against a small number
of randomly-chosen non-self references, as opposed to a small number of test subjects conducting
trials against many non-self references.

Resulting comparison scores shall be recorded, together with the identifiers of both the capture subject
and the reference. As mated and non-mated comparison trials can take place alongside each other, care
shall be taken that results are attributed to the correct identity.

If a test subject is aware that a non-mated comparison is being made, changes in presentation
behaviour can result in unrepresentative results, particularly with biometric systems that are based
on predominantly behavioural characteristics. Therefore, to avoid even subconscious changes in

non-

presentatiorn,

mated comp

Non-mated ¢
enrolled refé
not bias the
an order tha

test cnhjnr‘t‘c should iﬂna"y notbhetoldwhetherthe current rnmp:\ricnn isamatedo

hrison trial.

omparison trials may be conducted before all test subjects have enrolled. Though the
rences have a higher probability of being targeted for a non-mated comparison, this
calculation of false match error rates if, as is usually the case, test subjeetS)are enrol
F has no regard to the quality of their biometric measures.

8.4.10 Offline comparison trials

Offline comy
references.

distinct set ¢
which each g

The use of b
unknown) e
to include in

Offline comy

arison trials are generated by comparing previously collectéd features against enro
Previously collected features, or probes, may be from .énrolled test subjects or fi
f unenrolled test subjects. Offline computation allows a«full cross-comparison approd
robe is compared against every reference.

hckground databases of biometric samples or reférénces acquired from different (po
hvironments and populations is not considered best practice. Such usage shall be rep
formation on the background database size,’¢characteristics, and other relevant factor

arisons trials are made in the same basic way as online trials:

b first
does
ed in

ment
om a
ich in

5sibly
prted
S.

For mat

ed comparison trials comparing eaelprobe with the corresponding mated reference;

For non-

mated comparison trials:

nated

randlomly selecting with replacement both samples and references for the non-i
comjparisons trials;

n-self
ction

bvery
V- 1)
e not

, this
approach is statlstlcally unblased and represents a more eff1c1ent estlmatlon technlque than
the use of randomly chosen non-mated comparisons(11l.

Offline development of comparison scores should be carried out with software modules of the type
available from vendors in SDKs. One module creates references from enrolment samples. A second
module creates probes from recognition samples. Sometimes these modules are the same piece of
code. A third module returns a comparison score for any assignment of a probe to a reference. Some
vendors make offline evaluation tools available utilizing ground truth for each comparison to support
the analysis of results. Such tools shall not be used other than for validation of the results generated by
the test organization.

If an evaluation includes both online and offline comparison trials, the test administrator shall ensure
that the same algorithm and the same parameter settings (e.g. the same background model) are used in
both cases.
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8.4.11 Offline non-mated comparison trials when references are dependent

For systems with dependent references, unbiased non-mated comparison trials may be generated
using a jack-knife approach to create the enrolment references. The jack-knife approach is to enrol
the entire crew with a single test subject omitted and a subset of non-mated comparison trials are
generated between the omitted test subject and all the other enrolled references. This enrolment
process is repeated omitting each crew member in turn, and a full set of non-mated comparison scores
is generated.

A simpler technique may be used, in which the test crew is randomly partitioned into a set of enrolled
and a set of un-enrolled test subjects. Mated comparison trials are based on recognition attempts by
the ¢ attempts by
unenfolled test subjects. This is a less efficient use of the data than the jack-knife approdeh.

rallad tact cuhiacte whila non matad camnarican +riqle Ao hacad an racaagnitian
oo E STt e et W e oot e o Co T P IS Ot et S - o o e O e C O g rretont

8.4.12 Offline non-mated comparison trials based on comparison of references

Crosg-comparison of enrolment references may be used to generate non-mated compafrison scores.
This |s useful, for example, in operational evaluations where samples ordeatures of transactions are
not saved. Each of N test (or enrolment) references may be compared to‘the remaining (M - 1) test (or
enrolment) references. Reference cross-comparison shall not be used unless:
a) enrolment and verification are performed with the same capture subject interaction
oth require a single presentation);

for example,

b) enrolment and verification use the same sample feature-éxtraction and encoding; and
c) duality thresholds for enrolment are the same asforverification attempts.

If thepe requirements are not fulfilled, reference cross-comparison is likely to result in biased estimation
of nop-mated comparison scores(2l. This is true whether the enrolment reference is averaged or selected
fromithe best enrolment sample. No methods.gurrently exist for correcting this bias.

8.4.18 Use of samples from multi-capture comparison transactions

Manyf biometric systems collect and process a sequence of samples in a single attempt, for gxample:
a) qgollecting samples over some fixed period, and scoring the best matching sample;

b) dollecting samples until either a match is obtained or the system times out;

‘)
d)

(e

q
t

In su

pollecting samples until one of sufficient quality is obtained or the system times out; o

ollecting @’second sample when the score from the first sample is very close to
hreshold.

"h cases, a single sample collected from a mated recognition attempt can be unsuitab

r

the decision

le as a probe

for a|ner-mated comparison trial. For example, in case a), the collected sample is that which best
matches the reference claimed in the mated comparison trial, and not the sample that best matches
the reference of the non-mated comparison trial. To determine whether it is appropriate to base
cross-comparison on data acquired for mated comparison trials, the following two questions shall be
addressed:

Does the saved sample depend on the reference being compared?

If yes, does this materially affect the comparison scores generated?

If the answers to both these questions are yes, then either the whole sample sequence shall be saved
and used in offline analysis, or non-mated comparison trials shall be performed online.
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8.5 Identification trials

8.5.1 General

Identification trials shall be collected and recorded in the same general way as comparison trials,
with the exception that the recorded outcome of identification trials shall consist of a candidate list
containing zero, one, or more identifiers. It is strongly recommended that comparison scores for each
candidate are returned to enable analysis at a range of operational thresholds. If quality scores are
produced by the system these should also be recorded.

Identification searches may be conducted offline. Searches may be conducted against portions of the
enrolment database of various sizes to record how ldentiication performance varies with dathbase
size.

Identification may use pre-selection to limit the number of references compared by the compdrison
algorithm. Ih order to determine performance of the pre-selection algorithm, the,number of pre-
selected refdrences for each identification attempt should be recorded (see Annex D)

8.5.2 Identification testing with non-enrolled test subjects

In addition tp enrolled test subjects, identification testing shall include test'subjects not enrolled |n the
system to efisure meaningful estimation of false-positive identificatien rate. These non-enrolled test
subjects shall not be test subjects who failed enrolment. Identificatioh.transactions of enrolled capture
subjects and| of non-enrolled capture subjects should be made underjthe same conditions.

8.5.3 Use jof jack-knife approach for identification testing

If the enrolnjent and identification samples of enrolled test'subjects are stored, then unenrolled sybject
identification transactions may be generated offline using a jack-knife approach. In this case, the ¢ntire
crew is enrdlled with a single test subject omitted:“Fhe system then tries to identify the omitted test
subject against the remainder of the test crew and'the process is repeated for each test subject in{turn.
Consideratidns listed in 8.4.11 apply here as well:

9 Analyses
9.1 General

9.1.1 Ifthgq test crew is représentative of the target population, and each test subject has one enrolment
reference anfl makes the'same number (and pattern) of transactions, the observed error rate propoftions
are the best gstimates-0f the true error rates.

9.1.2 Whehthetestcrewisnotrepresentative of the target population (for example over-representation
of known prpblem cases), or test transactions of individual test subjects are un-representative of those
of the test crew as a whole (for example test subjects making more or fewer transactions than average),
weighting may be appropriate to redress the imbalance. If error rates are estimated using a weighted
proportion, the method of weighting shall be reported. When weighting by class of test subject is used,
the observed class error rates should also be reported.

EXAMPLE If test subjects make differing numbers of verification or identification attempts, weighting of
errors for each test subject in inverse proportion to the number of attempts the test subject makes avoids a
potential bias towards the error rates of heavy users of the system.

9.1.3 It can be useful to measure error rates on a per-individual basis, per demographic (e.g. separate
error rates for males and females), or per type of biometric instance (e.g. separate error rates for each
finger position). Per-individual measures can be of intrinsic interest, indicating the type of person for
whom better or worse performance is likely to be achieved. Per individual or per-demographic measures
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are needed when the overall error rate is to be estimated as a weighted proportion. The extent of
variation in per-individual error rates can help in estimating the uncertainty of performance estimates.

9.1.4 If errors in enrolment, sample acquisition and verification or identification are classified by
cause, or by the step in the enrolment, acquisition or comparison process, then it can be possible to
determine separate error rates for the different causes, or for the different components of the process.

9.2 Performance of biometric enrolment

9.2.1 Failure-to-enrol rate

9.2.1]11 The failure-to-enrol rate is the proportion of a specified set of enrolment transactigns for which
the system fails to create and store a biometric reference in accordance with the ertiglment policy. The
failure-to-enrol rate shall include:

— those unable to present the required biometric characteristic;
— those unable to produce a sample of sufficient quality at enrolment; and

— those who are unable to reliably produce a match decision with their newly created refefence during
attempts to confirm the enrolment is usable.

NOTH1 The enrolment policy typically allows repeated enrolment attempts to obtain a religble biometric
refergnce.

NOTH2 It is also possible to determine a failure-to-enrolMrate for different biometric instancgs, such as for
differpnt fingers, for example, to report different failure<to-enrol rates for thumbs, index fingers, efc.

NOTH3 In technology evaluations, analysis is based on a previously collected corpus and there fis no problem
in obtfaining a biometric sample. Even so, enrolment failures sometimes occur. For example, when|the biometric
sample is of too low a quality for features to besextracted.

9.2.1]12 The failure-to-enrol rate fer the target population shall be estimated as the proportion of
enrolment transactions that failed under the predetermined enrolment policy.

9.2.113 The failure-to-enrol-rate depends on the enrolment policy that governs the sample quality
threshold for enrolment, ‘the decision threshold to confirm the enrolment is usable, and|the number
of atfempts or time allowed for enrolment in an enrolment transaction. The enrolment pglicy shall be
descijibed along with the observed failure-to-enrol rate.

NOTH Setting-stricter quality requirements for enrolment increases the failure-to-enrol rate|but improves
performance df biometric comparison.

9.2.1]4<, Attempts by test subjects unable to enrol in the system shall not be used for ¢valuation of
acqu' itionperformance-orverificationperformance-otherthanforthefailure-te-enrelcontribution to

SO P e T ToTr o CC— o v Crirco o o ptr oo Co— ot Cr— oo T o o oo o= to= T oo

generalized false accept and false reject rates.

9.2.2 Enrolment transaction duration
The average enrolment transaction duration should be measured and reported.

In comparative scenario evaluations, it sometimes is not possible to set thresholds for time allowed or
sample quality in a consistent manner across enrolment technologies. In these cases, one approach is
to treat these variables as controlled factors of a given enrolment technology and measure how quickly
sample capture is completed. It is then possible to compute the cumulative distribution of the failure-
to-enrol rate as a function of enrolment duration (e.g. plotting FTER[duration] as a function of duration)
for comparison across enrolment technologies.
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9.3 Performance of biometric acquisition
9.3.1 Failure-to-acquire rate

9.3.1.1 The failure-to-acquire rate is the proportion of a specified set of acquisition processes that
fail to produce biometric features suitable for biometric comparison. Failures to acquire include cases
where:

— the capture subject is unable to present the biometric characteristics of interest (e.g. due to
temporary illness or injury);

— the captlure process fails;
— the segrentation or feature extraction processes fail;
— the extracted features fail to meet the quality control requirements of the system,

NOTE1 Itisalso possible to determine a failure-to-acquire rate for transactions, e.g. measuring the propprtion
of transactioi}s for which no attempts provided a sample of sufficient quality for comparison.

NOTE 2  In|technology evaluations, the use of a previously collected test corpus, precludes capture process
failures. Nevertheless, failures to acquire are possible if samples are too low a quality for feature extraction.

9.3.1.2 The failure-to-acquire rate shall be estimated as the proportion of test attempts (for mated
comparison frials) that were not able to be completed due to failures‘at presentation (no image captiired),
segmentatioh, feature extraction or quality control.

9.3.1.3 The failure-to-acquire rate depends on thresholds for sample quality, as well as the allowed
duration for{sample acquisition or allowed number of>presentations. These settings shall be repjported
along with the observed failure-to-acquire rate.

NOTE Sefting stricter quality requirements at@€nrolment increases the failure-to-enrol rate but improves
matching performance.

9.3.1.4 Atfempts where the sample was not acquired or did not meet quality thresholds are not
processed by the comparison algorithnrand do not generate comparison scores. Such failures-to-adquire
shall be exclfided in calculating the false match and false non-match error rates but shall be included in
calculating the false accept and false reject rates. The failure-to-acquire, false match and false non-match
rates shall b¢ calculated at the.same quality acceptance threshold settings.

9.3.2 Acqyisition process duration

In comparafive stehario evaluations, the acquisition process parameters that affect duratiop are
unlikely to he gonsistent across technologies. In such cases, one approach is to treat these paranjeters
as controlled factors for a given technology and measure how quickly sample acquisition is completed.
The cumulative distribution of FTAR as the duration increases may then be calculated (e.g. plotting
FTAR[duration] against duration) allowing fair comparisons between technologies.

9.3.3 Other aspects of acquisition performance

9.3.3.1 Sometimes the data collected during the acquisition process enables any failure to acquire to
be attributed to failure of one of the subprocesses of acquisition. If failures are divided into failures of
the capture process and failures of the feature extraction process, then a failure-to-capture rate (FTCR)
and a failure-to-extract rate (FTXR) may be calculated and reported together with the combined failure-
to-acquire rate (FTAR). In other cases, failure to acquire may be decomposed differently to include, for
example, segmentation failure and failure to meet quality requirements, allowing for an alternative
breakdown of the components of the failure-to-acquire rate to be reported.
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9.3.3.2 With an appropriate test corpus providing a defined ground truth, it is possible to measure
segmentation accuracy. The metric for segmentation accuracy necessarily varies depending on the

biometric modality under consideration.

9.4

9.4.1

One-to-one comparison performance

False non-match rate

9.4.1.1 The false non-match rate is the proportion of completed mated comparison trials that result in
a comparison decision of “non-match”.

9.4.1
with
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2 The false non-match rate depends on the comparison score threshold and shall be
the observed false match rate at the same threshold (or shown against the false matc
threshold in a DET plot).

3 In evaluations where test subjects have made multiple attempts, it can be useful
Ise non-match rate varies over the test crew. This may be done by calculating an error
ubject’s attempts, and plotting a histogram showing the error rate)for each test subj
ubjects in increasing order of their error rates.

False match rate

1 The false match rate is the proportion of a specified set of completed non-mated
that result in a comparison decision of “match”.

In non-mated comparison trials, probes are:normally acquired from capture subjects pr
hal biometric characteristic as if they were attémpting successful verification against their o
ithout any attempt at impersonation. For example, in the case of dynamic signature verificatio|

ts of the required biometric characteristic are easily imitated, a further set on non-mated com
 collected in which a degree of imitation is allowed, producing a separate false match rate fa

quoted along
h rate at the

to show how
rate for each
ect, ordering

comparison

esenting their
wn reference,
n, the capture

't signs their own name rather than a namfie corresponding to the non-mated reference. In such cases, where

parison trials
r that level of

impersonation. However, defining the fethods or level of skill to be used in impersonations is outgide the scope
of thi§ document.

9.4.2(2 The false match,rate depends on the comparison score threshold and should be uoted along
with the observed false ien-match rate at the same threshold (or shown against the false nopn-match rate
at thg same threshold-in-a DET plot).

9.4.2{3 If a teSt-subject is enrolled, and their enrolment affects the references of others iI the system,
or if|the comparison algorithm modifies itself using this (and other) references, thep non-mated
comparispnirials using that subject are biased and should not be used to estimate the fals¢ match rate.
Subclause8.4.11 details how to deal with such cases.

EXAMPLE

Eigenface systems, using all enrolled images for creation of the basis-images, and

speaker recognition systems are two examples for which references are dependent.

cohort-based

9.4.2.4 Comparison of genetically identical biometric characteristics (for instance, between an
individual’s index and middle fingers, or across identical twins) yields different score distributions than
comparison of genetically different characteristics[12]-[14], The test plan should declare the policy on
whether non-mated comparisons known to be between identical twins, siblings, or parent and child are
to be included in deriving the false match rate. Comparisons between two biometric instances from the
same individual should always be excluded.

NOTE1 Theincidence of identical (monozygotic) twins is approximately 3 or 4 in 1000 births and it is possible
that their presence in a deployed face recognition system increases the false match rate above that measured
excluding such genetically similar comparisons.
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NOTE 2  Genetic effects extend beyond just identical twins into families and national populations. In face
recognition for example, this sometimes results in much higher false match rates being recorded between
subjects born in the same country than between subjects from geographically and ethnically distinct countries.

9.4.2.5 In evaluations where there are several non-mated comparison trials per test subject, or
per reference, it is useful to show how the false match rate varies over test subjects and over stored
references. This involves calculating the individual false match error rate for the biometric reference of
each test subject and for the biometric probes from each test subject. Histograms may be plotted to show

the error rate for each test subject, ordering test subjects in increasing order of their error rates.

EXAMPLE It is possible for a face recognition system to admit a set of “golden faces” where false matches
occur mainlypwh—this—setetfaees—Histosrams—shewinsvariaton—eterreorrates—aceress—subjeetsrevesl this
vulnerability.

9.5 Verification system performance metrics

9.5.1 Gengral
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account of ¢
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where:

FRR is

estimation of the false accept and false reject rates for transactions’ of multiple attq
ed from the detection error trade-off curve. However, such estimates are unable td
prrelations in sequential attempts and in the comparisons involving the same subjed
y are sometimes quite inaccurate. Therefore, these performance metrics shall be d¢

E reject rate

e false reject rate is the proportion of a specified set of verification transactions wit}
ims erroneously rejected. A transaction may consist of one or more attempts dependi

policy.

ification transactions rejected due\to failures-to-acquire are included in the count of
bng with those denied due to_gomparison errors. In the case of verification systems
hetric claims (e.g. for access.gontrol), acceptance requires both successful acquisition
aracteristics and a compatison decision of “match”.

If, for a verification system with positive biometric claims, a transaction consists of a
a failure-to-acquiresera false non-match causes a false rejection, and the false reject rate is

[AR + FNMR.{} - FTAR)

mpts
take
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thie'false reject rate;

FTAR is

FNMRIis

the failure-to-acquire rate;

the false non-match rate.

9.5.2.3 The false reject rate depends on the decision policy, the comparison score threshold, any
threshold for sample quality as well as the allowed duration or allowed number of presentations. The
false reject rate shall be reported with these details, alongside the estimated false accept rate at the same
values (or plotted against the false accept rate at the same threshold(s) in a DET plot).
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9.5.3 False acceptrate

9.5.3.1 The false accept rate is the proportion of a specified set of transactions with false biometric
claims erroneously accepted. A transaction may consist of one or more attempts depending on the
decision policy.

9.5.3.2 Rejections due to failures-to-acquire are counted in the number of transactions, but not in the
number of false acceptances. In the case of verification systems with positive biometric claims (e.g. for
access control), acceptance requires both successful acquisition of the biometric characteristics and a
comparison decision of “match”.

EXAMPLE If, for a verification transaction with positive biometric claims, a transaction consilsts of a single
attempt, then a successful acquisition followed by a false match results in a false acceptance ahd the false accept
rate i§ given by:

HAR = FMR (1 - FTAR)

wherg:

HAR is the false accept rate;
HMR is the false match rate;

HTAR is the failure-to-acquire rate.

9.5.3[3 The false accept rate depends on the decision‘policy, the comparison score threshold, and any
threshold for sample quality, as well as the allowed.duration or allowed number of presentations. The
false pccept rate shall be reported with these details,alongside the estimated false reject ratg at the same
valuefs (or plotted against the false reject rate at¢the same threshold(s) in a DET plot).

9.5.4| Verification transaction duratien

9.5.4{1 In comparative scenario évaluations, the acquisition process parameters that affect duration
are unlikely to be consistent across:technologies. In such cases, one approach is to treat thes¢ parameters
as cdntrolled factors of a giveh technology and measure how quickly a verification tfansaction is
completed. The cumulative distribution of FRR as duration decreases may then be calculated (e.g.
plotting FRR[duration] against duration) allowing fair comparisons between technologies.

9.5.4{2 To reduece .the effect of outlier long transaction durations due to poor hapituation or
interfuptions during the evaluation process, the average duration for a successful verificatioh transaction
shall pe calculated in the following manner.

a) Hor,each test subject, the median duration of successful mated verification transactions is
detérmined; ar

b) These values are then averaged over all (enrolled) test subjects.

9.5.5 Generalized false reject rate and generalized false accept rate

Comparison of systems with different failure-to-enrol rates can require use of generalized false reject
and false accept rates which combine failure rates of the enrolment and acquisition processes with
error rates of the comparison process. The method of generalization should be appropriate to the
evaluation. A typical generalization is to treat a failure-to-enrol as if the enrolment was completed but
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all subsequent verification transactions by that enrolee, or against their reference are treated as a “non-
match”. The method of generalization shall be reported.

EXAMPLE1 We assume a scenario evaluation for a verification system with positive biometric claims
allowing a single attempt per verification transaction. Test subjects who are not enrolled take no further part
in the evaluation. The test protocol is to conduct a full cross-comparison between probes and references of all
test subjects. In this case, a generalized false acceptance occurs when (i) the subject providing the probe and the
subject providing the reference were both enrolled, (ii) there is successful acquisition of the probe, and (iii) there
is a false match. A generalized false rejection occurs if (i) the subject is not enrolled, or (ii) the submitted sample
cannot be acquired, or (iii) there is a false non-match. In this example, the generalized false accept and false
reject rates are given by:

GFAR = FMR{t=FTARI(t=FTERP
GFRR = FTER + (1 - FTER) FTAR + (1 - FTER) (1 - FTAR) FNMR

where:

GFAR s the generalized false accept rate;
GFRR s the generalized false reject rate;
FMR s the false match rate;

FNMR is the false non-match rate;

FTER s the failure-to-enrol rate;

FTAR is the failure-to-acquire rate.
EXAMPLE 2 | In a technology evaluation, enrolment references are generated from all reference samplgs that
do not cause p failure-to-enrol, and attempt features are(geherated from all probe samples that do not cause a
failure-to-acquire. In this case, the generalized false aceept and false reject rates are given by:

GFAR = FMR (1 - FTAR) (1 - FTER)
GFRR = FTER + (1 - FTER) FTAR + (1.~ FTER) (1 - FTAR) FNMR

9.6 Identjfication system perfermance metrics

9.6.1 General

Identificatioh system error rate metrics are dependent on the operational characteristics and seftings
of the compgrison systém/algorithm being used. There are three primary parameters defining fthese
characteristjcs:

— N, the nlrmber of references in the enrolled dataset;

— R, therankindex, where only candidates at ranks 1 through R are considered as potential identifiers
for the capture subject (R is typically bounded by a value L, the length of the candidate list returned
by the identification system tested); and

— T, the comparison score threshold used to determine whether a candidate is a potential match for
the capture subject.

In order to precisely compute and report the identification error rate metrics, the values of these
characteristics shall be declared.

NOTE If R is set equal to N, then candidates are returned solely on the basis of candidate score exceeding

threshold T. Similarly, if T is set to 0 (assumed to be the minimum possible similarity score) then candidates are
returned solely on the basis of candidate rank.
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9.6.2 False-negative identification rate

9.6.2.1 The false-negative identification rate is the proportion of a specified set of identification
transactions by capture subjects enrolled in the system (mated identification transactions), for which the
subject’s correct identifier is not included in the candidate list returned.

{ieMp|meC ]

ENIR -
| M|

where:

My is the set of mated identification transactions with reference database D;

m; is the mated reference for transaction i;

1

¢ is the candidate list for identification transaction i; and
|| denotes the cardinality (number of elements) of set.

The ¢andidate list comprises identifiers for the biometric referenCes“which are suffici¢ntly similar
to the identification transaction probe. Sufficient similarity is generally based on the capdidate rank
being in the range 1 to R, or the candidate score exceeding the threshold, T. Then, the f3lse-negative
identjfication rate is the proportion of non-mated identificatioh transactions in which either the mated
referg¢nce has rank greater than R or the mated reference hdsa candidate score below T.

HNIR (N R,T)= [{ie My |(rank, (m; )>R)or (score, (m<T)}|

M)
wherg:
M, is the set of mated identification transactions with reference database R;
m; is the mated reference for transaction i;
rank;() gives the candidaté-rank of a reference in identification transaction i; and

rore;() gives the candidate score of a reference in identification transaction i.

%)

9.6.2[2 The experifmenter may compute FNIR(N, R, T) for N, R and T in their appropriate ranges.

9.6.3| False-positive identification rate

9.6.3|1 , ‘The false-positive identification rate is the proportion of a specified set of identification
transpctions by capture subjects not enrolled in the system (non-mated identification transactions),
where a reference identifier is returned.

where:
Uy is the set of non-mated identification transactions with reference database D; and
C;, is the candidate list for identification transaction i.

For an identification transaction to return a candidate reference identifier, the top-ranked candidate
must have a candidate score exceeding the threshold. Thus, the false-positive identification rate may
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also be stated as the proportion of non-mated identification transactions for which the candidate score

of the top-ra

FPIR(N,T)=

where:

Up

t.

1

nked reference exceeds the specified threshold.
{ieUp|score, (t;)>T}|
Up|

is the set of non-mated identification transactions with reference database R;

is the top-ranked reference identifier in identification transaction 7; and
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nship between the false-positive identification rate FPIR(N, T) and  false-neg
h rate at rank one FNIR(N, 1, T) as the threshold T varies may be plotted as a DET.

the enrolment database of an identification system grows, the change in‘gverall identific

for a constant value of the false-positive identification rate (requiring the threshold T
n database size) may be shown as a plot of the false-negative identifieation rate FNIR(N,
pf enrolment database N. Alternatively, a set of DET plots showing the relationship bet
e and false-negative identification rates may be plotted for-various database sizes, as

wn in Figure E.1.
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where:

U

is the set of non-mated identification transactions conducted; and

C; (RT) isthe candidate list returned for identification transaction i with candidate rank no greater

NOTE 1

NOTE 2

than R and candidate score greater than T.

Selectivity is sometimes measured against the entire database. This would be SEL(N, N, T).

thresholds. However, note that false positives are sometimes concentrated in certain transactions.
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9.6.6 Closed-set test of identification performance

Identification performance may be shown as a CMC plot derived from a closed-set test. The CMC plots
the true positive identification rate TPIR(N, R, 0) as a function of R (see 10.4).

The true positive identification TPIR(N, R, 0) is the proportion of identification transactions by a
subject enrolled in the system for which the subject’s reference identifier is within the top R candidates
returned. TPIR(N, R, 0) =1 - FNIR(N, R, 0).

While use of the CMC is very common, if such plots are unable to adequately display the range of
identification rates (e.g. in comparative tests where values can readily span more than one order of
magnitude) the experimenter should instead plot ENIR(N, R, 0) against R on a logarithmic scale.

NOTH A suggested algorithm for generating data points on the CMC plot is provided in Anfex¥.

9.6.7] Estimation of identification error rates from one-to-one comparison results

A firgt order estimation of the false-positive and false-negative identification’ rates for iflentification
systems may be derived from knowledge of the FMR-FNMR detection error trade-off. Hpwever, such
estinjates ignore possible correlations between separate comparisons-involving the same|subject, and
consgquently there is a risk of inaccuracy.

EXAMPLE The performance of an identification algorithm using’/a single biometric sample against a
refergnce database of size N can be approximated using the following’formulae, providing these formulae have
been yalidated by the identification error rates observed on the test data.

HNIR (N,1,T) = FTAR + (1 - FTAR) FNMR(T)
HPIR (N,T) = (1 - FTAR) (1-(1-FMR(T))M)
wherp
HPIR(N,T) is the false-positive identification rate at threshold T ;

ANIR (N,1,T) is the false-negative identification rate at rank 1 and threshold T';
HTAR is the failuretto-acquire rate;

HMR (T) is the false match rate at threshold T';

HNMR (T) is-the false non-match rate at threshold T';

N Is the number of references in the database; and

1 is the comparison score threshold.

NOTH 1</ In the case of identification systems using pre-selection, the above model of perforiance can be
extenwmdwmwmmw—ll' i = i i

NOTE 2 In some cases, FPIR does not scale according to the binomial formula because the search is not
implemented as N independent 1:1 comparisons. This is the case if a fast tree-based search is used, or if scores
are computed with a dependence on other references. In such cases, as N increases FPIR remains fixed but FNIR
is expected to increase as similar non-mated references displace correct mates.

9.6.8 Predicting identification error rates in larger populations

Estimation of the performance of large-scale identification systems (beyond the size of the test) may
need to be extrapolated using both the first-order estimation and the identification performance on the
smaller database. The model used for extrapolating performance shall be reported in such cases.
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9.7 Analysis of performance across controlled experimental factors
9.7.1 Longitudinal analyses

9.7.1.1 Ofparticular concern to the long-term use of a biometric reference is whether the corresponding
biometric characteristic changes irreversibly due to ageing. The term “stability” (or “permanence”[13])
requires that a biometric characteristic should be sufficiently invariant over time with respect to a given
comparison algorithm. A lack of stability is the component of template ageing that is intrinsic to the

biometric source and is essentially unavoidable and irreversible.

EXAMPLE
volume.

9.7.1.2 Agpi

produced by
be in the for
are recomm

shared popullation effects and random individual-specific effects. For longitudin4l. analysis, see [14

for its applic

9.7.1.3 Foi

Procedures for analysing both age and ageing have been developed[1Z]

9.7.2 Pain

In cases whd
conditions t

showing differences in score distribution or transaction duration).

9.8 Detecd

9.8.1 The

mated and n
Any outliers
from the test

9.8.2 The
comparison
from the falg
higher comp
is the propo
score param

ended because they are capable of handling imbalance across subjects, irregular sam

htion in biometrics see [1Z] and [18],

some biometrics, accuracy depends on age even with a fixed/time lapse between san

wise analyses

re subjects each use two different devices or participate under two different experinj
he data may be subject to pairwise tests ‘0¥ plotting of the difference in outcome

tion error trade-off

detection error trade-off (DET) shall be developed using the comparison scores froi
bn-mated comparison trialsC The mated and non-mated comparison scores are to be org
should be investigated to determine if labelling errors are indicated. Removal of any ¢
should be fully documented and will lead to external criticism of the test results.

DET is established through the accumulation of the ordered mated and non-r
scores. As thé\score varies over all possible values, each point (x, y) of the DET is de
e match and-the false non-match rate using that score as the decision threshold. Assy

e and

pling,
| and

hples.

ental
(e.g.

m the
ered.
cores

nated
rived
ming

arison.scores show greater similarity between probe and reference, the false match rate
Ftion-of hon-mated comparison scores at or above (more similar) the current value

bf the

btey, and the false non-match rate is the proportlon of mated comparison scores below

similar) the

shown as a DET plot (see 10 10.2).

NOTE

A suggested procedure for deriving the data points on the DET is provided in Annex F.

9.8.3 The DET can also be used to show the relationship between the false accept rate and false reject
rate in a similar manner. The false accept rate and false reject rate relate to the false match rate, false non-
match rate, and failure-to-acquire rate in a manner that depends on the number of attempts allowed by
the decision policy. Transactions of multiple attempts can require generation of a new transaction score
based on the similarity scores of the constituent attempts (e.g. the maximum value of the similarity scores
for a best of three attempts decision policy). Similarly, DET plots may be used to show the relationship
between identification error rates.
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9.9.1 Throughput rates measure the number of subjects that can be processed per unit time based both
on computational speed and human-machine interaction. Throughput rates for verification systems, such
as those for access control, are usually determined by the speed of subject interaction with the system
in the process of submitting a sufficient quality biometric sample. Throughput rates for identification
systems, such as enrolment in a social service program, can also be affected by the computational
processing time required to compare a captured sample to the database of stored references. Therefore,
depending on the application, it can be appropriate to measure the interaction times of subjects with the
system and also the processing rate of the computational hardware as a function of the number of stored

refer

9.9.2

nces

Measurement of the speed of subject interaction requires a precise definition’o

indicating the initiation and termination of the transaction. This definition should be/dete

to th

e start of the test and noted in the test report. The test report should also.include a3

of th¢ actions of the capture subjects included in the transaction. In operatiénal use, acti
subsg¢quent to the biometric result (e.g. proceeding through a gate, openinga door, exiting 3

affect

the ability of the next subject to interact with the system. Measurement of throughpu

accoynt of these additional actions which can vary depending on the biemetric system resul

9.9.3

Recognizing that transaction durations can extend far-beyond the average, thg

distribution function of transaction times should be shown whexnTeporting transaction dur3

9.10

Computational workload

9.10.1 Some biometric applications, such as identification searches against large enrolmel
or geheration of biometric probes from video foatage, can be computationally intensive, ar
to mgasure computational workload. As suchiapplications scale, hardware resources availg
throughput or accuracy. Measures of computational workload include transaction time

usagg

NOTH1

and may extend to consideration ofidspects such as CPU usage, and network and disk

Computational workload of\biometric search can depend on the number of enrolled r

the site of the references.

NOTH 2
such 3

Computational worklead can be measured separately for different elements of a biomett]
s pre-selection.

9.10.2 In order to report the total computational requirements of a single transaction
verification, idengification) in a biometric system, the computational workload shall be meas
components ofthé transaction:

a)

b)

Hnrolment:

" the actions
'mined prior
brief listing
bns required
station) can
r should take
t.

» cumulative
itions.

ht databases,
d it is useful
ble can limit
ind memory
activity.

pferences and

ic transaction

(enrolment,
ured over all

Generation of a biometric enrolment data record

Generation of a biometric index, if any.

enrolment references) if it is implemented.
— Storage in the reference database.
Verification:

— Generation of a biometric feature set from the captured biometric sample.

Duplicate enrolment check (which corresponds to an identification search against existing

Retrieval of the biometric enrolment record corresponding to the claimed identity.

— Comparison-trial, including additional costs, e.g. alignment (such as the bit-shifts in iris-codes).
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— Accept/reject decision.

Identification:

Generation of a biometric feature set from the captured biometric sample.
Pre-selection to reduce workload of identification search if it implemented.
Identification search over the reference database.

Production of candidate list and deciding identification outcome.

NOTE Th
increases. Iti
a mated biom|

9.10.3 For ¢
to take accq
operating; fg
computation

possible for the computational workload for an unmated biometric pro
ptric probe where the mated reference is found before the entire enrolment database isssearc

omparison of the performance of different biometric algorithms or systems,it is nece
unt of the different computational power of the hardware on which)the system)
r example, using relative performance against a common benchmark algorithm. If pog
al workload of the compared systems or algorithms should be meastired using the

hardware anld configuration.

9.10.4 For

recognition 4
or indexing 4
— computa

recognit

over the ran

comparison of biometric identification systems which-are intended to maintail
iccuracy and to decrease computational workload (e.g. thretugh use of binning, presele
lgorithms) the test report shall tabulate or plot resultsfor each system showing:

tional workload, and
ion accuracy (FPIR, FNIR)

be of number of enrolled references.

Metrics app
pre-selectio

icable to the workload reduction method should be reported. For example, in the c3
, the preselection error rate and\penetration rate should be reported. Any model

to extrapolate computational workload as.the number of enrolled references increase should al
reported.

9.11 Uncertainty of estimates

9.11.1 Perf¢rmance estimates-are affected by both systematic errors and random errors. Random ¢
include thosg due to the natural variation in test subjects and sample presentation. Systematic ¢

hed.

ssary
s are
sible,
same

h the
ction,

hse of
used
so be

Irrors
rrors

include those due to bias'in the test procedures, for example if certain types of individual are under-

represented |in the té€stcrew. Neither type of error is perfectly quantifiable and therefore there w
an uncertainty inthe'results of a performance evaluation. Nevertheless, the uncertainty in the mea
performancd shall be estimated. Annex B provides some methods by which random uncertair

ill be
sured
Ity in

performancq results may be estimated.

9.11.2 Uncertainties arising from random effects become smaller as the size of the test increase
can often be estimated from the collected data. Systematic uncertainty persists regardless of test s

s and
ize. It

may be possible to determine the effects of some of the systematic errors. For example, checking whether

the error rates for an under-represented category of individuals are consistent with the overall

error

rates could show whether a properly balanced test crew would give different error rates. Part of the
performance trial may be repeated in different environmental conditions to check that the measured

error rates are not unduly sensitive to small environmental changes.
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10 Graphical presentation of results

10.1

10.1.

Score distributions

1 General

-1:2021(E)

Histograms for both mated and non-mated comparison scores can be instructive, particularly when
illustrating the variation in comparison scores for transactions made under differing conditions. Due to
the range and spread of proprietary comparison score distributions, prior to plotting score histograms,
rescaling of the scores should be considered to aid comparison of results within and between systems.

10.1.

Anot
plot.
cond

Figun
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that gre not classed as outliers.
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10.2

2 Boxplots

ner method for visual summary of score distributions is known as the boxplpt or box
[his method enables simultaneous display of measurement distributions for multiple €
tions, or devices or comparisons of measurements between devices.

e 3 shows an example boxplot from NIST SP 500-305, comparihg-the distributi
arison scores for various touchless-to-contact, and contact-tofcontact fingerprint
ms. The figure uses “notched boxplots”. The median values aré surrounded by a ng
such that overlapping notches imply that the differences in médian are not statisticall
oxes represent the interquartile range of each set of scor'e”data. Datapoints which at

and whisker
xperimental

bn of mated
recognition
tch which is
y significant.
e more than
e classed as
bwest scores

TAvsCla TBvsCla TBrpvsCla TCvsCla TMvsC3

ClbvsCla C2bvsC2a C4vsC2a C5vsC2a C6vsC2a NonMate

omparison score

Figure 3 — Example box and whisker plot

Error rate vs threshold plot

X

An error rate may be plotted as a function of a decision threshold, for example as in Figure 4.
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X threshold
Y error|rate
Race:|Black
Race:|White
Sex: Hemale
________ Sex: Nlale
Figure 4 — Example: changes in mated.iand non-mated score distributions due to race and
10.3 DET plot
10.3.1 The comparison and/er decision performance of a biometric system over a range of de
thresholds ray be graphically represented using a DET plot. DET plots are threshold-indeper
allowing performanceconiparison of different systems under similar conditions, or of a single sy
under differing conditions.
10.3.2 DET plotsay be used to plot decision error rates (false non-match rate against false matc
or false re]e ’f rafn ')n'cnncf Fa]cn 'Jrr‘npf rafe) faval identification orraor ratec [(falco.neaative identifid

ation

T et e T S T O T et e o SR S gortr vy e St

rate against false- posmve identification rate). For comparing the performance of different systems, the
decision error DET, which shows the combined effect of comparison decision errors, acquisition failures,
binning errors, and enrolment failures, can be more helpful than graphs showing the fundamental error

rates.

10.3.3 The DET should be plotted with false-positive rate (e.g. FMR, FAR, FPIR) on the abscissa (x-axis)
and false-negative rate (e.g. FNMR, FRR, FNIR) on the ordinate (y-axis).
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10.3.4 Axis scaling, minimum and maximum values shown, should be selected for clarity of the
presented results. To give greater clarity of error rates in the range of interest, DET plots are generally

show

n using normal deviate, or logarithmic axes.

a) Linear axis scale: Plotting the DET with linear axis scaling is not recommended for error rates that
span several orders of magnitude. The systems of interest (low error rates) cluster close to the

(0]

rigin, and it is then difficult to distinguish the differences in performance.

b) Logarithmic axis scale: Plotting the DET with log;, axis scaling provides more detail at low error
rates and helps to distinguish between similarly performing systems.

c) Normal

i

NOTE
this d|

Figur
linea

10.3.
DET |
If it is

the change of scales.

10.3.
the in

: Pl
low error rates. Often mated and non-mated score distributions are approximately.G
so, normal deviate scaling gives DET plots that are roughly linear.

The DET as originally proposed by Martin et al,[2%] was to be plotted using normal devj
bcument other scaling is permitted.

e 5 illustrates the effect of different axis scaling for plotting the same‘DET data an
" axis scaling is inappropriate in this case.

5 The scaling used shall be reported so that the tabular DET representation can be infer
blot representation. Axis scaling should be consistent between' different graphs in the
necessary to change scaling to maintain clarity, there should be a note to the figure 1

formation depicted in a DET plot.

N

more detail
aussian, and

iate scales. In

1l shows that

red from the
same report.
emarking on

6 Figures G.1to G.4 provide further informationto assist readers in interpreting and upderstanding

© ISO/IEC 2021 - All rights reserved

41


https://iecnorm.com/api/?name=cf7e6be4c7f05a9dcd0c513c3aea4d60

ISO/IEC 19795-1:2021(E)

Y Y
50 % —f 100% —
10% —f
10% —
\\\
1% —
1% —
o1% | | | | | 1% | | !
0,001%0,01% [0,1% 1% 10% 50 % 0001% 001%  01% 1% 10% 100% X
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Figure 5 — Example DET plots illustrating effect of axis scaling (a) normal deviate scale,
(b) logarithmic scale, (c) linear scale (not recommended), (d) log-linear scales
42 © ISO/IEC 2021 - All rights reserved


https://iecnorm.com/api/?name=cf7e6be4c7f05a9dcd0c513c3aea4d60

10.4 CMC plot / FNIR over rank plot

ISO/IEC 19795-1:2021(E)

For applications in which the system returns lists of candidates to human operators, performance
results are often illustrated using a cumulative match characteristic plot. The curve plots, as a function
of R the proportion of transactions where a test subject’s identifier is included among the top R

identifiers returned. An example is shown in Figure 6.

Y
1 p—
— q
—
[ L3
” //// =
08— O\\<</
N
/Q’Q/_
0 — QO
S
e Q)‘\
/ $®
06 —
R4
I I I I
5 10 15 20 R
Kegy
Y true-positive identification rate,
TPIR(N=691282,> R, T=0) on dataset:
Concourse
Algorithm_ €0, TPIR(691281, 1, 0) = 0,97 . Algorithm_G1, TPIR(691281, 1}, 0) = 0,87
Algorithm_F0, TPIR(691281, 1,0) = 0,95 Algorithm_A1, TPIR(691281, 1, 0) = 0,86
Algorithm_F1, TPIR(691281, 1, 0) = 0,93 . Algorithm_EO, TPIR(691281, 1{ 0) = 0,84
Algorithm_C1, TPIR(691281, 1, 0) = 0,92 . Algorithm_DO, TPIR(691281, 1, 0) = 0,61
Figure 6 — Example CMC plot
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An alternative, preferred because it directly shows the error rate and not the corresponding true-
positive identification rate, is an “FNIR over rank” plot of FNIR(N, R, 0) against R. If the FNIR values
span more than one order of magnitude, the FNIR should use a logarithmic scale as shown in Figure 7.

44
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false-negative identification rate
ENIR(N=691282, R, T=0)-(©n dataset:
(Joncourse
Algorithm_DO, FNIR(694281, 1, 0) = 0,39 Algorithm_C1, FNIR(691281, 1,0) = 0,08
Algorithm_EO, FNIR(691281, 1,0) = 0,16 Algorithm_F1, FNIR(691281, 1, 0) = 0,07
Algorithm_A1, ENIR(691281, 1,0) = 0,14 Algorithm_F0, FNIR(691281, 1, 0) = 0,05
Algorithm_G1, FNIR(691281,1,0) =0,13 Algorithm_C0, FNIR(691281, 1, 0) = 0,03
Figure 7 — Example FNIR over rank plot
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If searches are performed in enrolment databases of different sizes, performance results should be
illustrated using a plot of FNIR(N, 1, 0) over number of enrolees N as in Figure 8.

Y
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Kgy

3e+04

false-negative identification rate,

FNIR(N, R=1, T=0) gn,dataset: Concourse
Algorithm_DO, ENIR(691281, 1, 0) = 0,39
Algorithm_EO)ENIR(691281, 1,0) = 0,16
Algorithm+A1, FNIR(691281,1,0) = 0,14
Algorithm_G1, FNIR(691281, 1,0) = 0,13

Figure 8 — Example plot of FNIR over number of enrolees
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Algorithm_F0, FNIR(691281, 1
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0 0)=0,03
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10.6 Heat maps

Heat maps can be useful to illustrate how performance varies over the range of covariates within an
experimental design. Figure 9 provides an example heat map showing the variation of false match rate
across different ages of impostor and enrolees, when the decision threshold setting was selected to
achieve a 1 in 10 000 false match rate over the full set of enrolee-impostor pairs. The colour scale of
the heatmap uses a neutral grey at this FMR value, colour shade used tends towards red as the FMR
increases above this value, and towards blue as the FMR decreases below this value. The diagonal
dominance illustrates that false matches are far more likely to occur when the two images being
compared are close in age to one another.
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All impostor pairs ’(1/
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Figure 9 — Example heat map:
Variation in FMR due to age difference between impostor and enrolee

11 Record keeping

11.1 Record keeping shall comply with regulation concerning retention and storage of personally
identifiable information:

a) The original biometric samples, references and features (if collected) shall be stored in conformance
with all relevant data protection legislation;
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b) Comparison scores, and decisions output by the system, if available, should be retained.

NOTE
identi

Comparison scores and decisions are not personally identifiable information unl
ties or individualized biometric data.

ess linked to

11.2 Records regarding the methods used to derive performance measures, and the identities of staff
responsible for conducting enrolment and supervising the collection of transaction data shall be retained.

11.3

Sufficient information shall be kept to:

a) enable the evaluation to be repeated under conditions as close as possible to the original,

b) f

c) ¢

d) allow for comparison of results with those of other evaluations, e.g. for inter“laboratory

11.4
test d
A me
on th

11.5

origimal erroneous data, and the corrected values.

11.6
polic

12 K

12.1

Perfo
depel
corre

ncilitate, if possible, identification of factors affecting the uncertainty of results,

stablish an audit trail, and

Records (whether written or electronic) shall be protected to avoidloss or change o
ata. If alterations have to be made, a copy of the original should be kept with a note of th
chanism may be required to enable removal of a test subject’s\petrsonally identifiable
bir request.

Where mistakes occur (in the data collection procedures etc.) records should sh

Records shall be disposed of in accordance with the legislation of the relevant jurisdi
 of the organization that has stored the records.

leporting performance results

Reporting test details

rmance measures such-\@s” error rates, transaction times, computational workla

ndent on test type, application and population. For performance measures to be
ctly, the informatiemin Table 1 shall be reported, together with the performance met

comparison.

F the original
e alterations.
information

bw both the

rtion and the

ad, etc. are
interpreted
rics relevant

to the¢ evaluation listed in' 12.3 through 12.8.
Table 1 — Reporting test details
Test-details Reporting |Details to report
The qystem(s) tested Mandatory Including details of algorithms, biometric sengors, user
interface, supporting hardware, etc.
Test organization details Mandatory Test organization, location, date of test.
Type of evaluation Mandatory In the case of technology evaluation: details of the test

corpus used.

nario.

tional application.

In the case of scenario evaluation: details of the test sce-

In the case of operational evaluation: details of the opera-
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Table 1 (continued)

Test details Reporting |Details to report

Size of evaluation Mandatory Number of test subjects.
Number of instances (fingers, hands or eyes, etc.) enrolled
by each test subject.
Number of visits made by test subject.
Number of transactions per test subject (or test subject
instance) at each visit.

Test crew Mandatory Demographics of the test crew (age, gender, etc.)
The manner in which the test crew was assembled, to
include exclusions, volunteers etc., as well as the-degrge to
which the test crew mirrored the target population.
The level of training, instruction, familiarization, and fha-
bituation of test crew in the use of the system.

Test environment Mandatory See8.3.2.1,8.4.2,and C.2.6.

Time separatfion between enrol- |Mandatory See 7.3.7.

ment and redognition transac-

tions

Quality and decision thresholds |Mandatory The thresholds used, andthose recommended for the far-

used during ¢lata collection get application (if different).

Control of fagqtors potentially Mandatory See 7.3 and Annex.C.

affecting performance

Test procedujres Mandatory E.g. policies for determining enrolment failures.
Details 6f'ahy abnormal cases occurring during testinig
that aréexcluded from performance analysis.

Estimated urfcertainties Optional Estimated uncertainty in performance results, and meth-
od of estimation. See 9.11 and Annex B.

Deviation frdm guidelines Optional Deviations from the guidelines of this document should be

explained. Sometimes it is necessary to compromise gdne
aspect to achieve another; for example, randomizing the
order of using fingers on a fingerprint device might lead to
user confusion and a higher number of labelling errorg.

12.2 Summary statistics

Single numb
under the R(

er “summary.statistics” such as Equal Error Rate (EER), Half Total Error Rate (HTER)
C, are deprecated. If an overall figure of merit is to be provided:

Area

a) the methodstoderive such a figure shall be operationally relevant taking account of factors sych as

error co

b) the method of derivation shall be reported.

12.3 Reporting enrolment performance

Kts, target security level etc. of the system, and

Table 2 lists performance metrics for biometric enrolment.

Table 2 — Enrolment performance metrics

Metric

Reporting

Details to report

Failure to enrol rate (FTER)

Mandatory

See 9.2.1.
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Table 2 (continued)

Metric Reporting Details to report
Enrolment transaction duration |Optional See 9.2.2.
In additional to an average (mean or median) transaction
duration, the cumulative distribution function of enrolment
transaction times should be provided showing both successful
and failed enrolments.
Enrolment transaction computa- |Optional See 9.10.2 a).
tional workload
12.4(Reporting acquisition performance
Tablg 3 lists performance metrics for the biometric acquisition process.
Table 3 — Acquisition performance metrics
Metric Reporting Details to report
Failufe-to-acquire rate (FTAR) |Mandatory See9.3.1.
Acqujsition process duration Optional See 9.3.2.
In additional totan average (mean or median) transaction
duration, the eumulative distribution function pfacquisition
times shouldbe provided showing both succesqful and failed
acquisitions.

12.5(Reporting one-to-one comparison performance

Table 4 lists performance metrics for one-to-one’biometric comparison.

Table 4 — One-to{one comparison performance metrics
Metric Reporting Details to report

Falselmatch rate (FMR)/ Mandatory See 9.4.1 and 9.4.2.

Falsqnon-match rate (FNMR) FMR and corresponding FNMR shall be reported over the
range of decision thresholds tested. A DET plot is recom-
mended in the case of multiple operating poins.

FTER Mandatory See 12.3. Otherwise a statement that FTER is inknown.

FTAH Mandatory See 12.4. Otherwise a statement that FTAR is finknown.

Computationatwerkload of Optional

biomgtric comparison

12.6

Reporting verification system performance

Table 5 lists performance metrics for biometric verification.

Table 5 — Verification system performance metrics

Metric Reporting Details to report

False accept rate (FAR)/ Mandatory See 9.5.2 and 9.5.3.

False rejectrate (FRR) FAR and corresponding FRR shall be reported over the
range of decision thresholds tested. A DET plot is recom-
mended in the case of multiple operating points.

FTER Mandatory See 12.3. Otherwise a statement that FTER is unknown.

FTAR Mandatory See 12.4. Otherwise a statement that FTAR is unknown.

© ISO/IEC 2021 - All rights reserved
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Table 5 (continued)

tational worl

fload

Metric Reporting Details to report

Verification transaction duration | Optional See 9.5.4.
In additional to an average (mean or median) transaction
duration, the cumulative distribution function of acquisi-
tion times should be provided showing separately accept-
ed and rejected verification durations.

Generalized false accept rate Optional See 9.5.5.

(GFAR)/ . . .
Recommended when comparing systems having different

Generallzed falca rojnr‘f rata ETER I/ ETAR erraorratas Tha mathad of gannrq]ivqfi n

(GFRR) shall be reported.

Verification fransaction compu- |Optional See 9.10.2 b).

12.7 Repol

Table 6 lists

rting identification system performance

performance metrics for biometric identification.

Table 6 — Identification system performance metrics

identification transaction

[Metric Reporting Details to report

False-positive identification rate |Mandatory See 9.6.2 and 9.6.3.

(FPIR)/ FPIR and correspénding FNIR shall be reported over the

False-negatiye identification rate range of decisjon thresholds and identification ranks

(FNIR) tested.

A DET plotis recommended in the case of multiple op¢rat-
ing points.

Several DET plots may be shown corresponding to differ-
ent numbers of identifiers returned, and different nummber
of references in the enrolment database.

Number of enjrolled references  |Mandatory

FTER Mandatory See 12.3. Otherwise a statement that FTER is unknowjn.

FTAR Mandatory See 12.4. Otherwise a statement that FTAR is unknowjn.

Selectivity Optional See 9.6.5.

Closed-set rejsults Optional See 9.6.6. If a closed-set test was conducted, the results
should be shown as a CMC plot or as an FNIR-over-rank
plot, with details of the number of enrolled subjects.

Identification transaction dura- |Optional See 9.9

tion In addition to an average (mean or median) transactidn
duration, the cumulative distribution function of acqyisi-
tion times should be provided.

Computation workload for an Optional See 9.10.2 ¢) and 9.10.4. Computational workload may be

measured for different numbers of references to show how
workload scales with database size.

12.8 Reporting performance across factors

12.8.1 It can be useful to show variation in performance between individuals / classes of individuals, for
example reporting error rates/comparison scores/timings for different classes of individuals (e.g. male
/ female). In evaluations where test subjects make multiple mated transactions, it can also be useful to
provide histograms showing how individual error rates vary between subjects.

12.8.2 In evaluations considering the effect of a controlled experimental factor on performance, (see
7.3.2a), there can be changes in both FNMR and FMR (or in FNIR and FPIR for an identification system).
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The experimenter should produce two graphs, FNMR vs. threshold and FMR vs threshold which include
traces for each level of the controlled factor (see examples in Figure 4). Such graphs generally expose the
changes in the mated and non-mated distributions respectively.

The normal DET is appropriate to applications where thresholds are set separately for each level of the
factor. In cases where a common threshold is used across all levels of the factor, the experimenter may
plot DETs, as in Figure 10, annotated by lines connecting points of fixed threshold (shown in black in

Figure 10).
Y

0,01

0,008

0,005

0,003

1e-05 1e-04 1e-03 1e-02 1e-01 1e+q0 X
Key
X false match rate (FMR)
Y false non match rate (FNMR)
Sex: Female
Sex: Male

Connector between points at same threshold

Figure 10 —Example: Relative performance of male and female subjects for a face-ffecognition
based access control system
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Annex A
(informative)

Differences between evaluation types

Table A.1 — Differences between evaluation types

Technology

Scenario

Operational

What is teste

Biometric component (comparison
or extraction algorithm)

Biometric system

Biometric system

Ground truth

Known, subject to data collection
errors and intersections in merged
data sets

Known, subject to data collec-
tion errors and tester failure
to note unwanted subject
behaviour

Dependent,on availablg con-
trols anddnstrumentation to
establish\ground truth

Subjectbehay
controlled by
administratg

iour
test
r

Not applicable during testing; may
be known to be controlled when
biometric data recorded, otherwise
considered to be uncontrolled

Controlled (unless subject
behaviouris anindependent
variable)

Uncontrolled

Subject has
al-time feedl

attempt

re-
ack

of the result of

No

Yes

Yes

Repeatabilit
results

y of

Repeatable (corpus fixed)

Quasi-repeatable (if test sce-
nario-and population con-
trolled)

Not repeatable

Control of ph
cal environm

ySi-
ent

May be known to be controlled when
biometric datarecorded, otherwise
considered to be uncontrolled

Controlled and/or recorded

Not controlled, ideally recprded

Subject inte

tion recorded!

fac-

Not applicable during testing; may
be recorded when biomeétric data
recorded

Recorded

Recorded during enrolment;
may be recorded during veri-
fication/identification

Typical res
reported

h1ts

Comparison of biometric compo-
nents or versioens of components
(e.g. comparisen or extraction al-
gorithms,or-Sensors), determine
criticakperformance factors

Compare biometric systems,
determine critical perfor-
mance factors; measure sim-
ulated performance

Measure performance fin an
operational environmerit

Typical metr

Most performance metrics (not end-
tozend throughput); mosterrorrates;
gaod for large-scale identification
system performance where difficult

Predicted end-to-end
throughput, FMR, FNMR,
FTAR, FTER, FAR, FRR

End-to-end throughput; re-
liable testing of operatjional
FAR and FRR requires some
knowledge of ground trjith

to assemble large test crew

Constraints

Appropriate test corpus, e.g. gath-
ered with one or more sensors, the
identity of which may or may not
be known

Operational, instrumented
system

Operational, instrumented sys-
tem; typically only decision
rates are available

characteristics and distinctions.

Human test pop-|Recorded Live Live
ulation
NOTE  Although in some cases there are exceptions to the entries in this table, these are the mainstream, fundamental
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Annex B
(informative)

Test size and random uncertainty

-1:2021(E)

B.1 Confidence intervals and test size assuming independent identically

distj

B.1.1

The K
with
the e
5 %.

¢
for a

EXAM
with ¢

NOTE

NOTH
made
With
statis
samp
Refer
in the|
thei.i

B.1.2

The H
erron

rate
indef

"Ibuted comparisons

Rule of 3

ule of 3 [21[211[23] addresses the issue of the lowest error rate that can befstatistically
a given number, n, of independent identically distributed (i.i.d.) compdrisons trials.
Fror rate p for which the probability of zero errors in n trials, purely’by chance, is
[his gives:

x~3/n
D5 % confidence level.

PLE A test of 300 independent samples returning no,errors is said to have an error rate
D5 % confidence.

1 p=2/n fora90 % confidence level.

2 Theii.d. assumption is fulfilled, for evaluation of FMR and FNMR, if each mated comp
by a different test subject, and if each non-miated comparison trial involves a different pair of
1 test subjects, this would allow only nsstatistically independent mated comparison trials,
fically independent non-mated compatvison trials. However, cross-comparisons between

e features and enrolled references generates many more non-mated comparison trials and
bnce [11], achieves smaller uncertainty despite dependencies between the attempts. Thus, e
case of operational testing, there is little merit in restricting data to a single attempt per subj
d. assumption.

Rule of 30

tule of 30 state$ that to be 90 % confident that the true error rate is within +30 % of {

s between 0,7 % and 1,3 %. The rule comes directly from the binomial distributic
endenttrials, and may be applied by considering the performance expectations for th

 established
['his value is
for example)

of 1 % or less

arison trial is
test subjects.
and only n/2
all submitted

according to
kcept perhaps
ect to achieve

he observed

rate, there should be at least 30 errors [24], So, for example, if there are 30 false non-atch errors
in 3 (00 independent mated comparison trials, we can say with 90 % confidence that tH

e true error
n, assuming
e evaluation.

EXAM

PLE Suppose the performance goals are a 1 % false non-match rate, and a 0.1 % false m

tch rate. This

rule implies 3 000 mated comparison trials and 30 000 non-mated comparison trials. Note however, to fulfil
the requirement of independence of comparison trials, would require 60 000 test subjects. The alternative is to
compromise on independence by re-using a smaller set of test subjects, and to be prepared for a loss of statistical
significance.

NOTE The rule generalizes to different proportional error bands. For example, to be 90 % confident that the

true error rate is within #10 % of the observed value, at least 260 errors are needed. To be 90 % confident that
the true error rate is within +50 % of the observed value, at least 11 errors are needed.

B.1.3 Number of comparisons to support a claimed error rate

B.1.3.1 The number of statistically independent comparisons required to support a claimed error
rate is illustrated in Figure B.1. For example, no false matches in n independent non-mated comparisons
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would support a claimed false match rate of 3/n, with 95 % confidence, while 30 errors would support a

claim of 41/n.
Y
40/n—
30/n—
. N
: 1 (19
] NG
— /
20/1‘1—_
- 2
10/n—
0/n—— T —
0/n 24/n 4/n 6/n 8/n 10/n 12/n 14/n 16é3\QB/n 20/n 22/n 24/n 26/n 28/n 30/n X
Key \\.Q
X  errors observed in n independent comparisons, ®$
Y errors rafe claimed 4\
1 claim sugported (95 % confidence) \O
2 claim neither supported nor refuted ‘\C)
3 claim refyited (95 % confidence)
NOTE This chart provides @)nable approximation when the claimed error rate is 1 % or below.
Figure B.1— 95 % c \&dence decision regions for accepting (or rejecting) an error rate claim
O&‘ with n independent comparisons
B.1.3.2 To re statistical independence, the test subjects providing the probes and referen¢es in
eaCh non-mdatea COHIPdI ibUIl LI ldl uced L0 bU dlffEI CIIl dlld bc]ULLEL‘l ldIlL‘lUlIlly fl OIIl LhE tdrget pupuldtion.

This approach is unlikely to be efficient for low false match rates, as n independent comparisons requires
2n test subjects.

B.1.3.3 An alternative cross-comparison approach is often adopted, though this does not ensure
statistical independence. With n individuals, cross-comparison of attempts/references for each
(unordered) pair, can exhibit a low degree of correlation. The correlations within these n(n - 1)/2 false
match attempts reduce the confidence level for supporting an FMR claim compared with the same
number of completely independent comparisons.
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B.2 Variance of performance measures as a function of test size

-1:2021(E)

As the test size increases, the variance of estimates decreases, but the scaling factor depends on the
source of variability.

If test subjects each make multiple mated comparison trials, then the variance of the observed false
non-match rate has components due to:

variability of test subjects, scaling as 1 / (number of test subjects); and

— residual variability of mated comparison trials, scaling as 1 / (number of mated comparisons).

If te
cros
variance of the observed false match rate has components due to:

NOTE
a per;
refergnces incur a disproportionate share of false matches, while wolves are those whose samples ay
succepsful at giving false matches. This would imply that, for the false non-match rate, the compone
for te
non-zgro.

B.3

B.3.1

This
The vjariance is a statistical measure of uncertainty and can be used in estimating confider]
etc. Tlhe applicability af these formulae depends on the following assumptions about the dj

subjects make multiple attempts, and non-mated comparison trials are generate
comparison of these attempts against references from a different set of data subje

variability of test subjects, scaling as 1 / (number of test subjects);
variability of impersonated references, scaling as 1 / (number of impersonated referer

ariability of attempts (other than that accounted for by variability of test subjects
/ (number of attempts); and

=<

—

esidual variability of the generated non-mated comparisen,trials, scaling as 1 / (nui
hated comparison trials).

=

Doddington et al.[3] show that biometric systems.¢an have “goats”, “lambs” and “wolve
onal false non-match rate significantly higher than that/for the overall population, lambs ar

t subjects is non-zero; and for the false matchrate, the components for test subjects and for 1

Estimates for variance of performance measures

General

subclause presents formulae and methods for estimating the variance of performan

d offline by
cts, then the

ces);

), scaling as

mber of non-

5”. Goats have
b those whose
e particularly
nt of variance
eferences are

e measures.
ce intervals,
stribution of

hple, the test

interactions

subjects are

an be biased

error|cases:
a) The test créw'is representative of the target population. This is be the case if, for exar
sjubjects. are drawn at random from the target population.
b) Attempts by different test subjects are independent. This is not always be true. Subject
are.influenced by what they see others do. However, the correlations between test
likely to be minor in comparison to the correlations within a set of attempts by one test subject.
c) Attempts are independent of threshold. Otherwise, the estimates for the error rates c
except at the threshold used for data collection.
d) Error rates vary across the population. Different subjects can have different individual false non-
match rates, and different subject pairs can have different individual false match rates
e) The number of observed errors is not too small. In cases with no observed errors, the formulae

would give a zero variance, but the Rule of 3 would apply. Schuckers et al.[22] examines the
conditions under which the methods such as those presented here provide appropriate coverage

intervals.
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B.3.2 Variance of observed false non-match rate

B.3.2.1 False non-match rate — Single attempt per test subject

In the case where each test subject makes a single attempt, Formulae (B.1) and (B.2) apply:

A1
p=—24 (B.1)
i=1
3(5)=p(1_p) (B2)
n—1
where
n is[the number of enrolled test subjects;
a; is[the number of false non-matches for the ith test subject;
Z) is|the observed false non-match rate;
f,(f,) is|the estimated variance of observed false non-match rate.
NOTE1 A dlerivation of this estimate can be found in many statistical textbooks (e.g, Reference [26]).
NOTE 2  These formulae have sometimes been misapplied to caSesWwhere subjects make several attempts. The
replacement ¢f the number of test subjects, n, by the number of attempts is generally not valid.
NOTE3  THese formulae are also appropriate for estimating variances of failure-to-acquire and failure-to-

enrol rates w

B.3.2.2 Fal

In the case
given by For

hen there is one attempt per test subject.

se non-match rate — Multiple attempts per test subject

here each test subject makes the same number of attempts, the appropriate estimate
mulae (B.3) and (B.4)[26l;

S are

(B.3)

(B:4)

~ 1 <k
P LG
ig1
TR L - S Y
TORLNE,
- 2 I
(n-1)| m%n }1
where:
n is the number of enrolled test subjects;
m is the number attempts made by each test subject;
a; is the number of false non-matches for the ith test subject;
Z, is the observed false non-match rate;
‘A,(;)) is the estimated variance of observed false non-match rate.
NOTE1 When m =1, the estimates are the same as those in Formulae (B.1) and (B.2).
NOTE 2  These formulae are also appropriate for estimating variances of failure-to-acquire rates when there

are multiple attempts per test subject.
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B.3.2.3 False non-match rate — Unequal numbers of attempts per test subject

Sometimes the number of attempts per subject varies. Some subjects might not complete the desired
number of attempts. Acquisition process failures can also cause attempts to be missing from the false
non-match rate calculations. Provided there is no correlation between the number of attempts made
and the differing success rates of individuals, Formulae (B.5) and (B.6) are appropriate:

p=_zl (B.5)

n n n
2_o97 2N 2
2.a’=2p) am+p 3m,

_i=l i=1 i=1

< >
—
e 1p)
N

(B.6)

TN
n_
1S
i=1
wherf:
n is the number of enrolled test subjects;

m;  isthe number attempts made by the ith test subjett;
a: is the number of false non-matches for the{™ test subject;

i is the observed false non-match rate;

; (;,) is the estimated variance of observed false non-match rate.

NOTH1 This formula for the variance (from Reference [26]) is an approximation to give an expression in a
usable¢ form.

NOTH2  When all m; are equal,'the same estimates as in Formulae (B.3) and (B.4) are obtained.

NOTH3 Sometimes the different frequency of use by test subjects is correlated with the differing success
rates.| For example, test-subjects who are rejected make additional attempts to be recognized, while those
using|the system morg-frequently achieve better performance through the effects of habituation. [n such cases,

Formulae (B.5) and {B.6) cannot be directly applied, as there is a risk that results are dominated by|a small group
of excessively frequient but unrepresentative test subjects.

B.3.3 Variance of observed false match rate

In th¢ cdsé where a full set of cross-comparisons is made, the observed false match rate, and an estimate
of the variance are given by Formulae [B.7] and [B.8]:

o) 22 (B.7)

i=1 j=1

v(q)r————— ~ 2 ¢, +d, —%E[z (B.8)

m2n2 n 1
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is the number of test subjects (and of enrolment references);

is the number of samples per test subject;

bject (and b;; = 0);

is the number of samples from the ith test subject falsely matching the reference of the jth test

is

is

N

q
i) =
For a more d

matrices of 1
Chapter 4 Eqg

is

B.4 Estin

B.4.1 Gen

B4.1.1 Wi
observed er
we are deali
population, §

B.4.1.2 Und
rates are giv

the number of false matches in total against the reference of the ith test subject (¢ =)

n
the number of false matches in total by the ith test subject (d; =2 bﬁ )
j=1
the observed false match rate;

the estimated variance of the observed false match rate.

eneral method, not requiring exactly m samples pet; subject, and allowing for non-s
eference and probe numbers see also Computatiofal'‘Methods in Biometric Authentic
uations 4.1 through 4.12[27],

jating confidence intervals
pral

th a sufficiently large number~of attempts, the central limit theorem[26] implies thg
'or rates are expected to.follow an approximately normal distribution. However, be
hg with proportions nedr to 0 %, and the variance in the measures is not uniform ove
ome skewness is likely to remain until the number of test subjects is quite large.

r the assumption/of normality, 100(1 - @) % confidence bounds on the observed

en by Formula (B9):

—a/Z)W

uare
htion,

t the
cause
br the

error

(B.9)

is the inverse of the standard normal cumulative distribution, i.e. the area under the standard

normal curve with mean 0, variance 1 from -oo to z(x) is x. For 95 % confidence limits, the

[A) + z(11
where:
z()
va
a
p is
o)

lue of z(0,975) is 1,96;

the observed error rate;

the estimated variance of the error rate.

is the probability that the confidence interval does not contain the true value of the error rate;

B.4.1.3 Often when the above formula is applied, the confidence interval reaches into negative values
for the observed error rate, but negative error rates are impossible. This is due to non-normality of the
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distribution of observed error rates. Non-parametric methods, such as the bootstrap can be used to
obtain confidence intervals in such cases[28]-[30],

B.4.2 Bootstrap estimates of the variance and confidence intervals

B.4.2.1 Bootstrap estimation reduces the need to make assumptions about the underlying distribution
of the observed error rates and the dependencies between attempts. The distributions and dependencies
are inferred from the data itself. By sampling with replacement from the original data, a bootstrap sample
can be created, from which an alternative estimate of the error rate would be produced. With a large
number of such bootstrap samples, an empirical distribution for the estimators can be obtained. This can

be us

d to constriuct confidence intervals, estimate uncertainties, etc

B.4.2
comp
refers
referg
comp
from
folloy

a)

— (N

b)

c)
d)

~

Many
bootd

B.4.2
choos
than
95 %

B.4.3

B.4.3
colleq

L2 To illustrate the process, suppose we are estimating the false match rate usinga‘fu
arison with n test subjects, each providing m attempts to be compared against all (n
ences. If x(v, a, t) denotes the result of the matching of the ath attempt by-tést subj
rice t. The dataset X for estimating the false match rate consists of the results of all mn
arisons X ={x(v,a, t) | t#vE{]L, .., n},a€{l, .. m}}. Each bootstrap_sample shall be
X in a way that replicates the structure and dependencies in the original data. The pr
/s:

hmple n test subjects with replacement: v(1), ..., v(n). (Sampling with replacement me:
kely to contain more than one occurrence of the same iteim);

br each v(i) sample with replacement (n - 1) non-selfreferences: t(i, 1), ..., t(i, n-1);
br each v(i) sample with replacement m attempt§/nrade by that test subject: a(i, 1), ...,

he bootstrap sample produced is:

={ (v(D), tG,)), ali, k) | i € {1, ..., n},j € (£ n-1} a € {1, .., m} }.

bootstrap samples are generated,\and a false match rate obtained for each. The distri
trap values for the false match rate is used to approximate that of the observed false

L3 The bootstrap values allow a direct approach for constructing 100(1 - a) % confi
ing L (lower limit) and U (upper limit) such that only a fraction a/2 of bootstrap valu
., and «/2 bootstrap.values are higher than U. At least 1 000 bootstrap samples shoul
limits, and at least.5 000 bootstrap samples for 99 % limits.

Subset-sampling

L1 A‘further approach to inferring the error margin on the observed error rates is

1 set of cross
- 1) non-self
ect v against
[n - 1) cross-
constructed
bcedure is as

ins the list is

1 (i, m);

bution of the

match rate.

dence limits:
es are lower
1 be used for

to divide the

FRVTI

B.4.3
a)
b)
‘)
d)

.2 The basic approach to deriving error ellipses is as follows.

Gather performance results using n test subjects.
Divide test population into m (e.g. m =10) disjoint sets of size n/m.
Compute DET for each subset.

Assume a threshold t.

1) Find x; =(FMRI. ,FNMR, )at the threshold for all setsi =1, ..., m.

ted - test data into disjoint subsets of test subjects, and then generating a DET for eacT subset. The
- ﬁ - .

2) Compute the sample mean, X, and sample covariance, S, using Formulae (B.10) and (B.11):
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_ 1Ixom

X iz i

PR ol ((x,-%)(x,- %)) (B.11)
m—1<=

3) Compute the eigenvectors and eigenvalues of S.

(B.10)

4) The ellipse centroid is at X, the axis orientations are given by the eigenvectors of S, and the
semi-axis lengths are proportional to the square root of the corresponding eigenvectors, the
constant of proportionality being the square root of the chi-square factor for the desired

confidence level (at 2 degrees of freedom) divided by \/E .

5) Undler the assumption of normality, the error ellipse provides a confidence bound on the'values
for FMR and FNMR at threshold t (calculated over the whole test population).

e) Repeat fr further thresholds t.
NOTE Ar] analogous procedure can be used for identification systems by splitting\ the search set. For

estimation of uncertainty in FPIR, the non-mated search set is split into M disjoint.sets. For estimatjon of
certainty in FNIR, the mated search set is split.
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