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Foreword

ISO

(the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and rjon-governmental, in liaison with ISO and IEC, also take part in the work. In the field ¢f information
technplogy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Inter

The

tional Standards are drafted in accordance with the rules given in the ISO/IEC Directives,

ain task of the joint technical committee is to prepare International Standards. Draft

Standards adopted by the joint technical committee are circulated to national bedies for voting. |

an In

Atten
rights

ISO/I

rnational Standard requires approval by at least 75 % of the national bodies casting a votd.

ion is drawn to the possibility that some of the elements of this.document may be the sub
ISO and IEC shall not be held responsible for identifying anyerall such patent rights.

FC 19795-1 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information

Subcommittee SC 37, Biometrics.

ISO/I
perfo

EC 19795 consists of the following parts, understhe general title Information technology)
mance testing and reporting:

art 1: Principles and framework

art 2: Testing methodologies for technology and scenario evaluation
bllowing parts are under preparation:

art 3: Modality-specific testing [Technical Report]

art 4: Performance-and interoperability testing of data interchange formats

art 5: Performarice of biometric access control systems

Part 2.

International
Publication as
ject of patent

technology,

— Biometric
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Introduction

This part of ISO/IEC 19795 is concerned solely with the scientific “technical performance testing” of biometric
systems and devices. Technical performance testing seeks to determine error and throughput rates, with the
goal of understanding and predicting the real-world error and throughput performance of biometric systems.
The error rates include both false positive and false negative decisions, as well as failure-to-enrol and failure-
to-acquire rates across the test population. Throughput rates refer to the number of users processed per unit

time based |
applicable to
example, fing

It is acknowl
testing not co

reliability]

security,

safety;

cost/ben

privacy r

Methods and

broad range ¢f groups.

The purpose
conducting tg
literature on
and contradid
a different teq
from one test

Biometric tec
Each type of

conformance;

human factors, including user acceptance;

oth on computational speed and human—machine interaction. These measures are ger
all biometric systems and devices. Technical performance tests that are device-spegific
erprint scanner image quality — are not considered in this part of ISO/IEC 19795.

nsidered in this part of ISO/IEC 19795 include

availability and maintainability;

including vulnerability;

pfit;

bgulation compliance.
philosophies for these other types of test are currently being considered internationally
of this part of ISO/IEC 19795 is to present the requirements and best scientific practic
chnical performancestesting. This is necessary because even a short review of the tec
biometric device testing over the last two decades or more reveals a wide variety of conf
tory testing protocols [1-11]. Even single organizations have produced multiple tests, each

to the next;but also because no standard has existed for protocol creation.

hnical'performance testing can be of three types: technology, scenario or operational evall
fest requires a different protocol and produces different types of results. Even for tests of a

erally
for

pdged that technical performance testing is only one form of biometric testing:” Other types of

by a

bs for
hnical
licting
using

t method. Test protocols have varied not only because test goals and available data are different

ation.
Single
target

type, the wid

e\variety of biometric devices, sensors, vendor instructions, data acquisition methods,

applications and populations makes it impossible to present precise uniform testing protocols. Other parts of
ISO/IEC 19795 will provide specific advice and requirements for the development and use of such different
test protocols. This part of ISO/IEC 19795 addresses specific philosophies and principles that can be applied
over a broad range of test conditions.

This part of ISO/IEC 19795 has been developed from the UK Biometrics Working Group’s Best Practices in
Testing and Reporting Performance of Biometric Devices [12] which itself drew from two primary source
documents developed by the US National Institute of Standards and Technology (NIST) [13, 14], a variety of
evaluation reports [7-10], and comments from the Biometrics Consortium Working Group on Interoperability,
Performance and Assurance.

Vi © ISO/IEC 2006 — All rights reserved
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Information technology — Biometric performance testing
and reporting —

Part 1:
Principles and framework

1 Scope
This part of ISO/IEC 19795
— dstablishes general principles for testing the performance of biometric.systems in terms of efror rates and

roughput rates for purposes including prediction of performance, comparison of perfqrmance, and
rifying compliance with specified performance requirements;

—

— ecifies performance metrics for biometric systems;
— ecifies requirements on test methods, recording.of'data and reporting of results; and

— provides a framework for developing and describing test protocols, to help avoid bias due tolinappropriate
ta collection or analytic procedures, to.felp achieve the best estimate of field performpance for the
pended effort, and to improve understanding of the limits of applicability of the test results|

This part of ISO/IEC 19795 is applicable to empirical performance testing of biometric systems and algorithms
through analysis of the matching scores and decisions output by the system, without detailed knowledge of
the system’s algorithms or of theNunderlying distribution of biometric characteristics in the population of
interest.

Not within the scope of this part of ISO/IEC 19795 is the measurement of error and throughput rates for
people deliberately trying™to circumvent correct recognition by the biometric system (i.e. active imjpostors).

2 (Conformance

To cgnforim)to this part of ISO/IEC 19795, a biometric performance test shall be planned, éxecuted and
repor‘ed i accordance with the mandatory requirements contained herein.

3 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 17025, General requirements for the competence of testing and calibration laboratories

© ISO/IEC 2006 — All rights reserved 1
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4 Terms

and definitions

For the purposes of this document, the following terms and definitions apply.

4.1

411
sample

Biometric data

user’s biometric measures as output by the data capture subsystem

EXAMPLE

Fingerprint image, face image and iris image are samples.

NOTE In
fingerprint recg

41.2
features
digital repres
be used to co

EXAMPLE

413
template
model

user’s stored

NOTE Th
the user. Morg
that user. In th

41.4

matching sc
similarity sco
measure of th
well these fed

NOTE 1

NOTE 2
increase.

As

41.5

more complex systems, the sample may consist of multiple presented characteristics (e.gy-1
rd, face image captured from different angles, left and right iris image pair).

bntation of the information extracted from a sample (by the signal processing'subsystem) th
nstruct or compare against enrolment templates

Minutiae coordinates and principal component coefficients are features,

reference measure based on features extracted from:enrolment samples

generally, the stored reference will be a model representing the potential range of biometric featu
s part of ISO/IEC 19795, we normally use “templaté” to include “model”.

pre
(S

tures fit a user’s reference_ model

A match or non-match decision may be made according to whether this score exceeds a decision thresh

verification decision

determination

of the probable validity of a user’s claim to identity in the system

4.1.6

b reference measure is often a template comprising the biometric features for an ideal sample preser]

e similarity between features derived from a sample and a stored template, or a measure g

features derived from a presented sample become closer to the stored template, similarity scor

IO-print

at will

ted by
res for

f how

old.

es will

candidate list
set of potential enrolled identifiers for a subject produced by an identification attempt (or by a pre-selection

algorithm)

41.7

identification decision
determination of a candidate list for the user’s probable identity in the system

© ISO/IEC 2006 — All rights reserved
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4.2

4.21
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User interaction with a biometric system

presentation
submission of a single biometric sample on the part of a user

4.2.2

attempt

submission of one (or a sequence of) biometric samples to the system

NOTE An attempt results in an enrolment template, a matching score (or scores), or possibly a failure—to-acquire.
423

transpction

sequgnce of attempts on the part of a user for the purposes of an enrolment, verification or| identification
NOTE| There are three types of transaction: enrolment sequence, resulting in an enrelment or a faijure-to-enrol; a
verificgtion sequence resulting in a verification decision; or identification sequence, resulting in an identificajon decision.
424

genu|ne attempt

singlg good-faith attempt by a user to match their own stored template

425

zero-effort impostor attempt

attem
succeg
anoth

4.2.6

pt in which an individual submits his/her own biometric characteristics as if he/she we
ssful verification against his/her own template, bui‘the comparison is made against the
er user

activeé impostor attempt

attem
simul

NOTE|
methol

4.2.7

pt in which an individual tries to matchythe stored template of a different individual by

re attempting
e template of

presenting a

hted or reproduced biometric sample;or by intentionally modifying his/her own biometric characteristics

Error rates for active impostorattempts will vary from those for zero-effort impostor attempt
ds and skill used in active impostor-attempts is outside the scope of this part of ISO/IEC 19795.

pres

ntation effects

broad category of variables affecting the way in which the users’ inherent biometric charg
displgyed to the sensor

EXAMPLE Ifi/facial recognition, this could include pose angle and illumination; in fingerprinting, fing

skin

oisture. InJmany cases, the distinction between changes in the fundamental biometric charact

presentatiop.‘€ffects may not be clear (e.g. facial expression in facial recognition or pitch change in sped
systems):

5. Defining the

cteristics are

er rotation and
eristic and the
ker verification

4.2.8

channel effects
changes imposed on the presented signal in the transduction and transmission process due to the sampling,

noise

4.3

4.3.1
user
perso

and frequency response characteristics of the sensor and transmission channel

Personnel involved in the evaluation

n presenting a biometric sample to the system

© ISO/IEC 2006 — All rights reserved
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4.3.2
test subject

user whose biometric data is intended to be enrolled or compared as part of the evaluation

4.3.3
crew

set of test subjects gathered for an evaluation

434

target population
set of users of the application for which performance is being evaluated

4.3.5
administrat
person perfo

4.3.6
operator

individual with function in the actual system

EXAMPLE

4.3.7
observer
test staff men

4.3.8
experimente
person respo

4.3.9

test organizgtion

functional ent

44 Types

441

technology
offline evalu
collected cory

4.4.2

scenario evdluation

evaluation in

r

r
ming the testing or enrolment

Staff conducting enrolments or overseeing verification or identification transactions.

hber recording test data or monitoring the crew

hsible for defining, designing and analysing the:test

ity under whose auspices the test is conducted

of evaluation

valuation
ion of one or more-algorithms for the same biometric modality using a pre-existing or spe
us of samples

whichthe end-to-end system performance is determined in a prototype or simulated applic3

443

cially-

tion

operational evaluation
evaluation in which the performance of a complete biometric system is determined in a specific application
environment with a specific target population

4.4.4
online

pertaining to execution of enrolment and matching at the time of image or signal submission

NOTE

Online testing has the advantage that the biometric sample can be immediately discarded, saving the need

for storage and for the system to operate in a manner different from usual. However, it is recommended that images or

signals are coll

ected if possible.

© ISO/IEC 2006 — All rights reserved
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445
offline
pertaining to execution of enrolment and matching separately from image or signal submission

NOTE 1 Collecting a corpus of images or signals for offline enrolment and calculation of matching scores allows
greater control over which attempts and template images are to be used in any transaction.

NOTE 2  Technology testing will always involve data storage for later, offline processing. However, with scenario and

operational testing, online transactions might be simpler for the tester — the system is operating in its usual manner and,
although recommended, storage of images or signals is not absolutely necessary.

4.5 Biometric applications

451
verification
applidation in which the user makes a positive claim to an identity, features derived from the subinitted sample
biometric measure are compared to the enrolled template for the claimed identity, and an acgept or reject
decision regarding the identity claim is returned

NOTE| The claimed identity might be in the form of a name, personal identification.number (PIN), swip¢ card, or other
uniqug identifier provided to the system.

45.2
ident|fication
applidation in which a search of the enrolled database is performed, and a candidate list of |0, 1 or more
identifiers is returned

453
closed-set identification
identification for which all potential users are enrolled.in'the system

454
opentset identification
identification for which some potential usersare not enrolled in the system

4.6 |Performance measures

461
failurp-to-enrol rate
FTE
propartion of the population for whom the system fails to complete the enrolment process

NOTE] The observed failure-to-enrol rate is measured on test crew enrolments. The predicted/expgcted failure-to-
enrol flate will applyto-the entire target population.

4.6.2
failurp-to~acquire rate
FTA

proportion of verification or identification attempts for which the system fails to capture or locate an image or
signal of sufficient quality

NOTE The observed failure-to-acquire rate is distinct from the predicted/expected failure-to-acquire rate (the former
may be used to estimate the latter).

46.3

false non-match rate

FNMR

proportion of genuine attempt samples falsely declared not to match the template of the same characteristic
from the same user supplying the sample

NOTE The measured/observed false non-match rate is distinct from the predicted/expected false non-match rate (the
former may be used to estimate the latter).

© ISO/IEC 2006 — All rights reserved 5
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464

false match rate

FMR

proportion of zero-effort impostor attempt samples falsely declared to match the compared non-self template

NOTE

may be used to estimate the latter).

4.6.5

false reject rate

FRR

proportion of verification transactions with truthful claims of identity that are incorrectly denied

The measured/observed false match rate is distinct from the predicted/expected false match rate (the former

4.6.6
false accept
FAR
proportion of

4.6.7

(true-positiv
identification
proportion of
among those

NOTE1 Th
matching scorg

4.6.8
false-negatiy
FNIR
proportion of
not among th

NOTE Fa

4.6.9
false-positiv
FPIR
proportion of

NOTE 1 Th
decision thresh
NOTE2 Wi

4.6.10

rate

verification transactions with wrongful claims of identity that are incorrectly confirmed
b) identification rate

rate

identification transactions by users enrolled in the system in which‘the user’s correct ident
returned

s identification rate is dependent on (a) the size of the enrolment-database, and (b) a decision thresh
s and/or the number of matching identifiers returned.

e identification-error rate

identification transactions by users enrolledin’ the system in which the user’s correct ident
bse returned

se-negative identification-error rate = 1.4 true-positive identification rate.

p identification-error rate

dentification transactions by users not enrolled in the system, where an identifier is returne

old for matching scores and/or the number of matching identifiers returned.

h closed-set{dentification false-positive identification is not possible, as all users are enrolled.

pre-selectio
algorithm to

algorithm

fier is

old for

fier is

)

b false-positive identification-error rate is dependent on (a) the size of the enrolment database, andl (b) a

enrolment database

4.6.11

pre-selection error
(pre-selection algorithm) error that occurs when the corresponding enrolment template is not in the pre-
selected subset of candidates when a sample from the same biometric characteristic on the same user is

given

NOTE
from the same

biometric characteristic on the same user are placed in different partitions.

In binning pre-selection, pre-selection errors happen when the enrolment template and a subsequent sample

© ISO/IEC 2006 — All rights reserved
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4.6.12
penetration rate
(pre-selection algorithm) measure of the average number of pre-selected templates as a fraction of the total

numb

er of templates

46.13

identification rank
smallest value k& for which a user’s correct identifier is in the top & identifiers returned by an identification
system

NOTE

Identification rank is dependent on the size of the enrolment database, and should be quoted “rank & out of »”.

4.7

4.71
deted
DET
modif]
the y-

NOTE|

4.7.2
recei
ROC
plot o
of tru
decis

NOTE

4.7.3
cumy
CMC
graph
proba

NOTE|

4.8

4.8.1
varia
vV
meas

Data presentation curves

tion error trade-off curve

Curve

ed ROC curve which plots error rates on both axes (false positives on the-x*axis and false
aXxis)

An example set of DET curves is shown in 10.6.2, Figure 3.
yer operating characteristic curve
curve
f the rate of false positives (i.e. impostor attempts aceepted) on the x-axis against the corre
b positives (i.e. genuine attempts accepted) on the y-axis plotted parametrically as a fU
on threshold
An example set of ROC curves is shown in.10.6.3, Figure 4.
lative match characteristic curve
curve
ical presentation of results of an identification task test, plotting rank values on the x

bility of correct identification.abor below that rank on the y-axis

An example set of CMC curves is shown in 10.6.4, Figure 5.

Statistical terms

nce

ure’ of-the spread of a statistical distribution

negatives on

sponding rate
nction of the

axis and the

NOTE

NOTE

4.8.2

1 If E(X) represents the distribution mean of a random variable X, then V(X)=E( (X-1)*), where u=E[X].

2 The variance, if known, shows how close an estimated result is likely to be to its true value.

confidence interval
a lower estimate L and an upper estimate U for a parameter x such that the probability of the true value of x

being
EXAM

NOTE

between L and U is the stated value (e.g. 95 %)
PLE If [L,U] is a (95 %) confidence interval for parameter x, then probability(x € [L,U]) =95%

The smaller the test size, the wider the confidence interval.
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5 General biometric system

5.1 Conceptual diagram of general biometric system

Given the variety of applications and technologies, it might seem difficult to draw any generalizations about
biometric systems. All such systems, however, have many elements in common. Biometric samples are
acquired from a subject by a sensor. The sensor output is sent to a processor which extracts the distinctive
but repeatable measures of the sample (the features), discarding all other components. The resulting features
can be stored in the database as a template, or compared to a specific template, many templates or all
templates already in a database to determine if there is a match. A decision regarding the identity claim is
made based upon the similarity between the sample features and those of the template or templates
compared.

J)ata Data Matching Decision
Capture Storage
Enrolment .
ﬁ, =} Matchin
Identity” Database - rempiate : Similarity
Riaim 4 Si Score(s)
: ignal
Prepentation< . Template/ ] Processing Match?) '~ Candidate?
Template 1
. annnnan ) Match/ Candidate
:Biometric CreAatlon Non-matclJ/ Threshold *List
=Characteristics
. Features
v . Quality Control Verified? Identified?
Re-acquire L
$ensor Feature Extraction 7
L Decision
. SegmAentanon Criteria
l . Sample ~
Verification Identification
Outcome Outcome

.................. » Enrolment

=7

Figure,9"— Components of general biometric system

Verification

Identification

Figure 1 illustrates the information flow within a general biometric system consisting of data capture, signal
processing, §torage, matching, and decision subsystems. This diagram illustrates both enrolment, and the
operation of| verification and identification systems. The following subclauses describe each of |these
subsystems |[in more detail. It should be noted that, in any real biometric system, these concgptual
components may not exist or may not directly correspond to the physical components, for example quality
control could ‘atsotakeptacebeforesegmentatiomor before featureextraction:

5.2 Conceptual components of a general biometric system

5.2.1 Data capture subsystem

The data capture subsystem collects an image or signal of a subject’'s biometric characteristics that they have
presented to the biometric sensor, and outputs this image/signal as a biometric sample.
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5.2.2 Transmission subsystem (Not portrayed in diagram)

The transmission subsystem (not always present or visibly present in a biometric system) will transmit
samples, features, and/or templates between different subsystems. Samples, features or templates may be
transmitted using standard biometric data interchange formats. The biometric sample may be compressed
and/or encrypted before transmission, and expanded and/or decrypted before use. A biometric sample may
be altered in transmission due to noise in the transmission channel as well as losses in the
compression/expansion process. It is advisable that cryptographic techniques be used to protect the

authe

5.2.3

nticity, integrity, and confidentiality of stored and transmitted biometric data.

Signal processing subsystem

The
invol

ignal processing subsystem extracts the distinguishing features from a biometric sarig
locating the signal of the subject's biometric characteristics within the received Samp

le. This may
e (a process

known as segmentation), feature extraction, and quality control to ensure that the extracted featdires are likely
to be [distinguishing and repeatable. Should quality control reject the received sample/s, control

the d.

In thg

ta capture subsystem to collect a further sample/s.

case of enrolment, the signal processing subsystem creates a template-from the extrag

may return to

ted biometric

features. Often the enrolment process requires features from several( presentations of thg individual's
biomaetric characteristics. Sometimes the template comprises just the features.

5.2.4| Data storage subsystem

Templates are stored within an enrolment database held in the data storage subsystem. Each template is

assod
datab
within
comp

5.2.5

In the
are p
and t
verifig
identi
comp

5.2.6

ase, templates may be re-formatted into a biometri¢ data interchange format. Templates n
a biometric capture device, on a portable medium such as a smart card, locally such as
Liter or local server, or in a central database.

Matching subsystem

matching subsystem, the features are compared against one or more templates and sin

hssed to the decision subsystem.-The similarity scores indicate the degree of fit betweer
bmplate/s compared. In some'cases, the features may take the same form as the stored
ation, a single specific/claim of subject enrolment would lead to a single similarit
ication, many or all templates may be compared with the features, and output a similarity s
Brison.

Decision subsystem

iated with details of the enrolled subject. It should be noted that prior to being stored in the enrolment

nay be stored
bn a personal

pilarity scores
the features
femplate. For
y score. For
core for each

The decision subsystem uses the similarity scores generated from one or more attempts t¢ provide the

decis

In thg

on outcome for a verification or identification transaction.

case of verification, the features are considered to match a compared template when

the similarity

score
of the

EXCeeds a specified threshofd—ATtaim about the subject s enrotment tan themr be verifie
decision policy, which may allow or require multiple attempts.

on the basis

In the case of identification, the enrolee identifier or template is a potential candidate for the subject when the
similarity score exceeds a specified threshold, and/or when the similarity score is among the highest k values
generated for a specified value k. The decision policy may allow or require multiple attempts before making an
identification decision.

NOTE Conceptually, it is possible to treat multi-biometric systems in the same manner as uni-biometric systems, by
treating the combined biometric samples/templates/scores as if they were a single sample/template/score and allowing the
decision subsystem to operate score fusion or decision fusion as and if appropriate.
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5.2.7 Administration subsystem (Not portrayed in diagram)

The administration subsystem governs the overall policy, implementation and usage of the biometric system,
in accordance with the relevant legal, jurisdictional and societal constraints and requirements. lllustrative
examples include:

providing feedback to the subject during and/or after data capture;
requesting additional information from the subject;

storage and format of the biometric templates and/or biometric interchange data;

provide f|
set thres
set biom
control th
provide 4

interact v

5.2.8 Interf

The biometri
Programming

5.3 Funct

5.3.1 Enrol

In enrolment
enrolment ter

Enrolment tyy
— sample g

segment

quality ¢
require g

ment

nal arbitration on output from decision and/or scores;

hold values;

btric system acquisition settings;

e operational environment and non-biometric data storage;
ppropriate safeguards for end-user privacy;

vith the application that utilizes the biometric system.

ace (Not portrayed in diagram)

C system may or may not interface to an external application or system via an Appli
Interface, Hardware Interface or a Protocol Interface.

ons of general biometric system

a transaction by a subject-is- processed by the system in order to generate and stg
nplate for that individual.

ically involves:
cquisition,
htion and-feature extraction,

hecks,(which may reject the sample/features as being unsuitable for creating a templats
cquisition of further samples),

cation

re an

, and

biometric data interchange format and storage,

test verification or identification attempts to ensure that the resulting enrolment is usable,

(dependent on the enrolment policy).

5.3.2 Verification

template creation (which may require features from multiple samples), possible conversion into a

and should the initial enrolment be deemed unsatisfactory, repeat enrolment attempts may be allowed

In verification, a transaction by a subject is processed by the system in order to verify a positive specific claim
about the subject’'s enrolment (e.g. “I am enrolled as subject X”). Verification will either accept or reject the

10
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claim. The verification decision outcome is considered to be erroneous if either a false claim is accepted (false
accept) or a true claim is rejected (false reject). Note that some biometric systems will allow a single end-user
to enrol more than one instance of a biometric characteristic (for example, an iris system may allow end-users
to enrol both iris images, while a fingerprint system may have end-users enrol two or more fingers as backup,

in case one finger gets damaged).
Verification typically involves:
sample acquisition,

segmentation and feature extraction,

quality checks, (which may reject the sample/features as being unsuitable for comparisor]
acquisition of further samples),

comparison of the sample features against the template for the claimed identity~producin

policy.
EXAMPLE In a verification system allowing up to three attempts,'to be matched to an enrolled te
rejectipn will result with any combination of failures-to-acquire and false non-matches over three att

acceptance will result if a sample is acquired and falsely matched to the enrolled template for the claimed

of threle attempts.
5.3.3| ldentification
In idgntification, a transaction by a subject is, processed by the system in order to find an id

, and require

g a similarity

Milarity score

the decision

plate, a false
mpts. A false
identity on any

bntifier of the

subjett’s enrolment. Identification provides a>candidate list of identifiers that may be empty or coptain only one

identifier. Identification is considered correct when the subject is enrolled, and an identifier for th
is in the candidate list. The identification’is considered to be erroneous if either an enrolled subj
is nof in the resulting candidate list/(false-negative identification error), or if a transaction by a
subjett produces a non-empty candidate list (false-positive identification error).

Identification typically involves:

ample acquisition,

egmentation ‘and feature extraction,

quality .checks, (which may reject the sample/features as being unsuitable for comparisor
acquisition of further samples),

eir enrolment
pct’s identifier
non-enrolled

, and require

each comparison,

whether the similarity score exceeds a threshold and/or is among the highest k sco
producing a candidate list,

decision policy.

NOTE 1
highest similarity score (providing that this exceeds the specified threshold). When there is a human opera

rity score for

judgement on whether each matched template is a potential candidate identifier for the user, based on

res returned,

an identification decision based on the candidate lists from one or more attempts, as dictated by the

In fully automated systems, the assigned identifier might be that corresponding to the template giving the

tor, the system

may show a candidate list of the top r matches, for a final decision by the operator. Determining the ultimate performance

metrics for systems using examination of possible matches by human operators is beyond the scope of this
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NOTE 2  If all subjects using an identification system are known to be enrolled in the system, there can never be false-
positive identification errors. In this degenerate case, known as closed-set identification, performance evaluation interest is
normally focussed on how the rate of correct identification is related to the size of the candidate list returned.

5.4 Enrolment, verification & identification transactions

Each of the above biometric functions will depend on a user transaction. The transaction will consist of one or
more attempts as allowed or required by the corresponding decision policy. For example, the decision policy
may allow three attempts to verify; then the transaction may consist of one attempt, two attempts if the first
attempt is rejected, or three attempts if the first two attempts are rejected.

Each attemptmay—consist of one-ormorepresentations—dependent-on-sensoroperation—policyon-sample
quality, and gny settings limiting the number of presentations or time permitted per attempt. For exdample an
enrolment atfempt may require the biometric sample to be submitted more than one time~Biometric
verification systems often process a sequence of samples in a single attempt, for examplei(a) collecting
samples over some fixed period to find the best matching sample; (b) collecting samples until either a match is
obtained or the system times out; or (c) collecting samples until one of sufficient quality-iS_obtained, pr the
system times|out.
One or more One or more attempts
presentations may be may be necessary or
necessary or permitted to permitted to constitute a
constitute an attempt. For transaction, depending
certain systems, on whether the system Userinteraction with a
presentations and requires or allows bioretric system will
placements are multiple samples of a consist of a sequence of
equivalent. biometric characteristic, transactions
. N :
Presentation 1 Attempt 1, Transaction 1
(¥a\
2
Presentation 2 Att%:mbt 2 Transaction 2
Presentation N :\S&ttempt N Transaction N
In a typical decision In a typical decision
policy, failure to @cquire policy, an inability to
biometric data sufficient enroll or match
to constitutelan attempt subsequent to N
after N presentations attempts constitutes a
represents a failed failed transaction.
attempt.
Figure 2 — Presentations, attempts and transactions

5.5 Performance measure

5.5.1 Errorrates

Verification and identification decision errors are due to matching errors (i.e. false match and false non-match
errors) or sample acquisition errors (i.e. failures-to-enrol and failures-to-acquire). How these fundamental
errors combine to form decision errors will depend upon the number of comparisons required; whether there is
a positive or negative claim of identity; and the decision policy, e.g. whether the system allows multiple
attempts.
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NOTE Though biometric performance has traditionally been stated in terms of the decision error rates, i.e. false
accept rate and false reject rate, conflicting definitions are implicit in the literature. Literature on large-scale identification
systems often refers to a “false rejection” occurring when a submitted sample is incorrectly matched to a template enrolled
by another user. In access control literature, a “false acceptance” is said to have occurred when a submitted sample is
incorrectly matched to a template enrolled by another user. False match rate and false non-match rate are not generally
synonymous with false accept rate and false reject rate. False match or non-match rates are calculated over the number
of comparisons, but false accept or reject rates are calculated over transactions and refer to the acceptance or rejection of
the stated hypothesis, whether positive or negative. Furthermore, false accept or reject rates are inclusive of failures-to-
acquire.

5.5.2 Throughput rates

ThroJghp P oth on gomputational
speed and human-machine interaction. These measures are generally applicable to all biometfid systems and
devicgs. Attaining adequate throughput rates is critical to the success of any biometric-system. Throughput
rates [for verification systems, such as those for access control, are usually controlled by’the §peed of user
interafction with the system in the process of submitting a good quality biometric sample. Throughput rates for
identification systems, such as enrolment in a social service program, can hénheavily imppacted by the
complter processing time required to compare the enrolment sample to the database of stored templates. So,
depending upon the type of system, it may be appropriate to measure the interaction times of ysers with the
system and also the processing rate of the computational hardware. Actual benchmark mepsurement of
complter processing speed is covered in texts such as [12] and is considered outside the pcope of this
document. Measurement of the speed of the human-machine interaction will require a precise definition of the
actior] with indicates the initiation of the interaction and the action that terminates the int¢raction. This
definifion should be determined prior to the start of the test and noted in the test report. The test|report should
also include a brief listing of the actions of the user included in,the human-machine interaction.

5.5.3| Types of performance evaluation

Testing a biometric system will involve the collection*of input images or signals, which are used for template
generation at enrolment and for calculation of faatching scores for verification or identification attempts. The
images/signals collected can either be used immediately for an online enrolment, verification of identification
attempt, or may be stored and used later foryoffline enrolment, verification or identification.

a) Ip a technology evaluation, testing of all algorithms is carried out on a standardized cprpus, ideally
cpllected by a “universal” sensor (i.e. a sensor that collects samples equally suitable for pll algorithms
tested). Nonetheless, perfortnance against this corpus will depend on both the environment and the
population in which it is collected. Although example data may be distributed for developmgntal or tuning
purposes prior to the_ tést, the actual testing needs to be done on data that has not previougly been seen

algorithm develgpers. Testing is carried out using offline processing of the data. Because|the corpus is
ixed, the results of technology tests are repeatable.

b) In a scenario-evaluation, testing is carried out on a complete system in an environment that models a

offllne and onllne comparlsons Test resultswnl be repeatable only to the extent that the modelled
scenario can be carefully controlled.

c) In an operational evaluation, depending on the data storage capabilities of the operational system, offline
testing might not be possible. In general, operational test results will not be repeatable because of
unknown and undocumented differences between operational environments. Furthermore, “ground truth”
(i.,e. who was actually presenting a “good faith” biometric measure) can be difficult to ascertain,
particularly if an operational evaluation is performed under unsupervised conditions without an
administrator, operator or observer present.

Annex A summarizes the different characteristics of the different types of evaluations.
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6 Planning the evaluation

6.1

General

As the first step in an evaluation, the experimenter shall determine:

a)
b)

c)

the systems/application/environment to be evaluated;

the aspects of performance to be measured, and

how a dataset for evaluating performance will be created (i.e. which is the appropriate evaluation type:

technolo

These decis
environmentg

NOTE Th
for a technolog
which all three
systems under

Jy, scenario, or operational?).

ons form the basis for developing an appropriate test protocol, specifyingyapprd
| controls, test subject selection and test size.

b choice of evaluation type might be determined by, for example, the availability of aicerpus of test sa
y evaluation, or of an installed system for an operational evaluation. There might(also be circumstar
types of testing would be carried out sequentially, perhaps gradually narrowing ‘down modality optio
consideration for the eventual deployment of a biometric identification system.

other parts of ISO/IEC 19795
ems and applications may require differences in test methedology, for example due to:
Es in environments;

bs in user populations (e.g. differences in userhabituation);

priate

mples
ces in
s and

s in biometric modalities (e.g. due 6 different modalities being affected by different

ental conditions, and the differences) between testing of predominantly behavioura

predominantly physiological biometrics);

6.2 Use of
Different syst|
a) differenc
b) differenc
c) differenc
environn
d) differenc
identifica
e) differenc
similarity
treated g
that was
f)  additiond
a claime
This part of

s in the performance metrics*of interest (e.g. overall performance for verification, op
tion, and closed-set identification are measured differently);

bs in the data available (e.g. identification systems which use pre-selection will not p
scores for all sample features to template comparisons; however, the missing data canr
s unknown: the sample is likely to have a poor similarity score when compared to any ten
not pre-selected); and

| problems.in-establishing the ground truth for identification systems (where users do not p
i identity).

and

bn-set

ovide
ot be
hplate

esent

nance

6.3 Determine information about the system

ts for

The experimenter shall determine the following information about the system or systems to be tested in order
to plan appropriate data collection procedures.

a)

manually by the test subject, operator or test observer.

b)

scores are to be generated offline.

14

Does the system log transaction information? If not, then this information will need to be recorded

Does the system save sample images or features for each transaction? This will be necessary if matching

© ISO/IEC 2006 — All rights reserved


https://iecnorm.com/api/?name=94bea381464c1a6ffd776d1caf0816e7

ISO/IEC 19795-1:2006(E)

have to be collected at a variety of security settings to generate a DET curve (see 7.2.3
scores are returned, what information is available regarding parameters and scale?

Is the vendor’'s software developer’'s kit (SDK) available? Offline generation of genuine
matching scores will require use of software modules from the SDK for:

1)
2)

generating enrolment templates from enrolment samples;

extracting sample features from the test samples; and

Does the system return matching scores or just accept or reject decisions? In the latter case, data may

). If matching

and impostor

)\ __aeneratina the matchina scores hetween samnle features and templates Matchina sca
/A b S g g g

by the offline codes should be equal to those produced by the live system. This
adjustment of parameters.

>

re system modifications required for testing? Will required modifications alterssystem
haracteristics?

Q

=]

oes the system generate independent templates? The correct procedures for collecting
postor transactions are different if templates are dependent (see 7.6¢(2.6 and 7.6.3.2).

9)
nsideration shall be given as to how much template adaptation should occur prior
rformance; and also whether impostor testing might adversely affect the templates (s

.6.1.4).

h) hat are the recommended image quality and matching decision thresholds for the targe|

hese settings will affect the quality of presented samples, and error rates.

i)
tgst size is appropriate (see B.1).

j) hat are the factors that will influence performance for this type of system? These wi

ntrolled (see 6.4).

k) oes performance depend on_the size of the enrolled database? This is the case for most

stems, but also for some) verification systems, such as those executing cohort enrolm

mbedding a one-to-many search within the verification process.

NOTE] In scenario -and’ operational testing, any adjustments to the devices and their environme
perforinance (including ‘guality and decision thresholds) will need to take place prior to data collection.
contro] can result_in-fewer false matches and false non-matches, but a higher failure-to-acquire rate
threshpld also neéds-to be set appropriately if matching results are presented to the user — positive or neg
will affect userbehaviour. Vendors may be able to advise on the optimal environment and trade-off betweer]

6.4 (Controlling factors that influence performance

res produced
may involve

performance

Dr generating

oes the system use algorithms that adapt the template after~successful verification? Ip such cases

0 measuring
e 7.4.4 and

[ application?

re the expected approximate error rates knéwn? This information can help in determining whether the

| need to be

identification
ent, or those

nt for optimal
Stricter quality
The decision
ative feedback
settings.

6.4.1

Biometric system performance figures can be highly application-, environment- and population-

dependent. Annex C provides a list of user, application, and environmental and system factors that have been
found to affect the performance of one or more types of biometric system. How these factors are to be

controlled shall be decided in advance of data collection.

6.4.2
classes for control:

Factors influencing the measured performance shall be explicitly or implicitly divided into one of four

a) factors incorporated into the structure of the experiment (as independent variables) so that the effect they
may have can be observed;
b) factors controlled to become part of the experimental conditions (unchanging throughout the evaluation);

© ISO/IEC 2006 — All rights reserved
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c) factors randomized out of the experiment; and
d) factors judged to have negligible effect, which will be ignored. Without this final category the experiment
would become unnecessarily complex.

This may involve some preliminary testing of systems to determine which factors are most significant and
which may be safely ignored. In determining which factors to control, there may be a conflict between the
needs for internal validity (i.e. differences in performance are due only to the independent variables recorded

in the study) and external validity (i.e. the results truly represent performance on the target application).

EXAMPLE
personality of

Suppose we are comparing the performance of two systems and are concerned over whether the
he enrolment supervisor affects performance. Possible ways to control this factor are: a) to desi

skill or
n the

experiment to

supervisor, or
experiment; c)
if there is priof
systems, the e

6.4.3 For {
tests are neit

6.4.4 For g
order that the

6.4.5 Inop
them by the €

6.46 Of p
collection of
samples to te
rates caused
genuine trans
with the targ
practicable. A

EXAMPLE
image separat
perhaps be sej

NOTE Sp

(degrading scg
time scales, th

6.5 Tests

6.51 Both
come origing

measure the performance differential between supervisors as well as between systems; b) to useor
to carefully script the supervisor/subject interaction to be as consistent as possible throughg
to allocate enrolment attempts randomly among all supervisors, thereby avoiding any systematic biag
evidence that differences between enrolment supervisors are small compared to the differences be
Kperiment might ignore this factor.

bchnology testing, a generic application and population may be envisioned, ensuring th
ner too hard nor too easy for the systems being evaluated.

cenario testing, a real-world application and population should.bé specified and model
biometric system can be tested on representative users in a realistic environment.

brational testing, the environment and the population are determined in situ with little contrg
xperimenter.

brticular importance when planning the test is the time interval between enrolment an
verification/identification data. Longer time intervals generally make it more difficult to
mplates due to the phenomenon known as “template ageing”. This refers to the increase ir

baction data shall therefore be separated in time from enrolment by an interval commen
et application. If this interval is not khown, then separation in time should be as long
rule-of-thumb is to separate the samples at least by the general time of healing of that bod

For fingerprints, two to three weeks should be sufficient. Eye structures possibly heal faster, a
on of only a few days. Considefing a haircut to be an injury to a body structure, facial images
yarated by one or two months.

ecific testing designed-io test either user habituation (improving matching scores) or template

res) requires multiple_ samples over time. Unless template ageing and habituation occur on different
bre will be no way'to/de-convolve their counteracting effects.

ubject selection

the enrolment and transaction functions require input signals or images. These samples {
Iy from a test population or crew. If it is necessary to use artificially generated samp

ly one
ut the
;ord)
tween

at the

led in

| over

d the
match
error

by time-related changes in the biometric pattern, its presentation, and the sensor. Collection of

surate
as is
y part.
lowing

should

hgeing
known

hould
es or

features (including those created by modifying real data) such use shall be reported and jusfified, and the
method of generation and assumptions regarding appropriateness shall be described. Results for synthetic
and non-synthetic data shall be reported separately, and results for mixed synthetic & non-synthetic data shall
report details of the mixture.

NOTE The use of artificially generated images would improve the internal validity of technology evaluations, as all the
independent variables affecting performance are controlled. However, external validity is likely to be reduced. The corpus
is also likely to be biased in respect of systems that model the biometric images in a similar way to that used in their
generation.

6.5.2 The test crew shall not include people whose biometric characteristics have previously been used to
develop or tune the biometric system being tested.
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6.5.3 The crew should be demographically similar to that of the target application for which performance will
be predicted from test results. This will be the case if test subjects are randomly selected from the potential
users for the target application. In other cases volunteers will have to be relied on.

6.5.4 Recruiting the crew from volunteers could bias the tests. People with unusual features, the regularly
employed or the physically challenged, for instance, could be under-represented in the sample population.
Those with the strongest objections to the use of the biometric technology are unlikely to volunteer. It may be
necessary to select unevenly from volunteers in order that the test crew is as representative as possible, and
does not under-represent known problem cases. Current understanding of the demographic factors affecting
biometric system performance is so poor that target population approximation will always be a major problem

limitin

g the predictive value of tests.

6.5.5
find, 4

6.5.6
their
may |

6.5.7
captu
and b

6.5.8
awarg

Enrolment and testing is normally carried out in different sessions, separated by days;

or years, depending on the target application. A test crew with stable membership over this peri\é)?F

nd it should be expected that some test subjects will drop out between enrolment ahd testi

For overt target applications, the test crew should be appropriately instruetéd and mot
pbehaviour follows that of the target application. If test subjects become batred’with routing
e tempted to experiment or be less careful. Such possibilities shall be avoided.

[e at the instant it happens. This might be achieved by passively-capturing data over an ext
y using RFID tags to establish test subjects’ correct identifier without needing their input.

When possible, test subjects should be fully informed @bout the required data collectiq
of how the raw data will be used and disseminated-and told how many sessions will be

the diirations of those sessions. Regardless of the use ofithe data, the identities of the crew sh

releag
and s

NOTE
be imy

6.6

6.6.1

The 9
applid
meas
Rule

given
single

ed. A consent form acknowledging that each test subject understands these issues shol
hall be maintained in confidence by the experimenter.

For some types of testing, e.g. operational testing of covert identification system, informing tes
ractical, or may alter their behaviour thereby:invalidating the collected results.

Test size

General

ize of an evaluation, in terms of the number of test subjects and the number of attempts
able, the number of fingers, hands or eyes used per person) will affect how accurately e
ured. The largenthe’test, the more accurate the results are likely to be. Rules such as the
bf 30 (described-in B.1) may be used to provide lower bounds to the number of attempts
level of accuracy. However, these rules are over-optimistic, as they assume that error rate
source (of)variability, which is not generally the case with biometrics. Ten enrolment-test

from ¢ach of:#00 people is not statistically equivalent to a single enrolment-test sample pair from

peopl

e, and-will not deliver the same level of certainty in the results.

eks, months
is difficult to

g.

vated so that
testing, they

For covert target applications, test subjects should ideally behave’ as if they were unaware of sample

bnded period,

n procedure,
required and
buld never be
Id be signed,

t subjects may

made (and, if
fror rates are
Rule of 3 and
needed for a
5 are due to a
sample pairs
each of 1000

NOTE

As the test size increases, the variance of estimates decrease, but the scaling factor depends o

n the source of

variability. For example, users may have differing error rates [16], giving a component of variance that scales as
1/ (number of test subjects) instead of 1 / (number of attempts). This effect is discussed in more detail in Annex B.

6.6.2

6.6.2.

Collecting multiple transactions per user

1

several transactions should be collected from each user include:

a)

b)

testing the effects of ageing, habituation, and other systematic variations;

testing of systems using template updating;
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c) testing the extent to which different users have different individual error rates; or
d) when the transaction is not fully defined prior to testing, e.g. to determine how varying the number of
attempts per transaction alters performance.

NOTE If the cost and effort of obtaining and enrolling the crew did not have to be considered, the ideal test might
have many test subjects, each making a single transaction — this would provide independence between transactions.
However, in real life, it is significantly easier to get existing enrolees to return than to find and enrol new test subjects.
Furthermore, whenever an attempt is made, several additional attempts can be collected at the same time with marginally
more effort. Such multiple transactions will show some correlations; nevertheless, it is often the case that using multiple
transactions from fewer test subjects will produce a smaller uncertainty in test results than a trial of equal cost using a
single transaction from slightly more test subjects.

6.6.2.2 T
with the targg
not significan

eping
does

he number and frequency of test transactions collected per test subject should be inkg
t application. The test plan may vary this provided that the altered pattern of transactions
ly affect error rates.

NOTE Usker behaviour can vary with each successive attempt due to increased familiarity with,the device or fegdback
of their autherjtication results. For example, the first attempt a user makes might have a higher failure rate thgn any
following attenppts. As a result, the observed false non-match rate will depend on the patterh, of attempts per uger, as

defined by the
over the types
there is the pq

test protocol. Generally, error rates will be measured averaged not only over(the target population, b
of attempt a user might reasonably make. Averaging over multiple attempts.can help in this case. Ho
ssibility that altering the number and pattern of attempts per user might, affect user behaviour eno

Lt also
vever,
ugh to

significantly affiect the measured error rates.

EXAMPLE
device or biom

Use of multiple transactions would be inappropriate in tests where the user should be unfamiliar with the
etric application.

6.6.3 Recommendations on test size

The number ¢f people tested is more significant than the total number of attempts in determining test acquracy.

a) The crew shall be as large as practicable. The measure of practicality is likely to be the expense of crew
recruitment and tracking.

b) Sufficienf samples shall be collected peritest subject so that the total number of attempts exceeds that
required by the Rule of 3 or Rule of 30 as appropriate. If it is possible to collect these multiple samp|es on
different days, or from different fingers, eyes or hands (and the additional samples are still representative
of normg| use'), doing so can help feduce the dependencies between samples by the same person.

c) Once ddta has been collected and analysed, the uncertainty in the performance measures shgll be
estimatefl, determining, whether the test was large enough.

NOTE ThE law of diminishing returns applies — a point will be reached where errors due to bias in the envirgnment

used, or in tesf subject'selection, will exceed those due to size of the crew and number of tests.

6.7 MuItip|Ie tests

6.7.1 The cost of data collection is so high that it can be desirable to conduct multiple tests with one data
collection effort. Technology evaluation allows for this. In the case of biometric devices for which image
standards exist (fingerprint [18], face [19], iris [20] and voice [21]), a single corpus may be collected for offline
testing of pattern-matching algorithms from multiple vendors. In effect this decouples the data collection and
signal processing subsystems. This is not problem-free however, as these subsystems are usually not
completely independent. For instance, the quality control module, which may require the data collection
subsystem to reacquire the image, is part of the signal processing subsystem. Furthermore, even if image

1) For example, use of the little finger is probably not representative of normal use of a fingerprint system, and the
resulting error rates will be different [17]. Similarly, an inverted left hand would not be representative in a right-handed
hand geometry system.
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standards exist, image quality is affected by the vendor-specific user interfaces that guide the data collection
process. Consequently, offline technical evaluation of algorithms using a standardized corpus may not give a
good indication of total system performance, and can also be biased in favour of some systems and against
others.

6.7.2 Scenario evaluations of multiple systems can also be conducted simultaneously by having a test crew
use several different devices or scenarios in each session. However, this approach will require care. One
possible problem is that the test subjects will become habituated as they move from device to device. To
equalize this effect over all devices, the order of their presentation to each test subject should be randomized.
A further potential problem occurs where ideal behaviour for one device conflicts with that for another. For
example, some devices work best with a moving image, while others require a stationary image. Such
conflicts may result in lower-quality test images for one or more of the devices under test

7 Data collection

7.1 |Avoidance of data collection errors

7.1.1| Collected biometric image samples or features are properly referred t0 as a corpus. The information
abouf| those images and the users who produced them is referred to as the ‘metadata. Both the cprpus and the
metadata can be corrupted by human error during the collection process:. Error rates in the collection process
may ¢asily exceed those of the biometric device. For this reason,-extreme care shall be takep during data
colledtion to avoid both corpus (misacquired image) and metadata‘(mislabelled image) errors.

7.1.2| Typical corpus errors are:

st subjects using the system incorrectly (and outside the limits allowed by the experimeptal controls),
.g. mistakenly using a fingerprint scanner upside‘down; and

ses where a blank or corrupt image is acquired if the user enters a PIN, but moves on bdfore a proper
age is captured.

7.1.3| Possible causes of metadata errors include:

a) tgst subjects being issued with-the wrong PIN;

b) typing errors in PIN entry; and

c) using the wrong body part, e.g. using a middle finger when the index finger is required.
7.1.4| Data collection software minimizing the amount of data requiring keyboard entry, mult{ple collection
personnel to double-check entered data and built-in data redundancy shall be used. Supervisors shall be
familiar with the/correct operation of the system and the possible errors to guard against. To avpid a variable

interpretation.of what constitutes a misacquired sample, objective criteria shall be set in advance| Any unusual
circumstance surrounding the collection effort, and the transactions affected, shall be documented by the

collectionpersonnel

7.1.5 Even with precautions, some data collection errors are likely to be made, which will add uncertainty to
the measured test results. After-the-fact correction of corpus or metadata errors should be based on
redundancies built into the collection system, and should not be solely reliant on the outputs of the tested
biometric algorithm. In this respect, systems that can save sample images and/or transaction logs offer more
scope for error correction than systems where all the details have to be recorded manually.

7.1.6 Collection personnel shall not manually discard nor use an automated mechanism to discard collected
samples unless the samples conform to some formal, pre-determined, documented and reported exclusion
criteria. The number of samples so excluded shall be reported.

EXAMPLE Exclude fingerprint sample if inked area is less than 0,25 cm?.
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7.2 Data and details collected

7.21 The data that can be collected automatically will depend on the biometric system implementation. For
the purposes of evaluation, ideally the systems should automatically log all enrolment, verification or
identification attempts, including details of claimed identity and matching and quality scores, and if possible,
also save sample images or features. This brings the following advantages:

a) enrolment templates and matching scores may be generated offline, provided that the vendor SDK is
available — this will allow for a full cross-comparison of sample features and templates, giving a higher
number of impostor scores;

c) potential| corpus or metadata errors may be checked by visually inspecting the images|or through
examinir|g the transaction log; and

d) the amopnt of data that should to be recorded by hand, and the potential for tfanscription errors, is
minimized.

7.2.2 Many biometric systems do not provide this ideal functionality in their normal mode of operationl With
vendor co-opgration, it may be possible to incorporate this functionality into anotherwise standard systein, but
care should e taken that system performance is not affected. For examplésthe time taken in logging images
may slow thg system and affect user behaviour. If sample images or features cannot be saved, enrolment,
genuine and [impostor transactions shall be conducted online, and,results recorded manually if necegsary.
This shall require closer supervision by the test personnel to ensure-that all results are logged correctly.

7.2.3 Somg¢ systems do not return matching scores, but just\a match or non-match decision at the current
security setting. To plot a detection-error trade-off (DET) graph in such cases, genuine and impostor aftempt
data shall b¢ collected or generated at a number of.Security settings. The vendor may advise gn the
appropriate range of security settings. The selected, Values for the security setting (which could be [‘low”,
“medium” and “high”) will parameterize the DET curve&‘in place of the decision threshold. In the case of pnline
testing, for cqrrect estimation of error rates each usér shall make transactions at each chosen security sdtting.

NOTE Tept protocols could be constructed such that a user's genuine attempts are made at progressively more
lenient settings, stopping when a match is obtained; and a user’s impostor attempts are made at progressively ftricter
settings, stoppjng once a non-match is obtained. Such protocols will not conform to this part of ISO/IEC 19795, jas the
effects of multiple attempts will be confounded with those of changing the decision threshold.

7.2.4 The gata collection planymay need to include a mechanism whereby a subject may request their

samples and| biographical information to be expunged from the system. Otherwise such redaction mpy be
time-consuming and error<prone.

7.3 Enrolments

7.3.1 Enrolment transactions

7311 Each test subject shall enrol only once, though an enrolment may generate more than one
template (for example a template for each fingerprint, or multiple face poses). Multiple attempts at enrolment
may be allowed to achieve one good enrolment. Care shall be taken to prevent accidental multiple enrolments.

7.31.2 Practice tests may be performed at the time of enrolment to ensure that the enrolment samples
are of sufficient quality to produce a later match, and to familiarize test subjects with the system. Scores
resulting from such practice tests should not be recorded as part of the genuine comparison record (unless
performance immediately after enrolling is being measured).

7.31.3 If available, enrolment samples should be recorded.
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7.3.2 Enrolment conditions

7.3.21 Enrolment conditions should model the target application enrolment. The taxonomy [22] of the
enrolment environment will determine the applicability of the test results. Vendor recommendations should be
followed and the details of the environment should be noted. The noise environment requires special care.
Noise can be acoustic, in the case of speaker verification, or optical, in the case of eye, face, finger or hand
imaging systems. Lighting “noise” is of concern in all systems using optical imaging, particularly any light
falling directly on the sensor and uncontrolled reflections from the body part being imaged. Lighting conditions
should reflect the proposed system environment as closely as possible. It is especially important to note that
test results in one noise environment will not be translatable to other environments.

7.3.2.

such effects

As the tests progress, an enrolment supervisor may gain additional-working knoy
, Which could affect the way later enrolments are carried out. To guard\against this, {

viedge of the
he enrolment

process and criteria for supervisor intervention shall be determined in advance, and adequate supervisor
training shall be provided.

7.3.3| Enrolment failures and presentation errors

7.3.3/ The biometric system may prevent acceptance of some enrolment attempts. Quality control

modules for some systems requiring multiple images for eprolment will not accept images that vary highly

betws
allow
be all
and €

en presentations; other quality control modules will seject single poor-quality images. If th
for tuning of the acceptance criteria, vendor advice{should be followed. Multiple enrolment
bwed, with a predetermined maximum number ofiattempts or maximum elapsed time. All

nrolment samples should be recorded. Advice or remedial action to be taken with userp

ese modules
pttempts may
uality scores
who fail an

enrolment attempt shall be predetermined as part.6f the test plan.

7.3.3. ecorded and
4 (e.g. those
exceptions of

The proportion of test subjects-failing to enrol at the chosen criteria shall be
reporfed. If possible the reasons for enrolment failure should also be recorded and reporte
witholit the biometric characteristics, cases where a sample could not be acquired, or failures
the enrolment algorithm, or those unable to successfully verify in practice attempts).

7.3.3.
enrolr
enroll
wrong

quired if the
For instance,
e or sign the

3 Not all quality control is automatic. Intervention by the experimenter may be re
hent measure presented was inappropriate according to some predetermined criteria.
ng users may present the wrong finger, hand or eye, recite the wrong enrolment phras
name. This data should be removed, but a record of such occurrences shall be kept.

bn removal of
data shall not

7.3.34 Data-editing to remove inappropriate biometric presentations may have to be based
outliefs, but the effect of this on resulting performance measures shall be fully noted. Enrolment
be removed:simply because the enrolled template is an outlier.

7.4 |Genuine transactions

7.41 Genuine transaction data shall be collected in an environment, including noise, that closely
approximates the target application. This test environment shall be consistent throughout the collection
process. The motivation of test subjects, and their level of training and familiarity with the system, should also
mirror that of the target application.

2) A famous example is the “Great Divide” in the KING speech corpus [23]. About halfway through the collection, for a
reason nobody now remembers, the recording equipment had to be temporarily disassembled. It was later reassembled
according to the original wiring diagram; nonetheless the frequency response characteristics were slightly altered, creating
a divide in the data and complicating the scientific analysis of algorithms based on the data.
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NOTE In the case of technology evaluation, the target application refers to the envisaged application being neither
too hard nor too easy for the capabilities of the algorithms to be tested.

7.4.2 The collection process should ensure that presentation and channel effects are either uniform across
all users or randomly varying across users. If the effects are held uniform across users, then the same
presentation and channel controls in place during enrolment should be in place for the collection of the test
data. Systematic variation of presentation and channel effects between enrolment and test data will lead to
results distorted by these factors. If the presentation and channel effects are allowed to vary randomly across
test subjects, there shall be no correlation in these effects between enrolment and test sessions across all

users.

7.4.3

In the ideal case, between enrolment and the collection of test data, test subjects should use the

system with the same frequency as the target application. However, this may not be a cost-effective use

test crew. It

test data collgction.

7.4.4 For
enrolment a
use should b

745 The

excessively flequent, but unrepresentative users.

746 Grea
surrounding {
minimized. D
effort shall bg
the corpus ur

7.4.7 User
administrator
attempts wheg
such attempt
accordance W

NOTE Qy
thresholds end
corpus itself m

748 Test
Some vendo
template. Da

false non-maljch error rates\ If this is the case, non-match errors shall be recorded by hand. Data sh

excluded only

ay be better to forego any interim use, but allow re-familiarization attempts immediatelyp

ystems that may adapt the template after successful verification, some interim use be
collection of genuine attempt and transaction data may be appropriate. ,Jhg”amount of
determined prior to data collection, and should be reported with results.

sampling plan shall ensure that the data collected are not dominated by a small gro
care shall be taken to prevent data entry errors and to docdment any unusual circumst

he collection. Keystroke entry on the part of both test subjects and test administrators sho
hta could be corrupted by impostors or genuine users who ‘intentionally misuse the system.

of the
rior to

ween
such

up of

Bnces
ild be
Every

made by test personnel to discourage these activitieS;\however, data shall not be removed from

less external validation of the misuse of the system.is available.

5 are sometimes unable to give a usable sample’to the system as determined by either th
or the quality control module. Test personnel should record information on failure-to-a

e test
Cquire

re these would otherwise not be logged. The failure-to-acquire rate measures the proportion of

5, and is quality threshold dependent;~As with enrolment, quality thresholds should be
ith vendor advice.

ality threshold (and decision threshold) settings may influence the performance of users —
ourage more careful presentation® of the biometric pattern, looser thresholds allow more sloppines
by therefore not be as threshiold-independent as assumed.

data shall be added:to the corpus regardless of whether or not it matches an enrolled ten
- software does_nof) record a measure from an enrolled user unless it matches the en
a collection under such conditions would be severely biased in the direction of underestin

for predetermined causes independent of comparison scores.

7.4.9 All aftempts) including failures-to-acquire, shall be recorded. In addition to recording the raw

<T

data if practigalk_details shall be kept of the quality measures for each sample if available and, in the c
online testing’ the mnfr\hing SCcore or scores.

Set in

stricter
5. The

plate.
rolled
nating
all be

mage

Tse of

7.5

7.51

Identification transactions of users enrolled in the system

Identification transactions for enrolled users shall be collected and recorded in the same general way

as genuine verification transactions. The recorded outcome will consist of the list of candidate identifiers. If

matching sco

7.5.2

res or quality scores are produced by the system these should also be recorded.

Identification transactions may be generated offline, including by simulating the identification process

as a set of verification transactions against each template in the database. In the general case, however,
identification may use pre-selection to limit the number of templates compared by the matching algorithm.

NOTE

each identification attempt should be recorded (see Annex D).

22

In order to determine performance of the pre-selection algorithm, the number of pre-selected templates for

© ISO/IEC 2006 — All rights reserved


https://iecnorm.com/api/?name=94bea381464c1a6ffd776d1caf0816e7

ISO/IEC 19795-1:2006(E)

7.6 Impostor transactions

7.6.1 General

7.6.1.1 Impostor transactions shall be generated online or offline.

people’s enrolment templates.

Online impostor transactions involve test subjects submitting samples to be compared against other

Offline impostor transactions are generated by comparing against enrolment templates, features

extracted from samples coIIected elther in genume transactlons or from a dlstlnct set of transact|ons by

mple feature is compared agalnst every non-self template

The type of evaluation will often determine whether online or offline impostor'transg

technology evaluation, impostor transactions are always analysed offliney However, occg
ay be a corpus of impostor attempts, to be analysed instead of or in.‘addition to the

Impostor transactions shalDnot be based on intra-individual comparisons. With sg
ities, the user may be able to\present different biometric instances — e.g. any of up to ten
bye, etc. To improve the independence of different samples from a single test subject,
could|allow enrolment of more_than one finger, hand or eye as different (sub-) identities. Ho
indiviflual comparisons arewot equivalent to between-individual comparisons, and shall not be i
set of|impostor transactiens:

EXAMPLE
likely fo match thamfingerprints from different people.

7.6.1.4 For systems that may adapt the template after successful verification, this facil
disabled, during impostor transactions. If this is not possible, collection of impostor transactio

Diffetent fingerprints from the same person will have a similar number of fingerprint ridges,

which every

ctions will be

sionally there
set of cross-

gystem is able

'ward. If the
puted offline.
Because of
impostor test
test subjects
5 for impostor

me biometric
ingers, left or
AN evaluation
vever, within-
cluded in the

and are more

ty should be
hs should be

delayged. until all genuine test transactions are collected.

7.6.2 Online collection of impostor transactions

7.6.2.1 Online impostor transactions are collected by having each test subject make zero-effort impostor
attempts against each of a pre-determined number of non-self templates randomly selected from all previous
enrolments (sometimes from all previous enrolments within the same demographic group). The random
selection shall be independent between users.

NOTE The use of background databases of biometric samples or templates acquired from different (possibly
unknown) environments and populations is not considered best practice.
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7.6.2.2 Resulting impostor scores shall be recorded, together with the true identity of both the impostor
and the impersonated template. As it is likely that these impostor transactions are taking place alongside
genuine transactions, care shall be taken that results are attributed to the correct set of scores.

7.6.2.3 Impostor attempts shall be made under the same conditions as the genuine attempts.

7.6.2.4 If a test subject is aware that an impostor comparison is being made, changes in presentation
behaviour may result in unrepresentative results, particularly with biometric systems that are based on
predominantly behavioural characteristics. Therefore, to avoid even subconscious changes in presentation,
test subjects should ideally not be told whether the current comparison is a genuine or impostor transaction.

7.6.2.5 Impo

7.6.2.6 or systems that have dependent templates, test subjects making impostor attempts shall pot be
enrolled in the database when the attempt is made (except in the case of closed-set identification). Thls can
involve selecting a subset of test subjects who will not be enrolled in the system and so can be usged as
impostors.

7.6.3 Offline generation of impostor transactions

7.6.3.1  Ggneral
7.6.3.1.1  Offline impostor comparisons are made in the same basic way as online comparisons, by either:
— randomly selecting with replacement both samples andemplates for the non-self comparisons;

— randomly selecting, for each genuine sample, a nufaber of non-self templates from all those enrolled for
comparigon with the sample features (random selection of templates being independent for each sample);
or

— performing a full cross-comparison, in *which each sample feature is compared with every ngn-self
template

7.6.3.1.2  Offline development of matching scores should be carried out with software modules of th¢ type
available fromp vendors in SDKs. ©@ne module will create templates from enrolment samples. A second nodule
will create sample features from test samples. These modules will sometimes be the same piece of cqde. A
third module will return a matching score for any assignment of a sample feature to a template. If procgssing
time is not a problem, features from all genuine samples should be compared to all non-self templates. I there
are T templates and N features (from the same test crew), M(T — 1) comparisons against non-self templates
can be performed. These impostor comparisons will not be statistically independent, but this approach is
statistically upbiased. and represents a more efficient estimation technique than the use of randomly chosen
impostor comparisons [24].

7.6.3.1.3 Many biometric systems collect and process a sequence of samples in a single attempt, for
example:

a) collecting samples over some fixed period, and scoring the best matching sample;
b) collecting samples until either a match is obtained or the system times out;
c) collecting samples until one of sufficient quality is obtained, or the system times out; or

d) collecting a second sample when the score from the first sample is very close to the decision threshold.
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In such cases, a single sample from a genuine attempt might not be suitable as an impostor sample. In case
a), the sample saved will be the one that best matches the genuine template. However, an impostor attempt
would be based on the sample best matching the impersonated template. To determine whether it is
appropriate to base cross-comparison on a single genuine sample, the following two questions shall be
addressed.

Does the saved sample depend on the template being compared?

If so, does this materially affect the matching scores generated?

If the answers to both these questions are yes, then either the whole sample sequence shall be saved and
used in offline analysis, or impostor scores shall be generated online.

7.6.3. Offline generation of impostor transactions when templates are dependent
7.6.321 For systems with dependent templates, unbiased impostor scores may’'be gene
jack-Knife approach to create the enrolment templates. The jack-knife approach is toenrol the en
a single test subject omitted. This omitted test subject is then used as an unknoWwn-impostor, cg
samp|e features to all enrolled templates. This enrolment process is repeated for each crew m
full sgt of impostor scores can be generated.

ated using a
tire crew with
mparing their
ember, and a

7.6.32.2 A simpler technique may be used, in which the test crew.is'randomly partitioned ipto impostors
and enrolees. Offline enrolment ignores the data from impostor test subjects, while offline false match scoring

ignor

7.6.3.

Crosg
exam

(or er
cross

If the
impog

enrolment sample. No-methods currently exist for correcting this bias.

7.7

7.71

s data from enrolee test subjects. This is a less efficient use of the data than the jack-knife

3  Offline generation of impostor transactions using inter-template comparisons

-comparison of enrolment templates may sometimes provide impostor scores. This can
ble, in operational evaluations where samples*or features of transactions are not saved. H

approach.

be useful, for
ach of N test

rolment) templates can be compared to the&remaining (N — 1) test (or enrolment) templajes. Template

comparison shall not be used unless:
nrolment and verification require the\same user input (for example both require a single pre|
nrolment and verification use the 'same algorithms to extract and encode sample features; 4
uality control for enrolment is the same as for verification attempts.

e requirements arevnot fulfilled, template cross-comparison is likely to result in biased

sentation);

nd

estimation of

tor scores [22].-This is true whether the enrolment template is averaged or selected from the best

Identification transactions of users not enrolled in the system

Estimation of the false-positive identification-error rate requires identification transag

tions by test

subje

cts.not enrolled in the system. These shall not be test subjects who failed enrolment.

7.7.2 All identification attempts should be recorded, together with the subject’s identifier, the resulting lists
of candidate identifiers and, if available, matching scores. Identification transactions of enrolled users and of
not enrolled users should be made under the same conditions.

7.7.3
sizes

7.7.4

Identification transactions may be collected against portions of the enrolment database of various

to record how identification performance varies with database size.

If the enrolment and identification samples of enrolled test subjects are stored, then unenrolled

subject identification transactions may be generated offline using a jack-knife approach. The entire crew is
enrolled with a single test subject omitted. The system then tries to identify the omitted test subject against the
remainder of the test crew, and the process is repeated for each test subject in turn. The considerations
of 7.6.3.1.3 on the adequacy of the stored data for impostor comparisons also apply in this case.
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8 Analyses

8.1 General

8.1.1 If the test crew is representative of the target population, and each test subject has one enrolment
template and makes the same number (and pattern) of transactions, the observed error rate proportions will
be the best estimates of the true error rates.

8.1.2 When the test crew is not representative of the target population (for example over-representation of
known problem cases), or test transactions of individual test subjects are un-representative of those of the test
crew as a whole (for example test subjects making more or fewer transactions than average), weighting may

be appropriate 1o redress the imbalance. Tt error rates are estimated using a weighted proportion, the-m

of weighting §
also be repor

EXAMPLE

subject might pe weighted in inverse proportion to the number of attempts the test subject makes, asya simple pro

could bias the
attempts for ag

8.1.3 It can
rates for ma
position).

Such ind
performa

a)

b) Per persg

c) The spre
8.1.4 If e
by the step in
error rates fo

8.2 Fundamental performance metrics

8.21

8.2.1.1 T
the enrolmen

those un

Failuge-to-enrol rate

hall be reported. When weighting by class of user is used, the observed class error rates-§
ed.

If test subjects make differing numbers of verification or identification attempts, errors for eag

estimated error rates towards those of the heavy users of the system or towardythose requiring n
ceptance.

be useful to measure error rates on a per person basis, per person-class (e.g. separatg
es and females), or per type of biometric instance (e.g. separate error rates for each

vidual metrics may be of intrinsic interest, indicating the type of person for whom better or

hce might be achieved.

n or per person-class metrics are needed when the best estimate is a weighted proportion.
hd of individual error-rates can help in estimating the uncertainty of performance estimates.
brs in enrolment, sample acquisition, and verification or identification are classified by cau

the different causes, or for the different components of the process.

he failure-to-enrol' rate is the proportion of the population for whom the system fails to con
process. The-failure-to-enrol rate shall include:

hble to_present the required biometric characteristic;

ethod
hould

h test
bortion
ultiple

error
finger

worse

5e, or

the enrolment, acquisition or matching process, then it may be possible to determine separate

plete

those un

bble to produce a sample of sufficient quality at enrolment; and

confirm the enrolment is usable.

NOTE 1
for example to

NOTE 2

report different failure-to-enrol rates for thumbs, index fingers, etc.

those who cannot reliably produce a match decision with their newly created template during attempts to

It is also possible to determine a failure-to-enrol rate for different biometric instances, such as different fingers,

In technology evaluations, analysis is based on a previously collected corpus and there will be no problem in

obtaining a sample image. Even so, there may be enrolment failures — for example, when the image sample is of too low
a quality for features to be extracted.

8.21.2

proportion) of the test crew who could not be enrolled under the predetermined enrolment policy.

26

The failure-to-enrol rate for the target population shall be estimated as the proportion (or weighted
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8.21.3 The failure-to-enrol rate depends on the enrolment policy that governs the sample quality
threshold for enrolment, the decision threshold to confirm the enrolment is usable, and the number of attempts
or time allowed for enrolment in an enrolment transaction. The enrolment policy shall be described along with
the observed failure-to-enrol rate.

NOTE Setting stricter quality requirements at enrolment will increase the failure-to-enrol rate but improve matching
performance.
8.21.4 Attempts by users unable to enrol in the system shall not contribute to the failure-to-acquire rate,

or matching error rates.

8.2.2, The failure-to-acquire rate is the proportion of verification or identification attempts |for which the
systein fails to capture or locate a sample of sufficient quality. The failure-to-acquire rate shall indlude:

— dttempts where the biometric characteristic cannot be presented (e.g. due toctemporary ilifess or injury)
r captured;

— attempts for which the segmentation or feature extraction fail; and

— dttempts in which the extracted features do not meet the quality ¢ontrol thresholds.

NOTE]|1 It is also possible to determine a failure-to-acquire rate for_transactions, e.g., measuring th¢ proportion of
transalctions for which no attempts provided a sample of sufficient quality for matching.

NOTE|2 In technology evaluations, analysis is based on & previously collected corpus and there willlbe no sample
capturg failures. A failure-to-acquire rate for the corpus may'be known. Additional acquisition problems, forlexample when
the sample is of too low a quality for feature extraction wotild.add to the failure-to-acquire rate.

8.22p The failure-to-acquire rate shall be ‘estimated as the proportion (or weighted proportion) of
recorded genuine attempts (and possibly.any online zero-effort impostor attempts) that ¢ould not be
completed due to failures at presentation\(no image captured), segmentation, feature extractipn, or quality
contrgl.

8.2.23 The failure-to-acquire(rate will depend on thresholds for sample quality, as well ag the allowed
duratipn for sample acquisitiori ar allowed number of presentations. These settings shall be r¢ported along
with the observed failure-to-acquire rate.

NOTE] Setting strictek _quality thresholds for sample acquisition will increase the failure-to-acquire rafe, but improve
match|ng performance.

8.2.2. Attempts where the raw sample was not acquired or did not meet quality thresholds are not
processed by.the matching algorithm, and do not generate matching scores. Such failures-to-acfjuire shall be
alculating the
ates shall be

8.2.3 False non-match rate

8.2.31 The false non-match rate is the proportion of samples, acquired from genuine attempts, that are
falsely declared not to match the template of the same characteristic from the same user supplying the sample.

8.2.3.2 The false non-match rate shall be estimated as the proportion (or weighted proportion) of

recorded genuine attempts that were passed to the matching subsystem, for which the similarity score
produced was below the matching decision threshold.
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8.2.3.3 The false non-match rate depends on the matching decision threshold, and shall be quoted along
with the observed false match rate at the same threshold (or plotted against the false match rate at the same
threshold in an ROC or DET curve).

8.2.34 In evaluations where test subjects have made multiple attempts, it can be useful to show how the
false non-match rate varies over the test crew. This may be done by calculating an error rate for each test
subject’s attempts, and plotting a histogram showing the error rate for each test subject, ordering test subjects

in increasing order of their error rates.

8.2.4 False

match rate

8.2.4.1
that are false

NOTE In
attempting suc
impostor woul
aspects of thq
However, defin

ISO/IEC 19799.

8.24.2 T
zero-effort im
produced wa

8.2.4.3 T
with the obssg
the same thre

8.244 I
the matching
subject will b
detail how to

EXAMPLE
recognition sys

8.245 (
index and m
genetically di
considered in

8.2.4.6 |
be useful to s

iIU faiac Illdtbil IdtU ib t;IU [JIUpUIJI.iUII Uf balllpicb, auquilcu‘ fIUIII LGIU'UfoIt iIIIPUDtUI dttt
y declared to match the compared non-self template.

a zero-effort impostor attempt, the individual submits their own biometric characteristic as/if they
cessful verification against their own template. In the case of dynamic signature verification, for exam
i sign their own signature in a zero-effort attempt. In such cases, where impostors’ay easily

required biometric, a second impostor measure based on active impostor attémpts may be n
ing the methods or level of skill to be used in active impostor attempts is outside-the scope of this

he false match rate shall be estimated as the proportion (or weighted proportion) of reg
postor attempts that were passed to the matching subsystem,/for which the similarity
5 greater than or equal to the matching decision threshold.

he false match rate depends on the matching decision threshold, and should be quoted
rved false non-match rate at the same threshold (of plotted against the false non-match
shold in an ROC or DET curve).

a test subject is enrolled, and their template> affects the templates of others in the systen
algorithm modifies itself using this (and.‘other) templates, then impostor attempts usin
b biased, and should not be used to estimate the false match rate. Clauses 7.6.2.6 and 7
deal with such cases.

Eigenface systems, using all enrolled images for creation of the basis-images, and cohort-based s
tems are two examples for which'\templates are dependent.

omparison of genetically-identical biometric characteristics (for instance, between a pe
ddle fingers, or across identical twins) yields different score distributions than comparis
fferent characteristics [25-27]. Consequently, such genetically similar comparisons shall
deriving the false match rate.

n evaluations-where there are several impostor transactions per subject, or per template,
how how_the false match rate varies over test subjects, and over stored templates. This in

calculating th

e individual false match error rate for impostor attempts by each subject, and for im

attempts agdginst each template. Histograms may be plotted to show the error rate for each test st

mpts,

were
Dle, an
mitate
peded.
part of

orded
score

along
ate at

, orif
j that
.6.3.2

beaker

'son’s
on of
ot be

it can
olves
postor
bject,

ordering test subjects in increasing order of their error rates

EXAMPLE

A face recognition system could admit a set of “golden faces” where false matches occur mainly with this

set of faces. Histograms showing variation of error rates across subjects could reveal this vulnerability.
8.3 \Verification system performance metrics

8.3.1 General

A first order estimation of the false accept and false reject rates for transactions of multiple attempts can be
derived from the detection error trade-off curve. However, such estimates cannot take account of correlations
in sequential attempts and in the comparisons involving the same user, and consequently can be quite
inaccurate. Therefore these performance metrics shall be derived directly, using test transactions with multiple
attempts as specified by the decision policy.
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8.3.2 False reject rate

8.3.21 The false reject rate is the proportion of genuine verification transactions that will be incorrectly
denied. A transaction may consist of one or more genuine attempts depending on the decision policy.

8.3.2.2 The false reject rate shall be estimated as the proportion (or weighted proportion) of recorded
genuine transactions that were incorrectly denied. This includes transactions denied due to failures-to-acquire
as well as those denied due to matching errors.

EXAMPLE If a verification transaction consists of a single attempt, then a failure—to-acquire, or a false non-match
will cause a false rejection, and the false reject rate would be given by:

IR = FITA T [NMKX (L = TITA)
where
FRRR is the false reject rate;
FTA is the failure-to-acquire rate;
FINMR is the false non-match rate.
8.3.23 The false reject rate will depend on the decision policy, the matching decision threshold, and any

threshold for sample quality. The false reject rate shall be reported with theSe details, alongside the estimated
false pccept rate at the same values, (or plotted against the false accept/rate at the same threghold(s) in an
ROC pr DET curve).

8.3.3| False accept rate

8.3.3/ The false accept rate is the expected proportion of zero-effort non-genuine transadtions that will
be ingorrectly accepted. A transaction may consist of one or more non-genuine attempts depgnding on the
decision policy.

8.3.32 The false accept rate shall be estimated as the proportion (or weighted proportion}) of recorded
zero-¢ffort impostor transactions that were incarrectly accepted.

EXAMPLE If a verification transaction-gonsists of a single attempt, then a false acceptance requires that the
submifted sample is not rejected by the quality control (i.e. no failure-to-acquire) and that there is a false match. The false
accepj] rate would be given by:

FAR = FMR * (1 - FTA)

where
FAR is the false~accept rate;
FMR is the false-match rate;
FTA is thé\failure-to-acquire rate.
8.3.38 The)false accept rate will depend on the decision policy, the matching decision threshold, and any

estimpted'false reject rate at the same values, (or plotted against the false reject rate at the samg threshold(s)
©C or DET curve).

thresVE)ld for=sample quality. The false accept rate shall be reported with these details, glongside the

in an

8.3.4 Generalized false reject rate and generalized false accept rate

Comparison of systems having different failure-to-enrol rates may require use of generalized false reject and
false accept rates which combine enrolment, sample acquisition and matching errors. The method of
generalization should be appropriate to the evaluation. A typical generalization is to treat a failure-to-enrol as if
the enrolment completed, but all subsequent verification or identification transactions by that enrolee, or
against their template, fail. The method of generalization shall be reported.
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EXAMPLE 1 We assume a scenario evaluation where unenrolled subjects take no further part in the evaluation, and
that a verification transaction consists of a single attempt. In this case a generalized false acceptance occurs if (i) both the
subject making the impostor attempt, and the impersonated subject are enrolled, and (ii) the submitted sample is not
rejected by the quality control (i.e. no failure-to-acquire) and (iii) that there is a false match. A generalized false rejection
occurs if (i) the subject is not enrolled, or (ii) the submitted sample cannot be acquired, or (iii) there is a false non-match.

The generalize

d false accept and false reject rates would be given by:

GFAR = FMR * (1 — FTA) * (1 - FTE)"2

GFRR = FTE + (1 - FTE) * FTA + (1 - FTE) * (1 — FTA) * FNMR
where

GFAR is the generalized false accept rate;

GFRR is the generalized false reject rate;

FMR is the false match rate;

FNMR is the false non-match rate;

FTE is the failure-to-enrol rate;

FTA is the failure-to-acquire rate.
EXAMPLE 2 In a technology evaluation, enrolment templates are generated from all gallery imgges’that do not|cause
a failure-to-enrpl, and attempt features are generated from all probe images that do not cause a-failure-to-acquire.|In this

case the generalized false accept and false reject rates would be given by:

GFAR = FMR * (1 - FTA) * (1 - FTE)

GFRR = FTE + (1 - FTE) * FTA + (1 - FTE) * (1 - FTA) * FNMR
8.4 (Opentset) Identification system performance metrics
8.41 General

A first order ¢stimation of the (true positive) identification rate,for closed-set systems, and the false pgsitive

and false ne
curve. Howe
user, and co
transactions
of large-scalg
first-order es
extrapolating

EXAMPLE
be approximat
rates observed

pative identification rates for open-set systems;’can be derived from the matching erro
er, such estimates cannot take account of.correlations in the comparisons involving the
nsequently can be quite inaccurate. Therefore, at least for small database sizes, identifi
should be collected to derive these performance metrics directly. Estimation of the perforn
identification systems (beyond the_size of the test) may need to be extrapolated using bo

performance should be reported in such cases.
The performance of an identification using a single biometric sample against a database of size N

on the test data.

DET
same
Cation
hance
th the

timation and the identification_performance on the smaller database. The model usgd for

might

ed using the following formulae, providing these formulae have been validated by the identification error

FNIR = FTA + (1 - FTK) .~ FNMR
FPIR = [(1 - FTA) * (1" (1 - FMR)"N)
where:
FPIR is the-false-positive identification-error rate;
FNIR is the false-negative identification-error rate;
FTA is_the failure-to-acquire rate;
FMR isthefatsematchrate;
FNMR is the false non-match rate;
N is the number of templates in the database.
NOTE In the case of identification systems using pre-selection, the above model of performance can be extended

using the perfo

8.4.2 Identi

rmance metrics for the pre-selection algorithm (see Annex D).

fication rate

The (true-positive) identification rate at rank r is the proportion of identification transactions by a user enrolled
in the system, for which user’s true identifier is included in the candidate list returned. When a single point
identification rank is reported, it should be referenced directly to the database size.

EXAMPLE

30

“The identification rate at rank 1 was 95% against a database of 250 entries”.
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False-negative and false-positive identification-error rates

1

The false-negative identification-error rate is the proportion of identification transactions by users

enrolled in the system, for which the user’s correct identifier is not included in the candidate list returned.

8.4.3.2

not enrolled in the system, for which a non-empty list of candidate identifiers is returned.

The false-positive identification-error rate is the proportion of identification transactions by users

NOTE The false-positive identification-error rate increases with the number of people enrolled in the system.
8.4.3.3 Open-set identification performance can also be plotted as an ROC (plotting the true-positive
identification_rate against the falqn-lnneiﬁ\ln identification-erraor rnfp) aras a DET (pln’rfing the f; Ise-negative

identi
numb

NOTE

8.4.3
may

value
grows
identi

ication-error rate against the false-positive identification-error rate) for a fixed database s
er of identities returned.

For database size 1, these curves show (one-to-one) verification performance.

The overall identification performance of an open-set system, as thg enrolment da

re shown as a plot of identification rate (at rank 1) against size of enrelment database, f

of the false-positive identification-error rate (requiring the threshold-to be adjusted as

ication-error rates may be plotted for various database sizes,-as“in the example showr

Figur¢ E.1.

8.5

8.5.1

Closed-set identification

The identification rate at rank r is the probability that a transaction by a user e

system includes that user’s true identifier within the top:r matches returned. When a single poin

rank i

EXAMPLE

8.5.2
match

NOTE|
8.5.3

this r¢g
be ing

8.6

8.6.1
match

5 reported, it should be referenced directly to the-database size.
“The identification rate at rank 1 was\95 % against a database of 250 entries”.

The primary measure of closed-set identification performance is normally shown as
characteristic curve in which thec(true-positive) identification rate at rank r is plotted as a fU

A suggested algorithm for ‘efficiently generating this data points on the CMC curve is provided in
One drawback.of the CMC is its dependence on the number of people enrolled in th

ason, a graph plotting the identification rate at rank 1 as a function of the number of enrol
luded with the results.

Detectionerror trade-off / Receiver operating characteristic curves

ze, and fixed

abase grows
pr a constant
the database

). Alternatively a set of DET curves showing the relationship betwéenh false-positive and false-negative

in Annex E,

nrolled in the
identification

a cumulative
nction of r.

Annex F.

b system. For
ments should

The“detection error trade-off (DET) measures shall be developed using the genuine
ind,seores from comparisons between single attempt features and single enrolment te

attem

t\Will result in a recorded matching score. Scores developed for genuine attempts wil

and impostor
plates. Each
be ordered.

Impostor scores will be handled similarly. Outliers should be investigated to determine if labelling errors are
indicated. Removal of any scores from the test should be fully documented and will lead to external criticism of
the test results.

NOTE Histograms for both genuine and impostor scores can be instructive, but will not be used in the development
of the DET curve. Consequently, we make no recommendations regarding the creation of the histograms from the
transaction data, although this is a very important area of continuing research interest. The resulting histograms will be
taken directly as the best estimates for the genuine and impostor distributions. Under no circumstances should models be
substituted for either histogram as an estimate of the underlying distribution.
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8.6.2 DET (or ROC) curves are established through the accumulation of the ordered genuine and impostor
scores. As the score varies over all possible values, the DET (or ROC) curve is plotted parametrically, each
point (x, y) representing the false match and false non-match rates using that score as the decision threshold.
The false match rate is the proportion of impostor similarity scores at or above the current value of the score
parameter, and the false non-match rate is the proportion of genuine similarity scores below the score
parameter. The curves should be plotted with false match rate on the abscissa (x-axis) and false non-match

rate on the ordinate (y-axis). Axes depicting error rates may use logarithmic scales.

NOTE

8.6.3

A suggested procedure for efficiently deriving the data points on the DET / ROC is provided in Annex F.

DET (or ROC) curves can also be used to plot the relationship between the false accept rate and false

reject rate in rate,

false non-match rate, and failure-to-acquire rate in a manner that will depend on the decision-~policy.

Transactions|of multiple attempts may require generation of a new transaction score based on the. sinjilarity

scores of thg¢ constituent attempts (e.g., the maximum value of the similarity scores for a best of|three

attempts decjsion policy). Similarly DET (or ROC) curves may be used to show the relationship befween

identification prror rates.

8.7 Uncertainty of estimates

8.7.1 Perfgrmance estimates will be affected by both systematic errors and random errors. Random prrors

include those due to the natural variation in test subjects and sample presentation. Systematic errors include

those due to pias in the test procedures, for example if certain types of individual are under-represented|in the

test crew. Nejther type of error is perfectly quantifiable, and therefore there will be an uncertainty in the results

of a performgnce evaluation. Nevertheless, the uncertainty in the measudred performance shall be estimated.

Annex B proides some methods by which uncertainty in performance results may be estimated.

8.7.2 Unceftainties arising from random effects become smaller as the size of the test increases, and can

often be estifnated from the collected data. It may also be*possible to determine the effects of some pf the

systematic efrors. For example, checking whether the'error rates for an under-represented categpry of

individuals arge consistent with the overall error rates could show whether a properly balanced test crew would

give different|error rates. Part of the performance trialkmay be repeated in different environmental conditipns to

check that th¢ measured error rates are not unduly-sensitive to small environmental changes.

9 Record keeping

9.1 In ord¢r to assess whether an evaluation has been conducted in accordance with this pprt of

ISO/IEC 19795, record keepingrshall be in accordance with the requirements of ISO/IEC 17025. Recordg shall

include:

a) the original sampledmages (if collected), unless the volume of data renders this impractical;

b) if samplge images are not collected, templates for each enrolment, and the feature data for|each
verificatipn onridentification attempt should be stored (if these are available);

¢) matching scores and decisions output by the biometric system, if available;

d) the methods used to derive performance measures and uncertainties;

e) the identities of staff responsible for conducting enrolment and supervising the collection of transaction
data; and

f)  sufficient information to establish an audit trail;
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9.2 Sufficient information shall be kept to:
a) enable the evaluation to be repeated under conditions as close as possible to the original, and
b) facilitate, if possible, identification of factors affecting the uncertainty of results.

9.3 Records (whether written or electronic) shall be protected to avoid loss or change of the original test
data. If alterations must be made, a copy of the original shall be kept with a note of the alterations.

9.4 Where mistakes occur (in the data collection procedures etc.) records should show both the original
erroneous data, and the corrected values.

10 Reporting performance results

10.1 |[Fundamental metrics

The following fundamental performance metrics are applicable to all biomethic systems, anpd should be
repor{ed if available:

a) failure-to-enrol rate;
b) failure-to-acquire rate;

c) false match rate and corresponding false non-match rate-(preferably over the range of threghold values);
and

d) where appropriate, histograms showing how individual error rates vary between subjects.

10.2 |Verification system metrics

Verifigation system performance shall be reported using the following metrics:

a) failure-to-enrol rate, if available, ‘otherwise a statement shall be provided that the failure-tq-enrol rate is
nknown;

b) failure-to-acquire rate, if available, otherwise a statement shall be provided that that the failyire-to-acquire
rate is unknown;

c) false accept rate @nd’corresponding false reject rate (preferably over a range of threshold values);

here approptiate, generalised false accept rate and corresponding generalised falsg reject rate
preferably-over a range of threshold values) together with details of the method of generalisption; and

o
-
AS

e) wheré appropriate, histograms showing how individual error rates vary between subjects.

10.3 Tdentification system metrics
Open-set identification system performance shall be reported using the following metrics:

a) failure-to-enrol rate, if available, otherwise a statement shall be provided that the failure-to-enrol rate is
unknown;

b) failure-to-acquire rate, if available; otherwise a statement shall be provided that the failure-to-acquire rate
is unknown;

c) false-positive identification-error rate, and corresponding false-negative identification-error rate
(preferably over the range of threshold values);

d) size of database;
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e) several DET or ROC curves may be shown corresponding to different sizes of the template database,
different numbers of identifiers returned etc.; and

f)  where appropriate, histograms showing how individual error rates vary between subjects.

10.4 Closed-set identification system metrics
Closed-set identification system performance shall be reported using the following metrics:

a) cumulative match characteristic (CMC) curve;

b) size of dftabase.

10.5 Reporting test details
Performance|statements such as the DET curve, failure-to-enrol and failure-to-acquire -fates, and bjnning
penetration ahd error rates, are dependent on test type, application and population. For these measures to be
interpreted cqrrectly, the following additional information should be provided:

a) details of the system(s) tested. This should include more than just the biometric component, as factors
such as the user interface will influence performance too;

b) the type pf evaluation:
— techhology evaluation: details of the corpus used;

— scenario evaluation: details of the test scenario;

— opetational evaluation: details of the operational.application;
c) size of eyaluation:

— numer of test subjects;

— numper of fingers, hands or eyes'etc enrolled by each test subject;

— numer of visits made by test subject;

— number of transactions per test subject (or test subject finger, etc) at each visit;
d) demographics of thétest crew (age, gender, etc.);

e) details of the test'environment;

f) time separation between enrolments and test transactions:

g) quality and decision thresholds used during data collection;

h) details of how factors potentially affecting performance were controlled (see Annex C);

i) details of the test procedure, e.g. policies for determining enrolment failures;

j)  details of the level of training, familiarization, and habituation of the test crew in the use of the system;
k) details of abnormal cases and data excluded from analysis;

I) estimated uncertainties (and method of estimation);
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m) deviations from the guidelines of this part of ISO/IEC 19795 should also be explained. Sometimes it will
be necessary to compromise one aspect in order to achieve another — for example, randomising the order
of using fingers on a fingerprint device might lead to user confusion and a higher number of labelling

errors.

10.6 Graphical presentation of results

10.6.1 General

10.6.1.1 The matching and/or decision performance of a biometric system over a range of decision
thresholds should be graphically represented using either ROC or DET curves, but not both.

10.6.1.2 Axis scales (minimum and maximum values shown, and the use of logarithmic scal
selecied for clarity of the presented results, and should be consistent between different-graphs

repo

change of scales.

10.6.1.3 For comparing the performance of different systems, the decision efror DET or RO

rate
binni

10.6.2 DET curve

10.6.2.1 DET curves may be used to plot matching error rates (false non-match rate agains

rate)

10.6.2.2 Logarithmic axes may be used, to help spread out the plot for greater clarity. In
logarithmic plots, an observed error rate of zero errors in N trials may be plotted as a value 0,
scale|minimum if greater.

100%

—_
o

False Non-match Rate

ri. If necessary to change scaling to maintain clarity, there should be a note to the figure ren

versus false accept rate), which shows the combined effect of matching errors, image acqu
rlg errors, and enrolment errors, will be more helpful than graphs showing the fundamental €

%

bs) should be
in the same
arking on the

C (false reject
isition errors,
rror rates.

t false match

,|decision error rates (false reject rate against false acCept rate), and open-set identificatipn error rates
(false|negative identification rate against false positive identification rate).

the case of
b/N, or as the

Yo 1

0,1% T L o

0,001% 0,01% 0,1% 1% 10%
False Match Rate

NOTE These DET curves plot the same data as the ROC curves in Figure 4.

Figure 3 — Example set of DET curves
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10.6.3 ROC

curves

10.6.3.1 ROC curves are a traditional method for summarising the performance of imperfect diagnostic,
detection and pattern-matching systems. ROC curves are threshold-independent, allowing performance
comparison of different systems under similar conditions, or of a single system under differing conditions.
ROC curves may be used to plot matching algorithm performance (1-false non-match rate against false match
rate), end-to-end verification system performance (1-false reject rate against false accept rate), as well as
open-set identification system performance ((correct) identification rate against false-positive identification-

error rate).

10.6.3.2 The x-axis may be plotted using a logarithmic scale, to help spread out the plot for greater clarity.

In the case aof Ing:\ri’rhmir‘ Ir\lnfe an obhserved errar rate of zera errors in N trials may he plnﬂpd as a

0,5/N, or as the scale minimum if greater.

100% !
— % +
0 90%
®©
X 80% +
<
2
g 70%
<
2 60% J"
)
2 0,
L(E 50% “/
T 40% + —/x=System A
n System B
.g 30% + —®—System C
@ —— System D
ch> 20% + <O==System E
Q X SystemF
= 10% +

00/0 A A ||||||: A 2 |l:|||: A A ||||||: A A ||||||: A A Ad b L L)
0,001% 0,01% 0,1% 1% 10% 10
False Positives (False Match Rate)
NOTE These ROC curves, plot the same data as the DET curves in Figure 3.

Figure 4 — Example set of ROC curves

36

value

© ISO/IEC 2006 — All rights reserved


https://iecnorm.com/api/?name=94bea381464c1a6ffd776d1caf0816e7

Identification rate

10.6.4 CMC Curves
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For closed-set identification applications, performance results are often illustrated using a cumulative match
characteristic curve. The curve plots, as a function of k the proportion of transactions where a test subject’s
identifier is included among the top k identifiers returned.

37437
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————=———==_ DreapMIRH
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NOTE| This example is taken from FRVT2002 [11, Figure10]. The graph shows the identification rate

of 37437 face templates.)

Figure 5 — Example CMC curves
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Annex A
(informative)

Differences between evaluation types

Table A.1

Technology

Scenario

Operational

What is tested

Biometric component (matching or
extraction algorithm)

Biometric system

Biometric system

Ground truth

Known, subject to data collection
errors and intersections in merged
data sets

Known, subject to data
collection errors and tester
failure to note unwanted subject
behaviour

Dependent on.available
controls.and instrumentation
to establish whether daja is
from.genuine users or
impostors

User behaviol

administrator

-

controlled by test

Not applicable during testing; may
be known to be controlled when
biometric data recorded, otherwise
considered to be uncontrolled.

Controlled (unless user
behaviour is an independent
variable)

Uncontrolled

User has reald

the result of
attempt

time feedback| of

No

Yes

Yes

Repeatability of

Repeatable (corpus fixed)

Quasij-yepeatable (if test

Not repeatable

environment

considered to be uncontrolled

results scenario and population

controlled)
Control of May be known to be controlled when{Controlled and/or recorded Not controlled, ideally
physical biometric data recorded, otherwise recorded

recorded

User interactign

Not applicable during testing; may
be recorded when biometric data
recorded

Recorded

Recorded during enrolnpent;
may be recorded during
verification/identificatior

Typical resultd
reported

Comparison of biometric
components.on versions of
components (e.g., matching or
extraction“algorithms or sensors),
detérmine critical performance
factors

Compare biometric systems,
determine critical performance
factors; measure simulated
performance

Measure performance ip an
operational environment

Typical metric

12}

Most performance metrics(not end-

to-end-throuahput):- most error rates:
L Ly &} T

Predicted end-to-end
H’\l"nllghpllf‘ I:l\llD, |:l\||\/|D’ |:TA’

End-to-end throughput;

reliable testina of oper:
14

ional

good for large-scale identification
system performance where difficult
to assemble large test crew

FTE, FAR, FRR

I
FAR and FRR requires some
knowledge of ground truth

Constraints

Appropriate test corpus, e.g.,
gathered with one or more sensors,
the identity of which may or may not
be known

Operational, instrumented
system

Operational, instrumented
system; typically only
decision rates are available

characteristics and distinctions.

Human test Recorded Live Live
population
NOTE Although in some cases there may be exceptions to the entries in this table, these are the mainstream, fundamental
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Annex B
(informative)

Test size and uncertainty

5-1:2006(E)

B.1 Confidence intervals and test size assuming independent identically distributed

com

B.1.

The

Rule of 3

ule of 3 [22, 28-30] addresses the question “What is the lowest error rate.-that can 4

e statistically

established with a given number N of independent identically distributed compariséns?” This vallie is the error

rate

for a

EXA
rate of

NOTE|

NOTE|
attemj

n gentiine attempts and n/2 impostor attempts. However, cross-comparisons between all submitted samp

enrollq
depen
restric

B.1.2

The H
rate,

indep
1,3%.
by co

for which the probability of zero errors in N trials, purely by chance, is (forcexample) 5%. TH
~ 3IN
5% confidence level.

PLE
1% or less.
1 p~=2/Nfora90% confidence level.

2  The assumption of independent identically distributed (i.i.d.) attempts may be achieved if
t uses a different user, and if no two impostor.attempts involve the same user. With n test subjects,

d templates generates many more imposter-attempts and, according to [24], achieves smaller unc
dencies between the attempts. Thus, except perhaps in the case of operational testing, there i
ing data to a single attempt per user to achieve the i.i.d. assumption.

Rule of 30

ule of 30 states thato be 90% confident that the true error rate is within + 30% of the o
here should be at.lgast 30 errors [13]. So, for example, if there are 30 false non-match ¢
bndent genuine Arials, we can say with 90 % confidence that the true error rate is betwe
The rule comesdirectly from the binomial distribution assuming independent trials, and m
hsidering the performance expectations for the evaluation.

EXA
implie$

NOTE

within

PLE Suppose the performance goals are a 1 % false non-match rate, and a 0,1 % false match
3000 genuine attempt trials and 30 000 impostor attempt trials. Note however, the key assumption

is gives:

A test of 300 independent samples returning no errors-can be said with 95% confidence t¢ have an error

each genuine
there would be
e features and
prtainty despite
5 little merit in

bserved error
rrors in 3000
en 0,7 % and
py be applied

rate. This rule
hat these trials
bmpromise on

ce.

The rule generalizes to different proportional error bands. For example, to be 90 % confident that the true error
rate is within £10% of the observed value, at least 260 errors are needed. To be 90 % confident that the true error rate is

+50% of the observed value, at least 11 errors are needed.

B.1.3 Number of comparisons to support a claimed error rate

B.1.3.

1

The number of statistically independent comparisons required to support a claimed error rate is
illustrated in Figure B.1. For example, no false matches in N independent impostor comparisons would
support a claimed false match rate of 3/N, with 95 % confidence, while 30 errors would support a claim of
41/N.
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40/N

30/N

Claim supported

20/N

Error Rate Claimed

10/N

0/N

Claim not s

N
Claim rejected
A\

NOTE Th

Figure B.1

B.1.3.2 T
would need t
unlikely to be

B.1.3.3 A
statistical ind

5/N 10/N 15/N 20/N 25/N
Error Rate Observed in N Independent Comparisons

30/N

s chart provides a reasonable approximation when the.elaimed error rate is 1% or below.

independent.comparisons

o ensure statistical independence,-the impostor and impersonated templates in all compa
b be different, and selected randémly and uniformly from the target population. This appro

n alternative cross-comparison approach will often be adopted, though this does not €
ependence. With P_people, cross-comparison of attempts/templates for each (unordered

may exhibit & low degree of correlation. The correlations within these P(P — 1)/2 false match attemp

reduce the ¢
independent

B.2 Variar

bnfidence level (for~“supporting an FMR claim compared with the same number of comy
Comparisons,

ce of performance measures as a function of test size

As the test

f oot ot A

41 toc vl A
—Cothatco—vwimr O

ranca hit tha caolina fontar AananAeo
CorCast oottt oCanmyg—TaCtor—_GT Pt

efficient for low false match rates, as N independent comparisons will require 2N volunteer$

-
S U

— 95% confidence decision regions for accepting (or rejecting) an error rate claim with N

fisons
Ach is

D -

nsure
pair,
ks will
letely

n the

]

=2 tnaraacna
IZC—moTrCasTs; vT

source of variability.

a)
rate has

b)

components due to:

variability of test subjects, scaling as 1 / (number of test subjects); and

residual variability of genuine attempts, scaling as 1 / (number of genuine attempts).

If test subjects each make multiple genuine attempts, then the variance of the observed false non-match

If test subjects make multiple attempts, and impostor attempts are generated offline by cross-comparison

of these genuine attempts against enrolment templates from a different set of users, then the variance of
the observed false match rate has components due to:

40
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variability of test subjects, scaling as 1 / (number of impostor test subjects);

variability of impersonated templates, scaling as 1 / (humber of impersonated templates

)i

variability of genuine samples (other than that accounted for by variability of test subjects), scaling as

1/ (number of genuine attempts); and

residual variability of the generated impostor attempts, scaling as 1 / (number of impostor attempts).

Doddington et al [16] show that biometric systems can have “goats”, “lambs” and “wolves”.

Goats have a

personal false non- match rate S|gn|f|cantly hlgher than that for the overaII populatlon Iambs are those whose templates

incur
giving

B.3

B.3.1

This
variar
applid

B.3.2

B.3.2

false matches ThIS would |mpIy that for the false non- match rate the component of variance for
non-zg¢ro; and for the false match rate, the components for test subjects and for templates are non-zero.

Estimates for variance of performance measures

General

Clause presents formulae and methods for estimating the varianee of performance m
ce is a statistical measure of uncertainty and can be used in. estimating confidence inter
ability of these formulae depends on the following assumptions-about the distribution of ma

Variance)of observed false non-match rate

In the|

case where each test subject makes a single attempt:

the test crew is representative of the target populatien. This will be the case if, for exa
subjects are drawn at random from the target population;

attempts by different subjects are independent: This will not always be true. Users’ beh
influenced by what they see others do. However, the correlations between test subject
be minor in comparison to the correlatiohs within a set of attempts by one test subject;

attempts are independent of threshold. Otherwise, the estimates for the error rates m
except at the threshold used for data collection;

error rates vary across. the population. Different subjects may have different individy
match rates, and different subject pairs may have different individual false match rates;

the number of observed errors is not too small. In cases with no observed errors, the fo
give a zero variance, but the Rule of 3 would apply.

False non-match rate - Single attempt per test subject

/ successful at
est subjects is

pasures. The
als, etc. The
fching errors:
mple, the test

aviour will be
5 are likely to

ay be biased

al false non-

rmulae would

n

a;

is the number of enrolled test subjects;

is the number of false non-matches for the " test subject;
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p isth

V(p)

e observed false non-match rate;

is the estimated variance of observed false non-match rate.

NOTE 1 A derivation of this estimate may be found in many statistical textbooks (e.g.,[31]).

NOTE 2 These formulae have sometimes been misapplied to cases where subjects make several attempts. The
replacement of the number of test subjects n by the number of attempts is generally not valid.

NOTE 3  These formulae will also be appropriate for estimating variances of failure-to-acquire and failure-to-enrol rates
when there is one attempt per test subject.

B.3.2.2 Fal

Le non-match rate - Multiple attempts per test subject

In the case where each test subject makes the same number of attempts, the appropriate estimates are

ng formulae [31]:

n
>
i=1

by the followi
R 1
P= mnl;
V(p)= (
where
n isth
m isth
a; isth
p isth
V(p)

1 1 G2 a2
1—1)( 2 Zai —p]

mn -

e number of enrolled test subjects;

b number attempts made by each test subjéct;

b number of false non-matches for thed' test subject;
e observed false non-match rate;

is the estimated variancerof\0Observed false non-match rate.

NOTE1  When m = 1, the estimatés-are the same as those in formulae (B.1) and (B.2).

NOTE2 Th

bse formulae will ‘also be appropriate for estimating variances of failure-to-acquire rates when thg

multiple attempts per test subject.

B.3.2.3 Fal

There will be

ke non-match rate - Unequal numbers of attempts per test subject

given

(B.3)

(B.4)

re are

oceasions when the number of attempts per subject varies. Some subjects might not con

nplete

the desired number of attempts. Acquisition failures may also cause attempts to be missing from the false
non-match rate calculations. Provided there is no correlation between the number of attempts made and the
differing success rates of individuals, the appropriate formulae are as follows.

ﬁ_

42

n
Z a;
i=1
- n
Z m;
i=1

(B.5)
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n n n
2 ~ ~2 2
2.0 =2p) am +p ) m
_ i=1 i=1

50A i=1 i=
V(p) - j 2
n—1
2 m
no\ o
where
n is the number of enrolled test subjects;
P RO AT o ptbog AN e o
LY 7 o ure IIUIIIUUI CH.I.UIIIPI.O IIIC‘UU U_y uaure v ol OULIJUUI.,

NOTE

NOTE

NOTE

for example, test subjects that are rejected may make additional. attempts to be recognized; or those us

more
canno

unrepfesentative users.

B.3.3

In the
the v4

is the number of false non-matches for the i"" test subject;

b is the observed false non-match rate;
((p) is the estimated variance of observed false non-match rate.
1 This formula for the variance (from [31]) is an approximation to give an,expression in a usable fq

2 When all m; are equal, we obtain the same estimates as in formulae (B.3) and (B.4).

3  Sometimes the different frequency of use by test subjects will be correlated with the differing

requently may get better performance through the effects-0f habituation. In such cases the formulae
be directly applied, as results may then be deminated by a small group of excessively

Variance of observed false match rate

case where a full set of cross-comparisons is made, the observed false match rate, and g
riance are given by:

— L33,

mn(n 1)11]1

’(é)— l {z d) _ZZ(bU +bzlbjz} (n(_4n—_6)‘}2

m?n(n=1(n-2)(n-3) g 2)(n-3)

b 22(0 d)__

m2n2(n 1)

wherd

is the number of test subjects (and of enrolment templates);

m is the number of samples per test subject;

b; is the number of samples from the i" test subject falsely matching the template of the jth

Ci

(and b;= 0);

J=1
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(B.6)

success rates:
ng the system
B.5) and (B.6)

frequent but

n estimate of

test subject

is the number of false matches in total against the template of the i test subject (¢; = Zbﬁ ).

43


https://iecnorm.com/api/?name=94bea381464c1a6ffd776d1caf0816e7

ISO/IEC 19795-1:2006(E)

d; is the number of false matches in total by the i" test subject (d; = sz'i );

Jj=1
q is the observed false match rate;

I}(c}) is the estimated variance of the observed false match rate.

NOTE The second line of this estimate (in the case m = 1) is the formula given by Bickel [22], which has been
experimentally verified [24].

B.4 Estimating confidence intervals

B.4.1 General

B.4.1.1 With a sufficiently large number of attempts, the central limit theorem [31]-<implies that the
observed errpr rates should follow an approximately normal distribution. However, begcause we are dgaling
with proportigns near to 0%, and the variance in the measures is not uniform over the population, [some
skewness is ljkely to remain until the number of test subjects is quite large.

B.4.1.2 Under the assumption of normality, 100(1 — @)% confidence bounds on the observed error| rates
are given by:

prz(1-f/ 2NV (D) (B.9)
where

z() is the inverse of the standard normal cumulative-distribution — i.e. the area under the standard normal
curve with mean 0, variance 1 from —o to z(x) is'x. For 95% confidence limits, the value of z(0,975) is
1,96;

«a is the probability that the confidencesinterval does not contain the true value of the error rate;

p is the observed error rate;

I}(ﬁ) is the estimated variance of the error rate.

B.4.1.3 Often when the.above formula is applied, the confidence interval reaches into negative values for
the observed error rate)—~ but negative error rates are impossible. This is due to non-normality ¢f the
distribution of observédyerror rates. Non-parametric methods, such as the bootstrap can be used to pbtain
confidence infervals:in- such cases [32-34].

B.4.2 Bootstrap estimates of the variance and confidence intervals

B.4.2.1 Bootstrap estimation reduces the need to make assumptions about the underlying distribution of
the observed error rates and the dependencies between attempts. The distributions and dependencies are
inferred from the data itself. By sampling with replacement from the original data, a bootstrap sample can be
created, from which an alternative estimate of the error rate would be produced. With a large number of such
bootstrap samples, an empirical distribution for the estimators can be obtained. This can be used to construct
confidence intervals, estimate uncertainties, etc.

B.4.2.2 To illustrate the process, suppose we are estimating the false match rate using a full set of cross
comparison with n test subjects, each providing m attempts to be compared against all (n—1) non-self

templates. If x(v, a, ) denotes the result of the matching of the o attempt by test subject v against template ¢.
The dataset X for estimating the false match rate consists of the results of all mn(n — 1) cross-comparisons
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X={x(v,a,0)|tzve{l,..,n},aec{l,.. m}}. Each bootstrap sample shall be constructed from X in a way
that replicates the structure and dependencies in the original data. The procedure is as follows:

Many| bootstrap samples are generated, and a false match rate obtained for each. ,The’ distr
bootsfrap values for the false match rate is used to approximate that of the observed false match

B.4.2{3 The bootstrap values allow a direct approach for constructing @00(1 — )% conf
chooging L (lower limit) and U (upper limit) such that only a fraction «/2 of bootstrap values are
and ¢/2 bootstrap values are higher than U. At least 1000 bootstrap samples should be used f
and at least 5000 bootstrap samples for 99% limits.

B.4.3 Subset sampling

B.4.3]1 A further approach to inferring the error margif on the observed error rates is
collegted test data into disjoint subsets of users, and then generating a DET curve for each
FRVT2002 evaluation [11], for example, used this approach to generate error ellipses.

for each v(i) sample with replacement (n — 1) non-self templates: «(i, 1), ..., #(i, n—1);
for each v(i) sample with replacement m attempts made by that test subject: a(i, 1), ..., a(i, m);

the bootstrap sample produced is:

sample n test subjects with replacement: v(1), ..., v(n). (Sampling with replacement means the list is likely
to contain more than one occurrence of the same item);

Y={ (i), t(i,)),a(i, k) |ie {1,..,n},je{l,...,n-1}ae {1,...,m} }.

bution of the
rate.

dence limits:

lower than L,
br 95% limits,

to divide the
subset. The

Ty / (M-1)

observations
of normality,

B.4.3)2 The basic approach to deriving error ellipses is as follows:

a) dather performance results using T testsubjects;

b) divide test population into M (e.g. M=10) disjoint sets of size N=T/1;

c) cpmpute DET curve for each.subset;

d) dssume athreshold t;
1. find x,=(FMR;,~FNMR;) atthe threshold for all sets i=1,..,M;
2 computésample mean m=sum (x;) /M and sample covariance X=sum( (x;—m) (x;—m
3 m~and X/sqgrt (M) provide an estimate of the distribution of FMR and FNMR

(calculated for the whole test population) at threshold t which, under the assumption
alla¥~ ad-to- determine QK9/ onfidence-sllinsa ound—m
e) repeat for further thresholds t.
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