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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.
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INTERNATIONAL STANDARD

ISO/IEC 19794-7:2021(E)

Information technology — Biometric data interchange
formats —

Part 7:
Signature/sign time series data

1
This

cope

ocument specifies data interchange formats for signature/sign behavioural”data

the form of a multi-dimensional time series using devices such as digitizing tablets or a
systems. The data interchange formats are generic, in that they can be applied and us
rangg of application areas where handwritten signs or signatures are inyolved. No applica
requirements or features are addressed in this document.

This

job)

Q. o ot

€

Hocument contains:
description of what data can be captured;

hree binary data formats for containing the data: a full fermat for general use, a compre
apable of holding the same amount of informationas the full format but in compress
compact format for use with smart cards and‘ether tokens that does not require c
ecompression but conveys less information,than the full format;

an XML schema definition; and

xamples of data record contents and-Best practices in capture.

Speciffying which of the format types.and which options defined in this document are to |

a pa

i

icular application is out of scepe; this needs to be defined in application-specific 1|

specifications or application profiles.

It is
confi
this d

This

proce
consi
and 2
1979

advisable that cryptegraphic techniques be used to protect the authenticity, i
Hentiality of stored.and transmitted biometric data; yet such provisions are beyond
ocument.

document also ‘specifies elements of conformance testing methodology, test asserti
dures as-applicable to this document. It establishes test assertions on the structure
stencyof-the signature/sign time series data formats defined in this document (ty
as defined in ISO/IEC 19794-1) and semantic test assertions (type A level 3 as defing
19,

captured in
Hvanced pen
ed in a wide
tion-specific

ssion format
ed form, and
bmpression/

be applied in
pquirements

tegrity, and
the scope of

ons and test
and internal
pe A level 1
d in ISO/IEC

The conformance testing methodology specified in this document does not establish:

(e.g. acceptance, performance, robustness, security); or

requirements of this document.

2

Normative references

tests of other characteristics of biometric products or other types of testing of biometric products

tests of conformance of systems that do not produce data records claimed to conform to the

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.
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ISO/IEC 8825-1, Information technology — ASN.1 encoding rules — Part 1: Specification of Basic Encoding
Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)

ISO/IEC 19794-1, Information technology — Biometric data interchange formats — Part 1: Framework

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 19794-1 and the following
apply.

ISO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISO OnliLe browsing platform: available at https://www.iso.org/obp

— IEC Elecfropedia: available at https://www.electropedia.org/

31
channel
data item (cqptured, intermediate, or processed) recorded in form of a time seriés

EXAMPLE Pen tip position x and y coordinates, pen tip force, pen tilt along théx-axis (3.7), pen tilt alopg the
y-axis (3.8), pen azimuth (3.3), pen elevation (3.5), pen rotation (3.6).

3.2
compression
process that|reduces the size of a digital file with or without los$of information

Note 1 to enty: The compression format defined in Clause 10 incltides data compressed by lossless compression
schemes.

3.3
pen azimuth
angle measut‘ed clockwise from the positive y-axis to the perpendicular projection of the pen onto the
writing plan

Note 1 to entyly: The pen azimuth may range.from 0° to 360°.

3.4
pen-down event
event from which on the pen tipiis touching the writing plane

3.5
pen elevation
angle betwegn the perpendicular projection of the pen onto the writing plane and the pen

Note 1 to entrly: Thepen elevation may range from 0° to 90°.

3.6
pen rotation

angle of the rotation of the pen about its longitudinal axis measured counter-clockwise from a device-
specific rotational reference position

Note 1 to entry: The pen rotation may range from 0° to 360°.

3.7

pen tilt along the x-axis

angle measured clockwise from the positive z-axis to the perpendicular projection of the pen onto the
xz plane

Note 1 to entry: The pen tilt along the x-axis may range from -90° to +90°.

2 © ISO/IEC 2021 - All rights reserved
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3.8

pen tilt along the y-axis

angle measured clockwise from the positive z-axis to the perpendicular projection of the pen onto the
yz plane

Note 1 to entry: The pen tilt along the y-axis may range from -90° to +90°.

3.9
pen-up event
event from which on the pen tip is not touching the writing plane, after a pen-down event (3.4)

3.10
sampling rate
number of samples per second (or per another unit) taken from a continuous signal te make a discrete
signall

3.11
signgture/sign representation
data recorded from a single signature/sign

3.12
X jitter
samplle standard deviation of at least 100 x-coordinate samplesfrom a stationary pen

3.13
yjitter
samplle standard deviation of at least 100 y-coordinate’samples from a stationary pen

3.14
x pixel density
number of dots per millimetre that the capture-device resolves in the x (horizontal) directjon

3.15

y pixgl density
number of dots per millimetre that:the capture device resolves in the y (vertical) direction

4 Abbreviated terms

ASCI] American Stahdard Code for Information Interchange

BDB biometric.data block

BDIR biometric data interchange record
BHT biometric header template

BIR biometric information record

BIT biometric information template

CBEFF  Common Biometric Exchange Formats Framework

IBIA International Biometrics & Identification Association
ICS implementation conformance statement

Isb least significant bit

msb most significant bit

© ISO/IEC 2021 - All rights reserved 3
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5 Conformance

A binary biometric data record conforms to this document if it satisfies the format requirements with

respect to its structure, with respect to relations among its fields, and with respect to relations bet
its fields and the underlying input that are specified within Clauses 6 to 10 of this document.

An XML document conforms to this document if it satisfies the format requirements with respect

ween

to its

structure, relations among its fields, and relations between its fields and the underlying input that are

specified within Annex E.

Blometrlc data 1nterchange format conformance tests conform to thls document if they satlsfy all of the

the concept and rules set out in ISO/IEC 19794 1

Implementations of this document tested according to the specified methodology shall be able to
conformancg only to those biometric data record requirements specified in this document thg
tested by the test methods established by this methodology.

Implementations of this document are not necessarily required to conform to all possible aspe
this documept, but only to those requirements that are claimed to be suppofted by the implement
in an implenpentation conformance statement (ICS), filled out in accordange with ISO/IEC 19794-
Table A.1 of this document.

6 Conventions

6.1 Coordinate system

all use
with

claim
t are

rts of
ation
1 and

The coordinate system used to express the pen p@sition shall be a three-dimensional Cartesian

coordinate gystem. The x-axis shall be the horizontal axis of the writing plane, with x-coordi
increasing tp the right. The y-axis shall be thevertical axis of the writing plane, with y-coordj
increasing upwards. The z-axis shall be the axis‘perpendicular to the writing plane, with z-coordi
increasing upwards out of the writing plangstarting from 0. For an illustration see Figure 1.

Z

ates
'Eates

ates

Key
P writing plane

Figure 1 — Coordinate system

NOTE The origin of x and y-coordinates is not specified here. Depending on the used technology, it c

for instance, in the centre of the writing pad, at its lower left corner, or at the pen position at the first pen-

event.
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Octet and bit order

The more significant bytes of any multi-byte quantity are stored at lower addresses in memory than
(and are transmitted before) less significant bytes.

Within a byte, the bits are numbered from 8 to 1, where bit 8 is the ‘most significant bit’ (msb) and bit 1
the ‘least significant bit’ (Isb).

6.3

Registered format type identifiers

The data records specified in this document may be embedded in a CBEFF-compliant biometric

infor
form
BIR. 1
2).

The f]
owne
docu

matiomr record (B {see 1SOAEC-19785=-H—This subctause tiststhe BbB-{biometrit
it owner identifier and the BDB format type identifiers that shall be used if embedde
[hese identifiers are registered with IBIA, the CBEFF Registration authority (see ISC

brmat owner of the formats defined in the ISO/IEC 19794 series is ISO/IEGJTC 1/SC 3’
r identifier is 257 (0101y,,). Table 1 lists the format type identifiers fox, the formats dg
ment.

Table 1 — Format type identifiers

data block)
d in a CBEFF
/1EC 19785-

[. The format
bfined in this

CBEFF BDB format Short name Full object identifier
type identifier
1¢4 (000ey,,) signature-sign-time- | {iso(1) registration-authority(1) cbeff(19785) biomgetric-organ-

series-full ization(0)4tcl-sc37(257) bdbs(0) signature-sign-t

full(14)}

me-series-

5 (000fy,,) signature-sign-time-

series-compact

{iso(1)registration-authority(1) cbeff(19785) biom
zatiop(0) jtcl-sc37(257) bdbs(0) signature-sign-timg
pact(15)}

btric-organi-
b-series-com-

(O8]

0 (001ey,,) signature-sign-time-

series-compression

{iso(1) registration-authority(1) cbeff(19785) biom
zation(0) jtcl-sc37(257) bdbs(0) signature-sign-timg
pression(30)}

btric-organi-
b-series-com-

O8]

B8 (0026,,) {iso(1) registration-authority(1) cbeff(19785) biom
ization(0) jtc1-sc37(257) bdbs(0) XML-signature-si

ries(38)}

XML-signature-sign-
time=-Series

etric-organ-
on-time-se-

NOTE
same
formd

NOTE
in ISO
IEC 14

1  The format type-identifier for the full format defined in this document (ISO/IEC 19794
as the one for the'full format defined in ISO/IEC 19794-7:2007. An indication of which vers
t applies can be determined from the version number included in the general header.

2 Thecempact format defined in this document (ISO/IEC 19794-7:2021) is the same as th
IEC 19794-7:2007. Hence, the format type identifier for the compact format defined in this €
7947 is also the same as the one for the compact format defined in ISO/IEC 19794-7:2007.

7:2021) is the
ion of the full

e one defined
dition of ISO/

7 Channels

7.1

General

Table 2 lists the channel names and their meanings. Signature/sign time series data captured with
different capture devices or used in different applications may contain data from different channels.
Either the T channel or the DT channel shall be present, or uniform sampling (constant time difference
between adjacent sample points) shall be indicated (see 7.6). Inclusion of at least one other channel is
mandatory.

Annex B provides recommendations for ensuring the quality of signature/sign time series data.

© ISO/IEC 2021 - All rights reserved
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Table 2 — Channels

Channel name |Description
X x-coordinate (horizontal pen position)
Y y-coordinate (vertical pen position)
Z z-coordinate (height of pen above the writing plane)
VX velocity in x-direction
VY velocity in y-direction
AX acceleration in x-direction
AY. acceleration in_y-rlirnnfinn
T time
DT time difference
pen tip force
S pen tip switch state (touching/not touching the writing plane)
TX pen tilt along the x-axis
TY pen tilt along the y-axis
A pen azimuth
E pen elevation
R pen rotation

7.2 Pen tip position channels: X, Y, Z

There are th
The X chann
Y channel is

ree channels defined for recording pen tip pesition data in the three-dimensional 3
] is for recording the x-coordinate of the projection of the pen tip on the writing plang
for recording the y-coordinate of the prejéction of the pen tip on the writing plane.

channel is fofr recording the height of the pen tip above the writing plane.

The unit of
in the recor
appropriate

7.3 Pent

The VX cha
pen tip velod

The unit of

measurement is millimetres (mmj~To restore the actual values, the integer values
I body are to be divided by a scaling value given in the channel description. By cho
scaling values, different degnees of accuracy can be expressed.

velocity channels: VX, VY

P
nLel is for recording\the pen tip velocity along the x-axis. The VY channel is for recordir

ity along the y{axis.

measuremént is millimetres per second (mm/s). To restore the actual values, the in
in the récord body are to be divided by a scaling value given in the channel descriptid

values given
choosing ap

ropriate scaling values, different degrees of accuracy can be expressed.

pace.
2. The
The Z

given
osing

1g the

teger
n. By

The AX channel is for recording the pen tip acceleration along the x-axis. The AY channel is for recording

the pen tip a

cceleration along the y-axis.

The unit of measurement is millimetres per square second (mm/s2). To restore the actual values,
the integer values given in the record body are to be divided by a scaling value given in the channel
description. By choosing appropriate scaling values, different degrees of accuracy can be expressed.

7.5 Time

channel: T

The T channel is for recording the time elapsed since the first sample.

© ISO/IEC 2021 - All rights reserved
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The unit of measurement is seconds (s). To restore the actual values, the integer values given in
the record body are to be divided by a scaling value given in the channel description. By choosing
appropriate scaling values, different degrees of accuracy can be expressed.

7.6

Time difference channel: DT

The DT channel is for recording the time elapsed since the previous sample point.

The unit of measurement is seconds (s). To restore the actual values, the integer values given in
the record body are to be divided by a scaling value given in the channel description. By choosing
appropriate scaling values, different degrees of accuracy can be expressed.

In cape of uniform sampling, the channel inclusion field (see 8.3.2.8.1) in the representption header

shou
reprd

|

d indicate the DT channel as present, but the DT channel values should (Bbe”absent in the

sentation body while the channel description preamble (see 8.3.2.8.2) for the,DT'cha

the time differences between adjacent sample points as constant.

7.7
The H

Pen tip force channel: F

channel is for recording the magnitude of the pen tip force.

The finit of measurement is Newton (N). To restore the actual values, the integer val

the r
appr

NOTH
captu

7.8

The
in the

ecord body are to be divided by a scaling value given inthe channel description.

ppriate scaling values, different degrees of accuracy cap-be expressed.

The direction of the pen-tip force depends on the{capture device technology, which is idg
re device technology identifier.

Pen tip switch state channel: S

channel is for recording whether theen tip touches the writing plane or not. The va
case that the pen tip does not touch’the writing plane. In case of pen-down events, th

also be 0. The value shall be 1 in the case that the pen tip touches the writing plane. In cg

event

NOTE
recog

7.9

Ther
pen a

s, the value shall also be 1.

Temporarily maintaining a value of 0 when the pen tip starts touching the writing g
hition of pen-down events'even if the capture device provides no sample points for pen-up stt

Pen orientation’channels: TX, TY, A, E, R

b are five channels defined for recording pen orientation data. The A channel is for r
zimuth. TheE channel is for recording the pen elevation. The TX channel is for recor

tilt along thex<axis. The TY channel is for recording the pen tilt along the y-axis. The R c

recor

ding the rotation of the pen about its longitudinal axis. It may be chosen to use:

el indicates

lies given in
By choosing

ntified by the

ue shall be 0
e value shall
se of pen-up

lane allows a
okes.

ecording the
ding the pen
hannel is for

p

— pentilt along the x and y-axes,

with or without the pen rotation. For illustrations see Figure 2 and Figure 3.

The unit of measurement for the pen orientation angles is degree (°). To restore the actual values,
the integer values given in the record body are to be divided by a scaling value given in the channel
description. By choosing appropriate scaling values, different degrees of accuracy can be expressed.
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Key
A pen azimuth
E pen elejvation

TX  pentiljalong the x-axis
TY  pentiljalong the y-axis

Figure 2 — Pen orientation angles

o

(%)

R

e

Key

R rotation ¢f the pén-about its longitudinal axis

Figure 3 — Pen rotation

8 Binary full format

8.1 Record organization

A signature/sign time series data record in the full format shall consist of the following data elements
in the given order:

— a general header, containing descriptive information about the structure and contents of the data
record, and

— arecord body, containing at least one signature/sign representation.

8 © ISO/IEC 2021 - All rights reserved
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Figure 4 depicts a signature/sign time series data record in full format. The solid boxes indicate fields
that shall be present. The dashed boxes indicate optional fields. The length of each field in bytes is
indicated in parentheses at the bottom of the corresponding box. The ellipses indicate that more fields
of the same format may follow.

D.1 contains an encoding example in binary full format.

© ISO/IEC 2021 - All rights reserved 9
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Figure 4 — Binary full format
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General header

Structure

The general header shall contain information applicable to all signature/sign representations. The
general header shall consist of the following data elements in the given order:

t

a format identifier,

a version number,

d

d

8.2.2

elength of the data record
field indicating the number of subsequent signature/sign representations, and

certification flag.

Format identifier

The format identifier shall be recorded in four bytes. The format identifier shall consist

ASCII

8.2.3

characters “SDI” (534449,,.,) followed by Null (00y.,) as a strifjg terminator.

Version number

The number of the version of this document shall be placéd in four bytes. This version 1

consi
chard
numh

In a s
numhK
by Nu

In a s
numbh
by Nu

8.2.4
The 1

bytes
reprg

8.2.5

st of three ASCII characters followed by Null (00gg) as a string terminator. The firs
cters represent the major revision number and<¢he’third character represents the m
er.

ignature/sign time series data record folléwing the second edition of this document
er shall be 3032 3000y, i.e. “020” (an'ASCII ‘0’ followed by an ASCII ‘2" and an ASCII
11 (00y,,) as a string terminator.

ignature/sign time series data-record following this third edition of this document
er shall be 3032 3100y,,, i.e,“021” (an ASCII ‘0’ followed by an ASCII ‘2" and an ASCII
11 (00y,,) as a string terminator.

Length of the data record

ength in bytesof-the entire BDIR (biometric data interchange record) shall be reca
. This count shall be the total length of the BDIR including the general header and
sentationgecords.

Number of representations

of the three

iumber shall
 and second
nor revision

, the version
‘0’) followed

the version
‘1) followed

rded in four
one or more

The tiotal number of representation records contained in the BDIR shall be recorded in 1

minimum of one representation is required.

8.2.6

Certification flag

fwo bytes. A

The one-byte certification flag indicates whether each representation header includes a certification
record. Its value shall be 00y, to indicate that no representation contains a certification record.

NOTE

The certification flag has been added for upward compatibility with later versions of the full format in
which representation headers can contain certification records.

© ISO/IEC 2021 - All rights reserved
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8.3 Recor

8.3.1 Stru

d body

cture

The record body shall consist of a sequence of at least one signature/sign representation. Each
signature/sign representation shall consist of the following data elements in the given order:

— arepresentation header, and

— arepresentation body.

8.3.2 Rep

8.3.2.1 St

A signature
A represents

— arepres
the capt|
a captur]
a captur]
a captur
a quality
a sequet|

a field in

8.3.2.2 Le

The four-byf{
the represen

8.3.2.3 Capture date and-tinme

The capturs
Coordinated
shall be encg

esentation neader

ructure

sign representation header shall contain representation-specific descriptive inform
tion header shall consist of the following data elements in the given ordet:

entation-length field,

ure date and time,

e device technology identifier,
e device vendor identifier,

e device type identifier,

r record,

ce of channel descriptions, and

dicating the number of sample points:

ngth of the signature/sign répresentation

e representation-length-field denotes the length in bytes of the representation incl
tation header.

date and_ time field shall indicate when the capture of this representation start
Universal<Time (UTC). The capture date and time field shall consist of 9 bytes. Its
ded in‘the form given in ISO/IEC 19794-1.

8.3.2.4 Capture device technology identifier

ation.

iding

ed in
value

The capture device technology ID shall be encoded in one byte. This field shall indicate the class of
capture device technology used to acquire the captured biometric sample. A value of 00y, indicates

unknown or

12

unspecified technology. See Table 3 for the list of possible values.

Table 3 — Signature/sign capture device technology identifiers

Identifier Capture device technology

00pex Unknown or unspecified

0164 Electromagnetic

02}ex Semiconductor

0441« Special pen with acceleration sensors

© ISO/IEC 2021 - All rights re

served
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Table 3 (continued)

Identifier Capture device technology
08hex Special pen with optical sensors
all others Reserved by ISO/IECJTC 1/SC 37 for future use

.5 Capture device vendor identifier

The capture device vendor identifier shall identify the biometric organization that owns the product
that created the BDIR. The capture device vendor identifier shall be encoded in two bytes carrying a

CBEF

F biometric organization identifier (registered by IBIA or other approved registratio

n authority).

Aval

8.3.2

The ¢
assig
typed

1e of all zeros shall indicate that the capture device vendor is unreported.

6 Capture device type identifier

apture device type identifier shall identify the product type that created the BDIJ
hed by the registered product owner or other approved registration authority. Regist
shall include all valid combinations of writing tablet and pen as a singlé product whe

A value of all zeros shall indicate that the capture device type is unireported. If the ca

vend

8.3.2

The ¢
field

Each

d

job)

Q

A qua3
score

d

2

The @
algor
ident
indic

r identifier is 0000y, then also the capture device type idengifier shall be 0000y,.

7 Quality record

juality record shall consist of a length field followed by zero or more quality blocks
bhall consist of one byte. It shall represent the numbger of quality blocks as an unsigne

quality block shall consist of:

quality score,

quality algorithm vendor identifier, and
quality algorithm identifier.

lity score should express the predicted comparison performance of a representati
shall be encoded in one-byte as an unsigned integer. Allowed values are:

to 100 with higher values indicating better quality,
55, i.e. ffy,.,, forindicating that an attempt to calculate a quality score failed.

uality algerithm vendor identifier shall identify the provider of the quality algorithm
ithm veridor identifier shall be encoded in two bytes carrying a CBEFF biometric
fier (registered by IBIA or other approved registration authority). A value of al
hte-thdt the quality algorithm vendor is unreported.

R. It shall be
ered product
e applicable.
bture device

. The length
d integer.

n. A quality

. The quality
brganization
zeros shall

The quality algorithm identitier shall identily the vendor s quality algorithm that created the quality
score. It shall be assigned by the provider of the quality algorithm or an approved registration authority.
The quality algorithm identifier shall be encoded in two bytes. A value of all zeros shall indicate that the
quality algorithm is unreported.

8.3.2.8 Channel descriptions

8.3.2.8.1 Channel inclusion field

The channel descriptions field shall begin with a channel inclusion field indicating the presence or
absence of channels.
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The channel inclusion field shall consist of two bytes. Each bit shall correspond to a channel as shown
in Table 4. A bit value of 1 shall encode the presence of the corresponding channel; a bit value of 0 shall
encode the absence of the corresponding channel.

Table 4 — Format of the channel inclusion field

The channel
indicated as
by the order
channel des
record.

EXAMPLE
channels X, Y,

8.3.2.8.2 ¢

Channel name Octet |Bit position
X 8 (msb)
Y 7
Z 6

VX o
VY ! 4
AX 3
AY 2
T 1 (Isb)
DT 8 (msb)
7
S 6
TX 5
TY 2 4
A 3
E 2
R 1. (Isb)

Figure 5 shows the channé€liinclusion field for signature/sign time series data includiy
T,F S, A EandR.

Octet 1

Octet 2

11 [ofofo]o]o]1

of1][1]ofo]1]1]1

Figure 5 — Example of a channel inclusion field

[hannel description preamble

inclusion field shall be followed by a sequence of channel descriptions for the channels
present in the channel inclusion field. The order of the channel descriptions is detern]
of indicated inclusion within the chatinel inclusion field starting with the X channe
Criptions are mandatory for all channels present in the signature/sign time series

hined
. The
data

g the

Each channel description shall begin with a preamble. Each channel description preamble shall consist

of one byte.

Each of the bits 4 through 8 of a channel description preamble shall correspond to a channel attribute
as shown in Table 5. A bit value of 1 shall encode the presence of the corresponding channel attribute;
a bit value of 0 shall encode the absence of the corresponding channel attribute. If any of the bits 4
through 8 of a channel description preamble are set to 1, the preamble shall be followed by a sequence
of channel attributes in the same order as indicated in the preamble starting with the scaling value.

14

Table 5 — Format of a channel description preamble

Channel attribute

Bit position

Scaling value

8 (msb)

© ISO/IEC 2021 - All rights reserved
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Table 5 (continued)

Channel attribute Bit position

Minimum possible channel value

Maximum possible channel value

Average of the channel values

Standard deviation of the channel values

Constant value

Removal of the linear component with respect to time
Reserved hy ISO/TEC]TC 1/SC 37 for future use

7
6
5
4
3
2
1

(Ish)

A val
const
repre
chan
by th

EXAM
NOTE

A val
regre

EXAM
the X-
the X

NOTE
the v{

The
futur

8.3.2

If pre
const

The ¢
value
For e
expo

The f]

ant. If bit 3 of a channel description preamble is set to 1, then this channel shall-be 3
sentation body even though the representation header indicates the presence,of the c}
nel description contains a scaling value, then the constant value of this channel shall
e scaling value.

PLE1 Bit3 ofthe DT channel description preamble can be used to indicate a uniform sam

1  For all other channels except the DT channel, bit 3 of the channel'description preamble i

1e of 1 for bit 2 of a channel description preamble shall ifdicate that the linear comy
ssion line for this channel has been removed from this,channel.

PLE 2  Bit 2 of the X channel description preamble cairbe used to indicate that the linear
on-T regression line (which can be present due to writihg along a horizontal line) has been 1
Channel in order to map the X values to a smaller range.

2 Since the removal of a linear trend with respect to time is not practically relevant for the
lue of 1 should not be used for bit 2 of the cliahnel description preamble of the T channel.

nused trailing bit of the preamble shall have value 0 and is reserved by ISO/IEC ]JT(
e use.

8.3 Scaling value

sent, scaling values shall consist of two bytes. The five most significant bits of the fif
itute the exponent+ield, £, and the remaining eleven bits shall constitute the fraction

xponent field, 'E) contains an unsigned integer representing the base 2 exponent o
biased by t6.*For the exponent, signed integer values in the range from -16 to 15
hcoding thé exponent value, 16 is to be added in order to get an unsigned value. For
ent value; 16 is to be subtracted from the contents of E.

Faction field, F, contains the bit field that lies, in binary notation, to the right of the le:

ie of 1 for bit 3 of a channel description preamble shall indicate that the value-6f thiis channel is

hbsent in the
hannel. If the
be 1 divided

bling rate.
s usually 0.

onent of the

component of
emoved from

time channel,

1/SC 37 for

st byte shall
field, F.

f the scaling
are possible.
lecoding the

nding bit and

the bla

2

narvnaoint oftho colinagualia’e confficiant ingintho ranagn 1 « confficiont

The s

EXAMPLE

Ty P OTIc O thC— S TOliTg vV ot o COTIIICICt Iy Hirg i e T ol g T = CoOTIIIcIoraT =

caling value, s, is calculated using Formula (1):

=(1+L] -6
211

field, E.

Thes

caling value has a range from 216 to (1+ 2047 ]

© ISO/IEC 2021 - All rights reserved
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The channel values in the representation body as well as the minimum, maximum, and average channel
values and the standard deviation in the representation header are to be divided by the corresponding
scaling value to obtain their actual values.

If the scaling value is absent, the calibration of the corresponding channel is unknown.

8.3.2.8.4 Minimum and maximum possible channel values

If present, the minimum and maximum possible channel values shall indicate the scaled range of values

that the deployed capture device may deliver for the corresponding channel.

For the minij

wm-and m')vlmnm Y\r\ccl]r‘\]o channal ‘7’)]||oc an"\o 7 T nT 1:‘ A l:' ')nr‘ D t‘]ﬁ')nno]c l

values in the]
integers.

For the mini
integer valu
bytes as uns|
the most sig
value 0. For

8.3.2.8.5 /

range from 0 to 65 535 are allowed. These values shall be encoded in two bytes as uhs

mum and maximum possible channel values of the X, Y, VX, VY, AX, AY, TX, and TY chai
s in the range from -32 768 to 32 767 are allowed. These values shall be’encoded i
igned integers after adding 32 768 to each value. Hence, for non-negative numbers, b
nificant byte has the value 1; for negative numbers, bit 8 of the most significant byte h:
lecoding these values, 32 768 is to be subtracted from each recorded value.

\lverage and standard deviation of the channel values

If present, the average of the channel values shall be the arithmetiec mean ¢, rounded to the ng

integer, of al
within a sig

1N
w2

values ¢; (1<i<N where N is the number of samplé points) for the corresponding ch
Jature/sign time series data record, according to-Formula (2):

(R

If present, the standard deviation of the channelvalues shall be the empirical standard deviatio

rounded to
signature/si

the nearest integer, of all valuesi¢; (1<i<N) for the corresponding channel wit
bn time series data record, according to Formula (3):

For the aver

N
> (ci—c)’

i=1

ages of the Z, T, DT, F, A, E and R channels, as well as for the standard deviations

channels, in

eger values.dn'the range from 0 to 65 535 are allowed. These values shall be encoded i

nteger
gned

hnels,
n two
t 8 of
s the

arest
hnnel

(2)

h o,
hin a

(3)

of all
h two

P 768

1; for negative numbers bit 8 of the most 51gn1f1cant byte has the value OFor decodlng these values,
32 768 is to be subtracted from each recorded value.

NOTE

the signature/sign data has been transformed for facilitating comparison.

EXAMPLE

16

The average and the standard deviation values provide information as to whether and to which range

The averages of the X and Y channels provide information as to whether the signature/sign data
has been translated and rotated for facilitating comparison. If present, the standard deviation values of the X
and Y channels provide information about the range to which the signature/sign data has been normalized and
scaled for facilitating comparison.
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.9 Number of sample points

The length field shall indicate the number of sample points. The length field shall consist of three bytes,
representing the number of sample points as an unsigned integer.

8.3.3

8.3.3

Representation body

.1 Structure

A signature/sign representation body shall consist of:

8.3.3

Each
inclu
of ind

j—l_l_ﬂ_m_ht_l—l-h_ﬁsequence Of sample point fields, each CONsIStiNg Of a SEqUENCe of channel values, an
n extended data length field followed by optional extended data.

2 Sequence of sample points

sample point field shall consist of a sequence of selected channel values\as indicated by
bion field in the representation header. The order of the channel values is determined
icated inclusion within the channel inclusion field (Table 4).

Fort

eZ, T, DT, F, A, E, and R channels, integer values in the range from 0 to 65 535 are all

valugs shall be encoded in two bytes as unsigned integers.

Fort
allow
value
numbk
subtr

eX, Y, VX, VY, AX, AY, TX, and TY channels, integer yalues in the range from -32 768 {

ed. These values shall be encoded in two bytes as unsigned integers, after adding 372
. Hence, for non-negative numbers, bit 8 of the most significant byte has the value 1;
ers, bit 8 of the most significant byte has thevalue 0. For decoding these values, 32
acted from each recorded value.

For the S channel, the integer values 0 and 1 are allowed. These values shall be encoded if

unsig

8.3.3

The d
field
Valug

8.3.3

The d
algor
data

ned integers.

3 Extended datalength

chall consist of two bytes, representing the number of subsequent bytes as an unsig
s in the range from O:to 65 535 are allowed.

4 Extended'data

ptional extended data field allows for inclusion of additional data that may be used by
ithms, The structure of the extended data field is not prescribed by this document
s priesent and the comparison algorithm does not recognize its format, the algorithm

y the channel
by the order

owed. These

0 32 767 are
768 to each
for negative
768 is to be

| one byte as

xtended data length field\shall indicate the number of bytes in the extended data fieldl. The length

rned integer.

comparison
If extended
shall ignore

1t.

NOTE

Comparison algorithms claiming to use data records conforming to the full format d

efined in this

document should be capable of achieving equivalent biometric performance in terms of error rates when
processing data records without extended data and when processing data records with extended data.

9 Binary compact format

9.1

Record organization

The compact format of signature/sign time series data is for use with smart cards and other tokens. Its
areas of application include both off-card and on-card comparison.

The compact format of signature/sign time series data is more compact than the full format defined
in Clause 8. A signature/sign time series data record in compact format contains a single signature/

© ISO/IEC 2021 - All rights reserved
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sign representation; it does not contain a header and encodes each channel value within one byte only.
Information about the structure and contents of the data record that otherwise would be given in the
channel descriptions within the header is contained in a separate comparison algorithm parameters
data object as defined in 9.2.

Figure 6 depicts the body of a signature/sign time series data record in compact format. The solid boxes
indicate fields that shall be present. The dashed boxes indicate optional fields. The length of each field
in bytes is indicated in parentheses at the bottom of the corresponding box. The ellipses indicate that
more fields of the same format may follow.

BDB
(variable)
r A A
Sample point 1 Sample point n
(variable) | (variable)
r A A
[ X value | [ Rvalue |

Figure 6 — Binary compact forniat

-l

N

The informdtive Annex C specifies the abstract syntax of the\binary compact format in ASN.1[1
contains an ¢ncoding example in binary compact format.

9.2 Complarison algorithm parameters template

9.2.1 Structure

The compar
(BHT), whic
encoded CBH

The structuf
in ISO/IEC 1
Rules of AS)
defined in 9

son algorithm parameters data’object may be embedded in a biometric header ten{
h is again embedded in a biemetric information template (BIT) as defined in the

e of a comparison algorithm parameters data object is shown in Table 6. Its tag is dd
D785-3 as Bly,,.(The length fields shall be encoded following the Distinguished Enc
(.1 defined in ISQ/IEC 8825-1. Its contents may be a sequence of channel descriptio

process as d

]

2.3 and theamaximum number of sample points that the comparison algorithm is a
pfined in 9.2+2.

able 6'— Structure of a comparison algorithm parameters data object for
signature/sign time series data

FF patron format for use with smart cards or other tokens defined in ISO/IEC 197853.

fined
bding
ns as
ble to

Tag

Length

Value

Presence

BlHex

variable

Tag Length |Value

81y |variable |Minimum and maximum number of sample points as defined in

9.2.2

optio

nal

86y, |variable |Sequence of channel descriptions as defined in 9.2.3 optio

nal

9.2.2 Minimum and maximum number of sample points

If there is a lower and an upper limit to the number of sample points, the minimum and maximum
number of sample points that the comparison algorithm is able to process may be indicated in the
comparison algorithm parameters data object. The minimum number of sample points shall be encoded

18 © ISO/IEC 2021 - All rights reserved
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in one byte as an unsigned integer, directly followed by the maximum number of sample points encoded
as an unsigned integer, in as few bytes as possible (without leading zeros).

NOTE ISO/IEC 24787 recommends 81y, as tag for this data object.
9.2.3 Channel descriptions

9.2.3.1 Channel inclusion field

If present, the sequence of channel descriptions shall begin with a channel inclusion field as defined in
8.3.2.8.1.

9.2.3]2 Channel description preamble

The ¢hannel inclusion field shall be followed by a sequence of channel descriptions for the channels
indicated as present in the channel inclusion field. The order of the channel desgfiptions iy determined
by the order of indicated inclusion within the channel inclusion field (Table’4) starting with the X
channel if present. The channel descriptions are mandatory for all channels present in the signature/
sign fime series data record.

Each [channel description shall begin with a preamble as defined in'8:3.2.8.2.

If any of the bits 4 through 8 of a channel description preamble are set to 1, the preamble shall be
followed by a sequence of channel attributes in the same order as indicated in the preanmble starting
with the scaling value.

9.2.3|13 Scaling value

If present, the meaning and encoding of the scating values shall be as defined in 8.3.2.8.3.

9.2.314 Minimum and maximum possible channel values

If prgsent, the meaning of the minimum and maximum possible channel values shall be s defined in
8.3.218.4.

For the minimum and maxiniuim possible channel values of the Z, T, DT, F, A, E and R charnels, integer
valugs in the range from 0 to 255 are allowed. These values shall be encoded in one byte|as unsigned
integprs.

For tlhe minimum and-maximum possible channel values of the X, Y, VX, VY, AX, AY, TX and [T'Y channels,
integpr values in‘the range from -128 to 127 are allowed. These values shall be encoded in one byte as
unsigned integers after adding 128 to each value. Hence, for non-negative numbers, bit § of the most
significantbyte has the value 1; for negative numbers, bit 8 of the most significant byte has the value 0.
For decoding these values, 128 is to be subtracted from each recorded value.

9.2.3.5 Average and standard deviation of the channel values

If present, the meaning of the average and of the standard deviation of the channel values shall be as
defined in 8.3.2.8.5.

For the averages of the Z, T, DT, F, A, E, and R channels as well as for the standard deviations of all
channels, integer values in the range from 0 to 255 are allowed. These values shall be encoded in one
byte as unsigned integers.

For the averages of the X, Y, VX, VY, AX, AY, TX and TY channels, integer values in the range from 128
to 127 are allowed. These values shall be encoded in one byte as unsigned integers after adding 128
to each value. Hence, for non-negative numbers, bit 8 of the most significant byte has the value 1; for
negative numbers, bit 8 of the most significant byte has the value 0. For decoding these values, 128 is to
be subtracted from each recorded value.
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9.3 Embedment in a CBEFF data structure

According to the TLV-encoded patron format for use with smartcards or other tokens defined in ISO/
IEC 19785-3, a signature/sign time series data record shall be encoded as shown in Table 7 or Table 8,
depending on whether the signature/sign time series data record contains extended data or not. Its tag
shall be 5f2ey,, if there is no extended data, and 7f2ey,,, if there is also extended data. Its length shall
be encoded following the Distinguished Encoding Rules of ASN.1 defined in ISO/IEC 8825-1. Its contents
shall be the body of a signature/sign time series data record as defined in 9.4.

Table 7 — Signature/sign time series data record without extended data

Tag Lepgth | Value
5f2ey. |valiable |Body of a signature/sign time series data record as defined in 9.4
Table 8 — Signature/sign time series data record alongside extended data
Tag Lepgth |Value
7f2ey.x |variable
Tag Length |Value
8146k variable |Body of a signature/sign time series datav'ecord as defined in 9.4
82y Or |variable |Extended data in proprietary format{of primitive or constructed
Hex type)

9.4 Recornd body

The record hody consists of a sequence of fields, each of which consists of a sequence of channel vjalues

at a particul
of a sequeng
algorithm p
indicated ing

For the Z, T,
values shall
contain timd

For the X, Y]
allowed. The

Hence, for ngpn-negative numbers, bit 8 has the value 1; for negative numbers, bit 8 has the value

decoding thg

For the S chg
unsigned int

hr sample point, for subsequent sample points. For each sample point, the field shall cc
e of selected channel values as indicated by the channel inclusion field in the compa
hrameters data object. The order ofithe channel values is determined by the org
lusion within the channel inclusiondfield (Table 4).

DT, F, A, E and R channels, integer values in the range from 0 to 255 are allowed.
be encoded in one byte as wnsigned integers. In the compact format, the T channel
data relative to the preceding sample.

VX, VY, AX, AY, TXsand TY channels, integer values in the range from -128 to 12
se values shall be-encoded in one byte as unsigned integers after adding 128 to each

se values, 128.is to be subtracted from each recorded value.

innel, theinteger values 0 and 1 are allowed. These values shall be encoded in one by
egers:

nsist
rison
er of

[hese
shall

7 are
ralue.
D. For

rte as

10 Binary

compression format

10.1 Record organization

The compression format of signature/sign time series data is for use within applications where both,
data record size and algorithm performance in terms of error rates, are important factors (for example,
smart cards and other tokens) and also within applications where the data transmission speed can be
slow.

The compression format has the advantage of smaller data size due to lossless data compression. As an
inconvenience, it requires uncompressing the data in order to use them.
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A signature/sign time series data record in the compression format shall consist of the following data
elements in the given order:

— a general header, containing descriptive information about the structure and contents of the data

record,

and a record body, containing at least one signature/sign representation.

Figure 7 depicts a signature/sign time series data record in compression format. The solid boxes
indicate fields that shall be present. The dashed boxes indicate optional fields. The length of each field
in bytes is indicated in parentheses at the bottom of the corresponding box. The ellipses indicate that
more fields of the same format may follow.

D.3 cpntains an encoding example in binary compression format.

10.2| General header

The general header shall be as defined in 8.2 with the exception of the format identifier
identjfier shall consist of the three ASCII characters “SCD” (534344, JMollowed by Null
string terminator.

10.3|Record body

10.3.1 Structure

The

signafture/sign representation shall consist of the following data elements in the given ord

drepresentation header and

arepresentation body.

10.3.2 Representation header

10.3.2.1 Structure

Arepresentation header shall contain representation-specific descriptive information. A re
headegr shall consist of the\following data elements in the given order:

arepresentatipon-length field,
the capturédate and time,

d capture device technology identifier,

The format
(00y,,) as a

record body shall consist of a sequence of atjleast one signature/sign representation. Each

i

presentation

al capture device vendor identifier,

a capture device type identifier,

a quality record,

a sequence of channel descriptions,

a field indicating the number of sample points,
a compression algorithm identifier field, and

a field indicating the length of the compressed data.

The meaning and encoding of the representation-length field, the capture date and time field, the
capture device technology identifier, the capture device vendor identifier, the capture device type

© ISO/IEC 2021 - All rights reserved
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identifier, the quality record, the channel descriptions and the number-of-sample-points field shall be
as defined in 8.3.2. The scaling values given in the channel descriptions shall be set in such a way that
the differences are mapped to a range of values as small as possible without loss of information.
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Figure 7 — Binary compression format
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10.3.2.2 Compression algorithm identifier

The compression algorithm identifier shall identify the compression algorithm used. The compression
algorithm identifier shall be encoded in one byte. See Table 9 for the list of possible values.

Table 9 — Compression algorithm identifiers

Identifier |Compression algorithm

00}ex Bzip2[2]

0140, LZWLL]

02 GZiplll]

Hex P

03}ex Deflatel12]

050y PPMdl13]

0640, LZMALL4]

08410, Ziplis]

all others |Reserved by ISO/IEC]JTC 1/SC 37 for future use
10.3.2.3 Lepgth of the compressed data
The compre$sed-data length field shall denote the total number of bytes/in the compressed datg. The
compressedidata length field shall consist of four bytes.
10.3.3 Representation body
10.3.3.1 Structure
A signature/sign representation body in compressigmformat shall consist of:
— ablock ¢f compressed data, and
— an exterlded data length field followed by optional extended data.
The data to be compressed shall consist of a sequence of difference channels, one for each channel that
is indicated as present by the channel inclusion field in the representation header. A difference chpnnel
shall be encpded as described in 10.3.3.2. The sequence of difference channels shall be comprgssed
using the cpmpression algorithm indicated by the compression algorithm identifier field ip the
representatipn header.
10.3.3.2 Seguence of channels
The compregsionfermat for signature/sign time series data shall store the data acquired from thelinput
device as a sequence of difference channels instead of as a sequence of sample points as defined iln full
format.

Every difference channel shall start with the initial value ¢; of the channel, encoded as defined in
8.3.3.2. This is followed by a sequence of differences between values at consecutive sample points
d; =cjy1 —¢; (1<i<N-1). Each d, shall be encoded in two bytes as an unsigned integer after adding

32 768.

10.3.3.3 Ext

The extende

10.3.3.4 Ex

The extende

24

ended data length

d data length field shall be as defined in 8.3.3.3.

tended data

d data field shall be as defined in 8.3.3.4.
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11 XML encoding

An XML document encoding signature/sign time series data shall obey the XML schema definition given
in Annex E. The XML schema definition in E.2 conforms to XML Schema Parts 1116l and 2[17] and ISO/IEC
19794-1. Annex F contains an XML encoding example.
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Annex A
(normative)

Conformance testing methodology

A.1 Table of requirements

The normative requirements of the main body of this document are listed in Table A.1. The supplier of
the IUT shouyld use Table A.1 to explain which optional components of this document are supported and
the testing laboratory should use Table A.1 to note the results of the test.
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A.2 Tables of test assertions

A.2.1 Conformance test assertions for binary full format

The specific test assertions required for conformance testing to the full format of this document are
listed in Table A.2. The normative requirements of this document listed in Table A.1 are referenced in
Table A.2.

The conformance test assertions are listed in the order in which the corresponding fields, if present,
are required to appear in a conforming data record.
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A.2.2 Conformance test assertions for binary compact format

The specific test assertions required for conformance testing to the compact format of this document
are listed in Table A.3. The normative requirements of this document listed in Table A.1 are referenced
in Table A.3.

The conformance test assertions are listed in the order in which the corresponding fields, if present,
are required to appear in a conforming data record.
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A.2.3 Conformance test assertions for binary compression format

The specific test assertions required for conformance testing to the compression format of this

document are listed in Table A.4. The normative requirements of this document listed in Table A.1 are
referenced in Table A.4.

The conformance test assertions are listed in the order in which the corresponding fields, if present,
are required to appear in a conforming data record.
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