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Foreword

ISO (the

International Organization for Standardization) and

IEC (the International

Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and non-gov
technology, |

International
The main ta
Standards ad

an Internation

Attention is d
rights. ISO ar

ISO/IEC 1974
Subcommitte

ISO/IEC 1974
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Part 7: §

Part 8: F

brnmental, in liaison with 1ISO and IEC, also take part in the work. In the field of inforn
50 and IEC have established a joint technical committee, ISO/IEC JTC 1.

Standards are drafted in accordance with the rules given in the ISO/IEC Directives) Part 2.
5k of the joint technical committee is to prepare International Standards.-Draft Interns
opted by the joint technical committee are circulated to national bodies for'voting. Publicat

al Standard requires approval by at least 75 % of the national bodies gasting a vote.

rawn to the possibility that some of the elements of this document'may be the subject of
d IEC shall not be held responsible for identifying any or all sueh-patent rights.

4-7 was prepared by Joint Technical Committee ISONEC JTC 1, Information techn
e SC 37, Biometrics.

4 consists of the following parts, under the general title /nformation technology — Biometri
Drmats:
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nger minutiae data

nger pattern spectral data
nger image data

ace image data

s image data

jgnature/sign time series data
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The following

Part 9: Vascular image data

Part 10: Hand geometry silhouette data

part is under preparation:

Part 11: Signature/sign processed dynamic data
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Information technology — Biometric data interchange
formats —

Part 7:

Sig

nature/sign time series data

1
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ISO/I
captu
smart

Speci
in a
applid

ycope

ures are involved. No application-specific requirements or features are addressed i
EC 19794. This part of ISO/IEC 19794 contains definitions ef relevant terms, a description

red, two data formats for containing the data — one for gefieral use and one compact form
cards and other tokens — alongside examples of datablock contents and best practice in

fying which of the format types and which options defined in this part of ISO/IEC 19794 are
particular application is out of the scope of this part of ISO/IEC 19794; this needs to
ation-specific requirements specifications @r application profiles. It is advisable tha

transmitted biometric data be time-stamped ‘and that cryptographic techniques be used to

authe
ISO/I

2 (
A bio

respe
fields

nticity, integrity and confidentiality; however such provisions are beyond the scope o
FC 19794.

fonformance

metric data block conforms to this part of ISO/IEC 19794 if it satisfies the format requ
ct to its structure, with respect to relations among its fields, and with respect to relation
and the underlying-input that are specified within the normative clauses of this part of ISO/I

3

The following referenced documents are indispensable for the application of this docum
referdnces _only the edition cited applies For undated references the latest edition of t

ormative references

e purposes of biometric verification and/or identification, this part of ISQO/IEC 19794 specifijes a concept
ata interchange formats for dynamic signature/sign behavioural data, captured in the fgrm of a time

using devices such as digitizing tablets or advanced pen systems: The data interchangg formats are
ic in that they may be applied and used in a wide range of appliecation areas where handwfitten signs or

this part of

what data is
t for use with
capture.

to be applied
pe defined in
stored and
protect their
this part of

rements with
5 between its
FC 19794.

ePT:. For dated

referenced

document (including any amendments) applies.

ISO/IEC 19785-1, Information technology — Common Biometric Exchange Formats Framework — Part 1:
Data element specification

ISO/IEC 19785-2, Information technology — Common Biometric Exchange Formats Framework — Part 2:
Procedures for the operation of the Biometric Registration Authority
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ISO/IEC 19785-3, Information technology — Common Biometric Exchange Formats Framework — Part 3:
Patron format specifications 1)

ISO/IEC 19794-1, Information technology — Biometric data interchange formats — Part 1: Framework

4 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 19794-1 and the following apply.

4.1
signature/sign
handwritten signature or handwritten personal sign

4.2
time series
sequence of yalues sampled at successive points in time

4.3
biometric data block
BDB
block of data jwith a defined format that contains one or more biometric samples or biometric templates

4.4
channel
data item (acfiuired, intermediate or processed) recorded in the formyof a time series

NOTE Expmples include pen position, pen tip force and tilt.

4.5

pen azimuth
angle measufed clockwise from the positive y axisA0*the perpendicular projection of the pen onto the writing
plane

NOTE For an illustration, see Figure 1 (upper left and lower left).

4.6
pen elevation
angle measufed counter-clockwise*from the perpendicular projection of the pen onto the writing plane fo the
pen

NOTE Fof an illustrationysee Figure 1 (upper left and lower left).

4.7
pen tilt along the x axis
angle measjred clockwise from the positive z axis to the perpendicular projection of the pen onfo the
X,z plane

NOTE For an illustration, see Figure 1 (upper right and lower left).

4.8

pen tilt along the y axis

angle measured clockwise from the positive z axis to the perpendicular projection of the pen onto the
y,z plane

NOTE For an illustration, see Figure 1 (upper right and lower left).

1) To be published.

2 © ISO/IEC 2007 — All rights reserved
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4.9
pen rptation

angle]| of rotation of the pen aboubits longitudinal axis measured counter-clockwise from a d

refergnce rotational position
NOTE| For an illustratien;.see Figure 1 (lower right).

410
X jitter
standprd deviation of 100 x-coordinate samples from a stationary pen

4.11
Y jittqr

Figure 1 — Azimuth and elevation angles (upper left), tilt angles (upper right),
pen orientation decomposition (lower left), and pen rotation (lower right)

pvice-specific

standard deviation of T00 y-coordinate samples from a stationary pen

412
X resolution
number of dots per centimetre that the capture device resolves in the X (horizontal) direction

413
Y resolution
number of dots per centimetre that the capture device resolves in the Y (vertical) direction

414
Z resolution
number of dots per centimetre that the capture device resolves in the Z direction

© ISO/IEC 2007 — All rights reserved
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415
sampling rate
rate in samples per second at which channel values are recorded

4.16
F resolution

number of units per millinewton that the capture device resolves in the downwards force of the pen tip on the
writing plane

5 Conventions

5.1 Coordinate system

The coordinate system used to express the pen position shall be a three-dimensional Cartesian coorginate
system. The k axis shall be the horizontal axis of the writing plane, with x coordinates increasing to the| right.
The y axis shall be the vertical axis of the writing plane, with y coordinates increasing/upwards. The [z axis
shall be the axis perpendicular to the writing plane, with z coordinates increasing upwards out of the writing
plane startind from 0.

5.2 Octet prder

The more significant octets of any multi-octet quantity are stored at lower addresses in memory than (and are
transmitted bgfore) less significant octets.

Within an octgt, the bits are numbered from 8 to 1, where bit 8 is)the ‘most significant bit' (MSB) and bif 1 the
‘least significant bit’ (LSB).

5.3 Registered format type identifiers

The biometri¢ data block (BDB) specified in this ¢part of ISO/IEC 19794 shall be embedded in a CBEFF-
compliant stjucture. The structure of a signature/sign time series biometric information record (BJR) is
depicted in Figure 2.

CBEFF standard biometriccheader

Signature/sign time series data block header

Signature/sign time Series data block | >

Signature/sign time series data block body

CBEFF security block

Figure 2 — Overview of a signature/sign time series BIR

NOTE The EBEFF security block holds data that enables the integrity and/or the originator of the signature/ sign time
series BIR to be Vvefified [(electronic signature or message authentication code (MAC)].

A CBEFF standard biometric header includes the data elements format owner and format type. Format owner
and format type shall be encoded according to ISO/IEC 19785 (CBEFF). The format owner is
ISO/IEC JTC 1/8C 37 with the IBIA registered format owner identifier 257 (0101,

The registrations listed in Table 1 have been made with the CBEFF Registration Authority (see
ISO/IEC 19785-2) to identify the signature/sign time series full format and the signature/sign time series
compact format.

4 © ISO/IEC 2007 — All rights reserved
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Table 1 — Format type identifiers

CBEFF BDB format
type identifier

Short name

Full object identifier

14 (000e,,,)

signature-sign-
time-series-full

{iso(1) registration-authority(1) cbeff(19785) organizations(0) 257
bdbs(0) signature-sign-time-series-full(14)}

15 (000f,,,)

signature-sign-
time-series-compact

{iso(1) registration-authority(1) cbeff(19785) organizations(0) 257
bdbs(0) signature-sign-time-series-compact(16)}

6 Ghanmnets

6.1 |General

Table]2 lists the channel names and their meanings. Signature/sign behavioural data” captured|with different
captufe devices or used in different applications may contain data from different\channels. Inclysion of the X
and Y channels is mandatory. Either the T channel or the DT channel must be’present, or unifprm sampling
(consfant time difference between adjacent sample points) must be indicated. Inclusion of the ofher channels

is optlonal.

Table 2 — Channels

Channel name | Interpretation

X x coordinate (horizontal pen position)
Y y coordinate (vertical pen position)
4 z coordinate (height of pen above the writing plane)
VX velocity in x.direction
VY velocity.inty direction
AX acceleration in x direction
AY aceeleration in y direction
T time
DT time difference
F pen tip force (pressure)

tip switch state (touching/not touching the writing plane)

TX tilt along the x axis

TY tilt along the y axis

Az azimuth angle of the pen (yaw)

El elevation angle of the pen (pitch)

R rotation (rotation about the pen axis)

6.2 Pen position channels: X, Y, Z

There are 3 channels defined for recording pen position data in the three-dimensional space. The horizontal
and vertical pen position in the writing plane is recorded in the X and Y channels, respectively. The height of
the pen above the writing plane is recorded in the Z channel.

The unit of measurement is metres (m). To restore the actual values, the integer values given in the BDB body
are to be divided by a scaling value given in the BDB header. By choosing appropriate scaling values,
different resolutions can be expressed for several applications.

© ISO/IEC 2007 — All rights reserved
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6.3 Pen velocity channels: VX, VY

The horizontal and vertical pen velocity in the writing plane is recorded in the VX and VY channels,
respectively.

The unit of measurement is metres per second (m/s). To restore the actual values, the integer values given in
the BDB body are to be divided by a scaling value given in the BDB header. By choosing appropriate scaling

values, different resolutions can be expressed for several applications.

6.4 Pen acceleration channels: AX, AY

The horizont
respectively.

The unit of m
given in the B
scaling value

6.5 Time ¢

Bl and vertical pen acceleration In the writing plane I1s recorded In the AX and AY cha

easurement is metres per square second (m/s2). To restore the actual values, the, integer
DB body are to be divided by a scaling value given in the BDB header. By chaasing apprg
5, different resolutions can be expressed for several applications.

thannel: T

The T channgl is defined for recording time data relative to the first sample.

The unit of neasurement is seconds (s). To restore the actual values,cthe integer values given in the

body are to b
different reso

e divided by a scaling value given in the BDB header., By choosing appropriate scaling v
utions can be expressed for several applications.

6.6 Time difference channel: DT

The DT chan

nel is defined for recording time data relative.te the previous sample.

The unit of measurement is seconds (s). To restore*the actual values, the integer values given in the

body are to A
different reso

6.7 Penti

The F channe

e divided by a scaling value given-in*the BDB header. By choosing appropriate scaling v
utions can be expressed for several applications.

b force channel: F

| is defined for recording pen forces (pressure) data.

The unit of measurement is Néwton (N). To restore the actual values, the integer values given in the

body are to A
different reso

e divided by:a'scaling value given in the BDB header. By choosing appropriate scaling v
utions car\be expressed for several applications.

6.8 Tip switch state channel: S

hnels,

alues
priate

BDB
hlues,

BDB
blues,

BDB
blues,

The S channeT1s defined Tor recording whether the pen touches the writing plane or not. The data values shall
be 0 in case of non-touching and 1 in case of touching.

6.9 Pen orientation channels: TX, TY, Az, EIl, R

There are 5 channels defined for recording pen orientation data. Implementers may choose to use either
azimuth and elevation or tilt angles. The third degree of freedom in orientation is defined as the rotation of the
pen about its axis. All 5 pen orientation channels are optional.

The unit of measurement is degree (°).To restore the actual values, the integer values given in the BDB body

are to be divided by a scaling value given in the BDB header. By choosing appropriate scaling values,
different resolutions can be expressed for several applications.

© ISO/IEC 2007 — All rights reserved
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7 Full format

7.1 Introduction

The signature/sign time series data full format shall be used to achieve interoperability between capture
devices used for the purposes of capturing signature/sign data for biometric verification or identification as well
as some form of interoperability between biometric systems. A signature/sign time series data block in this

format contains descriptive information about the structure and contents of the data block.

7.2 BDB organisation

The :lrganisation of the BDB shall be as follows:
a) andatory variable-length BDB header containing information about the overall BDB

b) npandatory BDB body.

Figure¢ 3 depicts a signature/sign time series data block in full format. The solid boxes indicate figlds that must

be present. The dashed boxes indicate optional fields. The length of each field in bytes

parentheses at the bottom of the corresponding box. The ellipses indicaté/that more fields of thg

ig indicated in
same format

may fpllow.
BDB header BDB body
(variable) (variablg)
A N
r N\~
Format identifier | Version number Channel Re- Pre- Number of Sequence of Extended-[ Extended data
descriptions served amble | sample points | sample points data
n length
(4) (4) (variable) (1) 1) 3) (variable) 2) (variable)
A A
4 N\ 4 N
Charlnel X channel Y channel { R channel -; Sample point 1 Sample goint n
inclugion description description | description :
el | | T A P R (PP
(2 (variable) (variable) : (variable) : (variable) (varialjle)
A A
4 A 4 A
______ hl |______'| I__ F— ="
Pre- Scaling | | Standard | X value Y value | Rpalue |
ambld value : ...... I~deviation : ...... I :
(O] @ @ 2) 2 ! 2

Figure 3 — Signature/sign time series data block in full format

7.3 BDB header

7.3.1 General

The BDB header shall contain information about the overall signature/sign time series data block. The

structure of the header shall be as defined in Table 3 and in the following subclauses.

© ISO/IEC 2007 — All rights reserved
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Table 3 — Signature/sign time series data block header

BDB header field

Number of octets

Comments

Format identifier 4 ASCII “SDI” followed by a zero octet

Version number of this 4 “10” followed by a zero octet for the first issue of this part of
part of ISO/IEC 19794 ISO/IEC 19794

Channel descriptions variable Sequence of technical characteristics of the present channels

Reserved

1

Initially 00,

7.3.2 Formht identifier

The signature
block as follg
terminator (5

7.3.3 Versi

The version 1
series data b

revision num
ISO/IEC 1974
an ASCII ‘0).

7.3.4 Chan

7.3.41 CHh
The channel
channels. Th
shown in Tak
shall encode

44 4900,,,)-

hel descriptions

annel inclusion field

bn number of this part of ISO/IEC 19794

/sign time series data block shall begin with the three ASCII characters “SDI” to identify thé¢ data
wing the full format defined in this part of ISO/IEC 19794, followed by a zero oOctet as a

string

umber for the version of this part of ISO/IEC 19794 used in construeting the signature/sigh time
ock shall be placed in four octets. This version number shall.¢onsist of three ASCII chargcters
followed by & zero octet as a string terminator. The first and second character shall represent the

major

per and the third character will represent the minor revision-number. Upon approval of this part of
4, the version number shall be “ 10" (203130y,,, an ASCII space followed by an ASCII

" and

Hescriptions field shall begin with a_channel inclusion field indicating the presence or absence of
e channel inclusion field shall censist of 2 octets. Each bit shall correspond to a channpel as
le 4. A bit value of 1 shall encode the presence of the corresponding channel; a bit valug of 0
the absence of the corresponding channel.

XY,

As an example, Figure 4 shows the channel inclusion field for signature/sign data including the channels
T,F, S, Az, Hl and R.
Octet 1 Octet 2
1(1/0(0|0(0|O0O(1]|0Of(1|1]0]|O0O[1]|1]1
Figure 4 — Example of a channel inclusion field
8

© ISO/IEC 2007 — All rights reserved


https://iecnorm.com/api/?name=53edf7664f17c0e23681fd1dc0a3a804

7.3.4.

The ¢
as p

descr

Each
1 octs

Each
show
value

r
indicited inclusion within the channel_inclusion field (Table 4) starting with the X channel.
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Table 4 — Format of the channel inclusion field

Channel name | Octet | Bit position

X 1 8 (MSB)

Y 1 7

z 1 6

VX 1 5

VY 1 4

AX 1 3

AY 1 2

T 1 1 (LSB)

DT 2 8 (MSB)
2 7

S 2 6

X 2 5

TY 2 4

Az 2 3

El 2 2

R 2 1\LSB)

2  Channel description preamble

hannel inclusion field shall be followed by a sequence of channel descriptions for the chan
sent in the channel inclusion field. The order of the channel descriptions is determined b

ptions are mandatory for all channels present in the signature/sign time series data block.

channel description shall-begin with a preamble. Each channel description preamble sH
t.

of the bits 4 throlUgh 8 of a channel description preamble shall correspond to a channe
h in Table 5. A bit value of 1 shall encode the presence of the corresponding channel 3
of 0 shall enecode the absence of the corresponding channel attribute.

Table 5 — Format of a channel description preamble

nels indicated
y the order of
The channel

all consist of

| attribute as
ttribute; a bit

© 180/

Channel attribute Bit position
Scaling value 8 (MSB)
Minimum possible channel value 7

Maximum possible channel value 6

Mean value of the channel values 5

Standard deviation of the channel values 4

Constant value 3

Linear component removed 2

RFU (reserved for future use) 1 (LSB)

EC 2007 — All rights reserved
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A value of 1 for bit 3 of a channel description preamble shall indicate that the value of this channel is constant.
If bit 3 of a channel description preamble is set to 1, then this channel shall be absent in the BDB body even
though the BDB header indicates the presence of the channel. If the channel description contains a scaling
value, then the constant value of this channel shall be 1 divided by the scaling value.

NOTE Bit 3 of the DT channel description preamble can be used to indicate uniform sampling.

A value of 1 for bit 2 of a channel description preamble shall indicate that the linear component of the

regression line for this channel has been removed from this channel.

The unused trailing bit of the preamble shall have value 0 and is reserved for future use.

If any of the
a sequence d

7.3.4.3

If present, sc|
the exponent

The exponen

biased by 16
the exponent

The fraction

mantissa of the scaling value. The mantissa shall be scaled to the'range 1 < mantissa < 2.

The scaling V|

scaling \

The scaling v

The channel
standard de\|
actual values

If the scaling

7344 Mi

If present, the migimum and maximum possible channel values shall indicate the scaled range of value

the deployed

Scpling value

himum and maximum possible channel values

its 4 through 8 of a channel description preamble are set to 1, the preamble shall be follow
f channel attributes in the same order as indicated in the preamble starting with the sealing

bling values shall consist of 2 octets. The 5 most significant bits of the first actet shall con
field E, and the remaining 11 bits shall constitute the fraction field F.

t field E contains an unsigned integer representing the base 2 .exponent of the scaling
For the exponent, signed integer values in the range from —16t@'\15 are allowed. For eng

field F contains the bit field that lies, in binary notation, to the right of the binary point

plue is calculated by

alue = mantissa - 2*P°""t \ith mantissa\=1+F /2'! and exponent = E — 16 .

alue has a range from 2-16 to (1+£2047/2048)- 25 i.e. from 0,000 015 258 789 062 5 to 6

ation in the BDB header-are to be divided by the corresponding scaling value to obtain

value is absent,the calibration of the corresponding channel is unknown.

capture device may deliver for the corresponding channel.

ed by
value.

stitute

value
oding

value, 16 is to be added in order to get an unsigned value. Eor,decoding the exponent valjie, 16
is to be subtracted from the contents of E.

bf the

5 520.

values in the BDB body as.well as the minimum, maximum, and mean channel values and the

their

s that

For the minimum and maximum possible channel values of the Z, T, DT, F, Az, El, and R channels, integer
values in the range from 0 to 65 535 are allowed. These values shall be encoded in 2 octets as unsigned
integers.

For the minimum and maximum possible channel values of the X, Y, VX, VY, AX, AY, TX, and TY channels,
integer values in the range from —32 768 to 32 767 are allowed. These values shall be encoded in 2 octets as
unsigned integers after adding 32 768 to each value. Hence, for non-negative numbers, bit 8 of the most
significant octet has the value 1; for negative numbers, bit 8 of the most significant octet has the value 0. For
decoding these values, 32 768 is to be subtracted from each recorded value.
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5 Mean value and standard deviation of the channel values

If present, the mean value of the channel values shall be the arithmetic mean, rounded to the nearest integer,
of all values for the corresponding channel within a signature/sign time series data block:

1N . .
mean = — )" value; , where N is the number of sample points

i=1

If present, the standard deviation of the channel values shall be the standard deviation, rounded to the nearest
integer, of all values for the corresponding channel within a signature/sign time series data block:

g

For th
chanr
as un

N
tandard deviation = iZ(valuei —mean)2
NS

e mean values of the Z, T, DT, F, Az, El, and R channels as well as for the,standard de
els, integer values in the range from 0 to 65 535 are allowed. These values ‘'shall be encod
5igned integers.

For th
327

e mean values of the X, Y, VX, VY, AX, AY, TX, and TY channgls, integer values in th
b8 to 32 767 are allowed. These values shall be encoded in 2 petets as unsigned integers

32 76 to each value. Hence, for non-negative numbers, bit 8 of thezmost significant octet has th
negafive numbers, bit 8 of the most significant octet has the valye'0. For decoding these values
be suptracted from each recorded value.

NOTE

The mean values and the standard deviation values)provide information as to whether and to W

signatlire/sign data has been transformed for facilitating matching.

EXA
been {
inform

7.3.5

A sin
ISO/I

7.4

7.41
The B

—  §

PLE The mean values of the X and Y chanpels provide information as to whether the signatur
ranslated/rotated for facilitating matching. If present, the standard deviation values of the X and Y cH
ation about the range to which the signature/sign data has been normalized/scaled for facilitating mat

Reserved octet

ple octet shall be reserved for future revisions of this specification. For Version 1.0 9
FC 19794, this octet shalllbe-set to 004,

BDB body
General
DB body-consists of

eduences of channel values at a sequence of sample points, followed by

viations of all
ed in 2 octets

e range from

after adding
e value 1; for
, 32768 is to

hich range the

b/sign data has
annels provide
Ching.

f this part of

— optional extended data.

The BDB body shall begin with a preamble indicating the presence or absence of the optional extended data.
The preamble shall consist of 1 octet. A value of 1 in bit 8 (MSB) of the preamble shall encode the presence of
the extended data; a value of 0 in bit 8 (MSB) of the preamble shall encode the absence of the extended data.
The trailing bits of the preamble shall have the value 0.

The BDB body preamble shall be followed by a sequence of sample points (see 7.4.2) and, as indicated in the
preamble, optional extended data (see 7.4.3).

© ISO/IEC 2007 — All rights reserved
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7.4.2 Sequence of sample points

The sequence of sample points shall begin with a length field. The length field indicates the number of sample
points. The length field shall consist of 3 octets, representing the number of sample points as an unsigned
integer.

The length field shall be followed by a sequence of fields for subsequent sample points. For each sample
point, the field shall begin with a value for the mandatory X channel, followed by a value for the mandatory Y
channel and a sequence of optional channel values as indicated by the channel inclusion field in the BDB
header. The order of the channel values is determined by the order of indicated inclusion within the channel

inclusion field

(Table 4).

Forthe Z, T,
values shall b

For the X, Y,
allowed. The
Hence, for ng
8 of the mos
each recorde

For the S ch3g
octet as unsig

7.4.3 Extended data

The optional
data that ma
length field s
consist of 2
structure of th

Matching alg
ISO/IEC 1974
processing d
extended dat

8 Comps

8.1 Introd
The compact
A signature/s
channel valu

DT, F, Az, El, and R channels, integer values in the range from 0 to 65 535 are allowed\ ]
e encoded in 2 octets as unsigned integers.

VX, VY, AX, AY, TX, and TY channels, integer values in the range from —32 768,t0 32 7¢
be values shall be encoded in 2 octets as unsigned integers, after adding 32768 to each
n-negative numbers, bit 8 of the most significant octet has the value 1; for-hegative numbg
significant octet has the value 0. For decoding these values, 32 768 isto be subtracted
d value.

nnel, integer values in the range from 0 to 1 are allowed. These-values shall be encoded
ned integers.

extended data field of the signature/sign time serieés data block allows for inclusion of add

be used by a matching algorithm. The extended-data field shall begin with a length fielg
hall indicate the number of contents octets in‘the extended data field. The length field
pctets, representing the number of subseguént contents octets as an unsigned integef
e extended data field is not prescribed by this part of ISO/IEC 19794.

orithms claiming to use data blogks conforming to the full format defined in this p
4 should be capable of achieving equivalent biometric performance in terms of error rates

b is present and the matching-algorithm does not require it, the algorithm shall ignore it.

ct format

uction

format of-signature/sign time series data is more compact than the full format defined in clg
ign time series data block in compact format does not contain a header and encodes
b Within one octet only. Information about the structure and contents of the data block,

[hese

7 are
Value.
rs, bit

from

N one

tional
. The

shall
. The

art of
when

ata blocks without extended.data and when processing data blocks with extended data. If

use 7.
each
which

otherwise w
parameters d

The following

ISO/IEC

ISO/IEC

12

iu' IUU giVUII iII tiIU bi Idllllci dcauiptiuub Witilill ti Ic iICdUIUI, ib L,UlltdillcuI ill d lllatbilillg diy
ata object as defined in 8.2.
are examples of where the compact format may be used:

7816-11; or

7816-4.

rithm

in the case of off-card matching, within a Biometric Information Template (BIT) as specified in

in the case of on-card matching, in the command data field of VERIFY commands as specified in
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Figure 5 depicts the body of a signature/sign time series data block in compact format. The solid boxes
indicate fields that must be present. The dashed boxes indicate optional fields. The length of each field in
bytes is indicated in parentheses at the bottom of the corresponding box. The ellipses indicate that more fields

of the same format may follow.

BDB body

(variable)

4 A

Sample point 1 Sample point n

(variable) (variable)
Al
A
T
Xvalue [ Y value | Rvalue |

|
M (1M UM

Figure 5 — Signature/sign time series data block in compact format

8.2 |Matching algorithm parameters template

8.2.1| General

If pregent, the matching algorithm parameters data object is embedded in a Biometric Header Te
which| is again embedded in a Biometric Information"Template (BIT) as defined in the specificatia
encoded CBEFF patron format for use with smart-¢ards or other tokens in ISO/IEC 19785-3.

The structure of a matching algorithm parameters data object is shown in Table 6. Its tag is B1
shall |be encoded following the Distinguished Encoding Rules of ASN.1 defined in ISO/IE
contepts may be a sequence of channel descriptions as defined in 0 and the maximum numbk

pointg that the comparison algorithmLis ‘able to process as defined in 8.2.3.

Table 6 — Structure of a matching algorithm parameters data object for

signature/sign time series data

mplate (BHT),
n of the TLV-

Lex- Its length
C 8825-1. lIts
er of sample

Tag Length |Value Presence
B1hdy |variable
Tag Value
81hex Sequence of channel descriptions as defined in 8.2.2 optional
2% Maximum-rumber-ef-sample-peints-as-definedHn-8-23 optional

8.2.2 Channel descriptions

8.2.2.1

Channel inclusion field

If present, the sequence of channel descriptions shall begin with a channel inclusion field as defined in 7.3.4.1.

© ISO/IEC 2007 — All rights reserved
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8.2.2.2 Channel description preamble

The channel inclusion field shall be followed by a sequence of channel descriptions for the channels indicated
as present in the channel inclusion field. The order of the channel descriptions is determined by the order of
indicated inclusion within the channel inclusion field (Table 4) starting with the X channel. The channel
descriptions are mandatory for all channels present in the signature/sign time series data block.

Each channel description shall begin with a preamble as defined in 0.

If any of the bits 4 through 8 of a channel description preamble are set to 1, the preamble shall be followed by
a sequence of channel attributes in the same order as indicated in the preamble starting with the scaling value.

8.2.2.3 Schling value

If present, thg meaning and encoding of the scaling values shall be as defined in 7.3.4.3.

8.2.24 Mipimum and maximum possible channel values

If present, theg meaning of the minimum and maximum possible channel values shall be.as defined in 7.3]4.4.

For the minimum and maximum possible channel values of the Z, T, DT, F, AZEl, and R channels, ipteger
values in the fange from 0 to 255 are allowed. These values shall be encoded in\1 octet as unsigned intggers.

integer valugs in the range from —128 to 127 are allowed. These values shall be encoded in 1 oclet as
unsigned int¢gers after adding 128 to each value. Hence, for aoh-negative numbers, bit 8 of the| most
significant ocfet has the value 1; for negative numbers, bit 8 of thenmost significant octet has the value p. For
decoding thege values, 128 is to be subtracted from each recorded value.

For the mini%um and maximum possible channel values of the X, Y, VX, VY, AX, AY, TX, and TY chahnels,

8.2.2.5 Mean value and standard deviation of the channel values

If present, the meaning of the mean value and of the standard deviation of the channel values shall pe as
defined in 7.3.4.5.

For the mean values of the Z, T, DT, F, Az, El, and R channels as well as for the standard deviationg| of all
channels, int¢ger values in the range from_0 to 255 are allowed. These values shall be encoded in 1 odgtet as
unsigned integers.

For the mean values of the X, Y, ¥X; VY, AX, AY, TX, and TY channels, integer values in the range from —128
to 127 are allowed. These values shall be encoded in 1 octet as unsigned integers after adding 128 tg each
value. Hencqg, for non-negative numbers, bit 8 of the most significant octet has the value 1; for negative
numbers, bit § of the mostisignificant octet has the value 0. For decoding these values, 128 is to be subtracted
from each reqorded value.

8.2.3 Maximum number of sample points

If there is an upper Timit to the number of sample points, the maximum number of sample points that the
comparison algorithm is able to process may be indicated in the matching algorithm parameters data object. If
present, the maximum number of sample points shall be encoded as an unsigned integer.

8.3 Embedment in a CBEFF data structure

According to the TLV-encoded patron format for use with smartcards or other tokens defined in
ISO/IEC 19785-3, a signature/sign time series data block is encoded as shown in Table 7 or Table 8,
depending on whether the signature/sign time series data block contains extended data or not. Its tag is
5f2e, ., if there is no extended data, and 7f2e, if there is also extended data. Its length is encoded following
the Distinguished Encoding Rules of ASN.1 defined in ISO/IEC 8825-1. Its contents shall be the body of a
signature/sign time series data block as defined in 0.
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Table 7 — Signature/sign time series data block without extended data

Tag

Length |Value

5f2e. ., |variable |Body of a signature/sign time series data block as defined in 8.4

Table 8 — Signature/sign time series data block alongside extended data

Tag

Length |Value

7f2e,y |variable

Tag Length |Value

81Hex variable |Body of a signature/sign time series data block as dg

fined in O

A2 ex type)

82cx Or |variable |Extended data in proprietary format (of primitive or cgnstructed

8.4

The b
a seq
point,
chanr
algori
inclus

For th
shall
relatiy

For th

Thesg values shall be encoded in 1 actet as unsigned integers after adding 128 to each valu

non-n
value

For th
octet

BDB body

ody of a signature/sign time series data block consists of a sequence of fields, each of whi
uence of channel values at a particular sample point, for subsequent sample points. For
the field shall begin with a value for the mandatory X channel, followed by a value for the
el, and a sequence of optional channel values as indicated by the channel inclusion field in|
hm parameters data object. The order of the channel values is determined by the orde|
ion within the channel inclusion field (Table 4).

e Z, T, F, Az, El, and R channels, integer values in the range from 0 to 255 are allowed.
be encoded in 1 octet as unsigned integers:.In the compact format, the T channel shall con
e to the preceding sample.

e X, Y, VX, VY, AX, AY, TX, and TY channels, integer values in the range from —128 to 12]

ch consists of
each sample
mandatory Y
the matching
I of indicated

These values
Lain time data

[ are allowed.
e. Hence, for

egative numbers, bit 8 has.the-value 1; for negative numbers, bit 8 has the value 0. For dg¢coding these

5, 128 is to be subtracted/from each recorded value.

e S channel, integer.values in the range from 0 to 1 are allowed. These values shall be er
BS unsigned integers.

coded in one
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A.1 Introd

Annex A
(informative)

Best practices — Data acquisition

uction

The recommg
levels of perfi

A.2 Minimum X resolution and variation

The minimun
the mean val

pen tilt up to & predefined maximum velocity and tilt.

A.3 Minimum Y resolution and variation

The minimun
the mean val

pen tilt up to & predefined maximum velocity and tilt.

A.4 Minimum sample frequency and variation

The minimu
F > 0 separa

A5 X jitte

For any chos

A.6 Y jitte

For any chos

bndations made in this Annex are included to provide minimum standards to ensure acte
brmace.

value should be 40 dots per centimetre. The resolution should not vary~\by more than 59
e across any chosen horizontal centimetre. The X resolution should (not depend on veloci

value should be 40 dots per centimetre. The resolution should not vary by more than 59
Ue across any chosen vertical centimetre. The Y resolution should not depend on velocit

value should be 50 samples per~second. There should be no sequential sample point
d by more than 20 milliseconds:

-

bn point, the X jitter should be less than 0,2% of the range of possible X values.

-

bn point, the Y jitter should be less than 0,2% of the range of possible Y values.

ptable

from
y and

from
y and

5 with

A.7 Force

Inclusion of the F channel is recommended.

Where force measurements are returned the values should be within 10% of the equivalent millinewtons
determined at calibration.

A.8 Pen angle

Where pen angle data are returned the values should be within 10% of the measured pen angle in both azi-
muth and elevation.

16
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Annex B
(informative)

ASN.1 specification of the data interchange formats

B.1 Abstract syntax of the signature/sign time series data encodings

4-7:2007(E)

The rhormative body of this part of ISO/IEC 19794 specifies the complete bit-level represen‘ations of the

signa
called
the fu

d

d
o

a

The 4
encoq
variar
result

Using

ure/sign time series data full format and compact format that are suitable for transfer-orst
the signature/sign time series data standard encoding. It can, however, be useful‘to - defin
| and compact formats independently of the bit-level representation (their abstract'syntax).

ifferent encodings to be used (for example, an XML encoding) where approfriate;

r Java programming languages;

wider range of tools to be used in the implementation of these_formats;
asier in-core representation on machines that do not haye(a big-endian hardware architectt
more easily understood description of the values in'the formats.
bstract syntax is specified in this Annex using”ASN.1. The signature/sign time series ¢
ings are obtained by application of the ASN/1 Basic Packed Encoding Rules (BASIC-PE
t, to the ASN.1 modules given in B.2 ahd B.3, including additional PER Encoding Inst

ng encodings are exactly the same as those specified in the body of this part of ISO/IEC 19

the abstract syntax as the schema, tools can convert between any encoding of the valug

repre

specifications to programming language data structures are called ASN.1 compilers, and are

run-ti

are syipported by multiple vendors. In particular, tools that convert between the signature/sign tin
standprd encoding and in=core representations of the values are available for most hardware
and npost programming languages.

bentations on any hardware architecture and for any programming language. Tools that

e routines that will convert'between an in-core value and any desired (specified) encoding

prage. This is
e the form of
lhis enables

ifferent in-core representations to be used, using structures suited for easy processing with the C, C++

re; and

ata standard
R), unaligned
Fuctions. The
794.

s and in-core
convert these
supported by
. These tools
e series data
architectures

B.2 [Signature/sign time series data full format
SigngtureSignFullFormatModule

{iso|stanhdard 19794 signature-sign(7) modules(0) record-format (0) version(0)}
DEFINITIONS

PER INSTRUCTIONS
-— This specifies that PER Encoding Instructions are to be applied

AUTOMATIC TAGS ::

BEGIN

SignatureSignBlock ::

© IS0/

SEQUENCE {
header Header,

body Body

IEC 2007 — All rights reserved
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Header ::= SEQUENCE {
formatId [NULL] IAS5String ("SDI"),
standardVersion [NULL] IAS5String (SIZE (3)),
-— " 10" (space-one-zero) for this version

channelInclusions ChannelInclusions,

channelDescriptions ChannelDescriptions

}

ChannelInclusions ::= SE

x-included
y-included
z-included
vX-included

BOOLEAN,
BOOLEAN,
BOOLEAN,
BOOLEAN

QUENCE {

vY—-included
aX-lincluded
aY-l{included
t-ijncluded
dt-{included
f-ijncluded
s—ijncluded
tX-included
tY-{included
az-{included
el-l{included
r-ijncluded

} (WITH COMPONENTS {x-included (TRUE), y-included (TRUEN\})

BOOLEAN,
BOOLEAN,
BOOLEAN,
BOOLEAN,
BOOLEAN,
BOOLEAN,
BOOLEAN,
BOOLEAN,
BOOLEAN,
BOOLEAN,
BOOLEAN,
BOOLEAN

ChannellDescriptions ::=

[OPTIONALITY-IN Header.channelInclusions] SEQUENCE ({

—- |The optionality bit-map is taken from the channel inclusions.

-- |The channelInclusions structure is needed' because the same bit-map controlj

-- |the optionality in each SamplePoint S$EQUENCE in the SamplePoints SEQUENCE (F.

x |SignedChannelDescr
SignedChannelDescr
z [|UnsignedChannelDescr
vX |SignedChannelDescr
vY |SignedChannelDescr
aX [SignedChannelDescr
aY [SignedChannelDescr
t [UnsignedChannelDescr
dt [UnsignedChannelDeser
UnsignedChannelDéscr
s [UnsignedChannelDescr
tX [SignedChannelDescr
tY [SignedChdnnelDescr
az [UnsignedChannelDescr
el [UnsignedChannelDescr
r [UnSighedChannelDescr

OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL;
OPTIONAL,
OPTIONAL,
OBTIONAL,
©PTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL

SignedChannelDescr ::= SEQUENCE ({
preamble Preamble,
channelAttributes SignedChannelAttributes

UnsignedChannelDescr ::= SEQUENCE ({
preamble
channelAttributes UnsignedChannelAttributes

Preamble,

18
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