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Foreword

ISO

(the International Organization for Standardization) and IEC (the International

4-4:2011(E)

Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and rlon-governmental, in liaison with ISO and IEC, also take part in the work. In the field ¢f information

technplogy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Inter

The

Standards adopted by the joint technical committee are circulated to national badies for voting. |
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tional Standards are drafted in accordance with the rules given in the ISO/IEC Directives,
ain task of the joint technical committee is to prepare International Standards. Draft
rnational Standard requires approval by at least 75% of the national bodies casting a vote

ion is drawn to the possibility that some of the elements of this document may be the sub
ISO and IEC shall not be held responsible for identifying any of. all' such patent rights.

FC 19794-4 was prepared by Joint Technical Committee ISO/IEC JTC 1, Informatiorn

second edition cancels and replaces the first édition (ISO/IEC 19794-4:2005). It
bnization across the second generation of ISO/IEC 19794. Clause 8 has been technically
ns descriptions of the harmonized general and.representation headers. Annex A is under
ill contain an amendment for conformance esting methodology for this part of ISO/IEC 19
ns capture device certifications for capturing finger image data. Annex B has been techn
D describes conditions for capturingsfinger image data, and Annex E contains the WS
print image compression specification. The former Annex A “Image Quality Specificatiq
ed.

FC 19794 consists of the fallowing parts, under the general title Information technology — H
nange formats:

art 1: Framework
art 2: Finger minutiae data
art 3: Fingef pattern spectral data
art 4: Finger image data

art 5:.Face image data

Part 2.

International
Publication as

ject of patent

technology,

reflects the
revised and
development
794. Annex B
cally revised.
Q Gray-scale
n” has been

iometric data

© I1SO/

Part 7:
Part 8:
Part 9:

art6trisimagedata
Signature/sign time series data
Finger pattern skeletal data

Vascular image data

Part 10: Hand geometry silhouette data

Part 11: Signature/sign processed dynamic data
Part 13: Voice data

Part 14: DNA data
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Introduct

ion

In the forensic community, the capture and transmission of fingerprint images has been a common choice for
the exchange of fingerprint information used by Automatic Fingerprint Identification Systems (AFIS) for the
identification of individuals. However, little to no fingerprint information is being exchanged between
equipment from different vendors in the biometric user verification and access community. This has been due
in part to the_lack of agreement between vendors on the amount and type of information to capture, the

method of ca

ISO/IEC 1974
interoperabilif
requirements
applications,

system. Addi{

This part of
fingerprint an
storage or tr

pixel information. This part of ISO/IEC 19794 can also be used to exchange-processed fingerprint imagg
containing copsiderably fewer pixels per inch and/or a lesser number of-grayscale levels. This is in cont
other parts of| ISO/IEC 19794 used for exchanging lists of fingerprintécharacteristics such as minutiae, p3

or other vari

any of the o
algorithms de
be compared

Although the
capture a re
developing a
interoperabilif
from the cap
algorithms. F
document. T
minutiae-bas
information v
implementers
sizes, spatial
vendor to im
finger.

pture, and the information to be exchanged.

4 is a series of International Standards being developed by ISO/IEC JTC 1/SC 37 d¢hat su
y and data interchange among biometric applications and systems. The series sp4
that solve the complexities of applying biometrics to a wide variety of pefsonal recog
Wwhether such applications operate in an open systems environment or consist.of a single, d
ional information regarding the series is provided in ISO/IEC 19794-1.

SO/IEC 19794 is intended for those applications requiring the exchange of raw or proc
d palm images that may not necessarily be limited by the amount\of"resources required fo
nsmitting time. It can be used for the exchange of scanned fingerprints containing detailed

ts. These formats require considerably less storage than a fingerprint image. However, by
her parts of ISO/IEC 19794, information recorded<in one standard format cannot be us
signed to operate with another type of informatiogn. In other words, minutiae data records @
with pattern skeletal data comparison subsystems.

minutiae, pattern, or other approaches.produce different intermediate outputs, all shall i
Asonably high quality fingerprint image before reducing the size of the image (in byt
list of characteristic data from the image. Use of the captured or processed image can p
y among vendors relying on minutiae-based, pattern-based or other algorithms. As a resulf
tured finger image offers thevdeveloper more freedom in choosing or combining comp
br example, an enrolment-image may be stored on a contactless chip located on an identifi
nis will allow future verification of the holder of the document with systems that rely on
bd or pattern-based._algorithms. Establishment of an image-based representation of fings
ill not rely on pre-established definitions of minutiae, patterns or other types. It will p
with the flexibility to accommodate images captured from dissimilar devices, varying
sampling rates; and different grayscale depths. Use of the fingerprint image will allow
blement their-own algorithms to determine whether two fingerprint records are from the
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ISO/IEC 19794-4:2011(E)

Information technology — Biometric data interchange
formats —

Part 4:
Finger image data

1

S$cope

This part of ISO/IEC 19794 specifies a data record interchange format for storing, recording, an
the information from one or more finger or palm image areas. This can be used for the ¢
compprison of finger image data. It defines the content, format, and unitsief,measurement for thq

fingen
consi
unco

image data that may be used for enrolment, verification, or identification of a subject. Th
5ts of a variety of mandatory and optional items, including.-scanning parameters, cd

organfizations that rely on automated devices and systems for identification or verification purpo
the information from finger image areas. Information compiled and formatted in accordance wi

H transmitting
kchange and
exchange of
e information
mpressed or

npressed images and vendor-specific information. This inforntation is intended for interclhange among

5es based on
h this part of

ISO/IEC 19794 can be recorded on machine-readable media or may be transmitted by data communication
facilities.

2 (Conformance

A bioinetric data record conforms to this part of ISO/IEC 19794 if it satisfies all of the normative [requirements
relatefd to:

a) its data structure, data valués;’and the relationships between its data elements, as specifi¢d throughout

CGlause 8 for the finger image record format of this part of ISO/IEC 19794;

c data record
f this part of

iometric data

b) the relationship between its data values and the input biometric data from which the biometr
was generated, @s-specified throughout Clause 8 for the finger image record format o
ISO/IEC 19794,

A sysfem thatproduces biometric data records is conformant to this part of ISO/IEC 19794 if all &

recor@ls that=it outputs conform to this part of ISO/IEC 19794 (as defined above) as c
mentation Conformance Statement (ICS) associated with that system. A system does n¢t need to be

gimed in the

le.of producing biometric data records that cover all possible aspects of this part of ISO/IBC 19794, but

Imple
capah

only those that are claimed to be supported by the system in the ICS.

A system that uses biometric data records is conformant to this part of ISO/IEC 19794 if it can read, and use
for the purpose intended by that system, all biometric data records that conform to this part of ISO/IEC 19794
(as defined above) as claimed in the ICS associated with that system. A system does not need to be capable
of using biometric data records that cover all possible aspects of this part of ISO/IEC 19794, but only those
that are claimed to be supported by the system in an ICS.

© ISO/IEC 2011 — All rights reserved
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3 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 10918-1, Information technology — Digital compression and coding of continuous-tone still images:
Requirements and guidelines

ISO/IEC 15444 (all parts), Information technology — JPEG 2000 image coding system

ISO/IEC 15948, Information technology — Computer graphics and image processing — Portable Network
Graphics (PNGJT Functional Specification

ISO/IEC 19794-1:2011, Information technology — Biometric data interchange formats — Part 1: Framewlork

ISO/IEC 29794-1, Information technology — Biometric sample quality — Part 1: Framework

4 Terms [and definitions
For the purpgses of this document, the terms and definitions given in ISO/IEC 19794-1 and the following|apply.

4.1
capture device spatial sampling rate
number of piXels per unit distance used by a sensor or scanning device to initially capture an image

4.2
fingerprint image
area of frictipn skin on the fleshy surface of a finger located horizontally between the two edges ¢f the
fingernail and vertically between the first joint and the tipof-a finger

NOTE It dontains a unique pattern of friction ridge andivalley information commonly referred to as a “fingerprintf.

4.3
image spatigdl sampling rate
number of pixels per unit distance in the image

NOTE Th|s may be the result of processing a captured image. The original captured scanned image may havé been
subsampled, sfaled, down-sampled, ofotherwise processed.

4.4
palm
friction ridge $kin on theside and underside of the hand

4.5
plain fingerprint image
image capturgd\from a finger placed on a platen without any rolling movement

4.6
rolled fingerprint image
image captured that is located between the two edges of the fingernail

NOTE This type of image is typically acquired using a rolling motion from one edge of the fingernail to the other.

4.7

vertical rolls

fingerprint images that have been captured by rolling a finger vertically from the slap position over the finger
tip to the nail

NOTE This is in contrast to horizontal rolls, which are captured by horizontal rolling from the nail over the slap
position to the other side of the nail as described in the definition for “rolled fingerprint image”.

2 © ISO/IEC 2011 — Al rights reserved
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5 Abbreviated terms
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For the purposes of this document the following abbreviations and those given in ISO/IEC 19794-1 apply.

ppcm
ppi
TIR

pixels per centimetre
pixels per inch

Total Internal Reflection

6 [

6.1

Each
multik
quant
also |
shall
unsig

6.2

Itisn

of scanning, or the order of scanning used to capture.the image. However, each image as

accor|
appro
of a g
have
illustr
within
(0,0),
increa
increa

7

7.1

Imagé
of rav

ata conventions

Byte and bit ordering

item of information, field, or logical record shall contain one or more bytes ofidata. Withi
yte quantities are represented in Big-Endian format. That is, the more significant bytes of
ty are stored at lower addresses in memory than less significant bytes. jThe order for trans
e the most significant byte first and least significant byte last. Withina byte, the order of
be the most significant bit first and the least significant bit last.{All'numeric values arg
ned integer quantities.

Scan sequence
Dt the purpose of this part of ISO/IEC 19794 to specifythe orientation of the finger (or palm

Hance with this format standard shall appear:to have been captured in an upright
Ximately centered horizontally in the field of view: The recorded image data shall appear td
canning of an impression of a fingerprint../hé scanning sequence (and recorded data) s
been captured from left-to-right, progressing from top-to-bottom of the fingerprint or palm
htes the recording order for the scanned image. For the purpose of describing the position
an image to be exchanged, a pair of Yeference axes shall be used. The origin of the axes,
shall be located at the upper left-hand corner of each image. The x-coordinate (horizontal)
se positively from the originito the right side of the image. The y-coordinate (vertical)
se positively from the origin.to'the bottom of the image.

mage acquisition requirements

General

b capture requirements are dependent on various factors including the application, the aval
pixel information to retain or exchange, and targeted performance metrics. As a result of

the i

agé-capture operation will be associated with a combination of image acquisition param

1

h a record all
any multibyte
mission shall
transmission
e fixed-length

, the method
presented in
position and
be the result
all appear to
rint. Figure 1
of each pixel
pixel location
position shall
position shall

lable amount
hese factors,
bters settings

descr
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Scan Representation

Line 1

Line k

» Line n

7.2 Pixel g

The finger im
the pixels arg
horizontal to

7.3 Bit-de

The grayscal
to represent
provides 256
shall be zero
of its bits of
and the "whit
"white" pixel

precision sha

7.4 Grays

Grayscale fin
form. The im
pixel informa

Figure 1 — Order of scanned lines

ispect ratio

age shall be represented using square pixels, in which the horizontal and-vertical dimensi

ertical pixel dimensions should be between 0,99 and 1,01.

bth

b precision of the pixel data shall be specified in terms of the bit-depth or the number of bits
levels of gray. For grayscale data, the minimum <altfe that can be assigned to a "black'’
The maximum value that can be assigned to a "white" pixel shall be the grayscale value
recision set to "1". However, the “blackest" pixelFin an image may have a value greater th
bst” pixel may have a value less than its maximum value. For example, the range of values

ith 5 bits of precision shall be 31 or less’The range of values for a “white” pixel using 8
[ be 255 or less. The bit-depth may range from 1 to 16 bits.

cale data
per image data shall be stored, recorded, or transmitted in either compressed or uncompr

ion. Using a bit-depth.of 8 bits (256 grayscale levels) each pixel shall be contained in a

byte. Pixel v

Increased précision for pixel(values greater than 255 shall use two unsigned bytes to hold up to sixte
pixels with values in the range of 0-65535. The encoding of a compressed grayscale image shall be the
of the approgriate graysCale compression algorithm specified in Table 9. Upon decompression the gray
value for each pixel shall be represented in the same manner as pixels in an uncompressed image.

7.5 Dynamicsrange

lues with a depth pfess than eight bits shall be stored and transmitted in a packed binary f

bns of

equal. Any difference between these two dimensions should be within 1%. That is, the rgtio of

used

the grayscale value of a pixel. A bit-depth of 3 provides 8 levels of grayscale; a depth of 8

pixel
ith all
an IIOII
for a
Dits of

pssed

pge data portion of a recerd for an uncompressed grayscale image shall contain a set ¢f raw

Single
ormat.
en-bit
putput
scale

The image grayscale shall be encoded using the agreed precision necessary to meet the dynamic range
requirement for a specific application. It is assumed that the precise requirements of the application are known.

7.6 Capture device spatial sampling rate

Grayscale fingerprint images to be captured shall be acquired by an image capture device operating at a
specific scanning spatial sampling rate. As the spatial sampling rate used in the image capture process is
increased, more detailed ridge and structure information for processing becomes available. For minutiae and
small feature based algorithms, use of the higher spatial sampling rate enhances the detection of more closely
spaced features that may not be detected using the minimum spatial sampling rate.

© ISO/IEC 2011 — All rights reserved
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7.7 Image spatial sampling rate

The spatial sampling rate of the image data formatted and recorded for interchange may be the scan spatial
sampling rate of the image or it may have been sub-sampled, scaled, down-sampled, or otherwise processed
to produce a form for representing the ridge and valley structure areas of the fingerprint.

7.8 Fingerprint image location

This part of ISO/IEC 19794 is designed to accommodate both plain (flat) or rolled fingerprint images. Biometric
systems perform better if the volar pad of the finger is centered both horizontally and vertically in the image
capture area. Therefore, when capturing a fingerprint image, the center of the fingerprint image should be

locatddin the approximate center of the image capture area.

For
that
capturing the plain impressions from two, three, or four adjacent fingers of eitherhand du
scanrjing. The plain impressions from the two thumbs or two index fingers can alSoybe capture(
Thergfore, with three placements of the fingers on a device's scanning surface all ten fin
indivigual shall be acquired in three scans — right four fingers, left four fingers, and two thum
multi-finger captures, half of the captured fingers should be located to the left of the image ¢
other |half of the fingers to the right of the image center.

ultiple finger verification and/or identification purposes, there are currently fingerprint scg

7.9 [Palm image location
This part of ISO/IEC 19794 is also designed to accommodate images from the palm of the han
side gf the hand opposite the thumb also known as the “writer's palm”. Most comparison subsy§g
betten if the flat or fleshy part of the palm or writer's palm is centered both horizontally and vg
image capture area. Therefore, when capturing a palmprint image, the center of the palm or
image area should be located in the approximate-center of the image capture area. The palm
captufed as one entity, or various pieces of it can.be captured as single images such as the then
behingd the thumb), hyperthenar (fleshy arealopposite the thumb), or interdigital (area of the
beneath the four fingers).

8 Hinger image record farmat

8.1 |Record structure

This
singl
(singl

art of ISO/IEC 19794 defines the composition of the finger image record. Each record shg
subject and_Shall contain at least one representation for each of one or more fingers, m

Figure¢ 3 details the order of fields in the record and the length of each field. The fields in
mandgatoery-fields. Shaded fields indicate optional information.

nner devices

ill acquire images of multiple fingers during a single capture cycle. These deviees afe capable of

ring a single

at one time.
jers from an
bs. For these
bnter and the

d or from the
tems perform
rtically in the
writer's palm
itself may be
r (fleshy part
palm directly

Il pertain to a
Lltiple fingers

image records), or palms. Figure 2 illustrates the record structure for the finger image recgrd format.

vhite indicate
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ISO/IEC 19794-4
BDIR

General Header (mandatory) (optional) (optional)

Representation #1 | Representation #2| = |Representation #X

Fixed-length

The organiza

e A single
including

e Asingle finger record for each single finger, multi-fingergeppalm image representation consisting of:

o Ava
asin

NOT]
NOT]

NOT]

Representation Header | Representation data

Variable-length Variable-length

Figure 2 — Finger image record structure

ion of the record format is as follows:

fixed-length (16-byte) general record header containing information about the overall rg
the number of finger/palm images represented and.the/overall record length in bytes;

iable length finger image representation header containing information pertaining to the da
le finger, multi-finger, or palm image;

F1  For each quality block of information recorded, the length will be increased by 5 bytes.

F2  If any of the finger image representations contain a device certification block, then the length of
finger representation header shall be a minimum of a 42-byte header.

F3  For each device certification block of information recorded the length will be increased by 3 bytd

pcord,

ita for

each

n

o0 A variable-length finger image‘representation body containing
= (ompressed or (uncompressed image data representation for a single, multi-finger, or| palm
image; and
= (ptional. 'extended data describing finger segmentation (in the case of multi-finger images),
gnnotation, and comments.

Annex C pro

ides’an example of the application of this part of ISO/IEC 19794. It illustrates the complet

ion of

required data

fields for bothrthe general record neader and the Tinger image record.

8.2 Finger image general header

8.2.1 Requi

red fields

Table 1 lists the fields included in the general record header. As this is a fixed-length header, information shall
be included for each field within the header.
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General Format Version Length of Number of Certification flag | Number of distinct
Header identifier number record finger/palm finger/palm
representations positions
4 4 4 2 1 1
Representation Representation Capture Capture device |Capture Capture Number of
Header length date & time |technology device vendor |device type quality blocks
identifier Identifier identifier
4 9 1 2 2 1
Quality Number of Certification Finger/palm Representation Scale units Capture Capture
block-data certification block data Ir'mcitinr'\ aumber device device
blocks spatial spatial
sampling sampling
rate (horiz) rate (vert)
5k 1 3% 1 1 1 2 2
Image Image Bit-depth Image Impression Horizontal Vertical line Image data
spatifpl spatial compression type line length length length
sampling sampling algorithm
rate {horiz) rate (vert)
2 2 1 1 1 2 2 4
Qualjty block Quiality score Quality Quality
data algorithm algorithm ID
vendor ID
1 2 2
Certification Certification Certification
block data authority scheme
identifier identifier
2 1
Repirlesentation Image data @ded
Bod ("data blocks
Variable Variable
Exterjded Type i n\m{:ation Length of Data section
data block cog‘%, data
2 2 Variable
Figure 3 — Order and size of fields in the finger image record

8.2.2 Format identifier

The format identifier shall be recorded in four bytes. The format identifier shall consist of three characters
"FIR" followed by a zero byte as a NULL string terminator.

8.2.3 Version number

The number for the version of this part of ISO/IEC 19794 used for constructing the BDIR shall be placed in
four bytes. This version number shall consist of three ASCII numerals followed by a zero byte as a NULL
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Table 1 — General record header

Field Size Valid values Notes

Format identifier 4 bytes 4649524ex (‘F''I' ‘R’ O0wex) “FIR” — Finger Image Record

Version number 4 bytes 30323000Hex (‘0" 2" '0" 00rex) | “020”

Length of record 4 bytes 57 to (232-1) Includes all finger/palm
representations, quality
blocks and certification
blocks1)

Number of finger/palm 2 bytes 1to 672 [ (14 finger positions) + (11

representations multiple finger positions) +
(17 palm codes) |* 16 = 672
possible representations

Certificgtion flag 1 byte 0,1 Indicates the presence of
any device certification
blocks within the
representation hgaders

Numbel of distinct 1 byte >=1 Number of fingers or palms

fingers/palm positions represented

string termin
character wil
shall be “020]

htor. The first and second character will represent the major_version number and thg

— Version 2 revision 0.

8.2.4 Length of record

The length (ip bytes) of the entire BDIR shall be recorded in four*bytes. This count shall be the total len

the BDIR indg
record is dep

8.2.5 Numh

luding the general record header and one of:more representation records. The length
bndent on several factors.

er of finger/palm representations

The total number of representation records contained in the BDIR shall be recorded in two bytes. A mir

of one repres
this number v

8.2.6 Devic

The one-byte
A value of 00
shall indicate

NOTE A
in the certificat

entation is required. In cases-where there is more than one representation of any finger or
ill be greater than the numbép of fingers or palms.

e certification flag
Lex Shall indicate-that none of the representations contains a certification record. A value of
that all repfésentations contain a certification record.

ertification record that is present may contain 0 certifications (in that case the number-of-certificatior
onsecord has the value 0).

third

represent the minor revision number. Upon approval of this-specification, the version nyimber

gth of
Df the

imum
palm,

certification flag shall indicate whether each representation header includes a certification fecord.

0:I-Hex

s field

1

If Certification flag (General Header) = 0

N

umber of

Representations
Length=16 + > (41+ 5*(#QualityBlocks)+SizeOflmageData+SizeOfExtendedData)
1

If Device Certif

ication Flag (General Header) = 1

Number of

Rep
Length =16 +

resentations

> (42 + 5*(#QualityBlocks) + 3*(#Certification blocks) + SizeOfImageData
1 + SizeOfExtendedData
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8.2.7 Number of distinct finger/palm positions

The number of fingers or palms included in the record shall be recorded in one byte. Multiple fingers acquired
by a single capture and contained in the same image are counted as a single finger image.

EXAMPLE 1 If a record contains two images of a right index finger (position code 2 in Table 6 ) and two images of a left
index finger (position code 7 in Table 6) then the value encoded by this clause would be 2. The humber of representations
encoded by clause 8.2.5 would be 4.

EXAMPLE 2 If a record contains two images of a right index finger (position code 2 in Table 6), one image of the left

index and middle fingers (position code 43 in Table 7), and one image of the right four fingers (position code 13 in Table 6)
then the-value-encoded h\]l this clause would -be 3 _The number of raprncnnfnfinne encoded h\Jl clause-8.2.5would be 4.

8.3 [Finger/palm image representation header

8.3.1| Required fields

A finger or palm representation header shall start each section of finger data-providing infornjation for that
representation of a single finger image, multi-finger image, or palm image. For each such image there shall be
one fihger header record accompanying the representation of the image. data. The finger headel shall occupy
a minfjmum of 41 or 42 bytes as described below (depending on the certification flag in the general header).
The gompressed or uncompressed image data for that image representation shall immediatg¢ly follow the
headgr portion. Additional representations (including the header portion) will be concatenated to the end of the
previqus representation data. Table 2 is a list of the entries coptained in the header preceding pach block of
fingerfpalm image data. Table 3 lists the finger/palm image data and various types of ektended data
assodiated with a finger representation.

Table 2 — Finger image representation header record

Field Size Valid values Notes

Repiesentation length 4 bytes 41 pex to FFFFFFFF Hex Denotes the length in bytes jof the
representation including the
representation header fields

Capfure date and time 9 bytes See ISO/IEC 19794-1 The capture date and time fleld shall
indicate when the capture of this
representation stated in Cogrdinated
Universal Time (UTC). The gapture date
and time field shall consist gf 9 bytes. Its
value shall be encoded in tHe form given
in ISO/IEC 19794-1.

Capfure device technology 1 byte 0to 20 The capture device technolggy ID shall
identifier be encoded in one byte. This field shall
indicate the class of capturg device
technology used to acquire the captured
biometric sample. A value of 00Hex
indicates unknown or unspeicified
technology. See Table 4 for the list of
possible values.

Capture device vendor 2 bytes 0000 pex to FFFF pex The capture device vendor identifier shall
identifier identify the biometric organization that
owns the product that created the BDIR.
The capture device algorithm vendor
identifier shall be encoded in two bytes
carrying a CBEFF biometric organization
identifier (registered by IBIA or other
approved registration authority). A value
of all zeros shall indicate that the capture
device vendor is unreported.
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https://iecnorm.com/api/?name=8f4886b9a38d7c0bc432f65a3efecc5c

ISO/IEC 19794-4:2011(E)

Field

Size

Valid values

Notes

Capture device type identifier

2 bytes

0000 Hex tO FFFF Hex

The capture device type identifier shall
identify the product type that created the
BDIR. It shall be assigned by the
registered product owner or other
approved registration authority. A value
of all zeros shall indicate that the capture
device type is unreported. If the capture
device vendor identifier is 0000weyx, then
also the capture device type identifier
shall be 0000Hex.

j= B

Quality recor

to1+276
bytes

(1to 1+ (255
*5))

SCC Ta'uic ':J ;II
ISO/IEC 19794-1:2011 for
more details

Aquatity record-stattconsistofatength
field followed by zero or more quality
blocks. The length field shall consist|of

one byte. It shall represent the,number of
quality blocks as an unsighed integey.

Each quality block shall’consist of

— a quality score,

— a quality algorithm vendor identifie
and

— a quality algorithm identifier.

A quality.'score should express the
predicted comparison performance qf a
representation. A quality score shall pe
encoded in one byte as an unsigned
integer. Allowed values are

— 0 to 100 with higher values indicating
better quality,

— 255, i.e. ffuex, for indicating that an
attempt to calculate a quality score
failed.

The quality algorithm vendor identifigr
shall identify the provider of the qualijty
algorithm. The quality algorithm vendlor
identifier shall be encoded in two bytes
carrying a CBEFF biometric organization
identifier (registered by IBIA or other
approved registration authority). A vglue
of all zeros shall indicate that the valpe
for this field is unreported.

The quality algorithm identifier shall
identify the vendor’s quality algorithnp
that created the quality score. It shall be
assigned by the provider of the qualify
algorithm or an approved registratior
authority. The quality algorithm identfier
shall be encoded in two bytes. A valyie of
all zeros shall indicate that the value|for

thic fiald ic yinranartad
tHHSHeeHS-HRFepehea-

Certification record

0to 766
bytes
(ltol+
(255 * 3))

See ISO/IEC 19794-1

The certification record only exists if the
certification flag in the general header
has a value of 1. A certification record
shall consist of a length field followed by
zero or more certification blocks. The
length field shall consist of one byte. It
shall represent the number of unique
certification blocks as an unsigned
integer.

10
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Field Size Valid values Notes
Each certification block shall consist of
— a certification authority identifier and
— a certification scheme identifier.
The certification authority identifier shall
identify a certification authority that has
carried out a certification according to a
certification scheme. The certification
authority identifier shall be encoded in
two bytes carrying a CBEFF biometric
organization identifier (registered by IBIA
or other approved registratign authority).
The certification scheme.idgntifier shalll
identify a certification's¢henje according
to which a certification has jeen carried
out. The certification schemg identifier
shall be encoded in one bytg. See
Table 5 for the list of certifichtion scheme
identifiers:
Fingpr/palm position 1 byte 0 to 10; 13 to 15; 20 to 36;| See'Table 6 through 9
40 to 50
Repiesentation number 1 byte Oto 15
Scalp units 1 byte 1to2 Pixels/Inch or pixels/cm
Scanp spatial sampling rate |2 bytes Oto (216-1) Dependent upon the scanngr
(hor;lz)
Scar spatial sampling rate |2 bytes 0to (216-1) Dependent upon the scanngr
(vert
Image spatial sampling rate|2 bytes <= Scan .Spatial sampling|Quality level dependent
(horig) rate (horiz)
Image spatial sampling rate |2 bytes <= .Scah Spatial sampling|Quality level dependent
(vert rate\(vert)
Bit-depth 1 byte Tvto 16 bits 2 — 65535 gray levels
Image compression Algorithm |1 byte Oto5 See Table 9
Impression type 1 byte 0to 15; 20 to 29 See Table 10
Horizontal line length 2 bytes Oto (216-1) Dependent on the sensor uged
Vertical line length 2-bytes 0to (216-1) Dependent on the sensor uged
Imagde data length 2 bytes 0 to (2°2-58) Number of bytes for the
compressed/uncompressed|image data
8.3.2| Representation length
The representation-length field denotes the length in bytes of the representation including the representation
headgr fields.
Table 3 — Image and extended data
Data Type |Field Size Valid Values Notes
Finger/palm image data |< 2% -1 bytes Compressed or
% % uncompressed image data
EQ
=2 Type identification code |2 bytes 0001nex to FFFFHex Segmentation, annotation,
= S
% % Length of data 2 bytes 0004 Hex to FFFFHex gggment, or vendor specific
()
5 % Data section (Length of data)-4 bytes Values >01004¢x are vendor
o specific extended data

© ISO/IEC 2011 — All rights reserved
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8.3.3 Capture date-time

The capture date and time field shall indicate when the capture of this representation started in Coordinated
Universal Time (UTC). This field is not intended to encode the time the record was instantiated. The capture
date and time field shall be encoded in accordance to the requirements given in ISO/IEC 19794-1.

8.3.4 Capture device technology ID

The capture device technology ID shall be encoded in one byte. This field shall indicate the class of capture
device technology used to acquire the captured biometric sample. See Table 4 for a list of capture device
technologies. A value of 004 indicates unknown or unspecified technology.

Table 4 — Capture device technology

ID | Capture device technology
Unknown or unspecified

1 | White light optical TIR

2 | White light optical direct view on platen

Note: Card scanner should encode their technology type as “white light optical
direct view on platen”

3 | White light optical touchless

4 | Monochromatic visible optical TIR

5 Monochromatic visible optical direct view on platen
6 Monochromatic visible optical touchless
7

8

9

Monochromatic IR optical TIR
Monochromatic IR optical direct view on platen
Monochromatic IR optical touchless

10 | Multispectral optical TIR

11 | Multispectral optical direct view on platen
12 | Multispectral optical touchless

13 | Electro luminescent

14 | Semiconductor capacitive

15 | Semiconductor RF

16 | Semiconductor thermal

17 | Pressure sensitive

18 | Ultrasound

19 | Mechanical

20 | Glass fiber

8.3.5 Captyre devicevendor identifier

The capture |deviece vendor identifier shall identify the biometric organization that owns the produgt that
created the BDIR. The capture device algorithm vendor identifier shall be encoded in two bytes carrying a
CBEFF biometric organization identifier (registered by IBIA or other approved registration authority). A value
of all zeros shall indicate that the capture device vendor is unreported.

8.3.6 Capture device type identifier
The capture device type identifier shall identify the product type that created the BDIR. It shall be assigned by

the registered product owner or other approved registration authority. A value of all zeros shall indicate that
the capture device type is unreported.
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8.3.7 Finger/palm image quality

8.3.7.1 General

The quality information of the overall finger image data shall be recorded in one or more five-byte blocks.
Each of these blocks shall pertain to a specific quality/vendor/algorithm evaluation. Figure 4 illustrates the
placement and recording of multiple quality blocks.

1 byte 5 bytes 5 bytes 5 bytes
# of Quality Quality Black | | Quality Black | - | Quality Black
BIockS =N 3
1 2 N

Figure 4 — Image quality layout

8.3.7 Number of quality Blocks

The first byte is mandatory and shall contain the number of blocks of gtality information of the|overall finger
image data. Subsequent 5-byte blocks shall contain the specific quality/vendor/algorithm information for each
quality/vendor/algorithm evaluation. A value of zero (0) means that“no”attempt was made to aspign a quality
score| In this case, no Quality Blocks are present.

8.3.78  Quality score

The duality score, as defined in ISO/IEC 29794-1, shallrbe recorded in the first byte of each of the five-byte
blocks. It shall be a quantitative expression of the predicted verification performance of the bionpetric sample.
Valid values for Quality Score are integers between 0 and 100, where higher values indicate befter quality. A
value|of 255 is to handle a special case that indicates a failed attempt to calculate a quality score

8.3.74  Quality algorithm vendor ID

To enable the recipient of the quality score to differentiate between quality scores generate@l by different
algorithms, the provider of quality~Scores shall be uniquely identified by the next two bytes. This Vendor ID
shall be registered with the International Biometrics Industry Association (IBIA).

8.3.75  Quality algotithm ID

The rémaining twospytes shall specify an integer product code assigned by the vendor of the Quality Algorithm
ID. It jndicates-which of the vendor’s algorithms (and version) was used in the calculation of the|quality score
and shall be ‘within the range of 0 to 65535. Multiple quality scores calculated by the same algorithm (same
vendqr ID(and algorithm ID) shall not be present in a single representation.

8.3.8 Capture device certifications

8.3.8.1 General

This multi-byte block contains information to indicate the compliant certification procedures that were used to
test the biometric capture equipment used. The certification record shall consist of a length field followed by
zero or more 3-byte certification blocks. Each certification block shall consist of a certification authority
identifier, and a certification scheme identifier.

If the device certification flag in the general header has a value of 004, NO capture device certification
information shall be present in any of the representation header records for that finger image record.
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8.3.8.2 Number of certifications

The first byte is mandatory and shall contain the number of certification blocks as an unsigned integer for the
capture device.

8.3.8.3  Certification authority ID

The first two bytes of each block contain the CBEFF biometric organization identifier of the certification
authority (registered by IBIA or other approved registration authority). This is the agency that certifies a device

according to a particular certification scheme identifier.

8.3.84 CTtlﬂcatlon scheme identifier
This last byte¢ of the block shall identify a certification scheme used to certify the capture device. A [list of
current certification scheme identifiers is contained in Table 5.
Table 5 — Identifiers for certification schemes specified in the anpnéxes

dertification scheme | Annex

Identifier

0D Hex Reserved by SC 37 for future use

OfL Hex 0 — Image quality specification for AFIS systems

OR Hex 0 — Image quality specification for personal verification

OB Hex 0 — Requirements and test procedures for optical fingerprint scanners

OB rex t0 FFrex Reserved by SC 37 for future use
8.3.9 Finggr/palm position
This 1-byte fleld shall contain the finger/palm position code. Code 0 is reserved for an unknown finger or

fingers. Code
containing fo
common 2-fir]
while code 44
that have mis

Codes for pa
bracelet" thro

from immedis
the area from

8.3.10 Repr4

This one byt

s 1-10 from Table 6 should be used-fof; single fingers. Codes 13 and 14 are used for the in
Ur fingers from the right hand and teft hand respectively. Table 7 lists finger position cod
ger and 3-finger combinations. €ode 15 accommodates the simultaneous capture of two th
b accommodates the simultapeous capture of the two index fingers. For multiple-finger ca
sing fingers the extended.data annotation may be used (See Clause 8.4.4).

m images are found in Table 8. For full palms the captured area should extend from the
ugh the second joint of the fingers. Similarly, the captured area of the upper palm should ¢

tely below the ifiterdigital area through the second joint of the fingers. The lower palm will
the "wrist bracelet" through the interdigital area.

sentation’number

. figld shall contain the specific image representation number associated with the image

hages
s for
umbs,
btures

"wrist
xtend
cover

data

(finger, multi

8.3.11 Scale

H 1 + lata)
Tyct ur pganmrimiayc uata).

units

This field shall specify the units used to describe the scanning and image spatial sampling rates of the image.
A 01, in this field indicates pixels per inch, or a 02, indicates pixels per centimeter.

NOTE This field refers to the metric inch that is not an 1ISO metric. The intention was to enable entries in fields
according to Clause 8.3.12 to Clause 8.3.15 that are integer numbers (e.g. 500 dpi) and to avoid for many existing
systems floating point numbers in or rounding errors of the corresponding value in the metric system.
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Finger position Finger
code
Unknown 0
Right thumb 1
Right index finger 2
Right middle finger 3
Right ring finger 4
Right little finger 5
Left thumb 6
Ceft indexTinger 7
Left middle finger 8
Left ring finger 9
Left little finger 10
Plain right four fingers 13
Plain left four fingers 14
Plain thumbs (2) 15

Table 7 — Multiple finger positien:eodes

Finger position Finger
code
2-Finger Combinations
Right index and middle 40
Right middle and ring 41
Right ring and little 42
Left index and middle 43
Left middletand ring 44
Left ring~and little 45
Rightindex and Left index 46
3-Finger Combinations
Right index and middle and ring a7
Right middle and ring and little 48
Left index and middle and ring 49
Left middle and ring and little 50

8.3.12 Capturedevice spatial sampling rate (horizontal)

This 2-byte-field shall specify the rounded scanning spatial sampling rate used in the horizontal flirection. The

scaleunits field will determine whether the value is pixels per inch or pixels per centimeter.

8.3.13 Capture device spatial sampling rate (vertical)

This 2-byte field shall specify the rounded scanning spatial sampling rate used in the vertical direction. The
scale units field will determine whether the value is pixels per inch or pixels per centimeter.

© ISO/IEC 2011 — All rights reserved
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Table 8 — Palm codes

Palm position Palm
code
Unknown palm 20
Right full palm 21
Right writer's palm 22
Left full palm 23
Left writer's palm 24
Right lower palm 25
Right upper palm 26
tefttowerpatm 27
Left upper palm 28
Right other 29
Left other 30
Right interdigital 31
Right thenar 32
Right hypothenar 33
Left interdigital 34
Left thenar 35
Left hypothenar 36

8.3.14 Image¢ spatial sampling rate (horizontal)

This 2-byte field shall specify the rounded image spatial sampling rate used in the horizontal direction). The
scale units figld will determine whether the value is pixels per-inch or pixels per centimeter. It should be |noted
that certain cpmbinations of scan and image pixel spatial sampling rate values may result in overlapping jpixels
or spaces befween pixels in the captured image.

8.3.15 Image¢ spatial sampling rate (vertical)

This 2-byte field shall specify the rounded image spatial sampling rate used in the vertical direction. The|scale
units field wil| determine whether the valug'is pixels per inch or pixels per centimetre. It should be noted that
certain combjnations of scan and image pixel spatial sampling rate values may result in overlapping piXels or

spaces betwg

8.3.16 Bit-de

This 1-byte fi

8.3.17 Imags

en pixels in the captured image.

pth

b compression algorithm

eld shall contain the number of bits used to represent a pixel. This field shall contain an eftry of
01hex 1O 10pey

This 1-byte field shall specify the method used to record the uncompressed or compressed grayscale images.
Table 9 lists the available storage options and compression algorithms that may be used. Uncompressed
image data shall be recorded in an unpacked or packed form. When using the unpacked option for grayscale
pixels greater than eight bits, each pixel shall be recorded in a pair of bytes right justified.

When the compression algorithm code is 2, a certified version of the Wavelet Scalar Quantization (WSQ)
algorithm as described in Annex E shall be used to compress 8-bit, 197 ppcm (500 ppi) grayscale images, and
shall be limited to a 15:1 compression ratio2). WSQ shall not be used to compress images scanned at
394 ppcm (1000 ppi).

2) Certification information for the WSQ algorithm can be found at http://fingerprint.nist.gov/wsa.
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Table 9 — Compression algorithm codes

The
ISO/I
JPEQ
colleg

When
a bit-
When
Finge
then {

NOTE
compr
compr
scann
15:1;

compr

8.3.18 Impression type

Code | Compression Normative Allowed Spatial
Algorithm Reference Sampling

0 None — No bit-packing | N/A All

1 None — Bit packed N/A All

2 WSQ IAFIS_IC-0110 197 ppcm

Annex E

3 JPEG ISO/IEC 10918-1 | For legacy data 197 ppcm only
(lossy)

4 JPEG 2000 ISO/IEC 15444 394 ppcm
(10S3y)

5 JPEG 2000 ISO/IEC 15444 197 ppcm or 394 ppm
(lossless)

6 PNG ISO/IEC 15948 All

ompression algorithm code of 3 indicates that the JPEG compression ‘algorithm as
FC 10918-1 has also been used to compress the 8-bit, 197 ppcm (500 ppi) grayscale imag
shall not be used for new applications. It is retained in this part of, 1SO/IEC 19794 to all
ted JPEG images to be encoded.

the compression algorithm code is 4, fingerprint/palmprint images scanned at 394 ppcm (]
jepth of 8 bits, shall be compressed using the JPEG 2000 algorithm as described in IS
this algorithm is used, then the JPEG 2000 profile <settings as specified in the "Profilg
Fprint Compression" should be incorporated. For thé.case where the compression algorit
he ISO/IEC 15948 PNG algorithm shall be used to compress the image.

The recommendation is that JPEG 2000 compression be limited to 15:1 for 394 ppcm (1000 pg
ession ratio should be considered as a maximumwalue and where bandwidth and/or storage permits,
ession will result in higher quality images, espécially where devices with smaller image sensors ard
bd at 197 ppcem (500 ppi), if compressed, should use WSQ compression and the compression ratio sh

ession of other image spatial samplingyrates.

The i
byte

contaftless refers to image capture devices that do not depend upon the surface of a finger m
with g scanner platén.

8.3.19 Horizontal line length

This

the transmitted imngn

pression type of thefinger or palm image shall be recorded in this one byte field. The
re defined in Table,10. Nonlive entries refer to images scanned from cards or other megq

described in
es. However,
DW previously

000 ppi) with
D/IEC 15444,
e for 1000ppi
hm code is 5

i) images. This
lower levels of
used. Images
pll be limited to

hbove 197 ppcm (500 ppi), JPEG 2000\compression is recommended. No recommendations are peing made for

codes for this
ia. Live-scan
aking contact

a-byte binary field shall be used to specify the number of pixels contained on a single ho

rIizontaI line of
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Table 10 — Finger and palm impression codes

8.3.20 Vertid

This two-bytg
image.

8.3.21 Imag¥
This 4-byte

uncompresse
compressed

Code Description
0 Live-scan plain
1 Live-scan rolled
2 Nonlive-scan plain
3 Nonlive-scan rolled
4 Latent impression
5 Latent tracing
6 Latent photo
4 Latent lift
8 Live-scan swipe
9 Live-scan vertical roll
10 Live-scan palm
11 Nonlive-scan palm
12 Latent palm impression
13 Latent palm tracing
14 Latent palm photo
15 Latent palm lift
20 Reserved by SC 37 for future use
21 Reserved by SC 37 for future use
22 Reserved by SC 37 for future use
23 Reserved by SC 37 for future_tige
24 Live-scan optical contactless'plain
25 Reserved by SC 37 for future use
26 Reserved by SC 37 farfuture use
27 Reserved by SC _3%for future use
28 Other
29 Unknown

al line length

binary field shall be usedto specify the number of horizontal lines contained in the trans

b data length

field shafl\‘contain the length (expressed as the number of bytes) of the compress
d image-data contained in this representation. It is used to provide a pointer aroun
mage data to the first byte in the extended data field or to the next representation.

mitted

ed or
d the

8.3.22 Finger/palm image data

This field shall contain the grayscale image data formatted and recorded in accordance with the image

compression

algorithm.

8.4 Extended data

8.4.1 Exten

ded data block function

This clause of the finger representation is open to placing additional data that may be used by the comparison
system. The size of this section shall be kept as small as possible, augmenting the image data stored in the
standard image data section. The extended data for each finger representation shall immediately follow the

18
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standard image data for that finger representation. More than one extended data area may be present for
each finger representation. The individual extended data length fields are used as indices to parse the
extended data.

NOTE The extended data area cannot be used alone, without the standard portion of the Image record.
While the extended data area allows for inclusion of proprietary data within the image format, this is not

intended to allow for alternate representations of data that can be represented in open manner as defined in
this part of ISO/IEC 19794. The intention of this part of ISO/IEC 19794 is to provide interoperability.

8.4.2 Extended data block structure

8.4.2[1  Typeidentification code

This fleld shall have a length of two bytes. It shall identify the format of the extended data.area when this area
is pregent. A value of zero in both bytes is a reserved value and shall not be used. A value of zg¢ro in the first
byte, [followed by a non-zero value in the second byte, shall indicate that the extended data $ection has a
format defined in this part of ISO/IEC 19794; currently, only segmentation, annotation, and comment formats
are specified (refer to clauses 8.4.3, 8.4.4, and 8.4.5). A non-zero value_in\the first byte shiall indicate a
vendqr-specified format with a code maintained by the vendor. Refer,to_Table 11 for a sumary of the
Extended Data Area Type ldentification Codes.

Table 11 — Extended data area type codes

First byte Second byte Identification

OOHex 00Hex Reserved by SC 37 for future use
OOHex 01hex Segmentation

00Hex 02hex Annotation

00Hex 03Hex t0 FFHex Comment

O1nex t0 FFpex O0Hex to FFyex Vendor specific extended data

8.4.2p Length of data

The I¢ngth of the extended data.section shall be recorded in two bytes. This value is used to sKip to the next
extenfled data type identification"field if the comparison subsystem cannot decode or use this data. This
length field includes the count of the length and type identification fields (four bytes total).

8.4.28 Data section

The data field efithe extended data is defined and formatted by the type identification code| used by the
equipment that is'generating the finger image record, or by common extended data formats contained in this
part of ISO/IEC 19794 for segmentation, annotation, or comment.

8.4.3 LSegmentation dataformat

If the extended data type identification code is 0001y, the extended data section contains segmentation and
image quality data for each segment of the flat fingerprint image. This extended data section provides a
measure of estimated correctness regarding the accuracy of the location of the segmented finger(s) within the
multi-finger slap image, information regarding the image quality for each of the segmented fingers, and the
locations for each of the image segments of the individual fingers. Table 12 lists the required fields for the
segmentation extended data section.

8.4.3.1 Segmentation quality assessment algorithm owner and algorithm ID

The value of the segmentation shall be interpreted in view of the method used to assess the correctness of
the segmentation. Therefore, the segmentation quality assessment algorithm’s supplier (owner) and specific
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identity (ID) are contained in the next four bytes. The segmentation quality assessment algorithm owner's ID is
the 16-bit format owner value assigned by the IBIA. The last two bytes shall contain a specific identifier for the
segmentation quality assessment algorithm. This field contains the binary representation of the integer
product code and should be within the range 1 to 65535. This value is assigned by the algorithm owner, who
may also choose to register it with the IBIA. Values of all 00, for each of these bytes indicate that
segmentation owner and algorithm ID are unreported.

Table 12 — Segmentation data

Field Section Size Valid Values | Notes
Segmentation quality assessment 8.4.3.1 4 Bytes Segmentation quality
algorithm owherand nlgnrifhm 1D assessment ::Ignrirhm ownher
and algorithm ID IBIA
Assigned;
Owner Assigned algetithnp ID
(Optional IBIA Registered
Segmentatign quality score 8.4.3.2 1 Byte 0-100, 254, or | 254 — Qualitysnot reported
255 255 — Quality computatior]
failed
Finger imagé quality algorithm and 8.4.3.3 4 Bytes 0000Hex tO Quality: algorithm vendor |D
FFFFHex IBIA’ Assigned;
Owner ID 0000Hex tO Owner Assigned (Optiong
FFFFhex IBIA Registered)
Number of segments 8.4.3.4 1 Byte 0,1,2,3,4,255
Finger position 8.4.35.2 1 Byte 01610 Refer to Table 6
o Finger quality 8.4.35.3 1 Byte 0-100,254, or | 254 — Quality not reporteg
8 255 255 — Quality computatior]
p failed
g <t | Number coordinates 8.4.35.4 1'Byte 21099 There shall be 2 or more pairs
> E of coordinates.
g X-coordinate 8.4.3.5.4.1-J 2 Bytes 0to 2'%-1
= Coprdinates
T (4 }o 99) Y- coordinate | 8.4.3.574.2 | 2 Bytes 0to 2'%-1
Finger orientation 8.4.3.55 1 Byte 0to 255
8.4.3.2 Segmentation quality score
This field shall be a_feasure of estimated correctness regarding the accuracy of the location ¢f the
segmented fipger. Itscontains the binary representation of the integer segmentation quality score between 0
and 100 assigned-to.the image data by a quality algorithm. Higher values indicate better quality. An entry of
“255" shall inglicate-a failed attempt to calculate a quality score. An entry of “254” shall indicate that no aftempt
to calculate alsegmentation quality score was made

8.4.3.3  Finger image quality algorithm and owner ID

Values of biometric sample quality shall be interpreted in view of the method used to assess the quality.
Therefore, the quality assessment algorithm’s supplier (owner) and specific identity (ID) are contained in the
next four bytes. The first two bytes shall contain the ID of the quality algorithm owner. This is the 16-bit format
owner value assigned by the IBIA. The last two bytes shall contain a specific identifier for the quality
assessment algorithm. This field contains the binary representation of the integer product code and should be
within the range 1 to 65535. This value is assigned by the organization, and may be registered with the IBIA.
Values of all 00y, for each of these bytes indicate that quality algorithm and vendor ID is unreported.
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Number of segments

This 1-byte field shall contain the number of finger segments that follow. If an image is multi-finger impression

then t

8.4.3.5

8.4.35.1

he value shall be 0. If a segmentation attempt failed then the value shall be 255.
Finger Segment Data

General

The following fields shall be present for each of the segmented finger images present. Each finger segment

shall

be _defined by finger position, image quality, the number of points used to define the seq

ment and the

coord
the re

8.4.3.

The fi

8.4.3.

The s
samp
qualit
better
indicq

8.4.3.

The t
finger
case

The (¢
clock
the 13|
with
pair o

8.4.3.

Two [
upper

8.4.3.

nates of each point. For rectangular bounding boxes, the number of coordinates points wi
ctangle should be co-linear with the axis of the finger.

5.2 Finger position

rst information item for each finger segment is the finger number as chosen’from Table 6.

6.3 Finger quality
econd byte shall be a quantitative expression of the predicted comparison performance of
e. This value is calculated by the algorithm identified in clausSe 8.4.3.3. This item contai

quality. A value of 255 shall indicate a failed attemptto calculate a quality score. A valug
te that no attempt to calculate a quality score was made:

5.4 Number of coordinate pairs

nird byte shall specify the number of points-or vertexes used to enclose the segmented
segment enclosed by an n-sided polygon, this byte shall contain a value between 4 and
s a value of four indicating a rotated-rectangle.

vise or counterclockwise. No-two vertices may occupy the same location. The polygon si
5t subfield and the first subfield shall complete the polygon. The polygon shall be a simple
o0 sides crossing and na interior holes. Each vertex of the rectangle or polygon shall be rep
f coordinates.

5.4.1 X-Cooerdinate

ytes shalllie"used to contain the horizontal pixel offset to the right relative to the origin pos
left corner of the image.

5.4.2 Y-Coordinate

| be four, and

the biometric
hs the image

y score between 0 and 100 assigned to the image data by, a quality algorithm. Higher values indicate

b of 254 shall

image. For a
D9. The usual

rder of the vertices shall be in‘their consecutive order around the perimeter of the polygon, either

le defined by
, plane figure
esented by a

itioned in the

Two bytes shall be used to contain the vertical pixel offset down relative to the origin positioned in the upper
left corner of the image.

8.4.3.5.5 Finger orientation

This one byte field shall encode the angle between the longitudinal axis of the finger and the horizontal axis to
the right. The integer value encoded shall be the physical estimate of the angle in degrees divided by
1.40625 = 360/256. The longitudinal axis of the finger is defined to be positive in the direction from the
interphalangeal creases to the fingerprint tip. Figure 5 illustrates the measurement of the the finger orienttion
for fingers 07 through 10.
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g

Figure 5 — Finger orientation for segmentation

8.4.4 Anno}ation data format

If the extended data type identification code is 0002, the extended data section contains anng
information. This format is provided to contain optional information about the fingerprints contained in a
fingerprint impge such as a 2 or 4 finger slap image. Table 13 'summarizes the annotation data fields.

Table 13 — Arinotation data

Field

Section | Size

Valid Values

Notes

Number of annotations

8.44.1 | 1Bytes

1to4

Annotation
1 or more

Finger 0to 10; 13 to 15; | See Tables 6 to 8
Position 8.442, | 1Byte | 40to50

20 to 36
Annotation 01nex for amputated finger
Code 8443 | 1Byte |lor2 024ex for unusable image

8.4.4.1 Number ofiannotations

This one-byt¢ field-shall contain the number of annotations that follow. Each annotation will consists

information items

tation
arger

bf two

8.4.4.2  Finger position

This byte shall contain the finger position number as chosen from Table 6 through Table 8.

8.4.4.3 Annotation code

This byte shall contain the code 01y for an amputated finger and code 02, for a bandaged or otherwise

unable to print finger.

22

© ISO/IEC 2011 — All rights reserved


https://iecnorm.com/api/?name=8f4886b9a38d7c0bc432f65a3efecc5c

ISO/IEC 19794-4:2011(E)

8.4.5 Comment data format

If the extended data type identification code is 0003,y the extended data section contains ASCII text
information associated with the captured image or subject supplying the image. The comment is inputted by
the individual generating the fingerprint or palmprint record. A null terminator for the ASCII string is not
necessary, as the length is provided.

9 Registered format type identifiers

The registration listed in Table 14 has been made with the CBEFF Registration Authority (see
ISO/IEC19785-2)to identify thefimger image Tecord format. T e formmat owner 15 1ISOHECITC|1/SC 37 with
the rejgistered format owner identifier 257 (0101 g,).

Table 14 — Format Type ldentifiers

CBEFF BDB format | Short name | Full object identifier
Type identifier
7 (0007 Hex) Finger-image | {iso registration-authority cbeff(19785)organization(0) 257
bdbs(0) finger-image (7)}
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Annex A
(normative)

Conformance test methodology

iew

ISO/IEC 19794 specifies a biometric data interchange format for storing, recording
ne or more finger and/or palm representations. Each representation is accompanied by mo
data contained in a header record. This annex establishes tests for checking the correctn

of this part of ISO/IEC 19794 cannot be completely achieved until biomeétrie products c
termine whether they conform to those specifications. Conforming jimplementations
erequisite for achieving interoperability among implementations; therefore there is a need

dressed by each part of ISO/IEC 19794. The test assertions will'\Cover as much as pract
9794 requirements (covering the most critical features), so that-the conformity results pro
uites will reflect the real degree of conformity of the implemeéntations to ISO/IEC 19794
format records. This is the motivation for the development of this conformance t

e annex is intended to specify elements of conformance testing methodology, test asse
bdures as applicable to this part of ISO/IEC 19794. For this edition of this part of ISO/IEC 1
f this annex will be available as a separate document (Amendment), to supplement this g
4.

and
Hality-
pss of

AN be
are a
for a

conformance testing methodology, test assertions, and test procedures as applicable to specific

cal of
juced
data
bsting

tions,
0794,
art of
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Annex B
(normative)

Capture device certifications

B.1 Image quality specification for AFIS systems

B.1.1| General

Thesg¢ specifications apply to: (1) systems that scan and capture fingerprints3 in digital, spftcopy form,
including hardcopy scanners such as card scanners, and live scan devices, altogethér callgd “fingerprint
scanrjers”; and (2) systems utilizing a printer to print digital fingerprint images to hardcopy call¢d “fingerprint
printeys.” These specifications provide criteria for ensuring the image quality”'of-fingerprint $canners and
printers that input fingerprint images to, or generate fingerprint images from within, an Automatg¢d Fingerprint
Identification System (AFIS).

Digital softcopy images obtained from fingerprint scanners shall have-sufficient quality to allow
bns to be performed: (I) conclusive fingerprint comparisons (identification or non-identificatjion decision),
(2) fingerprint classification, (3) automatic feature detection, and (4) overall AFIS search r

functi

fingen
are ng

The f
finger
instar]
subm
optim
provig
identi

The
comp
speci

B.1.2

The fi
detall
image
anom

print comparison process requires a high-fidelity image, Finer detail, such as pores and ing
peded because they can play an important role in the edmparison.

ingerprint examiners in AFIS environment willxdepend upon softcopy-displayed image
prints to make comparisons, but will also need to accept and utilize hardcopy imag
ces. For example, some contributors may), print cards from live scan or card scan
ssion to an AFIS. These hardcopy prints<will be obtained from printers that include printi
zed for fingerprints. The printer’s principal function is to produce life-size prints of digital fin
e sufficient print quality to suppert fingerprint comparisons, i.e., support identifica
ication decisions.

mage quality requirements (for fingerprint scanners are covered in Clauses B.1.2 an
iance test procedures far fhese requirements are out of scope of this Annex. An exam

Fingerprint scanner

ngerprint scanner shall be capable of producing images that exhibit good geometric fidelit
renditiop;\ gray-level uniformity, and gray-scale dynamic range, with low noise charag
s shallxbe true representations of the input fingerprints without creating any signifig
alies, false detail, or cosmetic image restoration effects.

ication that allows testing of conformance with this image quality specification is available [§].

the following

bliability. The
ipient ridges,

5 of scanned
es in certain
systems for
ng algorithms
gerprints that
tion or non-

i B.1.3. The
ple for a test

y, sharpness,
teristics. The
ant artifacts,

The s

anmer s fimatoutput spatiatsampting Tate i bothsensor detector Tow and-coturmmT airect

1s shall be in

the range: (R-0,01R) to (R+0,01R) and shall be gray-level quantized to eight bits per pixel (256 gray-levels).
The magnitude of “R” is either 500 pixels per inch (ppi) or 1000 ppi; a scanner may be certified at either one or
both of these spatial sampling rate levels. The scanner’s true optical spatial sampling rate shall be greater
than or equal to R.

A scanner intended to scan standard 8,0 by 8,0 inch tenprint cards, shall be capable of capturing an area of at
least 5,0 by 8,0 inches, which captures all 14 print blocks, either each print block as a separate image or all
print blocks together as a single image. In terms of individual print blocks, Table B.1 gives the preferred
capture sizes applicable to both card scan and live scan systems, with the exception that, when scanning
fingerprint cards, the card form dimensions take precedence.

3 The term “fingerprint” in this appendix may also include palmprint, whole hand print, or a print from other parts of the human body.
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Table B.1 — Preferred capture sizes

* Live scanner

as arc length fjlom nail edge to nail edge.

B.1.2.1 Lines
B.1.2.1.1

When measy
cover the sc4
least square
scanner outp

B.1.2.1.2

All targets us

scanner opefating in a linear input/output mode. Lineatity’enables valid comparisons of test measure

with requirent
strictly speak
through the “
may be acce
operational u
requirement

inadequate tg

B.1.2.2 Geon
B.1.2.2.1
When scanni

value of the @
measured in

Preferred Width Preferred Height
(in) (mm) (in) (mm)
roll finger 1,6* 40,6 1,5 38,1
plain thumb 1,0 25,4 2,0 50,8
plain 4-fingers 3,2 81,3 2,0 50,8
(sequence check)
plain 4-fingers 3,2 81,3 3,0 76,2
(identification flat)
full palm 55 1307 180 2032
half palm 55 139,7 | 55 139,7
writer's palm 1,75 44,5 5,0 127,0

shall be capable of capturing at least 80% of full roll arc length, where full roll arc length isydefined

rity

Requirement

nner's gray range, the average value of each patch shall be-within 7,65 gray-levels of a

b regression line fitted between target reflectance patchi\values (independent variable
it gray-levels (dependent variable).

Background

bd in this image quality specification compliance verification are expected to be scanned w
ents, e.g., a system’s spatial frequency,response in terms of Modulation Transfer Funct
ng, a linear systems concept. Linearity also facilitates comparisons between different scq
common ground” concept. In atypical*cases, a small amount of smooth, monotonic nonlin
5e, to force linearity on the seanner under test (e.g., some live scan devices). Linearity is
or the operational or test fingerprint scans, which allows for processing flexibility to ove
nal characteristics of fingerprint samples.

netric accuracy

Requirementi(across-bar)

ng a multiple, parallel bar target, in both vertical bar and horizontal bar orientations, the ab
ifference between the actual distance across parallel target bars and the corresponding dig

the image shall not exceed the following values for at least 99,0 percent of the tested ca
ckumeasurement area and in each of the two orthogonal directions.

ring a stepped series of uniform target reflectance patches (e(g.) 'step tablet) that substantially

inear,
and

th the
ments
on is,
nners
earity

btable for the test target scans,.i(€., when it is substantially impractical and unrepresentative of

not a
come

solute
tance
Ees in

each print big

For 5

00-ppi scanner:
D <0,0007, for0,00< X <0,07
D <0,01X, for 0,07 <X <1,50

for 1000-ppi scanner:

26

D =0,0005, for0,00< X =<0,07

D= 0,0071X, for0,07<X<15
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where:
D =|Y-X|
X = actual target distance
Y = measured image distance
D, X, Y are in inches.

2.2 Requirement (along-bar)

Wher
maxin
points
of the

B.1.2

The (
space
used

Acros
total i
distar
equal
distar
equal

scanning a multiple, parallel bar target, in both vertical bar and horizontal bar, orig
hum difference in the horizontal or vertical direction, respectively, between the location
within a 1,5-inch segment of a given bar image shall not exceed 0,016 inches for.'at-least
tested cases in each print block measurement area and in each of the two orthogenal direq
2.3 Background
hrase: multiple, parallel bar target refers to a Ronchi target, which, copsists of an equal-

square wave pattern at 1,0 cy/mm, with high contrast ratio and fin€ edge definition. This
o verify compliance with the scanner spatial sampling rate requirement given in clause B.1

s-bar geometric accuracy is measured across the imaged Ronchi target bars that substant
mage capture area. The 500-ppi requirement corresponds-to a positional accuracy of + 1
ces between 0,07 and 1,5 inches and a constant £ 8;0007 inches (1/3 pixel) for distance
to 0,07 inches. The 1000-ppi requirement corresponds to a positional accuracy of + 0,7
ces between 0,07 and 1,5 inches and a constant\t 0,0005 inches (1/2 pixel) for distance
to 0,07 inches.

This measurement procedure is also used to verify the ppi spatial sampling rate requirement gi

B.1.2

Along
For &
direct
comp
to en
too la|

B.1.2
B.1.2

The 9
Modu

3.
-bar geometric accuracy is measured along the length of an individual Ronchi target bar
on), determined from bar. lgcations measured at multiple points along a 1,5” bar segm

ared to the maximum allowable difference requirement (analogously for vertical bar). This 1
ure that pincushion ar barrel distortion over the primary area of interest, i.e., a single fing

rge.
3 Spatial frequency response
3.1 Requirements

patial frequency response shall be measured using a continuous tone sine wave targe
ation Transfer Function (MTF) measurement unless the scanner cannot obtain adequate td

ntations, the
s of any two
99,0 percent
tions.

vidth bar and
target is also
2.

ally cover the
0 percent for
E less than or
1 percent for
5 less than or

ven in clause

in the image.

given horizontal bar, for example, the maximum difference between bar center locatiofs (in vertical

ent length, is
pquirement is
erprint, is not

t denoted as
nal response

from

nis target, In which case a Di-tonal bar target shall be used t0 measure the spatial frequer

cy response,

denoted as Contrast Transfer Function (CTF) measurement. When measuring the sine wave MTF, it shall
meet or exceed the minimum modulation values given in Table B.2 in both the detector row and detector
column directions and over any region of the scanner’s field of view. When measuring the bar CTF, it shall
meet or exceed the minimum modulation values defined by equation 2-1 or equation 2-2 (whichever applies)
in both the detector row and detector column directions and over any region of the scanner’s field of view.
CTF values computed from equations B.1 and B.2 for nominal test frequencies are given in Table B.3.

None of the MTF or CTF modulation values measured at specification spatial frequencies shall exceed 1,05.

The output sine wave image or bar target image shall not exhibit any significant amount of aliasing.
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Table B.2 — MTF Requirement using sine wave target

Frequency Minimum Modulation for | Minimum Modulationfor Maximum Modulation
(cy/mm) 500 ppi Scanner 1000 ppi Scanner

1 0,905 0,925

2 0,797 0,856

3 0,694 0,791

4 0,598 0,732

5 0,513 0,677

6 0,437 0,626

7 0,371 0,579 .

8 0,312 0,536 o

at all frequencies

9 0,255 0,495

10 0,200 0,458

12 0,392

14 0,336

16 0,287

18 0,246

20 0,210

—

Note: Testing pt 7 and 9 cy/mm is not a requirement if these frequency patterns are absent.ffom the sine wave targg

Table B.3 — CTF Requirement using bar target (hominal test frequencies)

Frequengy Minimum modulation Minimum modulation Maximum modulation
(cy/mm for 500 ppi scanner for 1000 ppi‘scanner
1,0 0,948 0,957
2,0 0,869 0,904
3,0 0,791 0,854
4,0 0,713 0,805
5,0 0,636 0,760
6,0 0,559 0,716
7,0 0,483 0,675
1,05
8,0 0,408 0,636 .
at all frequencies
9,0 0,333 0,598
10,0 0,259 0,563
12,0 0,497
14,0 0,437
16,0 0,382
18,0 0,332
20,0 0,284

Note: Test|ng,at.or near 7 and 9 cy/mm is a requirement when using a bar target.

It is not requi edthat the bar target contain the exact frnnlllnnr‘inc listed in Table B 3: however the targe does
need to cover the listed frequency range and contain bar patterns close to each of the listed frequencies. The
following equations are used to obtain the specification CTF modulation values when using bar targets that
contain frequencies not listed in Table B.3.

500-ppi scanner, for f = 1,0 to 10,0 cy/mm:
CTF = 3,04105E-04 *f* - 7,99095E-02*f + 1,02774 (eq.B.1)
1000-ppi scanner, for f = 1,0 to 20,0 cy/mm:

CTF = -1,85487E-05*f % +1,41666E-03*f * - 5,73701E-02*f + 1,01341 (eq.B.2)
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B.1.2.3.2 Background

For MTF assessment, the single, representative sine wave modulation in each imaged sine wave frequency
pattern is determined from the sample modulation values collected from within that pattern. The sample
modulation values are computed from the maximum and minimum levels corresponding to the “peak” and
adjacent “valley” in each sine wave period. For a sine wave image, these maximum and minimum levels
represent the image gray-levels that have been locally averaged in a direction perpendicular to the sinusoidal
variation and then mapped through a calibration curve into target reflectance space. Sample image
modulation in target reflectance space is then defined as:

modulation = (maximum - minimum) / (maximum + minimum)

Bs in the sine
I modulations
iIch frequency

The dalibration curve is the curve of best fit between the image gray-levels of the density patch
wave [target and the corresponding target reflectance values. [It is assumed that sine wave-targe
and tqrget density patch values are supplied by the target manufacturer.] The scanner MTE at e3

is thep defined as:

MTF = peak image modulation / target modulation
For GQTF assessment, the modulations are determined directly in image space, normalized by the image
modujation at zero frequency, instead of using a calibration curve. The scanner CTF at each frequency is then
defingd as:

CTF = peak image modulation / (zero frequency image modulation)

The bar target shall contain at least 10 parallel bars at each-0f the higher spatial frequencies (~50% Nyquist to
Nyquist frequency), which helps to ensure capture of optimum scanner — target phasing and aidqg investigation
of pofential aliasing. The bar target shall also containia very low frequency component, i.e., a[large square,
bar, gr series of bars whose effective frequency is less than 2,5 percent of the scanner’s final putput spatial
sampling rate. This low frequency component is used in normalizing the CTF; it shall have the same density
(on the target) as the higher frequency target bars.

The upper limit of 1,05 modulation is {0 discourage image processing that produces exg¢essive edge
sharpening, which can add false detail te an image.

Aliasing on sine wave images or(bar images may be investigated by quantitative analysis and from visual
obserpation of the softcopy-displayed image.

B.1.2]4 Signal-to-noise ratio

B.1.2|4.1 Requirement

The white signal-to-noise ratio and black signal-to-noise ratio shall each be greater than or equal|to 125,0 in at
least P7,0 pereent of respective cases within each print block measurement area.

B.1.2.4.2 Background

The signal is defined as the difference between the average output gray-levels obtained from scans of a
uniform low reflectance and a uniform high reflectance target, measuring the average values over
independent 0,25 by 0,25 inch areas within each print block area. The noise is defined as the standard
deviation of the gray-levels in each of these quarter-inch measurement areas. Therefore, for each high
reflectance, low reflectance image pair there are two SNR values, one using the high reflectance standard
deviation and one using the low reflectance standard deviation. To obtain a true measure of the standard
deviation, the scanner is set up such that the white average gray-level is several gray-levels below the
system’s highest obtainable gray-level and the black average gray-level is several gray-levels above the
system'’s lowest obtainable gray-level.
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B.1.2.5 Gray-level uniformity

B.1.2.5.1 Requirement — adjacent row, column uniformity

At least 99,0 percent of the average gray-levels between every two adjacent quarter-inch-long rows and 99,0
percent between every two adjacent quarter-inch-long columns within each imaged print block area shall not
differ by more than 1,0 gray-levels when scanning a uniform low-reflectance target and shall not differ by more

than 2,0 gray-

levels when scanning a uniform high-reflectance target.

B.1.2.5.2 Requirement — pixel-to-pixel uniformity
For at least Q,Q pnrr\nnt of all pivnle within every inrlnpnndnnf ﬂ,’)R hy ﬂ,’)R inch-area-locatedwithin, each
imaged print plock area, no individual pixel's gray-level shall vary from the average by more than 22;0| gray-

levels when 3
gray-levels w|

B.1.2.5.3

For every twq
gray-levels o
reflectance tg
target.

B.1.2.5.4

Measuremen
scanner, the
the standard
below the sy
above the syj3

B.1.2.6 Fingd

The scanner
following reqy

B.1.2.6.1

At least 80,0
least 200 gra

B.1.2.6.2
Card and livg

subject or ca
However, wit

canning a uniform high-reflectance target and shall not vary from the average by mere thd
hen scanning a uniform low-reflectance target.

Requirement — small area uniformity
independent 0,25 by 0,25 inch areas located within each imaged printiblock area, the av
the two areas shall not differ by more than 12,0 gray-levels whemscanning a uniform
rget and shall not differ by more than 3,0 gray-levels when scanning a uniform low-refleg
Background
s are made over multiple, independent test areas on_a-print block-by-print block basis. (For
bntire capture area is normally considered a singlerint block area). To obtain a true meas
deviation, the scanner is set up such that the \white average gray-level is several gray-
stem’s highest obtainable gray-level and thé<black average gray-level is several gray-
tem’s lowest obtainable gray-level.

rprint image quality

shall provide high quality fingerprint images; the quality will be assessed with respect
irements.

Requirement — Fingerpfint gray range

percent of the capiured individual fingerprint images shall have a gray-scale dynamic rangs
J-levels, and at least’'99,0 percent shall have a dynamic range of at least 128 gray-levels.

Background
b scan-sysStems at a booking station have some control over dynamic range on a subje

ncentral site or file conversion systems where a variety of card types and image qualitig

AN 8,0

erage
high-
tance

a live
ure of
evels
evels

o the

e of at

ct-by-

rd-by-card basis, e.g., by rolling an inked finger properly or by adjusting gain on a livesc@nner.

S are

encountered

N rapid succession, automated adaptive processing may be necessary. Ihe eight-bits-pe

-pixel

gquantization of the gray-scale values for very low contrast fingerprints needs to more optimally represent the
reduced gray-scale range of such fingerprints, but without significant saturation. The intent is to avoid
excessively low contrast images without adding false detail.

Dynamic range is computed in terms of number of gray-levels present that have signal content, measuring
within the fingerprint area and substantially excluding white background and card format lines, boxes, and text.

For card scanners, compliance with these dynamic range requirements shall be verified using a statistically
stratified sample set of fingerprint cards. The test fingerprint card set may include cards with difficult-to-handle
properties, e.g., tears, holes, staples, glued-on photos, or lamination, for testing card scanners that have
automatic document feeder mechanisms. For live scanners, compliance will be verified with sets of livescans
produced by the vendor.
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B.1.2.6.3 Requirement — Fingerprint artifacts and anomalies

Artifacts or anomalies detected on the fingerprint images that are due to the scanner or image processing
shall not significantly adversely impact support to the functions of conclusive fingerprint comparisons
(identification or non-identification decision), fingerprint classification, automatic feature detection, or overall
AFIS search reliability.

B.1.2.6.4 Background

The fingerprint images will be examined to determine the presence of artifacts or anomalies that are due to

the scanner or image processing; assessment may include measurements to quantify their degree of severity
and e'gnifir‘nnr‘p lmage artifacts or anomalies such as the fnllnwing non-=inclusive list may. he in\/nstigated_

e jitter noise effects

e sharp truncations in average gray-level between adjacent print blocks
gfps in the gray-level histograms, i.e., zero pixels in intermediate gray-levels, or clipping to lgss than 256
ppssible gray-levels
imaging detector butt joints
npise streaks

card bleed-through
gfay-level saturation

B.1.2|6.5 Requirement — Fingerprint sharpness & detail rendition

The sharpness and detail rendition of the fingerprint images,\due to the scanner or image procegsing, shall be
high g¢nough to support the fingerprint functions stated in‘Clause B.1.1, paragraph 2.

B.1.2|6.6 Background
Fingerprint sharpness and detail rendition that\is'due to the scanner or image processing may b¢ investigated
by employing suitable, objective image quality metrics, as well as by visual observation of fthe softcopy-

displdyed image.

B.1.3 Identification flats

Tradifional fingerprint sets contain both rolled and plain fingerprint images. The rolled impressior|s support the
search processing and identification functions and the plain impressions are used primarily for sequence
verifidation. Fingerprinting Systems designed for “ldentification Flats” civilian background chegks capture a
singlg set of plain impressions. This single set of plain impressions shall support finger sequenge verification,
search processing, and identification.

Image quality (has historically been a challenge for civil background checks. Some programs rgquire a large
numbger of relatively low-volume capture sites, which makes training difficult. A key goal for identification flats
scanrjers,is-to reduce the need for training so that inexperienced users consistently capture quality fingerprint
imaggs:

The identification flats scanner shall meet all of the requirements stated in Clause B.1.2 of this annex as well
as the following requirements.

B.1.3.1 Requirement — Capture protocol

The system shall provide a simple capture protocol.

B.1.3.2 Background

A simple capture protocol supports the inexperienced user’s ability to more consistently capture high quality

fingerprints. Identification flats collection systems will be evaluated for their ability to produce a very small rate
of failure to enroll in an operational setting. Systems with a minimum capture area of 3,2 inches (width) by 3,0
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inches (height) that can capture four fingers simultaneously in an upright position will be considered in
compliance with the simple capture protocol requirement. Other capture approaches will require specific

testing and do

B.1.3.3 Req

cumentation.

uirement — Verifiable finger sequence data

The method of capturing the fingers shall result in very low probability of error in the finger numbers.

B.1.3.4 Bac

kground

The fingerprinting system’s capture protocol will be evaluated for its ability to capture verifiable finger

sequence da

four fingers g

requirements

B.2 Image
B.2.1 Gen

These specifi
digital, softco

is sufficient fg

one fingerpri

The fingerpri
sharpness, d
The images

anomalies, f3
generate goo|
environmentd

B.2.2 Reqg

a Q\Jlefnme with a minimum r\nphlrn area of '2,’) inches (\nlirlfh) h\]l Q,ﬁ mnches (haight) that ¢

imultaneously in an upright position will be considered in compliance with the finger séq
Other capture approaches will require specific testing and documentation.

uality specification for personal verification
leral

cations apply to fingerprint capture devices which scan and capture at’least a single fingerg
py form. These specifications provide criteria for insuring that the)image quality of such dg
r the intended applications; a primary application is to suppert’subject authentication via o
t comparison.

pture
lence

rint in
bvices
he-to-

nt capture device shall be capable of producing images which exhibit good geometric fi
ptail rendition, gray-level uniformity, and gray-level dynamic range, with low noise characte

d quality finger images for a very high percentage of the user population, across the full ra
| variations seen in the intended applications.

Liirements

The compliafce test procedures are out of-scope of this Annex. An example for a test specificatio

allows testing

Verification o

by the Test M
show complig

The device s
exceptions:

1) If the devi
image, then t

of conformance with this image quality specification is available [8].

compliance of the fingerprint capture device with the requirements shall primarily be perf
ethod, i.e., verification through systematic exercising of the item with sufficient instrument
nce with the specified quantitative criteria.

nall be testéd to meet the requirements in its normal-operating-mode, with the following po

ceshas a strong anti-spoofing feature, of a type whereby only live fingerprints will produ

delity,
istics.

Shall be true representations of the input fingerprints, without creating any significant artjfacts,
Ise detail, or cosmetic image restoration effects. The fingerprint capture device is expected to

ge of

n that

rmed

aTion to

ssible

Ce an

his.féature needs to be switched-off or bypassed in the target test mode of operation.

2) If the device's normal output is not a monochrome gray scale image, e.g., it is a binary image, minutia
feature set, color image, etc., then the monochrome gray scale image needs to be accessed and output in the

test mode of o

peration.

3) Other normal-operating-mode features of the device similar/comparable/analogous to (1) and (2) may need
to be disengaged.

Table B.4 giv

32

es some of the basic requirements for the single finger capture device.
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Table B.4 — Basic requirements

Parameter Requirement

Capture Size = 12,8 mm wide by = 16,5 mm high

True Optical or Native Spatial = 500 ppi in sensor detector row and

sampling rate (Nyquist frequency) column directions

Spatial sampling rate Scale 490 ppi to 510 ppi in sensor detector
row and column directions

Image Type Capability to output monochrome image
at 8 bits per pixel, 256 gray-levels (prior
to any compression)

B.2.2

B.2.2

A mu

orientations. The absolute value of the difference between the actual distance across parallel ta

the c(
the te

D=0

D=0

whereg:

O
X
Y
O
B.2.2

A mu

mm = millimeters
ppi = pixels per inch
2 greater than or equal to

1 Geometric accuracy

1.1 Requirement #1 (across-bar)

rresponding distance measured in the image, shall not exceed the following values, for at
Sted cases in each of the two orthogonal directions.

0013, for 0,00 < X £ 0,07
018X, for 0,07 < X<1,50

= Y-X]

= actual target distance

= measured image distance

, X, Y are in inches

1.2 Requirement #2 (along-bar)

orien

directlon locationss(for horizontal bar), of any two points separated by up to 1,5 inches along
length, shall be-leSs than 0,027 inches for at least 99% of the tested cases in the given direction.

Requjrements #1 and #2 may be verified by the Inspection Method

finge

tions. The maximum difference between the horizontal direction locations (for vertical b

ltiple, parallel bar target with a one cy/mm frequency is captured in vertical bar and trorizontal bar

get bars, and
least 99% of

Itiple, parallel bar target with a one cy/mm frequency is captured in vertical bar and horizontal bar

Ar) or vertical
h single bar's

instead of the Test N

lethod, if the

rint, capture device has all of the following characteristics, and adequate documentajon for these

Charo taricticc 1c cyinnlind-

ac

TCTHotICo oSO P

— Construction of a suitable 1 cy/mm Ronchi target that will produce measurable images with the capture

d

evice requires extraordinary effort and resources.

— The sensor is a two-dimensional staring array (area array) on a plane (not curved) surface.

— There is no movement of device components, nor purposeful movement of the finger, during finger image

C
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There is no device hardware component (e.g., a lens or prism) between the finger and the sensor, with

the possible exception of a membrane on the sensor surface which, if present, does not alter the
geometry of the imaged finger.

finger image.

B.2.2.1.3

Background

Any signal processing applied to the captured finger image does not alter the geometry of the captured

The phrase: multiple, parallel bar target refers to a Ronchi target, which consists of an equal width bar and

space square

wave pattern at 1,0 cy/mm, with high contrast ratio and fine edge definition.

Across-bar g
image captur
0,07 and 1,5
These across
scale toleran

Along-bar ge
given horizon
determined fi
allowable diff
barrel, or othg

B.2.2.2 Spa

B.2.2.21

The spatial fr
which results
which results
wave target,
target can be

The CTF or
equation 2 (f
column direc
modulation v
cy/mm range
range.

Equation 1:

pometric accuracy is measured across the imaged Ronchi target bars, which cover thg
e area. The requirement corresponds to a positional accuracy of + 1,8% for distances be

bmetric accuracy is measured along the length of an individual Ronchippar in the image.

nches, and a constant + 0,0013 inches (2/3 pixel) for distances less than or equal to 0,07 i
-bar measurements are also used to verify compliance with the device’s spatial’samplin
e requirement given in Table B.4.

tal bar, for example, the maximum difference between bar center locations (in vertical dire
om bar locations measured at multiple points along bar’s length,.is’compared to the may
brence requirement (analogously for vertical bar). This requirement'is to ensure that pincu
br types of distortion are not too large, over the area of a singlezfingerprint.

ial frequency response (SFR)

Requirements

total
ween
ches.
) rate

For a
Ction),
imum
shion,

bguency response shall normally be measured by either using a bi-tonal, high contrast bar

rget,

in the device’s Contrast Transfer Funétion (CTF), or by using a continuous-tone sine wave ftarget,
in the device’'s Modulation Transfer-Function (MTF). If the device cannot use a bar target dr sine

.e., a useable/measurable image-cannot be produced with one of these targets, then an|edge

used to measure the MTF4,

MTF shall meet or exceed the minimum modulation values defined in equation 1 (for CTF) or
pbr MTF), over the frequency range of 1,0 to 10,0 cy/mm, in both the detector row and dgtector
ions, and over any region of the total capture area. Table B.5 gives the minimum CTF and MTF
lues at nominal.test frequencies. None of the CTF or MTF modulation values in the 1,0 t¢ 10,0
shall exceed.1,12, and the target image shall not exhibit any significant amount of aliasing in that

CTF= -57

Equation 2:

MTF= -2,8

1791E - 05 * '+ 1 43781F - 03* - 8 94631E - 03* {2 8 05300F - 02 *f + 1 00838

0874E - 04 * 2 1,06255E - 02 * f — 1,67473E - 01*f + 1,02829

(equations valid for f = 1,0 to f = 10,0 cy/mm)

4 |f it is conclusively shown that neither a sine wave target, nor bar target, nor edge target can be used in a particular
device, other methods for SFR measurement may be considered.
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Table B.5 — CTF and MTF Requirements at nominal test frequencies

Frequency - .
(f) in cy/mm Minimum CTF Modulation Mm'mum. MTF. Modulation
) ) when using Sine Wave or
at object when using Bar Target
Edge Target
plane
1,0 0,920 0,871
2,0 0,822 0,734
3.0 0,720 0,614
4,0 0,620 0,510
5,0 0,526 0,421
0,0 0,440 0,345
7,0 0,362 0,280
8,0 0,293 0,225
9,0 0,232 0,177
10,0 0,174 0,135
2.2 Background

| ,12 upper limit for modulation is to discourage image processing that produces ex
ening, which can add false detail to an image and/or excessive:-neise.

ng can be investigated quantitatively (e.g., Fourier analysis) and, for sine wave or bar imal
observation of the softcopy-displayed images. It isyrecognized and accepted that some 3

aliasifhg-due-to-decimation is often unavoidable at the.higher frequencies, but aliasing-due-to-up

not ag

The t
devic
three

If the
respo
[MTF

It is n
CTF
frequ

Sine
for m
suppl

Bar T

:

ceptable at any frequency within the required Nyguist limit.

hrget can be fabricated of any material and*on any substrate suitable for measurement
b, working in reflective, transmissive, on other signal transfer mode, and in either two-g
dimensions.

relation between output gray-level and input signal level is nonlinear, i.e., the device’s
hse is nonlinear, then this needs to be appropriately accounted for in the computations for
and CTF are strictly definedonly for a linear or linearized system.]

ot required that the CTFF or MTF be obtained at the exact frequencies listed in Table B.5;
r MTF does need(toycover the listed frequency range, and contain frequencies close to eag
ncies.

Wave Tardet— Commercially manufactured sine wave targets commonly contain a calibrat
basurement of the device’s input/output response, and the target sine wave modulation v3
ed, which are used to normalize the device output modulation values to arrive at the device

Tha bhar tarant chall A~y araof narallal have At Aanh cnatial

Cessive edge

pes, from
mount of
Scaling is

yith the given
imensions or

input/output
MTF or CTF.

however, the
h of the listed

bd step tablet
lues are also
MTF.

PN TN At e £y
e oad argec T oran Cotat—ah u.u\.\..iuul.\., AFHHRBE061 paancrioarsat cach qu.uul L1}

quency, i.e.,

enough bars to help ensure capture of optimum phasing between the target and the device's sensor, and to
aid investigation of potential aliasing. The bar target shall also contain a very low frequency component (less
than 0,3 cy/mm), such as a single large bar, with the same density as the other bars (used for normalization).

If the device has a nonlinear response then a procedure analogous to that used for sine wave processing will
have to be used to establish the effective bar image modulation values in target space.

The spatial frequency response of the bar target itself may not be known. In such a case, the device output
bar modulation values (in image space or, if nonlinear response, in target space) are normalized by the near-
zero frequency bar output modulation value, resulting in an acceptable measure of the device CTF.
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Edge Target - The computation of MTF from an imaged edge target follows the relevant ISO standard [11].
The target edge is oriented at an angle of 5,2 degrees, alternately with respect to the sensor row and column
directions. If the device has a nonlinear response then the nonlinearity needs to be measured and taken into
account in the computations. The computed output modulation values are normalized to 1,0 at zero frequency
(by dividing by the area of the line spread function), resulting in an acceptable measure of the device MTF. If
the spatial frequency response of the target edge is known, then a further division by that response function is
performed to obtain a more exact measure of the device MTF. The edge target shall contain at least two
fiducial marks from which the image scale in the across-the-edge direction can be measured, in pixels per

inch.

B.2.2.3 Gray-level uniformity

B.2.2.3.1

At least 99%
every two ad
levels when

scanning a umiform light gray target.

B.2.2.3.2

For at least 9
no individual
uniform dark
gray-levels w|

B.2.2.3.3

For every twd
the two areag
not differ by n

B.2.2.3.4

The noise g
independent
and a uniform

B.2.2.35

Any suitable
including a p
exposure tim
needs to cove

The device iS

Requirement #1 - adjacent row, column uniformity

of the average gray-levels between every two adjacent quarter-inch long rows and 99% be
acent quarter-inch long columns, within the capture area, shall not differ by moresthan 1,5
5canning a uniform dark gray target, and shall not differ by more than 3,8 .\gray-levels

Requirement #2 - pixel to pixel uniformity

D,0% of all pixels within every independent 0,25 by 0,25 inch area\Jocated within the capturg
pixel's gray-level shall vary from the average by more than=8;0 gray-levels when scant
gray target, and no individual pixel's gray-level shall varydrom the average by more than
nen scanning a uniform light gray target.

Requirement #3- small area uniformity

independent 0,25 by 0,25 inch areas located within the capture area, the average gray-le
shall not differ by more than 3,0 gray-levels wshen scanning a uniform dark gray target, ang
nore than 12,0 gray-levels when scanninga.uniform light gray target.
Requirement #4 - Noise

vel, measured as the standard” deviation of gray-levels, shall be less than 3,5 in
D,25 by 0,25 inch area located;within the capture area, when scanning a uniform dark gray
light gray target.

Background
iniform light gray target and dark gray target may be used for measuring requirements #1
seudo-targets.[The pseudo-target concept images the blank capture area with, for exampl
b turned up«©Or down, producing a uniform light gray or dark gray image, respectively.] Each
br the entire capture area.

set up such that the light average gray-level is at least 4 gray-levels below the device’s h

ween

gray-
when

P area,
ing a
22,0

els of
shall

every
target

to #4,
e, the
farget

ghest

velovel when r‘::ntnnng f|ngnrpr|nte and-the dark average-gray level is—at least 4 gray.

evels

obtainable gray

above the dewces lowest obtainable gray-level when capturing fingerprints. This avoids possible saturation
levels and levels that are outside the range obtained in actual fingerprint captures.

B.2.2.4 Fingerprint image quality

The fingerprint capture device shall provide fingerprint image quality which is high enough to support the
intended applications; a primary application is to support subject authentication via one-to-one fingerprint

comparison.
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The image quality will be assessed with respect to the following requirements, by applying visual and
guantitative measurements to test livescans captured on the given device. These test livescans shall consist
of:

— a set of 20 fingers, nominally acquired from 10 different subjects and 2 fingers per subject (preferably
left/right index finger) and,

— aset of 5 index finger repeat captures from the same hand of a single subject.

All of these test livescans shall be supplied for assessment in 8 bits per pixel, monochrome (grayscale),
uncompressed format (and have never been lossy-compressed).

B.2.2|4.1 Requirement #1 - Fingerprint Gray Range

At lealst 80,0 % of the captured individual fingerprint images shall have a gray-scale dynamic range of at least
150 gray-levels.

B.2.2|4.2 Background

Dynamic range is computed in terms of number of gray-levels present that,have signal contemt, measuring
within the fingerprint area and substantially excluding non-uniform background areas.

B.2.2|4.3 Requirement #2 - Fingerprint Artifacts and Anomalies

Artifagts or anomalies detected on the fingerprint images, which are due to the device or image processing,
shall pot significantly adversely impact supporting the intended applications.

B.2.2(4.4 Background

The fingerprint images will be examined to determine the presence of artifacts or anomalies which are due to
the de¢vice or image processing; assessment may include measurements to quantify their degrge of severity
and s|gnificance. Image artifacts or anomalies such as the following non-inclusive list may be investigated:

« jitten noise effects

» localized offsets of fingerprint;segments
 sengor segmentation / butt joints

* noisp streaks, erratic pixel\response

* gray-level saturation

* pool reproduceability.

B.2.2|4.5 Requirement #3 - Fingerprint Sharpness & Detail Rendition

The gharpness and detail rendition of the fingerprint images, due to the device or image processing, shall be
high g¢neugh to support the intended applications.

B.2.2.4.6 Background:
Fingerprint sharpness and detail rendition, which is due to the device or image processing, may be

investigated by employing suitable, objective image quality metrics, as well as by visual observation of the
softcopy-displayed images.
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B.3

B.3.1

Requirements and test procedures for optical fingerprint scanners

Introduction

This annex details requirements and testing procedures for high quality optical fingerprint scanners.

B.3.2 Testing prerequisites

B.3.2.1 Requirements on the testing laboratory

All measurements have to be performed within a completely darkened optical laboratory without the influence

performed. F
prisms; this
the recording
switched on,
carrying out
has to be cle

e suita

sprea

e suital
The personal
especially on

B.3.2.2 Req

For the test 0
including neg
required.

The fingerpri
algorithms or
include filters
For this purp
software parf
during the te
used in custo

B.3.2.3 Req

The software

]
r some of the measurements it is necessary to extract light which is emitted by the scann
trongly enhances the sensitivity of the scanner with respect to false light. An exception h
of fingerprints to test the gray scale range. For this test the normal room illumination has
to ensure normal environment conditions similar to the typical usage of the”device.
e measurements it has to be ensured that the optical surface of the fingerprint recording
ned. For performing the tests on the scanner the test lab uses the following, test tools:

ble software for data evaluation (Clause B.3.2.3)
dsheet software
ple test targets (Clause B.3.2.4)

of the test lab has to have fundamental knowledge on the test of optical systems/instrun
the test of fingerprint scanners.

uirements on the test object
f the fingerprint scanner the manufacturer has to state the exact optical principle of the sc

essary drawings (or pictures, tables)2An image capture area of at least 16 mm x 20

Nt scanner to be tested has ta-be fully functional. Adaptive or dynamic adjustment, calib
spoof detection mechanisms inside the scanner or the scanner software (on the PC), whic

to be
er via
ere is
to be
\While
area

hents,

nner,

m is

ration
N may

compensation, optimization, dynamic contrast adjustment, have to be disabled during th¢ test.

pse the manufacturerimay have to provide an adapted software for the scanner in which
s/algorithms are deactivated. The software has to operate with constant parameter se
5t. Only for testing the gray scale range of fingerprint images dynamic algorithms which
mer applications:are allowed.

Liirements/on the evaluation software

ta_evaluate the fingerprint digital image data has to compute image quality based on thg

such
ttings
vill be

e two-

dimensional

patial freauency nower snectrum of the fingerprint digital imaae. The nower spectrum \wh
L -1 J = L ~J Ll bJ ~J L L 7

ich is

the square of the magnitude of the image’s Fourier transform, contains information on the sharpness, contrast,
and detail rendition of the image. These are components of visual image quality. Within the software, the
power spectrum is normalized by image contrast, average gray level (brightness), and image size; a visual
response function filter is applied, and the pixels per inch (ppi) spatial sampling rate scale of the fingerprint
image is taken into account. The fundamental output is a single-number image quality value which is the sum
of the filtered, scaled, weighted power spectrum values. The power spectrum normalizations allow valid
comparisons between disparate fingerprint images. The software has to work as described in the following list:
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The software shall have the digital fingerprint image as input.
It shall define a square window width of about 60% of fingerprint image width.

It shall locate the left / right and bottom / top edges of the fingerprint.
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It shall define a set of overlapping windows covering the entire fingerprint area.

It shall exclude very dense and very low structure areas within the fingerprint from further evaluation.

It shall compute the 2-D power spectrum of each window and |FFT|2.

It shall be normalized by total energy and window size.

It shall apply a Human Visual System (HVS) filter (inclusion of such a filter makes the final quality

values more closely correspond to human observer assessments of relative quality).

It shall use an initial image quality value per window, i.e. the 2-D normalized, filtered power spectrum

values at non-zero frequencies are summed, resulting In a single quality number far the given sub

image.

It shall identify the window with the highest image quality.

It shall convert the image quality to the dc normalized image quality, that means jtthas to scale {he fingerprint

image to them range [0,100], where 0 is the worst quality, 100 is the best quality:
e| The image quality overestimates dark areas within the fingerprintimages and underesfimates bright
areas. This effect shall be compensated by multiplying the imagetquality value with the |[square of the
average gray values.
o[ It shall check for special cases (very high contrast or‘vety light, structured image) apd adjust the
image quality accordingly.
¢| It shall scale by ppi and normalize the image quality'to the range [0,100].
B.3.2|4 Demands on the test targets
B.3.2/4.1 Test targets for optical fingerprint scanner working on the principle of frustrated total
internal reflection in the brightfield
Test fargets have to be used, which are closely related to the functional principle of the fingerprint scanner.

Durin
The t
as sp
the s
target
For th
and (
surfag

J the tests with these targets no intervention in the optical beam path of the scanner shall e performed.

hrgets have to be placed directly on the optical recording surface of the scanner. The targ
ecular reflecting, structuréd,or unstructured mirrors. Light emerging from the optical record
anner will not only be reflected from the front surface of the target, but also from the ba
. To avoid these parasite reflections, a prism has to be placed on top of the target, to coupl
is purpose, an immersion liquid has to be inserted between scanner and target and also b
rism; the refractive index of this liquid has to be close to those of optical glasses (opt
e of the scanner, target, prism). This liquid layer has to contain neither dust nor air

recompmended-to<use an immersion liquid with a reflective index of n~1,5.

B.3.2

4.2 Test targets for optical fingerprint scanner working on the principle of fru

pts are made
ng surface of
tk side of the
b out this light.
btween target
cal recording
bubbles. It is

strated total

internal reflection in the dark field

Test targets have to be used, which are closely related to the functional principle of the fingerprint scanner.
During the tests with these targets no intervention in the optical beam path of the scanner shall be performed.
The targets have to be placed directly on the optical recording surface of the scanner. For the optical coupling
between scanner and target an immersion liquid has to be inserted; the refractive index of this liquid has to be
identical with those of the optical recording surface of the scanner. This liquid layer has to contain neither dust
nor air bubbles. It is recommended to use an immersion liquid with a reflective index of n~1,5.

The targets are made as diffusely reflecting areas. On these substrates defined gray levels (grayscales) can
be generated by suitable exposure processes. The targets material is required to be liquid resistant. If the
targets are laminated to protect them from liquid, care has to be taken that the lamination process does not
change the optical properties of the targets.
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B.3.3 Requirements and test procedures

B.3.3.1 Investigation of the grayscale linearity
B.3.3.1.1 Requirements
When measuring a stepped series of uniform target reflectance patches (“step tablet”) that substantially

covers the scanner’s gray range, the average value of each patch shall be within 7,65 gray-levels of a linear,
least squares regression line fitted between target reflectance patch values (independent variable) and

scanner output gray-levels of 8 bit spatial sampling rate (dependent variable).
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i.e., a small 3
and unrepreg
submission o

It is recogniz
average refle
may sometim
these reason

B.3.3.1.3

B.3.3.1.3.1
internal reflg

For this test
are realized.

but allows a maximum reflection of about 50%. Aluminium has a maximum reflectivities of about 85-92¢

it is difficult t
predicted, the

B.3.3.1.3.2
internal reflg

For this test
targets are ¢
According to
way multiple

Test targets for optical fingerprint scannetiworking on the principle of frustrated total

B:\r\l{grnllnd
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hns, linearity produces a pristine image in a common reference base. From this base, use

entative of operational use to force linearity on the scanner under test, Such cases requi
documentation along with the waiver request.

ed that the fingerprint on the scanner may have less thanigdeal characteristics, in ter
Ctance, discontinuities in average reflectance, low contrast or background clutter. Such pro
es be minimized by applying nonlinear gray-level processing to the scanner captured imag
5, linearity is not a requirement for the operational or test fingerprint scans.

Used targets

ction in the bright field

ase targets with a metal coated surface may be used; within these targets different reflec
Chromium or aluminium may be used; chromium can be very well deposited in different de

b depose it in different densities. As the reflectivities of the target surfaces cannot be co
reflectivities of all targets_have to be measured accurately.

Test targets for gptical fingerprint scanner working on the principle of frustrated totg
ction in the dark field

tase targets’with diffusely reflecting surfaces with different blackened test fields are used.
ommergcially used for testing the modulation transfer function (MTF) of flat bed sca
the size of the recording surface the target is cut into pieces with two or more test fields. H
est fields can be placed simultaneously on the recording surface.

mode. Linearity enables valid comparisons of test measurements with requirementd.
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B.3.3.1.4

Test procedure

B.3.3.1.4.1 Teststep1l

A series of fields with different reflection values have to be placed one after another on the fingerprint scanner
and an image of each target has to be recorded. At least nine targets with different reflection values, which
substantially cover the dynamic range of the scanner, have to be recorded.

B.3.3.1.4.2 Test step 2

Adjacent the average gray value of each target image shall be determined with a suitable software. The
reflectivity and the resulting gray value of each target shall be determined as pair of values.
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B.3.3.1.4.3 Test step 3

For those pairs of values a linear regression shall be performed. For each average gray value the difference to
the resulting regression line shall be determined.

B.3.3.1.5 Requirement compliance
None of the calculated differences in test step 3 is allowed to be larger than 7,65 gray values.

B.3.3.2 Investigation of the spatial sampling rate and geometrical accuracy

B.3.3]|2.1 Requirements

Spati@l sampling rate: The scanner’s final output fingerprint image shall have a spatial sampling rate, in both
sensqr detector row and column directions, in the range: (R — 0,01R) to (R + 0,01R). {Thé magpitude of R is
either] 500 ppi or 1000 ppi; a scanner may be certified at either one or both of these spatial $ampling rate
leveld. The scanner’s true optical spatial sampling rate shall be greater than or equalto R.

Across-Bar geometric accuracy: When scanning a 1,0 cy/mm, multiple parallel*bar target, in both vertical bar
and Horizontal bar orientations, the absolute value of the difference (D),/between the actual digtance across
parallpl target bars (X), and the corresponding distance measured in‘thé image (Y), shall nqt exceed the
followling values, for at least 99% of the tested cases in each print block measurement area and |n each of the
two dfrections

for 500 ppi scanners: D < 0,0007, for 0,00 < X < 0,04and D < 0,01X, for 0,07 < X < 1,50

for 1000 ppi scanners: D < 0,0005, for 0,00 < %.=0,07 and D= 0,0071X, for 0,07 < X < 1,50
wherg D = |Y-X|, X = actual target distance, Y = measured image distance (D, X, Y are in inches)

Along-Bar geometric accuracy: When scanning a 1,0 cy/mm, multiple parallel bar target, in both vertical bar
and Rorizontal bar orientations, the maximum difference in the horizontal or vertical direction,| respectively,
betwgen the locations of any two points within a 1,5 inch segment of a given bar image, shall be less than
0,016|inches for at least 99% of the tested cases in each print block measurement area and in e@ch of the two
orthogional directions.

B.3.3|2.2 Background

A multiple parallel bartarget refers to a Ronchi target, which consists of an equal-width bar and gpace square
wave [pattern with high“contrast ratio and sharp edge definition. For a 500 ppi system, the spatial sampling
rate ghall be between 495,0 and 505,0 ppi; for a 1000 ppi system, the spatial sampling rate shall be between
990,0| and 10100 ppi. The scanner’'s true optical spatial sampling rate may be greater than| the required
spatigl sampling rate, in which case rescaling down to the required spatial sampling rate is perfgrmed for final
outpuf. However, the scanner’s true optical spatial sampling rate cannot be less than the required spatial
sampling rate; | e. “up scallng" from less than the requwed ppi spatlal sampling rate, to the reqw ed ppi spatial
samp ‘
target bars that substantlally cover the total image capture area. The 500ppi requwement corresponds to a
positional accuracy of + 1,0% for distances between 0,07 and 1,5 inches, and a constant + 0,0007 inches (1/3
pixel) for distances less than or equal to 0,07 inches. The 1000ppi requirement corresponds to a positional
accuracy of + 0,71% for distances between 0,07 and 1,5 inches, and a constant + 0,0005 inches (1/2 pixel) for
distances less than or equal to 0,07 inches.

Along-bar geometric accuracy is measured along the length of imaged, 1,0 cy/mm Ronchi target bars that
substantially cover the total image capture area. For a given horizontal bar, for example, the maximum
difference between bar centre locations (in vertical direction), determined from bar locations measured at
multiple points along a 1,5 inch bar segment length, is compared to the maximum allowable difference
requirement (analogously for vertical bar). This requirement is to ensure that pincushion or barrel distortion
over the primary area of interest; i.e., a single fingerprint is not too large.
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B.3.3.2.3 Used targets

B.3.3.2.3.1 Test targets for optical fingerprint scanner working on the principle of frustrated total
internal reflection in the bright field

The target has to cover at least 70% of the recording surface of the fingerprint scanner. The test structure is a
grating with a constant period length of 1mm. The target can consist of directly reflecting structures, such as
chromium stripes on a glass substrate. The light passing the glass substrate has to be coupled out by a prism
which has to be placed on top of the target.

Alternatively to this chromium coated glass target a plastic foil printed with black lines can be used. In this
case no prism_on top of the target is required. Reflexion of the light is performed on the back side of the foil.

The black pri
usage of this

B.3.3.2.3.2

hted areas of the foil absorb and scatter the light, thus these areas appear dark in the imags
target material is recommended for larger fingerprint scanning surfaces.

Test targets for optical fingerprint scanner working on the principle of frustratéed totg

int¢rnal reflection in the dark field

The target hg
grating with a
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constant period length of Imm.
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structures ca
used as targ
immersion lig
material is in

N be applied by a photographic process or by printing. Photogfaphic or coated paper shall
et material, because its optical properties can be influeneed by wetting the materi
uid. Thus, plastic material coated with photo emulsionJas substrate is recommendeq
bensitive against immersion liquid; the dark structures-can be applied similar to the photog

process on paper.
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bn using chromium coated glass targets the light passing the glass substrate has to be cd
h which has to be place on top ofthe target. When using black printed plastic foils as targ
necessary. Each target has(to be placed 4 times on the recording surface of the finge
times with the lines in vertical direction (each time turned by 180°) and two times with the li
bction (each time turned by 180°). By using this method, errors induced by the target and
scanner can be detected.

he target on thewrecording surface of the fingerprint scanner one has to ensure that the stri
parallel to-the"pixels of the scanner. To detect this, one has to look for aliasing effects
ripes whiledooking at the recorded images on a high quality monitor.
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ordinates of the edges of the stripe field in the recorded image are determined These daf

the picture dimensions are necessary for the evaluation by suitable software (see ‘Demand on the evaluation
software’). This software determines within the specified measurement field the distance between
neighbouring stripes, the average distance between six stripes and the coordinates of the central line of each
stripe. As a unit, pixels shall be used.

B.3.3.2.4.3 Test step 3

Based on the results of test step 2 and the well known grating period of the test target (1 mm) the spatial
sampling rate of the scanner at different positions within the image can be determined. This spatial sampling
rate can be used to rescale the distance between the stripes from pixel to mm. Based on these values the
difference between theoretical and measured distance between the stripes can be calculated for different
measurement areas. From the position of the stripes and their lateral bend the scanner distortion can be
measured.
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B.3.3.2.5 Requirement compliance
The values listed under “Requirements” within this test case have to be completely met.

B.3.3.3 Investigation of the contrast transfer function

B.3.3.3.1 Requirements

The spatial frequency response shall be measured using a binary grid target (Ronchi-Grating), denoted as
contrast transfer function (CTF) measurement. When measuring the bar CTF, it shall meet or exceed the
minimum modulation values defined by equation [EQ 1] or equation [EQ 2], in both the detector row and

detectorcoturmdirections, ard-overany Tegiom of the—scanmer's fretd—of view—€TFvatues tgmputed from
equatjons [EQ 1] and [EQ 2] for nominal test frequencies are given in Table B.6. None of the CI[F modulation
valueg measured at specification spatial frequencies shall exceed 1,05. The output bar target'image shall not
exhib|t any significant amount of aliasing.
Table B.6 — Minimum and maximum modulation
Frequency Minimum Modulation Minimum Modulation Maximum
[cy/mm)] for 500 ppi scanners for 1000 ppi scanners Modulation

1,0 0,948 0,957 1,05

2,0 0,869 0,904 1,05

3,0 0,791 0,854 1,05

4,0 0,713 0,805 1,05

5,0 0,636 0,760 1,05

6,0 0,559 0,716 1,05

7,0 0,483 0,675 1,05

8,0 0,408 0,636 1,05

9,0 03333 0,598 1,05

10,0 0,259 0,563 1,05

12,0 0,497 1,05

14,0 0,437 1,05

16,0 0,382 1,05

18,0 0,332 1,05

20,0 0,284 1,05
It is not required that the bar target contain the exact frequencies listed in the previous table, [however, the
targef does need to cover the listed frequency range and contain bar patterns close to eacH of the listed
frequencies. The Tollowing equations are used 1o obtain the minimum acceptable CTF modulation values

when using bar targets that contain frequencies not listed in the previous table.

e 500 ppi scanner, for f = 1,0 to 10,0 cy/mm: CTF = 3,04105E-04 * f* — 7,99095E-02 * f + 1,02774
[EQ 1]

e 1000 ppi scanner, for f = 1,0 to 20,0 cy/mm: CTF = - 1,85487E-05*f +1,41666E-03*° — 5,73701E-02*
f+1,01341 [EQ 2]

For a given bar target, the specification frequencies include all of the bar frequencies which that target has in
the range 1 to 10 cy/mm (500 ppi scanner) or 1 to 20 cy/mm (1000 ppi scanner).
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B.3.3.3.2 Background

A multiple parallel bar target refers to a Ronchi target, which consists of an equal-width bar and space square
wave pattern with high contrast ratio and sharp edge definition. These targets have to have all spatial
frequencies in the range mentioned in the requirements section. All these gratings have to be place on one
single target. Additionally, on this target there have to be large black and white structures to determine a CTF
at a frequency of about 0 cy/mm. The spatial frequency of these structures has to be smaller than 3% of the
Nyquist frequency. For all scanners these structures have to have a width of at least 1,7 mm. Each of the test
field with the frequencies listed above have to have an adequate number and length of the gratings as listed in
Table B.7:

Tahle B 7 — Dimensions of the target structures

Spatial Min. number Width of the Min. length of the | R/R Nyquist R/R Nyquist
Frequency of Stripes stripes stripes (at 500ppi) (at 1000ppi)
R [mmn™] [mm] [mm]

0,B 1 >1,700 2,50 3% 1,5%

1 4 0,500 2,50 10% 5%

2 5 0,250 1,25 20% 10%

3 5 0,167 0,85 30% 15%

4 5 0,125 0,63 40% 20%

5 10 0,100 0,50 50% 25%

6 10 0,083 0,42 60% 30%

1 10 0,071 0,36 70% 35%

g 10 0,063 0/32 80% 40%

9 10 0,056 0,28 90% 45%

14 10 0,050 0,25 100% 50%

1 10 0,042 0,25 - 60%

14 10 0,036 0,25 - 70%

1 10 0,032 0,25 - 80%

113 10 0,028 0,25 -- 90%

20 10 0,025 0,25 100%
B.3.3.3.3 Used targets
B.3.3.3.3.1 Testtargets for optical fingerprint scanner working on the principle of frustrated total
internal refldction in the bright field

The target can consist of directly reflecting structures, such as chromium stripes on a glass substrate. The
target has to be structured as mentioned in the section above. The light passing the glass substrate has to be
coupled out by a prism which has to be placed on top of the target (see 'Demands on the test targets’).

Alternatively to this chromium coated glass target a plastic foil printed with black lines can be used as target.
In this case no prism on top of the target is required. Reflection of the light is performed on the back side of
the foil. The black printed areas of the foil absorb and scatter the light, thus these areas appear dark in the
image. The usage of this target material is recommended for larger fingerprint scanning surfaces.

When determining the CTF one has to consider that the target has a certain frequency response (mainly

caused by the manufacturing process). Thus the CTF of all used targets has to be tested by a microscope
before using them for this investigation.
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If the target covers at least 25% of the recording surface of the fingerprint scanner, it has to be placed only
once in the centre of the recording surface. Otherwise it has to be placed twice on the recording surface, left
and right of the centre. Thus, the corresponding number of images has to be recorded.

B.3.3.3.3.2 Test targets for optical fingerprint scanner working on the principle of frustrated total
internal reflection in the dark field

The target has to consist of diffuse bright reflecting material, on which dark structures are applied. These
structures can be applied by a photographic process or by printing. Photographic or coated paper shall not be
used as target material, because its optical properties can be influenced by wetting the material with
immersion liquid. Thus, plastic material coated with photo emulsion as substrate is recommended; this
mateat—s—sens Hre—acains Herstorr—tiertid Te—C8 S v es—cam—be—appited I|ar|y to the
photographic process on paper.

Wher| determining the CTF, one has to consider that the target has a certain frequency resgonse (mainly
causdd by the manufacturing process). Thus the CTF of all used targets has ,to\'be investigated by a
micropcope before using them for this test.

If the [target covers at least 25% of the recording surface of the fingerprint scanner, it has to bg placed only
once jn the centre of the recording surface. Otherwise it has to be placed twice on the recording surface, left
and right of the centre. Thus, the corresponding number of images has to‘be recorded.

B.3.3|3.4 Test procedure

B.3.3(3.4.1 Teststep 1

The thrgets have to be placed on the recording surface (see 'Demands on the tast targets’ [section). The
alignment of the targets with respect to the pixel rows' of the image has to be better than 0,5F. From each
targef two images have to be recorded, one with:the stripes aligned in vertical direction, a segond with the
stripep aligned in horizontal direction.

B.3.3]|3.4.2 Test step 2

Adjacent within the recorded images the coordinates of the edges of a rectangular surrounding all gratings are
determined. With these coordinates, the file size and the dimension of the test targets, the CTF of all single
test gratings will be calculated.

B.3.3|3.4.3 Test step-3

The dletermined CTE.values have to be corrected by using the real/measured modulation |of the target
(see |Target’ section). In addition the target modulation realizes no perfect “black” and “whife”. Thus the
modujation has to be corrected by using the “black” and “white” values determined from the lajge structures
as mentioned-in section “Background”; all CTF values have to be divided by this modulation.

B.3.3135 Requirement compliance

The values listed under “Requirements” within this test case have to be completely met. The CTF values for
horizontal and vertical direction have to correspond to these values. The acquired images are not allowed to
show significant aliasing effects.

B.3.3.4 Investigation of the signal-to-noise ratio and the gray-level uniformity

B.3.3.4.1 Requirements

The white signal-to-noise ratio (SNR) and black SNR shall each be greater than or equal to 125,0, in at least
97% of respective cases, within each measurement area.
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The gray level uniformity is defined for the three following cases:

Adjacent row, column uniformity: At least 99% of the average gray-levels between every two adjacent
quarter-inch long rows and 99% between every two adjacent quarter-inch long columns, within each
imaged area, shall not differ by more than 1,0 gray-levels when scanning a uniform low reflectance
target, and shall not differ by more than 2,0 gray-levels when scanning a uniform high reflectance
target.

Pixel to pixel uniformity: For at least 99,9% of all pixels within every independent 0,25 inch by 0,25
inch area located within each imaged area, no individual pixel's gray-level shall vary from the average
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W are applied on.the recording surface of the scanner, is precluded. For this test homog

pe shall be an“equable bright or dark image, whose average gray value has to be fou
the minimum gray value of the scanner or respectively four gray values below the max
the scanner. If the targets are placed within the optical beam path of the scanner, they sh
in filters to avoid a beam displacement which would lead to inhomogenities and enhanced 1

bcting
PNous
. The

gray
imum
all be
oise.

B.3.3.4.3.2

Iest targets 1or optical fTringerprint scanner working on the principlie ofr rrustrated

internal reflection in the dark field

total

The target has to consist of diffuse bright and dark reflecting material. The targets have to be homogeneous to
fulfil together with the scanner the listed requirements. For the test e.g. the following Munsell test normal are
recommended: N3 (dark, 7% reflection), N9 (bright, 79% reflection). When using the target its substrate can
be wettened by the used immersion liquid. Its optical properties are normally not influenced by this, but the
test can only be performed once with one target and has to be performed as fast as possible.
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B.3.3.4.4 Test procedure

B.3.3.4.4.1 Test step 1

For optical fingerprint scanners working on the principle of disturbed total reflection in the bright field: The
filters have to be inserted in the optical beam path of the scanner (opened housing of the scanner) or the
exposure time of the scanner has to be accordingly adjusted. For each filter inserted in the beam path or each
setting of the exposure time an image of the free image capture area has to be recorded, resulting at least in
one bright and one dark image.

For optical fingerprint scanners working on the principle of disturbed total reflection in the dark field: The
targe fthr forr o f i f —From each of
the two target one images has to be recorded, resulting in one bright and one dark image.

B.3.3|4.4.2 Test step 2

For determining the SNR the acquired pictures is divided into test fields of the size)0,25 inch *0,25 inch and
the mlean gray value, the number of false pixels, and the standard deviation of the*gray values of all rows and
columns of this test field are determined. With these values the SNR and:the gray-level yniformity are
calculated. The SNR will be calculated for all test fields distributed all over the image. For each pixel the
differ¢nce to the average gray value of the test field will be calculated. To determine the SNR in the bright and
rk field the quotient of these values with the standard deviation of the gray values of eagh test field in
the bright and the dark field are calculated.

For determining the gray-level uniformity the acquired pictures iS again divided into test fields of|the size 0,25

inch 10,25 inch and the mean gray value, the number of false pixels, and the standard deviatign of the gray
values of all rows and columns of this test field are determined.

B.3.3/4.5 Requirement compliance

The vlues listed under “Requirements” within:this test case have to be completely fulfilled.
B.3.3|5 Investigation of the gray'scale range of fingerprint images
B.3.3|5.1 Requirements

A finderprint scanner operating at 500ppi or 1000ppi, has to perform the following sets of live scaps:

For & standard roll and_plain finger live scanner: capture a complete set of fingerprints from each of 10
subjefts; i.e., 10 rolls“(all 5 fingers from each hand), 2 plain thumb impressions, and 2 plain 4-finger

impressions.

For alpalm scanner component of a live scan system: capture left and right palms from each of 1P subjects.

For apndentification flats live scanner: capture left and right 4-finger plain impressions and duql thumb plain
impressions from each of 10 subjects.

Within the histogram of each image all gray values with at least 5 Pixels in this image are counted. The
histogram has to show no break and no other artefact. At least 80% of the captured individual fingerprint
images shall have a gray-scale dynamic range of at least 200 gray-levels, and at least 99% shall have a
dynamic range of at least 128 gray-levels.

B.3.3.5.2 Background

This test shows the scanner performance in normal operation mode.
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B.3.3.5.3 Used targets

No targets are used in this test case.
B.3.3.5.4 Test procedure

B.3.3.54.1 Teststep 1

The test persons have to place their finger one after another on the image capture area of the fingerprint
scanner. From each finger a single image is recorded. If the scanner can record four finger images, such an
image of each hand is recorded.

B.3.3.5.4.2 Test step 2

The histograms of all images are evaluated according to the previously listed requirements.

B.3.3.5.5 Requirement compliance

The values ligted under “Requirements” within this test case have to be completely(met.
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Finger image data record example

The fingerprint image in the illustration below will serve as example of the data encoding process and will be
formatted according to this part of ISO/IEC 19794. Assume it originated from a left index finger and that the
rolled_image was captured using a live-scan device. Although the device technology is unknown the scan

spatial sampling rate was 500 ppi using an 8-bit bit-depth. The image has pixel dimensions of
will be formatted as uncompressed for the purpose of illustration. The device has one quality, b
certification block. The required fields for this example are illustrated in Table C.1 and Table-C.2

Scan Representation

Line 1

» Line k

» Line n

Line

Table*C1 — General record header example

Field Bytes Value Notes
Format identifier 4 46495200Hex “FIR” — Finger Image Record
Version number 4 30323000 Hex “020”
Length of record 4 000393C9hex One finger representation
16 length of general header
+50 length of repr. hepder
+234375 length of data
= 234441 bytes
Number of 2 0001 Hex Single capture of the fihger
representations image
Bevice-certification-block——1 Odtiex Certification-blocks-are
present
Number of fingers/palms | 1 01hex Left index finger only
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Table C.2 — Finger image header record example

Field Bytes Values Notes

Length of finger data 4 00 03 93 B9hex Includes header, and largest

block (bytes) image data block

Capture Date-time 9 07D5 0C OF 11 2313 December 15,2005 at
0000Hex 17:35:19.000

Capture device 1 00wex Technology unknown or

technology identifier unspecified

Capture device vendor 2 ABCDpex Vendor IBIA ID

identifier

Capture device type 2 1235 ex Vendor assigned 1D

identifig]

Numbel of quality blocks | 1 01hex One image quality block

Quality palue 1 3Anex Image quality of 58

Quality plgorithm 2 ABCDpex Vendor IBIA ID

vendor (D

Quality plgorithm ID 2 1234 ex Vendor assignhed’ID

Numbel certification 1 01hex One certification block

blocks

Certificgtion authority 2 78ABex IBIAID

identifiey

Certificgtion identifier 1 01Hex Certification using Annex B.1

Finger/galm position 1 07 Hex Left index finger

Represgntation number 1 00Hex First capture

Scale ufits 1 01hex Pixels/inch

Scan spatial sampling 2 01F4Hex 500 pixels per inch

rate (hoyiz)

Scan spatial sampling 2 01F4Hex 500 pixels/inch

rate (veft)

Image dpatial sampling 2 01F4yex 500 pixels/inch

rate (horiz)

Image gpatial sampling 2 01F4Hex 500 pixels/inch

rate (ve[t)

Bit-depth 1 08hex 256 gray levels

Image qompression 1 00wex Uncompressed

Algorithm (no bit packing)

Impresdion type 1 01hex Live-scan rolled

Horizontal line length 2 0177 Hex 375 pixels per horizontal line

Verticallline length 2 027 1hex 625 horizontal lines

Image data length 4 00039387 Hex 234,375 bytes
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Annex D
(informative)

Conditions for capturing finger image data

D.1 Purpose

from & scanner. It is intended for users of fingerprint image capture systems, as well as fingeriimpge capturing
system designers and biometric authentication system designers. Descriptions in the dogument are targeted
at the capture of high quality plain fingerprint images, but do not mandate anything ‘about |fingerprinting
methgds. Rolled finger impressions, such as those taken for law enforcement applications, are [not the focus
of thi$ annex, as the capture of such prints is generally supervised by a trained operator to egnsure correct
placement and pressure. The term “confirmation” used in this document means making a final
acceftance/rejection decision according to a visual inspection of a captured image. Specific decision criteria
are npt defined here, but some guidelines to make decisions are provided. System designer$ and system
providers are recommended to adopt these guidelines as needed.\Procedures to be exefputed when
fingerprints image cannot be captured are beyond the scope of this.document as are the techipiques for the
compfession and encoding of captured images.

This t’mex recommends techniques designed to enable the best possible fingerprint images\t¢ be captured

D.2 Fingerprint Imaging Recommendations
D.2.1 Recommendations for Finger Image Scanners (2Dimensional flat scanner)

D.2.1|1 Image Quality Specifications

It is [recommended to use finger image capture devices that meet one or more of the certification
specifications found in Table 5. Capture devices need to be re-calibrated periodically. The method by which
this ig done is device specific and;beyond the scope of this standard. The frequency with which a device
shoulfl be re-calibrated depends ©n both the vendor/device and the application for which it is be|ng used, and
will ngrmally be defined as part of the standard operating procedures for the system.

D.2.1|2 Recommended Finger Positioning

Consistent finger-pasitioning on the sensor surface makes it possible to acquire a larger effective image area
from the same-part of a finger every time. In other words, overlapped areas between images to |be compared
become larger, which is expected to improve the accuracy of verification.

The dorelof a fingerprint is defined as the topmost point on the innermost recurving ridgeline of g fingerprint. If
the core 1S located at the centre of the captured image It will generally Tesult In a larger overlapping area for
verification purposes. For this purpose it may be beneficial to employ a display monitor where the finger
positioning can be checked, or use devices with a function that automatically detects the finger position and
provides appropriate feedback to the user. This will also prevent a device from capturing only a side of a
fingertip.

Note that for some types of pattern classes the core is not located at the centre of the finger. In such cases, it
may not be practical to use the core alignment method described above.
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If directions
verification im

-_

=

displacement

Figure D.1 — Centering finger

pf fingertips on the sensor surface are always the same,the overlapping area between two

ages will be consistent.

Rotated

Overlap Area

=

Figure D.2 — Rotation and its overlap area

Guidance (either visual or audible) for placing the finger in the same orientation each time should be provided,
or the physical design of the device should be such as to encourage correct placement.
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Figure D.3 — Fingertip c%%ction

nger is placed at an angle to the sensor rather th gaced flat on it, the side of the fing
red and in general the utility of the sample will sb\%{e uced.

&

N
¥
xO
&
& I

.

oo®
Q- Rolled

%O Figure D.4 — Angled finger
O

Decrqg

erprint will be

asirig such rolling motion is also necessary to improve the accuracy. Note that simultaned

us capture of

multiple fingers has an advantage of reducing the rolling motion.

Figure D.5 — Multiple-finger slap
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Automatic core-detection performance more or less depends on detection algorithm performance. On the
other hand, while user cooperation will be required, slap fingerprints (simultaneous capture of four fingers) and
the first joint position control may enable significant improvement once the users become familiar with the
method.

D.2.1.3 Illumination, Lighting, Activation

Optical fingerprint sensors illuminate the finger when capturing it. However, ambient light may adversely affect
the capture. For example a ceiling light may enter the sensor. This can be alleviated by providing a roof or
other means to block the ambient light or using light with a wavelength range different from that of the ambient
light. In the case where visible light is used to illuminate the sensor, turning this light on can be used as a cue
to commencqgthe baptwc Process:

D.2.1.4 Cldanness of Platen, Latent Print

It is
up of
ensor
dures

Before imag¢ capture device calibration, the capture platen shall be free of residual ifingerprints
preferable to check whether any residual fingerprint may affect the subsequent capture. Excessive build
dirt or residugl fingerprints on the platen can adversely affect the quality of the captuted-image. The s
should be clganed in accordance with manufacturer's guidelines and agreed standard operating proce
for the applicgtion.

D.2.1.5 Mojsturizing
Quiality of a ¢aptured image may be degraded when the finger skin is"yery dry. ‘If dry skin is thought|to be
resulting in Igw image quality for an individual, it may help to moisturise the finger, for example, by breathing
on it, touching a sweaty part of the skin, wiping it with a wet paper;'or applying gel or cream to it.

n the
S.

Note that if tH
sensor surfad

e finger is over-moisturized, the moisture may.be"captured on an image or leave a mark
e. In that case, the sensor surface shall be dried by wiping off the moisture or by other me

D.2.1.6 Drying

ought

When a finge
to be resultin

D.2.1.7 Mis

There may b
reasons. App|
is temporary

D.2.1.8 Fin

It is preferabl

per Selection and Order of Capture

I is very moist, it shall be wiped with a dry paper or air-dried. If excessively moist skin is th
j in low image quality for an individual, it may help to dry the finger.

sing

e some cases whefe a fingerprint cannot be captured due to a missing finger or some
Fopriate policies(need to be in place for handling such cases, depending on whether the sit
broken bone, ‘injury, etc.) or permanent (amputation, physically-challenged, etc.).

b 0’ provide screen display and/or audio guidance to provide instructions on finger selectio

other
lation

n and

order, wheth which
hand to capture first. When more than one finger is to be captured, or a choice of finger is supported, the
target finger(s) should be clearly indicated to the user, for example via diagrams or illustrations.

Alternative input rules shall be determined in advance in case there are fingers that cannot be captured. When
the index finger is unavailable, for example, a rule of using the middle finger, thumb, or ring finger as an

alternative, and the selection order of the alternative fingers should be determined. When capturing multiple
fingers, switched fingers can be confirmed by using the verification function among each finger.

D.2.1.9 Assessing Finger Image Quality

Performance of any biometric system is highly dependent on the quality of data captured by the sensor.
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Many fingerprint capture devices now include automated image quality assessment software to provide
feedback to users, often in real time. Algorithms related to finger image quality are described in
ISO/IEC TR 29794-4 and serve as references for quality value calculations adopted by device providers.

Another method is to capture several images from one finger and perform a cross comparison between them
to see if the comparison scores obtained are above the threshold that has been set for the system. If they are,
then the quality is sufficient for the intended application.

An extension of this approach is to plot the scores from all of the cross comparisons (see Figure 7); the image
with the highest average score is assumed to have the highest image quality.

A benefit_of nccnccing imngn nlnnlify at enrolment is that it can highlight prnhlpmc where the subject's
fingerprint characteristics are not of adequate quality for the intended application, thergby enabling
appropriate countermeasures to be put in place (e.g. use a different finger, postpone-~the |enrolment or
consigler using a different modality).

dverage

7
85)

90 80
é Image #7115
V the best
60 70 65

Y

\

90 50 70
Z,

Figure D.6 — Selecting best image by using comparison trial average score

D.2.1.10 Existing Data Treatment

If an image of the finger was captured in the past, identification of the finger is possible by performing a
comparison process. It may also be possible to find out that an image of a finger believed to not have been
captured in the past is registered with a different ID.

D.2.1.11 Image Capture Factors

Height from the floor or the desktop to the scanner surface, as well as the angle of the scanner surface to the
floor or the desktop, affects the quality of captured images. Other factors that affect quality are the number of
fingers to be captured simultaneously (1, 2, 4, etc.) and whether both right and left hands are captured
simultaneously or not.
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Where enrolment is undertaken at multiple locations, it is highly desirable that comparable devices are used,
not only in terms of image quality criteria (i.e. device certification such as App F, PIV), but also platen size,
and capture processes. Controlling environmental variables such as the height and angle of the capture
device will also help to ensure consistent capture quality.

Consideration shall also be given to the capture of fingerprints from those who are especially tall or short, as
well as those with certain medical conditions or disabilities. The use of a portable or handheld sensor may
make it easier to capture good quality fingerprint images from such subjects.

Positional relation between the sensor surface and the body also affects the quality of captured images.
Usually, people tend to extend their hands with the thumb side up and the little finger side down. For this

ontal

reason, a fing
surface. This
for the captur

D.2.1.12 Op

In some app|
instructions t

er will be rolled (\A/ith the fingpr hone as an m(iq) when plnr‘ing the fingpr an the sensor hori

is not such an issue when capturing four fingers simultaneously, but when selecting theNo
e device proper consideration should be given to these and other usability factors.

bration

ications, and especially those where there is no operator supervision,~the provision of
D users, perhaps by means of a monitor display or audio guidance, is desirable. Such gui

messages may include the following:

e Captlire should start automatically.

e If aq
spec
e |[f the
that t

evice rejects a captured image and requires another capture) recapturing process shoy
fically notified to the user.

capture does not succeed even after a defined number of attempts, the device should in
he user needs to take other measures.

D.2.1.13 Example Configurations

D.2.1.13.1 @

Image captur

ne Finger in a Standing Position

b of one finger in a standing positioniis-llustrated below.

cation

clear
jance

Id be

Hicate
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D

Figure D.7 — Standing position
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Parameters such as height from the floor(H), angle(A), relative position between the body and the device(D),
and other necessary item should be described in the design specification.

D.2.1.13.2 Four Fingers in a Sitting Position

Image capture of four fingers in a sitting position is illustrated below. Same as in the case of one finger.

Figure D.8 — Sitting position

D.2.1|14 Indications to biomettic-operational personnel

More [than one decision threshold is applied to comparison scores in some systems, for example in those
which| return a decision ef\‘unknown” in addition to “comparison” and “non-comparison”. When p comparison
score|is not sufficientcdue’to image quality, it may be possible to reduce doubt about the verificgtion result by
presepting the quality value of the captured image to the operator if present.

D.2.1|15 Confirmation

The fpllowing may become possible by operators of the capturing system making a final decigion when the
autontatic jlldgmpnt is not sufficient:

e To check if the user correctly understands the capture procedure, or
e To visually check images based on highly-detailed information other than minutiae, for example
whether the effective area is small or not.

D.3 Guidelines for Image Data

D.3.1 Image Quality Metrics

Algorithms related to finger image quality described in ISO/IEC TR 29794-4 serve as references for quality
value calculation algorithms that are adopted in system specifications by providers.
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There have been attempts to detect the center of the pattern of a finger image area. System providers can

consider intro

ducing this function to the system specifications.

There have been attempts to calculate image quality using the reliability of minutiae detection. System

providers can

consider introducing this function to the system specifications.

D.3.2 Human Interface (Displaying Capturing/Captured Image)

When users are cooperative, it may be better to make the captured images visible to them. When there is a
concern about fingerprint image being peeped from a security perspective, presentation of a captured image

may be avoid

ed. In this case, an illustration can be presented instead.

D.3.3 Prept

Some device
parameters t
conditions. H
data capture
grayscale infq

D.4 Finge

Capture softy

their
Instry
Seleq
Retry
Softw
spec
Softw
Softw
Com
Seleq

D.5 Law e

Table D.1 prd
of the index
enforcement

Indication of the start of capture which is that time that begins at the point when the subject j

ocessing

5 are provided with a function to capture higher-quality images by automatically {altering S
b deal with sensor characteristic changes due to aging or to adapt to more \variations d
pwever, the capture process may take longer in order to implement parameter changes
] by a sensor may be processed and enhanced to improve visualization. However, dg
rmation can be lost due to the enhancement.

Image Quality Assessment Software

are is expected to have the following features:

hand on the platen

ction of the capture sequence

tion of high-quality images according to autematic quality judgment
instruction after failed capture

fied

are for feature extraction should.bé specified

are for verification should be specified

parison for trial at a registration function, and

tion of best quality image using a trial comparison function.

nforcement finger size recommendations

vides guidance and recommendations for the capture size of single fingers and the combi
middle,~ring, and little fingers from each hand. The values shown are aimed at th
hpplication.

ensor
f skin

Raw
tailed

laces

are for automatic quality judgment function (vendors, product names, versions, etc.) sholild be

hation
e law
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Table D.1 — Guidance for finger sizes

Finger position Finger Max imagze area Width Length
code (cm”) (mm)  (in) (mm)  (in)
Unknown 0 15,47 40,6 1,6 38,1 15
Right thumb 1 15,47 40,6 1,6 38,1 15
Right index finger 2 15,47 40,6 1,6 38,1 1,5
Right middle finger 3 15,47 40,6 1,6 38,1 15
Right ring finger 4 15,47 40,6 1,6 38,1 1,5
Right little finger 5 15,47 40,6 1,6 38,1 15
Left thumb 6 15,47 40,6 1,6 38,1 15
Left index finger 7 15,47 40,6 1,6 38,1 15
Left middle finger 8 15,47 40,6 1,6 38,1 15
Left ring finger 9 15,47 40,6 1,6 38,1 15
Left little finger 10 15,47 40,6 1,6 38,1 1,5
Plain right four fingers 13 61,95 81,3 3,2 7642 3,0
Plain left four fingers 14 61,95 81,3 3,2 16,2 3,0
Plain thumbs (2) 15 61,95 81,3 3,2 76,2 3,0

D.6 Possible References
Recommend to check reference literatures for following issues:

Recommended selection of fingers and order based on statistical experimental results
Minimum image size for good comparison petformance and

Significance of statistical logging and checking quality values (to be used for consideration of
revising capture sequence, standards, software, threshold and others).
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Annex E
(normative)

WSQ Gray-scale fingerprint image compression specification

E.1 Requirements and guidelines

E.1.1 General

This Specific

E.1.2 Intro

E.1.21 Wadq

The WSQ cl
each of whic
by a discrete

)

tion is applicable to continuous-tone gray-scale digital fingerprint images. This specificatior

Specifies a class of encoders for converting source fingerprint image data to compress¢
image data;

Specifies a decoder process for converting compressed image data'to reconstructed
fingerprint image data;

Specifies coded representations for compressed image data.
Juction

velet Scalar Quantization (WSQ) Compression

ss of encoders involves a decomposition of;the fingerprint image into a number of subh
represents information in a particular frequency band. The subband decomposition is ach
wavelet transformation (DWT) of the fingerprint image.

Each of the
quantization

The quantiz
Huffman tabl

Figure E.1 sh
encoder to ug

E.1.2.2 Str

Compressed

subbands is then quantized using* values from a quantization table. No default valu
bles are given in this Specification.

coefficients are then passed to a Huffman encoding procedure which compresses the
specifications shall be.provided to the encoder.

ows the main pracedures for WSQ encoding and decoding. The same tables specified
e to compress a particular image shall be provided to a decoder to reconstruct that image.

icture of-compressed data

imagejdata is described by a uniform structure and a set of parameters. The various parts

ands,
ieved

ps for

data.

or an

of the
owed

compressed

mage data are identified by special two-byte codes called markers. Some markers are fol

by particular

SEqUETICES O pararmeters suciT a5 tatte specifications and teaders, Othersare usedw

ithout

parameters for functions such as marking the start-of-image and end-of-image. When a marker is associated

with a particu

lar sequence of parameters, the marker and its parameters comprise a marker segment.

The data created by the entropy encoder are also segmented, and one particular marker - the restart marker -
is used to isolate entropy-coded data segments. The encoder outputs the restart markers, intermixed with the
entropy-coded data, between certain subband boundaries. Restart markers can be identified without having to
decode the compressed data to find them. Because they can be independently decoded, entropy-coded data
segments provide for progressive transmission, and isolation of data corruption.
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E.1.2
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3 Interchange format

specification-data needed for decoding.

E.1.2

4 Abbreviated format for compressed image data

5\ VAbbreviated format for table-specification data

Figure E.1 — DWT-based encoderand decoder simplified diagram

ition to certain required marker segments and the entropy-coded segments, the interchang
e the marker segments for all filter coefficient, quantization, and entropy-coding tables n
ing process. This guarantees;that a compressed image can cross the boundary between
ms, regardless of how each environment internally associates tables with compressed imag

e format shall
peded by the
identification
e data.

bbreviated format for compressed image data is identical to the interchange format, except that it does
clude all tables required for decoding (it may include some of them). This format is intg
applications where alternative mechanisms are available for supplying some or all

nded for use
of the table-

This format contains only table-specification data. It is a means by which the application may install in the

decoder the tables required to subsequently reconstruct one or more fingerprint images.

E.1.3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 19794-1 and the following apply.

E.1.3.

1

bit stream
partially encoded or decoded sequence of bits comprising an entropy-coded segment
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E.1.3.2

byte stuffing
procedure in
generation of

E.1.3.3

which the Huffman coder inserts a zero byte into the entropy-coded segment following the

an encoded FFe, byte

coding model
procedure used to convert input data into symbols to be coded

E.1.34

coding process

general term

Qr rpfprring to.an pnrnding process a dprnding process _or hath

E.1.3.5
columns
samples per

E.1.3.6
compressed
either compre

E.1.3.7
compressed
coded repres

E.1.3.8

compression

reduction in t

E.1.3.9
continuous-i
image sampls

E.1.3.10
decoder
embodiment

E.1.3.11
decoding pr
process whic

E.1.3.12
dequantizati
inverse proce

E.1.3.13

ine in an image

data
ssed image data or table specification data or both

image data
bntation of an image, as specified in this Specification

ne number of bits used to represent source image data

one image
bd at 8 bits per pixel

Df a decoding process

hcess
N takes as its input.compressed image data and outputs a continuous-tone image

oyl
dure toguantization by which the decoder recovers a representation of the DWT coefficient

(digital) rec

mstrocted mrage (data)

continuous-tone image which is the output of the decoder defined in this Specification

E.1.3.14

(digital) source image (data)
continuous-tone image used as input to any encoder defined in this Specification

E.1.3.15

(digital) image (data)

two-dimensio
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nal array of data
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E.1.3.16
downsampling
procedure by which the spatial resolution of an image is reduced

E.1.3.17

DWT discrete wavelet transform)

linear transformation, implemented by a multirate filter bank, that maps a digital input signal to a collection of
output subbands

E.1.3.18
encoder
embodiment of an pnrnding process

E.1.3]19
encogling process
process which takes as its input a continuous-tone image and outputs compressed image data

E.1.3]20
entropy-coded (data) segment
independently decodable sequence of entropy encoded bytes of compressed image data

s procedure which recovers the sequence ofisymbols from the sequence of bits progluced by the

s procedure which converts'a sequence of input symbols into a sequence of bits such thgt the average
r of bits per symbol approaches the entropy of the input symbols

Huffnpan decoding
entropy-decoding procedure which recovers the symbol from each variable length code progluced by the
Huffnmamrencodert

E.1.3.27
Huffman encoder
embodiment of a Huffman encoding procedure

E.1.3.28
Huffman encoding
entropy encoding procedure which assigns a variable length code to each input symbol

E.1.3.29

Huffman table
set of variable length codes required in a Huffman encoder and Huffman decoder
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E.1.3.30
image data
either source

E.1.3.31
interchange

image data or reconstructed image data

format

representation of compressed image data for exchange between application environments

E.1.3.32
lossless

descriptive term for encoding and decoding processes and procedures in which the output of the decoding

procedure(s)

is identical to the in|n|1f ta the pnr‘nding pmr‘pdnrn(Q)

E.1.3.33
marker
two-byte codg

E.1.3.34

P in which the first byte is FFye, and the second byte is a value between 1 and FE g

marker segnjent

marker and al

E.1.3.35
parameters

5sociated set of parameters

fixed length iptegers 8, 16, or 32 bits in length, used in the compressed data format

E.1.3.36
procedure
set of steps W

E.1.3.37

progressive
separation of
data to be de

E.1.3.38
quantization
set of quantiz

E.1.3.39
guantize

hich accomplishes one of the tasks which comprise an encoding or decoding process

coding)
data segments into blocks that can be.transmitted successively to allow the compressed
coded at successively higher levels of¥esolution

table
ation values (i.e., bin widths) used to quantize DWT coefficients within the subbands

act of performing the quantization procedure for a DWT coefficient

E.1.3.40
reference in
double precig

erse SWT
ion floating point implementation of the inverse SWT defined in Clause E.2 of this Specifica

mage

ion

E.1.3.41

reference SWT

double precis

E.1.3.42

ion floating point implementation of the SWT defined in Clause E.2 of this Specification

restart interval
number of coefficients processed as an independent sequence within an image

E.1.3.43

restart marker
marker that separates two restart intervals in an image
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E.1.3.

run (I
numb

E.1.3.

SWT
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44
ength)
er of consecutive symbols of the same value

45
(symmetric wavelet transform)

linear transform implemented by applying a DWT to a periodized symmetric extension of the input signal

E.1.3.

samp
one e

46
le
lement in the two-dimensional array which comprises a fingerprint image

E.1.3
table
coded

E.1.3

47
specification data
representation from which the tables, used in the encoder and decoder, are generated

48

upsampling

proce
E.1.4

E.14

The i
appli

dure by which the spatial resolution of an image is increased
Requirements

1 Interchange format requirements

nterchange format is the coded representation of compressed image data for exchal
ation environments.

The interchange format requirements are that any compressed image data represented in interd

shall

E.14

An e
embo)
shall

E.1.4

2 Encoder requirements

hcoder process converts source-fingerprint images to compressed image data. An e
diment of the encoding process ‘specified in Clause E.2. To comply with this Specification
batisfy at least one of the folleawing two requirements:

Convert source fingerprint image data to compressed image data which complies with th
format syntax speeified in Clause E.3 with proper accuracy, and

Convert source‘fingerprint image data to compressed image data which complies with th
format syntax for compressed image data specified in Clause E.3 with proper accuracy.

3 Decoder requirements

A de

nge between

hange format

comply with the syntax and codes assignments for the decoding process, as specified in Clause E.3.

ncoder is an
, an encoder

b interchange

b abbreviated

coding process converts compressed image data to reconstructed image data. A d

pcoder is an

embodiment of the decoding process specified in Clause E.2. To comply with this Specification, a decoder
shall satisfy all three of the following requirements:

Convert to reconstructed fingerprint image data any compressed image data with parameters that

comply with the interchange format syntax specified in Clause E.3 with proper accuracy

Accept and properly store any table-specification data which complies with the abbre
syntax for table-specification data specified in Clause E.3, and

viated format

Convert to reconstructed fingerprint data any compressed image data which complies with the
abbreviated format syntax for compressed image data specified in Clause E.3 with proper accuracy,
provided that the table-specification data required for decoding the compressed image data has

previously been installed into the decoder.
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E.2 Mathematical definitions

E.2.1 Source fingerprint image

Source fingerprint images shall be captured with 8 bits of precision per pixel. Before the encoding process
computes the discrete wavelet transform (DWT) for the image, the samples, I(m,n), shall be transformed in

accordance with the following equation:

[1(mn)—M]

1'(m,n) = =

o
AN

-1

m<Y
n < X-1

IN A

The image width (X) and height (Y) parameters are defined in Clause E.3.2.2. The decoding process
apply an invgrse transformation to restore the samples to their original scale. The midpoint_and" re

parameters, M and R, are specified by the encoder and transmitted in the compressed image data.

E.2.2 Subbfand coding of fingerprint images

E.2.2.1 Twp-channel subband coder (in one dimension)

a,

» A

X—Pp Analysis

Synthesis

® >

T e I

A two-channgl subband encoder is.a digital filter bank of the type shown in Figure E.2. It should be reg

Figure E.2'=— Two-Channel subband coder

as a pair of gystems, the analysissbank and the synthesis bank. The subband coder provides zero dist

X(n) = x(n).

The boxes H; and F;_denote linear time-invariant digital filters [10], while | and 1 denote 2:1 down

up-sampling pperations:

shall
scale

arded
prtion,

- and

(x* h)(k) = > x(n)h(k - n),

(@ y)(K) = y(2K),

), keven
k odd

a(k /2

(T a)k) = 0

The transform defined by the analysis bank, x—{ag,a;}, will be referred to as a one-dimensional DWT, and the

transform given by the synthesis bank as the inverse DWT.
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E.2.2.1.1 Linear Phase Wavelet Filters

This standard utilizes two distinct classes of linear phase finite impulse response (FIR) filters. We let hy denote
the lowpass filter and h; the highpass filter in a filter bank. The first class will contain pairs of odd-length,
symmetric filters (i.e., filters whose impulse responses are symmetric about their middle sample). These are
called “Type I"” linear phase FIR filters, [10], or whole-sample symmetric (WSS) filters. The second class will
contain pairs of even-length filters, one symmetric (the lowpass filter) and one antisymmetric (the highpass
filter). These are called, respectively, “Type II" and “Type V" filters, [10]; since such filters are symmetric
about the point halfway between their middle two samples, we shall also refer to them as half-sample
symmetric/antisymmetric (HSS/HSA or HS-type) filters.

The compressed data format described in Clause E.3 provides only for the transmission of impulse response
coefficients from the right halves of the analysis filters; the synthesis filters are completely detefmined by the
following anti-aliasing relations:

fo(N)=(=1)"h,(n—1) and
fi()=(-1)""ho(n-1).

For a|WSS analysis bank, the lowpass filter, hg, shall be symmetric about 0, i.e:;\hq runs from h{ (-ry) to ho(ro).
Usingl the syntax of Clause E.3.2.4.1, the length of hy is LO = 2 ry+l. The transform table specified in Clause
E.3.2/4.1 contains the impulse response coefficients from the right half of hy:

HOl = ho (0), H02 = ho(l), ey Holast E ho(to)

The I¢ft half of hy is given by the symmetry relation hy(-n) = ho(f). “The highpass filter, hy, in a WSS analysis
bank ghall be symmetric about -1. The transmitted coefficients are:

Hll =h 1('1), H12 = hl(o): ey Hllast = h1(r1 '1)1
wherg L1 = 2r+1; the left half of h; is given by the symmetry relation h;(-1-n) = hy(n-1).

For ap HS-type analysis bank, both filters shall:be centered at -1/2, and thus run from hi(-r;) to pi(ri-1), where
the lehgth of h; is Li = 2r;. The transmitted valugs are: (i = 0,1)

Hip = h(0), Hiz = hi(1), ..., Hilast = hi(ri -1).
The lowpass filter, hy, is symmetfic (HSS), so the left half of hy is given by the symmetry relation

ho(-I-7) = ho(n). The highpass filtér;-h,, is antisymmetric (HSA), so the left half of h; is given by fhe symmetry
relatign hy(-1-n) = -hy(n).

E.2.2]1.2 Constraints an Filter Length

Encoglers and deeoders shall be capable of forming (or inverting) the subband decomposition specified in
Figure E.6 using.filters of lengths up to and including the maximum values

Unax 7731 for WS-type filters,

Loy = 32 for HS-type filters.

E.2.2.2 Symmetric boundary conditions for the DWT

The generic input, x(n), to Figure E.2 will, in practice, be a row or column vector from an image or from one of
its DWT subbands. To describe precisely how a finite-length signal is transformed by the system depicted in
Figure E.2, we use the following conventions for indexing and extrapolating x. All WSQ decoders shall be
capable of decoding a compressed signal encoded in accordance with these conventions. x is assumed to run
from x(0) to x(No-1), where Ny is the (generic) length of x.

For transformation by WSS filters, x is extended to a whole-sample symmetric signal, y = E.MYx, of length
N = 2N - 2, and periodized. For HS-type filters, x is extended to a half-sample symmetric signal, y = E.%?x, of
length N = 2Ny, and periodized. In each case, the filters are extended with zeros to length N and applied by
N-periodic circular convolution; see Figure E.3.
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Figure.E:3— Symmetric DWT extension

With the chojces of filter and sighal 'symmetries described above, this system generates symmetric| DWT
subbands, of|which only the first\half (now denoted a;) needs to be computed and stored. For instancg, with
WSS filters aphd Ng even, the cogfficients

a,() = 3. y(mh (2k-n)

only need to bexcomputed and stored for k =0 ,..., No/2 - 1, even though

=l (Y*hi)

has period N/2 = Ng-1. This is possible because b; is itself symmetric and can be reconstructed from the first
No/2 values, a; (k).

The sequences a; generated in this fashion can in turn be extended to whole- or half-sample symmetric

signals and cascaded back through the analysis bank, Figure E.3, to achieve a multiband decomposition of
the input. The composition of mappings

x—2=5y— P {3 a}
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will be referred to as a one-dimensional symmetric wavelet transform (SWT) [7]. Note that, in spite of the
extension of the input signal, x, the SWT still maps an input of length Ny to a pair of subbands {a,, a}
containing a total of just Ny values. When Ny is odd, ag will have length (No + 1)/2, and a; will have length
(Ng - 1)/2 for both WSS and HS-type extensions.

E.2.2.2.1 Symmetric Subband Synthesis

This clause describes the symmetry properties of the subbands b; = | (y*h), giving the number of

nonredundant samples that need to be transmitted,

and s

We b

an N-
in Fig
wholég
neces
called

signal

aik) = bi(k); 0=k=p;-1,

becifies the procedures for extending the quantized transmitted coefficients in the decoding
b=E&. §=f-Ch).

bgin by introducing some terminology for describing symmetric signals likelthose shown in
periodic signal is symmetric about n=0 then it is also necessarily symmetric about n = N/2

-sample symmetric about both centers. Similarly, an N-periodic ‘ighal symmetric abou

s that are WSS about one center and HSS about the other; such signals are called "(1,2)

ure E.3 for N = 2Ny-2. When N is even, such signals are called™(1,1)-symmetric" si

sarily symmetric about (N-1)/2; cf. y =E,*?x in Figure E.3 for N=2Ny. When N is even, sud
"(2,2)-symmetric" since they are half-sample symmetric about-both centers. When N ig

process:

Figure E.3. If
cf.y= ES("')X
hce they are
| -1/2 is also
h signals are
odd, we get
symmetric" if

they @are WSS about 0, and "(2,1)-symmetric" if they are HSS(about -1/2. There are obvious antisymmetric

analo

Given

exten

subbg

isac

A sim
the sy

trans
meth
wave

Table

coeffi

banks
banks
in E.2

© I1SO/

jues of these symmetry properties.

a signal w(n), 0 £ n < K-1, let E"w (resp., E."
sion of w(n), where i,j = 1 or 2, generalizing:the two extensions shown in Figure E.3
nd b(k) is (i,j)-symmetric and
a(ky=b(k); O0=<k=<p-1

bmplete, nonredundant half-perioghof b, then b can be reconstructed from a via the extens
ilar statement holds for antisymmetric subbands. Since the symmetry of b is completely d
mmetry of the extension y-=Egx and the symmetry of the analysis filter, h, it suffices to
it only the half-period, &, reconstructing b in the decoder using a known extension ope|

d of applying a DWT filter bank to a finite-duration input signal, X, is referred to as t
et transform (SWT) algorithm; a detailed treatment is presented in [7].

Cients, a (k),“that need to be transmitted. The table is divided into two cases: one case

, which use the analysis extension y = E.""x (the "(1,1)-SWT"), and a second case for
, which*use the analysis extension y = E.#x (the "(2,2)-SWT"). These filter banks are deg
.2.141.

w) denote the (i,j)-symmetric (resp., (i,j)-&

ntisymmetric)
for w=x. If a

on b = E."a,
etermined by
quantize and
rator, E. This
ne symmetric

E.1 lists the symmetry properties of the subbands, b, and their "ranks" p, which specifies the number of

or WSS filter
HS-type filter
cribed above

Table E.1 — Symmetry, rank of SWT subbands

Case 1: WSS Filters Case 2: HS-Type Filters
Input Length, No Input Length, No
Even Odd Even Odd
ho (1,2) - sym. | (1,1) - sym. (2,2) - sym. (2,1) - sym.
Po= No/2 Po= (No +l)/2 Po= No/2 Po= (No +1)/2
Filter hy (2,1) - sym. | (2,2) - sym. (2,2) - antisym. | (2,1) - antisym.
P1= N0/2 P1= (No -l)/2 P1= N0/2 P1= (No -1)/2
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E.2.2.3 Wavelet decomposition in two dimensions

The tree structure for a single level of a 2-dimensional image decomposition system is depicted in Figure E.4.
The row vectors of the image are filtered by applying the SWT algorithm described in the preceding clause.
The same procedure is then applied to the column vectors of the resulting array, giving a decomposition into
four subbands, as shown in Figure E.5. Note that the pair of indices indicates which filters were applied to the
rows and columns of the signal. For instance, a;o has been highpass-filtered on rows and lowpass-filtered on
columns, so it contains vertical edge features. The filters applied in succeeding levels of filter bank cascade
are indicated with succeeding pairs of binary indices.

Row Operations Column Operations
H, l —p
Hl — al* ES/S 4’
Ho P
X Ege—P
H, { —P A

Ho || | o E,

Ho l 4’a00

Figure E.4 — Single-Level, two-dimensional subband analysis
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columns
L ow Vertical
resolution orientatiof
subband subband
a 00 a'10
- Horizontal Diagonal
orientation orientatiop
subband subband
a 01 a 11

Figure(E.5 — Four Subband decomposition

E.2.2]4 Subband structure

After the first level of decomposition shown in Figure E.4, any of the resulting four subbands may|be cascaded
back through the filter_bank to further split the subband into four more subbands. This procesg is continued
until the desired subband structure is obtained. Figure E.6 is the subband structure specified for fingerprint
images by this _Specification. The table shows which filters are applied to obtain each subband.
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/2 —
w

- — Filter Bank Path

PY Y I A S Kl Kl K 0 0000000000 22 00,10,10,11] 44 00,01,00,11

5 |6 |9 |10 |21 |22 [25 |26 1 0000,00,00,10] 23 00,10,00,20] 45 00,01,00,00
2 0000,0000,01 24 00,10,00,00| 46 00,01,00,10

1 [12 |15 [16 |27 |28 |31 |32 3 0000000011 25 00,10,00,11) 47 00,01,10,11

13 |14 (17 |18 |29 |30 (33 |34 |52 53 4 00,00,00,10] 26 00,10,00,01] 48 00,01,10,01

% 13 120 120 5 00,00,00,0 27 00,10,11,01] 49 00,01,10,10
6 00,00,00,11] 28 00,10,11,11] s0 00,01,10,00

87 |88 |41 |42 7 00,00,10,10f 29 00,10,11,00f 51 00,11

43 |44 |47 |48 8 00,00,10,00] 30 0010,11,10] 52 10,10
9 00,00,10,1 31 0010,01,11] 53 10,00

45 46 49 50 51 54 55 10 nn'nn"m’n'l 22 nn’1n'n1'n1 o4 10’11
1 00,00,01,01 33 00,10,01,10] 55 10,01
12 00,00,01,12 34 00,10,01,00] 56 01,01
13 00,00,01,00] 35 00,01,01,00] (57 01,11
14 00,00,01,10] 36 00,01,01,10|* 58 01,00

56 57 60 61 15 00,00,11,11 37 00,01,01,04* 59 01,10
16 00,00,11,01 38 000%,0311] 60 11,14
17 00,00,11,20] 39 000T41,10] 61 11,01
18 00,00,11,00] 40 00,01,11,00 62 11,10
19 00,10,10,00] 41 0001,11,11] 63 11,00
20 0010,10,20] 42 00,01,11,01

58 59 62 63 21 00,10,10,01}. %43 00,01,00,01

l(JJcoI

Figure E.6 — Subband decomposition

E.2.3 Quanrtization

After the supband decomposition is computed the resulting coefficients are quantized uniformly pwithin

subbands. The quantizer zero bin width and the step size-for each subband are contained in the quantigation

table. A quantization step size of zero (Qx = 0) indicates that all coefficients within the subband are zero and

the subband

subband k.

At the decod

centers.

is not transmitted. The following equation would apply to the wavelet coefficients a(im

br, the following equation dequantizes the indices. The value C determines the quantizati

P, (M,n) =

a(mn)~z /2
Q«

— 0’ -

a,(mn)+2,/2

Qx

L a(mn)y>2Z1/2

-Z,/2<a,(mn)<z, /2

_1 a(mn)<-2Z12

,n) in

bn bin

[(p(MN)-C)Q, +Z /2, p(mn)>0
& (m,n) = 0, p.(mn)=0
(p(mn+C)Q -2Z,/2, p(mn)<0

Z, is the width of the center (zero) quantization bin and Q, is the width of the nonzero quantization bins in the
K™ subband. The function !—X—‘ is the least integer greater than or equal to x, and \_XJ is the greatest integer
less than or equal to x.
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