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Foreword

ISO

(the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and T
techn

Intern

Stan
an In

Attenfion is drawn to the possibility that some of the elements of this.doeiment may be the sul

rights

1ISO/I
Subc

1ISO/I
interc

— A

— A

The Cr£ain task of the joint technical committee is to prepare International Standards. Draft
a

blogy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

ational Standards are drafted in accordance with the rules given in the ISO/IEC Directives,

rds adopted by the joint technical committee are circulated to national bedies for voting. f

ISO and IEC shall not be held responsible for identifying any,erall such patent rights.

FC 19794-4 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information
bmmittee SC 37, Biometrics.

EC 19794 consists of the following parts, under the general title Information technology — £
hange formats:

art 1: Framework

art 2: Finger minutiae data

art 3: Finger pattern spectral data
art 4: Finger image data

art 5: Face image data

art 6: Iris image data

bllowing.parts are under preparation:

art /;-Signature/sign behavioral data

rnational Standard requires approval by at least 75 % of the national bodies casting a voted.

on-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field.¢f information

Part 2.
International

Publication as

ject of patent

technology,

Bjometric data

— Part 8: Finger pattern skeletal data
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Introduction

In the forensic community, the capture and transmission of fingerprint images has been a common choice

for

the exchange of fingerprint information used by Automatic Fingerprint Identification Systems (AFIS) for the

identification of individuals. However, little to no fingerprint information is being exchanged between

alion and d ommun A NdS Deeln
in part to [the lack of agreement between vendors on the amount and type of information to capture,
method of|capture, and the information to be exchanged.

This part ¢f the ISO/IEC 19794 standard is intended for those applications requiring the exchange of raw

or

processed|fingerprint images that may not necessarily be limited by the amount of resources required for data

storage off transmitting time. It can be used for the exchange of scanned fingerprints centaining detai

ed

image pix¢l information. This part of ISO/IEC 19794 can also be used to exchange processed fingerpfint
image data containing considerably fewer pixels per inch and/or a lesser number of greyscale levels. Thig is

in contras| to other parts of ISO/IEC 19794 used for exchanging lists of fingerprint characteristics such
minutiae,

as

atterns, or other variants. These formats require considerably less storage than a fingerprint image.

However, by using any of the other parts of ISO/IEC 19794, information recorded in one standard format

cannot be [used by algorithms designed to operate with another type of information. In other words, minut
data canngt be used by pattern matching algorithms and pattern data cannot be used by minutiae match

ae
ng

Although the minutiae, pattern, or other approaches produce different intermediate outputs, all must initially

capture a|reasonably high quality fingerprint image before .reducing the size of the image (in bytes)
developing a list of characteristic data from the image. Use-of'the captured or processed image can prov
interoperability among vendors relying on minutiae-based, pattern-based or other algorithms. As a res|
data from [the captured finger image offers the developér more freedom in choosing or combining match
algorithm {echnology. For example, an enrolment imagé may be stored on a contactless chip located on
identificatipn document. This will allow future verification of the holder of the document with systems that
on either minutiae based or pattern based algerithms. Establishment of an image-based representation
fingerprint|information will not rely on pre-established definitions of minutiae, patterns or other types. It
provide inmplementers with the flexibility to_accommodate images captured from dissimilar devices, vary|
image sizgs, resolutions, and different.grayscale depths. Use of the fingerprint image will allow each ven
to implemgnt their own algorithms to determine whether two fingerprint records are from the same finger.

or
de
Lilt,
ng
an
ely
of
will
ng
Hor
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INTERNATIONAL STANDARD ISO/IEC 19794-4:2005(E)

Information technology — Biometric data
interchange formats —

Part 4:
Finger image data

1| Scope

Th|s part of the ISO/IEC 19794 standard specifies a data record interchange format for storing, recqrding, and
trapsmitting the information from one or more finger or palm image areas within an ISO/IEC 1978%-1 CBEFF
dafa structure. This can be used for the exchange and comparison of finger image:data. It defines the
content, format, and units of measurement for the exchange of finger image data ‘that may be ysed in the
verification or identification process of a subject. The information consists of‘a)variety of mandatory and
optional items, including scanning parameters, compressed or uncompressed ‘images and vendor-specific
information. This information is intended for interchange among organizations-that rely on automatgd devices
anfl systems for identification or verification purposes based on the information from finger image areas.
Infprmation compiled and formatted in accordance with this part of the ISO/IEC 19794 standgrd can be
reqorded on machine-readable media or may be transmitted by data‘cOommunication facilities.

2 | Conformance
Syptems claiming conformance with this part of the IS©/IEC 19794 standard shall be capable of en¢oding and
degoding finger image data and the associated parameter data used in the transmitting and/or re¢ceiving of

fingerprint images as defined by this part of the ASO/IEC 19794 standard. At a minimum, confornmance shall
require the ability to capture, exchange, and compare interoperable fingerprint image information.

3 | Normative references
The following referenced documents are indispensable for the application of this document. |For dated
references, only the edition{ cited applies. For undated references, the latest edition of the feferenced
dogument (including any amendments) applies.

IAFIS-IC-0110 (V3), \WSQ Gray-scale Fingerprint Image Compression Specification 1997

ISO/IEC 19785:%;\ Information technology — Common biometric exchange formats framework +— Part 1:
Dagta element.specification

ISQ/IEC™ 15444 (all parts), Information technology — JPEG 2000 image coding system

MTR*04B0000022 (Mitre Technical Report). Margaret Lepley. Profile for 1000ppi Fingerprint Compression,
Version 1.1, April 2004. Available at:
http://www.mitre.org/work/tech papers/tech papers 04/lepley fingerprint/lepley fingerprint.pdf

4 Terms and definitions
For the purposes of this document, the following terms and definitions apply.
41

biometric sample
raw data representing a biometric characteristic of an end-user as captured by a biometric system

EXAMPLE The image of a fingerprint.

© ISO/IEC 2005 — Al rights reserved 1
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4.2
capture

19794-4:2005(E)

the method of taking a biometric sample from an end user

4.3
core

the approximate center of a fingerprint image area

NOTE The
fingerprint §
ridges withi

4.4
the area

fingernail
ridge and

fingerprir{ image area
f

4.5

friction ridige

the ridges

4.6
grayscale
the metho
represent

4.7

image resjplution

the numbs

NOTE Thi
subsampled
areas of thq

rovided there are no ridges inside the recurving ridge. For those instances where there are one or,m
h the recurving ridge, the placement of the core will be dependent upon the specific combination of ridges,

friction skin on the fleshy surface of a finger located horizontally between the(two edges of

alley information commonly referred to as a “fingerprint”

present on the skin of the finger which makes contact with an incident’surface under normal touc

d used to represent a continuous tone image that has, only a single component or variable
pach pixel; also referred to as monochrome or black and white

r of pixels per unit distance in the interchanged image

may be the result of processing a captured image. The original captured scanned image may have bg
, scaled, interpolated, or otherwise processed to produce a form for representing the ridge and valley struc]
fingerprint.

the
pre

nd vertically between the first joint and the tip of a finger. It contains a unigue. pattern of frictjon

pen
ure

an

nce

ric

4.8

latent

an impression of a fingerprint image collected from an intermediate surface, rather than directly via a live s¢
capture dgvice or a traditional(inked fingerprint card

NOTE The term latent print\is‘generally used to describe any type of print found at the scene of a crime or on evide
associated with a crime:

4.9

live capture

the proces[s of/capturing a biometric sample through an interaction between and end user and a biome
system

4.10

pixel

a picture element — located on an n by m matrix of picture elements, where n is the horizontal component and
m is the vertical component

4.1

plain fingerprint image
image captured from a finger placed on a platen without any rolling movement — the center portion of a rolled

image

© ISO/IEC 2005 — All rights reserved
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412

rolled fingerprint image

image area captured that is located between the two edges of the fingernail. Acquired using a rolling motion
from one edge of the fingernail to the other

413

scan resolution

the number of pixels per unit distance used by a sensor or scanning device to initially capture a fingerprint or
palmprint image

414

stipe fingerprint image
a method of fingerprint collection where the finger is manually slid across a one-dimensional-sensgr resulting
in multiple readings or partial impressions from the same fingerprint. These readings arethen cgmbined to
prqduce an accurate two-dimensional image of the fingerprint

415
transaction
a |command, message, or input record that explicitly or implicitly calls for a. processing action. Information
contained in a transaction shall be applicable to a single subject

4.16
valley

thg area surrounding a friction ridge, which does not make contact with an incident surface under normal
todch; the area of the finger image area between two frictions ridges

5 | Abbreviated terms
ppem  pixels per centimetre
pp pixels per inch

ppfnm  pixels per millimetre

6 | Data conventions

6.1 Byte and bit ordering

Earh item of infofmation, field, or logical record shall contain one or more bytes of data. Within g record all
myltibyte quantities are represented in Big-Endian format. That is, the more significant bytes of any multibyte
quantity are/stored at lower addresses in memory than less significant bytes. The order for transmission shall
also be thexmost significant byte first and least significant byte last. Within a byte, the order of transmission
shall be the most significant bit first and the least significant bit last. All numeric values are fixed-length
unsignied integer quantities.

6.2 Scan sequence

It is not the purpose of this part of the ISO/IEC 19794 standard to specify the orientation of the finger (or palm),
the method of scanning, or the order of scanning used to capture the image. However, each image as
presented in accordance with this format standard shall appear to have been captured in an upright position
and approximately centered horizontally in the field of view. The recorded image data shall appear to be the
result of a scanning of a conventional inked impression of a fingerprint. The scanning sequence (and
recorded data) shall appear to have been from left-to-right, progressing from top-to-bottom of the fingerprint or
palm print. Figure 1 illustrates the recording order for the scanned image. For the purpose of describing the
position of each pixel within an image to be exchanged, a pair of reference axes shall be used. The origin of
the axes, pixel location (0,0), shall be located at the upper left-hand corner of each image. The x-coordinate

© ISO/IEC 2005 — Al rights reserved 3
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Scan Representation

Line 1

Line k Line 1 ...... Line-‘il( ......... Line n

» Line n

Figure 1 Order of scanned lines

(horizontall) position shall increase positively from the origin to the right side-of the image. The y-coordin
(vertical) ppsition shall increase positively from the origin to the bottom of-the image.

7 Imagde acquisition requirements

7.1 Gerneral

Image capture requirements are dependent on various factors including the application, the available amo
of raw pix¢l information to retain or exchange, and4argeted performance metrics. As a result of these factg
numeric values for specific image capture parameters will be associated with one of several combinations
image acquisition parameters settings. The‘choice of the image acquisition settings level should therefore
commensyrate with the system and application requirements.

Table 1 lists the minimum requirements for selected image acquisition parameters as a function of the img
acquisitior] settings level desiredy A tolerance of plus or minus 1% is applicable to the minimum nume
values stajed for the scan reselution and dynamic range parameters. The last column indicates compliar
with established certification procedures. Values for setting levels 40 or 41 are intended for applicatig
requiring the greatest amount of detailed information. Scanners capable of level 30 and 31 performance
currently available and“are being deployed for law enforcement purposes. Level 30 or 31 applicatiq
primarily include law-efforcement agencies. Both level 41 and 31 systems should be certified using these 3
other reqlirements..eontained in Appendix F of the FBI's Electronic Fingerprint Transmission Specificat
(EFTS/F).| Anniex*A lists the requirements from the EFTS/Appendix F that are pertinent to fingerprint ima

hte

int
rs,

be

ns
nd
on
ge
ns.

itesS/ ,The remaining levels are designed for commercial access control and verification syster

Note — Setting levels not listed are reserved for future definition by SC37, including indication of compliance with fut
ISO standards for image capture. Compliance with future certifications will be indicated by additional entries in
certifications columns.

7.2 Pixel aspect ratio

et.

ure
the

For all quality levels, the finger image shall be represented using square pixels, in which the horizontal and

vertical dimensions of the pixels are equal. Any difference between these two dimensions should be wit
1%. That is, the ratio of horizontal to vertical pixel dimensions should be between .99 and 1. 01.

hin

4 © ISO/IEC 2005 — Al rights reserved
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Table 1 — Image acquisition settings levels

No
list:
Th
buf

7.3

Th
us
prq
piX
wit
thg
va
us

7.4

Gr,
for|
piX
by

Setting | Scan resolution Scan resolution | Pixel depth | Dynamic range | Certification
level pixels/centimeter pixels/inch (bits) (gray levels)
(Ppcm) (Ppi)

10 49 125 1 2 None
20 98 250 3 5 None
36 497 566 8 86 None
35 295 750 8 100 None
31 197 500 8 200 EFTS/F
40 394 1000 8 120 None
41 394 1000 8 200 EFTS/F

e — Manufacturers generally express the rated scan resolution of their\devices in pixels per inch (ppi). T
5 the resolutions in pixels per centimetre (ppcm). These are the rounded values of each ppi resolution divig
b ppi and ppcm values are therefore consistent with, but not exactly equal to, each other. Either system m
the two should not be intermixed or re-converted.

b Pixel depth

b grayscale precision of the pixel data shall be specified in terms of the pixel depth or the num
bd to represent the grayscale value of apixel. A pixel depth of 3 provides 8 levels of grayscale; a
vides up to 256 levels of gray. For. grayscale data, the minimum value that can be assigned t
el shall be zero. The maximum value that can be assigned to a "white" pixel shall be the grays
h all of its bits of precision set 0:"1". However, the 'blackest" pixel in an image may have a va
n "0" and the "whitest" pixel-may have a value less than its maximum value. This implies that the
ue for a "white" pixel with 5-bits of precision shall be 31 or less. The maximum value for the "wh
ng 8 bits of precision shall‘be 255 or less. The pixel depth may range from 1 to 16 bits.

|l Grayscale data

M. The image data portion of a record for an uncompressed grayscale image shall contain a
el infermation. Using a pixel depth of 8 bits (256 grayscale levels) each pixel shall be contained
e./Pixel values with a depth of less than eight bits can be stored and transmitted in a packed bin

able 1 also
ed by 2.54.
By be used,

ber of bits
depth of 8
b a "black"
cale value
ue greater
maximum
itest" pixel

byscale finger-image data may be stored, recorded, or transmitted in either compressed or uncompressed

set of raw
in a single
ary format.

Ing

reased precision for pixel values greater than 255 shall use two unsigned bytes to hold up to

sixteen-bit

pixels with values in the range of 0-65635. The encoding of a compressed grayscale image shall be the
output of the appropriate grayscale compression algorithm specified. Upon decompression the grayscale
value for each pixel shall be represented in the same manner as pixels in an uncompressed image.

7.5 Dynamic range

The image grayscale shall be encoded using the agreed precision necessary to meet the dynamic range
requirement for a specific application. It is assumed that the precise requirements of the appl
known.

© ISO/IEC 2005 — All rights reserved
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7.6 Scan resolution

Grayscale fingerprint image areas to be captured shall be acquired by an image capture device operating at a

specific scanning resolution. As the resolution used in the image capture process is increased, more detai

led

ridge and structure information for processing becomes available. For minutiae and small feature based

algorithms, use of the higher resolution enhances the detection of more closely spaced features that may
be detected using the minimum resolution.

7.7 Image resolution

not

The resoldtion of the image data formatted and recorded for interchange may be the scan resolution of
image or if may have been subsampled, scaled, interpolated, or otherwise processed to produce a form
representing the ridge and valley structure areas of the fingerprint.

7.8 Fingerprint image location

This part ¢f the ISO/IEC 19794 standard is designed to accommodate both plain (flat)or rolled fingerpyi

images. Nlost matching systems perform better if the flat or fleshy part of the finger _is centered in the ima3
capture arpa. Therefore, when capturing a fingerprint image, the center the fingerprint image area should
located in fhe approximate center of the image capture area.

For multiple finger background checking and verification purposes, theretare currently fingerprint scan
devices that will acquire images of multiple fingers during a single capture cycle. These devices are capa
of capturing the plain impressions from four fingers of either hand during a single scanning. The pl
impressiorns from two thumbs can also be captured at one time,~Therefore, with three placements of
fingers onla device’s scanning surface all ten fingers from an individdal can be acquired in three scans —ri
four fingerg, left four fingers, and two thumbs. For these multi-finger captures, half of the captured fing
should be(located to the left of the image center and the other half of the fingers to the right of the ima
center.

8 Finggr image record format

8.1 Redord structure

This part ¢f the ISO/IEC 19794 standard defines the composition of the finger image record. Each rec
shall pertajn to a single subject and shall contain an image record (consisting of one or more views) for ez
of one or more fingers, multiple fingers (single image records), or palms.

The biomdtric data record specified in this standard shall be embedded in a CBEFF-compliant structure in
CBEFF Biometric DatawBlock (BDB). The CBEFF BDB_biometric organization shall be assigned by
International Biometri€Andustry Association (IBIA) to JTC 1 SC 37 shall be used. This is the sixteen bit va
0x0101 (héxadecimal 101 or decimal 257). There is one CBEFF BDB_format code assigned to this standa

for

nt

ge
be

her
ble
ain
he
pht
Brs
ge

brd
ch

he
he
ue
rd.

This code hall beincluded in the CBEFF Header. The associated sixteen-bit CBEFF BDB_format code shall

have a valpe0f-0x0007. The BDB_PID recorded shall be defined by CBEFF.

The organization of the record format is as follows:

= A single fixed-length (32-byte) general record header containing information about the overall record,

including the number of finger/palm images represented and the overall record length in bytes;
= A single finger record for each finger, view, multi-finger image, or palm consisting of:

= A fixed-length (14-byte) finger header containing information pertaining to the data for a single
multi-finger image;

= Compressed or uncompressed image data view for a single, multi-finger, or palm image.

or

6 © ISO/IEC 2005 — All rights reserved
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Annex B provides an example of the application of this part of the ISO/IEC 19794 standard. It illustrates the

ISO/IEC 19794-4:2004(E)

completion of required data fields for both the general record header and the finger image record.

8.2 General record header

8.2.1 Required fields

Table 2 lists the fields included in the general record header. As this is a fixed-length header, information

oo Liralaal £ lofialal iblotatle o lo ol
mystoemeriaed-roreacn et witn e neadet:

Table 2 — General record header

Field Size Valid values Notes
Fofmat identifier 4 bytes 0x464952 (‘F’'‘I' ‘R’ 0x0) “FIR” — Finger Image Record
Vefsion number 4 bytes 0x30313000 (‘0’1" ’0’ 0x0) | “0107
Reford length 6 bytes 32+ Number Views * Includes all finger views

(14 bytes + Data length )
Capture device ID 2 bytes Vendor specified
Image acquisition level 2 bytes See Table 1 Combination of parameters
Number of fingers/palms | 1 byte >=1
Scale units 1 byte 1-2 Pixels/Inch or pixels/cm
Scan resolution (horiz) 2 bytes See Table 1 Up to 39.37 ppmm or 1000 ppi
Scén resolution (vert) 2 bytes See Table 1 Up to 39.37 ppmm or 1000 ppi
Image resolution (horiz) | 2 bytes <= Scan Resolution (horiz) Quality level dependent
Image resolution (vert) 2 bytes <= Scan Resolution (vert) Quality level dependent
Pixel depth 1 byte 1 -16 bits 2 — 65536 gray levels
Image compression 1 byte See Table 3 Uncompressed or algorithm
Aldorithm used
Reperved 2 bytes Bytes set to '0x0'
8.2.2 Format identifier

The Format Identifier for the finger image standard record shall consist of the three ASCII characters "FIR"
followed by the null character (0x0).
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8.2.3 Version number

The number for the version of this standard used for constructing the image record shall be placed in four
bytes. This version number shall consist of three ASCII numerals followed by a zero byte as a NULL string
terminator. The first and second character will represent the major version number and the third character will
represent the minor revision number. Upon approval of this specification, the version number shall be “010” —
Version 1 revision 0.

8.2.4 Record length

the views for each finger, mulii

8.2.5 Capture device ID
The (2 bytg) capture device ID field denotes the vendor specific capture device ID. A valug'of all zeros will|be

acceptablg and will indicate that the capture device ID is unspecified. Application developers may obtain the
values for fhese codes from the vendor.

8.2.6 Image acquisition level
This two-blyte field shall specify the image acquisition setting level choseh from table 1. The value used shall
indicate the level at which all of the minimum acquisition parameters,were satisfied during the capture of the
image.
8.2.7 Number of finger/palm images
The numbgr of finger or palm images included in the rec¢ord shall be recorded in one byte. Multiple fingers

acquired Hy a single capture and contained in the same image are counted as a single finger image. The
number of|views is not part of the count for this field.

8.2.8 Scale units

This field ghall specify the units used to-déscribe the scanning and image resolutions of the image. A ‘0x01
this field indicates pixels per inch, or a“0x02’ indicates pixels per centimeter.

n

8.2.9 Schn resolution (horizontal)

This 2-byt¢ field shall specify-the rounded scanning resolution used in the horizontal direction. The scale units
field will dgtermine whether the value is pixels per inch or pixels per centimeter.

8.2.10 Schn resolution (vertical)

its

This 2-byte field shall specify the rounded scanning resolution used in the vertical direction. The scale u
field will détefmine-whetherthe-valteispixetsperinchorpixetspercentimete

varde v, pe C O P i C ctet:

8.2.11 Image resolution (horizontal)

This 2-byte field shall specify the rounded image resolution used in the horizontal direction. The scale units
field will determine whether the value is pixels per inch or pixels per centimeter. It should be noted that certain
combinations of scan and image pixel resolution values may result in the overlapping pixels or spaces
between pixels in the captured image.
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8.2.12 Image resolution (vertical)

This 2-byte field shall specify the rounded image resolution used in the vertical direction. The scale units field
will determine whether the value is pixels per inch or pixels per centimetre. It should be noted that certain
combinations of scan and image pixel resolution values may result in the overlapping pixels or spaces
between pixels in the captured image.

8.2.13 Pixel depth

This 1-byte field shall contain the number of bits used to represent a pixel. This field shall contain an entry of
‘OTto~OXT10™

8.4.14 Image compression algorithm

Th|s 1-byte field shall specify the method used to record the uncompressed or compressed grayscdle images.
Taple 3 lists the available storage options and compression algorithms that may be used. Uncompressed

Table 3 — Compression algorithm codes

Code Compression algorithm

0 Uncompressed — no bit)packing
1 Uncompressed —bit packed

2 Compressed« WSQ

3 Compressed — JPEG

4 Compressed — JPEG2000

5 PNG

hge data can be recorded jn"an unpacked or packed form. When using the unpacked option forl grayscale
els greater than eight bits, 'each pixel shall be recorded in a pair of bytes right justified. A certified version
of the Wavelet Scalar Quantization (WSQ) algorithm as specified by IAFIS-IC-0110 can be used for lossy
compression of 8-bit, 19:69 ppmm (500 ppi) grayscale images, and shall be limited to a 15:1 cdmpression
ratjo. WSAQ shall net' be’used to compress images scanned at 39.37 ppmm (1000 ppi). Fingerprint/palmprint
images scanned ‘at.39.37 ppmm (1000 ppi), if compressed, shall be compressed using the JPEG 2000
algorithm as described in the ISO Standard 15444. When this algorithm is used, then the JPEG 2D00 profile
seftings as specified in the "Profile for 1000ppi Fingerprint Compression" normative reference are fequired to
belincorperated.

NQTEG The recommendation is that JPEG 2000 compression be limited to 15:1 for 39.37 ppmm (1000 ppi) images.
Images-seanned-at—+3-69-ppmm 00-pph-ifcompressed-shoudtseWSQ-compressiorand-the-eempression ratio shall
be limited to 15:1; above 19.69 ppmm (500 ppi), JPEG 2000 compression is recommended. No recommendations are
being made for compression of other image resolutions.

8.2.15 Reserved

Two bytes are reserved for future revisions of this part of the ISO/IEC 19794 standard. For this version of the
standard this field shall be set to all ‘0x0’.
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8.3 Finger record header

8.3.1 Required fields

A finger header shall start each section of finger data providing information for that view of a single finger
image, multi-finger image, or palm. For each such image there shall be one finger header record
accompanying the view of the image data. The finger header shall occupy a total of 14 bytes as described
below. The compressed or uncompressed image data for that image view shall immediately follow the header
portion. Subsequent image views (including the header portion) will be concatenated to the end of the
previous image view. Table 4 is a list of the entries contained in the header preceding each set of finger
image daté&:

8.3.2 Length of finger/palm data block

This four-fyte field shall contain the length in bytes of the finger segment. It will specify thetotal number of
bytes inclyding the length of the header and the size of the compressed or uncompressed iniage data.

Table 4 — Finger image header record

Field Size Valid values Notes
Length of fihger data block 4 bytes Includes’header, and largest
(bytes) image data block
Finger/palm position 1 byte 0-15; 20-36 See Table 5 and 6
Count of vigws 1 1-256
View number 1 1-256
Finger/paln] image quality 1 byte 1-100 BioAPI specification
Impression type 1 byte Table 7
Horizontal line length 2 bytes Number of pixels per
horizontal line

Vertical ling{length 2\bytes Number of horizontal lines
Reserved 1 byte Byte set to '0x0'
Finger/palm image data <43x10°8 Compressed or

bytes uncompressed image data

8.3.3 Finger/palm position

This 1-byte field shall contain the finger position. The codes for this byte as well as the maximum size of the
recorded image are defined in Table 6 and Table 19 of the ANSI/NIST-ITL 1-2000 standard, “Data Format for
the Interchange of Fingerprint, Facial, & Scar Mark & Tattoo (SMT) Information”. The tables are reproduced
here as tables 5 and 6 for convenience. Codes 0-10 from table 5 should be used for single fingers. Codes 13
and 14 are used for the images containing four fingers from the right hand and left hand respectively. Code
15 is an additional code for accommodating the simultaneous capture of the two thumbs. Codes 11 and 12
should be avoided. Codes for palm images are found in table 6. For full palms the captured area should
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extend from the "wrist bracelet" through the second joint of the fingers. Similarly, the captured area of the
upper palm should extend from immediately below the interdigital area through the second joint of the fingers.
The lower palm will cover the area from the "wrist bracelet" through the interdigital area.

Table 5 — Finger position codes, areas, and maximum dimensions

Finger position Finger | Max image area Width Length
code (mm?) (mm)  (in) (mm)  (in)
Unknown 0 1745 40,6 1,6 38,1 1,5
Right thumb 1 1745 40,6 1,6 38,1 1,5
Right index finger 2 1640 40,6 1,6 38,1 1,5
Right middle finger 3 1640 40,6 1,6 38,1 1,5
Right ring finger 4 1640 40,6 1,6 38,1 1,5
Right little finger 5 1640 40,6 1,6 38,1 1,5
Left thumb 6 1745 40,6 1,6 38,1 1,5
Left index finger 7 1640 40,6 1,6 3871 1,5
Left middle finger 8 1640 40,6 1,6 38,1 1,5
Left ring finger 9 1640 40,6 1,6 38,1 1,5
Left little finger 10 1640 40,6 1,6 38,1 1,5
Plain right four fingers 13 6800 83,8 3,8 76,2 3,0
Plain left four fingers 14 6800 83,8 3,3 76,2 3,0
Plain thumbs (2) 15 4800 50,8 2,0 76,2 3,0

Table 6 — Palm codes, areas, and maximum dimensions

Palm position Palm | Image area Width Height
code (ci?) (cm) (in) (cm)  (in)
Unknown palm 20 283,87 13,97 55 20,32 8,0
Right full palm 21 283,87 13,97 55 20,32 8,0
Right writer's palm 22 58,06 4,57 1,8 12,70 5,0
Left full palm 23 283,87 13,97 55 20,32 8,0
Left writer's palm 24 58,06 4,57 1,8 12,70 5,0
Right lower palm 25 195,16 13,97 5,5 13,97 5,5
Right upper palm 26 195,16 13,97 55 13,97 55
Left lower palm 27 195,16 13,97 55 13,97 5,5
Left uppeppalm 28 195,16 13,97 55 13,97 55
Right other 29 283,87 13,97 55 20,32 8,0
Left ather 30 283,87 13,97 55 20,32 8,0
Right interdigital 31 106,45 13,97 55 7,62 3,0
Right thenar 32 77,42 7,62 3,0 10,16 4,0
Right hypothenar 33 106,45 7,62 3,0 13,97 55
Left interdigital 34 106,45 13,97 55 7,62 3,0
| eft thenar 35 77 42 762 30 10 16 40
Left hypothenar 36 106,45 7,62 3,0 13,97 5,5

8.3.4 Count of views

This one byte field shall contain the total number of specific views available for this finger.
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8.3.5 View number

This one byte field shall contain the specific image view number associated with the finger.

8.3.6 Finger/palm image quality

The quality of the overall scanned finger/palm image shall be between 0 and 100 and recorded in one byte. A
value of 0 shall represent the lowest possible quality and the value of 100 shall represent the highest possible
quality. The numeric values in this field will be set in accordance with the general guidelines contained in
Section 2.1.42 of ANSI/NCITS 358-2002, “BioAPI H-Level Specification Version 1.1”. A matcher may use this

value tod

8.3.7 Im

The imprepsion type of the finger or palm image shall be recorded in this one byte field. The eodes for f

byte shall
the Interc
shortened

cards or gther media. Live-scan contactless refers to image capture devices that(de not depend upon

surface of

8.3.8 Horizontal line length

This two-blyte binary field shallbe used to specify the number of pixels contained on a single horizontal ling
the transmjitted image.

8.39 Ve

This two-blyte’binary field shall be used to specify the number of horizontal lines contained in the transmit

image.

eLermine 1S certainty or vermcatiori.

bression type

be as defined as contained in Tables 5 & 18 the ANSI/NIST-ITL 1-2000 standard{_*Data Format
hange of Fingerprint, Facial, & Scar Mark & Tattoo (SMT) Information”. The ‘tables have bd
and are reproduced here as table 7 for convenience. Nonlive entries refer to\images scanned fr

a finger making contact with a scanner platen.

Table 7 — Finger and palm impression typeés

Description Code

Live-scan plain
Live-scan rolled
Nonlive-scan plain
Nonlive-scan rolled
Latent

Swipe
Live-scan.Contactless

OO [N|WIN|=|O

tical line length

his
for
en
bm
he

of

ed

8.3.10 Finger/palm image data

This field shall contain of the grayscale image data formatted and recorded in accordance with the image

compressi

12

on algorithm.
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Annex A
(normative)

Image quality specifications
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scanner (live scan and.card scan). These specifications require that the scanner capture fingen
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1 Scope and purpose

.2 Fingerprint scanners

bse specifications apply to fingerprint scanner systems that supply fingerprint data’to the major
fomated Fingerprint Identification System (AFIS).

ctronic images must be of sufficient quality to allow for: () conclusive fingerprint cg
overall Automated Fingerprint Identification System (AFIS) search reliability.

b fingerprint comparison process requires a high fidelity image without any banding, streakin
ual defects. Finer detail such as pores and incipient ridges are needed since they can play ar
b in the comparison. Additionally, the gray-scale dynamic,range must be captured with sufficie

bport image enhancement and restoration algorithms.

b image quality requirements have associated test\procedures to show compliance. These proc
used in acceptance testing to ensure compliance with the requirements, and in performance

normal operating modes, e.g., scanners shall not be tested at slower than normal operating speeg
dulation transfer function specifications.' /A vendor may recommend alternate testing methods.

b following subsections describe the image quality performance characteristics required for a

himum resolution inboth the detector row and detector column directions (also known as 'along
bss-scan' directions) of 19,69 ppmm plus or minus 0,1969 ppmm (500 ppi, plus or minus 5 ppi)
put delivered.image from the scanner system shall have a resolution of 19,69 ppmm plus or mi

scribed in the ANSI standard: Data Format for the Interchange of Fingerprint Information, ANSI/N
DO.]

A

.2.1."Geometric image accuracy

advanced

mparisons

bntification or non-identification decision); (2) fingerprint classification) (3) automatic feature detgction; and

g or other
important
nt depth to

edures will
capability

monstrations as an indication of capability toxperform. Equipment shall be tested to meet the requirements

ds to meet

fingerprint
prints at a
-scan' and

The final
us 0,1969

mm (500 ppii-plus or minus 5 ppi), and each pixel shall be gray level quantized to 8 bits. [Requirement

ST-ITL 1-

The absolute value of the difference "D", between the actual distance "X" between any two points on a target
and the distance "Y" between those same two points as measured on the output scanned image of that target,
shall meet the following requirements for the value D, where D = absolute value of (Y — X) :

where: D, X, Y are in millimetres (where: D, X, Y are in inches)
D .LE. 0,01778, for O0.LE. X .LE. 1,778 (D .LE. 0,0007, for 0.LE. X .LE. 0,07)
D .LE. 0,01X, for 1,778 .LE. X .LE. 38,1 (D .LE.0,01X, for 0,07 .LE. X .LE. 1,50)
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The requirement corresponds to a positional accuracy of plus or minus 1% for distances between 1,778 mm
(0.07inches) and 38.1mm (1.5 inches), and a constant plus or minus 0,01778 mm (0.0007 inches) or 1/3 pixel
for distances less than or equal to 1,778 mm (0.07 inches). The geometric image accuracy shall be measured
using precision 1 cycle per millimetre Ronchi targets on white polyethylene terephthalate (mylar) reflective
base.

A.2.2 Modulation transfer function

The measured modulation transfer function (MTF) of the scanner, in both the detector row and detector
column directions, and over any region of the scanner's field of view, shall have modulation values which fall
within the fanges given In the following MTF table, at the given spatial frequencies.

cyc/mm MTF
1 0,905 to 1,00
2 0,797 to 1,00
3 0,694 to 1,00
4 0,598 to 1,00
5 0,513 t0 1,00
6 0,437 to 1,00
8 0,312t0 1,00
10 0,200 to 1,00

The MTF ghall be measured using a test chart containing a single, representative sine wave modulatior] in
each imaded sine wave frequency pattern that js-determined from the sample modulation values collecied
from within) that pattern. The sample modulation_ values are computed from the maximum and minimum leviels
correspondling to the 'peak' and adjacent 'valley' in each sine wave period. These maximum and minimpm
levels represent the corresponding locally.averaged image gray levels mapped through a calibration curve into
target reflgctance space, where the local average of gray levels is computed in a direction orthogonal to {he
sinusoidal fvariation direction. Samplé€ image modulation is then defined as:

(maximum - minimum) / (maximum + minimum)
The calibration curve is constructed by performing a least squares linear regression curve fit between the
image gray levels of the:14 density patches in the test target and the corresponding target reflectance valugs.

The scanner MTF at éach frequency is then defined as:

MTF = representative image modulation / target modulation

[Target maduldtions and target density patch values are supplied with the test target by the manufacturer.]

A.2.3 Signal-to-noise ratio

Both the ratio of signal to white noise standard deviation and the ratio of signal to black noise standard
deviation of the digital scanner shall be greater than or equal to 125 using the following procedure:

1) A random 6,35 mm x 6,35 mm (0,25 inch x 0,25 inch) test field within the image area is
chosen and a white reference target is placed in the test field.
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white and

2) A white test population of 8-bit reflectance values from at least 1000 samples within the test
field are collected. The average value and standard deviation are computed from this test
population.

3) Steps 1 and 2 are repeated for a black matte reference target.

4) The signal to noise ratio (SNR) is computed as the difference between average

average black values, alternately divided by the white noise standard deviation (‘white SNR')

and the black noise standard deviation ('black SNR').

black reference target is above scanner dark current level. Also, care should be taken, via dire
ual display observation, to avoid areas of dust, pinholes, scratches, or other imperfections.on
en selecting the sub-area for the 1000 samples.

.2.4 Grayscale range of image data

i

4. R. RING

least 80% of the captured individual fingerprint images shall have a gray-scale dynamic range
D gray levels and at least 99% shall have a dynamic range of at least 128 gray levels.
uirements section, 'dynamic range' is definedras the total number of gray levels that have sigH
M the fingerprint image. Fingerprint card format lines, boxes, and text shall be excluded from th
ge computation and white surround in thesimmediate vicinity of a given fingerprint shall be incld
hamic range computation (dashed box,at right). Compliance with these dynamic range requiren
verified using a stratified sample of fingerprint cards.

Gray level histogram
for a lightly inked card

true A B true
black white

level, and
Ct visual or
the target

of at least

For this
al content
e dynamic
ded in the
hents shall

The intent is to avoid excessively low contrast images. Live-scan systems and card scanners at a booking
station can control dynamic range by rolling the prints properly. However, with central site or file conversion
systems, where a variety of card types and image qualities are encountered, adaptive processing may be
necessary. The 8-bit quantization of the gray-scale values for very low contrast fingerprints needs to more
optimally represent the reduced gray-scale range of such fingerprints. In the example
accompanying this section, the gray-scale values divide up the range from A to B. The parameters A and B
are stored with the image to provide an audit trail.
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A.2.5 Grayscale linearity

Using 14 gray patches in a test target as the scanner input (independent variable), with their manufacture-
supplied reflectance values, none of the corresponding 14 scanner output gray levels (dependent variable)
shall deviate by more than 7.65 gray levels from a linear, least squares regression line fitted between the two
variables. The output sample values within an area of at least 6,35 mm x 6,35 mm (0,25 inch x 0,25 inch)

shall be ut

ilized to compute the average output gray level for each patch.

A.2.6 Output gray level uniformity

black matfe reference target. The scanner shall be set up such that the white reference target is~bel

Output gr1y level unitormity shall be determined by scanning both a white reterence target, white matte, an

scanner saturation level, and the black reference target is above scanner dark current level in the respect

hite target as the scanner input, the following three requirements shall be met:

e outputs of any two adjacent rows or columns of length 9 pixels or greater shall not have mq
by levels that differ by more than 2.5 gray levels.

r all pixels within a 6,35 mm x 6,35 mm (0,25 inch x 0,25 inch - 'quarter inch area') located in 3
gion of the total scanner field of view, no individual pixel's gray level-shall vary from the mean g
el by more than 22.0 gray levels.

r any two non-contiguous quarter inch areas located anywhere in the total scanner field of view,

mean gray levels of the two quarter inch areas shall not differ’by more than 12.0 gray levels.

tests.
Using the
(1) TH
gr
(2) Fg
re
le
(3) Fg
And, using
(1) TH
gr
(2) Fg
re
le
(3) Fg

an

the black target as the scanner input, the following three requirements shall be met:

e outputs of any two adjacent rows or columns-of length 9 pixels or greater shall not have mq
by levels that differ by more than 1.0 gray levels.

r all pixels within a 6,35 mm x 6,35 mim (0,25 inch x 0,25 inch - 'quarter inch area') located in 3
gion of the total scanner field of viewy no individual pixel's gray level shall vary from the mean g
el by more than 8.0 gray levels.

r any two non-contiguous 6,35 mm x 6,35 mm (0,25 inch x 0,25 inch - 'quarter inch') areas loca
ywhere in the total scanner field of view, the mean gray levels of the two 6,35 mm x 6,35 mm (0
h x 0,25 inch - 'quarteriinch’) areas shall not differ by more than 3.0 gray levels.

A.3 Latent print scanners

The follow
scanner o
capture fir]

ing subsections describe the image quality performance characteristics required for a latent p

known as

image from the scanner system

gérprints at a minimum resolution in both the detector row and detector column directions (3

an

ny
Fay

he

an

ny
Fay

ed
25

fint

berating*in a 39,37 ppmm (1000 ppi) mode. These specifications require that the scanner shall

|so

(at the this setting)

0,3937 ppmm (1000 ppi plus or minus 10 ppi), and each pixel shall be gray level quantized to a minimum of 8
bits. The complete latent print specification consists of all requirements given in this Section, plus all non-

conflicting

16

requirements given in Section 2.0 Fingerprint Scanners.
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