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Foreword

ISO

(the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations,

governmental

and rjon-governmental, in liaison with ISO and IEC, also take part in the work. In the field g
technplogy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Inter

The

tional Standards are drafted in accordance with the rules given in the ISO/IEC Directives,

ain task of the joint technical committee is to prepare International Standards. Draft

Standards adopted by the joint technical committee are circulated to national bedies for voting. |

an In

Atten
rights

ISO/I

rnational Standard requires approval by at least 75 % of the national bodies casting a votd.

ion is drawn to the possibility that some of the elements of this.doetment may be the sub
ISO and IEC shall not be held responsible for identifying anyerall such patent rights.

FC 19794-2 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information

Subcpmmittee SC 37, Biometrics.

ISO/I
interc

— F

— F

EC 19794 consists of the following parts, under the general title /Information technology — £
hange formats:

art 1: Framework

art 2: Finger minutiae data

art 3: Finger pattern spectral data
art 4: Finger image data

art 5: Face image data

art 6. Iris image data

bllowing parts are under preparation:

art 7:-Signature/sign behavioral data

f information
Part 2.

International
Publication as
ject of patent

technology,

jometric data

— Part 8: Finger pattern skeletal data

Vascular image data, hand geometry silhouette data, and signature/sign processed dynamic data will from the
subjects of future Parts 9, 10 and 11, respectively.
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Introduction

In the interest of implementing interoperable biometric recognition systems, this part of ISO/IEC 19794

establishes a

data interchange format for minutiae-based fingerprint capture and recognition equipment.

Representation of fingerprint data using minutiae is a widely used technique in many application areas.

This part of ISO/IEC 19794 defines specifics of the extraction of key points (called minutiae) from fingerprint

ridge patterns
in card-based

vi

TWO types of data formats are then definedT one for generar storage and transport, one for use
systems; the card format has a standard and a compact expression.

© ISO/IEC 2005 — All rights reserved
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Information technology — Biometric data interchange
formats —

Part 2:
Finger minutiae data

1 Scope

This part of ISO/IEC 19794 specifies a concept and data formats for representation of fingerprints uging the
fundagnental notion of minutiae. It is generic, in that it may be applied and used in a wide range of ‘application
areas|where automated fingerprint recognition is involved. This part of ISO/IEC 19794 contaips.definftions of
relevdnt terms, a description of how minutiae shall be determined, data formats for containing, the data|for both
genergl use and for use with cards, and conformance information. Guidelines and valugs-for matchjng and
decisipn parameters are provided in an informative annex.

2 (Qonformance

A sysfem conforms to this part of ISO/IEC 19794 if it satisfies the mandatory,réquirements herein for extraction
of mirjutiae from a fingerprint image as described in Clause 6 and the generation of a minutiae data fgrmat as
descriped in Clause 7 (for general data interchange use) or Clause 8\(for use with cards). Since anly finger
minutige extraction and matching algorithm supporting the described)finger minutiae data interchange [formats
may He used, interoperability testing is of extreme importance, especially for environments in which components
of different manufacturers interact. In ISO/IEC 19795 "Information technology - Biometric performance testing
and r¢porting," test methodologies and performance testing of biometric data interchange formats are ¢utlined.
The gpplication specific policies and relevant standards,will determine the requirements for confofmance
testing and evaluation affecting levels of interoperability.

3 Normative references

The following referenced documents are(indispensable for the application of this document. For dat¢d refe-
rencep, only the edition cited applies, (For undated references, the latest edition of the referenced dofument
(incluging any amendments) applies.

ISO/IEC 7816-11:2004, Identification cards — Integrated circuit cards — Part 11: Personal verification [through
biomeltric methods

ISO/IEC 19784-1:—1), ‘Information technology — Biometric application programme interface — Part 1:|BioAPI
specification

ISO/IEC 19785-1i—"), Information technology — Common Biometric Exchange Formats Framework — Part 1:
Data ¢lement Specification

ISO/IEC\19785-2:—"), Information technology — Common Biometric Exchange Formats Framework — Part 2:
Procedures of the operation of the Biometric Registration Authority

4 Terms and definitions
For the purposes of this document, the following terms and definitions apply.

41

algorithm

a sequence of instructions that tell a biometric system how to solve a particular problem. An algorithm will
have a finite number of steps and is typically used by the biometric engine (i.e., the biometric system software)
to compute whether a biometric sample and template are a match.

1) To be published.

© ISO/IEC 2005 — All rights reserved 1
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4.2
biometrics

[automated] recognition of [living] persons based on observation of behavioral and biological (anatomical and

physiological)

4.3
biometric

characteristics.

pertaining to the field of biometrics.

4.4

biometric data

data encoding a feature or features used in biometric verification.

4.5

biometric Information template

a constructed
process, see |

4.6

data object in a card containing information needed by the outside world for_a\werification
SO/IEC 7816-11

biometric sample

information oM

4.7
biometric sy
an automated
. capturing a
. extracting b
. comparing
. deciding ho
. indicating W

AR OWON -

4.8
capture
the process of

4.9
cell
a rectangular

410
comparison
the process of

4.11
claimant

tained from a biometric device, either directly or after further processing.

Istem

system capable of:

biometric sample from an end user;

iometric data from that sample;

he biometric data with that contained in one or more’reference templates;
w well they match; and

hether or not an identification or verification 6fidentity has been achieved.

taking a biometric sample from an‘end user.

region defined by a uniform and non-overlapping division of the image.

comparing\a-biometric sample with a previously stored reference template or templates.

a person sub

hitting a biometric sample for verification or identification while claiming a legitimate or false

identity.

4.12
core

a core is the topmost point on the innermost recurving ridgeline of a fingerprint. Generally, the core is placed

upon or within

413
database

the innermost recurve of a loop.

any storage of biometric templates and related end user information.

© ISO/IEC 2005 — All rights reserved
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414

delta

a delta is that point on a ridge at or nearest to the point of divergence of two type lines, and located at or
directly in front of the point of divergence.

4.15
end user
a person who interacts with a biometric system to enroll or have his/her identity checked. Contrast with “User”.

4.16
enrollment

he process of collecting biometric sample om a person and the subsequent preparation and storage of
biometric reference templates representing that person's identity.

4.17

extraction
the process of converting a captured biometric sample into biometric data so that it'can be comgared to a
reference template; sometimes called "characterization”.

418

friction ridge
the ridges present on the skin of the fingers and toes, the palms and seles of the feet, which makes contact
with an incident surface under normal touch. On the fingers, the unique patterns formed by the ffiction ridges
make up fingerprints.

419

identification / identify
the one-to-many process of comparing a submitted biometric sample against all of the biometric|reference
templates on file to determine whether it matches any of the templates and, if so, the identity of {he enrollee
whose template was matched. The biometric system using the one-to-many approach is seeking to find an
identity amongst a database rather than verify @claimed identity. Contrast with ‘Verification’.

4.20
latent
a fingerprint collected from an intermediate surface, rather than directly via a live capture from ttle finger itself.

4.21
live capture
The process of capturing a-biometric sample by an interaction between an end user and a biomgtric system.

4.22

live-scan print
a fingerprintdimage that is produced by scanning or imaging a live finger to generate an image of the friction
ridges.

4.23

mateh / matching
the’process of comparing a biometric sample against a previously stored template and scoring the level of
similarity.

4.24

minutia (single) minutiae (pl)

friction ridge characteristics that are used to individualize a fingerprint. Minutiae occur at points where a single
friction ridge deviates from an uninterrupted flow. Deviation may take the form of ending, bifurcation, or a more
complicated “composite” type.

4.25

population
The set of end-users for the application.

© ISO/IEC 2005 — All rights reserved 3
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4.26
record
the template and other information about the end-user (e.g. access permissions).

4.27
resolution
the number of pixels (picture elements) per unit distance in the image of the fingerprint.

4.28

ridge bifurcation

the minutia assigned to the location at which a friction ridge splits into two ridges or, alternatively, where two
separate friction ridges combine into one.

4.29
ridge ending
the minutia agsigned to the location at which a friction ridge terminates or, alternatively, begins. A ridge
ending is defiped as the bifurcation of the adjacent valley - the location at which a valley splits intojtwo’valleys
or, alternatively, at which two separate valleys combine into one.

4.30
ridge skeleton endpoint

the minutia agsigned to the location at which a ridge skeleton ends. A ridge skeleten.€ndpoint is defined as
the ending of the skeleton of a ridge.

4.31
skeleton
the single-pix¢l-wide representation of a ridge or valley obtained by successive symmetric thinning operations.
The skeleton [s also known as the medial axis.

4.32
swipe
a method of fingerprint collection where the finger is manually moved across a one-dimensional sensor to
produce the tyvo-dimensional image.

4.33
template / réeference template

data, which rgpresents the biometric measurement of an enrollee, used by a biometric system for comparison
against subsequently submitted biometric'samples. NOTE - this term is not restricted to mean only data used
in any particular recognition method, suchas template matching.

4.34
typeline
the two innermost ridges that\start parallel, diverge, and surround or tend to surround the pattern area.

4.35
user
the client to apybiometric vendor. The user must be differentiated from the end user and is responsible for
managing and_implementing the biometric application rather than actually interacting with the biometric
system.

4.36

valley

the area surrounding a friction ridge, which does not make contact with an incident surface under normal
touch; the area of the finger between two friction ridges.

4.37
valley bifurcation
the point at which a valley splits into two valleys or, alternatively, where two separate valleys combine into one.

4 © ISO/IEC 2005 — All rights reserved
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4.38
verification / verify

the process of comparing a submitted biometric sample against the biometric reference template of a single
enrollee whose identity is being claimed, to determine whether it matches the enrollee’s template. Contrast

with ‘ldentification’.

5 Symbols and abbreviated terms

BIT Biometriclnformation Tnmplnfn

CBEFF Common Biometric Exchange Formats Framework
DO Data Object

FAR False Acceptance Rate

FRR False Rejection Rate

RCE Ridge Count Extraction

RFU Reserved for Future Use

6 Minutiae Extraction

6.1 to 6.7 define the placement of minutiae on the fingerprint~ Compatible minutiae extracti

pn is required

for interoperability between different finger matchers for the purposes of matching an indiviglual against a

previously collected and stored finger record. The interoperability is based on defining the fi
extraction rules, record formats and card formats that are common to many finger matchers
matching accuracy, while allowing for extended data to(be attached for use with equipment tha
with it.

6.1 Principle

nger minutiae
for acceptable
is compatible

Establishment of a common feature-based répresentation must rest on agreement on the fundamental notion

for representing a fingerprint. Minutiae@re points located at the places in the fingerprint image
ridges end or split into two ridges. Deseribing a fingerprint in terms of the location and direction
endings and bifurcations provides(sufficient information to reliably determine whether two fing
are from the same finger.

The specifications of minudtia location and minutia direction described below accomplish this. S
an illustration of the definitions below.

6.2 Minutia Fype

Each minutiathas a “type” associated with it. There are two major types of minutiae: a “ridge
point” and\a “ridge skeleton bifurcation point” or split point. There are other types of “points of
friction_ridges that occur much less frequently and are more difficult to define precisely. More
of minutiae are usually a combination of the basic types defined above. Some points are 1

where friction
of these ridge
brprint records

be Figure 1 for

skeleton end
nterest” in the
complex types
either a ridge
vhich shall be

ending nor a bifurcation. This standard therefore defines additionally a type named “other”,

weanethaat th Tha "athaoe! ooiey  t

chino

ot diticnne o H P~~ IS AN AL ntioa
vay oot arerhatcrm g ComttonTS— SpC oMt OO otac—ty

used for minutiae that are ridge endings or ridge bifurcations.

pnoad tn oriabh o
oSCO T oSociTa v TTHC—OtTCT— 1Tt

apPpPry-

Therefore, the following types are distinguished:

ridge ending (also identifiable as a valley skeleton bifurcation point);

ridge bifurcation

other.

© ISO/IEC 2005 — All rights reserved
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A ridge ending may — alternatively — be regarded as a valley bifurcation depending on the method to
determine its position (see below). The format type of the biometric information template indicates the use of
ridge endings or valley bifurcations.

6.3 Minutia Location

The minutia location is represented by its horizontal and vertical position. The minutiae determination strategy
considered in this document relies on skeletons derived from a digital fingerprint image. The ridge skeleton is
computed by thinning down the ridge area to single pixel wide lines. The valley skeleton is computed by
thinning down the i ixel wide li e i e i e
the skeleton

6.3.1 Coordjnate System

The coordinatg system used to express the minutiae of a fingerprint shall be a Cartesian coordinate system.
Points shall b¢ represented by their X and Y coordinates. The origin of the coordinate-system shall be the
upper left corner of the original image with X increasing to the right and Y increasing dewnward. Note that this
is in agreement with most imaging and image processing use. When viewed on the\finger, X increases from
right to left as phown in Figure 1. All X and Y values are non-negative.

The X and Y ¢oordinates of the minutiae shall be in pixel units, with the spatial resolution of a pixel given in
the “X Resolufjon” and “Y Resolution” fields of the format. X and Y resolutions are stated separately.

latent print

Figure 1 - Coordinate system

For the finger minutiae record format, the resolution of the coordinate system is specified in the record header,
see 7.3.8 and 7.3.9. For the finger minutiae card format, the resolution of the X and Y coordinates of the
minutia shall be in metric units. The granularity is one bit per one hundredth of a millimeter in the normal
format and one tenth of a millimeter in the compact format:

1 unit = 102 mm (normal format) or 10" mm (compact format).

6 © ISO/IEC 2005 — All rights reserved
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6.3.2 Minutia Placement on a Ridge Ending (encoded as Valley Skeleton Bifurcation Point)

The minutia for a ridge ending shall be defined as the point of forking of the medial skeleton of the valley area
immediately in front of the ridge ending. If the valley area were thinned down to a single-pixel-wide skeleton,
the point where the three legs intersect is the location of the minutia. In simpler terms, the point where the
valley Y’s, or (equivalently) where the three legs of the thinned valley area intersect (see Figure 2).

ad
AP
\Valley

ridge

N

Figure 2 - Location and direction of a ridge ending (encoded as valley skeleton bifurcation point)

6.3.3 Minutia Placement on a Ridge Bifurcation (encoded as a Ridge Skeleton Bifurcatioh Point)

The minutia for a ridge bifurcation shall be defined. as the point of forking of the medial skeleton|of the ridge. If
the ridges were thinned down to a single-pixekwide skeleton, the point where the three legs iptersect is the
location of the minutia. In simpler terms, the*point where the ridge “Y”’s, or (equivalently) where|the three legs
of the thinned ridge intersect (see Figure 3).

\Valley

ridge

N

Figure 3 - Location and direction of a ridge bifurcation (encoded as ridge skeleton bifurcation point)

6.3.4 Minutia Placement on a Ridge Skeleton Endpoint

The minutia for a ridge skeleton endpoint shall be defined as the center point of the ending ridge. If the ridges
in the digital fingerprint image were thinned down to a single-pixel-wide skeleton, the position of the minutia
would be the coordinates of the skeleton point with only one neighbor pixel belonging to the skeleton (see
Figure 4).
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6.3.5 Minuti[

For minutia ot
way that the nf

6.3.6
The record forf
- ridge ending
The card form
- ridge ending
- ridge skeleto
depending on
card usage sy
either implicitl

which contain
ISO/IEC 7816

“vailey

N

Figure 4 - Location and direction of a ridge skeleton endpoint

ridge

Placement on Other Minutia Types

er than a bifurcation or ridge ending the position and angle calculations shall be done in such a
atching conditions in 6.5 apply.

Usage of the Minutia Placement by the Record Formats and the Card Formats

Mmats use

and ridge bifurcation points.

ats use

and ridge bifurcation points, or

h end points and ridge bifurcation points

the specific algorithms;implemented. In case of on-card matching, a card will request from the
5tem biometric verifieation data in the format compliant to its algorithm. The requested format is
known to theycard usage system or can be retrieved in the Biometric Information Template,

the CBEEE“data elements format owner and format type — see ISO/IEC 19785-1 and
11.

6.4 Minutic

6.4.1 Angle

pirection

Conventions

The minutia angle is measured increasing counter-clockwise starting from the horizontal axis to the right.

In the record formats, the angle of a minutia is scaled to fit the granularity of 1.40625 (360/256) degrees per
least significant bit.

The angle cod
8.2.

ing for the card formats differ for the normal size and the compact size formats; refer to 8.1 and
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6.4.2 Minutia Direction of a Ridge Ending (encoded as Valley Skeleton Bifurcation Point)

A ridge ending (encoded as valley skeleton bifurcation point) has three arms of valleys meeting in one point.

Two valleys enclosing the ridge ending line encompass an acute angle. The direction of a valle

y bifurcation is

defined by the mean direction of their tangents and is measured as the angle the tangent forms with the

horizontal axis to the right (see Figure 2).

6.4.3 Minutia Direction of a Ridge Bifurcation (encoded as Ridge Skeleton Bifurcation Point)

A ridge bifurcation (encoded as ridge skeleton bifurcation point) has three arms of ridges meeti

Two ridges enclosing the ending valley encompass an acute angle. The direction of a ridge
defined by the mean direction of their tangents and is measured as the angle the tangent
horizontal axis to the right (see Figure 3).

6.4.4 Minutia Direction of a Ridge Skeleton End Point
The direction of a ridge skeleton endpoint is defined as the anglesthat the tangent to the
encompasses with the horizontal axis to the right (see Figure 4). Ridge’skeleton end points ar

one type of the card formats, whereas in the other type ridge ending and ridge bifurcation is
record format.

6.5 Core and Delta Placement and Direction

Core and delta points are designated points of interest in a fingerprint. A fingerprint may hav
than 1 cores and 0, 1 or more than 1 deltas. Core_ and delta position and direction are defined as

Core position: If there are ridge endings enelesed by the innermost recurving ridgeline, the eng

g in one point.
bifurcation is
orms with the

ending ridge
e only used in
ised as in the

p 0, 1 or more
follows.

ing nearest to

the maximal curvature of the recurving ridgeline defines the core position. If the core is a u-turp of a ridgeline

not enclosing ridge endings, the valley ghd defines the core position.

Core direction: If the core has a discernible angle of direction, it shall be recorded in the co
since this characterizes the type of core. The angle of a core is defined by the angle of the
ridge lines that are closest to the core position; the direction measured points towards the op
concave ridge.

Delta position: Three.points of divergence are each placed between the two ridges at the loca

e information,
tangent to the
en side of the

ion where the

ridges begin to diverge; that is, where the ridges that have been parallel or nearly parallel b¢gin to spread

apart as they approach the delta. The position of the delta is defined by the spatial mean of the

Delta dire¢tion: For all observable divergences the angle is defined by the direction of the tang
pair of.ridges beings to diverge. The angle shall point from divergent towards parallel ridge lin
angles_shall point outwards from the delta.

be three points.

ent before the
es; that is, the

Core and delta point placement is illustrated in Figure 5.
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LOOP WHORL
CORE & DELTA CORE & DELTAS

Core {i} .

Delta @\ 4/

-

6.6 Minutia Type Matching \\QQ)

In a matching process, the different minutia types, @gb be matched according to the following Table 1.
Matchers may| choose to assign lower weights (or i@portance) to a match of type 00 to 01 or 10, than to a
match of type PO to 00, 01 to 01, or 10 to 10. \O

-

Ta )‘g)- Minutia Type Matching

Type of verification minutia Match with type of reference minutia
O
00 (,~ 00, 01, 10

00, 01

N
,@ﬂ 00, 10
00 = other

01 = ridge endi coded as valley skeleton bifurcation point), or ridge skeleton end point, see note
héﬁt

10 = ridge b ion (encoded as ridge skeleton bifurcation point)

NOTE - Whether ridge ending or bifurcation is meant depends on the format type.

6.7 Encoding of multibyte quantities
All multibyte quantities are represented in Big-Endian format; that is, the more significant bytes of any multi-

byte quantity are stored at lower addresses in memory than (and are transmitted before) less significant bytes.
All numeric values are fixed-length integer quantities, and are unsigned quantities.
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7 Finger Minutiae Record Format

7.1 Introduction

The minutiae record format shall be used to achieve interoperability between finger matchers providing a one-
to-one verification. The minutia data shall be represented in a common format, containing both basic and
extended data. With the exception of the Format Identifier and the Version number for the standard, which are
null-terminated ASCII character strings, all data is represented in binary format. There are no record sepa-
rators or field tags; fields are parsed by byte count.

7.2 Record Organization

The organization of the record is as follows:

o A fixed-length (24-byte) record header containing information about the overall record| including the
number of fingers represented and the overall record length in bytes;

e A Single Finger record for each finger, consisting of:

¢ A fixed-length (4-byte) header containing information about the data for a single fingen, including the
number of minutiae;

e A series of fixed-length(6-byte) minutia descriptions, including the position, type, angle|and quality of
the minutia;

¢ One or more “extended” data areas for each finger{ containing optional or vendor-specific information.

7.3 Record Header

There shall be one and only one record headet/for the minutiae record, to hold information describing the type
and characteristics of device that generated<the minutia data.

7.3.1 Format Identifier

The Finger Minutiae Record shall\begin with the three ASCII characters “FMR” followed by a zero byte as a
NULL string terminator.

7.3.2 Version Number

The version number for the version of this standard used in constructing the minutiae record shgll be placed in
four bytes. This\version number shall consist of three ASCIl numerals followed by a zero byte as a NULL
string terminator. The first and second character will represent the major revision number|and the third
character will-represent the minor revision number.

Thesversion number is “ 20” (an ASCII space followed by an ASCII 2" and an ASCII ‘0’).

L 7.3-3—Length-of Record

The length of the entire record shall be recorded in four bytes.

7.3.4 Capture Equipment Certifications

This field contains four bits used to indicate that the capture equipment used to capture the original fingerprint
image was compliant with a standard certification method for such equipment. Currently, only two bits are
defined. If the most significant bit is ‘1’, the original capture equipment was certified to be compliant with the
specifications in Annex B, copied from the US Federal Bureau of Investigation’s Image Quality Specifications,
Appendix F. The least significant of the four bits is reserved for a future ISO finger image capture equipment
certification. The two additional bits are reserved for future image quality certifications.
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7.3.5 Capture Device Type ID

The capture device type ID shall be recorded in twelve bits. This ID is used to identify the type or model of
capture device used to acquire the original biometric sample. A value of all zeros will be acceptable and will
indicate that the capture device type ID is unreported. The vendor determines the value for this field, if not
regulated otherwise in an application context. Applications developers and users may obtain the values for
these codes, as well as the model(s) corresponding to a particular ID, from the vendor. Reporting the capture
device type ID is optional but recommended. The value “unreported” may not be allowable in some
applications.

7.3.6  Size of Scanned Image in X direction

The size of thgorigimatimagempixetsrthe X directiomshattbecontamedmtwo bytes:

7.3.7  Size pf Scanned Image in Y direction

The size of thg original image in pixels in the Y direction shall be contained in two bytes.

7.3.8 X (hgrizontal) resolution
The resolution|
centimeter. Th

inch).

of the minutiae coordinate system shall be recorded in two bytes havingthe units of pixels per
e value of the X resolution shall not be less than 98.45 pixels per centimeter (250 pixels per

7.3.9 Y (vertical) resolution

The resolution| of the minutiae coordinate system shall be recorded in two-bytes having the units of pixels per

centimeter. The value of the Y resolution shall not be less than 98,45 pixels per centimeter (250 pixels per
inch).
7.3.10 Numbper Of Finger Views

The total num
where there is

ber of finger views contained in the minutiae-record shall be recorded in one byte. In cases
more than one view of any finger, this number will be greater than the number of fingers.

7.3.11 Res

t]rved Byte

This field is rg¢served for future use, and toCalign the end of the record header on a long-word (four byte)

boundary. Fo
7.4 Single

7.41 Fingen

the current version of the standard, this field shall be set to zero.
Finger Record Format

Header

A finger head

r shall start{*each section of finger data providing information for that finger. There shall be one

finger header for eachfinger contained in the finger minutiae record. The finger header will occupy a total of
four bytes as |[descdribed below. Note that it is permissible for more than one finger record to represent the
same finger, Witti(presumably) different data, perhaps in the private area.

7.41.1  Finger Position

The finger position shall be recorded in one byte. The codes for this byte shall be as defined in Table 2
(imported from ANSI/NIST-ITL 1-2000, see Bibliography).
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Table 2 - Finger Position Codes

Finger position Code
Unknown finger 0
Right thumb 1
Right index finger 2
Right middle finger 3
Right ring finger 4
Right little finger 5
Left thumb 6
Left index finger 7
Left middle finger 8
teftrimgfimger 9
Left little finger 10

7.4.1.2 View Number

The view number shall be recorded in four bits. If more than one finger minutiae record in a geheral record is
from the same finger, each minutiae record shall have a unique view number. The combinjation of finger
location and view number shall uniquely identify a particular minutiae\record within a general rgcord. Multiple
finger minutiae records from the same finger shall be numbered with/increasing view numbers, peginning with
zero. Where only one finger minutiae record is taken from eachfinger, this field shall be set to (.

7.41.3 Impression Type

The impression type of the finger images that the minutiae data was derived from shall be recorgled in four bits.
The codes for this byte are shown in Table, 3.~ These codes are compatible with Table 4 of ANBI/NIST-ITL 1-
2000, “Data Format for the Interchange of\Fihgerprint Information”, with the addition of the “swipe” type. The
“swipe” type identifies data records derived from image streams generated by sliding the finger pcross a small
sensor. Only codes 0 through 3 and 8'shall be used; the “latent” codes are not relevant for this standard.

Table 3 - Impression Type Codes

Description Code
Live-scan plain 0
Live-scan rolled
Nonlive-scan plain
Nonlive-scan rolled
Latent impression
Latent tracing
Latent photo
Latent lift
Swipe

ON O AN WN -

7.4.1.4  Finger Quality

The quality of the overall finger minutiae data shall be between 0 and 100 and recorded in one byte. This
quality number is an overall expression of the quality of the finger record, and represents quality of the original
image, of the minutia extraction and any additional operations that may affect the minutiae record. A value of 0
shall represent the lowest possible quality and the value 100 shall represent the higher possible quality. The
numeric values in this field will be set in accordance with the general guidelines contained in 2.1.42 of
ISO/IEC 19784-1:—2), Information technology — Biometric application programme interface — BioAPI
specification. The matcher may use this value to determine its certainty of verification.

2) To be published.
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7.41.5 Number of Minutiae
The number of minutiae recorded for the finger shall be recorded in one byte.

7.4.2 Finger Minutiae Data

The finger minutiae data for a single finger shall be recorded in blocks of six bytes per minutia. The order of
the minutiae is not specified.

7.4.21 Minutia Type

a minutia of “ofher” type, “01” will represent a ridge ending and “10” will represent a ridge bifurcation.

7.4.2.2 Minutia Position

The X coordinate of the minutia shall be recorded in the rest of the first two bytes (fourteen “bits). The Y
coordinate shall be placed in the lower fourteen bits of the following two bytes. The coordinates shall be
expressed in pixels at the resolution indicated in the record header. Note that position~information shall be
present for eagh minutia, regardless of type, although position for minutiae of type “other”is vendor defined.

7.4.2.3 Minutia Angle

The angle of the minutia shall be recorded in one byte in units of 1.40625, (360/256) degrees. The value shall
be a non-negative value between 0 and 255, inclusive. For example,.an’ angle value of 16 represents 22.5
degrees. Note| that angle information shall be present for each minutiayregardless of type, although angle for
minutiae of type “other” is vendor defined.

7.4.2.4 Minutia Quality

The quality of each minutia shall be recorded in one byte. The quality figure shall range from 100 as a
maximum to [ as a minimum. In interoperable use{Zonly the relative values of minutia quality values is
meaningful; there is no guaranteed relationship ‘between minutiae quality values assigned by different
equipment suppliers. Any equipment that does not’supply quality information for individual minutia shall set all
quality values fo 0.

7.5 Extended Data

The extended [data section of the finger minutiae record is open to placing additional data that may be used by
the matching pquipment. The §ize of this section shall be kept as small as possible, augmenting the data
stored in the gtandard minutiae-section. The extended data for each finger view shall immediately follow the
standard minutiae data fef)that finger view and shall begin with the Extended Data Block Length field. More
than one extended data area may be present for each finger and the extended data block length field will be
the summation of the-lengths of each extended data segment. The data block length is used as a signal for
the existence |of the Jextended data while the individual extended data length fields are used as indices to
parse the extended’data. Note that the extended data area cannot be used alone, without the standard portion
of the minutiae Tecorda:

While the extended data area allows for inclusion of proprietary data within the minutiae format, this is not
intended to allow for alternate representations of data that can be represented in open manner as defined in
this standard. In particular, ridge count data, core and delta data or zonal quality information shall not be
represented in proprietary manner to the exclusion of the publicly defined formats in this standard. Additional
ridge count, core and delta or zonal quality information may be placed in a proprietary extended data area if
the standard fields defined below are also populated. The intention of this standard is to provide inter-
operability.

14 © ISO/IEC 2005 — Al rights reserved


https://iecnorm.com/api/?name=a4989e5e923977b41bfd069ba84a874f

ISO/IEC 19794-2:2005(E)

7.5.1 Common Extended Data Fields

7511 Extended Data Block Length

All minutiae records shall contain the extended data block length. This field will signify the existence of
extended data. A value of all zeros (0x0000 hexadecimal) will indicate that there is no extended data and that
the file will end or continue with the next finger view. A nonzero value will indicate the length of all extended
data starting with the next byte. The block length (7.5.1.1) will then be followed by the type identification code
(7.5.1.2), length of data field (7.5.1.3) and the data area (7.5.1.4).

7.51.2 Extended Data Area Type Code

The type identification code shall be recorded in two bytes, and shall distinguish the format,of the extended
data area (as defined by the Vendor specified by the PID code in the CBEFF header). A yalue pf zero in both
bytes is a reserved value and shall not be used. A value of zero in the first byte, followed by a fon-zero value
in the second byte, shall indicate that the extended data section has a format defined in, this stahdard. A non-
zero value in the first byte shall indicate a vendor specified format, with a code maintained by the vendor.
Refer to Table 3 for a summary of the type identification codes. If the Extended.Data Block Length (7.5.1.1) for
the finger view is zero, indicating no extended data, this field shall not be present:

Table 4 - Extended Data Area Type Codes

First byte Second byte Identification

0x00 0x00 reserved

0x00 0x01 ridge count data (7.5.2)
0x00 0x02 core and delta data (7.5.3)
0x00 0x03 zonal quality data (7.5.4)
0x00 0x04-0xFF reserved
0x01-OxFF 0x00 reserved
0x01-OxFF 0x01-0xEF vendor-defined extended data

7.5.1.3 Extended Data Area Length

The length of the extended datatsection shall be recorded in two bytes. This value is used to skip to the next
extended data if the matcher.cannot decode and use this data. If the Extended Data Block Lendth (7.5.1.1)
for the finger view is zerg, indicating no extended data, this field shall not be present.

7.5.1.4 Data Section

The data field*of the extended data is defined by the equipment that is generating the finger m|nutiae record,
or by common extended data formats contained in this standard; see 7.5.2, 7.5.3 and| 7.5.4. If the
Extended Data Block Length (7.5.1.1) for the finger view is zero, indicating no extended data, [this field shall
not be'present.

7.5.2 Ridge Count Data Format

If the extended data area type code is 0x0001, the extended data area contains ridge count information. This
format is provided to contain optional information about the number of fingerprint ridges between pairs of
minutiae. Each ridge count is associated with a pair of minutiae contained in the minutiae data area defined in
7.4.2; no ridge information may be contained that is associated with minutiae not included in the
corresponding minutiae area. Ridge counts shall not include the ridges represented by either of the
associated minutiae. Refer to Figure 6 for clarification; the ridge count between minutiae A and B is 1, while
the ridge count between minutiae B and C is 2.
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Figure 6 - Example Ridge Count data

7.5.21 Ridge Count Extraction Method

The ridge coupt data area shall begin with a single byte indicating the ridge count extraction method. Ridge
counts associgated with a particular center minutia are frequently extracted in one-of'two ways: by extracting
the ridge coupt to the nearest neighboring minutia in each of four angular regions (or quadrants), or by
extracting the fidge count to the nearest neighboring minutia in each of eight angular regions (or octants). The
ridge count extraction method field shall indicate the extraction method used;-as shown in Table 5.

Table 5 - Ridge Count Extraction Method Codes

RCE method ffield value | Extraction method | Comments

0x00 Non-specific No assumption shall be made about the method used to
extractridge counts, nor their order in the record; in par-
ticular\the counts may not be between nearest-neighbor

mindtiae
0x01 Four-neighbor For each center minutia used, ridge count data was ex-
(quadrants) tracted to the nearest neighboring minutia in four qua-
drants, and ridge counts for each center minutia are listed

together
0x02 Eight<neighbor For each center minutia used, ridge count data was ex-
(octants) tracted to the nearest neighboring minutia in eight octants,

and ridge counts for each center minutia are listed together

If either of thege specific extraction methods are used, the ridge counts shall be listed in the following way:

all ridge counts fora particutar center minutia shatibe fisted together;

e the center minutia shall be the first minutia references in the three-byte ridge count data;

e if a given quadrant or octant has no neighboring minutiae in it, a ridge count field shall be recorded
with both the minutia index and the ridge count fields set to zero (so that, for each center minutia,
there shall always be four ridge counts recorded for the quadrant method and eight ridge counts
recorded for the octant method);

e no assumption shall be made regarding the order of the neighboring minutiae.

Example - If the extraction method code is 0x01, and ridge counts were extracted for minutiae numbers 5 and 22,
the four ridge counts for minutia number 22 could be listed first, followed by all four ridge counts for minutia number 5.
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7.5.2.2 Ridge Count Data

The ridge count data shall be represented by a list of three-byte elements. The first and second bytes are an
index number, indicating which minutiae in the corresponding minutia area are being considered. The third
byte is a count of the ridges intersected by a direct line between these two minutiae.

The ridge count data shall be listed in increasing order of the index numbers, as shown in Table 6. There is
no requirement that the ridge counts be listed with the lowest index number first. Since the minutiae are not
listed in any specified geometric order, no assumption shall be made about the geometric relationships of the
various ridge count items.

d-= 0x00)
Minutia index #1 | Minutia index #2 Ridge count
0x01 0x02 0x05
0x01 0x06 0x09
0x01 0x07 0x02
0x02 0x04 0x13
0x02 0x09 0x0D
0x05 0x03 0x03
0x09 0x15 0x08
7.5.2.3 Ridge Count Format Summary
The ridge count data format shall be as follows:
7521 7522 7522 1522 7522 7522 7522
Extraction type index #1 index #2 ridge count index #1 index #2 ridge count
method | index | index | count | index | index count
N J \ J \ J \ J N J \ J
1bfte 1bjte 1 Byte 1Byt 1Byte 1byfe 1byte
— _/ — _/
~— ~
3 bytes 3 bytes
7.5.3 Core and-Delta Data Format
If the extended data area type code is 0x0002, the extended data area contains core and delfa information.
This format is provided to contain optional information about the placement and characteristigs of the cores

and deltas on the original fingerprint image. Core and delta points are determined by the ovegrall pattern of
rldges in the fingerprint. There may be zero or more core pomts and zero or more delta p0| ts for any fin-
' a-point placement

and angle are descrlbed in 6.5.

The core and delta information shall be represented as follows. The first byte shall contain the core
information type and the number of core points included; legal values are O or greater. This length byte shall
be followed by the position and angular information for the cores. The next byte shall contain the delta
information type and the number of delta points included; legal values are 0 or greater. This length byte shall
be followed by the position and angular information for the deltas.
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7.5.3.1 Number of Cores
The number of core points represented shall be recorded in the least significant four bits of this byte. Valid
values are from 0 to 15.

7.5.3.2 Core Information Type

The core information type shall be recorded in the first two bits of the upper byte of the X coordinate of the
core position. The bits “01” will indicate that the core has angular information while “00” will indicate that no
angular information is relevant for the core type. If this field is “00”, then the angle fields shall not be present
for the cores.

7.5.3.3 Corle Position

The X coordin
The Y coordin
expressed in (]

7.5.3.4

The angle of t
measured incH
negative valug

pte of the core shall be recorded in the lower fourteen bits of the first two bytes (fourtegn bits).
hte shall be placed in the lower fourteen bits of the following two bytes. The coordinates|shall be
ixels at the resolution indicated in the record header.

Core Angle

he core shall be recorded in one byte in units of 1.40625 (360/256) dedrees. The core angle is
easing counter-clockwise starting from the horizontal axis to the right. The value shall be a non-
between 0 and 255, inclusive. For example, an angle value of 16\represents 22.5 degrees. If

the core information type is zero (see 7.5.3.1), then this field shall not be preseht:

7.5.3.5

The number o

Number of Deltas

f delta points represented shall be recorded in the ledst significant four bits of this byte. Valid

values are frofn 0 to 15.

7.5.3.6 Del
The delta info
delta position.
angular inform
for the deltas.

7.5.3.7 Del

The X coordin

The Y coordin
expressed in
7.5.3.8 Del

The three ang

la Information Type
'mation type shall be recorded in the first two bits of the upper byte of the X coordinate of the

The bits “01” will indicate that the delta has angular information while “00” will indicate that no
ation is relevant for the delta typexIPthis field is “00”, then the angle fields shall not be present

la Position
pte of the delta shall"be recorded in the lower fourteen bits of the first two bytes (fourteen bits).

hte shall be placed in“the lower fourteen bits of the following two bytes. The coordinates shall be
ixels at the resolution indicated in the record header.

ta Angles

le aftributes of the delta shall each be recorded in one byte in units of 1.40625 (360/256) de-

grees. The de

tasangle is measured increasing counter-clockwise starting from the horizontal axis to the right.

The value shall be a non-negative value between 0 and 255, inclusive. For example, an angle value of 16
represents 22.5 degrees. If the delta information type is zero (see 7.5.3.5), then this field shall not be
present. If not all three angles can be extracted from the image because of noise or image cropping, the
angle fields affected shall be filled by repeating any of the other angle(s) for the same delta.
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7.5.3.9 Core and Delta Format Summary

The core and delta format shall be as follows:

7.5.3.1 7532 7533 7533 7534 75338&7534
Reserved #ofcores  Core info type Xlocation Reserved Y location Core Angle
reserved # cores type X coordinate reserved y coordinate angle
J \ J \ J \ J \ J \ J \ J \ J
2 Yits 6 Hits 2 Yits 14Yits 2 bits 14Vits 1bfte 5 bytes
- A - D A ~ —~—X 7 J
1 byte 2 bytes 2 bytes only pre;gnt if core’ | zero of more
info type not zéro”  pdditional cores
7535 7.5.3.6 7537 7537 1.5.38 /.5.3.3&7.534
Resefved #ofdeltas  Delta info type Xlocation Reserved Y location Delta Angles
reserved # delfas type X coordinate reserved y coordinate "‘\ang1 | ang2 | ang3
J) \ J \ J \ J \ J \ ) \ J |\ J
2 s 6 Bits 2 Hits 14 bits 2 Yits 14 Yits 3 bytes 5 bYtes
~ DZANG ~ A ~ / J v J
1 byte 2 bytes 2 bytes only preant if delta | zero or more

info type not zero  pdditional deltas

7.54 Zonal Quality Data

If the extended data area type code is 0x0003, the extended data area contains zonal quality data. This format
is provided to contain optional information about(thie quality of the fingerprint image within each cdll in a grid
defined on the original fingerprint image. Within each cell, the quality may depend on the presence pnd clarity
of fidges, spatial distortions and other charagteristics. Cell quality values are determined by the vengor.

The zonal quality data shall be represented as follows. The first two bytes shall contain the horizontal and
vertical cell sizes in pixels. These size bytes shall be followed by the quality indications for each cell, with one
or more bits for each cell. The celbquality bits shall be packed into bytes, padded with zeroes on the right to
corpplete the final byte. All cells are the same size, with the exception of the final cells in each row ahd in each
colbmn. The final cell in each row and in each column may be less than the stated cell size, if the] cell width
and height are not factors-of the image width and height respectively.

7.54.1 Cell Width-and Height

Th¢ number,of pixels in cells in the x-direction (horizontal) shall be stored in one byte. Permissible palues are
1 tp 255. _The number of pixels in cells in the y-direction (vertical) shall be stored in one byte. Permissible
vallies are to 255.

7.542— Ceti Quatity informatiom Depth

The bit depth of the cell quality information shall be contained in one byte. This value will indicate the number
of bits per cell used to indicate the quality.

7.5.4.3 Cell Quality Data

The quality of the fingerprint image in each cell shall be represented by one or more bits, as indicated in
7.5.4.2. Quality data for cells shall be stored in usual “raster” order — left to right, then top to bottom. If the
finger image within this cell is of good clarity and significant ridge data is present, the cell quality shall be
represented by higher values (by the bit value ‘1’ if the information depth is 1). If the cell does not contain
significant ridge data, or the ridge pattern within the cell is blurred, broken or otherwise of poor quality, the cell
quality shall be represented by lower values (the bit value ‘0’ if the information depth is 1).
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The cell quality shall be packed into bytes. The final byte in the cell quality data may be packed with bit values
of zero (‘0’) on the right as required to complete the last byte.

7.5.4.4 Zonal Quality Data Format Summary

The zonal quality data format shall be as follows:

754.1 754.1 7542 7543
Cell Width Cell Height  Information Depth
x cell size y cell size depth Cell quality bits 00...0
C T\ 7T« 7
Y Y Y ;‘ S - J
1 byte 1 byte 1 byte data bits padding bits
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Table 7 is a reference for the fields present in the Finger Minutia Record format. Optional extended data for-
mats for ridge counts, core and delta data and zonal quality information are not represented here. For more
specific information, please refer to the text and to the Record Format Diagrams in Annex A.

Table 7 - Minutia Record Format Summary

Field Size Valid Values Notes
Format Identifier 4 bytes 0x464D5200 “FMR " - finger minutiae record
(F ‘M ‘R’ 0x0)
- Version of this standard 4 bytes nnn0x0 » XX", with XX = 20 or greater
5 Length of total record in bytes 4 bytes 24 - 4294967295 either 0x0018 to 0x0000FFFREERF
g Capture Equipment Certification 4 bits compliance with Annex B_or futurg 1ISO standards
14 Capture Device Type ID 12 bits Vendor specified
] Image Size in X 2 bytes in pixels
% Image Size in Y 2 bytes in pixels
8 X (horizontal) Resolution 2 bytes in pixels per ¢m
Y (vertical) Resolution 2 bytes in pixels pericm
Number of Finger Views 1 byte 0to 255
Reserved byte 1 byte 00 0 for this version of the standard {reserved for
futlre use)
Finger Position 1 byte 0to 10 See Table 2
° View Number 4 bits 0to 15
g' E Impression Type 4 bits Oto3or8 See Table 3
c'—; b Finger Quality 1 byte 0to 100 0to 100
Number of Minutiae 1 byte
X 2 byte Expressed in image pixels
- (minutia type in upper 2 bits)
8 £ Y 2 byte Expressed in image pixels
Q (upper 2 bits reserved)
O] 0 1 byte 0to0 255 Resolution is 1.40625 degrees
Quality 1 byte 0to 100 1t0 100 (0 indicates “quality not reported”)
% Extended Data Block Length 2 bytes 0x0000 = no private area
253
O %S
i z Extended Data Area Type Cade 2 bytes only present if Extended Data Blgck Length # 0
& ¢ @ | Extended Data Area Length 2 bytes only present if Extended Data Blgck Length # 0
> | Extended Data In prev. field only present if Extended Data Blgck Length # 0

Each extended data area may contain vendo

r-specific data, or one or more of the following (in any order):

Ridge count extraction method 1 byte Oto2
° = Ridge count data — idx #1 1 byte 1 to # of minutiae
S § Riddge count data — idx #2 1 byte 1 to # of minutiae
x ° Ridge count data — count 1 byte
additional ridge counts...
Number of cores 4 bits 0to15
& Core information type 2 bits Oto1
by 3 X location 14 bits
© T s [ Ylocation Z Dytes
& 3| Angle (if core info type #0) 1 byte 0to 255
& 2| Number of deltas 4 bits Oto 15
© S Delta information type 2 bits Oto1
X location 14 bits
Y location 2 bytes
Angles (if delta info type # () 3 bytes 0to 255
o Cell Width 1 byte 1t0 255
g2 2 El Cell Height 1 byte 110 255
& 5| N o] Cell Information Bit Depth 1 byte 1t0 255
Cell Quality Data CellDataLen
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8 Finger Minutiae Card Format

This standard defines two card related encoding formats for finger minutiae, the normal size format and the
compact size format. Such a format may be used e.g. as part of a Biometric Information Template as specified
in ISO/IEC 7816-11 with incorporated CBEFF data objects, if off-card matching is applied, or in the command
data field of a VERIFY command, if match-on-card (MOC) is applied (see ISO/IEC 7816-4 and -11).

NOTE - The term “card” is used for smartcards as well as for other kind of tokens.

8.1 Normal Size Finger Minutiae Format

01 =Fidge ending (encoded as valley skeleton bifurcation point), or ridge skeleton end point
10 = Fidge bifurcation (encoded as ridge skeleton bifurcation point)
11 =feserved for future use

- coordlinate x (14 bits), unit = 102 mm
- reserved (2 bits), default value: 00
- coordlinate y (14 bits), unit = 10% mm

- angle¢ 6 (8 bits), unit = 21/256

Table 8 — Normal size fingeriminutiae format

type t x-coordinate reserved*| y-coordinate angle 0

2 bytes 2-bytes 1 byte

8.2 Compact Size Finger Minutiae Format

With the compact size format,conly 3 bytes are used per minutia (see Table 9). This reduction of memory
space is only iossible at the gostof a reduction in resolution of coordinates and angle.

coordinatéx (8 bits), unit = 10" mm

cobrdinate y (8 bits), unit = 10" mm

H et el D et N el Ll L £ n
ITTdtia type t{£ DI ). Sdllic CUOUIINTY as WILT UTE TIUTTIdD SIZT TUTTTIat

angle 0 (6 bits), unit = 2r/64

Table 9 — Compact size finger minutiae format

x-coordinate |y-coordinate |typet \angle 0
1 byte 1 byte 1 byte

NOTE - The maximum value for the x and y coordinate is 25.5mm with the compact format.
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8.3 Number of Minutiae, Minutiae Ordering Sequence and Truncation

8.3.1 General Aspects

The minutiae data of a finger consist of n minutia encoding shown in Table 8 (or alternatively Table 9).
The number n depends on

the minimum number of minutiae required according to the security level (see Annex C)

the maximum number of minutiae accepted by a specific card e.g. due to buffer restrictions
and computing capabilities.

The maximum number of minutiae accepted is therefore an implementation dependent valuel and shall be
indicated in the Biometric Information Template, if the default value is not used (see Annex.C).

A card may also require a special ordering of the minutiae presented in the biometric verificgtion data. The
ordering scheme shall be indicated in the Biometric Information Template (sée ISO/IELC 19785 and
ISO/IEC 7816-11), if the default value is not used.

If the number of minutiae exceeds the maximum number processible by a card, truncation is necessary. The
truncation is a 2 step process. At first, finger minutiae of poor quality are.eliminated. If still too pany minutiae
are there, then truncation shall be made by peeling off minutiae fromnthe convex hull of the miputiae set and
before sorting into the order required by the card.

8.3.2 Biometric matching algorithm parameters

Biometric matching algorithm parameters are used to indicate implementation specific values tp be observed
by the outside world when computing and structuring the biometric verification data. They can e encoded as
DOs embedded in a biometric matching patameter template as defined in ISO/IEC 19785 (see|Annex related
to smartcards, Table 1).

8.3.3 Number of Minutiae

For the indication ofithe minimum and maximum value of minutiae expected by the card the PO Number of
minutiae as shown in Table 10 shall be used.

Table 10 — Data Object for Number of Minutiae

Tag L Value
81° 2 min (1 byte, binary coding) || max (1 byte, binary coding)

If this DO is not present in the BIT, the default values apply (see Annex C).
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8.3.4 Minutiae Order

For the indication of the ordering scheme for minutiae, the DO Minutiae order as shown in Table 11 shall be
used.

Table 11 — Data Object for Minutiae Order

Tag L Value
‘82’ 1 see Table 12

Table 12— Val for-Minutiae-Ordertndication

b8 b7 b6 b5 b4 b3 b2 b1 Meaning

0 0 0 0 0 0 0 0 no ordering required
(default value)

1 ordered ascending

ordered descending
Cartesian x-y, see note fl
Cartesian y-x

Angle, see note 2

Polar, root = center. 6f mass
0 0 X or'Y coordinate extension for
compact format

X X X 000, other,values are RFU

O

o|=|0O|0|0O
oO|0|=|=|O
o|I0|=|O|—

NOTES —
1. Orderdd by ascending/descending x-coordinate, if equal by ascending/descending y-coordinate (first x, then y)
2. The arjgle represents the orientation of the minutia.
The following |description defines the ordering procedure in detail to avoid misunderstandings or misinterpre-
tations.
Ordered ascgnding
Ordered ascepding means, that the ordered sequence begins with the minutia from the original minutiae set,
that has the $mallest value of thetindicated item. The value of this item increases with every successive
minutia to the maximum value in.the last minutia of the ordered sequence.
Ordered desgending
Ordered descgénding means, that the ordered sequence begins with the minutia from the original minutiae set,

that has the largest value of the indicated item. The value of this item decreases with every successive
minutia to the minimudm value in the last minutia of the ordered sequence.

Cartesian x-y

Cartesian x-y stands for an ordering scheme, where first the x-coordinate is compared and used for ordering.
When ordering by ascending Cartesian x-y coordinates, the minutia with minimum x-coordinate becomes the
first minutia in the ordered sequence. The minutia with the second smallest x-coordinate becomes the second
minutia in the ordered sequence. This process continues until the minutia with maximum x-value becomes the
last minutia in the ordered sequence. If the x-coordinates in two or more minutiae are equal, the y-coordinate
is compared for ordering.

Cartesian y-x

Cartesian y-x stand for an ordering scheme, where first the y-coordinate is compared and used for ordering. If
the y-coordinates in two or more minutiae are equal, the x-coordinate is compared for ordering.
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Angle

Sorting a minutiae list by angle is done as follows. As defined in a previous subclause the angle of a minutia
begins with value 0 to the right horizontal axis and increases counter-clockwise. When ordering by increasing
angle, the minutia with the minimum angle value in the ordered sequence becomes the first minutia in the
ordered sequence. The minutia with the second smallest angle value becomes the second minutia in the
ordered sequence. This process continues until the last minutia in the ordered sequence is defined as the
minutia with maximum angle value. No rules for subordering are defined, if the angle values in two or more
minutiae are equal. Any possible ordering sequence of the minutiae with the same angle value is legal in this
case.

Polar

Polar is an ordering sequence by ascending or descending polar coordinates. First of all, awirfual coordinate
root is defined as the center of mass of all minutiae. The polar coordinates of every minutiae ar¢ computed as
the relative distance and angle to this root coordinate. Without loss of generality, the procesg of ascending
ordering with polar coordinates is described. The minutia with minimum distance to the’root be¢omes the first
minutia in the ordered sequence. The minutia with the second smallest distance to the rooff becomes the
second minutia in the ordered sequence. This process continues until the minutia with maximym distance to
the root becomes the last minutia in the ordered sequence. If the root-distance of two minutlae or more is
equal, the angle of these minutiae is compared. The minutia with the smallest relative angle value becomes
the next minutia in the ordered sequence.

The position of the centre of mass of the minutiae shall be computed as the point specified by the means of
the coordinates in X and Y.

Xem = (X1 + X2 +<2. + X,) /' n
Yem = (Y1 + Y2t ). +yn)/n

where cm is the centre of mass and n is the numberof minutiae.

X or Y coordinate extension for compact format

The extracted X coordinates are sorted in ascending order and encoded in 2 bytes, but pnly the least
significant byte is sent in the minutiae format to the card (equal to a mod(256) computation).| The card can
reconstruct the original sequence'\.of values by adding 256 on all following entries when a \iolation of the
ascending order occurs.

Example:
Original sequence;~ ;60 276 277 333 581 797 860 986 1000
Transmitted sequence: 60 20 21 77 69 29 92 218 232

For each viglation of the ascending order add 256 on all following entries:
+ 0 256 256 256 512 768 768 768 768

Reconstructed sequence: 60 276 277 333 581 797 860 986 1000

The same construction principle may be applied also for the Y coordinate.

NOTE - It is assumed, that the distance between 2 neighbour minutiae is less than 256.
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8.4 Usage of additional features for the card format

8.4.1 Data objects for additional features

In the card format, also other features beyond the finger minutiae may be present. In this case the usage of
the biometric data template (tag ‘7F2E’) as described in ISO/IEC 7816-11 and defined in ISO/IEC 7816-6 is
mandatory. Table 13 shows the biometric data template with its embedded data objects. If proprietary data
are appended, then the biometric data in standardized format (DOs with tag ‘90’ — ‘93’) shall be encapsulated

in the DO with tag ‘A1’, see Table 13.

Table 13 - Biometric data template

Tag Length | Value Presence
‘TF2E’ var. Biometric data template
Tag Length | Value
‘90’ var. Finger minutiae data acc. to 8.1 or 8.2, | mandatory
dependent on the indicated format
owner/format type
‘91’ var. Ridge count data acc. to 7.5.2.3 optional
‘92’ var. Core point data acc. to 7.5.3.9 optional
‘93’ var. Delta point data acc. to 7.5.3.9 optional
‘94’ var. Cell quality data acc. to 7.5.44 optional
‘81'TAT Biometric data with standardized format, see | optional
note
‘82'TA2’ var. Biometric data with proprietary format optional
NOTE - If the O with tag ‘81’ is used, then the data a€cording to 8.1 or 8.2 follow without encapsulation.
8.4.2 Indicatipn of card capabilities
If a card with|on-card matching supports one or more of the additional features, then the capabilities shall
be indicated in the DO ‘Biometric algorithm parameters’ (tag ‘B1’ within the BIT, see ISO/IEC 7816-11) using
the DO ‘Featyre handling. indicator’ (tag ‘83’, value field 1 byte). The nesting of the DO ‘Feature handling
indicator’ in the DO ‘Bionmietric algorithm parameters’ is shown in Table 14, the coding is denoted in Table 15.
Table 14 - DO ‘Biometric algorithm parameters’

26

Tag | Length Value

‘BT’ var. Biometric algorithm parameters template
Tag | Length Value
‘81’ 2 Number of minutiae, see 8.3.3, Table 10
‘82’ 1 Minutiae order, see 8.33, Tables 11 and 12
‘83’ 1 Feature handling indicator, see Table 15
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Table 15 - Coding of the feature handling indicator

b8 b7 b6 b5 b4 b3 b2 b1 Meaning

1 | Ridge count supported
1 Core points supported
1 Delta points supported
1 Cell quality supported
X X X X RFU (default: 0)

9 CBEFF Format Owner and Format Types
Format owner and format type are encoded according to CBEFF. The format owner is ISO/IEG JTC 1/SC 37.
The IBIA registered format owner id is ‘0101’

The format type denotes one of the finger minutiae formats according to ‘this standard, see Table 16.

Table 16 — Format types

Format Type |Meaning

‘0001’ Finger minutiaetecord format — no extended data, with
- ridge endings\(valley skeleton bifurcation points)

- ridge bifurcations (ridge skeleton bifurcation points)
‘0002’ Finger minutiae record format — extended data, with
- ridgerendings (valley skeleton bifurcation points)

- ridge bifurcations (ridge skeleton bifurcation points)
‘0003’ Finger minutiae card format - normal size, with
-ridge endings (valley skeleton bifurcation points)

- ridge bifurcations (ridge skeleton bifurcation points)
‘0004* Finger minutiae card format - normal size, with

- ridge skeleton end points

- ridge bifurcations (ridge skeleton bifurcation points)
‘0005’ Finger minutiae card format - compact size, with

- ridge endings (valley skeleton bifurcation points)

- ridge bifurcations (ridge skeleton bifurcation points)
‘0006’ Finger minutiae card format - compact size, with

- ridge skeleton end points

- ridge bifurcations (ridge skeleton bifurcation points)
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Annex A
(normative)

Record Format Diagrams

A.1 Overall Record Format

7621 1.0.£.2 1.9.2.L 1.9.2.L 1.9.£.2
Recorfl Header ~ Finger View Record  Extended Data Finger View #2 Record  Extended Data
see A2 below | see A.3 below | see A.5 below - see A.3 below | see A.5 below
\ J R/ \ _
one headgr per record \/_/
24)bytes One finger minutia One or more extended data-areas per finger
per record (Extended Data Blackjlength = 0 if no

extended data)

A.2 Record Header

7.3.1 732 733 1:3.4 735
Format ID Spec Version Record Length Capture’Equipment Compliance Capture Equipment ID
0x464D520 rrAXIXI0 length Appendix F | reserved | reserved | reserved capt. eqpt. ID
\ Y N J \ ) AN
Y Y Y g Y
4 bytes 4 bytes 4 bytes 4 bits 12 bits
736 737 7.38 739 7.3.10 7.3.11
Ximage siz¢ Y image size X resolution Y resolution # of finger views Reserved byte
X image sizf | Y image size | X resolution | Y resolution | # of views | 0x00 |
N J
2 bytes 2Dbytes 2 bytes 2 bytes 1 byte 1 byte

A.3 Single Finger View Minutiae Record

74141 7412 7413 7414 7415 742 742
Finger position ~ View number  Impression type  Finger quality Number of Finger minutiae Finger minutiae
minutiae data data
finger # view # 0-3, 8 quality 0-100 | # of minutiae | see A.4 below | | see A.4 below |
\ J \ J \ AN J \ J \
Y Y Y Y Y
1 byte 4 bits 4 bits 1 byte 1 byte 6 bytes 6 bytes
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7421 7422 7422 7423 7424
Minutia Type Xlocation Reserved Y location Minutia Angle Minutia Quality
type X coordinate RFU y coordinate angle, 0-255 quality, 0-100
N J
Y Y Y Y Y Y
2 bits 14 bits 2 bits 14 bits 1 byte 1 byte
— I _J
~— ~
2 bytes 2 bytes
A.b Extended Data
7.5.1.1 7512 7513 7514 7512 7513|7514
Extengded Data Block Length  Extended Data Type Code Extended Data Length ~ Extended Data
Block Length Type ID code Data length data
J
v - NSNS
2 bytes 2 bytes 2 bytes (tLength™-4) bytes
S~ -

——
‘Block Length’ bytes
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Annex B
(normative)
Fingerprint Image Quality Specifications

B.1 SCOPE AND PURPOSE

These specifications apply to fingerprint scanner systems and printers that will supply fingerprint data. They

provide object
Electronic ima
(identification

possibly (4) sd

The fingerprin

visual defects.
role in the com
support image

The image qu

ive criteria for insuring image quality.
ges must be of sufficient quality to allow for: (1) conclusive fingerprint comparisons

br non-identification decision); (2) fingerprint classification; (3) automatic feature detection; and
arch reliability.

comparison process requires a high fidelity image without any banding, streaking or other,
Finer detail such as pores and incipient ridges are needed since they can play an important
parison. Additionally, the gray-scale dynamic range must be captured with sufficient.depth to
enhancement and restoration algorithms.

lity requirements have associated test procedures(see e.g. ISO/IEC standards-related to

biometric testing or document Test Procedures for Verifying IAFIS Scanner Image Quality Requirements).
These procedlires are for use by application providers in acceptance testing to ensure,compliance with the

requirements,

nd in performance capability demonstrations as an indication of capability to perform.

Equipment shall be tested to meet the requirements in normal operating modes, e g \scanners shall not be

tested at slow

may recomme

B.2 FINGE

B.2.1to B.2.6

scanner (live s

minimum reso
'cross-scan’' di

(5 pixels per in

197 pixels per

pixel shall be ¢

Interchange o

B.2.1 Geom

The absolute
and the distan
shall meet the

r than normal operating speeds to meet modulation transfer function-specifications. A vendor
hd alternate testing methods.

RPRINT SCANNERS

describe the image quality performance characteristics required for a fingerprint

can and card scan). These specifications require that the scanner shall capture fingerprints at a
ution in both the detector row and detector column directions (also known as 'along-scan' and
Fections) of 197 pixels per centimeter (500 pixels/inch), plus or minus 2 pixels per centimeter
ch). The final output delivered image from«he scanner system shall have a resolution of
centimeter (500 pixels/inch), plus or minus 2 pixels per centimeter (5 pixels per inch), and each
ray level quantized to 8 bits. [Requirement described in the ANSI standard: Data Format for the
Fingerprint Information, ANSI/NIST-CSL 1-1993.]

etric Image Accuracy

alue of the difference "D!", between the actual distance "X" between any two points on a target
Ce "Y" between thogeé\same two points as measured on the output scanned image of that target,
following requirements for the value D:

D =0.017B, for0< X <1.78
D =0.01*K, fory1.78 < X < 38.1
where: D,|X, Y.are in millimetersand D =Y — X

The requirementTomrespondstoa positiomataccuracy of =% for distamnces betweenm 78 mm{6-07-m)amd
38.1 mm (1.5 in), and a constant £ 0.0178 mm (0.0007 inches or 1/3 pixel) for distances less than or equal to
1.78 mm (0.07 in). The geometric image accuracy shall be measured using a precision 1 cycle per millimeter
target.

B.2.2 Modulation Transfer Function

The measured modulation transfer function (MTF) of the scanner, in both the detector row and detector
column directions, and over any region of the scanner's field of view, shall have modulation values which fall
within the ranges given in the following MTF table, at the given spatial frequencies:

cyc/mm MTF

1 .905 to 1.00
2 .797 t0 1.00
3 .694 t0 1.00
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.598 t0 1.00
51310 1.00
437 10 1.00
31210 1.00
0 .200 to 1.00

00000~

The MTF shall be measured using an appropriate test chart number. The single, representative sine wave
modulation in each imaged sine wave frequency pattern is determined from the sample modulation values
collected from within that pattern. The sample modulation values are computed from the maximum and
minimum levels corresponding to the 'peak' and adjacent 'valley' in each sine wave period. These maximum
and minimum levels represent the corresponding locally averaged image gray levels mapped through a
calibration curve into target reflectance space, where the local average of gray levels is computed in a
—direction orthogonat to the sinusoidar varfation direction. Sampie fmage modutation 5 them

defined as:

(maximum - minimum) / (maximum + minimum)
The calibration curve is constructed by performing a least squares linear regression*curve fit befween the
image gray levels of the 14 density patches in the test target and the corresponding target refleftance values.
The scanner MTF at each frequency is then defined as:

MTF = representative image modulation / target modulation

[Target modulations and target density patch values are supplied. with the test target by the
manufacturer.]

B.2.3 Signal-to-Noise Ratio

Both the ratio of signal to white noise standard deviation and the ratio of signal to black noise s{andard
deviation of the digital scanner shall be greater thanor equal to 125 using the following procedyre:

1) Arandom 6.35mm x 6.35mm (0.25 inchx0.25 inch) test field within the image area is chosen and the
white reference target is placed in the, test field.

2) A white test population of 8-bit reflectance values from at least 1000 samples within the tes} field are
collected. The average value and standard deviation are computed from this test population.

3) Steps 1 and 2 are repeatéd for the black reference target.

4) The signal to noise-ratio (SNR) is computed as the difference between average white and gverage black
values, alternately~divided by the white noise standard deviation (‘'white SNR') and the black noise
standard deviation (‘black SNR'").

Note: The scanner shall be set up such that the white reference target is below scanner saturatjon level, and
the blackdeference target is above scanner dark current level. Also, care should be taken, via direct visual or
visual. display observation, to avoid areas of dust, pinholes, scratches, or other imperfections on the target

whefiiselecting the sub-area for the 1000 samples.

| B:2.4 Gray-Scale Range of Image Data

At least 80% of the captured individual fingerprint images shall have a gray-scale
dynamic range of at least 200 gray levels and at least 99% shall have a dynamic
range of at least 128 gray levels. For this requirements section, 'dynamic range' is
defined as the total number of gray levels that have signal content from the
fingerprint image. Fingerprint card format lines, boxes, and text shall be excluded
from the dynamic range computation and white surround in the immediate vicinity of
a given fingerprint shall be included in the dynamic range computation (dashed box
at right). Compliance with these dynamic range requirements shall be verified using a
stratified sample of fingerprint cards assembled by the Government.
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The intent is to avoid excessively low contrast images. Live-scan systems and card scanners at a booking
station can control dynamic range by rolling the prints properly. However, with central site or file conversion
systems, where a variety of card types and image qualities are encountered, adaptive processing may be
necessary. The 8-bit quantization of the gray-scale values for very low contrast fingerprints needs to more
optimally represent the reduced gray-scale range of such fingerprints. In the example histogram

accompanyind this section, the gray-scale values divide up the range from A to B. The parameters A and B
are stored with) the image to provide an audit trail.

B.2.5 Gray-scale Linearity

Using the 14 gray patches in an appropriate test chart as the scanner input (independent variable)) with their
manufacture-supplied reflectance values, none of the corresponding 14 scanner output gray levels
(dependent variable) shall deviate by more than 7.65 gray levels from a linear, least squares regression line
fitted between|the two variables. The output sample values within an area of at least 6.35mm x 6.35mm (0.25
inch x 0.25 ingh) shall be utilized to compute the average output gray level for each patch.

B.2.6 Outp

Output gray le|
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level, and the

white target as

(1) The outpu
levels that

(2) For all pix
scanner fi

gray levelsg.

(3) Forany tw
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And, using the

(1) The outpu
levels that

t Gray Level Uniformity

vel uniformity shall be determined by scanning both a white’reference target and a black

bt. The scanner shall be set up such that the white referehce target is below scanner saturation
black reference target is above scanner dark current I€vel’in the respective tests. Using the

the scanner input, the following three requirements:shall be met:

s of any two adjacent rows or columns of length’9 pixels or greater shall not have mean gray
differ by more than 2.5 gray levels.

Is within a 6.35mm x 6.35mm (0.25 inchx 0.25 inch) area located in any region of the total

Id of view, no individual pixel's gray-level shall vary from the mean gray level by more than 22.0
0 non-contiguous quarter inchiareas located anywhere in the total scanner field of view, the
levels of the two quarter.ineh areas shall not differ by more than 12.0 gray levels.

black target as the/seanner input, the following three requirements shall be met:

s of any two adjacent rows or columns of length 9 pixels or greater shall not have mean gray
differ by mgrethan 1.0 gray levels.

scanner fi

(2) Forall pix;

Is withinta 0 6.35mm x 6.35mm (0.25 inch x 0.25 inch) area located in any region of the total
Id, of.view, no individual pixel's gray level shall vary from the mean gray level by more than 8.0

gray levelg.

(3) For any two non-contiguous quarter inch areas located anywhere in the total scanner field of view, the
mean gray levels of the two quarter inch areas shall not differ by more than 3.0 gray levels.

B.3 LATENT PRINT SCANNERS

B.3.1 and B.3.

2 describe the image quality performance characteristics required for a latent print

scanner operating in a 39.37 pixels/mm (1000 pixels/inch) mode. These specifications require that the
scanner shall capture fingerprints at a minimum resolution in both the detector row and detector column

directions (also known as 'along-scan' and 'cross-scan' directions) of 39.37 pixels/mm (1000 pixels/inch). The

final output delivered image from the scanner system (at the 9.37 pixels/mm setting) shall have a resolution of
39.37 pixels/mm (1000 pixels/inch), plus or minus 0.4 pixels per mm (10 pixels per inch), and each pixel shall

be gray level quantized to a minimum of 8 bits.
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