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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotech
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC

nical

technical committees-collaborate in fields of mutual-interestOther international nrgnni79ﬁnnc, govern ental
and non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of informiation
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International| Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of the joint technical committee is to prepare International Standards.\Draft Internafional
Standards aglopted by the joint technical committee are circulated to national bodies for voting. Publicatipn as
an International Standard requires approval by at least 75 % of the national bodies casting a vote.

Attention is grawn to the possibility that some of the elements of this document‘may be the subject of pptent
rights. ISO and IEC shall not be held responsible for identifying any or all su¢h patent rights.

ISO/IEC 19794-11 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information techndlogy,
Subcommitt¢e SC 37, Biometrics.

ISO/IEC 197194 consists of the following parts, under the generaltitle Information technology — Biometric|data
interchange formats:

— Part 1: Framework

— Part 2: kinger minutiae data

— Part 3: §

— Part4: §

— Part 5: §

— Part 6:

— Part7: 3

— Part 8: §

Finger pattern spectral data
Finger image data

Face image data

ris image data

bignature/sign time series data

Fingér pattern skeletal data

— Part 9: Vascular image data

— Part 10:

— Part 11:

— Part 13:

— Part 14:

Hand geometry silhouette data
Signature/sign processed dynamic data
Voice data

DNA data
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Introduction

11:2013(E)

There are several commercial implementations of signature/sign verification based on the analysis of the
dynamic features of signing. This part of ISO/IEC 19794 specifies an interchange format using signature/sign
dynamic features that can be used to provide signature/sign verification. This data format enables

interoperability without compromising any developers’ Intellectual Property Rights.
A group of features are identified that are mandatory across all compliant implementations in Org
interpperability but the biometric interchange record format also supports proprietary data.

prop

perfd

The
intell

estimated. Furthermore, using the significant events 19794-7 format can be extrapolated, and th

ietary data is regulated in a similar manner to that used in ISO/IEC 19794-7, ensuring that
rmance is achieved between the mandatory and proprietary features.

eatures recorded represent significant dynamic events during the signing process, and thus
gent compression of the ISO/IEC 19794-7 format. From these other features can be ¢

er to ensure
The use of
comparable

represent an
alculated or
brefore other

signature/sign feature data can be calculated or estimated.
The |biometric interchange record format is a sequence of signature/sign representations, preceded by a
general header that is common to all representations. Each signature/sign representation is rgcorded as a

reprd

In aq

reco
reco

rotat

This
algo
com

The
asd

The

Anng

and

Anneg
ISO/
ASN

sentation header followed by a sequence of Dynamic-event\data for each signature/sign dyn

dition to the Dynamic-event data recorded for each )signature/sign dynamic event, addit
ded representing overall features of the signatuce/sign representation. It should be n
ded data for the signature/sign representation .is\recorded before any transformations are
on or time warping). The data recorded is eitherraw data or derived from the raw data.

part of ISO/IEC 19794 does not specify the analysis to be undertaken by any particular
ithms. The signature/sign features recorded in the data format can be used for analysis by m
larison algorithms.

ormat described is based on féatures (segmentation based on dynamic events) instead of s
gscribed in ISO/IEC 19794-7:

ormat defined in this part of ISO/IEC 19794 has the version number 1.0.

x A is normative and is intended to specify elements of conformance testing methodology, te
and test procedures ass applicable to this part of ISO/IEC 19794.

x B is informative and formally specifies the biometric interchange record format using the
EC 8824) notation and the ASN.1 Packed Encoding Rules (see ISO/IEC 8825-2), enablin
1 tools to assist implementation.

amic event.

onal data is
bted that all

applied (e.g.

comparison
any different

ample points

st assertions,

ASN.1 (see
g the use of

Annex C is informative. It gives guidance on the suitability of signature/sign for secure comparison purposes
using the features recorded in the biometric interchange record format defined in this part of ISO/IEC 19794.
Annex C identifies three indicators of signature/sign suitability: quantity of data, complexity of signature/sign,
and consistency of signature/sign. Annex C suggests measurements that can be made in accessing these
indicators, but does not quantify suitable measurements or provide any structure for recording the indicators.
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Information technology — Biometric data interchange

for

mats —

Part 11:
Signature/sign processed dynamic data

1

For the purpose of biometric comparison, this part of ISO/IEC 19794 specifies’a’ data interchan

proc
digiti

The
wher
addr

This
a daf
forid
Itis 4

used
of thi

2

A big

relateéd to:

A)
this f

B)

The relationship between its data values and the input biometric data from which the bi
recond was generated, as specified in Clause 8 of this part of ISO/IEC 19794.

cope
ssed signature/sign behavioural data extracted from a time series, captured using devi
ring tablets, pen-based computing devices, or advanced pen systems:

jata interchange format is generic, in that it may be applied and‘used in a wide range of appl
e handwritten signs or signature/signs are involved. No application-specific requirements or
bssed in this part of ISO/IEC 19794.

part of ISO/IEC 19794 contains definitions of relevant ferms, a description of what data is e
entification purposes using this part of ISO/IEC 19794.

dvisable that stored and transmitted biométric data is time-stamped and that cryptographic te

to protect their authenticity, integrity, and confidentiality; however, such provisions are beyo
s part of ISO/IEC 19794.

Conformance

metric data record caonforms to this part of ISO/IEC 19794 if it satisfies all of the normative

art of ISO/JEC19794.

je format for
ces such as

cation areas
features are

tracted, and

a format for containing the data, together with advice on whether a set of user's signature/sign is suitable

chniques be
nd the scope

equirements

ts data structure;-data values and the relationships between its data elements, as specified in Clause 8 of

bmetric data

A sy

em that proauces biometric data records Is contormant to this part or ISU/TEC 19794 1T all D

ometric data

records that it outputs conform to this part of ISO/IEC 19794 (as defined above). A system does not need to
be capable of producing biometric data records that cover all possible aspects of this part of ISO/IEC 19794,

but o

nly those that are claimed to be supported by the system.

A system that uses biometric data records is conformant to this part of ISO/IEC 19794 if it can read, and use
for the purpose intended by that system, all biometric data records that conform to this part of ISO/IEC 19794
(as defined above). A system does not need to be capable of using biometric data records that cover all
possible aspects of this part of ISO/IEC 19794, but only those that are claimed to be supported by the system.
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3 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 19785-2, Information technology — Common Biometric Exchange Formats Framework — Part 2:
Procedures for the operation of the Biometric Registration Authority

ISO/IEC 19794-1, Information technology — Biometric data interchange formats — Part 1: Framework

4 TermJ and definitions
For the purppses of this document the terms and definitions given in ISO/IEC 19794-1 and the following apply.

4.1
dynamic event
either a peniup, pen-down, or turning point event

4.2
pen-down
event from which on the pen tip is touching the writing plane

4.3
dynamic-event data
data that recprds pen position, pressure and time for a given signatare/sign dynamic event

4.4
pen-up
event from which on the pen tip is not touching the writing plane, after a pen-down event

4.5
signature/sign representation
data recorded from a single signature/sign

NOTE Alsignature/sign representation always starts with a pen-down event and ends with a pen-up everft, but
there can be more pen-up and pen-down events within the signature/sign representation.

4.6
turning point
event from which the siginiof the inclination derived from adjacent samples of either X, Y or F channel chapges

5 Convintions

5.1 Coordinate system
The coordinate system used to express the pen position shall be a two-dimensional Cartesian coordinate
system. The x-axis shall be the horizontal axis of the writing plane, with the x coordinates increasing to the

right starting at 0. The y-axis shall be the vertical axis of the writing plane, with y coordinates increasing
upwards starting at 0.

5.2 Byte order

The more significant bytes of any multi-byte quantity are stored at lower addresses in memory than (and are
transmitted before) less significant bytes.

2 © ISO/IEC 2013 — All rights reserved
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Within a byte, the bits are numbered from 8 to 1, where bit 8 is the ‘most significant bit' (MSB) and bit 1 the
‘least significant bit’ (LSB).

5.3 Registered format type identifier

The data records specified in this part of ISO/IEC 19794 may be embedded in a CBEFF- (ISO/IEC 19785-1)
compliant biometric information record (BIR). This clause lists the BDB (biometric data block) format owner
identifier and the BDB format type identifier that shall be used if embedded in a CBEFF BIR. This identifier is
registered with IBIA, the CBEFF Registration Authority (see ISO/IEC 19785-2).

The format owner of the formats defined in ISO/IEC 19794 is ISO/IEC JTC 1/SC 37. The format owner
identifier is 257 (0101Hex). Table 1 lists the format type identifier for the format definedcin| this part of
ISO/IEC 19794.

Table 1 — Format type identifiers

CBHFF BDB format type Short name Full object identifier

identifier

16 (0010pex) signature-sign-processed- {iso(1) registration-adthority(1)
dynamic cbeff(19785) biometric-

organization(0) jtc1-sg37(257)
bdbs(0) signature-sign-
processed-dynamic(16)}

6 Pata format relationships

The jprocessed data format described in this part of ISO/IEC 19794 may not be the final format used by
dynamic signature/sign analysis algorithms:for signature/sign feature analysis. The format is a §egmentation
based signature data format with sufficient information to derive signature/sign features for|a variety of
algotfithms. Its use is shown in the flowchart in Figure 1.

19794-7 o| - Intermediate | 19704411 'f”tetr”a' > Sig fat“t"e/ si
stored data processing stored data i eature gniiea ‘fre
data analvysis

sign/sighature
data

Figure 1 — Data format flowchart

7 Recorded Signature/sign data

7.1 Overview
By recording dynamic-event data at significant signature/sign dynamic events of: Pen-down, Pen-up, and

Turning point, these can be combined into larger segments and/or extrapolated into the whole signing
sequence for any feature analysis to be applied.

© ISO/IEC 2013 — All rights reserved 3
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Signature/sign data will be recorded as a sequence of Dynamic-event data for each significant dynamic event,
followed by an overall feature data set.

7.2 Dynamic-event data

Whenever a
a)

b)

dynamic signature event occurs:

Pen-down

Pen-up

c) Tdrning point

The X, Y cod

7.21 Pen-
Pen-down is
following chd

Fni=0

7.2.2 Pen-

Pen-up is an event from which the pen tip is leaving from the wfiting plane. Pen-up is detected whe

following chd

Foi>0
7.2.3 Turn
A turning po
channel cha

follows,

Type-1: Cha
following corf

sign(Q,,]
sign(Qy,.

or

sign(Q,, |

jng point

rdinates, pressure F, time T, and type of event shall be recorded.

Hdown

an event from which the pen tip is touching on the writing plane. Pen-down 'is detected whe
nge of F channel occurs.

and F,> 0
LIp

nge of F channel occurs.

and F, =0

nt is an event in which the sign of the.inclination derived from adjacent samples of either X, Y
nges, where Q denotes either X or'Y of F channel. Two types of turning points are defing

hging from positive to zerd or negative, in this type the turning point of Q channel shall satisf
ditions,

1~ 9,,2) = sign(Q,'<0,_) = positive, and

= 0,41) = 5ign(@, . — 0,) = zero or negative

1.5 Qn—z) = Sign(Qn - Qn—l) = zero, and

n the

N the

orF
d as

y the

sign(Qy

ya) AY : el ya iy £
Zn+l) T P+l L) T TTESHIHVE

where Q, is the turning point of Q channel.

Type-2: Changing from negative to zero or positive, in this type the turning point of Q channel shall satisfy the
following conditions,

sign(Qyy_

1~ 9y_2) = sign(Q, — 0,_) = negative, and

Sign(Qpyz ~ Opit) = Sign(Qysy —0,) = zero or  positive

or

© ISO/IEC 2013 — All rights reserved
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sign(Q,,_1 =0y, _2) = sign(Q, - 0,y) = zero, and
SIgn(Qy12 = Q1) = 5ign(Qys1 — 0y) = positive

where Q,, is the turning point of Q channel.

Before calculating the sign of the inclination derived from adjacent samples, X, Y and F channels should be
smoothed using a moving average filter of M points as follows (M shall be an odd number),

,whe
The
the u

BDIR
scali

7.3

Othe

S

-1

1
o = v Oim

7N

-1

m=—

= ‘

re Q is the i-th sample of Q channel.

Linit of measurement of X and Y is millimetres (mm) and the unit of measurementof F is New
nit of measurement of T is milliseconds (ms). To restore the actual values, thelinteger values

body are to be divided by a scaling value given in the Representation Header. By choosing
ng values, different resolutions can be expressed for several applications.

Overall features Data
I parameters that need to be recorded for overall signature/sign dynamic analysis are:

a) Total time
Total time T is defined as the time difference& between the first recorded time to the |
time of a signature/sign.

The unit of measurement is millisecoqds (ms).

To restore the actual value, theZinteger value given in the Total Time field is to be di
Scaling Value given in the Representation Header.

b) Total number of points aquired TNP (this is a function of time and the sampling time
the digitiser)
The total number of points measured is defined as the total number of coordinates rqg
signature/sigriias an integer.

c¢) Mean values

Xmesnwv—Mean value of X values

Y.mean — Mean value of Y values

ons (N), and
given in the
appropriate

ast recorded

vided by a T

capacities of

corded for a

— Mean value of pressure (I:) values.

© 180,

mearn

Xinean: Ymean @nNd Fean are the arithmetic mean of the X, Y, and F values while the pen
with the digitizer.

is in contact

The unit of measurement for Xean, and Ypean is millimetres (mm). The unit of measurement of

Frean is Newtons (N).

To restore the actual value, the integer value given in the X and Y Mean Values field are to be

divided by respectively by X and Y Scaling Value given in the Representation Header.

/IEC 2013 — All rights reserved
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d)

8 Signature/sign processed dynamic record format

8.1 Overview

This part of ISO/IEG-19794 standard defines the composition of the signature/sign processed dynamic re

C
Rxy — 1000 x (1+correlation coefficient of all (X,Y):data to 3 significant digits). This will alwa
p

Standard deviation values

S, — Standard deviation X value
S, — Standard deviation Y value
S; — Standard deviation F value

Sy, S, and Stare the standard deviation of the X, Y and F values.

2.(v-m)’

here-S—
== =
vfvalues of X, Y, or F
m=arithmetic mean of X, Y or F
nFnumber of values
The unit of measurement for S, and S, is millimetres (mm).
The unit of measurement for S¢ is Newtons (N).
Tp restore the actual value, the integer value given in the X¢and Y Standard deviation values
are to be divided by respectively by X and Y Scaling Value @iven in the Representation Heads

prrelation coefficient

Dsitive.

H'Z(&-M)—Z&-Zm
23 [ )

Where the correlation coefficient of all XYtdata R=

= number of values

>

field

s be

cord.

Each record| shall_pertain to a single subject and shall contain a signature/sign processed dynamic rg¢cord
(consisting of @ne or more representations). The organization of the record format is as follows: T

a) A single fixed-length (15-byte) general record header containing information about the overall record;
and

b) A representation body containing a single signature/sign processed dynamic record for each
signature/sign representation, consisting of:

i) A variable-length header containing data pertaining to a single signature/sign representation

ii) Dynamic-event data and overall feature data pertaining to a single signature/sign

representation

iii) Optional extended data (as described in clause 8.7).

© ISO/IEC 2013 — All rights reserved
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The structure of the General Record Header shall be defined inTable 2.

Table 2 — Signature/sign processed dynamic data block header

General record header
field

Length

Comments

Format Identifier

4 Bytes

The format identifier shall be recorded in four
bytes. The format identifier shall consist of three

characters "SPD" followed by a zero byle]as a
NULL string terminator.

Version number

4 Bytes

The number for the version of\ that part of
ISO/IEC 19794 used for constructing the [BDIR
shall be placed in four bytes. This version ndmber
shall consist of three ASCI| humerals followed by a
zero byte as a NULL string terminator. The¢ first
and second character will represent the pmajor
version number afd;“the third charactey will
represent the mjnorrevision number. The vérsion
number shall he 010" — Version 1 revision 0.

Length of record

4 Bytes

The length({in bytes) of the entire BDIR shall be
recorded(in four bytes. This count shall be th%total

length™of the BDIR including the general record
header and one or more representation recordls.

Number of
representations

2 Bytes

The total number of representation records
contained in the BDIR shall be recorded in two
bytes. A minimum of one representatign is
required.

Certification flag

1 byte

The one-byte certification flag shall indlicate
whether each representation header includes a
certification block. lts value shall be 00Hpx to
indicate that no representation contains a
certification block.

NOTE The certification flag has been added for
upward compatibility with later versions of the format in
which representation headers may contain certiffcation
blocks.

8.3 Representation header

8.3.1 Overview

The fields of the representation header shall be those defined in Table 3 and Table 6.

© ISO/IEC 2013 — All rights reserved
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Table 3 — Common elements of the representation header

Name Length | Harmonized text for record format definitions

Representation 4 bytes | Denotes the length in bytes of the representation header including the representation

Length header fields.

Capture date 9 bytes | The capture date and time field shall indicate when the capture of this representation

and time started in Coordinated Universal Time (UTC). The capture date and time field shall
consist of 9 bytes. Its value shall be encoded in the form given in ISO/IEC 19794-1.

Capture device 1 byte The capture device technology ID shall be encoded in one byte. This field shall indicate

technology the class of capture device technology used to acquire the captured biometric sample. A

identifier value of O0OHex indicates unknown or unspecified technology. See Table 4 — for ihé list
of possible values.

Capture device 2 bytes | The capture device vendor identifier shall identify the biometric organisation that gwns

vendor identffier the product that created the BDIR. The capture device algorithm vendor identifier shajl be
encoded in two bytes carrying a CBEFF biometric organization identifier (registered by
IBIA or other approved registration authority). A value of all zeros, shall indicate tha{ the
capture device vendor is unreported.

Capture device 2 bytes | The capture device type identifier shall identify the producttype that created the BDIR. It

type identifielr shall be assigned by the registered product owner ©r other approved registration
authority. Registered product types shall include all valid combinations of writing tablet
and pen as a single product where applicable. A value’of all zeros shall indicate tha{ the
capture device type is unreported. If the capture device vendor identifier is 0000nex, fhen
also the capture device type identifier shall be Q000Hex.

Quality record 1ton A quality record shall consist of a length field followed by zero or more quality blocks.|[The

bytes length field shall consist of one byte. lt'shall represent the number of quality blocks ag an

unsigned integer.

Each quality block shall consist of

a quality score,

a quality algorithmvendor identifier, and

a quality algaritbm identifier.

A quality score should express the predicted comparison performance of a
representation. A quality score shall be encoded in one byte as an unsigned intgger.
Allowed values are

— 0o 100 with higher values indicating better quality,
~./ 255, i.e. ffhex, for indicating that an attempt to calculate a quality score failed.

The quality algorithm vendor identifier shall identify the provider of the quality algorithm.
The quality algorithm vendor identifier shall be encoded in two bytes carrying a CBEFF
biometric organization identifier (registered by IBIA or other approved registration
authority). A value of all zeros shall indicate that the quality algorithm venddr is
unreported.

The quality algorithm identifier shall identify the vendor’'s quality algorithm that created
the quality score. It shall be assigned by the provider of the quality algorithm or an
approved registration authority. The quality algorithm identifier shall be encoded in two
bytes. A value of all zeros shall indicate that the quality algorithm is unreported.

© ISO/IEC 2013 — All rights reserved
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8.3.2 Format for capture device technology ID

Table 4 — Capture device technology ID

technology ID

Name Length | Class of device technology
Capture 1 byte | Capture device technology ID shall be encoded in 1 byte where:
device

004ex is Unknown or unspecified
01 yex is Electromagnetic
02 4ex is Semiconductor

04 is-Special nen with - acceleration sensors
TTE Ll L

08 pex is Special pen with optical sensors

All other values are reserved by SC 37 for future use.

8.3.3 Format for quality descriptor

This [part of ISO/IEC 19794 shall support a variable number of quality scores per representation,
Figufe 2. Each score should be encoded using the 5-byte quality block&hewn in Table 5 — and

follows.

1 byte 5 bytes 5 bytes 5 bytes
# of Quality , K _
Blocks = N Quality Block Quadlity*Block Quality Block
1 2 N

Figure 2 — Support for multiple quality blocks

© ISO/IEC 2013 — All rights reserved
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Table 5 — Structure of quality fields

Description Length | Valid values Note
Number of Quality 1byte | 0to255 This field is followed by the
Blocks number of 5-byte Quality

Blocks reflected by its value.

A value of zero (0) means that

no attempt was made to assign
a quality score. In this case, no
Quality Blocks are present.

Q

C

blity Score 1byte | 0to 100 0: lowest
255 100: highest

255: failed attempto assign g
quality score

Quaglity algorithm 2 bytes | 0to FFFFpex Quality Algorithm Vendor ID
vendor ID shall be registered with IBIA or
other approved registration
autharity as a CBEFF biometric
organization in accordance
with' CBEFF vendor ID registry
procedures in ISO/IEC
19785-2. A value of all zeros
shall indicate that the value for
this field is unreported.

plity algorithm ID | 2 bytes | 0 to FFFF e Quality Algorithm ID shall be
registered with IBIA or other
approved registration authority
as a CBEFF organization in
accordance with CBEFF
product registry procedures in
ISO/IEC 19785-2. A value of al
zeros shall indicate that the
value for this field is
unreported.

c

Quality Block

Q

C

Quality Score — 1 byte — Quality score, as defined in ISO/IEC 29794-1, shall be a quantitative expressipn of
the predicted verificationsperformance of the biometric sample. Valid values for Quality Score are integers
between 0 apd 100, where higher values indicate better quality. A value of 255 is to handle a special casg. An
entry of 25% shall indicate a failed attempt to calculate a quality score. This value of Quality Scdre is
harmonized With {ISO/IEC 19784-1, where 255 is -1.

NOTE 1 BicARl unlike ISOUEC 19794 uses signed-integers.

Quality Algorithm Vendor ID — 2 bytes — To enable the recipient of the quality score to differentiate between
quality scores generated by different algorithms, the provider of quality scores shall be uniquely identified by
the this two-byte field. This is registered with the IBIA or other approved registration authority.

Quality Algorithm ID — 2 bytes — Specifies an integer product code assigned by the vendor of the quality
algorithm. It indicates which of the vendor’s algorithms (and version) was used in the calculation of the quality
score and should be within the range 1 to 65535.

NOTE 2  Multiple quality scores calculated by the same algorithm (same vendor ID and algorithm ID) shall not be
present in a single representation.

10 © ISO/IEC 2013 — All rights reserved
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8.3.4 Signature/sign processed dynamic elements of representation header

Table 6 — Signature/sign processed dynamic elements of representation header

Description

Length

Valid values

Notes

X scaling value

2 bytes

Exponent 0x0 to Ox1F

Fraction 0x0 to Ox7FF

An X scaling value that shall con

sist of 2

bytes. The 5 most significant bits of the first
byte shall constitute the exponent field E,

and the remaining 11 bits shall ¢
the fraction field F.

onstitute

The exponent field E contains arI\ unsigned

integer representing the base 2

the scaling value biased by 16. H
exponent, signed integer values
range from —16 to 15 are allowe
encoding the eXponent value, 16
added in order’to get an unsigng

pxponent of
For the

in the

d. For

is to be

d value.

For decoding the exponent valug, 16 is to

be subtracted from the contents

Thefraction field F contains the
lies, in binary notation, to the rig
binary point of the mantissa of th
value. The mantissa shall be sc4
range 1 < mantissa < 2.

The scaling value is calculated b

S= 1+% 25

The scaling value has a range f|

(1+2047/2048)-2"°, i.e. from
0,0000152587890625 to 65520.

Example: s=1 when E=16 and F

If unknown the scaling value is s

of E.
bit field that
ht of the

e scaling
led to the

Yy

‘om 2% to

0

et to OOHE)(.

© ISO/IEC 2013 — All rights reserved
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Description

Length

Valid values

Notes

Y scaling value

2 bytes

Exponent 0x0 to Ox1F

Fraction 0xO to Ox7FF

A'Y scaling value that shall consist of 2
bytes. The 5 most significant bits of the first
byte shall constitute the exponent field E,
and the remaining 11 bits shall constitute
the fraction field F.

The exponent field E contains an unsigned
integer representing the base 2 exponent of
the scaling value biased by 16. For the

EXPONENt, Signed Mteger vatues 1 the
range from —16 to 15 are allowed. For
encoding the exponent value, 16.s to be
added in order to get an unsigned~alue
For decoding the exponent value, 16 is {o
be subtracted from the contents of E.

The fraction field F céntains the bit field that
lies, in binary notation, to the right of the
binary point of the-mantissa of the scaling
value. The mantissa shall be scaled to the
range 1 <-mantissa < 2.

The scaling value is calculated by

The scaling value has a range from 27"%lto

(1+2047/2048)-2"°, i.e. from
0,0000152587890625 to 65520.

Example: s=1 when E=16 and F=0

If unknown the scaling value is set to 00}ex.

T scaling value

2 byfes

Exponent 0x0 to Ox1F

Fraction 0x0 to OX7FF

A T scaling value that shall consist of 2
bytes. The 5 most significant bits of thelfirst
byte shall constitute the exponent field &,
and the remaining 11 bits shall constitut
the fraction field F.

1Y%

The exponent field £ contains an unsigned

integer representing the base 2 exponent of
the scaling value biased by 16. For the
exponent, signed integer values in the
range from —16 to 15 are allowed. For
encoding the exponent value, 16 is to be
added in order to get an unsigned value.
For decoding the exponent value, 16 is to
be subtracted from the contents of E.

12
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Description

Length

Valid values

Notes

The fraction field F contains the

bit field that

lies, in binary notation, to the right of the
binary point of the mantissa of the scaling
value. The mantissa shall be scaled to the

range 1 < mantissa < 2.

The scaling value is calculated by

E E-16

S= 1+? L

The scaling value hag a‘range fr|

(1+2047/2048).21? i.e. from
0,0000152587890625 to 65520.

Exampleys=1 when E=16 and F

If unknewn the scaling value is s

bm 27'° to

0

et to OOHE)(.

F scaling value

2 bytes

Exponent 0x0 to Ox1F

Fraction 0x0 to Ox7EF

AnF scaling value that shall con
bytes. The 5 most significant bitg

sist of 2
of the first

byte shall constitute the exponent field E,

and the remaining 11 bits shall g
the fraction field F.

onstitute

The exponent field E contains an unsigned

integer representing the base 2

the scaling value biased by 16. R
exponent, signed integer values
range from —16 to 15 are allowe
encoding the exponent value, 16
added in order to get an unsignsg

exponent of
For the

in the

d. For

is to be

d value.

For decoding the exponent valug, 16 is to

be subtracted from the contents

The fraction field F contains the
lies, in binary notation, to the rig
binary point of the mantissa of th
value. The mantissa shall be sc3
range 1 < mantissa < 2.

of E.

bit field that
nt of the

e scaling
led to the

Yy

The scaling value is calculated b
F E-16
2

The scaling value has a range from 2%t

(1+2047/2048)-2"°, i.e. from
0,0000152587890625 to 65520.

Example: s=1 when E=16 and F=0

If unknown the scaling value is s

et to OOHEX

© ISO/IEC 2013 — All rights reserved
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Description

Length

Valid values

Notes

Number of

Dynamic-event

data records

4 bytes

0x1 to OXFFFFFFFF

Number of Dynamic-event data records
shall represent the total number of
Dynamic-event data records in the
signature/sign representation.

Number of
samples for

moving average

filter

1byte

0x1 to OxFF

Number of samples for moving average. M
shall be an odd number.

M-

a-- 3> a.,

1
M
m 2

8.4 Reprg

Any dynamig
Thus turning
with the writ
points in F a

sentation body

Table 7 — Dynamic-event datajrecord

signature/sign event shall result in Dynamic-event data being recorded as described in Table 7.
points in both X and Y planes are recorded (and if data available, 'even if the pen is not in contact
ng plane), pen up and pen down events are recorded, and if pressure is available then tufrning
'e optionally recorded.

Descripti

Length

Valid values

Notes

X

2 bytes

0x0 to OxFFFF

X coordinates shall be recorded as 2 bytes.
Integer values in the range from -32768(to
32767 are allowed. These values shall e
encoded as unsigned integers after addjng
32768 to each value. Hence, for non-
negative numbers, bit 8 of the most
significant byte has the value 1; for negative
numbers, bit 8 of the most significant byte
has the value 0. For decoding these valles,
32768 is to be subtracted from each
recorded value.

2'bytes

0x0 to OxFFFF

Y coordinates shall be recorded as 2 bytes.
Integer values in the range from -32768(to
32767 are allowed. These values shall he
encoded as unsigned integers after addjng
32768 to each value. Hence, for non-

1 |c9ativc LILL® L] Ibcl 9, blt 8 Uf thU IIIUDt
_significant byte has the value 1; for
negative numbers, bit 8 of the most
significant byte has the value 0. For
decoding these values, 32768 is to be
subtracted from each recorded value.

2 bytes

0x0 to OxFFFF

Pressure shall be recoded as 2 bytes.
Integer values in the range 0 to 65535 are
allowed. These values shall be encoded as
unsigned integers.

14
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Description Length Valid values Notes

If pressure is not measured then the values
are set to 0.

T 2 bytes 0x0 to OXFFFF Time shall be recorded as 2 bytes. Integer
values in the range from 0 to 65535 are
allowed. These values shall be encoded as
unsigned integers

Type of Event 1 byte 0x0 to Ox1F Type of Event shall be recorded as 1 byte
where:

Bit 1 is Pen-up

Bit 2 is Pen-down

Bit 3 is X turning point

Bit 4 is Y turning-point

Bit 5 is F turning point

Bit 6 is Type ohX turning point
Bit 7 is Type of Y turning point
Bit 8 is(Type of F turning point

\When each event happens, it shall be
encoded with the value 1. For tlrning point,
types of turning point shall be encoded with
the value 0 for type-1 and the v3lue 1 for
type-2.

8.5 | Overall feature data

Table 8 — Overall feature data

Description Length Valid values Notes

Total time 2 bytes 0x0 to OxFFFF Total time shall be recorded as two bytes.
Integer values in the range 0 o 65535 are
allowed. These values shall be| encoded as
unsigned integers.

Ximean 2 bytes 0x0 to OxFFFF Mean X shall be recorded as 2 hytes.
Integer values in the range from|-32768 to
32767 are allowed. These values shall be
encoded as unsigned integers arrter adding
32768 to each value. Hence, forjnon-
negative numbers, bit 8 of the most
significant byte has the value 1; for negative
numbers, bit 8 of the most significant byte
has the value 0. For decoding these values,
32768 is to be subtracted from each
recorded value.

© ISO/IEC 2013 — All rights reserved 15
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Description

Length

Valid values

Notes

Ymean

2 bytes

0x0 to OxFFFF

Mean Y shall be recorded as 2 bytes.

Integer values in the range from -32768 to
32767 are allowed. These values shall be
encoded as unsigned integers after adding
32768 to each value. Hence, for non-
negative numbers, bit 8 of the most
significant byte has the value 1; for negative
numbers, bit 8 of the most significant byte
has the value 0. For decoding these values,

PVt 7.V

recorded value.

Fnean 2 bytes 0x0 to OXFFFF Mean pressure shall be recorded as 2 bjytes.
Integer values in the range 0o 65535 dgre
allowed. These values shall’be encoded as

unsigned integers

X standard deviation shall be recorded @s 2
bytes. Integer ¥alues in the range 0 to 66535
are allowed..\hese values shall be encogled
as unsigned.integers.

Standarf 2 bytes
deviation X

0x0 to OxFFFF

Standarf 2 bytes
deviationY

0x0 to OxFFFF
bytés. Integer values in the range from ( to
65535 are allowed. These values shall he

encoded as unsigned integers

Y standard deviation shall be recorded §S 2

0x0 to OXFFFF Pressure standard deviation shall be
recorded as 2 bytes. Integer values in the
range from 0 to 65535 are allowed. Thep
values shall be encoded as unsigned

integers

Standarg 2 bytes
deviation F

4
(©]

0x1 to,0xFFFF The correlation coefficient shall be recorded
as 2 bytes. Integer values in the range [l to
65535 are allowed. These values shall pe

encoded as unsigned integers.

Correlatipn 2 bytes
coefficiept

8.6 Extended data

The extended data’length field shall indicate the number of contents bytes in the optional extended datalfield.
The length field”shall consist of 2 bytes, representing the number of subsequent contents bytes gs an
unsigned integer. Values in the range 0 to 65535 are allowed.

The optional extended data field allows for inclusion of additional data that may be used by comparison
algorithms. The structure of the extended data field is not prescribed by this part of ISO/IEC 19794. If
extended data is present and the comparison algorithm does not recognize its format, the algorithm shall
ignore it.

NOTE Comparison algorithms claiming to use data blocks conforming to the format defined in this part of
ISO/IEC 19794 should be capable of achieving equivalent biometric performance in terms of error rates when processing
data blocks without extended data and when processing data blocks with extended data. If extended data is present and
the comparison algorithm does not require it, the algorithm shall ignore it.
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Annex A
(normative)

Conformance testing methodology

This part of ISO/IEC 19794 specifies a biometric data interchange format for storing, recording, and
transmitting one or more signature/sign representations. Each representation is accompanied
specific metadata contained in a header record. This annex establishes tests for checking the ¢

ther

The

tested to determine whether they conform to those specifications. Conforming implementg
necessary prerequisite for achieving interoperability among implementations; therefare there is
standardised conformance testing methodology, test assertions, and test procedures as applicab
modalities addressed by each part of ISO/IEC 19794. The test assertions will-cover as much a

the |

by the test suites will reflect the real degree of conformity of the implémentations to ISO/IEQ

inter

methodology.

This

and {est procedures as applicable to this part of ISO/IEC 19794 For this edition of this part of 1S(
the dontent of this annex will be available as a separate.decument (Amendment), to supplemer

ISO/

© 180,

by modality-
rrectness of

bcord.

pbjective of this part of ISO/IEC 19794 cannot be completely achieved until biometric-proq

50/IEC 19794 requirements (covering the most critical features), so that\the conformity resy

thange format records. This is the motivation for the develogment of this conform

normative annex is intended to specify elements of conformance testing methodology, tes

EC 19794.

ucts can be
tions are a
A need for a
le to specific
5 practical of
Its produced
19794 data
hnce testing

t assertions,
D/IEC 19794,
t this part of

/IEC 2013 — All rights reserved
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Annex B
(informative)

ASN.1 specification of the data format

B.1 Abstract syntax of the signature/sign processed dynamic data encodings

The body of
processed d

It can, howgver, be useful to define the information content of this format independentlynof* the bit

representatig
a) different

different
Java pro

b)

c) awider

d) easierin

€) amore €

The abstrac
dynamic dat
(BASIC-PER
including ad
specified in

Using the al
representatig
specification
run-time rou
ISO/IEC 882
vendors. In
encoding an

programming languages:

B.2 Signa

gramming languages;

ange of tools to be used in the implementation of these formats;

Furelsign processed dynamic data format

this part of ISO/IEC 19794 specifies the complete bit-level representations of the signature
namic data BDIR format that are suitable for transfer or storage.

n (its abstract syntax). This enables:
encodings to be used (for example, an XML encoding) where appropriate;

in-core representations to be used, using structures suited for easy/processing with the C, C

-core representation on machines that do not have a big<endian hardware architecture; and
asily understood description of the values in the formats.

syntax is specified in this Annex using ASN.1T (ISO 8824-1 [1]). The signature/sign procg
a standard encodings are obtained by application of the ASN.1 Basic Packed Encoding R
— see IS0 8825-2 [2]), unaligned variant, to the ASN.1 modules given in the clause

he body of this part of ISO/IEC 19794.

stract syntax as the schema; tools can convert between any encoding of the values and in
ns on any hardware architecture and for any programming language. Tools that convert {
5 to programming language data structures are called ASN.1 compilers, and are supportg
tines that will convert\between an in-core value and any desired (specified) encoding i
5 multi-part standand (this includes XML encodings). These tools are supported by mu
particular, tools_that convert between the signature/sign processed dynamic data star
d in-core representations of the values are available for most hardware architectures and

/sign

level

++ or

ssed

Rules
A.2,

ditional PER Encoding Instructions.@he resulting encodings are exactly the same as those

Lcore
hese
d by
n the
Itiple
dard
most

Signature/signSignDynamicFormatModule

Sign
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{iso standard 19794 signature/sign-sign-processed-dynamic(11l) modules (0)
version (0)}

DEFINITIONS

PER INSTRUCTIONS

-- This specifies that PER Encoding Instructions are to be applied
AUTOMATIC TAGS ::
BEGIN

ature/signSignDynamicBlock ::=
header GeneralHeader,
body Body }

SEQUENCE {
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