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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the 1ISO/
[EC Directive i i i i
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Introduction

In information technology there is an ever-increasing need to use cryptographic mechanisms, such as for the
protection of data against unauthorized disclosure or manipulation, for entity authentication and for non-
repudiation. The security and reliability of such mechanisms are directly dependent on the cryptographic
modules in which they are implemented.

This document provides four increasing qualitative levels of security requirements intended to cover a wide
range of potential applications and environments. The cryptographic techniques are identical over the four
security levels defined in this document. The security requirements cover areas relative to the design and
implementation of a cryptographic module. These areas include:

cryptographic module specification;
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nal environment;
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D)
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Security rating or the security levéDwithin each area of a cryptographic module
vel of security which is appropriate for the security requirements of the app
F in which the module is utilized and for the security services that the module i
ible authority in each organjzation should ensure that their computer and telecor
utilize cryptographic niodules provide an appropriate level of security for the give
ment. Since each authority is responsible for selecting which approved security f]
for a given applicatien, conformity with this document does not imply either full intg
cceptance of compliant products. The importance of security awareness and
security a management priority should be communicated to all concerned.

security~¥equirements vary for different applications; organizations should i
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controls. Controls include, but are not limited to:
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access controls;
system security maintenance and patch management;
backup and contingency plans; and

information and data controls.

These controls are only as effective as the administration of appropriate security policies and procedures
within the operational environment.

Conformity with this document is not sufficient to ensure that a module is secure or that the security
provided by the module is sufficient and acceptable to the owner of the information that is being protected.

© ISO/IEC 2025 - All rights reserved
vi


https://iecnorm.com/api/?name=683ded6c01721eefe31c23a04ad89e95

ISO/IEC 19790:2025(en)

Owners of sensitive information are expected to assess the risks to their information and to deploy
cryptographic modules as part of their overall risk mitigation plan, in order to mitigate specific identified
risks. The security policy of the module, which outlines its strengths and limitations, is expected to be
followed for any given deployment.

© ISO/IEC 2025 - All rights reserved
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Information security, cybersecurity and privacy protection —
Security requirements for cryptographic modules

1 Scope

This document specifies the security requirements for a cryptographic module utilized within a security
system protecting sensitive information in Information and Communication Technologies (ICT). It defines
four security levels for cryptographic modules to provide for a wide spectrum of data sensjtivity and a
diversity of application environments. This document specifies up to four security levels for,each of the 11
requirement areas with each security level increasing security over the preceding level.

2 Normdtive references

There are nq normative references in this document.

3 Terms|and definitions
For the purploses of this document, the following terms and definitiens apply.
[SO and [EC pmaintain terminology databases for use in standardization at the following addresges:

— ISO Onlipe browsing platform: available at https://Www.iso.org/obp

— IEC Elecfropedia: available at https://www.electropedia.org/

3.1
access control list
ACL
list of permigsions to grant access to anobject

3.2
administrator guidance
written matgrial that is used(byeither the crypto officer (3.30) or any other administrative role (3.119) for
the correct donfiguration, maintenance, and administration of the cryptographic module (3.35)

3.3
automated
without marual (3:81) intervention or input (e.g. electronic means such as through a computer petwork)

3.4
approved data authentication technique
approved method providing assurance that the originator of the data is as claimed

Note 1 to entry: Approved data authentication techniques can include the use of an approved digital signature (3.43),
approved message authentication code (3.82) or approved keyed hash. Approved data authentication techniques are
specified in Annex C.

3.5
approved integrity technique
approved method of verifying whether or not data has been corrupted or modified

Note 1 to entry: Approved integrity techniques can be keyed, and can include an approved hash, a message
authentication code (3.82) or a digital signature (3.43) algorithm.

© ISO/IEC 2025 - All rights reserved
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Note 2 to entry: Approved integrity techniques are specified in Annex C.

3.6

approved process

set of interrelated functions that includes at least one approved security function (3.8), and can include a
non-cryptographic function or non-approved security function (3.126) which are not security relevant to the
process’s operation

Note 1 to entry: A banking transaction, a compression service that includes encryption, etc.

3.7

approved service

service (3.136) which includes at least one approved security function (3.8) or process, and can include non-
security relevant (3.91) functions or processes

Note 1 to entfry: Any security relevant (3.128) but non-approved security functions or processes aye-gxcluded from
approved seryices.

3.8
approved s¢curity function
security fundtion (3.126) that is permitted for use in an approved service (3.7)

Note 1 to entrjy: Approved security functions are referenced in Annex C, which reférences Annex D and Annex E.

39
asymmetri¢ algorithm
asymmetricftechnique
cryptographic algorithm (3.31) or technique that uses two related transformations: a public trgnsformation
(defined by tfhe public key (3.113)) and a private transformation/{defined by the private key (3.110))

Note 1 to entrfy: The two transformations have the property thatygiven the public transformation, it is copmputationally
infeasible to derive the private transformation in a given limited time and with given computational respurces.

3.10

attestation
process used to allow an entity (3.49) outsidéthe boundary of the cryptographic module (3.35|) to securely
verify the idlentity and other physical oi‘logical characteristics of the cryptographic modyile using an
attestation record (3.11)

Note 1 to entiy: An attestation conforms-to the attestation standards and methods listed in Annex G.

3.11
attestation record
record that |s generated by-and retrievable from a cryptographic module (3.35) that supportd the attester
service (3.12]

Note 1 to enfry: The-attestation record contains measurement details about software (3.140), firmware (3.58) or
hardware (3.44) cemponents within the cryptographic module. Measurements can include hash valugs or copies of
software, firmware, or hardware components within the cryptographic module as well as configurdtion settings,
status information (3.145), registers, and fuse values.

3.12

attester service

service (3.136) that a cryptographic module (3.35) can support, which requires the module to support an
identity and the generation of an attestation record (3.11)

3.13

authentication data

data entered into the cryptographic module (3.35) by the operator (3.98), used to authenticate the operator
to the module

Note 1 to entry: Authentication data within the module are transient and are considered a temporary critical security
parameter (3.29).

© ISO/IEC 2025 - All rights reserved
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Note 2 to entry: During an authentication attempt, authentication data are submitted to the module as:

a)
(3.34) or

b)

equivalent); or

private key (3.110), insertion of a physical key, processing of biometric (3.15) data).

3.14
authorized

a data input by the operator (e.g. a password (3.102), personal identification number (3.103), cryptographic key

the result of a method/process involving operator related information (e.g. the signing of a challenge with a

when an operator (3.98) has authority to assume a specific role (3.119) and perform a corresponding set of

services

3.15
biometric
measurable,
the claimed

3.16
bitstream
series of inf
internal logi

Note 1 to entry

3.17
certificate

physical characteristic or personal behavioural trait used to recognize the idént
dentity, of an operator (3.98)

tructions parsed by a field programmable gate array (FPGA) on Start-up to d
C

y: Bitstream is considered a highly customized form of executable-code.

ity, or verify

onfigure its

data of an enftity, which is rendered unforgeable with the private ot secret key of a certification afithority (CA)

Note 1 to ent
body (3.18).

3.18
certificatiol
third-party

Note 1 to entr
Note 2 to entr

Note 3 to en
requirements

[SOURCE: IS

3.19

compromis
unauthorize
unauthorize
(3.72) or ave

ry: This term should not to be confused with a module’s validation certificate issued by

1 body
onformity assessment body operating a certification scheme

y: A certification body can be non-governmental or governmental (with or without regulatd
y: A certification body that.assesses conformance to this document is known as a validatiog

kry: A certification scheme is a system related to specified products, to which the s:
specific rules and procedures apply.

D/IEC 17065:2012, 3.12]

h
-

l disclosure, modification, substitution, or use of a critical security paramete
 modification or substitution of a public security parameter (3.115), or the losg

b certification

ry authority).
n authority.

me specified

" (3.29), the
of integrity

i]ahi]ify of the r'r\/pfngrnphir‘ madule ('2 '-U-'{) itself which can resultin an unintend

d bypass of

security func

3.20
conditional

tions supported by the module

self-test

test performed by a cryptographic module (3.35) when the conditions specified for the test occur

3.21
confidentia
intending th

1
at information is not made available or disclosed to unauthorized entities

© ISO/IEC 2025 - All rights reserved
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3.22
configuration management

discipline applying technical and administrative direction and surveillance to: identify and document the
functional and physical characteristics of a configuration item, control changes to those characteristics,
record and report change processing and implementation status, and verify compliance with specific

requirements

[SOURCE: ISO/IEC/IEEE 24765:2017 3.779.1, modified — in the definition "specified" has been replaced by

"specific".]

3.23

configuration management system
CMS

set of proce
configurations of a cryptographic module (3.35) during its life cycle

3.24
control information

commands, pignals (e.g. clock input/output), and control data (including function/\calls and m
control dataj
cryptograph

3.25
control input
control information (3.24) that is input into a cryptographic module (3:35) or disjoint componen
module (3.64)

c module (3.35) or disjoint components of a hybrid module (3.68)

3.26
control inpuit interface
module intertface(s) for which all control information (3.24)is input into the cryptographic modu

3.27
control output
control inforpmation (3.24) that is output from acryptographic module (3.35) or disjoint compone
module (3.68) to be used as control input (3.25)into another cryptographic module or disjoint ¢
a hybrid moglule

3.28
control output interface
module interfface(s) for which all'‘control information (3.24) is output from the cryptographic mo

3.29
critical security parameter
CSP

security reld
cause a comj

ted information whose unauthorized access, use, disclosure, modification and sub
romise.(3.19) of the security of a cryptographic module (3.35)

EXAMPLE Sécret and private cryptographic key (3.34), authentication data (3.13) or verifier data (3.

and maintain

anual (3.81)

such as from switches, buttons, and keyboards) used to direct o eontrol the operation of a

s of a hybrid

e (3.35)

ht of a hybrid

omponent of

fule (3.35)

stitution can

password (3.102) or personal identification number (3.103).
Note 1 to entry: A CSP can be plaintext (3.105) or encrypted.

3.30
crypto officer

[57) such as a

role (3.119) taken by an operator (3.98) that accesses a cryptographic module (3.35) in order to perform
cryptographic initialization or management functions of a cryptographic module (e.g. module initialization,

management of sensitive security parameters (3.131) and auditing)

© ISO/IEC 2025 - All rights reserved
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cryptographic algorithm
well-defined computational procedure that takes variable inputs, which can include a cryptographic key

(3.34),and p

roduces an output

Note 1 to entry: Approved cryptographic algorithm standards are included in Annex C.

3.32

cryptographic boundary
explicitly defined perimeter that establishes the boundary of all components (i.e. set of hardware (3.64),
software (3.140) or firmware (3.58) components) of the cryptographic module (3.35)

3.33

cryptographic bypass

ability of a s

3.34

cryptograp
key
sequence of

Note 1 to en
cryptographi

3.35
cryptograp
module

set of hardw
are containe

3.36
cryptograp

rvice (3.136) to partially or wholly circumvent a cryptographic function or proces:

hic key

symbols that controls the operation of a cryptographic transformation

fry: A cryptographic transformation can include but is not limited ‘to) encipherment, g
C check value computation, signature generation, or signature verification.

hic module

ire (3.64) and either software (3.140) or firmware{3,58) that implements security f
d within the cryptographic boundary (3.32)

hic module security policy

security policy

precise spec
the rules de
certification

Note 1 to entr

3.37
cryptograp
implementat

3.38
data inputi
module intet

3.39

ification of the security rules underwhich a cryptographic module (3.35) will operd
[ived from the requirements of this document and additional rules imposed by th
body (3.18)

y: See Annex B.

hic operation

nterface
face(s)for which all input data (3.71) is input into the cryptographic module (3.35)

ion of one or mere-cryptographic algorithm (3.31) in the cryptographic module (3.3%

ecipherment,

inctions and

te, including
e module or

data output interface
module interface(s) for which all output data (3.99) is output from the cryptographic module (3.35)

3.40
data path

physical or logical route over which data passes

Note 1 to entry: A physical data path can be shared by multiple logical data paths.

© ISO/IEC 2025 - All rights reserved
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debugging technique
method used to halt or alter the execution of the cryptographic module (3.35) to analyse malfunctions, using
interfaces or tools that can modify objects in memory (e.g. including executable code), in a way that it is

possible to b

ypass security controls

Note 1 to entry: Security controls are considered to be any feature of the executable code required to meet the
functional requirements of this document.

3.42

degraded operation
operation where a subset of the entire set of security functions, services or processes are either available or
configurable or both as a result of reconfiguration from an error state

3.43

digital sign
data append
to prove the

3.44
direct entry
entry of a sqg
using a devi

3.45

Lture

ed to, or a cryptographic transformation of, a data unit that allows the recipient of
origin and integrity (3.72) of the data unit and protect against forgery (e.g- by the r

4

nsitive security parameter (3.131) or key component (3.74) inte a-¢ryptographic m
e such as a keyboard or number pad

disjoint signature

signature us

3.46

ed as part of a group of signatures, which together represent an entire set of code

electronic gntry

entry of a sq
using electr

Note 1 to entr
of the key bei

3.47
encompass
single signa

3.48

encrypted d
encrypted C
critical secun

3.49

]

nsitive security parameter (3.131) or key component (3.74) into a cryptographic n
nic methods

y: It is possible that the operator (3.98)-6fthe cryptographic module (3.35) has no knowled;

g entered.

ng signature
ure for an entire set of ¢ode

ritical security parameter
5P

entity

person, group,device or process

ity parameter*(3.29) that has been encrypted using an approved security function (3.8

the data unit
bcipient)

pdule (3.35),

odule (3.35)

be of the value

3.50
entropy
measure of t

he disorder, randomness or variability in a closed system

Note 1 to entry: The entropy of a random variable X is a mathematical measure of the amount of information provided
by an observation of X.

3.51

environmental failure protection

EFP

use of features to protect against a compromise (3.19) of the security of a cryptographic module (3.35) due to
environmental conditions outside of the module’s normal operating range

© ISO/IEC 2025 - All rights reserved
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3.52

environmental failure testing

EFT

use of specific methods to provide reasonable assurance that the security of a cryptographic module (3.35)
will not be compromised by environmental conditions outside of the module’s normal operating range

3.53

error detection code

EDC

value computed from data and comprised of redundant bits of information designed to detect, but not
correct, unintentional changes in the data

3.54

executable form

form of the ¢ode in which the software (3.140) or firmware (3.58) is managed and controlled,¢pmpletely by
the operational environment (3.96) of the cryptographic module (3.35) and does not require-compilation

3.55
factory state
default settipgs consistent with how the cryptographic module (3.35) left the factory

Note 1 to entify: It is possible that some sensitive security parameters (3.131) will be’replaced during the |ifetime of the
module and sfill be considered part of the factory state, such as a trust anchor.

3.56
fault injectipn
technique tolinduce operating behaviour changes in hardware (3.64), such as by the application of transient
voltages, radiation, laser or clock skewing techniques

3.57
finite state model
FSM
mathematical model of a sequential machine thatis comprised of a finite set of input events, g finite set of
output events, a finite set of states, a function that maps states and input to output, a functign that maps
states and inputs to states (a state transition function), and a specification that describes the infitial state

3.58
firmware
code that s executed in a non-modifiabie operational environment (3.90) or limited operational envirqnment (3.77)

3.59

firmware nmjodule
cryptographic module (3.35). whose cryptographic boundary (3.32) delimits the firmware (3.58) exclusive files(s)
that execute(s) in a limited operational environment (3.77) or non-modifiable operational environmgnt (3.90)

Note 1 to entfry: The-¢eomputing platform and operating system of the operational environment (3.96) in which the
firmware executes.are external to the defined firmware module’s cryptographic boundary. However, the version of
the computing‘platform and the version of the operating system of the operational environment are explicitly bound
to the firmware module.

3.60

functional specification

high-level description of any port (3.107) or interface visible to the operator (3.98) and high-level description
of the behaviour of the cryptographic module (3.35)

3.61
functional testing
testing of the cryptographic module (3.35) functionality as defined by the functional specification (3.60)
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3.62
hard

ISO/IEC 19790:2025(en)

resistant to bending, and ability to resist penetration by another object; physically toughened; rugged,

and durable

3.63
hardness

relative resistance of a metal or other material to denting, scratching, or bending, including a material’s
ability to resist penetration by another object

3.64
hardware
physical equ

ipment/elements

3.65
hardware

cryptograph

Note 1 to ent
cryptographi

Note 2 to entr
on start-up t
component af

3.66

hash functi
computation
length, such

3.67
hash value
outputofac

3.68

rjlodule

c module (3.35) whose cryptographic boundary (3.32) is specified at a hardwdane<3.6)

'y: Firmware (3.58), which can also include an operating system, can be included within 4
" boundary.

y: A bitstream (3.16) contains a series of instructions parsed by a field programmable gate
configure its internal logic. Bitstreams used to configure FPGAsih(a hardware module
e subject to the requirements of 7.4.3.4, 7.5, 7.10.3.2 and 7.10.4.4.

DN
ally efficient function mapping binary strings of~drbitrary length to binary str
that it is computationally infeasible to find two distinct values that hash into a com

'yptographic hash function (3.66)

hybrid module

cryptograph
(3.140) or fir

Note 1 to en
hybrid modul

3.69

c module (3.35) whose cryptographic boundary (3.32) delimits the composite g
mware (3.58) component-atid a disjoint hardware (3.64) component

ry: Hybrid firmware module (3.69) and hybrid software module (3.70) are the sub-catq
e.

hybrid firmware module

cryptograph
(3.58) comp
within the h

¢ module{3:35) whose cryptographic boundary (3.32) delimits the composite o
bnent and’a disjoint hardware (3.64) component (i.e. the firmware component is nj
hrdwate component)

4) perimeter

his hardware

array (FPGA)
or hardware

ngs of fixed
mon value

f a software

gories of the

f a firmware
pt contained

Note 1 to entr

v The r‘nmpnﬁng p]a‘l’fnr'm and nppr:\fing system of the nppr:\‘rinnn] environment in which

the firmware

executes are external to the defined hybrid firmware module’s cryptographic boundary but explicitly bound to the
hybrid firmware module.

3.70

hybrid software module

cryptographic module (3.35) whose cryptographic boundary (3.32) delimits the composite of a software
(3.140) component and a disjoint hardware (3.64) component (i.e. the software component is not contained
within the hardware component)

Note 1 to entry: The computing platform and operating system of the operational environment in which the software
executes are external to the defined hybrid software module’s cryptographic boundary.
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3.71
input data

ISO/IEC 19790:2025(en)

data (except control data entered via the control input interface (3.26)) that is input to and processed by a
cryptographic module (3.35), including plaintext (3.105) data, ciphertext data, sensitive security parameters
(3.132) and status information (3.145) from another module

3.72
integrity

property indicating that data have not been modified or deleted in an unauthorized and undetected manner

3.73

logical interface

interface
logical entr

7 or exit point of a cryptographic module (3.35) that provides access to the modu

e for logical

information

Note 1 to entn
(3.39), contrd
interface (3.74

3.74

key compor
parameter u
plaintext (3.]

3.75

key loading
self-containg
parameter (|
module (3.3

Note 1 to entr

3.76

key manage
administrat
deregistrati
keying mate

3.77
limited ope
operational
successfully

3.78

low-level te
testing of th
physical por

3.79

flows

y: Logical interfaces are separated into seven categories: data input interface (3.38); data ot
[ input interface (3.26), control output interface (3.28), status output interface\(3.147)
D), and power interface (3.108).

ent
sed in conjunction with other key components in an approved-sécurity function (3|
|05) critical security parameter (3.29) or perform a cryptographic function

device
d device that is capable of storing at least one plaintext (3.105) or encrypted sens
B.131) or key component (3.74) that can be transferred, upon request, into a ¢

)

y: The use of a key loading device requires huiman manipulation.

ment
n and use of the generatiomn;)establishment, entry and output, registration,

lo
n, distribution, installation,. storage, archiving, revocation, derivation, and de

Fial in accordance with aseetirity policy

rational environment
bnvironment (3:96) that is designed to accept only controlled firmware (3.58)
pass the software/firmware load test (3.143)

sting
e individual components or group of components of the cryptographic module (3.3
Ls\and logical interfaces (3.73)

tput interface
maintenance

8) to form a

jtive security
ryptographic

certification,
struction of

hanges that

5) and their

maintenance interface
physical or logical interface to the cryptographic module (3.35) that is utilized when in a maintenance role (3.80)

3.80

maintenance role
role (3.119) assumed to perform either physical, logical or both physical and logical maintenance services

EXAMPLE
diagnostics.

Maintenance services can include but are not limited to hardware (3.64) and software (3.140)

© ISO/IEC 2025 - All rights reserved
9


https://iecnorm.com/api/?name=683ded6c01721eefe31c23a04ad89e95

3.81
manual
requiring hu

3.82

ISO/IEC 19790:2025(en)

man operator (3.98) manipulation

message authentication code

MAC

cryptographic checksum on data that uses a symmetric key which provides data source confirmation and
the detection of both accidental and intentional modifications to data

EXAMPLE

3.83
microcode

A hash-based message authentication code.

processor in

EXAMPLE

3.84
minimum e
lower bound

3.85
modifiable
operational é
software (3.1

3.86
multi-factoy
authenticati

Note 1 to entr

Note 2 to ent
proof of ident
operator relaf

Note 3 to ent
as a secret pq
biometric (3.1

3.87

multiple-chiip cryptographieinodule

physical em
boundary

EXAMPLE

3.88

structions that correspond to an executable program instruction

Assembler code.

htropy
of entropy (3.50) that is useful in determining a worst-case estimaté.of sample ent

pperational environment
nvironment (3.96) that is designed to accept functional changes that can contain nd
40) (i.e. untrusted)

" authentication
bn of an operator (3.98) using at least two independent authentication factors

y: All authentication data (3.13) is verified by &he cryptographic module (3.35).

'y: An authentication factor is operator_related information that resides outside the mod
ity, and can include a method/proces§’to produce varying or short-lived authentication
ed information.

Fy: Independent authentication/factor categories for human operators include: something

ssword (3.102), something possessed, such as a physical key or token, and a physical prop
5).

bodiment in which two or more integrated circuit chips are interconnected with

Encrypting routers, secure radios, adapters, or expansion boards.

opy

n-controlled

1le, is used as
Hata from the

known, such
brty, such as a

in a defined

non-admini

= &= L% |
LI diUl gUuIivudaiitc

written material that is used by either the user (3.154) or any other non-administrative role (3.119) for
operating the cryptographic module (3.35)

Note 1 to entry: The non-administrator guidance describes the security functions of the cryptographic module
and contains information and procedures for the secure use of the cryptographic module, including instructions,
guidelines and warnings.

3.89

non-invasive attack
attack that uses side channels (information gained from the physical implementation) emitted by the
cryptographic module (3.35)

Note 1 to entry: Examples of side channels include power consumption, electromagnetic emissions and computation time.
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3.90

ISO/IEC 19790:2025(en)

non-modifiable operational environment
operational environment (3.96) that is designed to not accept firmware (3.58) changes

3.91

non-security relevant
quality of a function or process implemented in a manner to not interfere or cause a compromise (3.19) to the
approved secure operation of the cryptographic module (3.35)

3.92

normal operating temperature
range of operating temperatures defined by the cryptographic module (3.35) manufacturer over which the
module can be expected to operate without experiencing any temperature induced errors

3.93

normal ope
operation w
configured

3.94
normal volt

range of inpyit voltages defined by the cryptographic module (3.35) manufacturer over which the

be expected

3.95
opaque
impenetrabl
neither tran

3.96
operational
OE
operating sy
hardware (3!

Note 1 to ent
process contrj

3.97
operational
state where
the data outj

3.98
operator
entity (3.49)
interfaces

ration
here the entire set of security functions, services or processes are available

age range

to operate without experiencing any voltage induced errors

e by light (i.e. light within the visible spectrum of wavelength range of 400 nm
bparent nor translucent (3.153) within the visiblesspectrum

environment

64) platform required for the cryptagraphic module (3.35) to operate

Fy: This can include, where applicable, integrated circuits, processors, libraries, memory
pl, device drivers for hardware,power supplies and enclosures.

state
services or functions can be requested by an operator (3.98) and the data results
but interface (339) of the cryptographic module (3.35)

external to the cryptographic module (3.35) that exercises the module’s services via

and can be

t module can

to 750 nm);

'stem (including virtual machine(s) and runtime environment (3.121) where applicable) and

management,

output from

the provided

Note 1 to entry: In this definition, entity means an individual (person), organization, device, process or another module.

3.99
output data

data (except status data output via the status output interface (3.147) and control data output via the control
output interface (3.28)) that is output from a cryptographic module (3.35) (including plaintext (3.105) data,
ciphertext data, and sensitive security parameters (3.131))

3.100

overall security rating
minimum security level (3.128) of the independent security level (3.128) achieved in each security area
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3.101
passivation

ISO/IEC 19790:2025(en)

effect of a reactive process in semiconductor junctions, surfaces or elements and integrated circuits

constructed

EXAMPLE

to include means of detection and protection

Silicon dioxide or phosphorus glass.

Note 1 to entry: Passivation can modify the behaviour of the circuit. Passivation material is technology dependant.

3.102
password
string of cha

racters used to authenticate an identity or to verify access authorization

Note 1 to entry: Passwords can include letters, numbers, and other symbols.

3.103
personal id
PIN

numeric cod

3.104

bntification number

e used to authenticate an identity or to verify access authorization

physical protection

safeguardin
(3.115) usin

3.105
plaintext
unencrypteq

3.106
plaintext tr
protected co
to securely
without usin

Note 1 to ent]
an unwanted
communicati

3.107
port
physical/log

3.108
power inter
module intet

3.109

y of a cryptographic module (3.35), critical security parameter (3.29) and public securi
p physical means

, or obfuscated by non-approved methods

usted path
mmunication link established between thé&cryptographic module (3.35) and a sendg
communicate a plaintext (3.105) criti¢al security parameter (3.29) or key comp

g cryptography

y: A plaintext trusted path protects against eavesdropping, as well as physical or logical
pperator (3.98) or entity (3.49), between the module’s defined input or output port (3.107)
n link with the intended end point, without using cryptographic methods.

ical input or output point of a cryptographic module (3.35) that provides access to t

face
face(s)for which power is input to or output from a cryptographic module (3.35)

[y parameter

I or receiver
onent (3.74)

ampering, by
and along the

he module

pre-operational self-test

test performed by a cryptographic module (3.35) after a cryptographic module is powered on or instantiated
(after being powered off, reset, rebooted, cold-start, power interruption, etc.) and primary, secondary, or
backup power is applied to the module, and before it transitions to the operational state (3.97)

3.110
private key

cryptographic key (3.34) of an entity’s asymmetric key pair, which should only be used by that entity (3.49)

Note 1 to entry: In the case of an asymmetric signature system, the private key defines the signature transformation.
In the case of an asymmetric encipherment system, the private key defines the decipherment transformation.

3.111

production-

grade

product, element or software (3.140) that has been tested to meet operational specifications
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3.112

ISO/IEC 19790:2025(en)

protected internal path
interfaces between integrated circuits within the cryptographic boundary (3.32) in a multi-chip module
using approved cryptographic methods to protect the confidentiality and integrity (3.72) of the data

3.113
public key

cryptographic key (3.34) of an entity’s asymmetric key pair, which can be made public

Note 1 to entry: In the case of an asymmetric signature system, the public key defines the verification transformation.
In the case of an asymmetric encipherment system, the public key defines the encipherment transformation. A key
that is “publicly known” is not necessarily globally available. The key can only be available to all members of a pre-
specified group.

3.114
public key ¢
electronic d

3.115
public secu
PSP
security relg
cryptograph

EXAMPLE
(3.102) assoc

Note 1 to en
cryptographid

3.116
random bit
RBG

device or alg

3.117
rate limitin
method inte

data (3.13)

EXAMPLE
mechanism.

3.118
removable ¢
physical mej3
cryptograph

3.119

ertificate
cument used to prove the validity and origin of a public key (3.113)

ity parameter

ted public information whose modification can cause a compromise (3.19) of the
c module (3.35)

ated with a counter and internally held date and time.

ry: A PSP is considered protected if it cannot be medified or substituted without det]
module (3.35).

generator

orithm that outputs a sequence of bits:that appears to be statistically independent §

g method
hded to slow down and render impractical automated (3.3) guessing attacks on a

A time delay (fixedVor'increasing) between authentication attempts or locking the 3

fover
ins which )permits an intentionally designed non-damaging access to the physical
c modute (3.35)

security of a

Public key (3.113), public key certificate (3.114), self-signed cettificate, trust anchor, one-tfime password

ection by the

nd unbiased

ithentication

uthentication

contents of a

role

security attribute associated with a user defining the user access rights or limitations when accessing

services of a

cryptographic module (3.35)

Note 1 to entry: One or more services can be associated to a role. A role can be associated to one or more users and a
user can assume one or more roles.

3.120

role-based access control

permissions

attributed to a role (3.119) granting access to an object

Note 1 to entry: An object can be data, a service (3.136), or other.
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3.121

ISO/IEC 19790:2025(en)

runtime environment
environment in which a program or application is executed

Note 1 to entry: It can pertain to the operating system itself, or the software (3.140) that runs beneath it. The primary

purpose is to

3.122

accomplish the objective of “platform independent” programming.

salted password
password (3.102) to which unique data has been added ahead of creating the stored password hash

3.123

scheme owner
person or organization responsible for developing and maintaining a specific certification scheme

Note 1 to entr
group of certi

Note 2 to entr]

is to be an approval authority, which approves security functions for use by the scheme.

[SOURCE: IS

3.124

secure cont|
isolated exe
can execute

Note 1 to entr

the module and is not subject to requirements of this document'other than requirements defined in 7.5.

3.125
secure contj
firmware (3.}

3.126

security function

cryptograph
symmetric

generators, ¢
generation a

3.127

security leviel

well-defined

3.128

security relevant

y: The scheme owner can be the certification body itself, a governmental authority, a trade
[fication bodies or others.

y: One of the responsibilities of a scheme owner for a scheme that assesses conformance to t

D/IEC 17065:2012, 3.11, modified — Note 2 to entry has been added.]

ainer
fution space internal to the cryptographic module’s physical enclosure where firn

y: Firmware executed within the secure container is‘considered outside the cryptographi

piner firmware
b8) executing within a secure container (3.124)

c algorithm (3.31) together’ with modes of operation, such as block ciphers, str
br asymmetric key algerithms, message authentication codes, hash functions,
tc. or other security'functions such as entity authentication, sensitive security parar
Ind establishment

set of séciirity requirements in a security area

association, a

his document,

nware (3.58)

in such a way that the module is protected against)the secure container firmyare (3.125)
interfering dr compromising the cryptographic module (3.35)

c boundary of

bam ciphers,
random bit
heter (3.131)

function of the cryptographic module (3.35) that, if bypassed, modified or substituted can ultimately
contribute to the potential compromise (3.19) of the module

Note 1 to entry: This term is not the inverse of non-security relevant (3.91).

Note 2 to entry: Security relevant is considered as applicable within this scope of this document.

3.129
seed
secret value

3.130
self-test

used to initialize a random bit generator (3.117)

pre-operational or conditional test executed by the cryptographic module (3.35)
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3.131
sensitive se
SSP

ISO/IEC 19790:2025(en)

curity parameter

critical security parameter (3.29) or public security parameter (3.115)

3.132
sensitive se

curity parameter agreement

SSP agreement
key establishment procedure where the resulting cryptographic key (3.34) is a function of information from
two or more participants, so that no party can predetermine the value of the key independently of the other
party’s contribution

3.133
sensitive s

urity parameter establishment

SSP establis
process of m

Note 1 to ent
SSP entry or (

Note 2 to entr

3.134

sensitive se|
SSP generat
process of cy

3.135

sensitive se|
SSP transpg
process of ty
approved cr)

3.136
service
operation ot
operator (3.9

3.137

service input

data or contn

hment
aking available a shared sensitive security parameter (3.131) (SSP) to one or more e

y: SSP establishment includes SSP agreement (3.132), sensitive security parametertranspo
utput.

y: Automated (3.3) SSP establishment can include generation and derivation.

curity parameter generation
ion
eating a sensitive security parameter (3.131) within the-cryptographic module (3.35

curity parameter transport

rt

ansferring a sensitive security parameter (3.131) from one entity (3.49) to another
Fptographic methods

function that can be perforthed by a cryptographic module (3.35) invoked by
8)

ol information (3243 utilized by the cryptographic module (3.35) that initiates or obt

operations or functions

3.138
service out

ut

data, contro] and status information (3.145) that results from operations or functions initiated
by service input (3137)

htities

't (3.135) and

entity using

an external

ains specific

or obtained

3.139
single-chip

cryptographic module

physical embodiment in which a single integrated circuit (IC) chip is used as a standalone device or is
embedded within an enclosure or a product

EXAMPLE

Single IC chips or smart cards with a single IC chip.

Note 1 to entry: The enclosure can include non-IC components that are security relevant (3.128) and require physical

protection.

Note 2 to entry: The enclosure can include other excluded IC components.
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3.140
software

ISO/IEC 19790:2025(en)

code that is executed in a modifiable operational environment (3.85)

3.141

software module
cryptographic module (3.35) whose cryptographic boundary (3.32) delimits the software (3.140) exclusive
files(s), which can be one or multiple software files that execute(s) in a modifiable operational environment (3.85)

Note 1 to entry: The computing platform and operating system of the operational environment (3.96) in which the
software executes are external to the defined software module’s cryptographic boundary.

3.142

software/firmware integrity test

self-test (3.11
(3.35) to ens

3.143
software/fi
conditional
components
successfully

3.144

split-knowl
process by V
knowledge

(3.35) by sey
Note 1 to entr

3.145

status infor]
output signad
such as visy
indicate the

3.146
status outp
status inforn

3.147
status outp
module intef

3.148
strong
not easily de

p0) performed on the software (3.140) or firmware (3.58) components of a cryptogr]
ure integrity (3.72) of those components

rmware load test

iphic module

self-test (3.130) performed on software (3.140) or firmware (3.58)‘components after the

have been introduced into the cryptographic module (3.35) boundary, and whi
before the new components are executed by the module

edge
bhich a cryptographic key (3.34) is split into multiple key components, individual

arate operators and combined to recreate the original key

y: All or a subset of the components are required to.recover the original split-key.

mation

Is, indicators (e.g. error indicator)and status data [e.g. return codes and physic
al (display, indicator lamps), audio (buzzer, tone, ring), and mechanical (vibrati
status of a cryptographic module)(3.35)

it
ation (3.145) that iswoutput from a cryptographic module (3.35)

it interface
face(s) forwhich all status output (3.146) is output from the cryptographic module

fedtéd, having strength or power greater than average or expected, able to withstg

Ch is passed

sharing no

|
f the original key, which can be subsequently inpt, or output from, a cryptogrfphic module

b1 indicators
on)] used to

3.35)

nd attack or

solidly built
3.149

tamper detection
automatic determination by a cryptographic module (3.35) that an attempt has been made to cause a
compromise (3.19) of the security of the cryptographic module

3.150

tamper evidence
observable indication that an attempt has been made to cause a compromise (3.19) of the security of a
cryptographic module (3.35)
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3.151

ISO/IEC 19790:2025(en)

tamper response
automatic action taken by a cryptographic module (3.35) when tamper detection (3.149) has occurred

3.152

temporary sensitive security parameter
sensitive security parameter (3.131) (SSP) that, after its use to perform an approved function, is no longer needed

Note 1 to entry: Temporary SSPs are often ephemeral in nature and then cleared when no longer needed.

3.153
translucent

penetrable by light (i.e. light within the visible spectrum of wavelength range of 400 nm to 750 nm); yet
preventing the gathering of information of the module’s internal construction or components by direct

visual obser

3.154
user

operator (3.9
including cry

3.155
validated
assurance of

3.156
vendor
entity (3.49)

Note 1 to enty
did or did not

3.157

verifier dat
data used b
entered into

Note 1 to en
environment
thatit was ge

EXAMPLE 1
data referenc

EXAMPLE 2
public key cer

3.158
zeroization

method of destruction of a stored plaintext (3.105]) or encrypted critical Security parameter (3.2

yation using artificial light sources in the visual spectrum

)8) that accesses a cryptographic module (3.35) in order to perform genéeral secuf
'ptographic operations and other approved security function (3.8)

tested conformance to this document by a certification body (8.18)

group or association that submits the cryptographic'module (3.35) for testing and

y: The vendor has access to all relevant documentdation and design evidence regardless off
design or develop the cryptographic module.

sl

the module by an operator (3.98) authenticating themselves to the module

ry: Verifier data resides inside the module (or its operational environment (3.96) if th
implements the authentication mechanism as per 7.6.3.2), until it is updated or zeroized

Verifier data that'isa critical security parameter (3.29) can include a password (3.102), bi
b, or their hash.

Verifier datathat is a public security parameter (3.115) can include a public key (3.113) or
ificate (3°114).

herated inside or outside the module. Verifier data are a sensitive security parameter (3.131]).

ity services,

ralidation

whether they

ly the cryptographic module (3.35)to verify that the correct authentication datq (3.13) was

e operational
It is possible

pmetric (3.15)

a user (3.154)

security parameter (3.115) to prevent retrieval and reuse

Note 1 to entry: The zeroization of an encrypted critical security parameter depends on the level claimed in 7.9

4 Abbreviated terms

For the purposes of this document, the following abbreviated terms apply.
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ACL access control list
CBC cipher block chaining
CCM counter with cipher block chaining-message authentication code
CPLD complex programmable logic device
CSp critical security parameter
ECB electronic codebook
EDC error detection code
EFP environmental failure protection
EFT environmental failure testing
FPGA field programmable gate array
FSM finite state model
HDL hardware description language
IC integrated circuit
JRE JavaT™ a runtime environment
OE operational environment
PC personal computer
PIN personal identification number
PSP public security parameter
RBG random bit generator
SSp sensitive security parameter
aJava ™ is th¢ trademark of a product supplied by Oracle. This information is given for the convenience of users
of this docurpent and does not ¢onstitute an endorsement by ISO or IEC of the product named.
5 Cryptographicanodule security levels
5.1 General
strate how the

requirements can be met, are not intended to be restrictive or exhaustive. The cryptographic techniques are
identical over the four security levels. Each security level levies increasing levels of security requirements
for the protection of the module itself (e.g. access and knowledge of internal files, components and operation)
and SSPs contained and controlled within the module. Each security requirement is identified by a “shall [xx.
yy]” where “xx” indicates the subclause within Clause 7 and “yy” is a numeric index within the subclause.

5.2 Security level 1

Security level 1 provides a baseline level of security. Basic security requirements are specified for a
cryptographic module (e.g. at least one approved security function as specified in Annex C shall be used).
Software and hybrid software modules operate in a modifiable operational environment (OE). Hardware,
firmware and hybrid firmware modules operate in a non-modifiable or limited OE. No specific physical
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security mechanisms are required in a security level 1 hardware cryptographic module, beyond the basic
requirement for production-grade elements. Non-invasive mitigation methods or mitigation of other attacks

that are implemented are documented. CSPs may be manually entered and output from th

e module in

plaintext form. They may also be entered and output electronically in plaintext form to and from software
and hybrid software modules, provided that the module does not output them from the OE. Periodic self-

tests may be triggered by the user.

An example of a security level 1 cryptographic module is a hardware encryption board found
cryptographic toolkit executing in a hand-held device or general-purpose computer. Such impl

inaPCora
ementations

are appropriate for security applications where controls, such as physical security, network security,

and administrative procedures, are provided outside of the module but within the environ

ment where

it is to be deployed. For example, the implementation of security level 1 cryptographic module can be
more cost-effective 1n such environments than correspondlng modules at hlgher assurance

Security lev¢l 2 enhances the physical security mechanisms of security level.1 by adding the
for tamper-gqvidence, which includes the use of tamper-evident coatings orsseals or pick-resist
removable cpvers or doors.

Tamper-evident coatings or seals are placed on a module so that theJcoating or seal is brok
physical acc¢ss to SSPs within the module. Tamper-evident seals orpick-resistant locks are plac
or doors to grotect against unauthorized physical access.

Security levgl 2 requires role-based authentication in which a cryptographic module authe

authorizatiop of an operator to assume a specific role and perform a corresponding set of

zeroization ¢apability is offered by the cryptographic module.

Security lev¢l 2 allows a software or hybrid software cryptographic module to be executed in
environmenf that implements role-based access controls. Alternatively, the modifiable envir

levels which
{ alternative
n which the

requirement
ant locks on

en to attain
ed on covers

nticates the
services. A

a modifiable
bnment may,

at a minimu
assigning r

against una
firmware m
technique o

5.4 Secur

In addition

security at ¢
the cryptogi
a high probd
the cryptogy

, support a discretionary access\control with robust mechanism of defining new groups and
strictive permissions throughUmultiple access control lists (ACLs). The capability protects
thorized execution, modification, and reading of cryptographic software. S¢ftware and
dules or the software and-firmware components of hybrid modules use an approyed integrity
EDC to protect module'seftware or firmware integrity.

ity level 3

to the tamper-evident physical security mechanisms required at security leve
vel 3 provides additional requirements to mitigate the unauthorized access to SSP
aphic.moedule. Physical security mechanisms required at security level 3 are intel
bility of detecting and responding to attempts at direct physical access, use or mc
aphic module and probing through ventilation holes or slits. The physical security

2, physical
t held within
nded to have
dification of
mechanisms

may include

e USe of STrong eNCIoSUTES and tamper detection,/ TeSPONSe CITcuitry that Zzeroize all plaintext

CSPs, plaintext PSPs and plaintext key components when the removable covers/doors of the cryptographic
module are opened.

Roles, services, and authentication at security level 3 requires identity-based authentication mechanisms,
enhancing the security provided by the role-based authentication mechanisms specified for security level 2.
A cryptographic module authenticates the identity of an operator and verifies that the identified operator is
authorized to assume a specific role and perform a corresponding set of services.

SSP management at security level 3 requires manually established cryptographic keys to be encrypted or to
utilize a plaintext trusted path, optionally with a split-knowledge procedure, for entry or output.

Physical sec

urity level 3 also protects a cryptographic module against a security compromise due to

environmental conditions outside of the module’s normal operating ranges for voltage and temperature.
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Intentional excursions beyond the normal operating ranges may be used by an attacker to defeat a
cryptographic module’s defences. A cryptographic module is required to either include special environmental
protection features designed to detect and protect the module when the voltage and temperature boundaries
are exceeded, or to undergo rigorous environmental failure testing to provide a reasonable assurance that
the module will not be affected when outside of the normal operating range in a manner that can compromise
the security of the cryptographic module.

Non-invasive mitigation methods specified in 7.8 which are implemented in the module are tested at security
level 3 metrics.

Security level 3 is not offered in all clauses of this document for software and hybrid software cryptographic
modules, therefore, the highest overall security rating achievable by software and hybrid software

cryptographic modules is limited to security rating 2.

Life-cycle a
configuratio

5.5 Secur

Security lev
appropriate

At security |
security me(
a) resistan
attempt
damage
b) tamper
unauthg
power i
very hig
plaintex|

Security lev
Security leve

At security |
designed to
and plaintex
in a manner
temperature

Non-invasive
level 4 metri

ksurances at security level 3 modules require additional methods, such ¢«as
h management, detailed design and low-level testing.

ity level 4

bl 4 provides the highest level of security defined in this document. This level ing
security features of the lower levels, as well as extended features

hanisms provide:

ce to peeling, prying or dissolving of hard coating orstrong enclosure or packa
ng to peel or pry the coating from the module will Have a high probability of resulti
to the module (i.e. the module will not function);ox

detection and response with zeroization capability. The module detects and reg
rized attempts at physical access when §SPs are contained in the module whet

applied or not. Penetration of the cryptographic module enclosure from any dij
h probability of being detected, resulting in the immediate zeroization of all plz
t PSPs and plaintext key components’

bl 4 cryptographic modules are-useful for operation in physically unprotected er

bvel 4 a cryptographic, medule is required to include special environmental protect

detect voltage and\temperature boundaries and zeroize all plaintext CSPs, pl
t key components:)This provides a reasonable assurance that the module will no
that can compromise the security of the module, when it is operating outside o
and voltage.range.

b mitigation methods specified in 7.8 which are implemented in the module are testg
CS.

bl 4 requires manually established cryptographic keys to be encrypted or to utiliz

Security lev{

1 4 introduces multi-factorauthentication requirements for operator authenticatiop.

automated

ludes all the

bvel 4, in addition to the physical security requirements at security level 3, the modlule physical

ge such that
ng in serious

ponds to all
her external
ection has a
intext CSPs,

vironments.

=

ion features,
hintext PSPs
F be affected
f the normal

d at security

e a plaintext

trusted path with a split-knowledge procedure for entry or output.

Security level 4 is not offered in all clauses of this document for software and hybrid software cryptographic

modules.

The design of a security level 4 module is verified by the correspondence between both pre- and post-state
conditions and the functional specification. Security level 4 also requires that, after delivery, the authorized
operator be authenticated using vendor-provided operator related information.

© ISO/IEC 2025 - All rights reserved
20


https://iecnorm.com/api/?name=683ded6c01721eefe31c23a04ad89e95

ISO/IEC 19790:2025(en)

6 Functional security objectives

The security requirements specified in this document relate to the secure design and implementation of a
cryptographic module. The requirements are derived from the following functional security objectives for a
cryptographic module to:

a) employ and correctly implement the approved security functions for the protection of sensitive

protect a cryptographic module from unauthorized operation or use;

prevent the unauthorized disclosure of the contents of the cryptographic module, including CSPs;

prevent the unauthorized and undetected modification of the cryptographic module, approved security

5, Inctuding the unmauthorized modification, substitution, insertion, and detetion of
indications of the operational state of the cryptographic module;
hat the cryptographic module performs properly when executing approyvedservice

Frors in the operation of the module and prevent the compromise of 'SSPs resultin
nd

he proper design, delivery and implementation of the cryptographic module.

[y requirements

information;
b)
9
d)

functio
e) provide
f) ensuret
g) detecte

errors; a
h) ensuret
7 Securi
7.1 Genel

This clause
security requirements cover areas related to the design and implementation of a cryptograj
These areas

cryptog
cryptog
roles, se
softwar
operatig
physicall
non-invd

sensitiv

ral
specifies the security requirements that étyptographic modules shall [AS01.01]
include:

raphic module specification;
faphic module interfaces;
'vices, and authenticatipny;

e /firmware security;

nal environment:

security;

Isive s€curity;

SPs;

S;

b from these

follow. The
bhic module.

b seclirity parameter management;

self-tests;

life-cycle assurance;

mitigation of other attacks.

Table 1 summarizes the content in each of these areas.

A cryptographic module shall [AS01.02] be tested against the requirements of each area addressed in this
clause. The cryptographic module level shall [AS01.03] be independently determined in each area. Several
areas provide for increasing levels of security with cumulative security requirements for each security
level. In these areas, the cryptographic module will receive a level that reflects the highest-security level
for which the module fulfils all requirements of that area. In areas that do not provide for different levels
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of security (i.e. standard set of requirements), the cryptographic module will receive a level commensurate
with the overall security rating.

In addition to receiving independent levels for each of the security areas, a cryptographic module will also
receive an overall security rating.

Many of the security requirements of this document include specific documentation requirements that are
summarized in Annexes A and B. All documentation, including copies of the user and installation manuals,
design specifications, and life-cycle documentation shall [AS01.04] be provided for a cryptographic module
that undergoes independent testing.

Annexes C, D, E, F and G provide references to approved security functions, approved sensitive security
parameter generation and establishment methods, approved authentication mechanisms, approved non-
invasive attack mitigation test metrics and module secure development, manufacturing and operation.

Table 1 — Summary of areas covered by security requirements

Security level 1

Security level 2

Security level 3

Securily level 4

fication

Cryptograplic module speci-

Specification of cryptographic module, cryptographic bdundary, appr
functions, and normal and degraded operation. Description of cryptogr
including all hardware, software, and firmware components. All ser
status information to indicate when the service utilizes an approved secyirity function

or process in an approved manner.

ved security
phic module,
ices provide

faces

Cryptographic module inter-

Required and optional interfaces.
Specification of all interfaces.

Plaintext trusted path.

Roles, servig

es and authenti-

Logical separation

Role-based or iden-

Identity-based

Multi-fhctor identi-

ited or modifiable.
Control of SSPs.

The requirements in 7.6.3 are not applicable if the module is

cation of required and tity-based operator |operator authenti- |ty-bas¢d authenti-
optional roles and |authentication. cation. cation.
services.
Software/firmware security |Approved integrity|Appreved digital signa- | Approved digital signaturetbased integ-
technique. ture or keyed message |rity test.
Defined module in-|/aduthentication code-
terface. based integrity test.
Executable code.
EDC-basedor-approved integrity test for firmware within either hardware module
or disjoirithardware components of hybrid module.
A limited operational environment may support a secure container.
Operationallenvironment Non-modifiable, lim- | Non-modifiable, limited.

security level 2,3 or 4 in 7.7.

Modifiable.

Role-based or discre-
tionary access control.

Audit mechanism.

Not supported.

Physical sec

1rity

Prn(‘h](‘ﬁnn—gradp

Tamner evidence
+

Tamper detection

Abhard opaque

elements.

Opaque or trans-
lucent covering or
enclosure.

and response for
covers and doors.
Strong enclosure
or coating. Protec-
tion from direct
probing. EFP or
EFT.

removal-resistant
coating or strong
enclosure, or full
enclosure in a tam-
per detection and
response envelope.

Non-invasive security

Module is designed to mitigate against non-invasive attacks specified in Annex F.

Documentation and effectiveness of mitiga-
tion techniques specified in Annex F.

Mitigation testing.
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Table 1 (continued)

Security level 1 |Security level 2

|Security level 3 |Security level 4

Sensitive security parameter

Random bit generators, SSP generation, establishment, entry and output, storage

management and zeroization.

Automated SSP transport or SSP agreement using approved methods.

Manually established SSPs may be entered | Manually es- Manually es-

or output in plaintext form. tablished cryp- tablished cryp-

Plaintext CSPs and key components may |tographic keys tographic keys

be entered and output from software and |may be entered or |may be entered or

hybrid software modules provided that the |output in either  |output in either

module does not output them from the OE.|encrypted form, |encrypted form, or
or via a plaintext |using a plaintext
trustedpath; trusted path with
optionally using split—kiowledge
split-knowledge procedures
procedures.

Zeroization of Zeroization of plaintext CSPs, plaintext)’|Zeroizjtion of

plaintext CSPs, PSPs, and plaintext key componentsvia~ |all plaiptext and

plaintext PSPs, a service provided by the cryptographic |encrypted CSPs and

and plaintext key |module. PSPs vi]a a service

components by op- providgd by the

erator procedure cryptographic

or via a service modulg.

provided by the

cryptographic

module.

Self-tests Pre-operational: software/firmware integrity, bypass, and critical funictions test.

Conditional: cryptographic algorithm, pair-wise consistency, software
loading, manual entry, conditional bypass and critical functions test.

firmware

Periodic self-test

t.

unauthor-
itution.

Automated periodic self-tes

Error log protected against
ized modification and subs

Life-cycle As
surance

Configuration |Configuration.management system for Automated configuration njanagement
management cryptographiemodule, components, and |system.
documentation. Each uniquely identified
and tracked throughout the life cycle.
Design Module designed to allow testing of all provided security related servikes.
FSM Finite state model.
Development Annotated source |Software high-level language. Documlentation
code, schematics  |Hardware high-level descriptive lan- annotated with
or HDL. guage. pre-copditions
upon eptry into
modul¢ compo-
nents gnd post-con-
ditiong expected
to be true when
components are
completed.
Vendor testing |Functional testing. Low-level testing.
Delivery and op- | Initialization proce- | Delivery procedures. Operator authenti-
eration dures. cation using vendor
provided operator
related information.
Attestation A module may optionally support an attestation service to counter substitution at-
tacks. Attestation standards are listed in Annex G.
End of life Procedures for secure sanitisation. Procedures for secure destruction.
Guidance Administrator and non-administrator guidance.
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Table 1 (continued)

Security level 1 | Security level 2 Security level 3

Security level 4

Mitigation of other attacks

Specification of mitigation of attacks for
which no testable requirements are cur-
rently available.

testable requirements.

Specification of mitigation of attacks with

7.2 Cryptographic module specification

7.2.1 Cryptographic module specification general requirements

A cryptographic module shall [AS02.01] be a set of hardware, software, firmware, or some combination
thereof, which at a minimum, implements a defined cryptographic service employing an approved security

function as

The docume

7.2.2 Typ

A cryptogra

firmware m¢dule, software module, or hybrid software module.

For hardwa;
security req

For softwarg

physical secyirity requirements specified in 7.7 are optional.

7.2.3 Cryptographic boundary

7.2.3.1 Cr

A cryptogra
software or
module. The)
components

minimum, emcompass all security rélevant security functions, processes and components of a ct
efined in Clause 7.«Non-security relevant security functions, processes or components may

module as d
be included
components
components
interfere or

The defined
components

pecified in Annex C, or process, and is contained within a defined cryptographichd

htation for cryptographic module specification specified in A.2.1 shall [AS02:02] be

s of cryptographic modules

bhic module shall [AS02.03] be defined as either a hardware module; firmware mg

e, firmware or hybrid firmware modules, the applicable. physical security and
1irements specified in 7.7 and 7.8 shall [AS02.04] apply.

modules and hybrid software modules executing in,a modifiable operational envi

yptographic boundary general requirements

bhic boundary shall [AS02.05] consist of an explicitly defined perimeter (i.e. set
firmware components) that establishes the boundary of all components of the ct
requirements of this document shall [AS02.06] apply to all security functions, p
within the module’s cryptdgraphic boundary. The cryptographic boundary shall [A

within the cryptegraphic boundary. Non-security relevant security functions,
may also be used-in approved services. Non-security relevant security functions,
which are used in approved services shall [AS02.08] be implemented in a mannel
fompromise-the approved operation of the cryptographic module.

namesof a cryptographic module shall [AS02.09] be representative of the compd

undary.

provided.

dule, hybrid

hon-invasive

rfonment, the

bf hardware,
yptographic
rocesses and
S02.07], ata
yptographic

processes or

processes or
So as to not

sition of the

within the cryptographic boundary and not representative of a larger compositio

The cryptog

raphic module shall [AS02.10] have, at a minimum, specific versioning information

t

or product.
epresenting

the distinct individual hardware and software or firmware components as applicable.

Hardware and either software or firmware components within the cryptographic boundary may be excluded
from the requirements of this document. The excluded hardware, software or firmware components shall
[AS02.11] be implemented in such a manner to not interfere or compromise the approved secure operation
of the cryptographic module. Any excluded hardware, software or firmware residing within the module’s
cryptographic boundary shall [AS02.12] be specified in accordance with Annex A and listed in the module
security policy in accordance with Annex B.
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7.2.3.2 Definitions of cryptographic boundary
The cryptographic boundary of a hardware cryptographic module shall [AS02.13] delimit and identify:
a) the set of hardware elements which may include:

1) physical structures, including circuit boards, substrates or other mounting surfaces that provide
the interconnecting physical wiring between elements;

2) active electrical elements such as semi-integrated, custom-integrated or common-integrated
circuits, processors, memory, power supplies, converters, etc; and

3) physical structures, such as enclosures, potting or encapsulation materials, connectors and
interfaces.

b) alimited or non-modifiable OE;

¢) firmware, which may include an operating system; and

d) other el¢gment types not listed in a), b) or c), (e.g. configuration files for a CPLD)
The cryptogfaphic boundary of a software cryptographic module shall [AS02,14] delimit and identify:
e) the set df executable files or other files that constitute the cryptographié.module; and
f) theinstdntiation of the cryptographic module saved in memory andeXecuted by one or mor¢ processors.
The cryptogfraphic boundary of a firmware cryptographic module shall [AS02.15] delimit and idlentify:

g) the set df executable files or other files that constitute the eryptographic module; and
h) the instantiation of the cryptographic module saveddnimemory and executed by one or mor¢ processors.
The cryptoglaphic boundary of a hybrid cryptograpliicmodule shall [AS02.16]:

i) be the |composite of the module’s hardware component and the disjoint software ¢r firmware
compongnt(s); and

j)  include the collection of all ports andiinterfaces from each component.

In addition tp the disjoint software érfirmware component(s), the hardware component of a hyfbrid module
can also inclpde embedded softwate or firmware.

7.2.4 Module operations

7.2.4.1 Mg¢dule operations general requirements

The operator shall JAS02.17] be able to operate the module utilizing approved services. An apprjoved service
shall [AS02.18].be defined as a service that includes at least one approved security function or{process and

can inCl de thor-—caciirityy walagzant £ sl o A s snconc
ude ren-securityrelevanttuncHons-orprocesses:

Non-approved security functions and processes shall not [AS02.19] be utilized by the operator in an
approved service unless the non-approved security function or process is not security relevant to the
approved process or service’s operation (e.g. a non-approved security function or non-approved generated
key may be used to obfuscate data or CSPs but the result is considered plaintext and provides no security
relevant functionality until it is protected with an approved security function).

7.2.4.2 Normal operation

Normal operation is where the entire set of approved security functions, services or processes are available
and, where supported, can be configured.
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CSPs shall [AS02.20] be exclusive between approved and non-approved services (e.g. not shared or accessed).
CSPs may be accessible by both approved and non-approved services where it can be demonstrated that
shared access cannot weaken the security of the CSP or increase its risk of compromise. The output of an
approved random bit generator (RBG) may be provided to a non-approved algorithm, security function or
process without the zeroization of the RBG seed, as long as the seed cannot be accessed by a non-approved
service.

The module’s security policy shall [AS02.21] define the complete set of services: approved, non-approved
and non-security related.

Each service shall [AS02.22] provide an output indicator upon completion of the service to indicate whether
the service executed an approved security function or process, or not.

If a singular service provides different outcomes based on the services configurable parameter setting,
the output indicator in AS02.22 should reflect the particular parameter setting utilized upen|the services

execution.
NOTE AJ02.22 is intended to provide an automated auditable indicator of usage of executableé’apprgved services.
EXAMPLE 1 A single encryption service utilizes different key strengths depending op-an input paraneter setting.

The output indicator in AS02.22 reflects whether or not the parameter is set to an approved key strength.

EXAMPLE 2

security func
output utilizg
security func
on only one o
approved fun

an approved
e at least one
an approved
module relies
ht uses a non-

A single encryption service simultaneously outputs both an encrypted result using
fion and a result based on a non-security relevant, non-approved.security function. Sing
s an approved security function, the output indicator in AS02:22 would indicate that
Lion is executed. Examples of such implementations include double encryption, where the
f the two layers of encryption to secure the data in an approved manner, or a protocol th
Ction but where that function does not affect the overall Security of that protocol.

EXAMPLE 3
result based (

A single encryption service outputs an encrypted result using an approved security [function or a

(e.g. adigital
one non-appr

EXAMPLE 4
anon-approv
AS02.22 does

EXAMPLE 5
function or py

7.2.4.3 D¢

A cryptogra
state. For a @

n a non-approved security function, depending on\which security function is requested by
ignature service where a parameter selects among underlying hashes, at least one approvyg
bved). The output indicator in AS02.22 only.indicates when the approved security function

bd security function (e.g. a digital signaure using a non-approved hash function). The outp
not indicate that an approved function has been used.

The output indicator is a_singular bit indicating whether the service executed an apprj
ocess (e.g. alogical “1” for-anapproved security function or process and a logical “0” for al

graded operation

phic module may be designed to support degraded operation if the module ente
ryptographieimodule to operate in degraded operation, the following shall [AS02.2

d operation shall [AS02.24] be entered only after exiting an error state;

ulé shall [AS02.25] provide status information when re-configured and degrads

y the operator
d and at least
is executed.

A single encryption service outputs a-fiesult using an approved security function in combination with

It indicator in

pved security
others).

rs the error
3] apply:

bd operation

the mechanism or process that failed shall [AS02.26] be isolated;

all applicable conditional cryptographic algorithm self-tests shall [AS02.27] be performed prior to the

first operational use of the cryptographic algorithm after entering degraded operation; and

a) degrade

b) the mod
entered

0

d)

e)

that failed.

services shall [AS02.28] provide an indicator if attempts are made to use the mechanism or process

The error state in AS02.24 may either impact the full module or be localized to the mechanism or process
isolated in AS02.26. Where a localized error is used, it shall [AS02.29] be shown that the target error cannot
impact other approved services running outside the isolated mechanism or process.

© ISO/IEC 2025 - All rights reserved
26


https://iecnorm.com/api/?name=683ded6c01721eefe31c23a04ad89e95

ISO/IEC 19790:2025(en)

The cryptographic module shall [AS02.30] remain in degraded operation until the cryptographic module
has repeated pre-operational test self-tests covering either the entire module or the failed isolated
mechanisms and processes. When only a subset of pre-operational self-tests are re-run ahead of exiting
degraded operation, it shall [AS02.31] be demonstrated why it was not necessary to re-run the excluded
self-tests. The cryptographic module may perform certain diagnostics in addition to all pre-operational self-
tests, as part of the condition to exit the degraded operation. If the cryptographic module passes all the pre-
operational self-tests while in degraded operation, the module shall [AS02.32] exit degraded operation. If
the cryptographic module fails the pre-operational self-tests while in degraded operation, the module shall

[AS02.33] enter an error state.

7.3 Cryptographic module interfaces

7.3.1 Cryptographicmodule interfaces general requirements

A cryptogra

phic module shall [AS03.01] restrict all logical information flow to only those ph

points and logical interfaces that are identified as entry and exit points to and fronf fthe ct

boundary of]
other altho
same port)
and a parallg

The docume

7.3.2 Typ
a) Hardwa
module,
requestd
b) Softwar
softwar
boundat

Hybrid {
services
module’

&

h they may share one physical port (e.g. input data may enter and output data ma
may be distributed over one or more physical ports (e.g. input dataumay enter via
| port).

htation for cryptographic module interfaces specified in A.2:2'shall [AS03.03] be pj

bs of interfaces

re module interface: The total set of interfaces used to request the services of tl
including parameters that enter or leave the ndigdale’s cryptographic boundary a
bd service.

e or firmware module interface: The total’set of interfaces used to request the se
e or the firmware module, including parameters that enter or leave the module’s cf
y as part of the requested service.

oftware or hybrid firmware medule interface: The total set of interfaces used ta
of the hybrid software or hybrid firmware module, including parameters that ente
5 cryptographic boundary dspart of the requested service.

7.3.3 Catdgories of interfaces

A cryptogra
interface cat

a) Datainp

egories (“input’and “output” are indicated from the perspective of the module):

ut interface: All input data shall [AS03.05] enter via the data input interface. Input

accepted by thesmodule through the data input interface while the module is performing

defined

n 7.10.

ysical access
yptographic

the module. The cryptographic module logical interfaces shall [AS03.02]\be distinct from each

y exit via the
both a serial

ovided.

he hardware
s part of the

rvices of the
yptographic

request the
- or leave the

bhic module’s interfaces shall [AS03.04] be categorized into one or more of the following seven

data may be
self-tests as

NOTE 1
output).

b)

NotUapplicable IT a module does not receive ddta (€.g. module only generates randoi DIt

streams as an

Data output interface: All output data shall [AS03.06] exit via the data output interface. All output data

shall [AS03.07] be inhibited while the cryptographic module is in an error state, and also inhibited while
performing pre-operational self-tests as specified in 7.10.3, and zeroization as specified in 7.9.7.

NOTE 2

d)

Not applicable if a module only outputs status or control information.

Control input interface: All control input shall [AS03.08] enter via the control input interface.

Control output interface: All control output shall [AS03.09] exit via the control output interface. All

control output shall [AS03.10] be inhibited when the cryptographic module is in an error state unless
exceptions are specified and documented in the security policy.
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Not applicable if a module does not output control information.

utilized when in the maintenance role shall [AS03.12] be defined.

NOTE 3
e)
f)

NOTE 4
g)

Not applicable if a module does not implement a maintenance role.

Power interface: All external power shall [AS03.13] enter or exit via a power interface.

Status output interface: All status output shall [AS03.11] exit via the status output interface.

Maintenance interface: All physical and logical interfaces to the cryptographic module, which are

The cryptographic module shall [AS03.14] distinguish between data, control information and power for
input to the module, and between data, control information, status information and power for output from

the module.

The cryptog
control infoy
shall [AS03.1

EXAMPLE

a) checking
by the m
regions @

b) checking

c) checking
authoriz

d) whereco
met aheg
prior mo

NOTE 5

on where a

implementati

NOTE6 Th
only. Checks ¢

7.3.4 Plai

7.3.4.1 ge

A plaintext
to securely d
path protect
or entities, |

V::Lidation performed depends on the implementation technology used by the cryptographi

raphic module specification shall [AS03.15], unambiguously, specify format ofdn
mation, including length restrictions for all variable length inputs. The cryptogrd
6] confirm that all inputs conform to the specifications in AS03.15.

Examples of techniques used to confirm inputs include:

received parameter values to ensure that the lengths of parameters received match the ra
odule and where they cannot exceed any allocated buffers when copiéd from input bu
f memory allocated internal to the module;

enumerated values to ensure a received command parameter matches supported options

address ranges and sizes supplied for any read requests rec€ived to ensure that these can
bd memory and where read lengths from an address do ret exceed the permitted region th3

mmands to a module have dependencies ahead of exe€ution, checking that these dependen

d of execution (e.g. where execution of a given command requires registers to have been
Hule event, ensuring that the required event has occurred ahead of processing the requestg

mber of the checks (identified in the;EXample above) are performed automatically for
bn languages.

e list provided in the Example is\iot exhaustive and is provided as an example of poten
xpected for a given module depend on the module and its implementation technology.

htext trusted path
neral

rusted path-is a link established between the cryptographic module and a sende

s against eavesdropping, as well as physical or logical tampering by unauthoriz
racesses or other devices, between the module’s defined input or output ports a

communicat

put data and
phic module

ges expected
fers to other

bxpected;

nly reference
tcan beread;

ies have been
et based on a
d command).
c module and
memory-safe

ial validation

' or receiver

ommunicate plaintext CSPs and key components without using encryption. A plaintext trusted

bd operators
hd along the

onlink with the intended sender or receiver end point

Authenticati

on to the plaintext trusted path itself is not required.

7.3.4.2 Security levels 1 and 2

For security

levels 1 and 2, there are no requirements for a plaintext trusted path.

7.3.4.3 Security level 3

For security

level 3:

a) for the transmission of plaintext CSPs and key components between the cryptographic module and the
sender or receiver’s end point, the cryptographic module shall [AS03.17] implement a plaintext trusted path;
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re along the communication link;

the plaintext trusted path shall [AS03.18] prevent unauthorized modification, substitution, and

the physical ports used for the plaintext trusted path shall [AS03.19] be used only for the plaintext

trusted path and be physically separated from all other ports, or the logical interfaces used for the

b)

disclosu
9]

plaintex
d)

path; an
e) astatus

t trusted path shall [AS03.20] be logically separated from all other interfaces;

d

indicator shall [AS03.22] be provided when the plaintext trusted path is in use.

7.3.4.4 Security level 4

identity-based authentication shall [AS03.21] be employed for all services utilizing the plaintext trusted

In addition
authenticati
services util

to the requirements of security level 3, multi-factor identity-based authenticatjon or other

zing the plaintext trusted path.

7.3.5 Protected internal paths

A module m
chip module
At security

algorithms t

7.4 Roles

7.4.1 Rold

A cryptogra
within each

hy have protected internal paths between ICs within the cryptographic boundary
5, 1.e. they are logically protected, but not physically protected hyxapotting material
levels 2, 3, and 4, protected internal paths shall [AS03.24}\employ approved cj
b provide confidentiality and integrity of security relevant-data and controls.

services, and authentication

s, services, and authentication general requirements

bhic module shall [AS04.01] support autharjzed roles for operators and correspongd
'ole. A single operator may assume multiple roles. Ifa cryptographic module support]

operators, t
each operat

hen the module shall [AS04.02] internally maintain the separation of the roles

bn methods, as specified for security level 4 in Annex E, shall [AS03.23] be-epiployed for all

of multiple-
br enclosure.
yptographic

ling services
s concurrent
assumed by

r and the corresponding services»An operator is not required to assume an authorized role

to perform gervices where CSPs and PSPs are not modified, disclosed, or substituted (e.g. show
tests or other services that do not affect.thé-security of the module).

Authentication mechanisms can be(reéquired within a cryptographic module to authenticate
accessing th¢ module, and to verify that the operator is authorized to assume the requested role
the services

The documeptation for roles, services and authentication specified in A.2.3 shall [AS04.03] be p

7.4.2 Rolds

A cryptographic(module shall [AS04.04], at a minimum, support a crypto officer role. The crypt
shall [AS04.05}be assumed to perform cryptographic initialization or management functions

r status, self-

an operator
and perform

rovided.

b officer role
and general

A cryptographic module may support a user role. If the cryptographic module supports a us

er role, then

the user role shall [AS04.06] be assumed to perform general security services, including cryptographic

operations and other approved security functions.

A cryptographic module may support a maintenance role. The maintenance role is a role assumed during
physical or logical maintenance services (e.g. opening service covers or performing certain diagnostics). All
plaintext CSPs, plaintext PSPs and plaintext key components shall [AS04.07] be zeroized when entering and

when exiting the maintenance role.

A cryptographic module may support other roles in addition to the roles specified above.
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7.4.3 Services

7.4.3.1 Services general requirements

Services shall [AS04.08] refer to all operations or functions that can be performed by a module. Service
inputs shall [AS04.09] consist of all data or control inputs to the module that initiate or obtain specific
services, operations or functions. Service outputs shall [AS04.10] consist of all data outputs, control outputs
and status outputs that result from services, operations or functions initiated or obtained by service inputs.

Each service

input shall [AS04.11] result in a service output.

A cryptographic module shall [AS04.12] provide the following services to operators:

le iﬂnnfifinr’ and the vnrcinning information that can be correlated with 3 wvalid

Show module’s versioning information: The cryptographic module shall [AS04.13] output the name

tion record

a)
or mod
(e.g. har
b) Show st
output g
c¢) Perform
and con
d) Perform
approve
e) Perform
as speci
A cryptogra

non-approve
onerole (e.g

74.3.2 Cr

Bypass capability is the ability of a service to*partially or wholly circumvent a cryptographi

process. If th
(as a result
form, then a

If a cryptogr
a)
b)

the oper

two ind
to preve
actions
dedicate
of which

dware and either software or firmware versioning information).

atus: The cryptographic module shall [AS04.14] output current status. This may
f status indicators in response to a service request.

self-tests: The cryptographic module shall [AS04.15] perform the‘pre-operatiol
litional self-tests as specified in 7.10.

approved security functions: The cryptographic module shall.fAS04.16] perform
d security function as specified in 7.2.

zeroization: The cryptographic module shall [AS04.17{'\perform zeroization of thg
fied in 7.9.7.

d, in addition to the services specified in a) to-e): Specific services may be provided
key entry services may be provided in the user role and the crypto officer role).

yptographic bypass

e module can output a particular data or status item in a cryptographically protect]
f module configuration orc0perator intervention) can also output the item in a n
bypass capability shall fAS04.18] be defined.

aphic module implements a bypass capability, then:
ator shall [AS04.19] assume an authorized role before configuring the bypass capa

ependent internal actions shall [AS04.20] be required by the module to activate t

thall [AS04.21] modify firmware, software, or hardware behaviour (or a combing
d fo'mediating the bypass capability (e.g. two different software or hardware flag

include the

nal self-tests

at least one

parameters

bhic module may provide other services (e.g. audit), operations or functions, both approved and

n more than

function or
ed form, and
n-protected

bility;

e capability

nt the inadvertent bypass of plaintext data due to a single error. The two independlent internal

ition) that is
are set, one

may be user-initiated); and

1)
(e.g.

2)
(e.g.

3)

the module shall [AS04.22] show its status to indicate whether the bypass capability:

plaintext data are encrypted);

plaintext data are not encrypted); or

is not activated, and the module is exclusively providing services with cryptographic processing

is activated and the module is exclusively providing services without cryptographic processing

is alternately activated and deactivated and the module is providing some services with

cryptographic processing and some services without cryptographic processing (e.g. for modules
with multiple communication channels, plaintext data can be encrypted or not, depending on the
configuration of each channel).
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7.4.3.3 Re-authentication bypass

Re-authentication bypass is a configuration of the module that allows it to perform cryptographic operations
and other approved security functions, or SSP management techniques which cannot compromise the
security of the module, without re-authentication by the operator. The re-authentication bypass shall
[AS04.23] only be enabled by the crypto officer. This configuration alongside any authentication state for
operators may be preserved over resetting, rebooting or power cycling of the module.

If a cryptographic module implements a re-authentication bypass, then:

a)

two independent internal actions shall [AS04.24] be required by the module to prevent inadvertent

enabling of the re-authentication bypass due to a single error. The two independent internal actions
shall [AS04.25] modify firmware, software or hardware behaviour (or a combination) that is dedicated
to mediating the re-authentication bypass (e.g. two different software, firmware or hardware flags are

set, one

b) the mod

pf which may be user-initiated); and

lle shall [AS04.26] show its status to indicate whether the re-authenticationhypasg

7.4.3.4 Software/Firmware loading

If a cryptog
from an extg

a)
or bitsti
loaded i

b) the soft

code caf

faphic module has the capability of loading its software, firmware or bitstream
rnal source, then the following requirements shall [AS04.27] apply:

eam validated by a certification body prior to loading\te maintain validation,
nto a secure container meeting the requirements of 7.5;

vare/firmware load test specified in 7.10.4.4 shall)[AS04.29] be performed befor]
be executed;

the cry

tographic module shall [AS04.30] withhold execution of any loaded or modifi

security] functions until after the pre-operational-self-tests specified in 7.10.3 have been
executeql. Pre-operational self-tests performed may cover either the full module or th

modifie
[AS04.3

d) the mod
of the n

containe

code. Where pre-operational self-tests only cover the loaded or modified c
[] be demonstrated why the excluded self-tests are not re-run; and

ules versioning informationlshall [AS04.32] be modified to represent the additi
bwly loaded software or-fitmware. This requirement does not apply when loaded
d within a secure container meeting the requirements of 7.5.

7.4.4 Authentication

7.4.4.1 Au

Authenticati

thentication general requirements

is activated.

components

the seculrity policy shall [AS04.28] specify that, by policy, the operatorimay only load software, firmware

bxcept when

e the loaded

ed approved
successfully
e loaded or
pde, it shall

n or update
firmware is

attempting

t}o

pn mechanisms implemented within a cryptographic module authenticate

role and perform services within that role. The following types of mechanisms are used to con

access the module. They also verify that the operator is authorized to assume tT

hn operator
e requested
rol access to

the cryptographic module:

a)

Role-based authentication: If role-based authentication mechanisms are supported by a cryptographic

module, the module shall [AS04.33] require that one or more roles either be implicitly or explicitly
selected by the operator and shall [AS04.34] authenticate the assumption of the selected role (or set of
roles). The cryptographic module is not required to authenticate the individual identity of the operator.
The selection of roles and the authentication of the assumption of selected roles may be combined. If a
cryptographic module permits an operator to change roles, then the module shall [AS04.35] authenticate

the assu
NOTE
b)

mption of any role that was not previously authenticated for that operator.

This assertion avoids privilege escalation.

Identity-based authentication: If identity-based authentication mechanisms are supported by a

cryptographic module, the module shall [AS04.36] require that the operator be individually and uniquely
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identified, shall [AS04.37] require that one or more roles either be implicitly or explicitly selected by
the operator, and shall [AS04.38] authenticate the identity of the operator and that the operator is
authorized to assume the selected role or set of roles. The authentication of the identity of the operator,
selection of roles, and the authorization of the assumption of the selected roles may be combined. If a
cryptographic module permits an operator to change roles, then the module shall [AS04.39] verify the
authentication of the identified operator to assume any role that was not previously authenticated and
the authorization of the identified operator to assume any role that was not previously authorized.

A cryptographic module may permit an authenticated operator to perform all services allowed within an
authorized role or can require separate authentication for each service or for different sets of services.
When a cryptographic module is reset, rebooted, powered off and subsequently powered on, the module
shall [AS04.40] require the operator to be authenticated, unless the re-authentication bypass is enabled.
This requirement is not applicable if authentication status is not maintained (e.g. when the cryptographic
module requi feat i

Authenticatipn data within a cryptographic module shall [AS04.41] be protected against wnauthorized use,
disclosure, mhodification, and substitution. Verifier data within a cryptographic modulé shall [AS04.42] be
protected against unauthorized use, disclosure, modification and substitution if itds.considered a CSP, or
shall [AS04.43] be protected against unauthorized modification and substitution/if it is considered a PSP.
Approved sefcurity functions may be used as part of the authentication mechanism:

The initializhtion of authentication mechanisms can warrant special treatmerit. If a cryptogrgphic module

does not co
accessed, th
access to the
access to th
new verifier
or identity. ]

tain the verifier data required to authenticate the operator\for the first time t
en other authentication methods (e.g. procedural controls);shall [AS04.44] be usd
module and initialize the authentication mechanisms. If default verifier data are us|
b approved security functions and processes of the-module, then on first-time au
data shall [AS04.45] be configured for use in subsequent authentication attempts
'his requirement shall [AS04.46] be enforced bytHe module. This default verifier

required to meet the zeroization requirements of 7.9.7.

The authent
jointly meet

The followin
9
d)

The mod

The stre
policy in

If the cn
function

e)

f)
the stre
mechan
authenti

the requirements of 7.4.4.
b general authentication requirements’apply to all modules at security level 2 or above
ule shall [AS04.47] implementan approved authentication mechanism as reference

ngth of the approved authentication mechanism shall [AS04.48] be specified in
accordance with Annex-B.

yptographic module uses security functions to authenticate the operator, then th
s shall [AS04.49]be approved security functions.

For eaclh attempt¢toruse the approved authentication mechanism, the module shall [AS

hgth of the authentication objective. For multiple attempts to use the approved ay
sm, Ahe* module shall [AS04.51] use a rate limiting method to meet the stre
cation objective.

e module is
d to control
ed to control
thentication,
by each role
data are not

cation mechanism may be a group of méchanisms of different authentication pr¢perties that

n this clause:
1 in Annex E.

the security

ose security

04.50] meet
thentication
ngth of the

The approved authentication mechanism shall [AS04.52] be met by the module’s implementation
and not rely on documented procedural controls or security rules (e.g. password size restrictions).
Configuration of authentication mechanisms by the crypto officer is permitted prior to or when
initializing an uninitialized role. This is permitted provided that configured authentication mechanisms
for initialized roles cannot be bypassed based on this action.

g)

h) For a software or hybrid software cryptographic module at security level 2 in 7.6.3, the operating
system may implement the authentication mechanism at security level 2 or 3 (see 7.4). If the operating
system implements the authentication mechanism, then the authentication mechanism shall [AS04.53]
meet the requirements in 7.4.4 that are applicable to the claimed security level of the authentication

mechanism.
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Feedback of authentication data to an operator shall [AS04.54] be obscured during the authentication
process to anyone other than the operator (e.g. when entering a password, individual characters are not
displayed long enough for anyone other than the operator to see them). Non-significant characters may
be displayed in place of the actual authentication data.

Feedback provided to an operator during an attempted authentication shall [AS04.55] prevent

weakening of the authentication mechanism strength beyond the required authentication strength.

7.4.4.2 Security level 1

For security level 1, a cryptographic module is not required to employ authentication mechanisms to control
access to the module. If a module does not support authentication mechanisms, the module shall [AS04.56]

require that

the operator either implicitly or explicitly select one or more roles.

7.4.4.3 Se

For security
to control ad

7444 Se

For security
mechanismg

7.4.4.5 Se

In addition t
factor ident
level 4 requi

7.5 Softw

7.5.1 Soft

A cryptogra

The requirements of this clause shaHfAS05.01] apply to software, firmware or bitstream com

cryptograph

A cryptographic module that iSimplemented completely in hardware is not subject to the softwa

security req

The public o
not consider

curity level 2

level 2, a cryptographic module shall [AS04.57] at a minimum employ role-based ay
cess to the module.

curity level 3

 level 3, a cryptographic module shall [AS04.58] employ.videntity-based ay
to control access to the module.

curity level 4

o the requirements at security level 3, a cryptegraphic module shall [AS04.59] e
ty-based authentication mechanisms or another authentication method that me
rements in Annex E.

are/firmware security

vare /firmware security general requirements

bhic module is defined as either a hardware, software, firmware or hybrid modul

ic module.

hirements of this)document.

" secret kejused for an approved integrity technique may reside within the modul
ed an SSP when considering zeroization.

A module wi

that may in¢lud€ non-validated executable firmware. The secure container shall [AS05.02] H

h.a'limited OE may implement a controlled secure container at an internally defing

thentication

thentication

mploy multi-
ets security

e (see 7.2.2).
ponents of a

fre/firmware

b code and is

ed boundary,

e controlled

to prevent the non-validated executable firmware within the secure container from interfering or
compromising the cryptographic module. The following requirements shall [AS05.03] apply:

a)

the firmware that is loaded into the secure container can be executed;

b)

the software/firmware load test specified in 7.10.4.4 shall [AS05.04] be performed by the module before

the boundary of the module with the secure container firmware shall [AS05.05] be defined;

9

d)

the interfaces provided by the module to the secure container firmware shall [AS05.06] be defined
(e.g. all interfaces that the module provides to the secure container to allow data and control input
and output, status etc. to the module’s external interfaces from the executing firmware in the secure
container);

the services provided by the module to the secure container firmware shall [AS05.07] be defined;
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all roles of the module that have access to the secure container firmware shall [AS05.08] be defined.

The documentation for software/firmware security specified in A.2.4 shall [AS05.09] be provided.

7.5.2 Security level 1

The following requirements shall [AS05.10] apply to software, firmware, or bitstream components of a

cryptograph
a)

ic module for security level 1:

document without modification prior to installation;

b)

acr
soft
the

a)
b)

1y

bitstrea

1) acr

shalll [AS05.13] be applied to all firmware or bitstream components within the hardw

defi
an H

d)
verified
test may
disjoint
EDC or
output g
tempord
zZeroized

an opers
the softy
cycling;

all data
services

f)

if softw
requisit

g)

for firmware or bitstream components of a hardware cryptographi¢’module and the

if the integrity test fails (i.e. the calculated resultisrnot successfully verified or the ED

yptographic mechanism using an approved integrity technique shall [ASUS.IZ] be
ware and firmware components within the module’s defined cryptographic botnd
following ways:

by the cryptographic module itself; or

by another validated cryptographic module utilizing an approved séxvice.

m components within a disjoint hardware component of a hybrid cryptographic mg

yptographic mechanism using an approved integrity technique or an error detectio

hed cryptographic boundary or within disjoint hardware components of the hybr
DCis used, the EDC shall [AS05.14] be at least 16)bits in length.

depending on the module type), the module shall [AS05.15] enter the error state. ]
 consist of a single encompassing message authentication code; EDC; signature
uthentication codes, EDCs or signatures of which failure of any disjoint authent
bignature shall [AS05.16] cause the*module to enter the error state. The expecte
f the integrity test mechanism may be considered data and not subject to the integ
ry value(s) generated during the integrity test of the module’s software or firmwa
from the module upon cothpletion of the integrity test;

tor shall [AS05.17] beable to perform the integrity test on demand. Acceptable me:
vare/firmware integrity test on demand are: a provided service, resetting, rebooti
and contrglinputs, and data, control and status outputs of the cryptographic

shall [AS05.18] be directed through a defined module interface;

hre, fitmware, or bitstream is loaded and is associated, bound to, modifies or is a

all software, firmware, or bitstream shall [AS05.11] be in a form that satisfies the requirements of this

for software and firmware modules and the disjoint software or firmware components of a hybrid module:

hpplied to all
ary in one of

firmware or
dule:

h code (EDC)
hre module’s
id module. If

C cannot be
'he integrity
or multiple
cation code,
1 referenced
ity test. The
re should be

ins to invoke

Ing, or power

module and

h executable

b ofthe validated module, then the software/firmware load test is applicable and sh

hll [AS05.19]

be perfi

a1 4] Ldasad h . |
T'IITU Uy tIT valiuditu IITUUuIc,

7.5.3 Security level 2

In addition to the requirements of security level 1, the following requirements shall [AS05.20] apply to
software and firmware modules or the disjoint software and firmware components of a hybrid module for
security level 2:

a)

code shall [AS05.21] only be in executable form;

b) there shall [AS05.22] be no services or control settings via the module interface to allow the operator to
initiate or perform debugging techniques when operational;
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an approved digital signature or keyed message authentication code shall [AS05.23] be applied to all

software and firmware within the module’s defined cryptographic boundary. If the calculated result is

not succ

essfully verified, the test fails and the module shall [AS05.24] enter the error state.

7.5.4 Security levels 3 and 4

In addition to the requirements of security levels 1 and 2, the following requirements shall [AS05.25] apply
to software and firmware modules or the disjoint software and firmware components of a hybrid module
for security levels 3 and 4:

a cryptographic mechanism using an approved digital signature shall [AS05.26] be applied to all

software and firmware components within the module’s defined cryptographic boundary. If the
calculated result is not successfully verified, the test fails and the module shall [AS05.27] enter the error

P

a)
state; a
b) the digi
signatur
the mod
7.6 Operz
7.6.1 Ope

The operatid
components
software or

within the npodule consisting of an operating system whichcsallews the execution of internal fi

operating sy
the runtime

A general-pu
operating sy
manages sy§
as word pro

The operatid

U

Fal signature technique may consist of a single encompassing signature or~mul
es; failure of the verification of the single signature or any disjoint signature shall [A§
lile to enter the error state. The private signing key shall [AS05.29] reside-gutside th

jtional environment

rational environment general requirements

nal environment of a software, firmware, or hybrid module’includes, at a minimunj
the computing platform and the operating system thatcontrols or allows the exe
irmware on the computing platform. A hardware medule may have an operational

stem is considered to include, when applicable, the virtual machine(s) (system or
environment [e.g. Java Runtime Environmeat.(JRE)].

rpose operational environment refers:te‘the use of a commercially available gen
stem (i.e. resource manager) that manages the software and firmware compone
tem and operator(s) processes/thrgad(s), including general-purpose application s
essors.

nal environment can be:

non-moc
modifica
This en
progra
firmwa

a)

lifiable - this operatiohal environment is designed or configured in a manne
tion by an operator te the module components, the computing platform or the opers3
rironment can cdnsist of a firmware module or hybrid firmware module operati
mable computing platform or a hardware module, which prevents the loading of a
e.

iple disjoint
05.28] cause
e module.

, the module
cution of the
bnvironment
'mware. The
brocess) and

bral-purpose
nts and also
ftware such

" to prevent
ting system.

g in a non-
y additional

b) limited | this operational environment is designed or configured in a manner to alloy controlled
modification~by an operator to the module components, the computing platform, or the operating
system. [LHis;énvironment can be firmware operating in a programmable hardware modulle where the
loading bfadditien Hrsaarenes 1o Hrmware lgading requiremen seciHedin

¢) modifiable - this operational environment refers to an operational environment that may be reconfigured

to add, delete or modify functionality and may include general-purpose operating system capabilities
(e.g. use of a computer operating system, configurable smartcard operating system, or programmable
software). Operating systems are considered to be modifiable operational environments if software
components can be modified by an operator, or an operator can load and execute software (e.g. a word
processor) that is not part of the defined software or hybrid software module.

Hardware, firmware and hybrid firmware modules shall [AS06.01] use a non-modifiable or limited
operational environment.

Software modules and hybrid software modules shall [AS06.02] use a modifiable operational environment.
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operational environment has the following characteristics:

Functions may be added or modified within the operational environment. It is possible that those

functions will interfere with the operation of the cryptographic module unless such interference is
prohibited by the operational environment;

Access to SSPs requires the use of the defined interfaces of the cryptographic module. Access to SSPs

from outside the trusted part of the operational environment without using the defined interfaces of the
cryptographic module is not permitted.

It is therefore required that the operational environment provides the capability to separate the
cryptographic module during operation from other functions in the operational environment such that those
functions can neither obtain information from the cryptographic module related to the CSPs nor modify
CSPs, PSPs or the execution flow of the cryptographic module, other than via the interfaces provided by the

cryptograph

A specificco
cryptograph
for the crypf
cryptograph

Some examp

ic module itself.

hfiguration of the operational environment can be required to achieve adequate prof
ic module with its code and data (e.g. prohibiting specific kind of inter-process cor
ographic module, assigning restrictive access rights to files containing'SSPs or th
ic module).

les of operational environments are provided in Table 2.

Table 2 — Examples of operational environments

ection of the
hmunication
b code of the

Configuratign examples

Operational environment

A computing
code and dod
uration of th|
cryptograph

platform that does not permit the loading of| Non-modifiable
s not permit operators to modify the config-
e computing platform, operating system or

c module.

A computing
allows the lo
and meets al

platform containing an operating system that|Limited
nding of additional code that is authenticated

applicable requirements of this documeit.

meeting the s

A computing platform that allows the loading of code without

Modifiable
ftware loading requirements of thisdocument.

A computing
system is red
moval of the

platform containing code whese operating|Modifiable
onfigurable by the operatoralowing the re-

Security protections.

For a non-m
non-modifia
operating sy

Code that is
within this
software wif

bdifiable or limited*operational environment, the controlling components, which

stem or the ctyptographic module itself.

executedyin a non-modifiable or limited operational environment is referred to
document. Code that is executed in a modifiable operational environment is r¢
hin'this document.

maintain the

ble or limited gperational environment, may include attributes of the computing platform, the

as firmware
ferred to as

7.6.2 Clause applicability

If the operational environment is non-modifiable and the module is security level 1 in 7.7, the operating

system requ

irements in 7.6.3 security level 1 shall [AS06.03] apply.

If the operational environment is a limited operational environment and the module is security level 1 in 7.7,
the operating system requirements in 7.6.3 security level 1 shall [AS06.04] apply.

If the operational environment is a modifiable operational environment, the requirements in 7.6.3 shall
[AS06.05] apply.

The documentation requirements for the operational environment specified in A.2.5 shall [AS06.06] be

provided.
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7.6.3 Operating system requirements for modifiable operational environments

7.6.3.1 Security level 1

The following requirements apply to operating systems for security level 1:

a)
b)

Each instance of a cryptographic module shall [AS06.07] have control over its own SSPs.

The operating system shall [AS06.08] provide the capability to separate individual application processes
from each other in order to prevent uncontrolled access to CSPs and uncontrolled modifications
of SSPs regardless of whether these data are in the process memory or stored on persistent storage
within the operational environment. This ensures that direct access to CSPs and SSPs is restricted to
the cryptographlc module and the trusted parts of the operatlonal env1ronment Restrlctlons to the

2 - eS¢ olicy of the

module and

These requirements cannot be enforced by administrative documentation and procedur¢s and shall

7.6.3.2 Serurity level 2

In addition tp the requirements of security level 1, for security level 2-an operating system shall [AS06.12]

meet the following requirements, or as allowed by the certification‘body:

a)

b)

All cryplographic software, SSPs, control and status information shall [AS06.13] be unde} the control
of an operating system that implements either role:based access controls or, at the minimum, a
discretipnary access control with robust mechanisim.of defining new groups and assigning restrictive
permissjons, for example through access control lists (ACLs), and with the capability of assigning each
user to more than one group. The operating system shall [AS06.14] be configured to pr¢tect against
unauthdrized execution, unauthorized modification and unauthorized reading of SSPs,|control and
status dpta;

To prot¢ct plaintext data, cryptographic software and SSPs, the access control mechapisms of the
operatirfg system:

iy

2)

3)

audit data) CSPs and plalntext data and

4) shall [AS06.18] be configured to define and enforce the set of roles or the groups and their associated
restrictive permissions that have exclusive rights to enter SSPs.

The following specifications shall [AS06.19] be consistent with the roles or designated groups’ rights
and services as defined in the security policy:

1) When not supporting a maintenance role, the operating system shall [AS06.20] prevent all operators
and running processes from modifying running cryptographic processes (i.e. loaded and executing
cryptographic program images). In this case, running processes refer to all processes, cryptographic
or not, not owned or initiated by the operating system (i.e. operator-initiated);
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The operating system shall [AS06.21] prevent user processes from gaining either read or write
access to SSPs owned by other processes and to system SSPs; and

The configuration of the operating system that meets the above requirements shall [AS06.22] be
specified in the administrator guidance. The administrator guidance shall [AS06.23] state that the
operating system be configured as specified for the module contents to be considered protected.

The identification and authentication mechanism to the operating system shall [AS06.24] meet the
requirements of 7.4.4 at security level 2, 3 or 4, and be specified in the module’s security policy.

All cryptographic software, SSPs, control and status information shall [AS06.25] be under the control of an
operating system. The operating system shall [AS06.26] have, at a minimum, the following attributes:

d) The operating system shall [AS06.27] provide an audit mechanism with the date and time of each
audited

e) The cry
mechan

1)
2)

3)
4)
5)
6)

modifications, accesses, deletions, and additions of cryptographic data and SSPs;

add
the

the

requests to access verifier data associated with the cryptographic module;

the

explicit requests to assume a crypto officer role.

ptographic module shall [AS06.29] provide the following events to be recorded
sm of the operating system:

tion or deletion of an operator to and from a crypto officer role (if,those roles are
Cryptographic module);

1se of a security-relevant crypto officer function;

EVent. 1he cryptographic module shall no 28] Include SSPS as part of any aufit record;

by the audit

managed by

1se of an authentication mechanism (e.g. login) associated with the cryptographic module; and

f) The cryptographic module may record some or allkevents specified in e) with its own auditfmechanism;

regardld

system,

1)
2)
3)

4)

5)

6)

be capajle of auditing the following operating system related events:

all

accqgss to files used by the cryptographic module to store cryptographic data or SSPs;

add
ope

req
cry

atte
plai

imodule or a combination of both. The'audit mechanism of the operating system sh

perator read or write accesses to audit data stored in the audit trail;

tion or deletion of<anoperator to and from a crypto officer role (if those roles are
rating system);

ests to use.verifier data management mechanisms (if verifier data associat
tographi¢anodule is managed by the operating system);

mpts-to use the plaintext trusted path function and whether the request was gr
htexttrusted path is supported at this security level; and

ss, all audit requirements in AS06.29%shall [AS06.30] be recorded, either by the operating

1l [AS06.31]

managed by

bd with the

anted, when

identification of the initiator and target of a plaintext trusted path, when the plaintext trusted path
is supported at this security level.

g) The operating system shall [AS06.32] be configured to prevent operators other than those with the
privileges identified in the security policy from modifying cryptographic module software and audit
data stored within the operational environment of the cryptographic module.

Only operating systems that are configured to meet requirements specified in 7.6.3.2 shall [AS06.33] be
permitted at security level 2. The audit record should be protected against unauthorized modification
through the use of an approved security function.
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7.7 Physical security

7.7.1 Physical security embodiments

A cryptographic module shall [AS07.01] employ physical security mechanisms in order to restrict
unauthorized physical access to the contents of the module and to deter unauthorized use or modification of
the module when installed.

All hardware, firmware, data elements and SSPs within the cryptographic boundary shall [AS07.02] be
physically protected as specified for the target physical security level. A software or software component
of a hybrid software cryptographic module is not subject to the physical security requirements of this

document.

The requiremes

firmware co

rity requirements are specified for two defined physical embodiments of a cryptogra

hip cryptographic modules are physical embodiments in which a single-integrate
I be used as a standalone device or may be embedded within an enclgsure or a proq

-chip cryptographic modules are physical embodiments in whieh two or more
nected.

n the physical security mechanisms of a cryptographicinodule, unauthorized
bss, use or modification will have a high probability of being detected either:

Physical secy
a) Single-c

chip ma
b) Multiple

intercon
Depending
physical accg
c) subseq
d) during

protect

In the case o
to protect s¢

The requi

Table 3 su
embodiment
at each secy
requirement

!

r:Inents of 7.7 do not apply to excluded elements or interconnections.

nt to an attempt by leaving visible signs (i.e. tamper evidence); or

access attempt where appropriate immediate.actions is taken by the cryptograph
bSPs and deter unauthorized use or modification of the module.

f multiple-chip cryptographic modules, interconnected ICs may employ protected iy
curity relevant data and controls passed between IC within cryptographic module

arizes the physical security requirements: both general requirements and the
s for each of the four security levels. The embodiment-specific physical security r
rity level enhance the general requirements at the same level and the embodiry
s of the previous level.

hardware and

phic module:

| circuit (IC)
luct.

[C chips are

attempts at

ic module to

ternal paths
boundary.

two specific
Pquirements
hent-specific
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Table 3 — Summary of physical security requirements for cryptographic modules

General requirements for all em-
bodiments

Single-chip

Multiple-chip

Security level 1

Production-grade elements.
Standard passivation.

Operator-initiated or automatic ze-
roization when accessing the main-
tenance interface.

No additional requirements.

Security level 2

Evidence of tampering.

Opaque or translucent within the
visible spectrum.

Prevent direct observation through

Tamper-evident encapsulat-
ing material, enclosure or
package.

Entirely coated or enclosed
in a tamper-evident materi-
al that may include doors or
removable covers (excluding

holes and slits.

proteetedinterinal paths).
Tamper-ewidgnt seals or
pick-resistant locks for doors
or removable cpvers.

Security level 3

Tamper response and zeroization
circuitry on doors and removable
covers.

Automatic zeroization when accessing
the maintenance interface.
Prevent probing through holes or
slits. EFP or EFT for temperature
and voltage.

Hard tamper-evident coating
or within a strong enclosure
or package with removal or
penetration resistance.

Hatd)Coating|or within a
strong enclosurg with remov-
al or penetratipn resistance
(excluding protg¢cted internal
paths).

Security level 4

EFP for temperature and voltage.
Protection from fault injection.

Resistancéto peeling, prying
or dissolying of hard coating or
strong'énclosure or package;
or,

Tamper detection and re-
sponse with zeroization ca-
pability.

Resistance to pg¢eling, prying
or dissolving of Hard coating or
strong enclosurg. All exposed
security relevarjt inter-IC con-
nections are prptected inter-
nal paths;
or

Tamper detecfion and re-
sponse envelofe with zeroi-
zation capability.

Security re
to permit p

Tamper detgction and tamperresponse are not substitutes for tamper evidence.

The documehtation for physical security specified in A.2.6 shall [AS07.04] be provided.

7.7.2 Physical security general requirements

7721 P

sical security general requirements for all security levels

irements are specified-for-a maintenance interface when a cryptographic modul¢ is designed
sical access (e.g. by thesmodule vendor or other authorized individuals).

The following requirements shall [AS07.05] apply to all physical embodiments:

a) documentation shall [AS07.06] specify the physical embodiment of the cryptographic module;

b) whenever zeroization is performed for physical security purposes, the zeroization shall [AS07.07] occur
in a sufficiently small time period so as to prevent the recovery of the zeroized SSP between the time of
detection and the actual zeroization;

¢) if a module includes a maintenance role that requires physical access to the contents of the module
or if the module is designed to permit physical access (e.g. by the module vendor or other authorized
individual), then:

1) amaintenance interface shall [AS07.08] be defined;
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cryptographic module, including any removable covers or doors; and

3)

safeguarded using the appropriate physical security mechanisms.

7.7.2.2 Security level 1

the maintenance interface shall [AS07.09] include all physical access paths to the contents of the

any removable covers or doors included within the maintenance interface shall [AS07.10] be

The following requirements shall [AS07.11] apply to all cryptographic modules for security level 1:

the cryptographic module shall [AS07.12] consist of production-grade elements that include standard

passivation techniques (e.g. a conformal coating or a sealing coat applied over the module’s circuitry to
protect against environmental or other physical damage); and

a)

b) when pd
by the ¢
EXAMPL
memory
for the m

7.7.2.3 Se

In addition t

to all crypto

a) The cryj

1) enti

2) incl
inte
EXA

EXA

b) Ifthem
[AS07.14

[AS07.17

package|

the tani
transluc

the gatheringefinformation about the internal operations of the critical areas of the modu

if the cr

the cryptographic moduleshall [AS07.18] provide tamper evidence (e.g. on the cover, enclos

'yptographic module or initiated by the operator.

F An example of performing maintenance for an IC is placing it into a test.ntode W

odule to meet the applicable requirements of this document.

curity level 2

b the general requirements for security level 1, the following requirements shall [AS§
braphic modules for security level 2:

ptographic module shall [AS07.15] either be:
rely coated in a tamper evident material (excludingthe protected internal paths);

ide an enclosure that may include doors:or removable covers (excluding th

rnal paths).
MPLE 1 Suitable coatings include epoexy resin and hard plastics.
MPLE 2 Suitable container materials include metals and hard plastics.

pdule is in an enclosure containing doors or removable covers, then the doors or|
] be locked with pick-resistant mechanical locks employing physical or logical 1
] be protected with tamper-evident seals (e.g. evidence tape or holographic seals);

or seal) to provide detectable evidence of attempts to modify or access the modulg

per-evident \material, coating, enclosure or package shall [AS07.19] either bq
ent withlin the visible spectrum (i.e. light of wavelength range of 400 nm to 750 nn

or

rforming physical maintenance, zeroization shall [AS07.13] be performed either automatically

here internal

br registers can be read or modified using methods that bypass controls that wéuld be normally required

b07.14] apply

e protected

covers shall
xeys or shall

ure, coating,

he
]

opaque or
) to prevent
e; and

yptographic module contains ventilation holes or slits, then the module shall

AS07.20] be

constructed in a manner to prevent the gathering of information of the module’s internal construction
or elements by direct visual observation using artificial light sources in the visual spectrum of the
module’s internal construction or elements.

7.7.2.4 Security level 3

In addition to the general requirements for security levels 1 and 2, the following requirements shall [AS07.21]
apply to all cryptographic modules for security level 3:

a)

the module shall [AS07.22] be covered (excluding the protected internal paths) with a hard, opaque

tamper-evident coating, enclosure or package to ensure that attempts at physical removal or penetration
of the coating using non-chemical methods shall [AS07.23] have a high probability of causing serious

damage

to the cryptographic module;
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if the cryptographic module contains any doors or removable covers or if a maintenance access interface
is defined, then the module shall [AS07.24] contain tamper response and zeroization capability.

any tamper response and zeroization capability shall [AS07.25] immediately zeroize all plaintext CSPs,
plaintext PSPs and plaintext key components when a tamper event is detected (e.g. a door is opened, a
cover is removed, an internal tamper sensor is triggered such as a breach of a tamper detection envelope,
or when the maintenance interface is accessed);

if a module supports a tamper response and zeroization capability, the tamper response and zeroization
capability shall [AS07.26] remain operational while plaintext CSPs, plaintext PSPs and plaintext key
components are contained within the cryptographic module. Zeroization triggered by the detection of
a tamper event shall [AS07.27] be performed by the module without external module power and before

the internal module power is insufficient for the module’s zeroization circuitry to function;

if the ci
constru
probing
f) strong g
maintai
operatig

g) if tampg

identifigble (e.g. uniquely numbered evidence tape or uniquely identifiable holographic sea

7.7.2.5 Se

In addition
[AS07.31] ap

yptographic module contains ventilation holes or slits, then the module shall
'ted in a manner that prevents undetected physical probing inside the enclosulre
by a single articulated probe);

r hard conformal or non-conformal enclosures, coatings or potting materials sh

n, storage and distribution; and

r evident seals are employed, they shall [AS07.30] be unique€ly numbered or in

curity level 4

fo the general requirements for security levelsy1,/2, and 3, the following requi
ply to all cryptographic modules for security level 4:

AS07.28] be
(e.g. prevent

1l [AS07.29]

1 strength and hardness characteristics over the module’s intended' temperatyre range of

dependently
s).

rfement shall

a) the cryptographic module shall [AS07.32] provide protection from fault injection. The fdult injection
mitigatipn techniques and the mitigation metri¢§'employed shall [AS07.33] be documented as specified
in Annex B.

7.7.3 Physical security requirements for,each physical security embodiment

7.7.3.1 Simgle-chip cryptographicmedules

In addition

o the general physical security requirements for security levels 1, 2, 3 and 4, t

he following

requirements shall [AS07.34]apply to single-chip cryptographic modules for security level 4:

a) the rempval-resistant coating or strong enclosure shall [AS07.35] have solvency charactgristics such
that disgolving the-coating or strong enclosure has a high probability of seriously damaging the module
(i.e. the module will not function and be irreparably damaged); or

b) the module shall [AS07.36] provide a tamper detection envelope with tamper detection dircuitry that

shall [Af

07:37] detect tampering by means such as cutting, drilling, milling, grinding, burnfing, melting,

or disso

ving of the single-chip module coating or package to a sutficient extent that would

allow access

to or modification of SSPs, or would result in unauthorized use or modification of the module.

7.7.3.2 Multiple-chip cryptographic modules

In addition to the general physical security requirements for security levels 1, 2, 3 and 4 specified in 7.7.2, the
following requirements shall [AS07.38] apply to multiple-chip cryptographic modules for security level 4:

a) All inter component interfaces carrying security relevant data and controls shall [AS07.39] be either
a protected internal path or be fully enclosed in a tamper detection envelope with tamper detection
circuitry.
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All components shall [AS07.40] either be covered with a hard, opaque removal-resistant coating, strong
enclosure, or be fully enclosed in a tamper detection envelope.

Where a tamper detection envelope is used, it shall [AS07.41] detect tampering by means such as cutting,
drilling, milling, grinding, burning, melting, or dissolving of the module’s enclosure to a sufficient extent
that would allow access to or modification of SSPs, or would result in unauthorized use or modification
of the module.

Where a hard opaque removal-resistant coating or strong enclosure is used, the material shall [AS07.42]
have hardness and adhesion characteristics such that attempting to peel or pry the coating or strong
enclosure from the module will have a high probability of resulting in serious damage to the module
(i.e. the module will not function and be irreparably damaged).

Where a hard opaque removal-resistant coating or strong enclosure is used, the material shall [AS07.43]

have so
probabi

irreparably damaged).

Where 3
respons

f)

Where 3
[AS07.45

g)

7.7.4 Envi

7.7.4.1 Enyvironmental failure protection/testing generalréquirements

The electror
conditions. I
temperature
the security
cannot be col
employ envif

7.74.2 Se

The module

7.74.3 Se

The module

7.74.4 Se

The module

e and zeroization capability that continuously monitor the tamper detéction envel

tamper detection envelope is used, the cryptographic module on detection of ta
] immediately zeroize all plaintext CSPs, plaintext PSPs and plaintext key compong

ronmental failure protection/testing

ic devices and circuitry are designed to operate within a particular range of er
eliberate or accidental excursions outside the’specified normal operating ranges o
can cause erratic operation or failure of the electronic devices or circuitry that can
of the cryptographic module. Reasonable‘assurance that the security of a cryptogrs
mpromised by extreme or unusual environmental conditions can be provided by havin
onmental failure protection (EFP).features or undergo environmental failure testing

curity levels 1 and 2

s not required to employEFP features or undergo EFT.

curity level 3

chall [AS07.46} either employ EFP features or undergo EFT.

curity-level 4

vency characteristics such that dissolving the coating or strong enclosure will [have a high
ity of dissolving or seriously damaging the module (i.e. the module will not‘funftion and be

tamper detection envelope is used, the cryptographic module shall [AS07.44] conptain tamper

e.

ering, shall
nts.

vironmental
F voltage and
compromise
phic module
g the module
(EFT).

chiall [AS07.47] employ EFP features.

7.7.5 Environmental failure protection features

EFP features shall [AS07.48] protect a cryptographic module against unusual environmental conditions
(accidental or induced) when outside of the module’s normal operating range, that can compromise the
security of the cryptographic module.

The cryptographic module shall [AS07.49] monitor and correctly respond when operating temperature and
voltage are outside of the specified normal operating ranges.

If the temperature or voltage falls outside of the cryptographic module’s normal operating range, the
protection capability shall [AS07.50] either:

a)

shutdown the module to prevent further operation; or
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b) immediately zeroize all plaintext CSPs, plaintext PSPs and plaintext key components.

7.7.6 Environmental failure testing procedures

EFT shall [AS07.51] involve a combination of analysis, simulation, and testing of a cryptographic module
to provide reasonable assurance that the environmental conditions (accidental or induced) when outside
the module’s normal operating ranges for temperature and voltage will not compromise the security of the
cryptographic module.

EFT shall [AS07.52] demonstrate that, if the operating temperature or voltage falls outside the normal
operating range of the module resulting in a failure, at no time shall [AS07.53] the security of the

cryptographic module be compromised.

voltage wit
that results

7.8 Non-i

7.8.1 Non

Non-invasivg
CSPs witho
mitigate ag
associated s

Requiremen
non-invasivg
referenced i1

If no vendor
made regard

The require

normal operating range that results in the module either failing or entering an erf
range to be tested shall [AS07.56] be from -100 °C to 200 °C; however,\the test sh
d as soon as either the module fails or the module enters an error-state. Tempy{

to a lower voltage outside of the normal voltage range<that results in the module

n error state. The voltage range tested shall [AS07.60] also be gradually incre
in the normal operating voltage range to a higher-veltage outside of the normal v
n the module either failing or entering an errorstate.

nvasive security

tinvasive security general requirenients

 attacks attempt to compromise-a cryptographic module by acquiring knowledge of]
physically modifying or invading the module. Modules may implement various t

La‘]itnst these types of attacks(The test metrics for non-invasive attack mitigation fo

pcurity functions addressed by this document are referenced in Annex F.

[s AS08.01 to AS08.06 are not applicable if the cryptographic module vendor do
attack mitigation techniques to protect the module’s plaintext CSPs from non-inv
n Annex F.

claims ar€ made, the vendor’s public documentation should reflect that no clainj
ing nohsinvasive attack mitigation techniques.

ments’in 7.8 are applicable if the cryptographic module implements at least one
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Non-invasive attack mitigation techniques implemented by the cryptographic module to protect the
module’s SSPs that are not referenced in Annex F shall [AS08.01] meet the requirements in 7.12.

A module may implement a combination of mitigation techniques that are addressed in this subclause and
mitigation techniques addressed in 7.12.

The documentation for non-invasive security specified in A.2.7 shall [AS08.02] be provided.
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7.8.2 Security levels 1 and 2

For security levels 1 and 2, documentation shall [AS08.03] specify all of the mitigation techniques employed
to protect the module’s SSPs from the non-invasive attacks referenced in Annex F. Documentation shall
[AS08.04] include evidence of the effectiveness of each of the attack mitigation techniques.

7.8.3 Security level 3

In addition to the requirements for security levels 1 and 2, the cryptographic module shall [AS08.05] be
tested to meet the approved non-invasive attack mitigation test metrics for security level 3 as referenced in

Annex F.

7.8.4 Security level 4

In addition f{
tested to me|
Annex F.

7.9 Sensi
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tput, SSP storage, and plaintext CSP and PSP zeroization.

SPs refer to CSPs that are encrypted using af ‘approved security function, as
Ps encrypted or obfuscated using non-approved security functions are considered
ope of this document.

S09.02] be protected within the module against unauthorized modification and su

h11 [AS09.03] associate an SSP-which is generated, entered into, or output from the
b, person, group, role, orprocess), to which the SSP is assigned.

on data, verifier datathat are not PSPs, RBG state information and intermediate ke
[AS09.04] be considered as CSPs.

of passwords, shall [AS09.05] be considered as CSPs unless they were generat
ssword protection method (e.g. salt and hash) as specified in Annex E, in which ¢
swords(shall [AS09.06] be considered PSPs. When a hash function is used on pass
on its'\own or as part of an approved password protection method in Annex E, then

hash algoritTm aslisted in Annex C shall [AS09.07] be used.

AS08.06] be
eferenced in

of CSPs and PSPs. The security requirements for SSP management encompass the entire life

tablishment,

specified in
unprotected

S09.01] be protected within the modulefrom unauthorized access, use, disclosure, modification,
and substitultion.

bstitution.

module with

y generation

ed using an
ase the hash
words/PINs,
an approved

EXAMPLE 1

EXAMPLE 2
passwords.

Verifier data thatis a CSP includes a passwords, biometrics data reference, or their hash.

Verifier data that is a PSP includes public keys, user public key certificates, or hash values of salted

The documentation for sensitive security parameter management specified in A.2.8 shall [AS09.08] be

provided.

7.9.2 Random bit generators

A cryptographic module may contain RBGs, a chain of RBGs, or may be solely an RBG. Approved RBGs are
listed in Annex C.
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If an approved security function requires random values, then an approved RBG shall [AS09.09] be used to
provide these values.

Entropy input used to seed an approved RBG shall [AS09.10] be considered a CSP.

7.9.3 Sensitive security parameter generation

A module may generate SSPs internally or they may be derived from SSPs entered into the module.

Compromising the security of the SSP generation method which uses the output of an approved RBG
(e.g. guessing the seed value to initialize the deterministic RBG) shall [AS09.11] require at least as many
operations as determining the value of the generated SSP.

SSPs generated by the module from either the output of an approved RBG or derived from an SSP entered

into the modlule and used by an approved security function shall [AS09.12] be generated usi

sensitive sed
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If the cryptographic module employs split-knowledge procedures for cryptographic keys entry or output,
at least two key components shall [AS09.21] be required by the module to reconstruct the original
cryptographic key.

7.9.5.2 Security levels 1 and 2

Plaintext cryptographic keys (when using manual entry or output, either directly or electronically), plaintext
key components, plaintext verifier data and authentication data may be entered and output via physical port(s)
and logical interface(s) shared with other physical ports and logical interfaces of the cryptographic module.
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For software modules or the software components of a hybrid software module, CSPs and key components
may be entered or output from the module in plaintext form; in this case, the module shall not [AS09.22]
output the CSPs and key components from the operational environment.

7.9.5.3 Security level 3

Cryptographic keys, key components from split-knowledge procedures, and non-key CSPs entered or output
from the cryptographic module using direct entry or electronic methods shall [AS09.23] either be encrypted
or using a plaintext trusted path that meet security level 3 requirements in 7.3.4.

When entering or outputting key components from split-knowledge procedures, the module shall [AS09.24]
authenticate each operator (i.e. each distinct key component importer or exporter) separately with an
authentication that meets security level 3 requirements in 7.4.4.

7.9.54 Se

Cryptograph
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7.9.6 Sens

A module sh
process) to

NOTE SS
7.9.7 Sens
7.9.7.1 Se

A module sh
components
by the mody
output inter
exclusively 1
requirement

curity level 4

ic keys entered or output from the cryptographic module shall [AS09.25}.either &
5ing split-knowledge procedures.

bnts from split-knowledge procedures and non-key CSPs shall [AS09.26] be entered of
ither encrypted or by a plaintext trusted path that meets security({level 4 requireme
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bn that meets security level 4 requirements in 7.4.4.

itive security parameter storage
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Ps stored within the module are protected as part of AS09.01 and AS09.02.
itive security parameter zeroization

nsitive security parameter zeroization general requirements

all [AS09.29] provide-méthods to zeroize all plaintext CSPs, plaintext PSPs and

e encrypted
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htsin 7.3.4.
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1
within the module;Temporarily stored SSPs, key components and other stored V}lues owned

le should be zeroized when they are no longer required for future use. Inhibitio
face is not a requirement when performing routine zeroization of temporary SSPs.
equired whéen'zeroization is being performed in response to a user request or tamp
to inhibit‘data output during zeroization is intended so that the target SSP to be

derivation o
the zeroizat

|

these-keys) are not exported or used in a way that can compromise the security of
nevent is triggered. Zeroization of a subset of SSPs selected by the user outside th

of the data
Inhibition is
br event. The
zeroized (or
the SSP after
P zeroization
b clause does

service does|nottequire inhibition of the data output interface. Unless otherwise indicated, thi

not apply to zeroization in response to tamper.

A zeroized SSP or key component shall not [AS09.30] be retrievable or reusable, including in response to tamper.

Except at security level 4, zeroization of encrypted CSPs, encrypted PSPs and encrypted key components
is not required. Zeroization of CSPs, PSPs and key components otherwise physically or logically protected
within an additional embedded validated module (meeting the requirements of this document) is not
required. The goal of security level 4 zeroization, which requires the zeroization of all CSPs, PSPs and key
components, whether protected or not, is to return the module to a factory state, i.e. the state it was in when
shipped to the customer.

Zeroization of factory state PSPs is not required at any level.
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Parameters used solely for self-test purposes as defined in 7.10 are not required to meet zeroization
requirements.

Due to their purpose and the consequences of zeroization, some SSPs may be exempt from the zeroization
requirements of AS04.07, AS04.17, AS07.13, AS07.25, AS07.45, AS07.50 and AS09.39. An exempt SSP may be
used by services offered by the module that contribute to the security of the module where its compromise
does not directly compromise user data, privacy or other SSPs which protect user data or privacy.

Where compromise of SSP can be shown to not directly compromise user data, physical destruction as a

zeroization method is permitted at all levels.
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7.10 Self-tests

7.10.1 Self-

test general requirements

Cryptographic module pre-operational and conditional self-tests provide the operator assurance that faults
have not been introduced that would prevent the module’s correct operation. All self-tests shall [AS10.01]
be performed by the module, without external controls, externally provided input test vectors, expected
output results, or operator intervention, and regardless of whether the module will operate an approved
or non-approved service. The determination of pass or fail shall [AS10.02] be made by the module, without
external controls, externally provided input test vectors, expected output results, or operator intervention,
and regardless of the module will operate an approved or non-approved service.
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The pre-operational self-tests shall [AS10.03] be performed and passed successfully prior to the module
providing any data output via the data output interface.

Conditional self-tests shall [AS10.04] be performed when an applicable cryptographic algorithm or process
is invoked (i.e. cryptographic algorithms for which self-tests are required).

A cryptographic module may perform other pre-operational or conditional critical functions test in addition
to the tests specified in this document.

All self-tests identified in the underlying standards in Annex C, Annex D and Annex E shall [AS10.05] be
implemented as applicable. All self-tests identified in addition to or in lieu of those specified in the underlying
standards in Annex C, Annex D and Annex E shall [AS10.06] be implemented as referenced in Annex C,

Annex D and Annex E for each approved security function.
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7.10.2 Secu
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policy. The cryptographic module shall not [AS10.11] perform any cryptographic a

ol and data via the control and data output interface while in an error state. The ct
not [AS10.12] utilize any functionality that relies upon a function or algorithm that
relevant self-test has been repeated and successfully passed.

rity levels 3 and 4

At security levels 3 and 4, the\module shall [AS10.13] maintain an error log that contains at

the most req
unauthorize

The docume
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ent error event (i.e. which self-test failed). The error log shall [AS10.14] be protg
H modificatiomand substitution.

htation foy Self-tests specified in A.2.9 shall [AS10.15] be provided.
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r
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7.10.3.1 Pre-operational self-test general requirements

The pre-operational self-tests shall [AS10.16] be performed and passed successfully by a cryptographic

module:

a)

cold-start, power interruption, etc.);

b) before the primary, secondary, or backup power is applied to the module; and

c¢) before the module transitions to the operational state.
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A cryptographic module shall [AS10.17] perform the following pre-operational self-tests, as applicable:

d) pre-operational software/firmware integrity test;

e) pre-operational bypass test; and

f) pre-operational critical functions test.

7.10.3.2 Pre-operational software/firmware integrity test

All software, firmware and bitstream components within the cryptographic boundary shall [AS10.18]
be verified using an approved integrity technique or EDC satisfying the requirements defined in 7.5. If
the verification fails, the pre-operational software/firmware integrity test shall [AS10.19] fail. The pre-
operational software/firmware integrity test is not required for any software, firmware or bitstream

excluded frgm the security requirements of this document or for any executable code st
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7.10.4.1 Conditional self-test general requirements
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le memory.

e module does not contain firmware or bitstream, the module shall [AS10.20], at
ne conditional cryptographic algorithm self-test as specified in 7.104:2)as a pre

ved integrity technique for the pre-operational software/firmwatre integrity test.

e-operational bypass test

raphic module implements a bypass capability, then the module shall [AS10.21
ation of the logic governing activation of the bypass capability by exercising th
[AS10.22] also verify the data path by:

ss mechanism is cryptographically processed; and

he bypass switch so as not to provide cryptographic processing and verify that dats
the bypass mechanism is not cryptographically processed.

e-operational critical functions test

tested as a pre-operational test. Documentation shall [AS10.24] specify the pre
ions that are tested.

Hitional self-tests

Conditional

elf*tests shall [AS10.25] be performed by a cryptographic module when the conditi

red in non-

a minimum,
-operational

m is utilized

ensure the
at logic. The

red through

transferred

e other security functionis critical to the secure operation of a cryptographic modyle that shall

-operational

ns specified

for the following tests occur: cryptographic algorithm self-test, pair-wise consistency test, software/
firmware load test, manual entry test, conditional bypass test and conditional critical functions test.

7.10.4.2 Co

nditional cryptographic algorithm self-test

A cryptographic algorithm self-test shall [AS10.26] be conducted for all approved cryptographic algorithms
as referenced in Annex C, which references Annex D.

The conditional cryptographic algorithm self-test shall [AS10.27] be executed prior to the first operational
use of the cryptographic algorithm after power-on, a new instantiation of the module or periodic self-test

request.

A cryptographic algorithm self-test can be a known-answer test, a comparison test or a fault-detection test.
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A known-answer test consists of a set of known input vectors (e.g. data, keying material, or constants in lieu
of random bits), which are operated on by the cryptographic algorithm to generate a result. The result is
compared to the known expected output result. If the calculated output does not equal the known answer,
the cryptographic algorithm known-answer self-test shall [AS10.28] fail.

A cryptographic algorithm self-test that is supported by the module shall [AS10.29], at a minimum, use any
approved key length, modulus size, DSA prime, or curve that is supported by the module.

If a cryptographic algorithm specifies multiple modes (e.g. ECB and CBC), at a minimum, one mode shall
[AS10.30] be selected for the self-test that is supported by the module. The following are the requirements

for self-tests

a)

for one-way functions and reversible functions:

One-way functions: Input test vector(s) generate output which shall [AS10.31] be identical to expected

output [e.g. hashing, keyed hashes, message authentication, RBG (fixed entropy input), SSP agreement].

b) Reversil
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NOTE Th
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cryptograph
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inside the implementation of the RBG.
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verify th

le functions: The forward and reverse function shall [AS10.32] be self-tested
ately used (e.g. symmetric key encryption and decryption, SSP transpertiend
on, digital signature generation and verification).

on test compares the output of two or more independent @ryptographi
ions; if the outputs are not equal, the cryptographic algorithm"eomparison s
1.

e comparison test is continuous and is run every time the two or more independent

before each
ryption and

c algorithm
elf-test shall

ryptographic

‘tion test involves the implementation of fault detection mechanisms integrateql within the

ic algorithm implementation; if a fault is detected; the cryptographic algorithm
bn shall [AS10.34] fail.

The fault-detection test of the RBG will coverkan error of the entropy source being corr

raphic module generates asymmetric key pairs, a pair-wise consistency test shg
d for every generated asymmetric key pair as referenced in Annex C for th
ic algorithm.

asymmetric key pair consists of a public and private key.

aphic mogdule has the capability of loading software, firmware or bitstream from
the folloWing requirements in addition to those in 7.4.3.4 shall [AS10.36] be perfor

ptographic module shall [AS10.37] implement an approved data authentication
e.authenticity of the software, firmware, or bitstream that is loaded.

self-test for

ectly handled

111 [AS10.35]
e applicable

an external
med:

fechnique to

NOTE 1

b)

The approved data authentication technique can consist of a single encompassing message
authentication code or signature, or multiple disjoint authentication codes or signatures.

software, firmware, or bitstream loading.

The reference authentication key shall [AS10.38] be loaded independently in the module prior to the

The applied approved data authentication technique shall [AS10.39] be successfully verified or the

software/firmware load test shall [AS10.40] fail. Loaded software, firmware, or bitstream shall not
[AS10.41] be used if the software/firmware load test fails.

d)

The software/firmware load test shall [AS10.42] be performed and pass successfully prior to the first

execution of any new software, firmware or bitstream components. The software/firmware load test is
notrequired to be performed immediately after software, firmware or bitstream components have been
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introduced into the module boundary. A module can delay execution of these tests until first execution
of the target new or updated components.

NOTE 2

7.10.4.5 Co

The software/firmware load test is considered to be inherently performed by performing software/
firmware integrity test after introducing the software, firmware or bitstream into the module if all following
conditions are met: the software/firmware load test and the software/firmware integrity test use the same
cryptographic algorithm, the cryptographic algorithm self-test has been already conducted and successfully
completed for this cryptographic algorithm, and software, firmware or bitstream introduced into the module
cannot be executed until software/firmware integrity successfully passes.

nditional manual entry test

[f SSPs or key components are manually entered directly into a cryptographic module or if an error on the
part of the human operator could result in the incorrect entry of the intended value, then the following
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b cryptographic service;
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Fed integrity
11 [AS10.52]
pllowing the

7.10.4.7 Co

nditional critical functions test

There may be other security functions critical to the secure operation of a cryptographic module that shall
[AS10.53] be tested as a conditional self-test.

7.10.4.8 Pe

riodic self-tests

7.10.4.8.1 Security levels 1 and 2

A cryptographic module shall [AS10.54] permit operators to initiate the pre-operational or conditional
cryptographic algorithm self-tests on demand for periodic testing of the module. Acceptable means for the
on-demand initiation of periodic self-tests are: provided service, resetting, rebooting, or power cycling.
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7.10.4.8.2 Security levels 3 and 4

In addition to the requirements at security levels 1 and 2, the module shall [AS10.55] repeatedly and
automatically, upon a defined time period, without external input or control, perform the pre-operational
or conditional cryptographic algorithm self-tests. The time period and any conditions that can result in
the interruption of the module’s operations during the time to repeat the pre-operational or conditional
cryptographic algorithm self-tests shall [AS10.56] be specified in the security policy.

If the module is performing mission critical services that cannot be interrupted and the time period has
passed for the initiation of the pre-operational self-tests, the self-tests may be deferred after the time period
is passed again.

If the operational time period of a module between resetting, rebooting, or power cycling is sufficiently
short, the periodic self-test requirements may be omitted; in this case, the security policy shall [AS10.57]

document th
required.

NOTE
include clock

7.11 Life-c

7.11.1 Life

Life-cycle as
design, devsg
module is py
proper oper
managemen
documentat

The docume

7.11.2 Conf{

7.11.2.1 General

A configurat
and provide

7.11.2.2 Se

The followinjg requigements shall [AS11.02] apply for security levels 1 and 2:

Time is a relative period generated internal to the module. Examples of methods of medsuring

e expected operational time period of the module, and that periodic self-tests are.t

Cycles, counters, or command or operation counts.
ycle assurance

cycle assurance general requirements

surance refers to the use of best practices by the vendér of a cryptographic modu

herefore not

b time periods

e during the

lopment, operation and end of life of a cryptographie’ module, providing assurance that the

operly designed, developed, tested, configured, delivered, installed and disposed,
itor guidance documentation is provided. Security requirements are specified for ¢
[, design, finite state model, development,-testing, delivery and operation, a
on.

htation for life-cycle assurance specifiedsin A.2.10 shall [AS11.01] be provided.

figuration management

and that the
pnfiguration
hd guidance

ion management system'is put in place to prevent accidental or unauthorized modijfications to,

change traceabilityfor, the cryptographic module and related documentation.

curity levels« and 2

uration management system shall [AS11.03] be used for the development of a cj
and’ module components within the cryptographic boundary, and of associ:

yptographic
ited module

Tation;

each version of each configuration item (e.g. hardware, software, and firmware components, module

HDL, user guidance, security policy) that comprises the module and associated documentation shall
[AS11.04] be assigned and labelled with a unique identifier;

the configuration management system shall [AS11.05] track and maintain the changes to the

identification and version or revision of each configuration item throughout the life-cycle of the
validated cryptographic module;

a) a config
module
docume

b)

9]

d)
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curity levels 3 and 4

In addition to the requirements for security levels 1 and 2, the configuration items shall [AS11.07] be
managed using an automated configuration management system.

7.11.3 Design

A design is an engineering solution that addresses the functional specification for a cryptographic module.
The design is intended to provide assurance that the functional specification of a cryptographic module

corresponds

to the intended functionality described in the security policy.

Cryptographic modules shall [AS11.08] be designed to allow the testing of all provided security related

services.

7.11.4 Fini

The operatid
equivalent, 1
The FSM sh
with the relg

The FSM of a
and error st{

a)
is no lor
compon
softwar

b)
power i
firmwar]
of spaw
compon

General
the mod

Crypto

initializ
security
CSP enty]
f) Self-test]

g) Errorst

test). There’can be one or more error conditions that result in a single module error state.

Power-dfff state: A state in which the module is powered off. All primary, secondary, or b

Le state model

n of a cryptographic module shall [AS11.09] be specified using a finite state moq
epresented by a state transition diagram and a state transition table and state
1l [AS11.10] be sufficiently detailed to demonstrate that the cryptegraphic mod
vant requirements of this document.

cryptographic module shall [AS11.11] include, as a minimum, théfollowing distinc
ites:

ger applied to the module. For a software or firmware module and the software
bnts of a hybrid module, power-off is the action ef\ferminating the executable im|
b or firmware module or the software or firmwape‘¢components of a hybrid module

terruption) and primary, secondary or backup power is applied to the module. For 3
e module and the software or firmwaré.components of a hybrid module, power-on
hing an executable image of the software or firmware module or the software
ents of a hybrid module.

jule transitions to the approved state.

pfficer state: A state in Which the crypto officer services are performed (e.g. cj
htion, secure administration, and key management) and in which authorized 1

state: A\state in which the cryptographic module is performing self-tests.

hte! A-state when the cryptographic module has encountered an error condition (e.g

services, perform ¢ryptographic operations, or perform other approved functions].

lel (FSM), or
lescriptions.
lile complies

f operational

ickup power
or firmware
age(s) of the

Power-on state: A state in which the module is powered on (after power-off, reset, rebodt, cold-start,

software or
is the action
or firmware

initialization state: A state in which the cryptographic module is undergoing initializing before

yptographic
isers obtain

y state (if CSPentry is implemented): A state for entering the CSPs into the cryptographic module.

failed a self-

Error states

can include “hard” errors that indicate an equipment malfunction and that can require maintenance,
service or repair of the cryptographic module, or recoverable “soft” errors that can require initialization
or resetting of the module. Recovery from error states shall [AS11.12] be possible, except for those
caused by hard errors that require maintenance, service, or repair of the cryptographic module.

A cryptographic module may contain other states including, but not limited to, the following:

h)

performing in the maintenance role.

Maintenance state. A state assumed to perform physical or logical maintenance services while

Bypass state. A state in which a service, as a result of module configuration or operator intervention,

causes the plaintext output of a particular data or status item that would normally be output in
encrypted form.
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Degraded state. A state that supports degraded operation in 7.2.4.3.

hibernation).

D)

Quiescent state. A state in which the cryptographic module is dormant (e.g. low power, suspended or in

User state. A state in which the user services are performed, and in which authorized users obtain

security services, perform cryptographic operations, or perform other approved functions).

NOTE

Exiting from the quiescent state is not considered transitioning through a power-on stat

7.11.5 Development

7.11.5.1 General

e.

A proper dgvelopment process provides assurance that the implementation of a cryptograbhic module
correspondsg to the module functional specification and security policy, that the cryptographic module is
maintainable, and that the validated cryptographic module is reproducible. 7.11.5.2 to."741.5.4 specify the
security requirements for the representation of a cryptographic module’s security func¢tionality at various
levels of absfraction from the functional specification to the implementation repreSentation.

7.11.5.2 Sefurity level 1

The followinlg requirements shall [AS11.13] apply to cryptographic mod(les for security level 1

a) ifa crylliographic module contains software or firmware, thé following elements shall [AS11.14] be
tracked psing the configuration management system: the source‘code, language reference, the compilers,
compilerf versions and compiler options, the linker and linkeroptions, the runtime librariesfand runtime
library dettings, configuration settings, build processes‘and methods, the build options, environmental
variables and all other resources used to compile andlink the source code into an executabjle form;

b) ifacryptographic module contains software or firiiware, the source codes shall [AS11.15] Ibe annotated
with cothments that depict the correspondence of the software or firmware to the design of the module;

c) ifa cryptographic module contains hardware, documentation shall [AS11.16] specify the sfhematics or
hardware description language (HDL), o3 both, as applicable;

d) ifa cryptographic module containsthardware, and if HDL is used to specify the hardware, the HDL shall
[AS11.17] be annotated with comments that depict the correspondence of the hardware to the design of
the module;

e) for software and firmware cryptographic modules and the software or firmware conjponent of a
hybrid module:

1) the [result of-the approved integrity and data authentication techniques specified in|7.5 and 7.10
shaﬁl; [AS11.18] be calculated and integrated into the software, firmware or hybrid mpdule by the
venglor during the module development;

2) the r‘r‘ypfngraphir‘ module documentation shall [AQ1 1 10] cpnr‘ify the r‘nmpi]nr’ cl nfiguration
settings and methods to compile the source code into an executable form; and

3) the cryptographic module shall [AS11.20] be developed using production-grade development tools
(e.g. compilers).

7.11.5.3 Security levels 2 and 3

In addition to the requirements for security level 1, the following requirements shall [AS11.21] apply to
cryptographic modules for security levels 2 and 3:

a) all software or firmware shall [AS11.22] be implemented using a high-level, non-proprietary language or
rationale shall [AS11.23] be provided to justify the use of a low-level language (e.g. assembly language or
microcode) if essential to the performance of the module or when a high-level language is not available;
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custom integrated circuits within a cryptographic module shall [AS11.24] be created using methods that

support comprehension or analysis, e.g. using a high-level HDL or a schematic for analogue elements;

9

all software or firmware shall [AS11.25] be designed and implemented in a manner that avoids the use

of code, parameters or symbols not necessary for the module’s functionality and execution; and

d)

defined in Annex G.

7.11.5.4 Security level 4

the module shall [AS11.26] be designed and implemented in a manner that utilizes the requirements as

In addition to the requirements for security levels 1, 2 and 3, the following requirement shall [AS11.27]
apply to cryptographic modules for security level 4:

a)
[AS11.2
1) the
ordgé
2) the
pro
7.11.6

7.11.6.1 General

7.11.6.2 and

for each|cryptographic module hardware, software and firmware component, the docume

L

Vengdlor testing

] be annotated with comments that specify:

pre-conditions required upon entry into each module component, function,’and |}
br to execute correctly; and

bost-conditions expected to be true when the execution of each module component
edure is complete.

testing of thg
cryptograph

7.11.6.2 Se

For security
cryptograph

The vendor {
or firmware
firmware co

7.11.6.3 Se

In addition

procedures for and-the results of low-level testing performed on the cryptographic module.

7.11.6.3 specify the requirements for vendor testing of the cryptographic moduy
 security functionality implemented in the cryptographic module, providing assur
ic module behaves according to the functiorfa¥specifications.

curity levels 1 and 2

levels 1 and 2, documentation shall [AS11.29] specify the functional testing perfq
ic module.

hall [AS11.30] use automated security diagnostic tools (e.g. detect buffer overflow)
cryptographic modules_dand the software or firmware component of a hybrid m
mponent of a hardware'module.

curity levels 3'and 4

fo the requirements for security levels 1 and 2, documentation shall [AS11.31]

7.11.7 Delilvery and operation

ntation shall

brocedure in

function, or

le, including
hnce that the

rmed on the

for software
bdule, or the

specify the

7.11.7.1 Ge

neral

7.11.7.2 to 7.11.7.5 specify the security requirements for the secure delivery, installation and start-up of a

cryptographic module, providing assurance that the module is securely delivered to authorized operators,
and is installed and initialized in a correct and secure manner.

7.11.7.2 Security level 1

For security level 1, documentation shall [AS11.32] specify the procedures for secure installation,
initialization, and start-up of the cryptographic module.
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7.11.7.3 Security levels 2 and 3

In addition to the requirement of security level 1, documentation shall [AS11.33] specify the procedures
required for maintaining security while distributing, installation and the initialization of versions of a
cryptographic module to authorized operators. The procedures shall [AS11.34] specify how to detect tamper
during the delivery, installation and initialization of the module to the authorized operators.

7.11.7.4 Security level 4

In addition to the requirements of security levels 1, 2 and 3, the procedures shall [AS11.35] require the
authorized operator to be authenticated by the module using the operator specific authentication data
provided by the vendor.

7.11.7.5 Atfestation

This subclayse is not applicable if the cryptographic module vendor does not claim suppdrt foy the attester
service component of attestation for the module.

If no vendor| claims are made, the vendor’s public documentation should reflect-that no clainjs have been
made regarding attestation.

In order to founter substitution attacks on a given cryptographic module;,a cryptographic module may
support the|attester service to aid with both uniquely identifying astarget module alongsjde allowing
reporting ofthe integrity of the module and its configuration.

If the cryptographic module supports the attester service:

a) the attester service shall [AS11.36] be designed and implemented in a manner that cqmplies with
applicable standards and requirements for the attesteras defined in Annex G; and

b) the module security policy shall [AS11.37] provide guidance to the user on using the module’s attester
service Including how to retrieve any requiredsthodule cryptographic identity and retrievg attestation
records;how to verify the records; and the type of measurements contained within the recofds returned
by the module.

7.11.7.6 End of life

7.11.7.6.1 End of life general requirements

711.7.6.2 arld 7.11.7.6.3 specify- the security requirements when a cryptographic module |s no longer
deployed or |ntended for fufther use by the operator.

The securitypolicy shalt|AS11.38] document end of life procedures, provide a summary of end oflif¢ procedures,
or an external publicly available reference to where the modules end of life procedures can be found.

NOTE Prpcedures can include multiple methods such as zeroization or physical destruction.

7.11.7.6.2 Security levels 1 and 2

For security level 1 and 2, documentation shall [AS11.39] specify the procedures for secure sanitization of
the cryptographic module. Sanitization is the process of removing sensitive information (e.g. CSPs, PSPs,
key components, user data) from the module, so that it can then be either distributed to other operators or
disposed of.

7.11.7.6.3 Security levels 3 and 4

In addition to the requirement of security levels 1 and 2, documentation shall [AS11.40] specify the
procedures required for the secure destruction (e.g. rendering the module inoperable and unrepairable) of
the module.
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7.11.8 Guidance documents

The requirements in this subclause are intended to ensure that all entities using the cryptographic module
have adequate guidance and procedures to administer and use the module’s approved services.

Guidance documentation consists of administrator and non-administrator guidance.

Administrator guidance shall [AS11.41] specify:

the administrative functions, security events, security parameters (and parameter values, as

appropriate), physical ports, and logical interfaces of the cryptographic module available to the crypto
officer or administrative roles, or both;

a)
b)

authentj
c) proced
d) assumpt

Non-adminis

e) the appit

the user]

all user

f)
7.12 Mitig;

7.12.1 Miti

Susceptibilit]
type, impler
cryptograph
operators of]
that are phy
about the CS§

Requiremen
other attack

If no vendor
made regard

The docume

7.12.2 Secu

es on how to administer the cryptographic module; and

ons regarding user behaviour that are relevant to the secure operation of the'chyptogr:
trator guidance shall [AS11.42] specify:

oved and non-approved security functions, physical ports, and\ogical interfaces
5 of a cryptographic module; and

responsibilities necessary for the operation of a cryptographic module.
ation of other attacks

pation of other attacks general requirements

y of a cryptographic module to attacksdot defined in this document depends on]
hentation, and implementation environment. Such attacks can be of particular
ic modules implemented in hostile environments (e.g. where the attackers can be th
the module). These attacks generally rely on the analysis of information obtained f
sically external to the module.dn all cases, the attacks attempt to determine som
Ps within the cryptographicimodule.

D.

claims are made,-the vendors public documentation should reflect that no clain
ing mitigation of other attacks.

htation ferdmitigation of other attacks specified in A.2.11 shall [AS12.01] be providg

ritylévels 1, 2 and 3

information and procedures required for authentication data and mechanisms, such as for first

thentication;

iphic module.

available to

the module
concern for
e authorized
rom sources
e knowledge

Fs in 7.12 are not appli€able if the cryptographic module vendor does not claim mitigation of

s have been

bd.

If a cryptographic module 1s designed to mitigate one or more speciiic attack(s) not defined in this document
and claimed by the module vendor, then the module’s supporting documents shall [AS12.02] enumerate
the attack(s) the module is designed to mitigate. The existence and proper functioning of the security
mechanisms used to mitigate the attack(s) will be validated when requirements and associated tests are

developed.
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7.12.3 Security level 4

In addition to the requirements for security levels 1, 2 and 3, the following requirement shall [AS12.03]
apply to cryptographic modules for security levels 4:

a) If the mitigation of specific attacks not defined in this document is claimed, documentation shall
[AS12.04] specify the methods used to mitigate the attacks and the methods to test the effectiveness of
these mitigation techniques.
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Annex A
(normative)

Documentation requirements

A.1 Purpose

This annex specifies the minimum documentation which shall [ASA.01] be required for a cryptographic

module that prdergoesindependenttesting:

A.2 Item

A.2.1 Cryptographic module specification

The following cryptographic module specifications shall [ASA.02] be documented for security levels

a)

b)
)

d)

f)

g)

h)

k)
D)

specification of the module type (hardware, software, firmware, hybrid software or hybj

module)

specification of the module’s cryptographic boundary;

specification of the hardware, software and firmware eomponents of the cryptographic
descriptfion of the physical configuration of the module;

specification of hardware, software or firmwage“components of the cryptographic
are exclpded from the security requirements of Clause 7 and an explanation of the rati
exclusiop;

specification of the physical ports and logical interfaces of a cryptographic module;

specification of the manual or logical controls of a cryptographic module, physical or 1

indicato
specificy
cryptog

block d
intercon
control 1

specificd

s, and applicable physicalyloégical, and electrical characteristics;

Faphic module and-specification of all modes of operation, both approved and non-g

agram depieting all major hardware elements of a cryptographic module
nections, jincluding any microprocessors, input/output buffers, plaintext/cipher
puffers, key storage, working memory and program memory;

1,2,3 and 4:

id firmware

module, and

module that

pnale for the

gical status

ition of all security functions, both approved and non-approved, that are emjployed by a

pproved;

ind element
text buffers,

ition of'the design of the hardware, software and firmware of a cryptographic module;

i of Sl cooaanibay wolorad s o ot oy o ol i g caopat o i oo
T

specific

meibrzorealatad 1o o o ooy ool Ao o rat ond o i exzt oo o
TOTHOTatrSCCurTty T CratCt o rracroth it ratrrg St ereTantprIvatctT y ptOgTaptr

kic keys (both

plaintext and encrypted), authentication data (e.g. passwords, PINs), verifier data, CSPs, PSPs and other
protected information (e.g. audited events, audit data) whose disclosure or modification can compromise

the secu

rity of the cryptographic module;

specification of how the module supports a degraded operation; and

specification of a cryptographic module security policy including the instructions derived from the
requirements of Clause 7 and the instructions derived from any additional requirements imposed by
the vendor.

© ISO/IEC 2025 - All rights reserved
60


https://iecnorm.com/api/?name=683ded6c01721eefe31c23a04ad89e95

ISO/IEC 19790:2025(en)

A.2.2 Cryptographic module interfaces

The following cryptographic module specifications shall [ASA.03] be documented for security levels 1, 2, 3 and 4:

a)

interfaces, both physical and logical; and

b)

error state.

specification of the data input, data output, control input, control output, status output and power

specification of the exceptions and rationale if the control output interface is not inhibited during the

The following cryptographic module specifications shall [ASA.04] be documented for security levels 3 and 4:

9]
A.2.3 Rol
The followin
a) specific
b)
approve
output,
c) specific
toassu
keys ang
d) specifics
perform|
e) specifics
f) specificg
g) specific

The followin

specification of the plaintext trusted path interface.

tion of all authorized roles supported by a cryptographic module;

and non-approved. For each service, specification of the service input, correspor
nd the authorized role(s) in which the service can be performed;

tion of any services provided by a cryptographic module for-which the operator is
e an authorized role, and how these services do not modify, disclose, or substitute c1
| other CSPs, or otherwise affect the security of the moduile;

ition of the module’s services that show the module’s versioning information,
self-tests, perform approved security functions and perform zeroization;

ition of the cryptographic bypass mechanjsnis;

ition of the software or firmware loading mechanisms; and

ition of the re-authentication bypass controls and interface.

b cryptographic module specifications shall [ASA.06] be documented for security lev

tion of the authentication mechanisms supported by a cryptographic module,
data required to implement supported authentication mechanisms, the authoriz
Control access to thiesmodule for the first time and initialize the authentication meg
limiting metheds-of the authentication mechanisms supported by the module, i
b supporting the-use of multiple authentication mechanisms.

ware/firmware security

b cryptographic module specifications shall [ASA.07] be documented for security levels

1,2,3and 4:

specification of the services, operations, or functions provided by a cpyptographic module, both

ding service

not required
yptographic

thow status,

bls 2, 3 and 4:

the types of
ed methods
hanism, and
hcluding the

1,2,3and 4:

h) specifici
verifier
used to
the rate
rational

A.2.4 Soft

The followin

a) specific

b)

ton orapproved Integrity tecnniques or cDG used;

specification of the method for the operator to perform the integrity test on demand.

The following cryptographic module specifications shall [ASA.08] be documented for security levels 2, 3 and 4:

9]
A.2.5 Ope

specification of the form of the executable code.

rational environment

The following cryptographic module specifications shall [ASA.09] be documented for security levels 1 and 2:

a)

system employed by the module;
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b)

specification of the security policies, settings or restrictions to the configuration of the operating system.

The following cryptographic module specifications shall [ASA.10] be documented for security level 2:

)

requirements and authentication methods.

A.2.6 Physical security

administrator guidance documentation to configure the operating system according to the specification

The following cryptographic module specifications shall [ASA.11] be documented for security levels 1, 2, 3 and 4:

a) specification of the physical embodiment and security level for which the physical security mechanisms
of a cryptographic module are implemented. Specification of the physical security mechanisms that are
employed by a module; and

b) ifa cry]lytographic module includes a maintenance role that requires physical accessto’the contents

of the m
interfac

odule or if the module is designed to permit physical access, specification ef the

The followir]
levels 2, 3 an

9

g additional cryptographic module specifications shall [ASA.12] be~-decumented
d 4:

specificy
cryptog

The followin
level 3:

d)

Faphic function used.
g additional cryptographic module specifications shall [ASA.13] be documented
specificy

environ
environ

ition of the normal operating ranges of aceryptographic module. Specific3

mental failure tests performed.

The followin
level 4:

e)
f)

g additional cryptographic module specifications shall [ASA.14] be documented

specification of the environmental failure protection features employed by a cryptographic

specification of the fault injection mitigation techniques employed.

A.2.7 Nontinvasive security

The following cryptographic module specifications shall [ASA.15] be documented for security levels

a)

specifiedl in AnnexF;;and

b) evidenc¢ of the-effectiveness of each of the employed attack mitigation techniques.

A.2.8 Sengitive securit

b and how and which SSPs are zeroized when the maintenance interface is-accéssed.

maintenance

for security

tion of all protected trusted path, if any, in multiple-chig modules, and tlie approved

for security

tion of the

mental failure protection features employed By a cryptographic module or specification of the

for security

module; and

1,2,3 and 4:

specification of the ‘mitigation techniques employed against non-invasive attacks including those

The following cryptographic module specifications shall [ASA.16] be documented for security levels 1, 2, 3 and 4:

a) specification of all SSPs employed by a cryptographic module;

b) specification of all RBGs and their usage;

c) specification of minimum entropy required by the module for each entered entropy input parameter;

d) specification of each RBG (approved and non-approved and entropy sources) employed by a
cryptographic module;

e) specification of the minimum entropy input and the generation method of the claimed minimum entropy

if the entropy input is collected from within the cryptographic boundary of the cryptographic module;
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specification of each SSP generation method that makes use of an RBG;

specification of each SSP generation method employed by a module;

cryptographic module;

specification of the SSP establishment methods employed by a cryptographic module;
specification of the SSP entry and output methods employed by a module;

specification of the SSPs stored in the modules;

substitution when stored in the module:

specification of each of the key generation methods (approved and non-approved) employed by a

specification of how CSPs are protected from unauthorized access, use, disclosure, modification, and

specificytion of how PSPs are protected from unauthorized modification and substitutiofn

within the module;

specification of how the module associates a PSP stored in the module with thesentity (opel

process) to which the parameter is assigned;

specification of the zeroization method(s) employed by a module, including procedural, and

as to hoy the method(s) prevent(s) the retrieval and reuse of the zeroized values; and

p)

list of S$Ps claiming exemption from zeroization requirements,.thie specific zeroization r

that are not enforced for each SSP, justification for each SSPYof why compromise does

compro
contribu

The followir]
levels 3 and

ise user data, privacy, or other SSPs that protect user data or privacy and how the
te to the security of the module.

g additional cryptographic module specifications shall [ASA.17] be documented
(-

nowledge procedures are used, documentation provided to demonstrate that if kn
bnts is required to reconstruct the original CSP, then knowledge of any n-1 componsg
mation about the original CSP othérthan the length; and

ition of the split-knowledge.procedures employed by a module.

tests
b cryptographic medule specifications shall [ASA.18] be documented for security levels

ition of self:tests performed by a cryptographic module including pre-opei
nal tests;

ition of\whether a self-test is being performed on data internal to the module, o
1 fromyan external source;

when stored

ator, role, or

the rationale

Pquirements
not directly
exempt SSPs

for security

pwledge of n
nts provides

1,2,3and 4:

ational and

r data being

fannm Af+bhn cnlf +act Foilin oot c s Aot g,

IO OT tIrC— ot to ot TaoIrur c-Jtac oo IrrorcotoT

specification of the error states that a cryptographic module can enter when a self-test fails, and the

conditions and actions necessary to exit the error states and resume normal operation of a cryptographic
module (e.g. this can include maintenance of the module, re-powering the module, automatic module
recovery, entering degraded operation or returning the module to the vendor for servicing). This
includes which conditions trigger an error state upon failure of a conditional critical function test;

specification of all security functions critical to the secure operation of a cryptographic module and

identification of the applicable pre-operational self-tests and conditional self-tests performed by the

q) if split-k
compon
no infor

r) specificg

A.2.9 Self

The followin

a) specifics
conditio|

b) specific3
provide

c) specific

d)

e)
module;

f)

and

governing the switching procedure.
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if a cryptographic module implements a bypass capability, specification of the mechanism or logic
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A.2.10 Life-cycle assurance

The following cryptographic module specifications shall [ASA.19] be documented for security levels 1, 2, 3 and 4:

a) specification of the configuration management system used for the cryptographic module;

b) specification of the supporting documents for the development of the cryptographic module and

associat

ed documents provided by the configuration management system;

c) specification of procedures for secure installation, initialization and start-up of a cryptographic module;

d) specification of the correspondence between the design of the hardware and software or firmware
components of a cryptographic module, and the cryptographic module’s security policy and FSM;

e) ifacryptegrap ot 2 sftware 3 s : s
with cothments that clearly depict the correspondence of the software to the design of the

f) ifacryptographic module contains hardware, specification of either the schematics/9rthe

or both
g) specificg
include:

1) the
2) the

3) the
ano

4) the

for the hardware as applicable;

bperational and error states of a cryptographic module;
Corresponding transitions from one state to another;

nput events, including data inputs and control inputs, which cause transitions fron
her; and

from transitions from one state to another;

h) specification of the source code for the softwaré.or firmware;

i) specificjtion of attestation standards beinget by the module;

j)  foradm
1) the
app

nistrator guidance, specificatian of:

administrative functions,~Security events, security parameters (and paramete

crypto officer;

2) pro

3) assl

edures on how(tg administer the cryptographic module in a secure manner; and

cryptographi¢ module.

k) for non-

1) the

hdministrator guidance, specification of:

e, annotated
odule;

HDL listings,

tion of the FSM (or equivalent) using a state transition diagram and state transition table which

one state to

butput events, including internal module conditions, data outputs, and status outputs, resulting

r values, as

Fopriate), physical ports;’and logical interfaces of the cryptographic module avajilable to the

mptions ¢pegarding user behaviour that is relevant to the secure operation of the

pproved security runctions, pnysical ports, and loglcal Interraces avdliable to tne

cryptographic module; and

2) all user responsibilities necessary for the secure operation of the module.

users of the

The following additional cryptographic module specifications shall [ASA.20] be documented for security
levels 2, 3 and 4:

1) specification of a functional specification that informally describes the cryptographic module, the
functionality of the cryptographic module, the external physical ports and logical interfaces of the
cryptographic module, and the purpose of the physical ports and logical interfaces; and

m) specification of the procedures for maintaining security while distributing and delivering versions of a
cryptographic module to authorized operators.
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