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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission) form
the specialized system for worldwide standardization. National bodies that are members of ISO or IEC participate in the
development of International Standards through technical committees established by the respective organization to deal
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7.8: The requirement [08.04] is corrected;
7.9.1: The requirement [09.04] is corrected;
7.9.7: The requirement [09.37] is corrected;
7.10.2.2: The requirement [10.17] is corrected;

7.11.5: The requirement [11.26] is corrected;

711.7: ThJa requirement [11.35] is corrected;

7.11.9: The requirement [11.38] is corrected;
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Introduction

In Information Technology there is an ever-increasing need to use cryptographic mechanisms such as the protection of
data against unauthorised disclosure or manipulation, for entity authentication and for non-repudiation. The security and
reliability of such mechanisms are directly dependent on the cryptographic modules in which they are implemented.

This International Standard provides for four increasing, qualitative levels of security requirementspintgnded to cover a
wide range of gotential applications and environments. The cryptographic techniques are identical.over|the four security
levels. The segurity requirements cover areas relative to the design and implementation of-a.'cryptographic module.
These areas |nclude cryptographic module specification; cryptographic module interfaces; roled, services, and
authentication; |software/firmware security; operational environment; physical security; non-invasive sgcurity; sensitive
security parameéter management; self-tests; life-cycle assurance; and mitigation of other attacks.

The overall sequrity rating of a cryptographic module must be chosen to provide.a.evel of security appropriate for the
security requirgments of the application and environment in which the moddlé‘is to be utilised and|for the security
services that the module is to provide. The responsible authority in each organization should ensure that their computer
and telecommunication systems that utilise cryptographic modules provide.an acceptable level of security for the given
application and environment. Since each authority is responsible for setecting which approved secutlity functions are
appropriate for|a given application, compliance with this International"Standard does not imply either full interoperability
or mutual acceptance of compliant products. The importance of security awareness and of making information security a
management priority should be communicated to all concerned.

Information sedurity requirements vary for different applications; organizations should identify their information resources
and determine|the sensitivity to and the potential impact of a loss by implementing appropriate coptrols. Controls
include, but arg not limited to:

— physical and environmental controls;
— access cofptrols;

— software development;

— backup angl contingency plans; and

— information) and data controls.

These controls| areconly as effective as the administration of appropriate security policies and procedures within the
operational envirapment.

viii © ISO/IEC 2012 — All rights reserved
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Information technology — Security techniques — Security
requirements for cryptographic modules

1 Scope

This |
within p security system protecting sensitive information in computer and telecommunication
systenps. This International Standard defines four security levels for cryptographic modules.to
provide for a wide spectrum of data sensitivity (e.g. low value administrative data, million dollar
funds fransfers, life protecting data, personal identity information, and sensitive information usefl by
goverriment) and a diversity of application environments (e.g. a guarded facility, an'\office,
removable media, and a completely unprotected location). This International Standard specifieq four
securify levels for each of 11 requirement areas with each security level incréasing security ovefr the
preceding level.

This International Standard specifies security requirements specified-intended to maintain the
securiy provided by a cryptographic module and compliance to this International Standard is n¢
sufficignt to ensure that a particular module is secure or that the security provided by the modulg is
sufficient and acceptable to the owner of the information that is*being protected.

—

2 Normative references

The following referenced documents are indispensable for the application of this document. For
dated feferences, only the edition cited applies;\For undated references, the latest edition of the
referemced document (including any amendments) applies.

The dgcuments listed in ISO/IEC 19790.Annexes C, D, E and F Information technology — Secufity
techniques — Security requirementsfor cryptographic modules.

3 Terms and definitions

For thg purposes of this' International Standard, the following terms and definitions apply.

3.1
access control list
ACL
list of Termissions to grant access to an object

3.2

administrator guidance

written material that is used by the Crypto Officer and/or other administrative roles for the correct
configuration, maintenance, and administration of the cryptographic module

3.3
automated
without manual intervention or input (e.g. electronic means such as through a computer network)

© ISO/IEC 2012 - All rights reserved 1
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3.4

approval authority
any national or international organisation/authority mandated to approve and/or evaluate security functions

NOTE

An approval authority in the context of this definition evaluates and approves security functions based on their

cryptographic or mathematical merits but is not the testing entity which would test for conformance to this International Standard.

3.5

approved data authentication technique
approved method that may include the use of a digital signature, message authentication code or keyed hash (e.g.

HMAC)

3.6
approved inte
approved hash

3.7
approved mod
set of services
non-security re

NOTE 1 Not t
NOTE 2  Non-
3.8
approved secl
security functio
3.9

asymmetric cri
cryptographic t
private transfor

NOTE The
the private transf

3.10
biometric

jrity technique
message authentication code or a digital signature algorithm

e of operation
which includes at least one service that utilises an approved security.function or process
evant services

b be confused with a specific mode of an approved security function, e.g. Cipher Block Chaining (C
approved security functions or processes are excluded.

rity function
h (e.g. cryptographic algorithm) that is refereriéed in Annex C

yptographic technique
bchnique that uses two related transformations; a public transformation (defined by the
mation (defined by the privatekey).

wo transformations have the_property that, given the public transformation, it is computationally i
brmation in a given limited time and with given computational resources.

and can include

BC) mode

ublic key) and a

hfeasible to derive

measurable, physical characteristic or personal behavioral trait used to recognise the identity, or verify the claimed

identity, of an o

3.11
bypass capab

perator

ity

ability of a serv

3.12
certificate

ce 10 partally or wholly circumvent a cryptographic tunction

entity's data rendered unforgeable with the private or secret key of a certification authority

NOTE

3.13
compromise

Not to be confused with a modules validation certificate issued by a validation authority

unauthorised disclosure, modification, substitution, or use of critical security parameters or the unauthorised modification
or substitution of public security parameters

© ISO/IEC 2012 — All rights reserved
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3.14
conditional se
test performed

3.15

ISO/IEC

If-test
by a cryptographic module when the conditions specified for the test occur

confidentiality

property that in

3.16
configuration
CMS

management (¢

documentation

3.17
control inform
information tha

3.18

critical securit]

CSP

security related

EXAMPLE
anchors
NOTE AC

3.19
crypto officer

role taken by 3

module in orde

3.20
cryptographic

well-defined co

an output

3.21
cryptographic

explicitly define

components) o

3.22
cryptographic

g

93

formation is not made available or disclosed to unauthorised entities

management system

19790:2012(E)

f security features and assurances through control of changes made to hardwar
of a cryptographic module

fation
is entered into a cryptographic module for the purposes of directing the operation of the

y parameter

information whose disclosure or modification can compromise the security of a cryptogrg

P can be plaintext or encrypted.

n individual or a process (i.e. subjéect) acting on behalf of an individual that accesses
to perform cryptographic initialisation or management functions of a cryptographic modu

algorithm
Mmputational procedure that takes variable inputs, which may include cryptographic key

boundary.
d periméter that establishes the boundary of all components (i.e. set of hardware, soft
the cryptographic module

b

&l

software and

module

phic module

Secret and private cryptographic keys, authentication data) such as passwords, PINs, certificates or other trust

a cryptographic
le

5, and produces

vare or firmware

hash function

computationally efficient function mapping binary strings of arbitrary length to binary strings of fixed length, such that it is
computationally infeasible to find two distinct values that hash into a common value

3.23
cryptographic
key
sequence of syl

EXAMPLE

© ISO/IEC 2

key

mbols that controls the operation of a cryptographic transformation

A cryptographic transformation can include but not limited to encipherment, decipherment, cryptographic check
function computation, signature generation, or signature verification.
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3.24

cryptographic key component

key component

parameter used in conjunction with other key components in an approved security function to form a plaintext CSP or
perform a cryptographic function

3.25
cryptographic module

module

set of hardware, software, and/or firmware that implements security functions and are contained within the cryptographic
boundary

3.26
cryptographic|module security policy
security policy
precise specifigation of the security rules under which a cryptographic module shall operate, including fhe rules derived
from the requirgments of this International Standard and additional rules imposed by the module or validation authority

NOTE See Annex B

3.27
data path
physical or logi¢al route over which data passes

NOTE A physical data path can be shared by multiple logical data paths.

3.28
degraded opefation
operation wherg a subset of the entire set of algorithms, security functions, services or processes are|available and/or
configurable as| a result of reconfiguration from an error state

3.29
differential power analysis
DPA
analysis of the|variations of the electrical.power consumption of a cryptographic module, for the purppse of extracting
information corfelated to cryptographic operation

3.30
digital signatufe
data appended|to, or a cryptographic transformation of a data unit that allows the recipient of the data unit to prove the
origin and integrity of thé data unit and protect against forgery (e.g. by the recipient)

3.31
direct entry
entry of a SSP or key component into a cryptographic module, using a device such as a keyboard

3.32
disjoint signature
one or more signatures which together represent an entire set of code

3.33

electromagnetic emanations

EME

intelligence-bearing signal, which, if intercepted and analyzed, potentially discloses the information that is transmitted,
received, handled, or otherwise processed by any information-processing equipment
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3.34

ISO/IEC

electronic entry
entry of SSPs or key components into a cryptographic module using electronic methods

NOTE

3.35

The operator of the key can have no knowledge of the value of the key being entered.

encompassing signature
single signature for an entire set of code

19790:2012(E)

3.36
encrypted key
cryptographic K
protected

3.37
entity
person, group,

3.38
entropy
measure of the

NOTE
of X.

The

3.39
environmenta
EFP
use of feature
conditions outs

3.40
environmenta
EFT
use of specifig
compromised b

3.41
error detectior
EDC
value compute
unintentional ck

ey that has been encrypted using an approved security function with a key encryption

[device or process

disorder, randomness or variability in a closed system

bntropy of a random variable X is a mathematical measurg. of the amount of information provided

failure protection
5 to protect against a compromise of“the security of a cryptographic module due f
de of the module's normal operating\range

failure testing

methods to provideyreasonable assurance that the security of a cryptographic mo
y environmental cenditions outside of the module's normal operating range

code

d from—data and comprised of redundant bits of information designed to detect,
anges’in the data

key. Considered

by an observation

b environmental

dule will not be

but not correct,

3.42
executable for

m

form of the code in which the software or firmware is managed and controlled completely by the operational environment
of the module and does not require compilation (e.g. no source code, object code or just-in-time compiled code)

3.43

fault induction

technique to induce operating behaviour changes in hardware by the application of transient voltages, radiation, laser or
clock skewing techniques
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3.44
finite state mo
FSM

del

mathematical model of a sequential machine that is comprised of a finite set of input events, a finite set of output events,
a finite set of states, a function that maps states and input to output, a function that maps states and inputs to states (a

state transition

3.45
firmware

function), and a specification that describes the initial state

executable code of a cryptographic module that is stored in hardware within the cryptographic boundary and cannot be

dynamically wr
EXAMPLE

3.46
firmware mod
module that is

3.47

functional spe
high-level desc
cryptographic n

3.48

tten or modified during execution while operating in a non-modifiable or limited operation

Storage hardware can include but not limited to PROM, EEPROM, FLASH, solid state memory, ha

e
omposed solely of firmware

cification
ription of the ports and interfaces visible to the operator and high-level description of the
hodule

functional tesfing

testing of the ci

3.49

hard / hardneg
relative resista
durable

NOTE The
3.50
hardware
physical equipn

3.51

yptographic module functionality as defined by, theé functional specification

s
nce of a metal or other material to denting, scratching, or bending; physically toughen

elative resistances of the materialito be penetrated by another object.

nent/components within the cryptographic boundary used to process programs and data

hardware module

module compo

3.52

bed primarily of hardware, which may also contain firmware

bl environment

rd drives, etc

behaviour of the

ed; rugged, and

hardware module'interface

HMI

total set of commands used to request the services of the hardware module, including parameters that enter or leave the
module’s cryptographic boundary as part of the requested service

3.53
hash value

output of a cryptographic hash function
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3.54

hybrid module

module whose cryptographic boundary delimits the composite of a software or firmware component and a disjoint
hardware component

3.55

hybrid firmware module interface

HFMI

total set of commands used to request the services of the hybrid firmware module, including parameters that enter or
leave the module’s cryptographic boundary as part of the requested service

3.56
hybrid softwale module interface
HSMI
total set of comyqmands used to request the services of the hybrid software module, including parameters that enter or
leave the module’s cryptographic boundary as part of the requested service

3.57

input data
information thaf is entered into a cryptographic module may be used for the purposes of transformatiop or computation
using an approyed security function

3.58
integrity
property that dgta has not been modified or deleted in an unauthorised and undetected manner

3.59
interface
logical entry or fexit point of a cryptographic module that provides access to the module for logical informption flows

3.60
ISO/IEC adoptkd
security functioh that is either:

— specified in an ISO/IEC standard, or

— adopted/recommended in ar ISO/IEC standard and specified either in an annex of the ISO/IEC [|standard or in a
document feferenced by the JSO/IEC standard

3.61

key agreemen
SSP establishmient procedure where the resultant key is a function of information by two or more participants, so that no
party can predgtetmine the value of the key independently of the other party’s contribution using automgted methods

3.62

key encryption key

KEK

cryptographic key that is used for the encryption or decryption of other keys

3.63

key loader

self-contained device that is capable of storing at least one plaintext or encrypted SSP or key component that can be
transferred, upon request, into a cryptographic module

NOTE The use of a key loader requires human manipulation.
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3.64

key management

administration and use of the generation, registration, certification, deregistration, distribution, installation, storage,
archiving, revocation, derivation and destruction of keying material in accordance with a security policy

3.65
key transport
process of transferring a key from one entity to another entity using automated methods

3.66

limited operational environment
operational enyironment that is designed to accept only controlled firmware changes that succegsfully pass the
software/firmware load test

3.67
low-level testing
testing of the individual components or group of components of the cryptographic module and their phyysical ports and
logical interfacgs

3.68
maintenance rple
role assumed tp perform physical maintenance and/or logical maintenance services

EXAMPLE Maintenance services can include but not limited to hardware)and/or software diagnostics.

3.69
manual
requiring human operator manipulation

3.70
message authentication code
MAC
cryptographic ghecksum on data that uses alsymmetric key to detect both accidental and intentional|modifications of
data

EXAMPLE A Hash Based Messagé Authentication Code
3.71
microcode

processor instrlictions that correspond to an executable program instruction

EXAMPLE Assenibler code

3.72
minimum entropy
lower bound of entropy that is useful in determining a worst-case estimate of sample entropy

3.73

modifiable operational environment

operational environment that is designed to accept functional changes that may contain non-controlled software (i.e.
untrusted)

3.74

multi-factor authentication
authentication with at least two independent authentication factors
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NOTE 1

NOTE 2

3.75

ISO/IEC

multiple-chip embedded cryptographic module
physical embodiment in which two or more integrated circuit chips are interconnected and are embedded within an
enclosure or a product that may not be physically protected

EXAMPLE

Adapters and expansion boards

19790:2012(E)

An authentication factor is a piece of information and process used to authenticate or verify the identity of an entity.

Independent authentication factor categories are: something you know, something you have, and something you are.

3.76

multiple-chip s
physical embo
physically prots

EXAMPLE

3.77

non-administr
written materia
an approved m

NOTE The
and procedures f

3.78
non-invasive 4
attack that can
cryptographic b
NOTE Ana
3.79

non-modifiabl
operational env

3.80
non-security r
implemented in

3.81
normal operat
operation wher

tandalone cryptographic module
Jiment in which two or more integrated circuit chips are interconnected and: the en
cted

Encrypting routers or secure radios

htor guidance

that is used by the user and/or other non-administrative rolesfor operating the cryptog
bde of operation

hon-administrator guidance describes the security functionsyof the cryptographic module and cq

or the secure use of the cryptographic module, includingdnstructions, guidelines, and warnings.

ttack
be performed on a cryptographic module® without direct physical contact with compg
oundary of the module

tack that does not alter or change the-state of the cryptographic module.

b operational environment
ironment that is designed to not accept firmware changes

blevant
a manner te'not interfere or compromise the approved secure operation of the cryptogra

on
bthie’entire set of algorithms, security functions, services or processes are available and

ire enclosure is

raphic module in

ntains information

nents within the

phic module

pr configurable

3.82
opaque

impenetrable by light (i.e. light within the visible spectrum of wavelength range of 400nm to 750nm); neither transparent

nor translucent

3.83
operational en

within the visible spectrum

vironment

set of all software and hardware consisting of an operating system and hardware platform required for the module to
operate securely
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3.84

operational state
state where services or functions can be requested by an operator and the data results output from the cryptographic
module’s data output interface

3.85
operator

individual or a process (subject) operating on behalf of the individual, authorised to assume one or more roles

3.86

output data
information or d

3.87
passivation
effect of a read
include means
EXAMPLE
NOTE Pasg

3.88

password
string of charad
EXAMPLE

3.89

omputed results produced by a cryptographic module

tive process in semiconductor junctions, surfaces or components and integrated circui
pf detection and protection

Silicon dioxide or phosphorus glass

ivation can modify the behaviour of the circuit. Passivation material is’technology dependant.

ters used to authenticate an identity or to verify access authorisation

Letters, numbers, and other symbols

personal identification number

PIN
numeric code \

3.90
physical prote
safeguarding o

3.91

plaintext key
unencrypted c¢
unprotected

3.92

sed to authenticate an identity

ction
a cryptographic module; CSPs and PSPs using physical means

yptographiCLkey or a cryptographic key obfuscated by non-approved methods whid

port

physical/logical

3.93

input or output point of a cryptographic module that provides access to the module

pre-operational self-test
test performed by a cryptographic module between the time a cryptographic module is powered on or instantiated (after
being powered off, reset, rebooted, cold-start, power interruption, etc.) and transitions to the operational state

3.94
private key

key of an entity's asymmetric key pair, which should only be used by that entity

10

s constructed to

h is considered
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asymmetric encipherment system the private key defines the decipherment transformation.

3.95

production-grade
product, component or software that has been tested to meet operational specifications

3.96
public key

key of an entity's asymmetric key pair, which can be made public

NOTE 1 In th
asymmetric enci
necessarily globa

NOTE 2 For t

3.97
public key cer
public key infor|

3.98
public key (as
cryptographic g

NOTE The

3.99
public security
PSP
security related

EXAMPLE
associated with &

NOTE A PS

3.100
random bit ge
RBG
device or algori

3.101
removable co

p case of an asymmetric signature system the public key defines the verification transformation’
pherment system the public key defines the encipherment transformation. A key that is_‘publ
lly available. The key can only be available to all members of a pre-specified group.

he purposes of this International Standard, public keys are not considered CSPs.

ificate

mmetric) cryptographic algorithm
Igorithm that uses two related keys, a public key and a-private key

wo keys have the property that deriving the private key.from the public key is computationally infeg

parameter
public information whose modification-can compromise the security of a cryptographic m

Public cryptographic keys, public key certificates, self-signed certificates, trust anchors, ong
counter and internally held date”and time

P is considered protected if it cannot be modified or if its modification can be determined by the mg

herator

er

daraacina

physical mea

cryptographic module

3.102
role

In the case of an asymmetric signature system the private key defines the signature transformation. In the case of an

In the case of an
cly known' is not

mation of an entity signed by an appropriate certification authority~and thereby rendered dinforgeable

sible.

odule

e time passwords

dule.

thm that outputs a sequence of bits that appears to be statistically independent and unbiased

contents of a

security attribute associated to a user defining the user access rights or limitations to services of a cryptographic module

NOTE

one or more roles.

© ISO/IEC 2012 — All rights reserved
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role-based access control

RBAC

permissions attributed to a role granting access to an object

3.104

runtime environment
virtual machine state which provides software services for processes or programs while a computer is running

NOTE

objective of "plat

3.105
secret key

orm independent” programming.

cryptographic Key, used with a secret key cryptographic algorithm that is uniquely associated, with one|

and should not

3.106
security funct

cryptographic algorithms together with modes of operation, such as block( cCiphers, stream ciphern

asymmetric ke|
generators, ent
authority

NOTE See

3.107
seed key
secret value us

3.108
self-test
pre-operational

3.109
sensitive data
data that, in us

3.110

be made public

on

y algorithms, message authentication codes, hash functions;)or other security functi

ity authentication and SSP generation and establishment all approved either by ISO/IE

Annex C

Ed to initialise a random bit generator

or conditional test executed by.the cryptographic module

Br's view, requires protection

sensitive security parameters

SSP
critical security

parameters (CSP) and public security parameters (PSP)

3.111

service

It can pertain to the operating system itself, or the software that runs beneath it. The primary purpose is to accomplish the

or more entities

5, symmetric or
pns, random bit
C or an approval

any externally operator invoked operation and/or function that can be performed by a cryptographic module

3.112
service input

all data or control information utilised by the cryptographic module that initiates or obtains specific operations or

functions

3.113
service output

all data and status information that results from operations or functions initiated or obtained by service input

12
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simple power analysis

SPA

19790:2012(E)

direct (primarily visual) analysis of patterns of instruction execution (or execution of individual instructions), in relation to
the electrical power consumption of a cryptographic module, for the purpose of extracting information correlated to a
cryptographic operation

3.115

single-chip cryptographic module
physical embodiment in which a single integrated circuit (IC) chip may be used as a standalone device or may be

embedded with|
EXAMPLE
3.116

software
executable cod
modified during

EXAMPLE

3.117

in an enclosure or a product that may not be physically protected

Single integrated circuit (IC) chips or smart cards with a single IC chip

e of a cryptographic module that is stored on erasable media which can be dynami
execution while operating in a modifiable operational environment

Erasable media can include but not limited to solid state memory, hard(drives, etc.

software modile

module that is ¢

3.118
software/firmw

omposed solely of software

are load test

set of tests pg¢rformed on software or firmware whichyhas to pass successfully before it can be

cryptographic n

nodule

cally written and

executed by a

NOTE Not gpplicable if the software or firmware is a.complete image replacement and executed only after modlule power cycling

3.119
software/firmy
SFMI
set of comman|
leave the mody

3.120

split knowledg
process by wh
original key, th
combined to re

are module interface

le’s cryptographic boundary as part of the requested service

e

ch a cryptographic key is split into multiple key components, individually sharing no K
at can-be subsequently input into, or output from, a cryptographic module by sepa
Create-the original cryptographic key

ds used to request the services of the software or firmware module, including parameters that enter or

howledge of the
ate entities and

NOTE All or a subset of the components can be required to perform the combination.

3.121

SSP establishment

process of mak

NOTE SSP

ing available a shared SSP to one or more entities

establishment includes SSP agreement, SSP transport and SSP entry or output.

© ISO/IEC 2012 — All rights reserved
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3.122

status information
information that is output from a cryptographic module for the purposes of indicating certain operational characteristics

or states of the

3.123
strong

module

not easily defeated, having strength or power greater than average or expected, able to withstand attack or solidly built

3.124

symmetric cry
cryptographic t

3.125

tamper detect
automatic dete
module

3.126
tamper eviden
observable indi

3.127
tamper respor
automatic actio

3.128
trust anchor

ptographic technique
pchnique that uses the same secret key for both the encryption and the decryption transf

on

'mination by a cryptographic module that an attempt has been made to compromise th

ce

se
h taken by a cryptographic module when tamper detection has occurred

trusted informgtion, which includes a public key algorithm, a public key value, an issuer name, and

parameters
EXAMPLE

NOTE Atru
3.129

trusted chann
trusted and saf
communicate u

NOTE A trus
processes or oth
endpoint.

Other parameters can include but not.limited to a validity period
5t anchor can be provided inthe.form of a self-signed certificate.
b|
e communication link established between the cryptographic module and a sender or reg

nprotected plaintext CSPs, key components and authentication data

ted chanhel protects against eavesdropping, as well as physical or logical tampering by unwanted
er devices, between the module’s defined input or output ports and along the communication linK

brmations

e security of the

cation that an attempt has been made to compromise the security of a cryptographic moglule

optionally, other

eiver to securely

operators/entities,
with the intended

3.130
user

role taken by an individual or process (i.e. subject) acting on behalf of an individual that accesses a cryptographic
module in order to obtain cryptographic services

3.131
validated

assurance of tested conformance by a validation authority

14
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3.132
validation authority
entity that will validate the testing results for conformance to this International Standard

3.133
vendor
entity, group or association that submits the cryptographic module for testing and validation

NOTE The vendor has access to all relevant documentation and design evidence regardless if they did or did not design or
develop the cryptographic module.

3.134
zeroisation
method of destfuction of stored data and unprotected SSPs to prevent retrieval and reuse

4 Abbreviated terms

For the purposgs of this document, the following abbreviated terms apply.

API Application Program Interface

CBC Cipher Block Chaining

CCM Counter with Cipher block chaining-Message authentication code
ECB Electronic Codebook

HDL Hardware Description Language

IC Integrated Circuit

PROM Programmable Read-Only Memory

RAM Random Access Memory

URL Uniform Resource LLocator

5 Cryptogtaphic module security levels

The following slibclauses provide an overview of the four security levels. Common examples, given to illustrate how the
requirements might be met, are not intended to be restrictive or exhaustive. Within this document,| references to a
module shall be interpreted as a cryptographic module. The cryptographic techniques are identical over the four security
levels. Each security level levies increasing levels of security requirements for the protection of the module itself (e.g.
access and knowledge of internal components and operation) and SSPs contained and controlled within the module.
Each security requirement is identified by a shall [xx.yy] where xx indicates the clause and yy is a numeric index within
the clause.

5.1 Security Level 1
Security Level 1 provides a baseline level of security. Basic security requirements are specified for a cryptographic

module (e.g. at least one approved security function or approved sensitive security parameter establishment method
shall be used). Software or firmware modules may operate in a non-modifiable, limited or modifiable operating
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environment. No specific physical security mechanisms are required in a Security Level 1 hardware cryptographic
module beyond the basic requirement for production-grade components. Non-invasive mitigation methods or mitigation
of other attacks which are implemented are documented. Examples of a Security Level 1 cryptographic module is a
hardware encryption board found in a personal computer (PC) or a cryptographic toolkit executing in a handheld device
or general purpose computer.

Such implementations are ideally appropriate for security applications where controls, such as physical security, network
security, and administrative procedures are provided outside of the module but within the environment which it is to be
deployed. For example, the implementation of Security Level 1 cryptographic module may be more cost-effective in
such environments than corresponding modules at higher assurance levels which provide greater security of the

modules SSPs
attention to the

5.2 Security
Security Level
evidence, whic
doors.

Tamper-eviden
access to SSH

enabling organizations to select alternative cryptographic solutions to meet security req
environment the module is operating is crucial in providing overall security.

Level 2

P enhances the physical security mechanisms of Security Level 1 by adding the require
h includes the use of tamper-evident coatings or seals or pick-resistant locks on rem

[ coatings or seals are placed on a module so that the coating.-or’ seal must be broken f

Llirements where

ment for tamper-
pvable covers or

0 attain physical
ers or doors to

s within the module. Tamper-evident seals or pick-resistant’locks are placed on co
protect against|unauthorised physical access.
Security Level R requires role-based authentication in which a cryptegraphic module authenticates thel authorisation of

an operator to assume a specific role and perform a corresponding set of services.

Security Level
role-based acc
groups and ag
assigning each
reading of cryp

P allows a software cryptographic module to’be executed in a modifiable environment|that implements
ess controls or, at the minimum, a discretionary access control with robust mechanism| of defining new
signing restrictive permissions through®access control lists (e.g. ACLs), and with the capability of

user to more than one group, and“that protects against unauthorised execution, modification, and
ographic software.

5.3 Security Level 3

In addition to the tamper-evident physical security mechanisms required at Security Level 2, Security
additional requjrements to mitigate the unauthorised access to SSPs held within the cryptographic m
security mechahisms required at Security Level 3 are intended to have a high probability of detecting a
attempts at dirgct physical acgess, use or modification of the cryptographic module and probing through|ventilation holes
or slits. The physical security’ mechanisms may include the use of strong enclosures and tamper detection/response
circuitry that zefoise all CSPs when the removable covers/doors of the cryptographic module are openedl.

_evel 3 provides
odule. Physical
nd responding to

Security Level B requires identity-based authentication mechanisms, enhancing the security provided Hy the role-based
authentication mechanisms specified for Security Level 2. A cryptographic module authenticates the identity of an
operator and verifies that the identified operator is authorised to assume a specific role and perform a corresponding set
of services.

Security Level 3 requires manually established plaintext CSPs to be encrypted, utilise a trusted channel or use a split
knowledge procedure for entry or output.

Security Level 3 also protects a cryptographic module against a security compromise due to environmental conditions
outside of the module's normal operating ranges for voltage and temperature. Intentional excursions beyond the normal
operating ranges may be used by an attacker to thwart a cryptographic module's defences. A cryptographic module is
required to either include special environmental protection features designed to detect when the voltage and
temperature boundaries are exceeded and zeroise CSPs, or to undergo rigorous environmental failure testing to provide
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a reasonable assurance that the module will not be affected when outside of the normal operating range in a manner
that can compromise the security of the module.

Non-invasive mitigation methods specified in 7.8 which are implemented in the module are tested at Security Level 3

metrics.

Security Level 3 is not offered in all clauses of this International Standard for software cryptographic modules, therefore,
the overall highest security level achievable by software cryptographic module is limited to Security Level 2.

Security Level 3 modules require additional life-cycle assurances, such as automated configuration management,

detailed design

5.4 Security

Security Level
appropriate seq

At Security L
cryptographic n

SSPs are contgined in the module whether external power is applied or not_~Penetration of the crypt

enclosure from
unprotected S
environments.

Security Level
requires two of

something

something

— a physical
At Security LeV
detect voltage
the module wil

security of the module.

Non-invasive njitigation methods specified in 7.8 which are implemented in the module are tested at

metrics.

Security Level

Level 4

4 provides the highest level of security defined in this International Standard.“This leve
urity features of the lower levels, as well as extended features.

vel 4, the physical security mechanisms provide a complete‘€nvelope of protec
nodule with the intent of detecting and responding to all unauthorised attempts at physi

any direction has a very high probability of being detected, resulting in the immediate
BPs.  Security Level 4 cryptographic modules are ,useful for operation in physic

4 introduces the multi-factor authentication requirement for operator authentication. A

the following three attributes:

known, such as a secret password,

possessed, such as a physical key.ortoken,

property, such as a biometric:

el 4 a cryptographic modulé is required to include special environmental protection feat

not be affected when outside of the normal operating range in a manner that can

L is' not offered in all clauses of this International Standard for software cryptographic mg

the overall max

low-level testing, and operator authentication using vendor-provided authentication infofmation.

includes all the

ion around the
cal access when
bgraphic module
reroisation of all
Ally unprotected

A\t minimum, this

ires designed to

and temperature boundaries and zeroise all unprotected SSPs to provide a reasonablé assurance that

compromise the

Security Level 4

dules, therefore,

imOm security level achievable by software cryptographic modules is limited to Security |

evel 2.

The design of a Security Level 4 module is verified by the correspondence between both pre- and post-state conditions
and the functional specification.

6 Functional security objectives

The security requirements specified in this International Standard relate to the secure design and implementation of a
cryptographic module. The security requirements start with a baseline level of security objectives with increasing levels
of security objectives. The requirements are derived from the following high-level functional security objectives for a
cryptographic module to:
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protectac

employ and correctly implement the approved security functions for the protection of sensitive information;

ryptographic module from unauthorised operation or use;

prevent the unauthorised disclosure of the contents of the cryptographic module, including CSPs;

prevent the unauthorised and undetected modification of the cryptographic module and cryptographic algorithms,

including the unauthorised modification, substitution, insertion, and deletion of SSPs;

provide in
ensure tha
detect erro

ensure the|

7 Security]

7.1 General
This clause spq
to this Internat
cryptographic 1
services, and

security; sensit

Table 1 summ3

A cryptographi
cryptographic n
security with ¢
receive a rating
areas that don
receive a rating

In addition to r
overall security
the areas.

Many of the se
summarised in
specifications, |

ications of the apnerational state of the cruntoaranhic module:
™ P2 i~ Ml o Y

I the cryptographic module performs properly when operating in an approved mode ef opgration;

rs in the operation of the module and to prevent the compromise of SSPs resuiting from these errors; and

proper design, distribution and implementation of the cryptographic module:

requirements

cifies the security requirements that shall [01.01] besatisfied by the cryptographic mod
onal Standard. The security requirements cover. areas related to the design and imp
hodule. These areas include cryptographic module specification; cryptographic module
authentication; software/firmware security; Coperational environment; physical secur
ve security parameter management; self-tests; life-cycle assurance; and mitigation of otH

ule's compliance
ementation of a
nterfaces; roles,
ty; non-invasive
er attacks.

rises the security requirements in each’of these areas.

L module shall [01.02] be tested-against the requirements of each area addressed in
nodule shall [01.03] be independently rated in each area. Several areas provide for ingreasing levels of
imulative security requiréments for each security level. In these areas, the cryptographic module will
that reflects the highest-security level for which the module fulfils all of the requirementg of that area. In
pt provide for differentilevels of security (i.e. standard set of requirements), the cryptogrgphic module will
commensurate with/the overall rating.

bceiving indépendent ratings for each of the security areas, a cryptographic module wil| also receive an
rating. Jhe overall security rating will indicate the minimum level of the independent ratings received in

Curity requirements of this International Standard include specific documentation requirenmpents that are
T i i i i i Is, design

ife-cycle documentation shall [01.04] be provided for a cryptographic module that is to undergo an

independent verification or evaluation scheme.

Annexes C, D,

E, and F provide references to approved security functions, approved sensitive security parameter

establishment methods, approved authentication mechanisms and non-invasive attack mitigation test methods.
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Security Level 1

Security Level 2

Security Level 3

Security Level 4

Cryptographic

Specification of cryptographic module, cryptographic boundary, approved security functions, and normal and
degraded modes of operation. Description of cryptographic module, including all hardware, software, and firmware

Module Specification | components. All services provide status information to indicate when the service utilises an approved cryptographic
algorithm, security function or process in an approved manner.
Cryptographic Required and optional interfaces. Specification of all Trusted channel.

Module Interf

pces

interfaces and of all input and output data paths.

Roles, Servic
Authenticatio

bs, and

Logical separation of
required and optional
roles and services.

Role-based or identity-
based operator
authentication.

Identity-based operator
authentication.

Multifactor| authentication.

Software/Firn

ware

Approved integrity
technique, or EDC based
integrity test. Defined

Approved digital
signature or keyed
message authentication

Approved digital signature based integrity|test.

Security SFMI, HFMI and HSMI. code- based integrity
test.
Executable code.
Non-Modifiable, Limited Modifiable.
or Modifiable.
Operational Role-based or

Environment

Control of SSPs.

discretionary atcess
control.
Audit mechanism.

Physical Secy

rity

Production-grade
components.

Tamper evidence.

Opaque covering or
enclosure.

Tamper detection and
response for covers and
doors. Strong enclosure
or coating. Protection
from direct probing. EFP
or EFT.

Tamper detgction and
response enyelope. EFP.
Fault injectign mitigation.

Non-Invasive
Security

Module is designed to mitigate against non-invasive attacks specified in Annex F.

Detcumentation and effectiveness of mitigation
techniques specified in Annex F.

Mitigation Testing.

Mitigation Testing.

Sensitive Sed

urity

Random bit generators, SSP generation, establishment, entry and output, storage and zeroisation.

Parameter Automated SSP transport or SSP agreement using approved methods.
Management
Manually established SSPs may be entered or output Manually established SSPs may be entered or output in
in plaintext form. either encrypted form, via a trusted channel or using split
knowledge procedures.
Pre-operational: software/firmware integrity, bypass, and critical functions test.
Self-Tests Conditional: cryptographic algorithm, pair-wise consistency, software/firmware loading, manual entry, conditional

bypass and critical functions test.

© ISO/IEC 2012 — All rights reserved
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Security Level 1 Security Level 2 Security Level 3 Security Level 4
Configuration management system for cryptographic Automated configuration management system.
Configuration | module, components, and documentation. Each
Management | uniquely identified and tracked throughout lifecycle.
Design Module designed to allow testing of all provided security related services.
FSM Finite state model.
® Dejelopment | Annotated source code, Software high-level language. Hardware high-level Documentatjon annotated
S schematics or HDL. descriptive language. with_pre- corpditions upon
; entry/into mgdule
2 components|and post-
% conditions ekpected to be
6 true when cgmponents is
5"_) completed.
=
festing Functional Testing. Low-level Testing.
Defivery and | Initialisation procedures. Delivery Procedures. Operator aufhentication
Operation using vendof provided
authenticatign information.
Guidance Administrator and non-administrator guidance.
Mitigation of ther Specification of mitigation of attacks for which no testable requirements are Specificatior] of mitigation of
attacks currently available. attacks with festable
requirements.

7.2 Cryptodraphic module specification

7.2.1 Cryptographic module specification general requirements
A cryptographi¢ module shalt\[02.01] be a set of hardware, software, firmware, or some combination {hereof, that at a
minimum, implg¢ments a dé€fined cryptographic service employing an approved cryptographic algorithm,|security function
or process and|contained within a defined cryptographic boundary.

The documentgtion ‘requirements specified in A.2.2 shall [02.02] be provided.

7.2.2 Types of cryptographic modules
A cryptographic module shall [02.03] be defined as one of the following module types:

— Hardware module is a module whose cryptographic boundary is specified at a hardware perimeter. Firmware
and/or software, which may also include an operating system, may be included within this hardware cryptographic
boundary.

— Software module is a module whose cryptographic boundary delimits the software exclusive component(s) (may
be one or multiple software components) that execute(s) in a modifiable operational environment. The computing
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platform and operating system of the operational environment which the software executes in are external to the
defined software module boundary.

Firmware module is a module whose cryptographic boundary delimits the firmware exclusive component(s) that

execute(s) in a limited or non-modifiable operational environment. The computing platform and operating system of
the operational environment which the firmware executes in are external to the defined firmware module boundary

but explicitl

y bound to the firmware module.

Hybrid Software module is a module whose cryptographic boundary delimits the composite of a software

component and a disjoint hardware component (i.e. the software component is not contained within the hardware

module bg
software e

Hybrid Fi
componen
module bg
firmware e
firmware m

For hardware 4
7.7 and 7.8 sh{

For software n
optional and th

For hybrid mod

7.2.3 Cryptographic boundary

7.2.3.1 Cryq
A cryptographi
firmware comp
of this Internati
the module’s ¢

relevant algorithms, security fungetions, processes and components of a cryptographic module (i.e.

within the sco
components m
processes or (
security functig
implemented in

undary). The computing platform and operating system of the operational environ
ecutes in are external to the defined hybrid software module boundary.

'mware module is a module whose cryptographic boundary delimits the (Composit
and a disjoint hardware component (i.e. the firmware component is not eontained wit
undary). The computing platform and operating system of the operational environ
kecutes in are external to the defined hybrid firmware module boundary but explicitly bo
odule.

111 [02.04] apply.

nodules executing in a modifiable environment, the physical security requirements f
b applicable non-invasive security requirements in 7-8\shall [02.05] apply.

ules, all applicable requirements of 7.5, 7.6, 7.7-and 7.8 shall [02.06] apply.

tographic boundary general requirements

C boundary shall [02.07] consist of an explicitly defined perimeter (i.e. set of hardw
bnents) that establishes thexboundary of all components of the cryptographic module. T
pnal Standard shall [02.08] apply to all algorithms, security functions, processes and co
yptographic boundary. The cryptographic boundary shall [02.09], at a minimum, encom

ment which the

b of a firmware

ent which the
nd to the hybrid

F the hardware

nd firmware modules, the applicable physical security and nen-invasive security requiements found in

bund in 7.7 are

are, software or
he requirements
mponents within
pass all security
becurity relevant

be of this Intermational Standard). Non-security relevant algorithms, security function
by be included. within the cryptographic boundary. Non-security relevant algorithms, s

ns, processes or components which are used in an approved mode of operation

The defined n4

S, processes or
curity functions,

omponents)may also be used in an approved mode of operation. Non-security reldvant algorithms,

hall [02.10] be

a manner to not interfere or compromise the approved operation of the cryptographic mgdule.

me-of a cryptographic module shall [02.11] be representative of the composition of the components

within the cryptographic boundary and not representative of a larger composition or product. The cryptographic module
shall [02.12] have, at minimum, specific versioning information representing the distinct individual hardware, software
and/or firmware components.

Hardware, software and/or firmware components within the cryptographic boundary may be excluded from the
requirements of this International Standard. The excluded hardware, software or firmware components shall [02.13] be
implemented in a manner to not interfere or compromise the approved secure operation of the cryptographic module.

The excluded h

© ISO/IEC 2

ardware, software or firmware shall [02.14] be specified (Annex A).
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7.2.3.2
The cryptograp

The set of

Definitions of cryptographic boundary

hic boundary of a hardware cryptographic module shall [02.15] delimit and identify:

hardware components which may include:

interconnecting physical wiring between components,

active

electrical components such as semi-integrated, custom-integrated or common-int

physical structures, including circuit boards, substrates or other mounting surfaces that provide the

egrated circuits,

proces
physiq
firmwa
other
The cryptograp
— The set of
— Theinstan

The cryptograp

The set of

The instan
The cryptograp

be the cq
componen

include the

In addition
software o

7.2.4 Modes

sors, memory, power supplies, converters, etc.

re, which may include an operating system,

components types not listed above.

hic boundary of a software cryptographic module shall [02.16]~delimit and identify:
executable file or files that constitute the cryptographic module; and

iation of the cryptographic module saved in memory and executed by one or more proce
hic boundary of a firmware cryptographic module shall [02.17] delimit and identify:
executable file or files that constitute the cryptographic module; and

iation of the cryptographic module saved in memory and executed by one or more proce

hic boundary of a hybrid cryptographic module shall [02.18]:

(s) boundary; and
collection of all ports*and interfaces from each component.

to the disjoint\software or firmware component(s), the hardware component can also in
firmware.

pf operations

al structures, such as enclosures, potting or encapsulation materials, connectors; and interfaces,

SSOrs.

SSOrs.

mposite of the module’s\hardware component boundary and the disjoint software or firmware

clude embedded

7.24.1 Mod

es of operations general requirements

The operator shall [02.19] be able to operate the module in an approved mode of operation. An approved mode of
operation shall [02.20] be defined as the set of services which include at least one service that utilises an approved
cryptographic algorithm, security function or process and those services or processes specified in 7.4.3.

Non-approved cryptographic algorithms, security functions, and processes or other services not specified in 7.4.3 shall
[02.21] not be utilised by the operator in an approved mode of operation unless the non-approved cryptographic
algorithm or security function is part of an approved process and is not security relevant to the approved processes
operation (e.g. a non-approved cryptographic algorithm or non-approved generated key may be used to obfuscate data

22
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or CSPs but the result is considered unprotected plaintext and provides no security relevant functionality until protected
with an approved cryptographic algorithm).

7.2.4.2

Normal operation

Normal operation is where the entire set of algorithms, security functions, services or processes are available and/or

configurable.

CSPs shall [02.22] be exclusive between approved and non- approved services and modes of operatlon (e.g. not shared

or accessed).
process withou

The module’s g
of operation (bq

All services sh
function or prog

7.2.4.3 Deg

A cryptographid
cryptographic n

the modulg
the mecha

all conditio
algorithm 2

services S
function, o

The cryptograp,
without failure
addition to all
module fails the

7.3 Cryptod

the zeroisation of the RBG seed as long as the seed cannot be accessed in the non-apj

ecurity policy shall [02.23] define the complete set of services that are provided for ea
th approved and non-approved).

pll [02.24] provide an indicator when the service utilises an approved eryptographic al
ess in an approved manner and those services or processes specifiedin 7.4.3.

aded operation

module may be designed to support degraded functionality.if the module enters the erro
nodule to operate in degraded operation, the following shal’[02.25] apply:

degraded ¢peration shall [02.26] be entered only after exiting\an error state;

shall [02.27] provide status information when re-configured and degraded operation en
hism or function that failed shall [02.28] beisolated;

nal algorithm self-tests shall [02.29} be performed prior to the first operational use of t
fter entering degraded operation;‘and

hall [02.30] provide an  ndicator if attempts are made to use a non-operational al
process.

hic module shall [02:31] remain in degraded operation until such time the cryptographi
Il pre-operational jself-tests successfully. The cryptographic module may perform certg
bre-operational self-tests, as part of the condition to exit the degraded operation. If t
pre-operational self-tests, the module shall not [02.32] enter degraded operation.

raphic module interfaces

urity function or
proved mode.

ch defined mode

jorithm, security

r state. For a

ered;

he cryptographic

jorithm, security

module passes
in diagnostics in
ne cryptographic

7.3.1 Cryptographic module interfaces general requirements

A cryptographic module shall [03.01] restrict all logical information flow to only those physical access points and logical
interfaces that are identified as entry and exit points to and from the cryptographic boundary of the module. The
cryptographic module logical interfaces shall [03.02] be distinct from each other although they may share one physical
port (e.g. input data may enter and output data may exit via the same port) or may be distributed over one or more
physical ports (e.g. input data may enter via both a serial and a parallel port). An Application Program Interface (API) of
a software component of a cryptographic module may be defined as one or more logical interface(s).

The documentation requirements specified in A.2.3 shall [03.03] be provided.
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7.3.2 Types of interfaces

Hardware Module Interface (HMI): The total set of interfaces used to request the services of the hardware module,

including parameters that enter or leave the module’s cryptographic boundary as part of the requested service.

part of the

Hybrid So
the servicd
cryptograp

7.3.3 Definiti

A cryptographi
perspective of 1
a) Data input
processed
another m
data input

Data outpt
the control
SSPs) shg
be inhibite
when the g

Control ing
manual co
shall [03.0

d) Control o4

S of the hybrld software or hybrld f|rmware module mcludmg parameters that enter orde:
hic boundary as part of the requested service.

bn of interfaces

C module shall [03.04] have the following five interfaces ("input" andMoutput" are in
he module):

interface. All data (except control data entered via the control ‘input interface) that
by a cryptographic module (including plaintext data, ciphertextydata, SSPs, and status
pdule) shall [03.05] enter via the "data input" interface. Data may be accepted by the mg
nterface while the module is performing self-tests (7.10).

t interface. All data (except status data output viad¢he“status output interface and contrg
output interface) that is output from a cryptographic module (including plaintext data, cip
[l [03.06] exit via the "data output" interface. AllMdata output via the “data output” interfg
j while performing manual entry, pre-operational self-tests, software/firmware loading arn
ryptographic module is in an error state.

ut interface. All input commands, signhals (e.g clock input), and control data (including f
ntrols such as switches, buttons, and keyboards) used to control the operation of a crypt
8] enter via the "control input” interface.

tout interface. All output commands, signals, and control data (e.g. control comm

module ) UWsed to control or indicate the state of operation of a cryptographic module shall [03

“control oy
cryptograp

Status ouft
and physi

tput” interface. All_Control output via the “control output” interface shall [03.10] be in
hic module is in an.error state unless exceptions are specified and documented in the se

but interface,JAll output signals, indicators (e.g. error indicator), and status data (includ
fal indicators such as visual (display, indicator lamps), audio (buzzer, tone, ring),

(vibration)

Status output may be either implicit or explicit.
Except for the memmmbe:

f)

interface.
cryptograp

used{osindicate the status of a cryptographic module shall [03.11] exit via the "status

Software or Firmware Module Interface (SFMI): The total set of interfaces used to request the services of the
software or the firmware module, including parameters that enter or leave the module’s cryptographic boundary as
requested service.

used to request
hve the module’s

licated from the

is input to and
information from
dule through the

| data output via
nertext data, and
ce shall [03.07]
d zeroisation; or

inction calls and
bgraphic module

hnds to another
.09] exit via the
hibited when the
Curity policy.

ng return codes
and mechanical
putput” interface.

Power interface. All external electrical power that is input to a cryptographic module shall [03.13] enter via a power

A power interface is not required when all power is provided or maintained internally within the

hic boundary of the cryptographic module (e.g. an internal battery).

The cryptographic module shall [03.14] distinguish between data, control information, and power for input, and data,
control information, status information, and power for output.

The cryptographic module specification shall [03.15],

information, including length restrictions for all variable length inputs.
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unambiguously, specify format of input data and control
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A trusted channel is a link established between the cryptographic module and a sender or receiver to securely
communicate unprotected plaintext CSPs, key components and authentication data. A trusted channel protects against
eavesdropping, as well as physical or logical tampering by unwanted operators/entities, processes or other devices,
between the module’s defined input or output ports and along the communication link with the intended sender or
receiver endpoint.

SECURITY LE

For Security Le

SECURITY LE

For Security Le

for the ftr

cryptographic module and the sender or receivers endpoint the cryptographi¢ module shall [03
trusted chgnnel;

the truste

communication link;

identity-ba
a status in

SECURITY LE

In addition to th
[03.22] be emp

7.4 Roles, S

7.4.1 Roles,

A cryptographig

A single operat

shall [04.02] in

An operator is

the physic
logical inte|

VELS 1 AND 2

vels 1 and 2, there are no requirements for a trusted channel.
VEL 3

vel 3,

nsmission of unprotected plaintext CSPs, key components andauthentication data between the

channel shall [03.17] prevent unauthorised modification; substitution, and discl

bl ports used for the trusted channel shall [03.18])be physically separated from all o
rfaces used for the trusted channel shall [03.19]-be logically separated from all other inte

sed authentication shall [03. 20] be employe@for all services utilising the trusted channe

licator shall [03.21] be provided when the trusted channel is in use.

VEL 4

loyed for all services utilising the trusted channel.
ervices, and authéntication

bervices, and authentication general requirements

module'shall [04.01] support authorised roles for operators and corresponding services
br mayassume multiple roles. If a cryptographic module supports concurrent operators,

ternally malntam the separation of the roles assumed by each operator and the corresp

JL6] implement a

bsure along the

her ports or the
rfaces;

;and

e requirements of Security.Lével 3, for Security Level 4 multi-factor identity-based authentication shall

within each role.
then the module
onding services.

are not modified,

disclosed, or substltuted e g. 7 show status self tests or otherserwces that do not affect the securlty of the module).

Authentication mechanisms may be required within a cryptographic module to authenticate an operator accessing the
module, and to verify that the operator is authorised to assume the requested role and perform the services within the

role.

The documentation requirements specified in A.2.4 shall [04.03] be provided.
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7.4.2 Roles

A cryptographic module shall [04.04], at a minimum, support a Crypto Officer Role. The Crypto Officer Role shall
[04.05] be assumed to perform cryptographic initialisation or management functions, and general security services (e.qg.
module initialisation, management of CSPs, PSPs, and audit functions).

A cryptographic module may support a User Role. If the cryptographic module supports a User Role, then the User Role
shall [04.06] be assumed to perform general security services, including cryptographic operations and other approved
security functions.

A cryptographi¢ module may support a Maintenance Role. The Maintenance Role is a role assumed during the physical
and/or logical npaintenance services (e.g. opening service covers, performing certain diagnostics such ag built in self-test
(BIST)). All unprotected SSPs shall [04.07] be zeroised when entering or exiting the Maintenance 'Role.

A cryptographi¢ module may support other roles or in addition to the roles specified above,

7.4.3 Service

(%)

7.4.3.1 Services general requirements

Services shall [[04.08] refer to all of the services, operations, or functions‘that can be performed by a fnodule. Service
inputs shall [04.09] consist of all data or control inputs to the module that-initiate or obtain specific services, operations,
or functions. Skrvice outputs shall [04.10] consist of all data outputs;*Control outputs, and status outputs that result from
services, operdtions, or functions initiated or obtained by servicelinputs. Each service input shall [(4.11] result in a
service output.

A cryptographi¢ module shall [04.12] provide the following-services to operators.
a) Show module’s versioning information. The cryptographic module shall [04.13] output the rame or module

identifier and the versioning information that.¢can be correlated with a validation record (e.g. hafdware, software
and/or firmware versioning information).

b) Show statys. The cryptographic module-shall [04.14] output current status. This may include the| output of status
indicators in response to a service request.

c) Perform splf-tests. The cryptographic module shall [04.15] initiate and run the pre-operatiopal self-tests as
specified i 7.10.2.

d) Perform approved secutrity functions. The cryptographic module shall [04.16] perform at leagt one approved
security fupction uséd in an approved mode of operation as specified in 7.2.

e) Perform zgroisation. The cryptographic module shall [04.17] perform zeroisation of the parametefs as specified in
7.9.7.

A cryptographic module may provide other services, operations, or functions, both approved, and non-approved, in
addition to the services specified above. Specific services may be provided in more than one role (e.g. key entry
services may be provided in the user role and the crypto officer role).

7.4.3.2 Bypass capability

Bypass capability is the ability of a service to partially or wholly circumvent a cryptographic function or process. If the
module can output a particular data or status item in a cryptographically protected form, or (as a result of module
configuration or operator intervention) can also output the item in a non-protected form, then a bypass capability shall
[04.18] be defined.
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If a cryptographic module implements a bypass capability, then:

a) the operator shall [04.19] assume an authorised role before configuring the bypass capability;

b) two independent internal actions shall [04.20] be required to activate the capability to prevent the inadvertent
bypass of plaintext data due to a single error. The two independent internal actions shall [04.21] modify software
and/or hardware behaviour that is dedicated to mediate the bypass capability (e.g. two different software or
hardware flags are set, one of which may be user-initiated); and

c) the module shall [04.22] show status to indicate whether the bypass capability:

1) s notlactivated, and the module is exclusively providing services with cryptographic processing (e.g. plaintext
data i§ encrypted); or

2) s activated and the module is exclusively providing services without cryptographic)processing (e.g. plaintext
data i not encrypted); or

3) s altgrnately activated and deactivated and the module is providing’,seme services with cryptographic
procegsing and some services without cryptographic processing (e.g. formodules with multiplé communication
channgls, plaintext data is or is not encrypted depending on each channel configuration).

7.4.3.3  Self{initiated cryptographic output capability

Self-initiated cr
approved secu
cryptographic

preserved over

If a cryptograph

yptographic output capability is the ability of the module to perform cryptographic oper
rity functions or SSP management techniques:without external operator request. T
butput capability shall [04.23] be configured by the Crypto Officer and this config
resetting, rebooting, or power cycling of the module.

ic module implements a self-initiated cryiptographic output capability, then:

two indepgndent internal actions shall [04-24] be required to activate the capability to prevent

ations and other
'he self-initiated
uration may be

the inadvertent

output dud to a single error. The two independent internal actions shall [04.25] modify software pnd/or hardware
behaviour that is dedicated to mediate @he capability (e.g. two different software or hardware flag$ are set, one of
which may|be user-initiated); and

— the modulg shall [04.26] show 'status to indicate whether the self-initiated cryptographic output capability is
activated.

7.4.3.4  Softvare/Firmware loading

If a cryptograplic module has the capability of loading software or firmware from an external source, then the following

requirements s

hall,f04.27] apply:

validation;

test has completed successfully;

executed;

until after the pre-operational self-tests specified in 7.10.2 have been successfully executed; and

© ISO/IEC 2012 — All rights reserved

the loaded software or firmware shall [04.28] be validated by a validation authority prior to loading to maintain

all data output via the data output interface shall [04.29] be inhibited until the software/firmware loading and load

the Software/Firmware Load Test specified in 7.10.3.4 shall [04.30] be performed before the loaded code can be

the cryptographic module shall [04.31] withhold execution of any loaded or modified approved security functions
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the modules versioning information shall [04.32] be modified to represent the addition and/or update of the newly

loaded software or firmware (7.4.3).

If the loading of new software or firmware is a complete image replacement, this shall [04.33] constitute an entirely new
module which would require validation by a validation authority to maintain validation. The new software or firmware
image shall [04.34] only be executed after the module transitions through a power-on reset. All SSPs shall [04.35] be
zeroised prior to execution of the new image.

7.4.4 Authentication

Authentication
module and to perify that the operator is authorised to assume the requested role and perform services
The following types of mechanisms are used to control access to the cryptographic module:

a)

A cryptographid
role, or may rgquire separate authentication;for each service or for different sets of services. When
module is rese
be authenticategd.

Various types
authentication
cryptographic
characteristics
unauthorised use, disclosure, modification, and substitution. Approved security functions may be useg
authentication fnechanism.

The initialisatior—efauthentication—rechanisms—may—warrant—spestal—treatment—H—o—cryptographice—

echanisms may be required within a cryptographic module to authenticate an operat

Role-Basefl Authentication: If role-based authentication mechanisms are supported by\a-cryptogra
module shall [04.36] require that one or more roles either be implicitly or explicitly-selected by f{
shall [04.37] authenticate the assumption of the selected role (or set of roles): The cryptograph
required td authenticate the individual identity of the operator. The selection ©f roles and the auth
assumption of selected roles may be combined. If a cryptographic module permits an operator to ch
the modulg¢ shall [04.38] authenticate the assumption of any role that-was not previously auths
operator.

Identity-Based Authentication: If identity-based authentication-mechanisms are supported by
module, the module shall [04.39] require that the operator be.individually and uniquely identifie
require that one or more roles either be implicitly or explicitly selected by the operator, an
authenticate the identity of the operator and the authorisation of the operator to assume the selec
roles. The
the selectg¢d roles may be combined. If a cryptographic module permits an operator to changs
module shjall [04.42] verify the authorisation of the.identified operator to assume any role that w4
authorised

module may permit an authenticated operator to perform all of the services allowed with
, rebooted, powered off and'subsequently powered on, the module shall [04.43] requir
of authentication{ data may be required by a cryptographic module to implemen
mechanisms,_ including (but not limited to) the knowledge or possession of a

e.g. biomefrics). Authentication data within a cryptographic module shall [04.44] be ¢

Dr accessing the
within that role.

bhic module, the
he operator and
¢ module is not
entication of the
ange roles, then
nticated for that

a cryptographic
d, shall [04.40]
d shall [04.41]
ed role or set of

authentication of the identity of the operator, selection of roles, and the authorisation of the assumption of

roles, then the
s not previously

in an authorised
a cryptographic
b the operator to

the supported
password, PIN,

ey, or equivalent; possession of a physical key, token, or equivalent; or verificafion of personal

rotected against
d as part of the

antication machanicmo ooy, vpareant onanial teaata At

hodule does not

contain the authentication data required to authenticate the operator for the first time the module is accessed, then other
authorised methods (e.g. procedural controls or use of factory-set or default authentication data) shall [04.45] be used
to control access to the module and initialise the authentication mechanisms. If default authentication data is used to
control access to the module, then default authentication data shall [04.46] be replaced upon first-time authentication.
This default authentication data does not need to meet the zeroisation requirements (7.9.7).

The authentication mechanism may be a group of mechanisms of different authentication properties that jointly meet the
requirements of this clause. If the cryptographic module uses security functions to authenticate the operator, then those
security functions shall [04.47] be approved security functions.

The module shall [04.48] implement an approved authentication mechanism as referenced in Anne

28
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The strength of the approved authentication mechanism shall [04.49] be specified in the security policy (Annex B).

For each attempt to use the approved authentication mechanism, the module shall [04.50] meet the strength of the

authentication objective. For multiple attempts to use the approved authentication mechanism during a one-minute

period, the

module shall [04.51] meet the strength of the authentication objective.

documented procedural controls or security rules (e.g. password size restrictions).

For a soft
mechanisn
shall [04.5

Feedback
visible disp
actual auth

Feedback
authentica

SECURITY LE
For Security Le
the module. |
operator either

SECURITY LE

For Security Lé

access to the njodule.

SECURITY LE

For Security Le

SECURITY LE

For Security
mechanisms to

7.5 Softwar

f a module does not support authentication mechanisms, the module shall [04.56]

n. If the operating system implements the authentication mechanism, then the authentic
3] meet the requirements of this clause.

bf authentication data to an operator shall [04.54] be obscured during the authentication

entication data.

provided to an operator during an attempted authentication shall [04.55] prevent w
ion mechanism strength beyond the required authentication strength.

VEL 1
vel 1, a cryptographic module is not required to empley.authentication mechanisms to d
implicitly or explicitly select one or more roles.
VEL 2

vel 2, a cryptographic module shall [04:57] at a minimum employ role-based authent

VEL 3

VEL 4

Level 4, aycryptographic module shall
control access to the module.

[04.59] employ multi-factor identity-base

e/Firmware security

The approved authentication mechanism shall [04.52] be met by the module’s implementation and not rely on

e authentication
tion mechanism

process (e.g. no

lay of characters when entering a password). Non-significant characters may be displaygd in place of the

eakening of the

ontrol access to
require that the

cation to control

vel 3, a cryptographic module shall [04.58] employ identity-based authentication mechanisms to control
access to the module.

i authentication

A cryptographic module is defined as either a hardware, software, firmware or hybrid module (7.2.2). The requirements
of this clause shall [05.01] apply to software and firmware components of a cryptographic module.

A cryptographic module that is implemented completely in hardware is not subject to the software/firmware security
requirements of this International Standard.

The public verification key or keyed message authentication key used for an approved integrity technique may reside
within the module code and is not considered a SSP.

The documentation requirements specified in A.2.5 shall [05.02] be provided.

© ISO/IEC 2012 — All rights reserved
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SECURITY LEVEL 1

The following requirements shall [05.03] apply to software and firmware components of a cryptographic module for
Security Level 1:

without madification prior to installation (7.11.7);

software a

nd firmware components within a disjoint hardware component of a hybrid module):

All software and firmware shall [05.04] be in a form that satisfies the requirements of this International Standard

For software and firmware modules and the software or firmware component of a hybrid module (except for the

A cryp
firmwg

b

— b
For softws
componen

[05.04
crypto
EDC 4

If the integ
on the moq
a single e
signatures
the error s
itself not s
module’s s

An operatd
(7.3.2);

All data an
services (7

For a softv
of the valid

tographic mechanism using an approved integrity technique shall [05.05] be applied\to
re components within the module’s defined cryptographic boundary in one of the foltowin

the cryptographic module itself; or
another validated cryptographic module operating in an approved mode of operation.

re and firmware components of a hardware cryptographic/module and the softw
s within a disjoint hardware component of a hybrid cryptographic-module:

A cryptographic mechanism using an approved integrity technique or an error detection cq

[ be applied to all software and firmware components within the hardware m
graphic boundary or within disjoint hardware componeénts of the hybrid module. If an H
hall [05.07] be at least 16 bits in length.

all software and
g ways:

bre or firmware

de (EDC) shall
odule’s defined
DC is used, the

rity test fails (i.e. the calculated result is not successfully verified or the EDC cannot be v

ubject to the integrity technigue. The temporary value(s) generated during the int
oftware or firmware shall [05.10] be zeroised from the module upon completion of the in

r shall [05.11] be able to perform the integrity test on demand via an HMI, SFMI, HSMI

d control inputs, @nd data, control and status outputs (specified in 7.3.3) of the cryptogra
.4.3) shallf0512] be directed through a defined HMI, SFMI, HFMI or HSMI; and

atedumodule image, the software/firmware load test is not applicable (NA) as the replac

constitutes

rified depending

ule type), the module shall [05.08] enter the error state. The approved integrity techniqye may consist of
hcompassing message authenticatiop;-code or signature, or multiple disjoint authent{cation codes or
of which failure of any disjoint authentication code or signature shall [05.09] cause thel module to enter
ate. The expected referenced qutput of the integrity technique mechanism may be congidered data and

rity test of the
egrity test;

or HFMI service

bhic module and

are orfirmware module, if the loaded software or firmware image is a complete replacgment or overlay

bment or overlay

asnéw module.

If the software or firmware that is loaded is associated, bound, modifies or is an executable requisite of the validated
module, then the software/firmware load test is applicable and shall [05.13] be performed by the validated module

with the fol

replac

acom

30

lowing exceptions:

ement or overlay of the validated module.

plete image replacement or overlay of the validated module.

The cryptographic module is a software module and the loaded software image is a complete image

The cryptographic module is a firmware module of physical Security Level 1 and the loaded firmware image is
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The cryptographic module is a hybrid software module and the loaded software image is a complete image

The cryptographic module is a hybrid firmware module of physical Security Level 1 and the loaded firmware

In addition to the requirements of Security Level 1, the following requirements shall [05.14] apply to software and
firmware components of a cryptographic module for Security Level 2:

The softw
executabld

There sh
operator td

For softwa
(except for

An ap

and firmware within the module’s defined cryptographic boundary. If the calculated result is

verifie

SECURITY LE

In addition to t

and firmware npodules and the software or firmware component of a hybrid module for Security Levels

for the softwars
A cryptographig
components wi
test fails and th
The digital sign

failure of any d
[05.23] reside ¢

7.6  Operati

7.6.1 Operati

re and firmware components of a cryptographic module shall [05.15] only inelude
form (e.g. no source code, object code or just-in-time compiled code);
initiate or perform debugging techniques;

e and firmware modules and the software or firmware component gfa hybrid module for
the software and firmware components within a disjoint hardware.component of a hybrid

proved digital signature or keyed message authentication €ode shall [05.17] be appli€
H, the test fails and the module shall [05.18] enter the-efror state.
VELS 3 AND 4

ne requirements of Security Levels 1 and_2{4he following requirements shall [05.19] &
and firmware components within a disjoint hardware component of a hybrid module):
mechanism using an approved digital signature shall [05.20] be applied to all software
e module shall [05.21] enter(the error state.

pture technique may consist of a single encompassing signature or multiple disjoint signg

sjoint signature shaft:}05.22] cause the module to enter the error state. The private sign
utside the module:

bnal envirenment

onalenvironment general requirements

code that is in

hll [05.16] be no services or control settings via the HMI, SFMI, HFMI of \HSMI interface to allow the

Security Level 2
module):

d to all software
not successfully

pply to software
3 and 4 (except

hnd firmware

hin the module’s defined cryptographic boundary. If the calculated result is not successfully verified, the

tures of which
ng key shall

The operationd

irmware, and/or

......

hardware required for the module to operate. The operational environment of a software, firmware, or hybrid module
includes, at a minimum, the module components, the computing platform, and the operating system that controls or
allows the execution of the software or firmware on the computing platform. A hardware module may have an operating
environment within the module consisting of an operating system which allows the execution of internal software or
firmware. The operating system is considered to include, when applicable, the virtual machine(s) (system and/or
process) and the runtime environment (e.g. Java Runtime Environment — JRE).

A general-purpose operational environment refers to the use of a commercially available general-purpose operating
system (i.e. resource manager) that manages the software and firmware components and also manages system and
operator(s) processes/thread(s), including general-purpose application software such as word processors.
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The operational environment can be non-modifiable, limited or modifiable.

The following cl

ause specifies the three specific operational environments.

a) A non-modifiable operational environment is designed or configured in a manner to prevent modification by an
operator or process to the module components, the computing platform, or the operating system. This environment
may consist of a firmware module operating in a non-programmable computing platform or a hardware module

ents the loading of any additional software or firmware.

A limited operational environment is designed or configured in a manner to allow controlled modification by an

which prev
b)

operator o

may be firn

firmware Ig
c) A modifig

add/delete
computer
systems a
operator @
that is not

A modifiab

Functions
trusted to
the operati

In such an
belong to
interfaces

It is there
module du
obtain info,

execution {low of the cryptographic moedule other than via the interfaces provided by the cryptograp

A specific
cryptograp
cryptograp
module).

Some example

process to the module components, the computing platform, or the operating system:, 1
nware operating in a programmable hardware module where the loading of additionalfirf
ading requirements specified in 7.4.3.4.

ble operational environment refers to an operating environment thatOmay be
modify functionality, and/or may include general-purpose operating system capabilitie
bperating system, configurable smartcard operating system, or programmable softw

r process and/or an operator or process can load and execute”software (e.g. a
part of the defined software, firmware, or hybrid module.

e operational environment has the following characteristics:
may be added or modified within the operational.‘environment. Those functions are

not interfere with the operation of the cryptographic module unless such interference
pnal environment.

the trusted part of the operational environment have access to SSPs other than
bf the cryptographic module.
ore required that the operational environment provides the capability to separate th

ring operation from other fungtions in the operational environment such that those func
rmation from the cryptographic module related to the CSPs nor be able to modify CS

hic module with(its"code and data (e.g. prohibiting specific kind of inter-process comm
hic module, assigning restrictive access rights to files containing SSPs or the code of t

5 of operational environments are provided in the following table.

[his environment
hware meets the

reconfigured to
s (e.g. use of a
hre).  Operating

e considered to be modifiable operational environments if software components can b¢ modified by an

vord processor)

not necessarily
is prohibited by

environment it is required that no function{operating in the same operational environmegnt that does not

via the defined

e cryptographic
ions can neither
Ps, PSPs or the
hic module itself.

configuration of the operational environment may be required to achieve adequate protection of the

unication for the
ne cryptographic

T - Y — 1 £ — 1 : “~
avitc . LAAITIPICS Ul Ogerdtiorial CHvITOTITITETItS

Configuration Examples

Operational
Environment

A computing platform that does not permit the loading of code and does not permit operators to modify
the configuration of the computing platform, operating system or cryptographic module.

Non-Modifiable

A computing platform containing an operating system that allows the loading of additional code that is
authenticated and meets all applicable requirements of this International Standard.

Limited

32
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A computing platform that allows the loading of code without meeting the software or firmware loading Modifiable
requirements of this International Standard.
A computing platform containing code whose operating system is reconfigurable by the operator Modifiable

allowing the removal of the security protections.

For a non-modifiable or limited environment, the controlling components which maintain the non-modifiable or limited
environment may include attributes of the computing platform, the operating system or the cryptographic module itself or

all of the above|

Code which is
Standard. Cod
Standard.

If the operatio
requirements in

If the operation
[06.02] apply.

The documents

7.6.2 Operati

SECURITY LE

executed in a non-modifiable or limited environment is referred to as firmwarecwithin
e which is executed in a modifiable environment is referred to as software\within {

hal environment is non-modifiable or a limited operational enviropment, only the o
7.6.2 shall [06.01] apply.

bl environment is a modifiable operational environment, the operating system requireme

tion requirements specified in A.2.6 shall [06.03] be provided.

ng system requirements for limited or non-megdifiable operational environments

VEL 1

The requirements in 7.6.3 Security Level 1 shall [06.04}be applicable if the module is Security Level 1 i

SECURITY LE
There are no a

7.6.3 Operati

SECURITY LE

VELS 2, 3, AND 4
ditional requirements.

ng system requirements for modifiable operational environments

VEL 1

The following requirements‘apply to operating systems for Security Level 1.

Each insta

hce of a cryptographic module shall [06.05] have control over its own SSPs.

his International
his International

perating system

hts in 7.6.3 shall

rianal-anvicanmant ol all T NC] meongda tha aaonabhilidy, o o arat mdinadual anolicatt
oA CTIVIT O TICT e STl U000 ProvidCiC—Capaoity (O ST paratCTarvicoa PP ator

processes from

The opera

—a

each other in order to prevent uncontrolled access to CSPs and uncontrolled modifications of SSPs regardless if
this data is in the process memory or stored on persistent storage within the operational environment. This ensures
that direct access to CSPs and SSPs is restricted to the cryptographic module and the trusted parts of the
operational environment. Restrictions to the configuration of the operational environment shall [06.07] be
documented in the security policy of the cryptographic module.

by external processes/operators.

NOTE

cryptographic module itself.

© ISO/IEC 2012 — All rights reserved
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These requirements cannot be enforced by administrative documentation and procedures, but must be enforced by the
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SECURITY LEVEL 2

In addition to the requirements of Security Level 1, for Security Level 2 an operating environment shall [06.09] meet the
following requirements or as allowed by the validation authority.

all cryptographic software, SSPs, and control and status information shall [06.10] be under the control of an

operating system that implements either role-based access controls or, at the minimum, a discretionary access
control with robust mechanism of defining new groups and assigning restrictive permissions for example through
access control lists (ACLs), and with the capability of assigning each user to more than one group. The operating
system shall [06.11] be configured to protect against unauthorised execution, modification, and reading of SSPs,

control ang

to protect
the operati

shall
permis

shall

permis
modul
crypto

shall
permis
plainte

shall
permis

and

defined in

when

procef
image|
the op

the of
owneq

status data;

blaintext data, cryptographic software, SSPs, and authentication data, the accesscontro
hg system:

06.12] be configured to define and enforce the set of roles or the groups‘and their assq
sions that have exclusive rights to execute the stored cryptographic seftware;

06.13] be configured to define and enforce the set of roles or the'\groups and their asso

e software stored within the cryptographic boundary: cryptographic programs, cryptog
graphic audit data), SSPs, and plaintext data;

06.14] be configured to define and enforce the setofwroles or the groups and their assq
sions that have exclusive rights to read cryptographic data (e.g. cryptographic audit d
xt data; and

06.15] be configured to define and enforce the set of roles or the groups and their asso
sions that have exclusive rights to enteftSSPs.

the following specifications shall [06.16])ybe consistent with the roles or designated groups’ rights

he security policy:

ses from modifying/running cryptographic processes (i.e. loaded and executing crypto
5). In this casg, ranning processes refer to all processes, cryptographic or not, not own
erating system:(i.e. operator-initiated);

erating-system shall [06.18] prevent user processes from gaining either read or write
by ether processes and to system SSPs; and

| mechanisms of

ciated restrictive

ciated restrictive

sions that have exclusive rights to modify (i.e. write, replage,~and delete) the following cryptographic

aphic data (e.g.

ciated restrictive
ata), CSPs, and

ciated restrictive

and services as

hot supporting a maintenance role, the operating system shall [06.17] prevent all operators and running

graphic program
bd or initiated by

access to SSPs

the configuration of the operating system that meets the above requirements shall [06.19] be specified in the

Administrator Guidance. The Administrator Guidance shall [06.20] state that the operating system must be
configured as specified for the module contents to be considered protected.

The identification and authentication mechanism to the operating system shall [06.21] meet the requirements of 7.4.3
and be specified in the module's security policy.

All cryptographic software, SSPs, control and status information shall [06.22] be under the control of:

34

an operating system which shall [06.23] have, at a minimum, the following attributes:
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— the operating system shall [06.24] provide an audit mechanism with the date and time of each audited event.
The cryptographic module shall [06.25] not include SSPs as part of any audit record;

— the cryptographic module shall [06.26] provide the following events to be recorded by the audit mechanism of

the op

— m

erating system:

odifications, accesses, deletions, and additions of cryptographic data and SSPs;

— attempts to provide invalid input for Crypto Officer functions;

— a
CI

— the au
syster

— a

(]

— Iq

dition or deletion of an operator to and from a Crypto Officer role (if those roles are
yptographic module);

e use of a security-relevant Crypto Officer function;

quests to access authentication data associated with the cryptographic module;
e use of an authentication mechanism (e.g. login) associated with.thé cryptographic mod
plicit requests to assume a Crypto Officer role.

dit mechanism of the operating system shall [06.27],be capable of auditing the fol
n related events:

operator read or write accesses to audit data stered in the audit trail;
ccess to files used by the cryptographic module to store cryptographic data or SSPs;

idition or deletion of an operator toand from a Crypto Officer role (if those roles 2
perational environment);

quests to use authentication data management mechanisms;

managed by the

ule; and

owing operating

re managed by

— aftempts to use the trusted channel function and whether the request was granted, when tfusted channel is

slipported at this security. level; and

security level,

— the operating\system shall [06.28] be configured to prevent operators other than those wi
identifled in the security policy from modifying cryptographic module software and audit data
operafiohal environment of the cryptographic module.

ntification of, the/initiator and target of a trusted channel, when trusted channel is s

upported at this

th the privileges
stored within the

Only operating systems that are configured to meet the above security requirements shall [06.29] be permitted at this
security level, whether or not the cryptographic module operates in an approved mode of operation. The audit record
should be protected against unauthorised modification through the use of an approved security function.

7.7 Physical security

7.7.1 Physical security embodiments

A cryptographic module shall [07.01] employ physical security mechanisms in order to restrict unauthorised physical
access to the contents of the module and to deter unauthorised use or modification of the module (including substitution

© ISO/IEC 2012 — All rights reserved
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of the entire module) when installed.

cryptographic boundary shall [07.02] be protected.

All hardware, software, firmware, data components and SSPs within the

A cryptographic module that is implemented completely in software such that the physical security is provided solely by
the computing platform is not subject to the physical security requirements of this International Standard.

The requirements of this clause shall [07.03] be applicable to hardware and firmware modules, and hardware and
firmware components of hybrid modules.

The requirements of this clause shall [07.04] be applicable at the defined physical boundary of the module.

Physical securi

a) Single-chi

be used as

protected.
chip.
b) Multiple-c
interconne
of multiple

c) Multiple-c
interconne
cryptograp

Depending on

use, or modification shall [07.05] have a high probability of being detected:

subsequer
and/or

during an 4§

and appropriat¢ immediate actions shall [07.06] be taken by the cryptographic module to protect CSPs.

Table 3 summs
the four securi
general require

[p cryptographic modules are physical embodiments in which a single integrated circ
a standalone device or may be embedded within an enclosure or a product:ithat may
Examples of single-chip cryptographic modules include single IC chips_ofysmart cards

chip embedded cryptographic modules include adapters and‘expansion boards.

cted and the entire enclosure is physically protected.

hic modules include encrypting routers, secure radios or USB tokens.

he physical security mechanisms of a cryptegraphic module, unauthorised attempts at

t to an attempt by leaving visible signsi(i.e. tamper evidence);

ccess attempt

rises the physical-security requirements, both the general and the three specific embodir
y levels. The-émbodiment-specific physical security requirements at each security le
ments at.the same level, and the embodiment-specific requirements of the previous level

Table 3: Summary of physical security requirements for cryptographic modules

y requirements are specified for three defined physical embodiments of a cryptographic Inodule.

Jit (IC) chip may
not be physically
with a single IC

hip embedded cryptographic modules are physical embodiments”in which two or mpre IC chips are
cted and are embedded within an enclosure or a product that may’/not be physically protgcted. Examples

hip standalone cryptographic modules are physical.embodiments in which two or more IC chips are
Examples of multiple-ghip, standalone

physical access,

hents for each of
vel enhance the

General Requirements Single-Chip MUTtipTe-Chip MuTtiple-Chip
for all Embodiments Embedded Standalone
Security Level 1 Production-grade No additional Production-grade Production-grade

components.
Standard passivation.

Procedural or automatic
zeroisation when
accessing the
maintenance access
interface.

requirements.

enclosure or removable
cover.

enclosure or removable
cover.
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General Requirements
for all Embodiments

Single-Chip

Multiple-Chip
Embedded

Multiple-Chip
Standalone

Security Level 2

Evidence of tampering.
Opaque or translucent
within the visible
spectrum.

Prevent direct
observation through

Tamper-evident coating
on chip or enclosure.

Tamper-evident
encapsulating material
or enclosure with
tamper-evident seals or
pick-resistant locks for
doors or removable
covers.

Tamper-evident
encapsulating material
or enclosure with
tamper-evident seals or
pick-resistant locks for
doors or removable

covers.

holesand-shits

Security Level 3

Tamper response and
zeroisation circuitry.

Automatic zeroisation
when accessing the
maintenance access
interface.

Prevent probing through
holes are slits.

EFP or EFT for
temperature and
voltage.

Hard tamper-evident
coating on chip or strong
removal-resistant and
penetration resistant
enclosure.

Hard tamper-evident
encapsulating material
or strong enclosure.

Hard tamper-eviq
encapsulating m
or strong enclosu

hterial

ent

re.

Security Level 4

Tamper detection and
response envelope.

EFP for temperature and
voltage.

Protection from fault
induction.

Hard removal-resistant
coating on chip.

Tamper detection and
response envelope with
zeroisation capability.

Tamper detectior
response envelo
zeroisation capa

and
e with
ility.

In general, Sequrity Level 1 provides a baseline set of requirements. Security Level 2 requires the ad
evident mechaphisms and the inability to~gather information about the internal operations of the criti
module (opaqueness). Security Level 3.adds requirements for the use of strong or hard conformal g
tamper detection and response mechanisms for removable covers and doors and req
probing via opg¢nings or entry points: Environmental failure protection (EFP) or environmental failure
required at Sepurity Level 3. Security Level 4 adds requirements for the use of strong or hard cd
conformal enclpsures with tamper detection and response mechanisms for the entire enclosure or sig
Environmental failure protection (EFP) and protection from fault induced attacks are required at Security]

enclosures with

Security requirements;-are specified for a maintenance access interface when a cryptographic modul

permit physicallaccess (e.g. by the module vendor or other authorised individuals).

dition of tamper-
cal areas of the
r non-conformal
istance to direct
testing (EFT) is
nformal or non-
hificant damage.
Level 4.

b is designed to

Tamper detection and tamper response are not substitutes for tamper evidence.

The documentation requirements specified in A.2.7 shall [07.07] be provided.

7.7.2 Physical security general requirements

The following requirements shall [07.08] apply to all physical embodiments:

— documentation shall [07.09] specify the physical embodiment and the security level for which the physical security
mechanisms of a cryptographic module are implemented;
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SECURITY LE

The following r¢quirements shall [07.14] apply to all cryptographic modules for Se€urity Level 1:

SECURITY LE

In addition to
cryptographic n

SECURITY LE

whenever zeroisation is performed for physical security purposes, the zeroisation shall [07.10] occur in a
sufficiently small time period so as to prevent the recovery of the sensitive data between the time of detection and
the actual zeroisation;

if a module includes a maintenance role that requires physical access to the contents of the module or if the module
is designed to permit physical access (e.g. by the module vendor or other authorised individual), then:

the

a maintenance access interface shall [07.11] be defined;

intenance access interface shall [07.12] include all physical access paths to the

contents of the

crypto

any re
using

the cryptographic module shall [07.15] consist of production-grade components that include stan

techniques
environme

when perfq
or automat

the cryptog
physical ad

the tampe
spectrum
internal op

if the cryp
manner to
observatio

graphic module, including any removable covers or doors; and

movable covers or doors included within the maintenance access interface shall‘[07.13]
he appropriate physical security mechanisms.

VEL 1

(e.g. a conformal coating or a sealing coat applied over~the module’s circuitry to
htal or other physical damage); and

rming physical maintenance, zeroisation shall [0 16} either be performed procedurally
ically by the cryptographic module.

VEL 2

the general requirements for Security<Level 1, the following requirement shall [07
nodules for Security Level 2:

raphic module shall [07.18] provide evidence of tampering (e.g. on the cover, enclosure
cess to the module is attempted;

-evident material, coating or enclosure shall [07.19] either be opaque or translucent
i.e. light of wavelength range of 400nm to 750nm) to prevent the gathering of inforn
brations of the critical areas of the module; and

ographic module contains ventilation holes or slits, then the module shall [07.20] be
prevent the*gathering of information of the module’s internal construction or component
n using:artificial light sources in the visual spectrum of the module’s internal construction

be safeguarded

dard passivation
protect against

by the operator

17] apply to all

and seal) when

ithin the visible
hation about the

constructed in a
5 by direct visual
pr components.

VEL3

In addition to the general requirements for Security Levels 1 and 2, the following requirements shall [07.21] apply to all
cryptographic modules for Security Level 3:

if the cryptographic module contains any doors or removable covers or if a maintenance access interface is defined,
then the module shall [07.22] contain tamper response and zeroisation capability. The tamper response and
zeroisation capability shall [07.23] immediately zeroise all unprotected SSPs when a door is opened, a cover is
removed, or when the maintenance access interface is accessed. The tamper response and zeroisation capability
shall [07.24] remain operational when unprotected SSPs are contained within the cryptographic module;
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if the cryptographic module contains ventilation holes or slits, then the module shall [07.25] be constructed in a

manner that prevents undetected physical probing inside the enclosure (e.g. prevent probing by a single articulated

probe);

strong or hard conformal or non-conformal enclosures, coatings or potting materials shall [07.26] maintain strength

and hardness characteristics over the module's intended temperature range of operation, storage and distribution,

uniquely numbered evidence tape or uniquely identifiable holographic seals), and

if tamper evident seals are employed, they shall [07.27] be uniquely numbered or independently identifiable (e.g.

the modulsg

SECURITY LE

In addition to the general requirements for Security Levels 1, 2, and 3, the following requifement shall

all cryptograph

tamper det
the modulg

the crypto
techniques

7.7.3 Physical security requirements for each physical security embodiment

7731

In addition to t
single-chip cryq

SECURITY LE
There are no a
SECURITY LE

In addition to
cryptographic n

the cryptog

the cryptographic module shall [07.30] be protected either by a hard opaqte, removal-resistant

Single-chip cryptographic modules

shall [07.28] either include EFP features or undergo EFT.

VEL 4

c modules for Security Level 4:

ection envelope with tamper response and zeroisation capability;
shall [07.31] include EFP features; and

graphic module shall [07.32] provide protection from fault induction. The fault ind
and the mitigation metrics employed shall [07.33]<¥edocumented as specified in Annex

he general physical security requirements specified in 7.7.2, the following requirement
tographic modules.

VEL 1
iditional Security Level requirements for single-chip cryptographic modules.
VEL 2

the requirements for Security Level 1, the following requirements shall [07.34] app
nodulesfer Security Level 2:

raphic module shall [07.35] be covered with a tamper-evident coating (e.g. a tamper-ev|

[07.29] apply to

coating, or by a

iction mitigation
B.

s are specific to

y to single-chip

dent passivation

closure to deter

material or

ES | £ + | H il H '+ AY ol P + | +
a ATy or e VIUTTIU Tateridi \JUVUIIIIH ure PQDDIVCILIUII’ vl Lunidimnicu mh d i difmper o viucTit ©

direct observation, probing, or manipulation of the module and to provide evidence of attempts to tamper with or
remove the module.

SECURITY LEVEL 3

In addition to the requirements for Security Levels 1 and 2, the following requirements shall [07.36] apply to single-chip
cryptographic modules for Security Level 3:

covering the passivation),

© ISO/IEC 2012 — All rights reserved

the module shall [07.37] be covered with a hard opaque tamper-evident coating (e.g. a hard opaque epoxy

39


https://iecnorm.com/api/?name=5df94c0b5eb649a8b68c70aed37666ea

ISO/IEC 1979

or

0:2012(E)

the enclosure shall [07.38] be implemented so that attempts at removal or penetration of the enclosure shall

[07.39] have a high probability of causing serious damage to the cryptographic module (i.e. the module will not

function).

SECURITY LEVEL 4

In addition to the requirements for Security Levels 1, 2, and 3, the following requirements shall [07.40] apply to single-

chip cryptograp

hic modules for Security Level 4:

and adhes
probability
high proba
7.7.3.2 Mult

In addition to th
embedded cryg

SECURITY LE

If the cryptogr
removable cov

SECURITY LE

In addition to
embedded cryg

the modul
resistant ¢
remove mq

or

include do

the cryptol;raphic module shall [07.41] be covered with a hard, opaque removal-resistant coatin

the removal-resistant coating shall [07.42] have solvency characteristics such that dissolving the cq

the modul¢ shall [07)46] be entirely contained within a metal or hard plastic production-grade en

ion characteristics such that attempting to peel or pry the coating from the module
of resulting in serious damage to the module (i.e. the module will not function);@nd

bility of dissolving or seriously damaging the module (i.e. the module will not function).

ple-chip embedded cryptographic modules

e general security requirements specified in 7.7.2, the following requirements are specifi
tographic modules.

VEL 1

phic module is contained within an enclosure-or removable cover, a production-grg
r shall [07.43] be used.

VEL 2
he requirement for Security Level 1, the following requirements shall [07.44] apply|

tographic modules for Security, Lével 2:

bating or bleeding paint) to deter direct observation and to provide evidence of attempts
dule components,

Drs or.removable covers;

g with hardness
will have a high

ating will have a

C to multiple-chip

de enclosure or

to multiple-chip

b components shall [07'45] be covered with a tamper-evident coating or potting material (e.g. etch-

o tamper with or

closure that may

and

the enclosure includes any doors or removable covers, then the doors or covers shall [07.47] be locked with pick-

resistant mechanical locks employing physical or logical keys or shall [07.48] be protected with tamper-evident

seals (e.g.

evidence tape or holographic seals).

SECURITY LEVEL 3

In addition to the requirements for Security Levels 1 and 2, the following requirements shall [07.49] apply to multiple-

chip embedded

40

cryptographic modules for Security Level 3.
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the multiple-chip embodiment of the circuitry within the cryptographic module shall [07.50] be covered with a hard

the module shall [07.51] be contained within a strong enclosure such that attempts at removal or penetration of the

enclosure will have a high probability of causing serious damage to the module (i.e. the module will not function).

SECURITY LEVEL 4

In addition to th
chip embedded

the modul
enclosure

serpentine
enclosure)
or dissolvir

the module
the tampe
unprotecte
contained

7.7.3.3  Mult

In addition to th

standalone cryptographic modules.

SECURITY LE

The cryptographic module shall [07.60] be entirely contained within a metal or hard plastic production

that may includ
SECURITY LE

In addition to
standalone cry,
— if the enclg
[07.62] be
protected

h
;Iytographic modules for Security Level 2:

cryptographic modules for Security Level 4:

e components shall [07.53] be within a strong or hard conformal or non-conformal
5hall [07.54] be encapsulated by a tamper detection envelope (e.g. a flexible“mylar prin
geometric pattern of conductors or a wire-wound package or a non-flexible, brittle ci
that shall [07.55] detect tampering by means such as cutting, drilling;milling, grinding,

g of the potting material or enclosure to an extent sufficient for accessing SSPs; and
shall [07.56] contain tamper response and zeroisation circuitry-that shall [07.57] cont
r detection envelope and, upon the detection of tampering, shall [07.58] immedi

d SSPs. The tamper response circuitry shall [07.59] remain operational when unpro
ithin the cryptographic module.

ple-chip standalone cryptographic modules

e general security requirements specified in.%.7.2, the following requirements are specifi

VEL 1

e doors or removable covers!
VEL 2

e requirements for Security Level 1, the following requirements shall [07.61] apply
sure of the)cryptographic module includes any doors or removable covers, then the door

locked=with pick-resistant mechanical locks employing physical or logical keys or
vith tamper-evident seals (e.g. evidence tape or holographic seals).

e requirements for Security Levels 1, 2, and 3, the following requirements shall [07.52] Japply to multiple-

enclosure. The
ted circuit with a
rcuit or a strong
burning, melting,

inuously monitor
htely zeroise all
ected SSPs are

C to multiple-chip

grade enclosure

to multiple-chip

5 or covers shall
bhall [07.63] be

SECURITY LEVEL 3

In addition to the requirements for Security Levels 1 and 2, the following requirements shall [07.64] apply to multiple-
chip standalone cryptographic modules for Security Level 3:

the module shall [07.65] be contained within a strong enclosure such that attempts at removal or penetration of the

enclosure will have a high probability of causing serious damage to the module (i.e. the module will not function).

SECURITY LEVEL 4
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In addition to the requirements for Security Levels 1, 2, and 3, the following requirements shall [07.66] apply to multiple-
chip standalone cryptographic modules for Security Level 4:

the enclosure of the cryptographic module shall [07.67] contain a tamper detection envelope that use tamper

detection mechanisms such as cover switches (e.g. micro-switches, magnetic Hall effect switches, permanent
magnetic actuators, etc.), motion detectors (e.g. ultrasonic, infrared, or microwave), or other tamper detection
mechanisms as described in 7.7.3.2 Security Level 4. The tamper detection mechanisms shall [07.68] respond to
attacks such as cutting, drilling, milling, grinding, burning, melting, or dissolving to an extent sufficient for accessing

SSPs; and

the crypto
continuoug
immediate
operationa

7.7.4 Enviror

7.7.4.1 Envi
The electronic
Deliberate or a
erratic operatio
module. Reasq
environmental

or undergo env

For Security L
undergo envirg
failure protectid
[07.74] employ|

7.7.4.2 Envi
Environmental
environmental
compromise th

The cryptograg
outside of the g

when unprotected SSPs are contained within the cryptographic module.
mental failure protection/testing

ronmental failure protection/testing general requirements

devices and circuitry are designed to operate within a pafticular range of environm
ccidental excursions outside the specified normal operating’ranges of voltage and tempe
n or failure of the electronic devices or circuitry that can*eompromise the security of t
nable assurance that the security of a cryptographic module cannot be compromi
conditions can be provided by having the module employ environmental failure protectio
ronmental failure testing (EFT).

bvels 1 and 2 a module is not required te.€mploy environmental failure protection (H
hmental failure testing (EFT). At Security*tevel 3, a module shall [07.73] either emplg
n (EFP) features or undergo environmental failure testing (EFT). At Security Level 4,
environmental failure protection (EEP) features.

ronmental failure protection-features

failure protection (EFP)-features shall [07.75] protect a cryptographic module
conditions (accidental, or induced) when outside of the module's normal operating
b security of the module.

hic module shall [07.76] monitor and correctly respond when operating temperature
pecified narmal operating ranges.

If the temperat
shall [07.77]

either:

graphic module shall [07.69] contain tamper response and zeroisation capability thiat shall [07.70]
ly monitor the tamper detection envelope and, upon the detection of tampering,
y zeroise all unprotected SSPs. The tamper response and zeroisation capability~shall [07.72] remain

shall [07.71]

bntal conditions.
ature can cause
e cryptographic
sed by extreme
h (EFP) features

FFP) features or
y environmental
a module shall

pgainst unusual
range that can

and voltage are

ection capability

«{‘re or-voltage falls outside of the cryptographic module's normal operating range, the pro

or
— immediatel
7.7.4.3 Envi

shutdown the module to prevent further operation,

y zeroise all unprotected SSPs.

ronmental failure testing procedures

Environmental failure testing (EFT) shall [07.78] involve a combination of analysis, simulation, and testing of a
cryptographic module to provide reasonable assurance that the environmental conditions (accidental or induced) when
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outside the module's normal operating ranges for temperature and voltage will not compromise the security of the

module.

EFT shall [07.79] demonstrate that, if the operating temperature or voltage falls outside the normal operating range of
the module resulting in a failure , at no time shall [07.80] the security of the cryptographic module be compromised.

The temperature range to be tested shall [07.81] be from a temperature within the normal operating temperature range
to the lowest (i.e. coldest) temperature that either (1) shutdown the module to prevent further operation or (2)
immediately zeroise all unprotected SSPs; and from a temperature within the normal operating temperature range to the
highest (i.e. hottest) temperature that either (1) shuts down or goes into an error state or (2) zeroises all unprotected

SSPs. The temperature range to be tested shall [07.82] be from - 100°

Fahrenheit); hg
further operati
Temperature s
physical bound

The voltage rar
to a lower volt
unprotected SS
a higher voltag
unprotected SS

7.8 Non-inVv
Non-invasive 4
without physicg

these types of
addressed by t

This subclausg
techniques to p

Non-invasive ajtack mitigation techniques implemented by the cryptographic module to protect the mo

are not referen

Non-invasive ajtack mitigation techhiques implemented by the cryptographic module to protect the mo

are referenced
The documents
SECURITY LE

For Security Le

to + 200° Celsius (-4
wever, the test shall [07.83] be interrupted as soon as either (1) the module is.shut
bn, (2) all unprotected SSPs are immediately zeroised or (3) the module (enters
nall [07.84] be monitored internally at the sensitive components and critical devices ar
Ary of the module.

ge tested shall [07.85] be gradually decreasing from a voltage within,the hormal operati
hge that either (1) shuts down the module to prevent further operatien or (2) immediz
Ps; and shall [07.86] be gradually increasing from a voltage within‘the normal operating

e that either (1) shuts down the module to prevent further-operation or (2) immedia
Ps.

asive security

ttacks attempt to compromise a cryptographic module by acquiring knowledge of the
lly modifying or invading the module. Modulés-imay implement various techniques to
attacks. The test metrics for non-invasive attack mitigation for each of the associated s
nis International Standard are referenced inCAnnex F.

is not applicable if the cryptographic module does not implement non-invasive
rotect the module’s unprotected SSPs from non-invasive attacks referenced in Annex F.

Ced in Annex F shall [08.01]*meet the requirements in 7.12.

in Annex F shall-{08.02] meet the following requirements.
tion requirements specified in A.2.8 shall [08.03] be provided.
VELS 4-AND 2

vels”1 and 2, documentation shall [08.04] specify all of the mitigation techniques employ

b0°  to + 400°

down to prevent
a failure state.
d not just at the

hg voltage range
tely zeroises all
voltage range to
tely zeroises all

module’'s CSPs
mitigate against
ecurity functions

httack mitigation

jule’'s SSPs that

Hule’s SSPs that

ed to protect the

module’s CSPs

from the non-invasive attacks referenced in Annex k. bocumentation shall [Us.05] INC

the effectiveness of each of the attack mitigation techniques.

SECURITY LEVEL 3

ude evidence of

In addition to the requirements for Security Levels 1 and 2, for Security Level 3, the cryptographic module shall [08.06]
be tested to meet the approved non-invasive attack mitigation test metrics for Security Level 3 as referenced in Annex F.

SECURITY LEVEL 4
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In addition to the requirements for Security Levels 1 and 2, for Security Level 4, the cryptographic module shall [08.07]
be tested to meet the approved non-invasive attack mitigation test metrics for Security Level 4 as referenced in Annex F.

7.9 Sensitive security parameter management

7.9.1 Sensitive security parameter management general requirements

Sensitive Security Parameters (SSPs) consist of Critical Security Parameters (CSPs) and Public Security Parameters
(PSPs). The security requirements for SSP management encompass the entire lifecycle of SSPs employed by the

module. SS
entry/output, S§

Encrypted CSH
using non-app
Standard.

CSPs shall [d
substitution.

PSPs shall [09

A module shall
person, group,

Hash values of
as CSPs.

The documentsd

7.9.2 Randor

A cryptographi
Annex C.

If an approved
approved RBG

If entropy is cq
entropy input s

7.9.3 Sensiti

Illdlldyclllclli illl.aiuulb'b IaIIUIUIII Il.)li. gUIIUId.lUIb (RBGD), SSP yUIIUIdliUII, SSP Ubllc
bP storage, and unprotected SSP zeroisation.

oved security functions are considered unprotected plaintext within the, Scope of

.02] be protected within the module against unauthorised modification and substitution.

[09.03] associate an SSP which is generated, entered/into’or output from the module w|
role, or process) to which the SSP is assigned.

passwords, RBG state information and intermediate key generation values shall [09.0

tion requirements specified in A.2.9 shall [09.05] be provided.

N bit generators

module may contain RBGs,a-chain of RBGs, or may be solely an RBG. Approved R

security function, SSP" generation or SSP establishment method requires random
shall [09.06] be used to provide these values.

hall [09.07/be considered a CSP.

e security parameter generation

blishment, SSP

s refer to CSPs that are encrypted using an approved security function. CSPs encrypt&d or obfuscated

is International

9.01] be protected within the module from unauthorised access, (use, disclosure, modification, and

th the entity (i.e.

l] be considered

BGs are listed in

values, then an

llected fromeoutside the cryptographic boundary of the module, the data stream geng¢rated using this

A module may

gererate-SSPsmtermatty or they mmay bederived-fromrSSPsentered-ntothemodute:

Compromising the security of the SSP generation method which uses the output of an approved RBG (e.g. guessing the
seed value to initialise the deterministic RBG) shall [09.08] require at least as many operations as determining the value

of the generate

d SSP.

SSPs generated by the module from either the output of an approved RBG or derived from an SSP entered into the
module and used by an approved security function or SSP establishment method shall [09.09] be generated using an

approved SSP

44

generation method listed in Annex D.
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automated SSP transport or SSP agreement methods or

manual SSP entry or output via direct or electronic methods.
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Automated SSP establishment shall [09.10] use an approved method listed in Annex D. Manual SSP establishment

shall [09.11]

eet the requirements of 7.9.5.

7.9.5 Sensiti

SSPs may be 1
or output via a
or the module
[09.12] be thro

All cryptograph
approved secu

e security parameter entry and output

nanually entered into or output from a module either directly (e.g. entered via-a-keyboarg
visual display) or electronically (e.g. via a smart card/tokens, PC card, othef electronic ke
bperating system). If SSPs are manually entered into or output from a module, the entr
Ligh the defined HMI, SFMI, HFMI or HSMI (7.3.2) interfaces.

ically protected SSPs, entered into or output from the modute\'shall [09.13] be end
ity function.

For directly entered SSPs, the entered values may be temporarily displayed to allow visual verification]

accuracy. If e
[09.14] be disp
for accuracy us

To prevent the
order to output
output of the C

For electronic ¢
encrypted.

Manually enter:
SECURITY LE

Plaintext CSP¢
interface(s) sha

hcrypted SSPs are directly entered into the module;~then the plaintext values of the
ayed. Directly entered (plaintext or encrypted) SSPs shall [09.15] be verified during en
ing the conditional manual entry test specified in7:10.3.5.

inadvertent output of sensitive information, tWo independent internal actions shall [09.1

any plaintext CSP. These two independent internal actions shall [09.17] be dedicated
BPs.

ntry or output via a wireless conngection; CSPs, key components and authentication data

ed PSPs do not need to be eryptographically authenticated.
VELS 1 AND 2

, key components and authentication data may be entered and output via physical pd
red with other:physical ports and logical interfaces of the cryptographic module.

For software modulessor the software components of a hybrid software module, CSPs, key d

authentication

or number pad,
y loading device,
or output shall

rypted using an

and to improve
SSPs shall not
ry into a module

B] be required in
to mediating the

shall [09.18] be

rt(s) and logical

omponents and

Hata\may be entered into or output in either encrypted or plaintext form provided th

)

components amd, authentication data shall [09.19] be maintained within the operational environme

the CSPs, key
t and meet the

requirements of 7.6.3.

SECURITY LEVEL 3

In addition to Security Levels 1 and 2, for Security Level 3, CSPs, key components and authentication data shall [09.20]

be entered into

or output from the module either encrypted or by a trusted channel.

CSPs which are plaintext secret and private cryptographic keys shall [09.21] be entered into or output from the module
using split knowledge procedures using a trusted channel.
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If the module employs split knowledge procedures, the module shall [09.22] employ separate identity-based operator
authentication for entering or outputting each key component, and at least two key components shall [09.23] be
required to reconstruct the original cryptographic key.

SECURITY LEVEL 4

In addition to Security Level 3, for Security Level 4 the module shall [09.24] employ multi-factor separate identity-based
operator authentication for entering or outputting each key component.

7.9.6 Sensiti

e qp(‘urity paramptpr Qtnragp

SSPs stored W
every SSP stor

Access to plain
operators shall

7.9.7 Sensiti
A module sha
Temporarily std
needed for futu

A zeroised SSH

Except at secu

protected within an additional embedded validated module. (meeting the requirements of this Internatiq

not required.

SSPs need no
that are authen

Parameters used solely for self-test purposes’in 7.10 need not meet zeroisation requirements.

SECURITY LE

The zeroisatior

module’s contrgl (e.g. reformatting of a hard drive, the atmospheric destruction of a module during re-en

SECURITY LE

The cryptograp

ithin a module may be stored either in plaintext or encrypted form. A module shall |
bd within the module with the entity (e.g. operator, role, or process) to which the SSP'is g

text CSPs by unauthorised operators shall [09.26] be prohibited. Modification of PSPs
[09.27] be prohibited.

e security parameter zeroisation

| [09.28] provide methods to zeroise all unprotected SSPs-and key components wi
red SSPs and other stored values owned by the module‘should be zeroised when th
Fe use.

shall [09.29] not be retrievable or reusable.

rity level 4, zeroisation of protected PSPs, encrypted CSPs, or CSPs otherwise phys

fication proxies (e.g. a CSP that,is'a module initialisation key).

VEL 1

of unprotected(SSPs may be performed procedurally by the module operator, and ing

VELS 2 AND 3

hic'module shall [09.30] perform the zeroisation of unprotected SSPs (e.g. overwriting w

all ones or with

D9.25] associate
ssigned.

by unauthorised

lhin the module.

y are no longer

cally or logically
nal Standard) is

meet these zeroisation requirements if they are used exclusively to reveal plaintext data to processes

ependent of the
ry, etc.).

th all zeros or

random data). Zeroisation shall [09.31] exclude the overwriting of an unprotected SSP v

ith another

unprotected SSP. Temporary SSPs shall [09.32] be zeroised when they are no longer needed. The module shall

[09.33] provide

an output status indication when the zeroisation is complete.

SECURITY LEVEL 4

In addition to the requirements of Security Levels 2, and 3, the following requirements shall [09.34] be met:

the zeroisation shall [09.35] be immediate and non-interruptible and shall [09.36] occur in a sufficiently small time

period so as to prevent the recovery of the sensitive data between the time zeroisation is initiated and the actual
zeroisation completed; and
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the factory state.

7.10 Self-tests

7.10.1 Self-test general requirements

all SSPs shall [09.37] be zeroised whether plaintext or cryptographically protected, such that the module is

Cryptographic module pre-operational and conditional self-tests provides the operator assurance that faults have not
been introduced that would prevent the module's correct operation. All self-tests shall [10.01] be performed, and

determination
text vectors, e

data output via

Conditional self
functions for wh

All self-tests id
applicable with
underlying algg
through E for e

A cryptographi
specified in thig

If a cryptograph
indicator as sp
output control &
not [10.10] util

has been repeated and successfully passed: |If a module does not output an error status upon failure

test, the opera
through an una

At Security Lev|
the module. Th
test failed).

The documentsd

ected output results, or operator intervention or whether the module will operate injan.é

onal self-tests shall [10.03] be performed and passed successfully prior torthe modu
the data output interface.

-tests shall [10.04] be performed when an applicable security functioh or process is invg
ich self-tests are required).

entified in underlying algorithmic standards (Annexes C through E) shall [10.05] be
in the cryptographic module. All self-tests identified in addition or in lieu of those
rithmic standards (Annexes C through E) shall [10.06] be implemented as referencq
bch approved security function, SSP establishment méthod and authentication mechanis

L module may perform other pre-operational or conditional critical functions test in add
International Standard.

ic module fails a self-test, the module shalt'[10.07] enter an error state and shall [10.08
ecified in 7.3.3. The cryptographic medule shall not [10.09] perform any cryptograph
nd data via the control and data oufput interface while in an error state. The cryptograp
se any functionality that relies upéh a function or algorithm that failed a self-test until the

or of the module shall [10:12] be able to determine if the module has entered an err
mbiguous procedure documiented in the security policy (Annex B).

pls 3 and 4, the module shall [10.12] maintain an error log that is accessible by an authg
e error log shall{+0.13] provide information, at a minimum, the most recent error even

tion requirements specified in A.2.10 shall [10.14] be provided.

7.10.2 Pre—opTrationaI self-tests

;

y provided input
pproved or non-

le providing any

ked (i.e. security

implemented as
specified in the
d in Annexes C
m.

tion to the tests

] output an error
ic operations or
nic module shall
relevant self-test
f a module self-
r state implicitly

rised operator of
(i.e. which self-

7.10.2.1 Pre-operational self-test general requirements

The pre-operational self-tests shall [10.15] be performed and passed successfully by a cryptographic module between
the time a cryptographic module is powered on or instantiated (after being powered off, reset, rebooted, cold-start,

power interrupti

on, etc.) and before the module transitions to the operational state.

A cryptographic module shall [10.16] perform the following pre-operational self-tests, as applicable:

pre-operati

pre-operati

© ISO/IEC 20

onal software/firmware integrity test;

onal bypass test; and
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pre-operational critical functions test.

7.10.2.2 Pre-operational software/firmware integrity test

All software and firmware components within the cryptographic boundary shall [10.17] be verified using an approved
integrity technique or EDC satisfying the requirements defined in 7.5. If the verification fails, the pre-operational
software/firmware integrity test shall [10.18] fail. The pre-operational software/firmware integrity test is not required for
any software or firmware excluded from the security requirements of this International Standard or for any executable
code stored in non-reconfigurable memory.

If a hardware r‘module does not contain either software or firmware, the module shall [10.19], at a mihimum, implement

one cryptographic algorithm self-test as specified in 7.10.3.2 as a pre-operational self-test.

A cryptograph
software/firmwe

7.10.2.3 Pre-

If a cryptograph
the logic gover
data path by:

— setting the
mechanisn
— setting the
bypass ms¢

7.10.2.4 Pre-

There may be
tested as a pre

7.10.3 Conditi

7.10.3.1 Con

Conditional se
following tests
Manual Entry T

¢ algorithm that is used to perform the approved integrity technique. for the
re test shall [10.20] first pass the cryptographic algorithm self-test specified\in"7.10.3.2.

Dperational bypass test

Ning activation of the bypass capability by exercising that logie-)The module shall [10.2

bypass switch to provide cryptographic processing and verify that data transferred thr
N is cryptographically processed, and

chanism is not cryptographically processed:

bperational critical functions test

pther security functions critical to-the secure operation of a cryptographic module that
operational test. Documentation shall [10.24] specify the pre-operational critical functior

ponal self-tests

Hitional self-test-general requirements

f-tests shal} [10.25] be performed by a cryptographic module when the conditions
occur: Cryptographic Algorithm Self-Test, Pair-Wise Consistency Test, Software/Firm
est, Conditional Bypass Test and Conditional Critical Functions Test.

pre-operational

ic module implements a bypass capability, then the module shall\[10.21] ensure the cofrect operation of

P] also verify the

bugh the bypass

bypass switch to not provide cryptographic processing and verify that data transfefred through the

shall [10.23] be
s that are tested.

specified for the
ware Load Test,

7.10.3.2 Con

itional cryptographic algorithm self-test

Cryptographic Algorithm Self-Test. A cryptographic algorithm test shall [10.26] be conducted for all cryptographic
functions (e.g. security functions, SSP establishment methods and authentication) of each approved cryptographic
algorithm implemented in the cryptographic module as referenced in Annexes C through E. The conditional test shall
[10.27] be performed prior to the first operational use of the cryptographic algorithm.

A cryptographic algorithm self-test may be a known-answer test, a comparison test or a fault-detection test.

A known-answer test consists of a set of known input vectors (e.g. data, keying material, or constants in lieu of random
bits) which are operated on by the cryptographic algorithm to generate a result. The result is compared to the known

48 © ISO/IEC 2012 — Al rights reserved


https://iecnorm.com/api/?name=5df94c0b5eb649a8b68c70aed37666ea

ISO/IEC

19790:2012(E)

expected output result. If the calculated output does not equal the known answer, the cryptographic algorithm known-
answer self-test shall [10.28] fail.

An algorithm self-test shall [10.29] at a minimum use the smallest approved key length, modulus size, DSA prime, or
curves as appropriate that is supported by the module.

If an algorithm specifies multiple modes (e.g. ECB, CBC, etc), at a minimum, one mode shall [10.30] be selected for the
self-test that is supported by the module or as specified by the validation authority.

Examples

nf known-answer tests-

One-way f
hashing, k

Reversible
encryption

A comparison
outputs are not

A fault-detectic
algorithm imple

7.10.3.3 Con

If a cryptographic module generates public or private key pairs; a pair-wise consistency test shall [10.3

for every gene
algorithm.

7.10.3.4 Con

If a cryptograp
requirements in

the cryptog
software o

firmware Ig

the applieg

the referepce authentication key shall [10.38] be loaded independently in the module prior to

Linctions: Input test vector(s) generate output which shall [10.31] be identical to(expe
pyed hashes, message authentication, RBG (fixed entropy vector), SSP agreement).

functions: Both the forward and reverse function shall [10.32] be selfstested (e.g
and decryption, SSP transport encryption and decryption, digital signature generation an

fest compares the output of two or more independent cryptographic algorithm implen
equal, the cryptographic algorithm comparison self-test shall [10:83] fail.

Mmentation, if a fault is detected, the cryptographic algorithm-fault-detection self-test shall

Hitional pair-wise consistency test

ated public and private key pair as referenced in Annexes C through E for the applicak

Hitional software/firmware load test
nic module has the capability of loading software or firmware from an external source,
addition to those in 7.4.34 shall [10.36] be performed:

firmware that is.loaded;

ading; and

approved authentication technique shall [10.39] be successfully verified or the softwa

test shall |}

cted output (e.g.

symmetric key
d verification)

entations, if the

n test involves the implementation of fault detection mechanisms integrated within the cryptographic

[10.34] fail.

5] be performed
le cryptographic

en the following

raphic module shalt{10.37] implement an approved authentication technique to verify the validity of the

the software or

re/firmware load
e load test fails.

10140] fail. Loaded software or firmware shall not [10.41] be used if the software/firmwa

7.10.3.5 Conditional manual entry test

If SSPs or key components are manually entered directly into a cryptographic module or if error on the part of the
human operator could result in the incorrect entry of the intended value, then the following manual entry tests shall
[10.42] be performed:

using dupli

© ISO/IEC 2

cate entries.
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If an EDC is used, the EDC shall [10.45] be at least 16 bits in length. If the EDC cannot be verified, or the duplicate
entries do not match, the test shall [10.46] fail.

7.10.3.6 Conditional bypass test

If a cryptographic module implements a bypass capability where the services may be provided without cryptographic
processing (e.g. transferring plaintext through the module), then the following suite of bypass tests shall [10.47] be
performed to ensure that a single point of failure of module components will not result in the unintentional output of
plaintext.

A cryptographi¢ module shall [10.48] test for the correct operation of the services providing cryptogr*phic processing

when a switch {akes place between an exclusive bypass service and an exclusive cryptographic service

If a cryptograp
some services
shall [10.49] t

governing the s

If a cryptograp

[10.50] verify t:t

modification of
technique imm

7.10.3.7 Con

There may be

tested as a con

7.10.3.8 Peri

SECURITY LE
A cryptographid
for periodic teg
service, resetti

SECURITY LE

In addition to t

period automalfically; ‘without external input or control, perform the pre-operational or conditional sel

period and any

ic module can automatically alternate between a bypass service and a cryptographic s
with cryptographic processing and some services without cryptographic/processing, 1
pst for the correct operation of the services providing cryptographic processing when
witching procedure is modified (e.g. an IP address source/destination/table).

ic module maintains internal information that governs the bypass-capability, then the mo
e integrity of the governing information through an approved integrity technique immedi

the governing information, and shall [10.51] generate a new integrity value using the ap
pdiately following the modification..

Hitional critical functions test

pther security functions critical to the secure operation of a cryptographic module that
ditional self-test.

pdic self-tests

VELS 1 AND 2

module shall [10.53] permit operators to initiate the pre-operational or conditional self-
ting of the module._Acceptable means for the on-demand initiation of periodic self-teg
g, rebooting, or pewer cycling.
VELS 3 AND.4

ne requirements at Security Levels 1 and 2, the module shall [10.54] repeatedly upo

canditions that may result in the interruption of the module’s operations during the time t

ervice, providing
hen the module
the mechanism

Hule shall
ely preceding
roved integrity

shall [10.52] be

ests on demand
ts are: provided

h a defined time
-tests. The time
b repeat the pre-

operational or

conditional self-tests shall [10.55] be specified in_the security policy (Annex B) (e.q.

If the module is

performing mission critical services that can’t be interrupted and the time period is passed for the initiation of the pre-
operational self-tests; the self-tests may be deferred after the time period is passed again.).

7.11 Life-cycle assurance

7.11.1 Life-cycle assurance general requirements

Life-cycle assurance refers to the use of best practices by the vendor of a cryptographic module during the design,
development, operation and end of life of a cryptographic module, providing assurance that the module is properly
designed, developed, tested, configured, delivered, installed and disposed, and that the proper operator guidance
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documentation is provided. Security requirements are specified for configuration management, design, finite state model,
development, testing, delivery and operation, and guidance documentation.

The documentation requirements specified in A.2.11 shall [11.01] be provided.

7.11.2 Configuration management

Configuration management specifies the requirements for a configuration management system implemented by a
cryptographic module vendor, providing assurance that the integrity of the cryptographic module is preserved by
requiring discipline_and contral in the processes of refinement and maodification of the cryptographic mqdule and related
documentation] A configuration management system is put in place to prevent accidental or unauthetrised modifications
to, and provide|change traceability for, the cryptographic module and related documentation.

SECURITY LEYELS 1 AND 2
The following sgcurity requirements shall [11.02] apply to cryptographic modules for Segurity Levels 1 gnd 2:

— a configuration management system shall [11.03] be used for the developfment of a cryptographic module and
module components within the cryptographic boundary, and of associated module documentation;

— each version of each configuration item (e.g. cryptographic modulg, ‘module hardware parts, module software
componenfs, module HDL, user guidance, security policy, etc.)that comprises the module |and associated
documentdgtion shall [11.04] be assigned and labelled with a unique identifier; and

— the configyration management system shall [11.05] track and maintain the changes to the identification and version
or revision|of each configuration item throughout the life-cyele of the validated cryptographic modulg.

SECURITY LEYVELS 3 AND 4

In addition to the requirements for Security Levels_{\and 2, the configuration items shall [11.06] be managed using an
automated configuration management system.

7.11.3 Design
A design is an ¢ngineering solution_that addresses the functional specification for a cryptographic module. The design is
intended to prdvide assurance that the functional specification of a cryptographic module correspondq to the intended
functionality depcribed in the security policy.

Cryptographic modules siall[11.07] be designed to allow the testing of all provided security related seryices.

7.11.4 Finite statermodel

The operation Let—a—eryptegraphic—medule—shal—{11-081be—spesified—using—a—Finite—State—Medel (or equivalent)
represented by a state transition diagram and a state transition table and state descriptions. The FSM shall [11.09] be
sufficiently detailed to demonstrate that the cryptographic module complies with all of the requirements of this
International Standard.

The FSM of a cryptographic module shall [11.10] include, as a minimum, the following operational and error states:

— Power on/off state. A state in which the module is powered off, placed in standby mode (volatiie memory
maintained), or the operational state preserved in non-volatile memory (e.g. hibernation mode) and in which primary,
secondary, or backup power is applied to the module. This state may distinguish between power sources being
applied to a cryptographic module. For a software module, power on is the action of spawning an executable image
of the cryptographic module.
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transitions

to the approved state.

secure administration, and key management).

CSP entry

state: a state for entering the CSPs into the cryptographic module.

General initialisation state: A state in which the cryptographic module is undergoing initializing before the module

Crypto Officer State: a state in which the Crypto Officer services are performed (e.g. cryptographic initialisation,

User state: (if a User role is implemented): a state in which authorised users obtain security services, perform
cryptographic aperations, or perform other approved functions

that indica
module, of
states sha
of the cryp

Each distinct ci
[11.12] be depi

Changing to th¢ Crypto Officer state from any other role other‘than the Crypto Officer role shall [11.13]

A cryptographig
— Bypass st§
plaintext o
— Quiescent
hibernatior

7.11.5Develo

A proper deve
the module fur
validated cryptd
a cryptographig
implementation

Approved $tate: a state in which approved security functions are performed.
Self-test state: a state in which the cryptographic module is performing self-tests.

Error state| a state when the cryptographic module has encountered an error conditior’(e.g. failed a
may be one or more error conditions that result in a single module error state. Error states may incl

e an equipment malfunction and that may require maintenance,.8€rvice or repair of t
recoverable "soft" errors that may require initialisation or resetting of the module. Reg
| [11.11] be possible, except for those caused by hard errors ¢hat require maintenance,
ographic module.

yptographic module service, security function use, error. state, self-test, or operator aut
cted as a separate state.

module may contain other states including, but not limited to, the following:

te: a state in which a service, as .a¥esult of module configuration or operator interver

Itput of a particular data or statusctem that would normally be output in encrypted form.
state: a state in which.thé cryptographic module is dormant (e.g. low power, {
).

hment

bpment process-provides assurance that the implementation of a cryptographic modulg
ctional specification and security policy, that the cryptographic module is maintainal

module’s security functionality at various levels of abstraction from the functional sp
representation.

self-test). There
ide "hard" errors
e cryptographic
overy from error
bervice, or repair

hentication shall

be prohibited.

tion, causes the

uspended or in

corresponds to
le, and that the

graphic'module is reproducible. This clause specifies the security requirements for the fepresentation of

beification to the

SECURITY LEVEL 1

The following requirements shall [11.14] apply to cryptographic modules for Security Level 1:

if a cryptographic module contains software or firmware, the source code, language reference, the compilers,

compiler versions and compiler options, the linker and linker options, the runtime libraries and runtime library
settings, configuration settings, build processes and methods, the build options, environmental variables and all
other resources used to compile and link the source code into an executable form shall [11.15] be tracked using
the configuration management system;
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that depict the correspondence of the software or firmware to the design of the module;

Description Language (HDL), as applicable;

correspondence of the hardware to the design of the module;

for softwar,

the re

the cry

the ¢
compi

SECURITY LE

In addition to the requirements for Security Level 1, the following,requirements shall [11.22] apply

modules for Se

all softwar
shall [11.2
the perforn

custom int
Descriptior

all softwar
parameter:

SECURITY LE

In addition to
cryptographic n

for each c
with comm

sult of the integrity and authentication technique mechanisms specified in 7.5 and~7.10
calculated and integrated into the software or firmware module by the vendor during the modul

yptographic module shall [11.21] be developed using produttion-grade developr
ers).

VELS 2 AND 3

curity Levels 2 and 3:
e or firmware shall [11.23] be implemented ‘using a high-level, non-proprietary langu
4] be provided for the use of a low-level language (e.g. assembly language or microcoq
nance of the module or when a high-level language is not available;

bgrated circuits within a cryptographic:module shall [11.25] be implemented using a hig
Language (HDL) (e.g. VHDL or,Verilog); and

5 or symbols not necessaryfor the module’s functionality and execution.

VEL 4

the requireménts for Security Levels 1, 2 and 3, the following requirement shall
nodules for’Security Level 4:

yptographic module hardware and software component, the documentation shall [11.3
ents-that specify (1) the pre-conditions required upon entry into each module componsg

procedure

19790:2012(E)

if a cryptographic module contains software or firmware, the source codes shall [11.16] be annotated with

if a cryptographic module contains hardware, documentation shall [11.17] specify the schematics and/or Hardware

if a cryptographic module contains hardware, the HDL shall [11.18] be annotated with comments that depict the

id module:

shall [11.19] be
b development;

ptographic module documentation shall [11.20] specify the compiler, configuration settings and methods
to compile the source code into an executable form; and

nent tools (e.g.

to cryptographic

age or rationale
e) if essential to

-level Hardware

b or firmware shall [11.26[\\be designed and implemented in a manner that avoids the use of code,

11.27] apply to

8] be annotated
nt, function, and

innofder to execute correctly and (2) the post-conditions expected to be true when the €

xecution of each

module component, function, and procedure is complete. The pre-conditions and post-conditions may be specified
using any notation that is sufficiently detailed to completely and unambiguously explain the behavior of the

cryptograp

7.11.6 Vendor

hic module component, function, and procedure.

testing

This clause specifies the requirements for vendor testing of the cryptographic module, including testing of the security
functionality implemented in the cryptographic module, providing assurance that the cryptographic module behaves in

accordance wit

h the module security policy and functional specifications.

SECURITY LEVELS 1 AND 2
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For Security Levels 1 and 2, documentation shall [11.29] specify the functional testing performed on the cryptographic

module.

For software or firmware cryptographic modules and the software or firmware component of a hybrid module, the vendor
shall [11.30] use automated security diagnostic tools (e.g. detect buffer overflow).

SECURITY LEVELS 3 AND 4

In addition to the requirements for Security Levels 1 and 2, documentation shall [11.31] specify the procedures for and
the results of low-level testing performed on the cryptographic module.

7.11.7 Deliver
This clause sp
module, provid
initialised in a g
SECURITY LE

For Security L
startup of the ¢

SECURITY LE

y and operation

ecifies the security requirements for the secure delivery, installation, and-startup of
ing assurance that the module is securely delivered to authorised opérators, and
orrect and secure manner.

VEL 1

bvel 1, documentation shall [11.32] specify the procedures.-for secure installation, i
yptographic module.

VELS 2 AND 3

In addition to

maintaining security while distributing, installation and the%initialisation of versions of a cryptogra
authorised opefators. The procedures shall [11.34] specifyZhow to detect tamper during the delivery

initialisation of
SECURITY LE

In addition to
operator to be

7.11.8 End of

This clause sp
further use by t

SECURITY LE

For Security L

he requirement of Security Level 1, documentation shall [11.33] specify the procedt

he module to the authorised operators.

VEL 4

ife

pcifies the security-requirements when a cryptographic module is no longer deployed
ne operator.

VELS 1 AND 2

evel\1 and 2, documentation shall [11.36] specify the procedures for secure sa

a cryptographic
is installed and

hitialisation, and

res required for
phic module to
installation and

;l;he requirements of Security Levels 1, 2 and 3, the procedures shall [11.35] requir¢ the authorised
uthenticated by the module.dsing the operator specific authentication data provided by t

he vendor.

or intended for

hitization of the

cryptographic n

nodule. Sanitization is the process of removing sensitive information (e.g. SSPs, user da

fa, etc.) from the

module, so that it may either be distributed to other operators or disposed.

SECURITY LEVELS 3 AND 4

In addition to the requirement of Security Levels 1 and 2, documentation shall [11.37] specify the procedures required
for the secure destruction of the module.

7.11.9 Guidan

ce documents

The requirements in this clause are intended to ensure that all entities using the cryptographic module have adequate
guidance and procedures to administer and use the module in an approved mode of operation.
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Administrator guidance shall [11.38] specify:
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the administrative functions, security events, security parameters (and parameter values, as appropriate), physical

ports, and logical interfaces of the cryptographic module available to the Crypto Officer and/or other administrative

roles;

procedures required to keep operator authentication data and mechanisms functionally independent;

procedures
assumptio

Non-administra

the approv
cryptograp

all User re

7.12 Mitigati

Susceptibility o
module type,

cryptographic n
of the module)
external to the
cryptographic n

The documentsd
SECURITY LE

If a cryptogra

International STandard, then the module’s supporting documents shall [12.02] enumerate the attack(

designed to mi
be validated wh

SECURITY LE

In addition to

on how to administer the cryptographic module in an approved mode of operation; and
ns regarding User behavior that are relevant to the secure operation of the cryptographic
for guidance shall [11.39] specify:

ed and non-approved security functions, physical ports, and logical interfaces available
hic module; and

sponsibilities necessary for the approved mode of operation oflaycryptographic module.

bn of other attacks
f a cryptographic module to attacks not defined elsewhere in this International Standard
mplementation, and implementation environment.
nodules implemented in hostile environments_(e.g. where the attackers may be the auth
These attacks generally rely on the analysis of information obtained from sources th
module. In all cases, the attacks attempt to determine some knowledge about the
nodule.

tion requirements specified in A«2.12 shall [12.01] be provided.

VELS 1, 2 AND 3

hic module is designed to mitigate one or more specific attack(s) not defined e

igate. The existénce and proper functioning of the security mechanisms used to mitigate
en requirements and associated tests are developed.

VEL 4

the, requirements for Security Levels 1, 2 and 3, the following requirement shall

module.

fo the users of a

depends on the

Such attacks may be of particlilar concern for

orised operators
at are physically
[CSPs within the

sewhere in this
5) the module is
the attack(s) will

12.03] apply to

cryptographic

podules for Security Levels 4:

If the mitigation of specific attacks not defined elsewhere in this International Standard is claimed, documentation

shall [12.04] specify the methods used to mitigate the attacks and the methods to test the effectiveness of
mitigation techniques.
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Annex A
(normative)
Documentation requirements
A.1 Purposf

This annex spq
undergo an ind

A.2 ltems

A.2.1 Generd

No general dog

A.2.2 Crypto

Specificati
(Security L

Specificati

Specificati

the physical configuration of the module, (Security Levels 1, 2, 3 and 4)

Specificati
security re
Levels 1, 2

Specificati

Specificati
applicable

bpendent verification scheme.

1

umentation requirements specified.

graphic module specification

bn of the module type (hardware, softwarefirmware, hybrid software or hybrid fir
evels 1, 2, 3and 4)

bn of the module boundary. (Security Levels 1, 2, 3 and 4)
bn of the hardware, software and-firmware components of the cryptographic module, a
bn of hardware, software Or,firmware components of the cryptographic module that are e

uirements of this International Standard and an explanation of the rationale for the exd
3 and 4)

bn of the physical-ports and logical interfaces of a cryptographic module. (Security Levels

bn of the'manual or logical controls of a cryptographic module, physical or logical statu
physicaly.logical, and electrical characteristics. (Security Levels 1, 2, 3 and 4)

Specificati

cifies the minimum documentation which shall [A.01] be required for a cryptographic fnodule that is to

mware module).

nd description of

kcluded from the
lusion. (Security

1,2, 3and 4)

5 indicators, and

bn.of all security functions, both approved and non-approved, that are employed by

a cryptographic

module and specification of all modes of operation, both approved and non-approved. (Security Levels 1, 2, 3 and

4)

Block diagram depicting all of the major hardware components of a cryptographic module and component

interconnections, including any microprocessors, input/output buffers, plaintext/ciphertext buffers, control buffers,
key storage, working memory, and program memory. (Security Levels 1, 2, 3 and 4)

3and 4)

56

Specification of the design of the hardware, software and firmware of a cryptographic module. (Security Levels 1, 2,
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A.2

A.2

A.2.

.3 Crypto

.4 Roles,

ISO/IEC

19790:2012(E)

Specification of all security-related information, including secret and private cryptographic keys (both plaintext and
encrypted), authentication data (e.g. passwords, PINs), CSPs, PSPs, and other protected information (e.g. audited
events, audit data) whose disclosure or modification can compromise the security of the cryptographic module.

(Security L

evels 1, 2, 3and 4)

Specification of how the module supports a degraded mode of operation. (Security Levels 1, 2, 3 and 4)

Specification of a cryptographic module security policy including the rules derived from the requirements of this
International Standard and the rules derived from any additional requirements imposed by the vendor. (Security
Levels 1, 2,3 and 4)

Specificati
physical ar

Specificati

Specificati
(Security L

Specificati

Specificati
approved.
role(s) in w

Specificati
an authori
CSPs, org

Specificati

data requifed to implement supported authentication mechanisms, the authorised methods used t

to the mod
mechanisn
mechanisn

Specificati
tests, perfq

graphic module interfaces

bn of the data input, data output, control input, control output, status outputCand power
d logical. (Security Levels 1, 2, 3 and 4)

bn of the trusted channel interface. (Security Levels 3 and 4)

bn of the exceptions and rationale if the control output interface)is not inhibited during
evels 1, 2, 3 and 4)

services, and authentication
bn of all authorised roles supported by a cryptographic module. (Security Levels 1, 2, 3 a

bn of the services, operations, or functions provided by a cryptographic module, both ap
For each service, specification of the service input, corresponding service output, an
hich the service can be performed. (Security Levels 1, 2, 3 and 4)

bn of any services provided by a eryptographic module for which the operator is not req
5ed role, and how these services do not modify, disclose, or substitute cryptographic
therwise affect the security.of the module. (Security Levels 1, 2, 3 and 4)

bn of the authentication mechanisms supported by a cryptographic module, the types

ule for the first time’ and initialise the authentication mechanism, and the strength of th
ns supported (by~the module, including the rationale supporting the use of multipl
ns. (Security Levels 2, 3 and 4).

bn of the module's services that show the module's versioning information, show stat
rm, approved security functions and perform zeroisation. (Security Levels 1, 2, 3 and 4)

interfaces, both

the error state.

nd 4)

proved and non-
i the authorised

uired to assume
keys and other

Df authentication
p control access
e authentication
e authentication

Is, perform self-

Specification of the bypass mechanisms. (Security Levels T, Z, 3 and 4)

Specification of the software or firmware loading mechanisms. (Security Levels 1, 2, 3 and 4)

Specification of the self-initiated cryptographic output capability controls and interface. (Security Levels 1, 2, 3 and

4)

5 Software/Firmware security

Specification of approved integrity techniques or EDC used. (Security Levels 1, 2, 3 and 4)
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