INTERNATIONAL ISO/IEC
STANDARD 19785-3

Third edition
2020-09

Information technology —Common
Biometric Exchange Formats
Framework —

Part 3:
Patron format specifications

Technologies de l'infermation — Cadre de formats d'échdnge
biométriques communs —

Partie 3: Spécificdations de format d'usager

Reference number
ISO/IEC 19785-3:2020(E)

© ISO/IEC 2020


https://iecnorm.com/api/?name=1336efa0c14cf586e7c0f03099e75281

ISO/IEC 19785-3:2020(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2020

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting
on the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address
below or ISO’s member body in the country of the requester.

ISO copyright office

CP 401 e Ch. de Blandonnet 8

CH-1214 Vernier, Geneva

Phone: +41 22 749 01 11

Email: copyright@iso.org

Website: www.iso.org

Published in Switzerland

ii © ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=1336efa0c14cf586e7c0f03099e75281

ISO/IEC 19785-3:2020(E)

Contents Page
FOT@WOTM ... ee oot eeeeeee viii
0010 00 X6 1 (ot o (0) o VOO X
1 S0P ... 1
2 NOIMALIVE FEECT@INCES ...........ooooooooeoeeeeeeeeeeeeeeeeeeeeeeeeeeesees et 1
3 LS IR Yo 0 L2 00 ) o 1
4 Symbols and abbreviated terms... 2
5 (0003 03 103 9 1 1 T 1 4 Lol TSSOSO, S SO 3
6 ASN.1 type definitions for CBEFF data elements and abstract values.......asJo ], 3

6.1 LTS3 0 =) o= Y o S SO 3

6.2 CBEFF data elements type definitions module ... o 3
7 Patron format specification: Simple bit-oriented patron format {deprecated)...|........ 8

7.1

7.2

7.3

7.4 Patron format type

7.5 ASN.1 OID for this patron fOrMat...... Sirasenriesesssssessssssesssssssssssssssssssssssse e 8

7.6 | 10) 0 02200 6 W0 4 0 1Y < OO SO 9

7.7 Version identifier .9

7.8 CBEFF version............. .9

7.9 (O3 0 =) o= | T OSSOSO FE 9

7.10  ASN.T SPECIHICATION .cooiiie ey e e 10
8 Patron format specification: Simple byte-oriented patron format............ 10

8.1 210 00 ) o O oS

8.2 Patron format owner ..

8.3 Patron format name.....

8.4  Patron format type...q..

8.5 ASN.1 OID for this patron format

8.6 Domain of use

8.7

8.8

8.9

8.10 Patron format SPeCifiCation. ...

8.11  ASNIB SPECIHICATION ..o
9 Patronmformat specification: Presence byte-oriented patron format

9.1

9.2

9.3

9.4 Patron format type.......ccscssssern

9.5 ASN.1 OID for this patron format

9.6 Domain of use...........

9.7 Version identifier

9.8 CBEFF version..............

9.9 (€T3 0 =) o= OO

910 SPECIHICATION ..ot

9.1 ASNLT SPECIHICATION ..o
10 Patron format specification: Presence bit-oriented patron format................, 16

1O N = X oo ) o O

10.2 Patron format owner..

10.3 Patron format name....

10.4  Patron fOrTNat EYPe. .. oo

© ISO/IEC 2020 - All rights reserved

iii


https://iecnorm.com/api/?name=1336efa0c14cf586e7c0f03099e75281

ISO/IEC 19785-3:2020(E)

11

12

13

10.5 ASN.1 OID for this patron format

10.6  Domain of US€ ..o,

10.7 Version identifier

IR S 08 27 2 T T Y=Y o o ) o VS
IO T =Y £ 1<) 7= 00000000
T0.10  ASN.T SPECTTICATION ..ot

Patron format specification: TLV-encoded patron format, for use with smartcards
or other tokens (with implicit tag allocation authority)
111 PAtION . e

11.2 Patron format owner
11.3 __Patron format name

11.4 | Patron fOrmMat LY Pe. ..oy
11.5 [ ASN.1 OID for this patron format

11.6 [ Domain of US€......ccrsecssecne

11.7 | Version identifier ...

11.8 | CBEFF version.......cccceceee.
11.9 | GeNeral ..o

11.14 ASN.1 specification ...

11.11 Tabular representations for information ... bed i
11.11.1 The Biometric Information Template used for on-card®biometric comparison.... 23
11.11.2 The Biometric Information Template used for off-ayd biometric comparison... 24

11.17 The Biometric Information Template Group Data Object 2 .

11.13 Abstract values and encodings for biometric type and-subtype
11.14 Patron format conformance statement.............cccceee oo
11.14.1 Identifying information............pme s
11.14.2 CBEFF-defined data elements and abstfact values ...
11.14.3 Patron-defined data elements and abstract values.............cceed
Patrgn format specification: Complex patrordormat.............oonons
12,1 | PatlrOon..eeeeeeeee s s

12.2 | Patron format OWNer ...........c...
12.3 [ Patron format name.........cccccccad N
12.4 | Patron format type.........ose s
12.5| ASN.1 OID for this patron format

T12.6 | DOIMAIN OF USE ..o oot sssssse s
B L= 3 U0} 6T 6 <) 0§ =Y
12.8 | CBEFF version

B0 B B 1= 1<) = | O oo
T2 10 SPECIICATION (e
12.17 TusStrative BXAMPLES ...t

12.17 ASN.1 definition (provided for illustrative purposes only)

Patrgn format specification: XML-full patron format (with additional data elements).|....38

G 700 I 2= o) o OSSO
S I = U ) 10 (0] 000 = LK 011474 0 U< ol
13.3 Patron format name
13.4  Patron format type.......ooess
13.5 ASN.1 OID for this patron format
13.6  Domain of USe ..o
13.7 Version identifier
G 7R S T 08 5 7 2 T QY=Y o Lo ) o VOSSO
SRS T 7Y 6 =Y =Y 00000000
13.10 Specification.....
13.11 Element <BIR> ...
13.11.1 Syntax......
13.11.2 Semantics.......
13.12 Element <Version> ...
L3.1200 SYIIEAX itk
G TR0 0 =) 5 = 1 o

© ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=1336efa0c14cf586e7c0f03099e75281

13.13

13.14

13.15

13.16

ISO/IEC 19785-3:2020(E)

Element <CBEFFVersion>.......
13.13.1 Syntax ...
13.13.2 Semantics...
Element <BIRINTOS ...t
L3014 T SYIEAK e
13.14.2 Semantics
Element <BDBInfo>
L3015 T SYIIEAK e
13.15.2 SemMantiCs ...

Element <Format> of BDBInfoType
110G 0 0 ) 2 - SO

13.17

13.18

13.19

13.20

13.21

13.22

13.23

13.24

13.25

13.26
13.27
13.28
13729
13.30

12 21

T3.T10.2 SEIMANTICS ... e
Element <Product>.
130171 SYNEAX i o
13.17.2 SEMANTICS ..ooovoieviiiieeisieiesieecs s Lo e
Element <CaptureDevice> ...

13.18.1 SYNEAX oo

13.18.2 Semantics ...

Element <FeatureExtractionAlgorithm>
13.19.1 SyNtax ..o

13.19.2 SEIMANTICS w..oooieieriieiieieeieesiseeseeinee e g e
Element <CompariSonAlgorithm> ...
13.20.1 SYNEAX oo

13.20.2 Semantics ...y

Element <CompressionAlgorithm>
13.21.1 Syntax .. g Yo
13.21.2 Semantics..
Element KQUAlTY> ... 0o
13,221 SYNEAK e
13.22.2 Semantics
Element <AIGOTTtRIMI> ...t
132300 SYINEAK it i
13.23.2 Semantics..
Element <SBInfo> 3\
13.24.1 Syntax.m
13.24.2 SemantiCs ...
Element <Format> of SBInfoType
L3250 L (SYIEAK e
132502 JSEIMANTICS ..ot
Representation of Integers ...
Representation of Octet Strings ...
Representation of Date and Time of the Day ..............
Representation of Universally Unique Identifiers...
XML schema of the patron format. ...,

ACN. 1

1J.J91

13.32

13.33

L £l £ £, £
AJIN. 1L SUIITIIIAa UT UIT lJaLl |\ 8 L U ) ' e P P
An example of a simple BIR in XML encoding (complying with the ASN.1 schema,
the XSD schema, and the normative textual description) ... 62
An example of a complex BIR in XML encoding (complying with the ASN.1 schema,
the XSD schema, and the normative textual description)

14 Patron format specification: full-complex patron format......
g O = 0 ) o VSO0
14.2 Patron format owner..
S T S~ Y o) 010 0) 0 00 P2 L 0 = 0 4 10000
144 PAtION fOTTIIAT LYoo
14.5 ASN.1 OID for this patron format
14.6  Domain Of USE ...
14.7 Version identifier
S N 00 2 D0 T T Y=Y o3 o) o TN

© ISO/IEC 2020 - All rights reserved v


https://iecnorm.com/api/?name=1336efa0c14cf586e7c0f03099e75281

ISO/IEC 19785-3:2020(E)

15
16

17

18

19

vi

149 General.......
14.10 Specification................
14.11 Illustrative examples
14.12 ASN.1 definition (provided for illustrative purposes only)

Patron format specification: Biometric application programming interface (BioAPI 2.0) .76

Patron format specification: Self-identifying Tag-oriented Simple BIR
TR0 S =Y 0 ' OO
16.2 Patron format owner
16.3 Patron format name......

164 PatION fOITNAT EY P . oottt
16.5 [ ASN.T OID for this patron format

16.6 | Domain of USE ...

16.7 | Version identifier ...

16.8 [ CBEFF version.......n
16.9 [ General ...
16.1(0 Specification ...
16.17 THUSLratiVe @XAMPLES ..oy bt
16,17 ASN.T A@FINTTION oo oo

Patrgn format specification: Self-identifying, Tag-oriented Compléx BIR
00 O o 1 ) USRS AT 1 SN
17.2 | Patron format owner
17.3 | Patron format name.....

17.4 | Patron format type.....e
17.5| ASN.1 OID for this patron format

17.6 | DOMIAIN OF USE ..o et
LA I 53 (o) o T e 1<) 6Nt 4 1<) ol
17.8 | CBEFF version..........

17.9| General..

17.1(0 Specification.................

17.11 Ilustrative example ...

B 7 N A\ 6 =Y 30 v o) o 0o 0000
Patrgn format specification: PAD patron format (Linking BDB with PAD Sample)...........|.... 92
S 00 T D =1 0 ) o O
RS IS 0 0T o 10 (0] 0 6 0 T= N 011174 0 1<) ol
18.3 | Patron format name

18.4 | Patron format type. ...

18.5| ASN.1 OID for this patron format
18.6 | Domain of use
18.7 | Versionddentifier
18.8 | CBEEE.version
T8B.9 | GOIMETAL ..o
18.1Q . Specification.............

18.1 1L JHustrative example —

RS 700 72N A\ P 6 =Y 0 s o) o 10000000000

Patron format specification: TLV-encoded patron format for ICCs and other tokens
(with explicit tag allocation authority)
19.1  PatlON....eceeeeeees e

BT 2PV 0 00 £0) & 6 0 F= L 01474 4 1<) O
B TSI 72X 0 010 0) 0 00 F= ol 0 - U0 0 (< NN
19.4  Patron format type.......ccrsrinn

19.5 ASN.1 OID for this patron format

19.6 Domain of US€. ..o,

19.7 Version identifier

19.8 CBEFF version...

0 20 T =Y 4 V<) - | 0000000000000
T19.10  ASN.T SPECTTTICATION ..ot

© ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=1336efa0c14cf586e7c0f03099e75281

19.11

ISO/IEC 19785-3:2020(E)

Tabular representations for iNfOrmMation ... 107
19.11.1 The Biometric Information Template used for on-card biometric comparison.107
19.11.2 The Biometric Information Template used for off-card biometric comparison.111

19.12 The Biometric Information Template Group Data ObJecCt ... 114
19.13 Abstract values and encodings for biometric type and SUDLYPE ... 114
19.14  T1IUSTIATIVE @XAIMNPIES ..ot 114
Annex A (informative) Guidelines on the specification of patron formats ... 115
Annex B (informative) Conformance of the defined patron formats ... 119
Annex C (normative) Coding specifications for tagged patron formats.............cosie, 131

Anndx D ({informative) Information and clarifications to Clause 1t

Biblipgraphy

© ISO/IEC 2020 - All rights reserved vii


https://iecnorm.com/api/?name=1336efa0c14cf586e7c0f03099e75281

ISO/IEC 19

785-3:2020(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also

take partin

The procedt

the work.

res used to dpvp]np this document and those intended for its further maintenance are

described in
the different
editorial rul

Attention is
of patent ri
rights. Deta
Introduction
list of patent

the ISO/IEC Directives, Part 1. In particular, the different approval criteria neédg
types of document should be noted. This document was drafted in accordance, wit
s of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

drawn to the possibility that some of the elements of this document may be the st
bhts. ISO and [EC shall not be held responsible for identifying any'\or all such p

and/or on the ISO list of patent declarations received (see www.igso.org/patents) or th
declarations received (see http://patents.iec.ch).

d for
h the

ibject
atent

Is of any patent rights identified during the development of the dectiment will be in the

elEC

Any trade name used in this document is information given for the convenience of users and dogs not

constitute ap endorsement.

For an explhnation of the voluntary nature of standards, the’ meaning of ISO specific terms$ and

expressions [related to conformity assessment, as well as information about ISO's adherence to the

World Trade|Organization (WTO) principles in the Technical Barriers to Trade (TBT), see www.isd.org/

iso/foreword.html.

This documgnt was prepared by Joint Technical €emmittee ISO/IEC JTC 1, Information technplogy,

Subcommittge SC 37, Biometrics.

This third edition cancels and replaces the second edition (ISO/IEC 19785-3:2015), which has|been

technically revised.

The main chpnges compared to the previous edition are as follows:

— Vocabulary and technical updates and corrections.

— Specification of new CBEEF patron formats for BioAPI 2.0, Presentation Attack Detection ([PAD),
new TLV-encoded patronformat for ICCs or other tokens (with explicit tag allocation authority]f), and
Self-identifying Tagroriented simple and complex BIRs.

— Inclusiop of cenformance requirements in Annex B and coding specifications for tagged pptron
formats| such as TLV, XML, and JSON in Annex C.

Some te

chrricatcommentsamd clarifications o the ttause Tt patrom formatare imtroducedwithin

Annex D (however, forlegacy reasons, the technical content of the TLV-encoded patron format for use
with smartcards or other tokens [with implicit tag allocation authority] in Clause 11, is presented as
it was originally published in ISO/IEC 19785-3:2007).

The permitted values for CBEFF_BDB_biometric_type and CBEFF_BDB_biometric_subtype have
been harmonized across all patron formats (except for Clause 11, which is preserved for legacy
reasons), using the common CBEFF-DATA-ELEMENTS definitions in 6.2.

The CBEFF _version for the patron formats has been increased to (major 4, minor 0) to support newly
defined CBEFF_BDB_biometric_type values from ISO/IEC 19785-1 (including Body Photography,
Friction Ridge, and Thermal).

Alist of all parts in the ISO/IEC 19785 series can be found on the ISO website.

viii
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Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

Biometric-based authentication systems and applications are expected to support multiple biometric
devices and multiple biometric data formats. The Common Biometric Exchange Formats Framework
(CBEFF) promotes interoperability of biometric-based application programmes and systems developed

by different vendors by facilitating biometric data interchange.

ISO/IEC 19785-1 defines the following items that enable standardized biometric data interchange:

a) a 3-partstandardized structure for biometric information records (BIRs) consisting of:

1) star{dardized biometric headers (SBHs),
2) Dbiometric data blocks (BDBs, which may be standardized or proprietary), and
3) optipnal security blocks (SBs);

b) variations of the 3-part structure to support BIRs containing:

1) only one SBH, at least one or more BDBs and possibly one SB (simple EBEFF BIRs),

2) only one self-identifying SBH, at least one or more BDB and possibly one SB (self-identifying

simple CBEFF BIRs), and

3) morje than one BDB along with some number of SBHs necessary to encode the BIR’s strulcture

and|some number of SBs (complex CBEFF BIRs, multiple. ¢BEFF BIRs).

c) a self-identifying concept, which may be applied to any'variation of the 3-part structure for
using the ‘SBIR’ field as defined in ISO/IEC 19785-1;

d) more thpn 40 data elements and their associated“abstract values that can be used in an S
describg attributes of a BDB within a BIR, as wellas attributes of the BIR itself;

BIRs,

BH to

e) the conceptofa CBEFF patron format (butISO/IEC 19785-1 does not itself define any patron formnats),

which is|a detailed specification of the styucture and content of a particular, standardized BIR;

f) the condept of a CBEFF patron, which is a recognized standards organization that has regis|
with thg Biometric Registration(Authority (BRA) and declared its intention to define CBEFF p
format gpecifications;

g) the congept of the BRA\which is the mechanism by which unique identifiers are assign

tered
atron

ed to

organizgtions (standards organizations, vendors and others) that create BDB formats and BEFF

patron formats (ISOAIEC 19785-2 defines the identification scheme for biometric object
organiztions registered by the BRA);

h) CBEFF datalements [see c) above] that support, within the SBH, the unique identifiers ass
by the BRAfor biometric organizations, BDB formats, biometric products, capture devices, fe
extractiom algorTthims, COmparisSon atgorithms, quality atgorithms, COMpPression aigorithr
mechanisms, patron formats (self-identifying or not), and SB formats.

t and

gned
ature

s, PAD

Patron formats can be specified in other standards documents and registered with the BRA (see

ISO/IEC 19785-2). For example, there is a registered patron format specified in ISO/IEC 19785-1.

For a

complete list of registered patron formats, consult the CBEFF Biometric Registration Authority website.

This document specifies a number of CBEFF patron formats that are considered to be of general utility

in a variety of domains of use. Additional ISO/IEC JTC 1/SC 37 patron format specifications m

ay be

published as new clauses in future amendments to this document, or in other ISO/IEC JTC 1/SC 37

International Standards.

The CBEFF patron format type unambiguously identifies the CBEFF patron format within the scope of

the CBEFF patron format owner. The CBEFF patron format type is unambiguous within the scope

of an

ASN.1 Object Identifier (see ISO/IEC 9834-1) that identifies the BRA (see ISO/IEC 19785-2). That ASN.1

X © ISO/IEC 2020 - All rights reserved
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Object Identifier (OID) is itself globally unambiguous within the scope of all ASN.1 OIDs, which forms a

widely used global namespace.

NOTE ASN.1 OIDs are used by ITU-T, ITU-R, the UPU and many ISO and IEC Standards, to i
IETF MIME types and for many other purposes. (These acronyms have not been spelled out, a
identification of these organizations is not relevant to this document.)

The combination of the BRA OID, the CBEFF patron format owner, and the CBEFF patron

dentify some
s the precise

format type

forms a larger ASN.1 OID that provides an unambiguous identification of the CBEFF patron format. This
document specifies, for each CBEFF patron format that it defines, the ASN.1 OID that unambiguously

identifies that CBEFF patron format.

New [implementations should make use of the tag-oriented CBEFF version 4.0 patron
Claudes 16 and onwards.

It is qlso important to note that, for legacy reasons, the technical content of patron format
encodled patron format for use with smartcards or other tokens (with implicit tagallocatid

formats, i.e.

type 5, TLV-
n authority)

in Clquse 11, is presented as it was originally published in ISO/IEC 19785-3;2007 (with minor editorial
updates and technical comments introduced in Annex D). New implementations should usg the explicit

tag allocation authority alternative provided by the patron format included in Clause 19.

© ISO/IEC 2020 - All rights reserved
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INTERNATIONAL STANDARD ISO/IEC 19785-3:2020(E)

Information technology — Common Biometric Exchange
Formats Framework —

Part 3:
Patron format specifications

1 Scope

This document specifies and publishes registered Common Biometric Exchange Fofmatq Framework
(CBEFF) patron formats defined by the CBEFF patron ISO/IEC]JTC 1/SC 37, and spécifies their registered
CBEFF patron format types (see ISO/IEC 19785-1) and resulting full ASN.1 O1Ds.

ormative references

The following documents are referred to in the text in such a way that some or all of their content
constlitutes requirements of this document. For dated references, only the edition cited| applies. For
undated references, the latest edition of the referenced docuinent (including any amendments) applies.

ISO/I[EC 2382-37, Information technology — Vocabulary—;'Part 37: Biometrics

ISO/IEC 7816-11, Identification cards — Integrated Eircuit cards — Part 11: Personal verificdtion through
biometric methods
ISO 8601 (all parts), Data and time — Represéntations for information interchange

ISO/IEC 8825-1, Information technologj»~- ASN.1 encoding rules: Specification of Basic Erjcoding Rules
(BER), Canonical Encoding Rules (CER)-and Distinguished Encoding Rules (DER) — Part 1:

ISO/IEC 8825-4, Information techiiology — ASN.1 encoding rules: XML Encoding Rules (XER) |— Part 4:
ISO/IEC 10646, Information.technology — Universal coded character set (UCS)

ISO/IEC 19785-1, Infonmation technology — Common Biometric Exchange Formats Framewdrk — Part 1:
Data plement specification

ISO/IEC 197852, Information technology — Common Biometric Exchange Formats Framewqrk — Part 2:
Biometric registration authority

ISO/I[EC.24787, Information technology — Identification cards — On-card biometric compari§on
ISO/IEE€ 3016

2rData formats

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 2382-37 and
[SO/IEC 19785-1 and the following apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

© ISO/IEC 2020 - All rights reserved 1
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biometric information template group
structure which allows two or more biometric information template instances to be nested

Note 1 to entry: The construction and use of biometric information template group Data Objects both for on-card
and off-card biometric comparison are specified in ISO/IEC 7816-11.

3.2

Common Biometric Exchange Format Framework patron format structure type
CBEFF patron format structure type
indication of the CBEFF BIR structure used to define a given patron format, including whether the

structure is

Note 1 to entr

Simple C

Complex

Multiple

Note 2 to entn
However, unl
single BDB to

3.3

TLV encoding

common for

type (or tag])
contain furt

self-identifying

y: The possible structure types are defined in ISO/IEC 19785-1 and include:
BEFF BIR;

CBEFF BIR;

CBEFF BIR.

y: ISO/IEC 19785-1 allows one or more BDBs to be included in the Simple-CBEFF BIR structursg
bss otherwise indicated, all Simple CBEFF BIR structures defined\in*this document allow
be included.

I of encoding (with many variants) in which eyéry field in the encoding has an ass
that is unambiguous in a certain context, a length determinant, and a value part tha
ner TLV components, nested to any depth

4 Symbd|ls and abbreviated terms

For the purp
the followin

APDU
ASN.1 A
BER-TLV H
DO d

ICC i

oses of this document, the symbals and abbreviated terms given in ISO/IEC 19785-
g apply.

dpplication protocol data-it, as defined in ISO/IEC 7816-4

lbstract Syntax Notdtioh One
asic Encoding Rulés - Tag Length Value
ata object as defined in ISO/IEC 7816-4

htegrated circuit card, as defined in ISO/IEC 7816-4

JSON ]

type.
bnly a

gned
L may

I and

hvaScript Object Notation (as specified in RFC 8259 and in ISO/IEC 21778)

OID
PAD
TLV
UTF-8
XML
XSD
Ww3cC

object identifier

presentation attack detection

type (or tag), length, and value

Unicode (or Universal Coded Character Set) Tranformation Format - 8-bit
eXtensible Markup Language

XML Schema Definition

World Wide Web Consortium

© ISO/IEC 2020 - All rights re
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Clauses 6 onwards of this document specify the encoding (semantics) that can form a valid instance of
the CBEFF patron format that is defined in each clause, together with the ASN.1 OID.

If an implementation claims that it supports and conforms to a CBEFF patron format defined in this
document, then it shall either be:

a)
b)

specified for that CBEFF patron format.

capable of generating at least one of the encodings specified for that CBEFF patron format, or

capable of decoding (determining the semantics of) or processing in any other way encoding

Annelx B of this document specifies a patron format conformance statement (PFCS) for

form

6 /

6.1

This
X.68(
with
versi
Enco

All p
ELEM
modu

any pl
befon

Any 1
abstr
made
have

6.2

The f
The 2
patrag

CBEFE
{iso

ht defined in this document.

LSN.1 type definitions for CBEFF data elements and abstra¢tvalues

General

rlause specifies in 6.2 an ASN.1 module cREFF-DATA-ELEMENTS ‘that defines types (se
and ISO/IEC 8824-1) for each of the CBEFF data elementssThese type definitions are

bn “major(4) minor(0)”), and do not in themselves specify encodings of those abs
lings are determined by the patron formats specified in ASN.1 in this document.

atron formats listed within this document\ that import definitions from the (
ENTS {iso(1) standard(0) cbeff(19785) wmodules(0) types-for-cbeff-data-elemen{
le utilize the definitions from subclause 6¢2. Those patron formats do not use the defi
revious standard versions, even if the*patron formats were initially defined in CBEI
e 4.0.

echnical changes to a patron format, including updates to supported CBEFF data
act values, will result in a new~major patron format version (this includes any techn
by using definitions from 6.2). However, if the technical structure of the format or ab
not changed, then no major version change will occur.

CBEFF data elements type definitions module

bllowing ASNtl module can be retrieved from https://standards.iso.org/iso-iec/1978!

each patron

e ITU-T Rec.
fully aligned

the abstract values of CBEFF data elements specified in\ISO/IEC 19785-1 (conforming to CBEFF

tract values.

BEFF-DATA-
s(1)} ASN.1
nitions from
'F version(s)

elements or
ical changes
stract values

/-3/ed-3/en.

LSN.1 dataelement definitions listed in this section form a library, which can be refer
n format using the ASN.1 IMPORT method.

-DATA-ELEMENTS
1) standard (0) cbeff (19785) modules(0) types-for-cbeff-data-elements (1)}

enced by any

DEFINITIONS
AUTOMATIC TAGS ::

BEGIN
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*/
NO ENCRYPTION = false

ENCRYPTION = true.

BDBCreationDate ::= DATE-TIME

NO INTEGRITY = false, INTEGRITY

SubheaderCount ::= INTEGER (0..255)

/* The following elements do not need an individual definition, as they
are either basic data types (BDBCreationDate vs DATE-TIME),
or equal to other defined data types (e.g. Product vs. RegistryID):

true.

BDBValjdityPeriod

BIRCreationDate ::= DATE-TIME

Product ::= RegistryID
PatronFormat ::= RegistryID

BIRValjdityPeriod

SBFormat ::= RegistryID

--|A patron format that uses this type shall specify
--|its encoding for noValueAvailable

::= ValidityPeriod

-- A|patron format that uses this type shall specify

-- its encoding for noValueAvailable

::= ValidityPeriod

BiometfyicDataBlock ::= OCTET STRING

BOOLEAN

EncryptionOptions
-- NO [ENCRYPTION

false, ENCRYPTION = true.

IntegrityOptions = BOOLEAN
-- NO [INTEGRITY = false, INTEGRITY = true.
BiometridType ::= INTEGER
{
noValueAvailable (0),
multipleBiometricTypes (1),
face (2),
voice (4),
fingen] (8),
iris (16),
retin (32),
handGejometry (64),
signatjureSign (128),
keystroke (256) ,
lipMoviement (512),
gait (4096) ,
vein (8192),
dna (16384),
ear (32768) ,
foot (65536) ,
scent (131072),
bodyPhotography (262144) ,
frictionRidge (524288) ,
thermal (1048576) ,
presentationAttackData (2097152) ,

} (0..16777215)

-- To include multiple biometric types in one instance of the

-- BiometricType field, use the bitwise OR of each of the values.
-- For example, for a BDB that will contain face and fingerprint
-- use BiometricType = multipleBiometricTypes + face + finger (11)

BiometricSubtype ::= INTEGER
{
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noValueAvailable (0),
left (1),
right (2),
thumb (4),
leftThumb (5),
rightThumb (6),
index (8),
leftIndex (9),
rightIndex (10),
middle (16),
leftMiddle (17),
rightMiddle (18),
ring (32),
JleftRing (33)
rightRing (34),
little (64),
leftLittle (65),
rightLittle (66),
palm (132),
leftPalm (133),
rightPalm (134),
backOfHand (136),
leftBackOfHand (137),
rightBackOfHand (138),
wrist (144),
leftWrist (145),
rightWrist (146),

-- The following values are valid combinations
-- of biometric subtypes within a single byte field. The
-- values are the bitwise OR of other biometric subtype values.

leftAndRight (3),

bothThumbs (7),

bothIndex (11)¢
thumbIndex (129
leftThumbIndex (13),
rightThumbIndex (14) ,
bothThumbIndex (15),
bothMiddle (19),
thumbMiddle (20),
leftThumbMiddle (21),
rightThumbMiddle (22),
bothThumbMiddle (23),
indexMiddle (24),
leftIndexMiddle (25),
rightIndexMiddle (26),
bothIndexMiddile (27),
thumbIndexMiddle (28),
leftThumbIndexMiddle (29),
rightThumbIndexMiddle (30),
bothThumbIndexMiddle (31),
bothRing (35),
thambRing (36),
FeftFhumbRing 37—~
rightThumbRing (38),
bothThumbRing (39),
ringIndex (40),
leftRingIndex (41),
rightRingIndex (42),
bothRingIndex (43),
thumbIndexRing (44),
leftThumbIndexRing (45),
rightThumbIndexRing (46) ,
bothThumbIndexRing 47),
middleRing (48) ,
leftMiddleRing (49),
rightMiddleRing (50),
bothMiddleRing (51),
thumbMiddleRing (52),
leftThumbMiddleRing (53),

© ISO/IEC 2020 - All rights reserved

ISO/IEC 19785-3:2020(E)



https://iecnorm.com/api/?name=1336efa0c14cf586e7c0f03099e75281

ISO/IEC 19785-3:2020(E)

rightThumbMiddleRing (54),
bothThumbMiddleRing (55),
indexMiddleRing (56),
leftIndexMiddleRing (57),
rightIndexMiddleRing (58),
bothIndexMiddleRing (59),
thumbIndexMiddleRing (60),
leftThumbIndexMiddleRing (6l),
rightThumbIndexMiddleRing (62),
bothThumbIndexMiddleRing (63),
bothLittle (67),
thumbLittle (68),
leftThumbLittle (69),
rightﬁﬁzﬂhLi:tle (70)
bothT Little (71),
indexNittle (72) ,
leftIndexLittle (73),
rightIndexLittle (74),
bothIndexLittle (75) ,
thumbIndexLittle (76) ,
leftT IndexLittle (77),
rightThumbIndexLittle (78) ,
bothT IndexLittle (79),
middlelittle (80),
leftMilddleLittle (81),
righ ddleLittle (82),
bothMilddleLittle (83),
thumbMiddleLittle (84),
leftT MiddleLittle (85),
rightThumbMiddleLittle (86),
bothT MiddleLittle (87),
indexMiddlelLittle (88),
leftIndexMiddleLittle (89),
rightIndexMiddleLittle (90),
bothIndexMiddleLittle (91),
thumbIndexMiddleLittle (92),
leftT IndexMiddlelittle (93),
rightaEumbIndexMiddleLittle (94),,
bothT IndexMiddleLittle (95)\,
ringLijttle (96),
leftRilngLittle (97),
rightRingLittle (98),
bothRingLittle (99),
thumbRingLittle (100),
leftTaE::RingLittle (101),
rightThumbRingLittle (102),
bothT RingLittle (103),
indexRingLittle (104),
leftIndexRingLittle (105),
rightIindexRingLittle (106),
bothIndexRingLittle (107),
thumbIndexRingLittle (108),
leftTaE::IndexRingLittle (109),
rightThunbIndexRingLittle (110),
bothT J..ll\_.’LJ..tt].C ( 13 1) 7
middleRingLittle (112),
leftMiddleRingLittle (113),
rightMiddleRingLittle (114),
bothMiddleRingLittle (115),
thumbMiddleRingLittle (11e),
leftThumbMiddleRingLittle (117),
rightThumbMiddleRingLittle (118),
bothThumbMiddleRingLittle (119),
indexMiddleRingLittle (120), -- four finger "slap"
leftIndexMiddleRingLittle (121),
rightIndexMiddleRingLittle (122),
bothIndexMiddleRingLittle (123),
allFingers (124),
leftAllFingers (125),
rightAllFingers (126),
bothAllFingers (127) , -- tenprint
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bothPalms (135),
bothBackOfHand (139),
palmBackOfHand (140),
leftPalmBackOfHand (141),
rightPalmBackOfHand (142),
bothPalmBackOfHand (143),
bothWrist (147),
palmWrist (148),
leftPalmWrist (149),
rightPalmWrist (150),
bothPalmWrist (151),
backOfHandWrist (152),
leftBackOfHandWrist (153),
rightBackOfHandWrist (154)

bothBackOfHandWrist (155),
palmBackOfHandWrist (156) ,
leftPalmBackOfHandWrist (157),
rightPalmBackOfHandWrist (158),
bothPalmBackOfHandWrist (159)

} (0 .. 255)

-- For implementations that include multiple biometric subtypés

-- in a single BiometricSubtype byte field, only those combinations
-- listed above are defined. To specify combinations not defined

-- above, multiple instances of the BiometricSubtype field are needed

ChgllengeResponse ::= OCTET STRING (SIZE(0..65535))
-- A patron format that uses this type shall specify
-- its encoding for noValueAvailable

BDBIndex ::= OCTET STRING (SIZE(0..65535))
-- A patron format that uses this type shall specify
-- its encoding for noValueAvailable

PrqcessedLevel ::= ENUMERATED

{
noValueAvailable (0),

raw (1),
intermediate (2),
processed (3)
}
Puppose ::= ENUMERATED
{
noValueAvailable (0)-
verify (19,
identify (2),
enrol (3),
enrolVerify, (4),
enrolIdentify (5),
audit (6)
}
QuglityNotSupported::= INTEGER (254)
NoValteAvailable: := INTEGER (255)

Quatity—— INTRGER (0100t QuatityNotSupported—t+ NoVatueAvaitable—

ConstructedQuality: := SEQUENCE
{
organization [0] INTEGER (0..65535),
id [1] INTEGER (0..65535),
score [2] Quality
}
BDBFormat ::= SEQUENCE
{
organization INTEGER (0..65535),
id INTEGER (0..65535)
}
RegistryID ::= SEQUENCE

{
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organization INTEGER (1..65535),

id INTEGER (1..65535)
-- id is a model number or an algorithm identifier, or anything
-- identifying a product line, but never a serial number

}

Creator ::= UTF8String
-- A patron format that uses this type shall specify
-- its encoding for noValueAvailable

BIRIndex ::= OCTET STRING (SIZE(0..65535))
-- A patron format that uses this type shall specify
-- its encoding for noValueAvailable

Payload I;|:= OCTET STRING
patron format that uses this type shall specify
-- ifts encoding for noValueAvailable

ValidityPeriod ::= SEQUENCE

{
notVallidBefore DATE-TIME OPTIONAL,

notVallidAfter DATE-TIME OPTIONAL
}

Version :|:= SEQUENCE
{
major INTEGER (0..255),
minor INTEGER (0..255)

--noVajlueAvailable is encoded by {major 0, minor 0}

}

END

7 Patron format specification: Simple bit-@riented patron format (deprecate)

7.1 Patron
ISO/IEC]TCL/SC 37

NOTE This patron format is deprecated-

7.2 Patroph format owner

257 (0101Hex). The BRA has allocated this identifier for ISO/IEC JTC 1/SC 37.

7.3 Patropn formathame

ISO/IEC JTQ 1/SC)37 simple bit-oriented patron format

7.4 Patron format type

1 (0001Hex). This has been registered in accordance with ISO/IEC 19785-2.

7.5 ASN.1 OID for this patron format

{iso (1) registration-authority(l) cbeff (19785) biometric-organization(0) jtcl-sc37(257)
patron-format(l) simple-bit-oriented(1l)}

or, in XML value notation,

<0BJECT_IDENTIFIER>1.1.19785.0.257.1.1</OBJECT_IDENTIFIER>
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Domain of use

-3:2020(E)

This patron format has been deprecated due to alack of adoption and technical issues with the definition
of the patron format (it is not clear how to specify the BDB format owner or the BDB format type).

This patron format defines minimum length simple BIRs that may be of general utility in domains of use
that wish to minimize data overhead in order to reduce storage or transfer bandwidth and processing

costs

at the expense of information content.

BIRs coded with this patron format shall be simple BIRs, not containing SB, and being able to accept loss
of byte alignment.

As th
CBER
NO IN

Only

7.7
This

7.8
This

is patron format does not support the use of SB, CBEFF_BDB_encryption_options and
F_BIR_integrity_options, are intrinsically considered set to, respectively, NO ENCRYP
[TEGRITY.

h single BDB is permitted for each BIR of this patron format.

Version identifier

batron format specification has a version identifier of (major 0,4minor 0).

CBEFF version

bpecification conforms to CBEFF version (major 2, minor 0).

General

An e)
show
octet
The H
the B

n Format Structure Type: Simple CBEFEBIR without self-identification.

e 7 defines a minimum simple bit-oriented patron format. The formal specification

imple bit-oriented patron format is formally defined as the unaligned variant of the A

Kpecified in 7.10.

I'ION and

pf the actual

n-the-line for this patron format is provided by a reference to the ASN.1 encoding rulgs.

SN.1 packed

ing rules (ASN.1 PER) defined in ISO/IEC 8825-2, applied to the MinimumElementsBitOriented

for BDB formats;standardized by ISO/IEC JTC 1/SC 37, but can be greater for other
DB length encoding is one octet if the BDB encoding is less than 128 bytes, making th¢
[R 2 octets’plus the length of the BDB.

kample of the encoding produced by an assignment of abstract values for this patron format,
ing the size and encoding of each field of the SBH, is given in Table 1. The size of th£ SBH is one

DB formats.
b total size of

© ISO/IEC 2020 - All rights reserved
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Table 1 — Minimal simple bit-oriented SBH for ISO/IEC JTC 1/SC 37 BDB format (1 byte)

BDB Format owner is SC 37 BDB Format type is <64

0 0 BDB Format type value

« 8 bits —»

7.10 ASN.1 Specification

The following ASN.1 m

-SIMPLE-BIT-ORIENTED
(1) standard(0) cbeff(19785) modules (0)

imumElementsWithDefaultsBitOriented(2) }

RTS BiometricDataBlock
FROM CBEFF-DATA-ELEMENTS

MinimumElementsBitOriented ::= SEQUENCE {

END

8 Patron

8.1 Patro
ISO/IEC]TC

8.2 Patro

/* This patron format contains only mandatory data’ elements
and uses bit-level encoding for optimal use of-~encoding space.*/

/* This patron format supports only the abstract values
NO ENCRYPTION and NO INTEGRITY, which are €ncoded as zero length
fields.*/

format SEQUENCE {
owner INTEGER (0.. 65535) DEFAULT 257,
-- 257 is the biometric organization
-- identifier of ISO/IEC JTC 1/SC 37

type INTEGER (063, ..., 64 .. 65535)},
bdb BiometriegDataBlock (SIZE(0..127, ..., 128 .. MAX))}
format specification: Simple byte-oriented patron format
n
1/SC 37.
n formatowner

257 (0101He|x) /The BRA has allocated this identifier for ISO/IEC JTC 1/SC 37.

-3/en.

8.3 Patron format name

ISO/IEC JTC 1/SC 37 simple byte-oriented patron format.

8.4 Patron format type

2 (0002Hex)

. This has been registered in accordance with ISO/IEC 19785-2.

8.5 ASN.1 OID for this patron format

{iso(1l) registration-authority(l) cbeff(19785) biometric-organization(0) jtcl-sc37(257)
patron-format(l) simple-byte-oriented(2)}

10
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or, in

ISO/IEC 19785

XML value notation,

<OBJECT_IDENTIFIER>1.1.19785.0.257.1.2</OBJECT_IDENTIFIER>

8.6

Domain of use

-3:2020(E)

Clause 8 provides the definition of a minimum byte-oriented patron format for simple BIR structures
that may be of general utility in domains of use that wish to minimise the overhead of the SBH in order
to reduce storage or transfer bandwidth and processing costs at the expense of information content,
and that require byte alignment, and do not require ENCRYPTION and INTEGRITY. Only a single BDB is
permitted for each BIR of this patron format.

8.7

This
mino

8.8
This

8.9

Version identifier

patron format does not include a version identifier and the version is considered to
' 0). Therefore, this patron format cannot be updated in the future.

CBEFF version

bpecification conforms to CBEFF version (major 2, minor 0) onwards.

General

Patr

For

n Format Structure Type: Simple CBEFF BIR without self-identification.

lly, the fields of this patron format are defined by application of the unaligned v

ASN.] packed encoding rules defined in ISO/IEC 88252 to the presence bit-oriented patron
specified in 8.10.

An e]
show
patra

tample of the encoding produced by an‘@ssignment of abstract values for this pa
ing the size and encoding of each field of the SBH, is given in Table 2. The size of the
n format is fixed at 4 octets.

Table'2 — Simple byte-oriented SBH

be (major 0,

hriant of the
format type

kron format,
SBH for this

BDB’Format Owner BDB Format Type
(16 bits) (16 bits)
8.10| Patron formatspecification
An injstance of a BIR 'shall contain the fields specified in Table 3, in exactly the same order|and with no
gaps petween thefields. This patron format contains only mandatory data elements and uses byte-level
encoting. Thispatron format supports only the abstract values NO ENCRYPTION and NO|INTEGRITY,
which are/encoded as zero length fields.
Table 3 — Specification of simple byte-oriented patron format

CBEFF data element name Field name Length Abstract values Encoding
CBEFF_BDB_format_owner Format owner 2 bytes integer 1...65535 1...65535
CBEFF_BDB_format_type Format type 2 bytes integer 1...65535 1...65535
BDB bdb variable See NOTE See NOTE
NOTE The BDB format is not specified by this patron format specification.

The following ASN.1 module can be retrieved from http://standards.iso.org/iso-iec/19785/-3/ed-3/en.

© ISO/IEC 2020 - All rights reserved
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8.11 ASN.1 Specification

CBEFF-SIMPLE-BYTE-ORIENTED

{iso(1l) standard(0) cbeff(19785) modules (0)
minimumElementsWithDefaultsByteOriented(3) }
DEFINITIONS

AUTOMATIC TAGS ::=

BEGIN

IMPORTS BiometricDataBlock
FROM CBEFF-DATA-ELEMENTS

MinimumElementsByteOriented ::= SEQUENCE {

/* This patron format contains only mandatory data elements
and uses byte-level encoding.*/

/* This patron format supports only the abstract values
NO ENCRYPTION and NO INTEGRITY, which are encoded as zero
length fields.*/
format SEQUENCE {
owner INTEGER (1..65535) DEFAULT 257,
-- 257 is the biometric organization identifier of
-- ISO/IEC JTC 1/sSC 37
type INTEGER (1..63, ..., 64 .. 65535)},
bdb BiometricDataBlock (SIZE(0..127, ...,“128 .. MAX))}

END
9 Patrorn format specification: Presence byte-oriented patron format

9.1 Patron
ISO/IEC]TCL/SC 37.

9.2 Patron format owner

257 (0101Helx). The BRA has allocated this identifier for ISO/IEC JTC 1/SC 37.

9.3 Patron format name

ISO/IEC JT( 1/SC 37 presence byte oriented patron format.

9.4 Patrop format®ype

3 (0003Hex)| Thisthas been registered in accordance with ISO/IEC 19785-2.

9.5 ASN.1QIDforthispatrenformat——— |

{iso(1l) registration-authority(l) cbeff (19785) biometric-organization(0) jtc-sc37 (257)
patron-format (1) presence-byte-oriented (3)}}

or, in XML value notation,
<OBJECT_IDENTIFIER>1.1.19785.0.257.1.3</OBJECT IDENTIFIER>

9.6 Domain of use

This patron format defines the structure of an interoperable BIR that allows the coding of as many fields
as requested from those defined for the SBH and has a byte-oriented encoding to ease implementations.
Only a single BDB is permitted for each BIR of this patron format.

12 © ISO/IEC 2020 - All rights reserved
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9.7 Version identifier

This patron format specification has a version identifier of 1.

9.8 CBEFF version

ISO/IEC 19785-3:2020(E)

This specification conforms to CBEFF version (major 4, minor 0) onwards.

9.9 General

Patron Format Structure Type: Simple CBEFF BIR without self-identification

This patron format supports the 12 fixed length, optional CBEFF data elements and tj;eir abstract
valugs that are permitted in a simple BIR format (thus excluding CBEFF_BIR_patron~form

_owner and

CBEHF_BIR_patron_format_type), plus CBEFF_subheader_count, plus the patromformat-¢lefined field
bdbLength. It contains an initial bit map that identifies the optional fields present in an ejncoded SBH.
The qmission of these fields either encodes NO VALUE AVAILABLE, or encodes a specific gefault value
(spedified in the patron format specification) for the CBEFF data element.)The presence bit map adds
two qctets, so if all optional fields have the default values, the size of this'SBH would be § octets. This
patrdn format does not support ENCRYPTION or INTEGRITY, and £hus does not supporft CBEFF_SB_
format_owner and CBEFF_SB_format_type.

9.10| Specification

Table 4 — Specification for presencé byte-oriented patron format

CBEFF data element name Field name Length Abstract values and enc¢dings?
(octets)

n/a: patron-defined data element |present 2

bioTypésp 1 bit PRESENT: b'l" or

bioSubtype-p 1 bit NOT PRESENT: b'0’

bdbCreation-p 1 bit for each

procLevel-p 1 bit

product-p 1 bit

purpose-p 1 bit

quality-p 1 bit

bdbValidity-p 1 bit

birCreation-p 1 bit

birValidity-p 1 bit

patronHdrVers-p | 1 bit

vers-p 1 bit

subHeadCtp 1 bit

bdbLength-p 1 bit

reserved 2 bits  |b'00’

BDB-format 4
CBEFF_BDB_format_owner owner 2 Integer: 0...65535
CBEFF_BDB_format_type type 2 Integer: 0...65535
CBEFF_BDB_encryption_options n/a 0 NO ENCRYPTION
CBEFF_BDB_integrity_options n/a 0 NO INTEGRITY

specification.

NOTE The length, content and encoding of the BDB are not defined by CBEFF nor by this CBEFF-defined patron format

a  Encodings are specified as binary integers unless otherwise indicated.

© ISO/IEC 2020 - All rights reserved
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Table 4 (continued)
CBEFF data element name Field name Length Abstract values and encodings?
(octets)
CBEFF_BDB_biometric_type bioType 3 This encoding is a 3 octet bitmap. NO VALUE

AVAILABLE is encoded as all 0 bits. If MULTI-
PLE BIOMETRIC TYPES is set, other bits may
also be set to enumerate the types contained

in the BDB.

Values can be found in 6.2 under the Biomet-

ricType ASN.1 definition

CBEFF_BDB_

biometric_subtype

bioSubtype

This encoding is a 1 octet bitmap.

Values can be found in 6.2 under the|Bid
ricSubtype ASN.1 definition

met-

CBEFF_BDB_

Freation_date

bdbCreation

NO VALUE AVAILABLE: seven 0/octets
date/time value: fourteen)BCD digits
(YYYYMMDDHHMMSS)

CBEFF_BDB_

brocessed_level

procLevel

NO VALUE AVAILABLE: 0
RAW: 1

INTERMEDIATE: 2
PROCESSED:3

RESERVED?4...15

CBEFF_BDB_
CBEFF_BDB_

broduct_owner
product_type

product
owner
identifier

Field not present corresponds to “NO V4
AVAILABLE”

Integer: 1..65535

Integer: 1..65535

\LUE

CBEFF_BDB_

purpose

purpose

NO VALUE AVAILABLE: 0

VERIFY: 1

IDENTIFY: 2

ENROL: 3

ENROL FOR VERIFICATION ONLY: 4
ENROL FOR IDENTIFICATION ONLY: 5
AUDIT: 6

RESERVED: 7...15 (shall not be encoded]

CBEFF_BDB_

juality

quality

NO VALUE AVAILABLE: 0
QUALITY NOT SUPPORTED -
BY BDB CREATOR: 255
QUALITY SUPPORTED BY BDB-
CREATOR BUT NOT SET: 254
INTEGER VALUE: 0...100

CBEFF_BDB_

balidity.period

bdbValidity

NO VALUE AVAILABLE: eight 0 octets
pair of dates (not before, not after): sixt
BCD digits (YYYYMMDDYYYYMMDD)

Een

CBEFF_BIR_C

N

NOYVATIIE AVATIL ARTE. cayan () actntc
TN VIYITOU LT 1YV

date/time value: fourteen BCD digits
(YYYYMMDDHHMMSS)

CBEFF_BIR _validity_period

birValidity

NO VALUE AVAILABLE: eight 0 octets

pair of dates (not before, not after): sixteen

BCD digits (YYYYMMDDYYYYMMDD)

CBEFF_patron_header_version

patronHdrVers

1

INTEGER: 0

CBEFF _version

vers

1

Major '4' and Minor '0": 40y,

CBEFF_subheader_count

subHeadCt

1

Integer: 0

specification.

a2 Encodings are specified as binary integers unless otherwise indicated.

NOTE The length, content and encoding of the BDB are not defined by CBEFF nor by this CBEFF-defined patron format

14
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Table 4 (continued)
CBEFF data element name Field name Length Abstract values and encodings?
(octets)
n/a: patron-defined data element |bdbLength 4 Integer: 0...4294967295
BDB bdb See See NOTE
NOTE

NOTE The length, content and encoding of the BDB are not defined by CBEFF nor by this CBEFF-defined patron format
specification.

a2  Encodings are specified as binary integers unless otherwise indicated.

9.11
The f

o e O

/* TH
allow
which

bi

1

ASN.1 Specification

bllowing ASN.1 module can be retrieved from http://standards.iso.org/iso-iec/19785

IBEFF-PRESENCE-BYTE-ORIENTED
iso (1) standard(0) cbeff (19785) modules(0) presence-byte-oriented(5)}
EFINITIONS
\JUTOMATIC TAGS ::=
EGIN

MPORTS BDBFormat, SubheaderCount, BiometricType, BiometricSubtype,
DBCreationDate, ProcessedLevel, Product, Purpose, Quality,
DBValidityPeriod, BIRCreationDate, BIRValidityPeriod, Version,
jometricDataBlock

ROM CBEFF-DATA-ELEMENTS

resenceByteOriented ::= SEQUENCE ({

is patron format contains all data elements but makes full use of default
omission of fields. A bit map is present at the start of the encoding to
fields are present. */

ormat BDBFormat,

ieldPresence SEQUENCE {
bioType BOOLEAN,
bioSubtype BOOLEAN,
bdbCreation BOOLEAN,
procLevel BOOLEAN),
bdbProduct BOOLEAN,
bdbPurpose BOQLEAN,
bdbQuality BOOLEAN,
bdbvalidity )BOOLEAN,
birCreation BOOLEAN,
birValidity BOOLEAN,
patronHdrVersion BOOLEAN,
cbeffVers BOOLEAN,
SubHeaderCount BOOLEAN,

bdbLength BOOLEAN,
}

-3/ed-3/en.

ralues to
Hetermine

bdbFormat BDBFormat,

bioType BiometricType DEFAULT noValueAvailable,
bioSubtype BiometricSubtype DEFAULT noValueAvailable,
bdbCreation BDBCreationDate OPTIONAL,

procLevel ProcessedLevel DEFAULT noValueAvailable,
bdbProduct Product OPTIONAL,

bdbPurpose Purpose DEFAULT noValueAvailable,
bdbQuality Quality DEFAULT noValueAvailable,
bdbValidity BDBValidityPeriod OPTIONAL,

birCreation BIRCreationDate OPTIONAL,

birValidity BIRValidityPeriod OPTIONAL,
patronHdrVersion Version INTEGER (0..255) DEFAULT 1,
cbeffVers Version DEFAULT {cbeff-major 4, cbeff-minor 0},
subHeaderCount SubheaderCount DEFAULT O,

bdbLength INTEGER (0..4294967295) DEFAULT O,

© ISO/IEC 2020 - All rights reserved

15


https://iecnorm.com/api/?name=1336efa0c14cf586e7c0f03099e75281

ISO/IEC 19785-3:2020(E)

bdb BiometricDataBlock

END

10 Patron format specification: Presence bit-oriented patron format

10.1 Patron
ISO/IEC]TC 1/SC 37.

10.2 Patr(:t format owner

257 (0101Hex) . The BRA has allocated this identifier for ISO/IEC JTC 1/SC 37.

10.3 Patron format name

ISO/IEC JTQ 1/SC 37 presence bit-oriented patron format

10.4 Patrop format type

4 (0004Hex)|. This has been registered in accordance with ISO/IEC 19785-2.

10.5 ASN.1 OID for this patron format

{iso(1l) reglistration-authority(l) cbeff (19785) biometric-organization(0) jtcl-sc37 (257

patron-format(l) bit-oriented(4)}

or, in XML v4lue notation,
<OBJECT IDENTIFIER>1.1.19785.0.257.1.4</OBJECT IDENTIFIER>

10.6 Domdin of use

This patron|format defines the structure-of an interoperable BIR that allows the coding of as
fields as requested from the ones defined for the SBH. Only a single BDB is permitted for each H

this patron fprmat.

10.7 Version identifier

This patron format specification has a version identifier of (major 1, minor 0).

10.8 CBEFF version

This specifidation conforms to CBEFF version (major 4, minor 0) onwards.

~

many
BIR of

10.9 General

Patron Format Structure Type: Simple CBEFF BIR without self-identification.

This patron format was updated from the previous version to include field presence (bit map) and

security block fields that were missing in the previous version.

The presence bit-oriented patron format uses fixed-width bit-wide fields that are just sufficient to
encode the range of abstract values in version 2 of the CBEFF specification, with some reserved
abstract values for future addition of abstract values to some CBEFF data elements. Formally, the fields
of this patron format are defined by application of the unaligned variant of the ASN.1 packed encoding
rules defined in ISO/IEC 8825-2 to the presence bit-oriented patron format type specified in 10.10. The
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presence or absence of all optional fields is indicated by a presence field bit-map, but default values are
used for omitted fields.

10.10 ASN.1 Specification
The following ASN.1 module can be retrieved from https://standards.iso.org/iso-iec/19785/-3/ed-3/en.

CBEFF-PRESENCE-BIT-ORIENTED

{iso(1l) standard(0) cbeff(19785) modules (0)
allElementsWithDefaultsBitOriented (4) }
DEFINITIONS

AUTOMATIC TAGS ::=

BEGIN

IMPORTS BDBFormat, EncryptionOptions, IntegrityOptions,
SubheaderCount, BiometricType, BiometricSubtype, ChallengeResponse,
BDBCreationDate, BDBIndex, ProcessedLevel, Product, Purpose, Quality,
ValidityPeriod, BIRCreationDate, Creator, BIRIndex, PatronFormat/
Payload, Version, SBFormat, BiometricDataBlock

FROM CBEFF-DATA-ELEMENTS

AllElementsWithDefaultsBitOriented ::= SEQUENCE {

/* This patron format contains all data elements but makes \full use of default yalues to
allow omission of fields. It encodes each CBEFF data element into a fixed-width|bit field.
A bif map is present at the start of the encoding to determine which fields are|present.

*/
format BDBFormat,

fieldPresence SEQUENCE {
encryptOpts BOOLEAN,
integOpts BOOLEAN,
subHeaderCount BOOLEAN,
bdbLength BOOLEAN,
bioType BOOLEAN,
bioSubtype BOOLEAN,
chaResp BOOLEAN,
bdbCreation BOOLEAN,
bdbIndex BOOLEAN,
procLevel BOOLEAN)
product BOOLEAN,
purpose BOOLEAN,
quality BOQLEAN,
bdbvalidity"* BOOLEAN,
birCredtion BOOLEAN,
birCreator BOOLEAN,
birindex BOOLEAN,
patronFormat BOOLEAN,
payload BOOLEAN,
birValidity BOOLEAN,
patronHdrVersion BOOLEAN,
sbFormat BOOLEAN,
cbeffVers BOOLEAN,
sb OCTET STRING BOOLEAN

b,

encryptOpts EncryptionOptions DEFAULT FALSE,
integOpts IntegrityOptions DEFAULT FALSE,
subHeaderCount SubheaderCount DEFAULT O,
bdbLength INTEGER (0..4294967295) DEFAULT O,
bioType BiometricType DEFAULT noValueAvailable,
bioSubtype BiometricSubtype DEFAULT noValueAvailable,
chaResp ChallengeResponse OPTIONAL,

bdbCreation BDBCreationDate OPTIONAL,

bdbIndex BDBIndex OPTIONAL,

proclLevel ProcessedLevel DEFAULT noValueAvailable,
product Product OPTIONAL,

purpose Purpose DEFAULT noValueAvailable,
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quality Quality DEFAULT noValueAvailable,

bdbValidity ValidityPeriod,

birCreation BIRCreationDate OPTIONAL,

birCreator Creator OPTIONAL,

birIndex BIRIndex OPTIONAL,

patronFormat PatronFormat OPTIONAL,

payload Payload OPTIONAL,

birValidity ValidityPeriod,

patronHdrVersion Version DEFAULT {header-major 1, header-minor 0},
sbFormat SBFormat OPTIONAL,

cbeffVers Version DEFAULT {cbeff-major 4, cbeff-minor 0},
bdb BiometricDataBlock,

sb OCTET STRING (SIZE(0..4294967295)) OPTIONAL

END

11 Patron format specification: TLV-encoded patron format, for use with
smartcards or other tokens (with implicit tag allocation authority)

11.1 Patropn
ISO/IEC]JTC [1/SC 37.

11.2 Patroh format owner

257 (0101Hex). The BRA has allocated this identifier for ISO/IECJTC 1/SC 37.

11.3 Patron format name

ISO/IEC JTd 1/SC 37 TLV-encoded patron formaty \for use with smartcards or other tokeng

11.4 Patrop format type

5 (0005Hex)| This has been registered in aceordance with ISO/IEC 19785-2.

11.5 ASN.1 OID for this patron format

{iso(1l) redlistration-authority(l) cbeff(19785) biometric-organization(0) jtcl-sc37(257)
patron-fo t(1l) tlv-enceded(5)}

or, in XML v4lue notation;
1.1.19785.0.257.1.'5
11.6 Domgdin.of Use

The domain of UsSe 15 applications complying with ISO/TEC 7816-11 when implicit tag allocation authority
is considered. This patron format is applicable for both on-card and off-card biometric comparison and
it is maintained for legacy reasons.

For the recent applications complying with ISO/IEC 7816-11, the explicit tag allocation specification
shall be followed, and in such a case, the patron format to be used shall be the one defined in Clause 19.

For any other kind of application that would like to use TLV coding, patron formats defined in Clauses 16
and 17 shall be used.

NOTE For legacy reasons the technical content of this clause is unchanged since Edition 1
(ISO/IEC 19785-3:2007). Also, in order to maintain the validity of other widely implemented documents
referencing this patron format, it will be preserved in Clause 11 in this and all future versions of this document.
Since technical and major editorial changes cannot be made to this patron format, Annex D (informative) provides
additional clarifying information that may be helpful to the reader.
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11.7 Version identifier

This patron format specification has a version identifier of (major 1, minor 1).

11.8 CBEFF version

This specification conforms to CBEFF version (major 2, minor 0).

11.9 General

11.9.1 Patron Format Structure Type: Complex CBEFF BIR without self-identification

NOTH This patron format structure type is considered to be Complex CBEFF BIR, because 'mpltiple Simple
BIRs |(Biometric Information Template DOs) that encapsulate BDB information (BDB Reéferenpe Data, BDB
Refergnce Data Template DOs) with its own SBHs (Biometric Header Template DOs) can bé inclpded into the
Biom¢tric Information Template Group DO.

11.9.2 This clause specifies in 11.10:

a) the CBEFF patron format named "ISO/IEC JTC 1/SC 37 TLV-engodéed patron format, for use with
smart cards or other tokens";

b) aTLV encoding for a number of CBEFF data elements (together with distinct TLV tags) that can be
sed by any TLV-encoded application that needs to make‘reference to such data elements.

o

NOTH The particular form of TLV encoding specified¢in this clause is that provided by th¢ ASN.1 Basic
Encoding Rules (see ISO/IEC 8825-1).

11.9.8 ISO/IEC 7816-4 and ISO/IEC 7816-11 dgefine the necessary APDU exchanges to support:
a) (n-card biometric comparison

1) Retrieval of information froma smartcard or other token prior to an externgal biometric
verification process.

2) Commands for performing a biometric verification on a smartcard.
3) Strategies for enrollment (recording of information on a smartcard or other token).

4) Security mechahisms for establishing a trusted channel between a smartdard and an
external systém.

b) (ff-card biometric comparison

1) Cemmands for retrieval of the biometric related data from a smartcard to be used in a service
system, e.g. a cross border control system.

2) Security mechanisms for the protection of the biometric related data.

11.9.4 This version of the CBEFF patron format named "ISO/IEC JTC 1/SC 37 TLV-encoded
patron format, for use with smartcards or other tokens" is formally defined as the ASN.1 type
BiometricInformationTemplate (see 11.10) encoded using the ASN.1 Basic Encoding Rules (see
ISO/IEC 8825-1). A diagrammatic specification of this patron format is provided in 11.11.

NOTE The term Biometric Information Template is used in ISO/IEC 7816-11. This term corresponds to a

(possibly partial) Biometric Information Record and is used in this clause where the relation with ISO/IEC 7816-11
is important.
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11.9.5 The components of the ASN.1 type BiometricHeaderTemplate (with their context-specific tags,
see 11.10), encoded using the ASN.1 Basic Encoding Rules are also defined as Data Objects for use in
ISO/IEC 7816-11.

NOTE The term Biometric Header Template is used in [SO/IEC 7816-11, together with the abbreviation BHT.
This term and the abbreviated term are synonymous with Standard Biometric Header and SBH, and are used in
this clause where the relation with ISO/IEC 7816-11 is important.

11.9.6 The term Biometric Information Data Object is used in ISO/IEC 7816-11 to refer to the TLV-
encoding of a specific ASN.1 type. Table 5 records the Biometric Information Data Objects that are defined
in 11.10 for use in ISO/IEC 7816-11.

NOTE As|ISO/IEC 7816-11 normally describes tags by their hex values, these are included here.
Table 5 — Biometric Information Data Objects with the Biometric Header Template Datla
Objects defined in 11.10
Biomettic Information ASN.1 type or component name Tag
Data Object (see 11.10)
Biometric Information Template BiometricInformationTemplate 7F60y,
Biometric Infgrmation Template GroupBIT 7F61y,
Group
BDB Referencg¢ Data bdbReferenceData S5F2Ey,
BDB Referencg¢ Data Template bdbReferenceDataTemplate 7F2Ey,
BIR Payload (grimitive / birPaylLoad 53ex / 73bex
constructed)
For use only in Biometric Reference Data Template:
BDB Referenc¢ Data with standardBDBReferenceData 81pex
Standardised Format
(Primitive)
BDB Referencg¢ Data with standardBDBRefierenceDataTemplate Alye,
Standardised Format
(Constructed)
BDB Referenc¢ Data with proprietaryBDBReferenceData 82pex
Proprietary Fgrmat (Primitive)
BDB Referenc¢ Data with proprietaryBDBReferenceDataTemplate A2y
Proprietary Fgrmat (Constructed)
For use only in Biometric Information Template:
Biometric Heafder Template biometricHeaderTemplate Alyey
Algorithm Refprence algorithmReference 80ex
Reference Dath Qualifiet referenceDataQualifier 83 }ex
For use only in Biometric Header Template (implicit tag allocation):
Patron Header Version patronHeaderVersion 80ex
(as primitive)
BDB Biometric Type bdbBiometricType 81ex
BDB Biometric Subtype bdbBiometricSubType 82 ex
BDB Creation Date bdbCreationDate 831ex
BIR Creator birCreator 840y
BDB Validity Period (as primitive) |[bdbValidityPeriod 85 ex
BDB PID (as primitive) bdbPID 86ex
BDB Format Owner bdbFormatOwner 87 Hex
BDB Format Type bdbFormatType 88jex
BIR Index birIndex 90}ex
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Table 5 (continued)
Biometric Information ASN.1 type or component name Tag
Data Object (see 11.10)
Comparison Algorithm comparisonAlgParameters 91 ex / Blyex
Parameters (primitive /
constructed)

11.9.7 CBEFF-compliance requires the NO VALUE AVAILABLE abstract value to be supported by this
patron format for CBEFF data elements that are not fully supported. To meet this requirement, tags are
a551gned and reserved by this document in Table 6 for Data Objects appearlng in the Biometric Header

apper in the Blometrlc Header Template These Data Ob]ects shall never appear in erico
versipn of this patron format, and their omission represents the NO VALUE AVAILABLE-absf
the corresponding CBEFF data element.

jects that can

dmgs of this
tract value of

NOTH Subsequent versions of this patron format can define these Data Objects te,support the dorresponding
CBEFF data element.
Table 6 — Reserved tag values (implicit tag dllocation)
ASN.1 tag value Tag value Corresponding CBEFF data element
[19] 9341ex CBEFE_BDB_challenge_response
[20] 9% 1ex CBEEF_BDB_index
[21] 951ex CBEFF_BDB_processed_level
[22] 9611ex CBEFF_BDB_purpose
[23] 97 Hex CBEFF_BDB_quality
[24] 98}1ex CBEFF_BIR_creation_date
[25] 99%ex CBEFF_BIR_patron_format_owner
[26] Aiiex CBEFF_BIR_patron_format_type
[27] 9Byex CBEFF_BIR _validity_period (as primifive)
[28] 9Chex CBEFF_version (as primitive)
11.1p ASN.1 specification
The ASN.1 module given+in 11.10 can be retrieved from https://standards.iso.org/iso-igc/19785/-3/
ed-3/jen.
CBEFF-SMARTGARD-BIDO
-1 The abbreviation BIDO is used for Biometric Information Data Object
{i1so(1l)_standard(0) cbeff(19785) modules (0) types-for-smartcard(8)}
DREFINITIONS

ITPLICIT TAGS ::=

BEGIN

-- In all cases, omission of an optional component that represents a
-- CBEFF data element is the encoding of the NO VALUE AVAILABLE for
-- that data element.

PatronHeaderVersion ::= OCTET STRING (SIZE(2))
-- CBEFF_patron_header version
-- The first octet encodes the major version number
-- The second octet encodes the minor version number

BiometricType ::= OCTET STRING (SIZE(1l..3))
-- CBEFF_BDB biometric_type
-- The encoding of the abstract values in the value part of the
-- TLV shall be the Recommended Encodings specified in Table 11.5.
-- Note that this is different from the encoding of this type in
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-- clause 29.10 and in other patron formats specified in this part
-- of ISO/IEC 19785.

BiometricSubType ::= OCTET STRING (SIZE(1l))
-- CBEFF_BDB biometric_subtype
-- The encoding of the abstract values in the value part of the
-- TLV shall be the Recommended Encodings specified in Table 11.6.
-- Note that this is different from the encoding of this type in
-- Table A.2 and in other patron formats specified in this part of
-- ISO/IEC 19785.

BCDTime ::= OCTET STRING (SIZE(7))
-- BCD encoded timestamp with format ' YYYYMMDDHHMMSS'

Creator ::= UTF8String
-- CBEFF_BIR creator

BCDDate ::= OCTET STRING (SIZE(4))
-- BCD encoded date with format 'YYYYMMDD'

BCDDateBeriod := OCTET STRING (SIZE(8))
-- Two concatenated BCD encoded dates with format YYYYMMDDYYY¥YMMDD

ProductIpD ::= OCTET STRING (SIZE(4))
-- CBEFF_BDB product owner in the first two octets
-- CBEFF_BDB product type in the last two octets

FormatOwner ::= OCTET STRING (SIZE(2))
-- CBEFF_BDB format owner

FormatTyjpe ::= OCTET STRING (SIZE(2))
-- CBEFF_BDB format_ type

BIRIndex ::= OCTET STRING
-- CBEFF_BIR_index

BiometrijcInformationTemplate ::= [APPLICATION 96] SET {
lalgorithmReference [0] OCTET STRING (SIZE (1)) OPTIONAL,

-- A non-CBEFF data element -_see ISO/IEC 7816-11
referenceDataQualifier [3] OCTET STRING (SIZE(l)) OPTIONAL,
-- A non-CBEFF data element-- see ISO/IEC 7816-11
biometricHeaderTemplate ([1] BiometricHeaderTemplate,
bdbReferenceData [APPLICATION 46] EXTERNAL OPTIONAL,

-- A CBEFF BDB, mandatory for off-card-matching

birPayload [APPLIGATION 19] OCTET STRING OPTIONAL

-- CBEFF_BIR payload, contents defined by ISO/IEC 7816-11

}

GroupBIT| ::= [APPLICATION 97] SET OF BiometricInformationTemplate

BiometrijcHeaderTemplate ::= SET {

patronHeaderVersion [0] PatronHeaderVersion

DEFAULT'0101'H,

—<(The absence of this Data Object represents NO VALUE AVAILABLE
Sy

bdbBiometricSubType [2] BiometricSubType OPTIONAL,

-- Required to be absent unless bdbBiometricType is present

bdbCreationDate [3] BCDTime OPTIONAL,

-- CBEFF_BDB creation_date

birCreator [4] Creator OPTIONAL,

bdbvalidityPeriod [5] BCDDatePeriod OPTIONAL,

bdbPID [6] ProductID OPTIONAL,

bdbFormatOwner [7] FormatOwner,

bdbFormatType [8] FormatType,

birIndex [16] BIRIndex OPTIONAL,

matchingAlgParameters [17] OCTET STRING OPTIONAL

-- A non-CBEFF data element - see ISO/IEC 7816-11

}

END
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11.11 Tabular representations for information

11.11.1The Biometric Information Template used for on-card biometric comparison

Table 7 shows the Biometric Information Template used for on-card biometric comparison. The
Biometric Information Template has the following substructure:

a) Data Objects (with tags 80y, and 83y,,) as defined in ISO/IEC 7816-11, containing values relevant
for interindustry commands used for biometric verification as defined in ISO/IEC 7816-4;
b) Biometric Header Template (BHT) with tag Al

Hex @s defined in ISO/IEC 7816-11. The tag allocation
: 1156 : ag allocation

NOTE The ASN.1 OID for this tag allocation authority is {iso(1) standard(l) dbeff(19785)
part(3) tag-allocation(l) clause-11(0)}.

c) Data Objects for CBEFF data elements that are relevant for on-card bionfetric comparigon;

d) Hiometric Data Objects which are on-card biometric comparison,specific and are deffined in this
lause (the biometric comparison algorithm parameters Data Objeet with tag 91y, or Bly,,).

Q

[able 7 — The Biometric Information Template used for,on-card biometric comparison
(with implicit tag allocationtauthority)

Tag Length |Value Presence
7F60yL., |Var. Biometric Information Template
Tag |Length |Value
80hex |1 Algorithm reference for use.in the VERIFY / EXT. AUTHENTICATE / Optipnal
MANAGE SE command.a$/defined in ISO/IEC 7816-4
83jex |1 Reference data qualifier for use in the VERIFY / EXT. AUTHENTICATE / Optipnal

MANAGE SE commimand as defined in ISO/IEC 7816-4

Alpe, |Var. Biometric Header Template (BHT) Mandatory
Tag allocation authority: ISO/IECJTC 1/SC 37

Tag+ (|Length |Value

B80hex |2 CBEFF_patron_header_version (default 0101y;,,) Mandatory
(if absent, the
defaplt value
appliies)

90yex |Var. CBEFF_BIR_index, Optipnal

unique identifier used for referencing this biometric data
setin an application context outside the card

81y [1-3 CBEFF_BDB_biometric_type, Optipnal
see Table 9.
82hex |1 CBEFF_BDB_biometric_subtype, Optipbnal, use with
see Table 10. biompetric type only
834 7 CBEFF_BDB_creation_date, Optijonal

creation date and time of biometric reference data:
fourteen BCD digits (YYYYMMDDHHMMSS)

84y, |Var CBEFF_BIR _creator Optional

85}ex |8 CBEFF_BDB_validity_period, a pair of dates (not before, Optional
not after): sixteen BCD digits (YYYYMMDDYYYYMMDD)

NOTE 1 InTable 7 the biometric data block as defined in ISO/IEC 19785-1 is not present, since the biometric reference data are stored separately in the card
and not in this Biometric Information Template. The biometric verification data (format owner and format type indicated in the Data Objects with tag ‘87’
and ‘88’) have to be presented to the card using e.g. a [SO/IEC 7816 VERIFY command.

NOTE 2 In Table 7 no payload is present, since usually access to a payload, if used by the application, is granted after successful completion of the biometric
verification. The payload may be retrieved using ISO/IEC 7816 interindustry access commands like GET DATA or READ BINARY.

NOTE 3 The outside world uses format owner / format type for identifying the required structure for the verification data. The matching algorithm in
the card, which is able to process the verification data according to format owner / format type, is addressed by the algorithm reference, if the algorithm
reference Data Object is present.

NOTE 4 The biometric comparison algorithm Data Object provides any special parameters of an on-card biometric comparison algorithm implementation,
e.g. maximum number of minutiae expected in the biometric verification data. The content of this Data Object is defined by the BDB format owner (see e.g.
ISO/IEC 19794-2).
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Table 7 (continued)

Tag

Length

Value Presence

861ex CBEFF_BDB_product_owner, CBEFF_BDB_product_type.
Concatenation of product owner and product type, identi-

fying the product that created the biometric reference data

Optional

87 Hex CBEFF_BDB_format_owner,
format owner of the biometric verification data, value
assigned by the biometrics registration authority, see

NOTE 1 and NOTE 3

Mandatory

88Hex CBEFF_BDB_format_type,
format type of biometric verification data, specified by

format owner, see NOTE 1 and NOTE 3

Mandatory

91y |Var. Biometric comparison algorithm parameters (primitive /

constructed), see NOTE 4

Optional

BlHex

NOTE 1 In Table 7
and not in this Bid
and ‘88’) have to i

NOTE 2 In Table
verification. The g

NOTE 3 The out
the card, which is
reference Data Ob

NOTE 4 The biom
e.g. maximum nu
ISO/IEC 19794-2)

the biometric data block as defined in ISO/IEC 19785-1 is not present, since the biometric reference data are stored separdtely in
metric Information Template. The biometric verification data (format owner and format type indicated in the Data,Qbjects with
e presented to the card using e.g. aISO/IEC 7816 VERIFY command.

[ no payload is present, since usually access to a payload, if used by the application, is granted after successflil completion of the bi
ayload may be retrieved using ISO/IEC 7816 interindustry access commands like GET DATA or READ BINARY.

ide world uses format owner / format type for identifying the required structure for the verification data. The matching algor
able to process the verification data according to format owner / format type, is addressed by thé.algorithm reference, if the alg
ectis present.

etric comparison algorithm Data Object provides any special parameters of an on-card biofmetric comparison algorithm impleme:
ber of minutiae expected in the biometric verification data. The content of this Data Object-is defined by the BDB format owner

he card
kag ‘87’

metric

thm in
orithm

tation,
see e.g.

The use of t

he Biometric Information Template shown in Table. 7“which is intended to be retr

priortoab
commands
allocation.

11.11.2The
Table 8 sho

Biometric Information Template has the following substructure:

Biometr]
authorit
authorit

a)

NOTE
part(3)

b)
‘)

Biometr]

ISO/IEC

i
:J)nd their security requirements, are specified in"lSO/IEC 7816-11 for the case of implig

A biometric «reference Data Object (primitive or constructed) with tags as define

ieved

metric user verification, and the verification process itself with the related interindustry

Biometric Information Template used-for off-card biometric comparison

ws the Biometric Information Template used for off-card biometric comparison

ic Header Template (BHT) with tag Al as defined in ISO/IEC 7816-11. The tag allog
y for the Data Objects nested in the BHT is ISO/IEC JTC 1/SC 37 (default tag allog

y);

The ASN.1 OID (forthis tag allocation authority is {iso (1)
tag-allocatién(1l) clause-11(0)}.

standard(l) cbeff (1l
ic Data Objects for CBEFF data elements that are relevant for off-card biometric compa

7816-11, representing the CBEFF Biometric Data Block (BDB);

ittag

The

ation
ation

D785)

"ison;

d in

d) Payload

ISO/IEC

1 £ . 1 Y Va' B L | (lla L Xa 1 £
d5 e COIteIIl O dIl Opliolldl Udtd UDJECl WILID ldg DDHeX or 75 dS5 UCTIIT

7816-6.

Hex

ed in

The use of the data structure shown in Table 8 is not restricted to smartcards. The data structure may
also be used in other types of cards, e.g. magnetic stripe cards, optical memory cards or cards with
2-dimensional barcodes.
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Table 8 — The Biometric Information Template used for off-card biometric comparison
(with implicit tag allocation authority)

Tag Length Value Presence
7F60.x var. Biometric Information Template
Tag Length |Value
Alyex var. Biometric Header Template (BHT) Mandatory
Tag allocation authority: ISO/IECJTC 1/SC 37
Tag Length Value
801 (2 CBEFF_patron_header_version Mandatory
(default ‘0101") (if absent, the
defayilt value
appljes)
81y [1-3 CBEFF_BDB_biometric_type, Optipnal
see Table 9.
821ex |1 CBEFF_BDB_biometric_subtype, Optipnal, use
see Table 10. togefher with
bionjetric type only
83hex |7 CBEFF_BDB_creation_date, Optipnal
creation date and time of biometric
reference data: fourteen BCD digits
(YYYYMMDDHHMMSS)
84y |var. CBEFF_BIR _creator Optipnal
851ex |8 CBEFF_BDB.validity_period, a pair of dates |Optipnal
(not beforg, not after): sixteen BCD digits
(YYYYMMDDYYYYMMDD)
861 |4 CBEEE,_BDB_product owner, Optipnal
EBEFF_BDB_product_type.
CGoncatenation of product owner and
product type, identifying the product that
created the biometric reference data
87hex |2 CBEFF_BDB_format_owner, Manfatory
format owner of the biometric reference
data, value assigned by the biometrics
registration authority
881ex (2 CBEFF_BDB_format_type, Manfatory
format type of biometric reference data,
specified by format owner
90}jex | var. CBEFF_BIR_index, Optipnal
unique identifier used for referencing this
biometric data set in an application context
outside the card
SF2Ey.,/ |var. CBEFF BDB, Manfatory
Hex biometric reference data (primitive / constructed); see note
53}iex / var. CBEFF_BIR_payload, Optipnal
Hex optional data for payload (primitive / constructed)
NOTE |The structuxe.of the biometric reference data in the case of constructed allows the integration of a biometric challenge for usef prompting (e.g. a
phraselto be spokén) and a concatenation of biometric data with standardized and proprietary structure. The respective Data Objects arje specified in ISO/
IEC 7816-11.

11.12 The Biometric Information Template Group Data Object

Several Biometric Information Templates may be nested in a Biometric Information Template Group
(tag 7F61y,, as defined in ISO/IEC 7816-11). The construction and use of Biometric Information
Template Group Data Objects both for on-card and off-card biometric comparison are specified in

ISO/IEC 7816-11.

© ISO/IEC 2020 - All rights reserved

25


https://iecnorm.com/api/?name=1336efa0c14cf586e7c0f03099e75281

ISO/IEC 19785-3:2020(E)

11.13 Abstract values and encodings for biometric type and subtype

26

Table 9 — CBEFF_BDB_biometric_type abstract values and encodings

Abstract value name Value encoding Subtype applies
NO VALUE AVAILABLE 00000044
MULTIPLE BIOMETRIC TYPES 010
FACE 024ex
VOICE 04 e
FINGER 08X
IRIS 104, |X
RETINA 20p0x|X
HAND GEOMETRY 40ye4 | X
SIGNATURE/SIGN 804 ex
KEYSTROKE 010044
LIP MOVEMENT 0200y
THERMAL FACE 04004,
THERMAL HAND 0800,
GAIT 1000y,
BODY ODOR 2000y,
DNA 4000t
EAR 8000y, |x
FINGER GEOMETRY 010000y,
PALM GEOMETRY 020000404
VEIN PATTERN 040000y,
FOOT PRINT 08000044
NOTE Only the least significant bytes (omitting leading zeros) can become part of the
Biometric Header Template.
Table 10 — CBEFF_BDB_biometric_subtype abstract values and encodings
b8 b7 b6 b5H4'b3 b2 bl Biometric Subtype
00 0¢0;0 0 0 O NO INFORMATION GIVEN
RIGHT
10 LEFT
000 NO MEANING
001 THUMB
010 INDEX FINGER
011 MIDDLE FINGER
100 RING FINGER
101 LITTLE FINGER
1 ALWAYS SET
X X RESERVED FOR FUTURE USE
NOTE This optional field denotes which sample of the biometric type is to
be presented (e.g. right index finger). This field is only useful in conjunction
with the field CBEFF_BDB_biometric_type in cases denoted in Table 9.
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11.14 Patron format conformance statement

11.14.11dentifying information

Required information Patron format reference

Patron name See11.1
Patron identifier See 11.2
Patron format name See 11.3
Patron format identifier See 11.4

PatromfornmatASN+O1B Seeit5s
Domain of use description See 11.6
Patron format version See 11.7
CBEFF version See 11.8
11.14.2 CBEFF-defined data elements and abstract values
CBEFF data element name | Mandatory/ Patron format field name Abstract | Encodings
optional values specified?
specified?
CBEHF_patron_header_version |Mandatory CBEFF_patron_headér_version Yes Yes
CBEHF_BIR_index Optional CBEFF_BIR_index Yes Yes
CBEHF_BDB_biometric_type Optional CBEFF_BDB_biometric_type Yes Yes
CBEHF_BDB_biometric_subtype |Optional CBEFE:BDB_biometric_subtype Yes Yes
CBEHF_BDB_creation_date Optional CBEEF/BDB_creation_date Yes Yes
CBEHF_BIR_creator Optional CBEFF_BIR_creator Yes Yes
CBEHRF_BDB_validity_period Optional CBEFF_BDB_validity_period Yes Yes
CBEHF_BDB_product_owner Optional CBEFF_BDB_product_owner Yes Yes
CBEHF_BDB_product_type Optignal CBEFF_BDB_product_type Yes Yes
CBEHF_BDB_format_owner Mandatory CBEFF_BDB_format_owner Yes Yes
CBEHF_BDB_format_type Mandatory CBEFF_BDB_format_type Yes Yes
CBEHF_BIR_payload Optional CBEFF_BIR_payload Yes Yes
BDB [on-card biometrig n/a See Note 1 of Table 7 n/a n/a
complarison)
BDB [off-card bigmetric Mandatory BDB n/a n/a
compjarison)
11.14.3 Patron-defined data elements and abstract values
Patron format data element | Mandatory/ Patron format field name Abstract | Encodings
optional values specified?
specified?
Algorithm reference Optional Same Yes Yes
Reference data qualifier Optional Same Yes Yes
Biometric comparison Optional Same Yes Yes
algorithm parameters
© ISO/IEC 2020 - All rights reserved 27
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12 Patron format specification: Complex patron format

12.1 Patron
ISO/IEC]JTC 1/SC 37.

12.2 Patron format owner

257 (0101Hex). The BRA has allocated this identifier for ISO/IEC JTC 1/SC 37.

12.3 Patropformatname

ISO/IEC JTd 1/SC 37 complex patron format.

12.4 Patrop format type

6 (0006Hex)| This has been registered in accordance with ISO/IEC 19785-2.

12.5 ASN.1 OID for this patron format

~

istration-authority (1) cbeff(19785) biometric-organization(0) jtcl-sc37(25]
t(1l) complex(6)}

or, in XML v3lue notation,
<OBJECT_IDENTIFIER>1.1.19785.0.257.1.6</OBJECT IDENTIEIER>

12.6 Domdin of use

This clause provides a definition of a patron formatthat may be of general utility to application$ that
need to carry one or more BIRs (of either the same\or different patron formats) in a single complex BIR
structure, wlith explicit identification of the patrén format(s) being used.

12.7 Versi¢n identifier
This patron format specification has'a;version identifier of 2.
NOTE The patron format version was increased from 1 to 2 because the QUALITY NOT SUPPORTED B} BDB

CREATOR angl QUALITY SUPPORTED BY BDB CREATOR BUT NOT SET values were modified. Additionally, the
CBEFF_biomelric_type and CBEFF_biometric_subtype values were changed.

12.8 CBEFF version

This specifidation ¢onforms to CBEFF version (major 4, minor 0) onwards.

12.9 General

12.9.1 Patron Format Structure Type: Complex CBEFF BIR without self-identification

12.9.2 This patron format supports all the mandatory and optional data elements specified in
ISO/IEC 19785-1 except the following ones: capture device owner and identifier, feature extraction
algorithm owner and identifier; biometric comparison algorithm owner and identifier, quality algorithm
owner and identifier, compression algorithm owner and identifier and PAD mechanism vendor and
identifier. It can support either a simple BIR or a complex BIR structure where each intermediate node or
leaf of the structure is itself a BIR (called a "child BIR") and can be represented in any patron format.

12.9.3 The patron format of each child BIR is explicitly identified in its parent by a pair: patron format
owner / patron format type, and can be either this patron format (in which case the child BIR may itself
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have children), or a different patron format (in which case the child BIR is considered a leaf of this patron
format although it may be a complex BIR in its own regard).

12.9.4 Most fields in this patron format are optional. The presence of each optional field is encoded as
a single bit of a 24-bit field ("fieldPresence") at the beginning of the format, which has one bit for each
optional field defined in the patron format. The bit value '1' in a given position of that field means that
the corresponding field is present in the BIR instance.

12.9.5 All character strings and octet strings are preceded by a length prefix, which can be one, two, or
four octets long, as specified for each field.

12.9.

12.9.

series.

12.9.
contg

12.1

An in|
betw

6 All integer values, including lengths, are encoded in big-endian order.

7 Dates and date intervals are encoded as character strings in a way conforming to {

B An instance of a BIR or child BIR contains either a BDB or one or\more BIR childr¢
ins both.

D Specification

stance of a BIR shall contain the fields specified below,in exactly the same order and
ben the fields.

Table 11 — Specifications-for complex patron format

he ISO 8601

bn, but never

with no gaps

(BEFF data element name Field name Length and Abstract values and encodings®
optionality?
The following fields shall occur at
most dnce
CBEFH patron_header_version patronHeaderVersion 1, mandatory 2
CBEFH version cbeffVersion 1, mandatory Major '4' and Minor '0": 40, (64)
a The date shall be represented in the ISO+8601"series basic format YYYYMMDDTHHMMSS, where the last 2, the last 4, or the last 7 fharacters may be
omittedl.
Examples: 20050103, 20050106T11, 20050106T1230, and 20050106 T145504.
b Efich date shall be representedin\the ISO 8601 series basic format YYYYMMDDTHHMMSS, where the last 2, the last 4, or the last 7 fharacters may be
omittedl. The two dates shall be separated by a SOLIDUS ("/") character, and shall have the same number of digits.
Examples: 20050103/20060103,20050106T11/20050306T11, and 20050106T113300/20050306T113259.
c A|BIR consists of eithier: 1) an SBH, BDB, optional SB, and numChildren value of zero, or 2) an SBH, no BDB, and numChildren value gteater than zero.

© ISO/IEC 2020 - All rights reserved
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Table 11 (continued)

CBEFF data element name Field name Length and Abstract values and encodingsb
optionality?
not a standard CBEFF data element fieldPresence 3, mandatory A 24-bit field containing one bit for each

optional field in the patron format. The
bitvalue '1' means thatthe corresponding
field is present in the BIR instance.

Bitposition (1=mostsignificant, 24=least sig-
nificant) and corresponding optional field:

1 bdbFormat Owner & Type
2 bdbEncryption
3 bdbBiometricType
4 bdbBiometricSubtype
5 bdbChallengeResponse
6 bdbCreationDate
7 bdbIndex
8 bdbBrocessedLevel
9 bdbProduct Owner & Type
10\ “bdbPurpose
11/ bdbQuality
12 bdbValidityPeriod
13 birCreationDate
14  birCreator
15  birlndex
16  birPayload
17  birValidityPeriod
18 sbFormat Owner & Type
19 bdb
20 sb
21..24 not used (shall be '0")
CBEFF_BDB_format_owner bdbFormatQwner 2, mandatory if 0..65535
a BDBis present,
optional ifa BDB is
not present
CBEFF_BDB_format_type bdbFormatType 2, mandatory if 0..65535
a BDBis present,
optional ifa BDB is
not present
CBEFF_BDB_endryption_options bdbEncryption 1; mandatory if NO ENCRYPTION: 0
a BDBis present, ENCRYPTION: 1
otherwise required
to be absent
CBEFF_BIR_intparihl_npfinnc hir]nfpgrihr 1 mandatory NOINTEGRITY-Q

INTEGRITY: 1

a The date shall be represented in the ISO 8601 series basic format YYYYMMDDTHHMMSS, where the last 2, the last 4, or the last 7 characters may be
omitted.

Examples: 20050103, 20050106T11, 20050106T1230, and 20050106T145504.

b Each date shall be represented in the ISO 8601 series basic format YYYYMMDDTHHMMSS, where the last 2, the last 4, or the last 7 characters may be
omitted. The two dates shall be separated by a SOLIDUS ("/") character, and shall have the same number of digits.

Examples: 20050103/20060103,20050106T11/20050306T11, and 20050106T113300/20050306T113259.

¢ A BIR consists of either: 1) an SBH, BDB, optional SB, and numChildren value of zero, or 2) an SBH, no BDB, and numChildren value greater than zero.
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CBEFF data element name Field name

Length and
optionality?

Abstract values and encodings®

CBEFF_BDB_biometric_type bdbBiometricType

This encoding is a 3 octet

VALUE AVAILABLE is encoded as all 0 bits.

If MULTIPLE BIOMETRIC
other bits may also be set

the types contained in the BDB.

Values can be found in 6.2 under the
BiometricType ASN.1 definition

bitmap. NO

TYPES is set,
to enumerate

CBEFF_BDB_biometric_subtype bdbBiometricSubtype

This encoding is a 1 octet

1ol Lot Aioa £
vartes-taroerothtrire

bitmap.
2 under the

BiometricSubtype ASN\]

definition

CBEFH BDB_challenge_response bdbChallengeResponse

2+0..65535

Variable-length actet/sty
by a 16-bit intéger-field
length (octets)

ing, preceded
ontaining the

CBEFH_BDB_creation_date bdbCreationDate

1+8..15

Variabletlength ASCII ch
preceded by an 8-bit int
taining the length (chars

The string shall represe
date and a time of the d4

aracter string,
ger field con-
cters)

ht a date (or
)

CBEFH BDB_index bdbIndex

2+0..65535

Variable-length octet stj
by a 16-bit integer field
length (octets)

Shall not appear in any H
numChildren is not 00

ing, preceded
ontaining the

IR in which

3

CBEFH BDB_processed_level bdbProcessedLevel

RAW: 1
INTERMEDIATE: 2
PROCESSED: 3

CBEFH BDB_product_owner bdbProductOwner

1..65535; field not prese|
to “NO VALUE AVAILABI

ht corresponds
B

CBEFH BDB_product_type bdbProductType

1..65535; field not prese
to “NO VALUE AVAILABI

ht corresponds
E”

CBEFH BDB_purpose bdbPurpose.

VERIFY: 1

IDENTIFY: 2

ENROL: 3

ENROL FOR
VERIFICATION ONLY:

ENROL FOR
IDENTIFICATION ONLY

AUDIT: 6

-5

CBEFH BDB_quality bdbQuality

QUALITY NOT SUPPORT]
BY BDB CREATOR: 25

QUALITY SUPPORTED B
BDB CREATOR BUT
NOT SET: 255

INTEGER VALUE: 0 - 10

=

D

CBEFH BDBMwvalidity_period bdbValidityPeriod

1+17.31

Variable-length ASCII chlaracter string,
preceded by an 8-bit int¢ger field con-

s 1ol 11
tanmmmgtirerengtirenat acters)

The string shall represent an interval of

two dates (or date and ti

me of the day)d

omitted.

Examples: 20050103, 20050106T11, 20050106T1230, and 20050106T145504.

Examples: 20050103/20060103, 20050106T11/20050306T11, and 20050106T113300/20050306T113259.

a The date shall be represented in the ISO 8601 series basic format YYYYMMDDTHHMMSS, where the last 2, the last 4, or the last 7 characters may be

b Each date shall be represented in the ISO 8601 series basic format YYYYMMDDTHHMMSS, where the last 2, the last 4, or the last 7 characters may be
omitted. The two dates shall be separated by a SOLIDUS ("/") character, and shall have the same number of digits.

¢ A BIR consists of either: 1) an SBH, BDB, optional SB, and numChildren value of zero, or 2) an SBH, no BDB, and numChildren value greater than zero.
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Table 11 (continued)

CBEFF data element name

Field name

Length and
optionality?

Abstract values and encodingsb

CBEFF_BIR_creation_date

birCreationDate

1+8..15

Variable-length ASCII character string,
preceded by an 8-bit integer field con-
taining the length (characters)

The string shall represent a date (or
date and a time of the day)¢

CBEFF_BIR_creator

birCreator

2+0..65535

Variable-length ISO/IEC 10646 char-
acter string, encoded in UTF-8, and
preceded by a 16-bit integer field con-
taining the length of the UTF-8 encoding

{octets)

CBEFF_BIR_ind¢x

birIndex

2+0..65535

Variable-length octet string,(prec¢ded
by a 16-bit integer field contajihing the
length (octets)

Shall not inherit its value from any other
level BIR

CBEFF_BIR_payload

birPayload

2+0..65535

Variable-length'octet string, precg¢ded
by a 16-bitlinteger field containing the
length foctets)

Shallfiot inherit its value from any other
leveMBIR

CBEFF_BIR _valiflity_period

birValidityPeriod

1+17.31

Vdriable-length ASCII character sfjring,
preceded by an 8-bit integer field fon-
taining the length (characters)

The string shall represent an inteyfval of
two dates (or date and time of the [day)P

CBEFF_SB_formpt_owner

sbFormatOwner

2

1..65535

CBEFF_SB_formpt_type

sbFormatType

2

1..65535

BDB

bdb

4 +0..4294967295

Variable-length octet string, prec¢ded
by a 32-bit integer field containing the
length (octets)

If this field is present in a BIR instance
(as indicated in bit 19 of the field
fieldPresence), then no child BIRs ghall
be included (numChildren shall haye the
value 0). Otherwise, at least one child
BIR shall be included (numChildren shall
have a value greater than 0)

NOTE The content and encoding ¢f the
BDB are not specified by CBEFF ngr by
this patron format specification

CBEFF_subheadpr_count

numChildren

1, mandatory

0..255

The following 3 fields shall occur-as a
group as many times as spe€ified in the
field numChildrep (0..255)

CBEFF_BIR_patfonformat_owner childBirPatronFormatOwner 2, mandatory if 1..65535
no BDB is present,
therwiserequired
to be absent
CBEFF_BIR_patron_format_type childBirPatronFormatType 2, mandatory if 1..65535

no BDB is present,
otherwise required
to be absent

omitted.

Examples: 20050103, 20050106T11, 20050106T1230, and 20050106T145504.

a The date shall be represented in the ISO 8601 series basic format YYYYMMDDTHHMMSS, where the last 2, the last 4, or the last 7 characters may be

b Each date shall be represented in the ISO 8601 series basic format YYYYMMDDTHHMMSS, where the last 2, the last 4, or the last 7 characters may be
omitted. The two dates shall be separated by a SOLIDUS ("/") character, and shall have the same number of digits.

Examples: 20050103/20060103, 20050106T11/20050306T11, and 20050106T113300/20050306T113259.

¢ A BIR consists of either: 1) an SBH, BDB, optional SB, and numChildren value of zero, or 2) an SBH, no BDB, and numChildren value greater than zero.
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Table 11 (continued)
CBEFF data element name Field name Length and Abstract values and encodings®
optionality?

not a standard CBEFF data element childBir 4 +0..4294967295, |Variable-length octet string, preceded
mandatory if no by a 32-bit integer field containing the
BDB is present, length (octets)®
otherwise required
to be absent

The following field shall occur at most

once

SB sb 4+0..4294967295 |Variable-length octet string, preceded

by a 32-bit integer field containing the

Tength (oCtets).

omittegl.

Examples: 20050103, 20050106T11, 20050106T1230, and 20050106T145504.

Examples: 20050103/20060103, 20050106T11/20050306T11, and 20050106T113300/20050306T113259.

a The date shall be represented in the ISO 8601 series basic format YYYYMMDDTHHMMSS, where the last 2, the last 4, or the fast7 fharacters may be

b Efch date shall be represented in the ISO 8601 series basic format YYYYMMDDTHHMMSS, where the last 2, the 1ast 4, 6r the last 7 fharacters may be
omittedl. The two dates shall be separated by a SOLIDUS ("/") character, and shall have the same number of digits.

c A|BIR consists of either: 1) an SBH, BDB, optional SB, and numChildren value of zero, or 2) an SBH, no BDB, and numChildren value gteater than zero.
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12.11 Illustrative examples

Table 12 — Simple BIR (one BDB)

Field name Length Abstract value Encoding
patronHeaderVersion 2 024ex
cbeffVersion Major 4, Minor 0 40pex
fieldPresence bdbFormatOwner and Type E02020y,,
bdbEncryption
bdbBiometricType
bdbQuality
bdb
bdbFormatOwner 2 ISO/IEC]TC 1/SC37 257 (01010
bdbFormatType 2 Face image 0008y,
bdbEncryptipn 1 NO ENCRYPTION 00hex
birlntegrity 1 NO INTEGRITY 004
bdbBiometrifType 3 FACE-IMAGE 400000y,
bdbQuality 1 75/100 4Biex
bdb 4 +4096 octet string 00001000y, + 4096 octets
numChildren 1 zero 00gex

Table 13 — Complex BIR fields and abstract values corresponding to ISO/IEC 19785-1, Figure 2

(beginning of the root header BIR)

1. patropHeaderVersion = 2

2. cbeffVersion = 4:0

3. fieldPfesence = shFormatOwner/Type
4. birlntegrity = INTEGRITY

sbFormatType = that vendor’s Security block format

(integrity is applied to the entire
complex BIR via the SB on line 90)

(denotes the beginning of the next BI|

5. sbFormatOwner = a security vendor

6.

7. numChildren = 2

8. childBirPatronFormatQwner = SC 37

9. childBirPatronFofmatType = 6 (this format)
10. -

11. patrpnHeaderVersion = 2

12. cbeffVersion = 4:0

(see the final SB on line 90)

13. fieldPresence = bdbBiometricType

14. birlntegrity = NO INTEGRITY
15. bdbBiometricType = FINGER

16. numChildren = 3

(the next 3 BIRs inherit this value)

17. childBirPatronFormatOwner = SC 37
18. childBirPatronFormatType = 6 (this format)

19. >

20. patronHeaderVersion = 2

21. cbeffVersion = 4:0

22. fieldPresence = bdbFormatOwner/Type; bdbEncryption; bdbBiometricSubtype; bdb
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23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.
63.
64.

ISO/IEC 19785

Table 13 (continued)

bdbFormatOwner = SC 37

bdbFormatType = a standardized BDB format
bdbEncryption = NO ENCRYPTION
birIntegrity = NO INTEGRITY
bdbBiometricSubtype = LEFT INDEX FINGER
bdb

numChildren=0

-3:2020(E)

patronHeaderVersion = 2

cbeffVersion = 4:0

fieldPresence = bdbFormatOwner/Type; bdbEncryption; bdbBiometricSubtype; |
bdbFormatOwner = vendor ABC
bdbFormatType = non standard BDB format A
bdbEncryption = NO ENCRYPTION
birIntegrity = NO INTEGRITY
bdbBiometricSubtype = LEFT MIDDLE FINGER
bdb

numChildren=0

-

patronHeaderVersion = 2

cbeffVersion = 4:0

fieldPresence = bdbFormatOwner/ Type; bdbEncryption; bdbBiometricSubtype;
bdbFormatOwner = vendor XYZ
bdbFormatType = non standard BDB format B
bdbEncryption = NO ENERYPTION
birlntegrity = NO INTEGRITY
bdbBiometricSubtype = LEFT RING FINGER
bdb

numChildren=0

|

patronHeaderVersion = 2
cbheffVersion = 4:0

bdb

bdb

fieldPresence = bdbBiometricType

birIntegrity = NO INTEGRITY

bdbBiometricType = IRIS (the next 2 BIRs inherit this type)

numChildren = 2
childBirPatronFormatOwner = SC 37
childBirPatronFormatType = 6 (this format)

-

patronHeaderVersion = 2

cbeffVersion = 4:0

fieldPresence = bdbFormatOwner/Type; bdbEncryption; bdbBiometricSubtype;
sbFormatOwner/Type; bdb; sb

© ISO/IEC 2020 - All rights reserved
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Table 13 (continued)

65. bdbFormatOwner = SC 37
66. bdbFormatType = an iris format
67. bdbEncryption = ENCRYPTION
68. birIntegrity = NO INTEGRITY
69. bdbBiometricSubtype = LEFT
70. sbFormatOwner = an encryption vendor
71. sbFormatType = a security block format (see SB on line 74)
72. bdp
73. numChildren=0
74. sb (see SB format identifier on lines 70-41)
75. >
76. patronHeaderVersion = 2
77. cbeffVersion = 4:0
78. fieldPresence = bdbFormatOwner/Type; bdbEncryption; bdbBiometricSubtype;

sbFormatOwner/Type;  bdb; sb
79. bdpFormatOwner = vendor PQR
80. bdpFormatType = vendor's format C
81. bdpEncryption = ENCRYPTION
82. birintegrity = NO INTEGRITY
83. bdpBiometricSubtype = RIGHT
84. sbFormatOwner = an encryption vendor
85. sbFormatType = a security block format (see SB on line 88)
86. bdp
87. numChildren=0
88. sb (see SB format identifier on lines 84-85)
89. ™
90. sb (see SB format identifier in root header

on line 6)
Table 14 — BIR wrapped in an enveloping BIR
Hield name Length Abstract value Encoding

patronHeadgrVersion 1 2 02hex
cbeffVersion 1 Major 4, Minor 0 40hex
fieldPresenc 3 attoptional fietfdsabsent imthe envetoping BIR 000000,
birlntegrity 1 NO INTEGRITY 00410y
numChildren 1 one child (the enveloped BIR) 01 i
childBirPatronFormatOwner) 2 patron format owner of the enveloped BIR Variable
childBirPatronFormatType 2 patron format type of the enveloped BIR Variable
childBir (length of the child BIR) |4 length of the enveloped BIR Variable
childBir (octets of the child BIR variable |octets of the enveloped BIR Variable

Table 14 shows how the Complex patron format specified in this clause can be used as a simple envelope
around a BIR of an arbitrary patron format in order to provide identification of its format and specify its
length. When using the Complex patron format in this way, the portion of the enveloping BIR preceding
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the enveloped BIR can be thought of as a fixed-length prefix to the enveloped BIR. Since all the optional
fields of the enveloping BIR are absent, the length of the prefix is only 15 octets, given by:

a) 7 octets with the fixed values 01200000000001,,; plus

b) 4 octets containing the patron format owner and type of the enveloped BIR; plus

c) 4 octets containing the length of the enveloped BIR.

12.12 ASN.1 definition (provided for illustrative purposes only)

The f

retrie
usefu
thee

ved from https://standards.iso.org/iso-iec/19785/-3/ed-3/en. This ASN.1 specific
1 to some readers of this document, but it is not intended to provide an alternative isp
(codings of this patron format.

CBEFF-COMPLEX-PATRON-FORMAT

{ iso(1l) standard(0) cbeff(19785) modules(0) complex-BIR(6)}
DEFINITIONS

AUTOMATIC TAGS ::=

BEGIN

IMPORTS BiometricType, BiometricSubtype, Product
FROM CBEFF-DATA-ELEMENTS

BIR ::= SEQUENCE {
patronHeaderVersion INTEGER(O..255),
cbeffVersion INTEGER(0..255),

fieldPresence SEQUENCE {
bdbFormat BOOLEAN,
bdbEncryption BOOLEAN,
bdbBiometricType BOOLEAN,
bdbBiometricSubtype BOOLEAN,
bdbChallengeResponse BOOLEAN,
bdbCreationDate BOOLEAN,
bdbIndex BOOLEAN,
bdbProcessedLevel BOOLEAN,
bdbProduct BOOLEAN,
bdbPurpose BOOLEAN,,
bdbQuality BOOLEAN,
bdbValidityPeriod BOOLEAN,
birCreationbPate BOOLEAN,
birCreator BOOLEAN,
birIndex BOOLEAN,
birValidityPeriod BOOLEAN,
sbFogtmat BOOLEAN,

bdb\ BOOLEAN,

children BOOLEAN,

sb BOOLEAN

b,

and can be
ion may be
bcification of

bdbFormat SEQUENCE {
bdbFormatOwner INTEGER(0..65535),
bdbFormatType INTEGER(O..65535)

} OPTIONAL,

bdbEncryption INTEGER(0..255) OPTIONAL,

birIntegrity INTEGER(O..255),

bdbBiometricType BiometricType DEFAULT noValueAvailable,
bdbBiometricSubtype BiometricSubtype DEFAULT noValueAvailable,
bdbChallengeResponse OCTET STRING (SIZE(0..65535)) OPTIONAL,
bdbCreationDate OCTET STRING (SIZE(8..15)) OPTIONAL,

bdbIndex OCTET STRING (SIZE(0..65535)) OPTIONAL,
bdbProcessedLevel INTEGER(0..255) OPTIONAL,

bdbProduct Product OPTIONAL,
bdbPurpose INTEGER(0..255) OPTIONAL,

© ISO/IEC 2020 - All rights reserved
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bdbQuality INTEGER(0..255) OPTIONAL,

bdbValidityPeriod OCTET STRING (SIZE(15..31)) OPTIONAL,
birCreationDate OCTET STRING (SIZE(8..15)) OPTIONAL,
birCreator OCTET STRING (SIZE(O..65535)) OPTIONAL,
birIndex OCTET STRING (SIZE(O..65535)) OPTIONAL,
birPayload OCTET STRING (SIZE(0..65535)) OPTIONAL,
birValidityPeriod OCTET STRING (SIZE(15..31)) OPTIONAL,

sbFormat SEQUENCE {
sbFormatOwner INTEGER(0..65535),
sbFormatType INTEGER(0..65535)

} OPTIONAL,

bdb OCTET STRING (STZFE (0. .4294967295)) OPTIONAL

children SEQUENCE (SIZE(0..255)) OF
child SEQUENCE {
childBirPatronFormat SEQUENCE {
childBirPatronFormatOwner INTEGER(0..65535),
childBirPatronFormatType INTEGER(O..65535)

b,
childBir OCTET STRING (SIZE(0..4294967295))

}
sb OCTET STRING (SIZE(0..4294967295)) OPTIONAL

END

13 Patron format specification: XML-full patron format (with additional data
elements)

13.1 Patron
ISO/IEC]JTC [L/SC 37.

13.2 Patroh format owner

257 (0101Hex). The BRA has allocated this identifier for ISO/IEC JTC 1/SC 37.

13.3 Patron format name

ISO/IEC JTQ 1/SC 37 XML-full patron format.

13.4 Patrop formatiype

11 (00O0BHex). ThiSthas been registered in accordance with ISO/IEC 19785-2.

13.5 ASN.1-O1bfor-thispatrenformat—mM8M—————————————————————————————————

{iso(1l) registration-authority(l) cbeff (19785) biometric-organization(0) jtcl-sc37(257)
patron-format(l) xml-full(11)}

or, in XML value notation,

<OBJECT_IDENTIFIER>1.1.19785.0.257.1.11</OBJECT_ IDENTIFIER>

NOTE ISO/IEC 19785-3:2015 included patron format type 11 (xml-full) from ISO/IEC 19785-3:2007/Amd
1:2010 Clause 15, but incorrectly listed the patron format type as 7. Patron format type 7 was already assigned to
the patron format (xml) defined in ISO/IEC 19785-3:2007 Clause 13. Therefore, the patron format type has been
restored to 11 (xml-full) in this document.
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13.6 Domain of use

This clause specifies a patron format based on XML that may be of general utility to applications that
need to carry one or more BIRs in a simple or complex BIR structure and benefit from the use of XML
over a binary format.

This patron format is kept for legacy reasons. For any new implementation that would like to use XML
coding, Clauses 16 and/or 17 shall be used.

13.7 Version identifier

. rad LY ol . 1 . L. | L oLl L . [a - amy
ThlS DAL UIT TOIIAU SPECIILALIUIT TIasS a VETSTUIT TUCTILITICT O (ITdjol o, TIHIIOT U .

13.8| CBEFF version

This gpecification conforms to CBEFF version (major 4, minor 0) onwards.

13.9| General

13.9.1 Patron Format Structure Type: Complex CBEFF BIR withoGt self-identification

13.9.2 This patron format is based on W3C XML Schema, Pants 1[13] and 2[14l, It supports all the
mandatory and optional data elements specified in [SO/IEC 19785-1:2007. It can support either a simple

BIR qr a complex BIR structure where each intermediate node or leaf of the structure i§ itself a BIR
(callgd a "child BIR").

13.9.8 Most fields in this patron format areceptional. Some mandatory and optional fields are
repregsented by XML elements, others are represented by attributes of XML elements. Theg presence of
an opjtional field in a BIR is signaled by simply.including the corresponding element or attifibute and its
abserjce is signaled by simply omitting the.corresponding element or attribute.

13.9.4 Special encodings are specified for integers (see 13.26), octet strings (see 13.27), and date and
time-of-the-day abstract values (see 13.28).

13.9.5 An instance of a BIR or child BIR contains either a BDB or one or more BIR childr¢n, but never
contdins both.

13.9.6 An extension-mechanism is specified, which enables the inclusion of application-specific data
(not gtandardized) within a BIR or child BIR (see 13.11.1.6).

13.1p Specification

13.10:1 tmtherestof thisthause; the terms " etement amdattribute*are used witlr the meaning
of "XML element" and "XML attribute”, respectively.

13.10.2 The namespace with the name "http://standards.iso.org/iso-iec/19785/-3/ed-3/
en" is called the patron format namespace of this patron format.

13.10.3 All elements defined in this patron format have the patron format namespace name. All
attribute names are unqualified.

13.10.4 An instance of a BIR shall be represented as a <BIrR> element (see 13.11).

13.10.5 The <B1R> element may be the root of an XML document, but this is not required.
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13.10.6

NOTE 1

785-3:2020(E)

The portion of the XML document consisting of the <BIr> element and its whole content
shall be valid according to the XML schema provided in 13.30, the ASN.1 module given in 13.31, and the
ASN.1 XML Encoding Rules (XER) defined in ISO/IEC 8825-4.

Validity according to that XML schema does not imply that the <BIR> element satisfies all the

requirements in the normative text of this specification, as there are some requirements that cannot be (or are

not) formally

expressed in the XML schema.

When the <B1r> element is the root of an XML document, the UTF-8 character encoding is recommended
for the XML document, because it will usually produce a smaller encoding.

13.10.7
abstract valy
<BIR> eleme

NOTE Th
BIR to inherit
that contains
element in a

value can be ¢
abstract valug

13.11 Elen
13.11.1Synt

13.11.1.1
(in order):

tTocrererretrotey

e, shall be encoded as the omission of the corresponding element or attribute both
nt and in all of its ancestor <BIR> elements.

e inheritance mechanism specified in 13.14.2.1, 13.15.2.1 and 13.24.2.1 causes a data eleme
an abstract value (different from NO VALUE AVAILABLE) from its closest ancestor <BIR> el
that element or attribute when the <BIR> element in question does not contain it. If any
hierarchy of <BIR> elements specifies an abstract value for a given data“element, that ab
verridden by a different abstract value in any of its descendant <BIR> elements, but the over
b can never be NO VALUE AVAILABLE.

nent <BIR>
ax

This element shall have no attributes, and shall' have a content consisting of the folld

a)

an optio

al <version> element (see 13.12);

al <CBEFFVersion> element (see 134 3);
ore application-specific elements;

tory <BIRInfo> element (see’13.14);

al <BDBInfo> element (see 13.15);

al <sBInfo> elemeht (see 13.24);

ore <BIR>@lements (see 13.11);

optional <epB> element that shall contain a valid representation of an octet §
7), or,an optional <bdbx> element that shall contain a valid XML string;

s this
n the

ht of a
bment
KBIR>
stract
riding

wing

tring

octet

al’<sr> element — the content of this element shall be a valid representation of an

string. (see 13.27)

b) an optio
c) zeroor
d) amand
e) an optio
f) an optio
g) zeroor
h) either
(see 13.
i) an opti
13.11.1.2

present, and

13.11.1.3
by 13.15.2.3.

13.11.1.4
present.

13.11.1.5

40

The <BDB> or <bdbx> element shall not be present if one or more child <BIr> elements are

shall be present if no child <BIR> elements are present.

The <sB> element shall be absent unless its presence is required by 13.14.2.2 or permitted

If the <BDB> or <bdbx> element is present, then the <BDBInfo> element shall also be

If the <sB> element is present, then the <sBinfo> element shall also be present.
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13.11.1.6 The number of application-specific elements and their name, namespace name, attributes,
and content are not defined in this patron format specification. However, the namespace name of those
elements shall be different from the patron format namespace name (see 13.10.2).

13.11.2Semantics

13.11.2.1 This element is either a complex or a simple BIR, depending on which child elements are
present. If a child <BDB> or <bdbx> element is present, this element is a simple BIR. If one or more child
<BIR> elements are present, this element is a complex BIR.

13.1

22. Fo> and their
contgnt form the standard biometric header of the BIR.

13.11.2.3 The <version> element (if present) carries the major and minor végssion nymber of this
patron format.

13.11.2.4 The <cBEFFVersion> element (if present) carries the majorand minor versign number of
the CBEFF standard.

13.11.2.5 Each <B1r> element is a whole BIR (of the same patron format) that is a child Bf[R of the BIR.

13.11.2.6 The <BDB> or <bdbx> element (if present) carries the biometric data block (BDB) of the BIR.

NOTH A <BDB> or <bdbX> element and a <BIR> element)cannot coexist as children of the same 4BIR> element
(see 13.11.1.2).

13.11.2.7 The <sB> element (if present) carries the security block (SB) of the BIR.

NOTH A <sB> element can coexist with either a <BIR> element or a <BDB> or <bdbX> element that is a child of
the sgme <BIR> element.

13.11.2.8 The <BIRInfo> element carries information about both the BIR and (possibly) about its
descgndant BIRs (if the <BIr> element has one or more child <B1r> elements), as specified in 13.14.2.1.

13.11.2.9 The <BDBInfo> element (if present) carries information about either the BO)B of the BIR
(if th¢ <BIR> element hasa child <BDB> or <bdbx> element) or about the BDBs of the descendpnt BIRs that
have fa child <BDB>, 0r_%bdbx> element (if the <BIrR> element has one or more child <BIrR> ¢lements), as
specified in 13.15:2.1.

13.11.2.10<—~ The <sBInfo> element (if present) carries information about either the SB pf the BIR (if
the <pIr>element has a child <sB> element) or about the SBs of the descendant BIRs thatl have a child
<sB> plement (if the <BIR> element has one or more child <Bir> elements but no child <se>/element), as
specified in 13.24.2.1.

13.12 Element <Version>

13.12.1Syntax
This element shall have contents consisting of the following (in order):

a) arequired <Major>element — the value of this element shall be a valid representation of an integer
in the range 0 to 15 (see 13.26);

b) arequired <Minor>element — the value of this element shall be a valid representation of an integer
in the range 0 to 15 (see 13.26).
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13.12.2Semantics

13.12.2.1

13.12.2.2

13.12.2.3

This element represents the data element CBEFF_patron_header_version, and carries the
(major and minor) version number of the patron format. The number assigned to this version of the
patron format is major 3, minor 0.

The <Major> element represents the major version number (3 in this version).

The <Minor> element represents the minor version number (0 in this version).

13.12.2.4

13.12.2.5
parent <BIRY

NOTE Th

values as the
element. Ther

13.13 Elen

13.13.1Synt
This elemen

a)

arequir
in the rq

b) arequir
in the rd

13.13.2Sem

13.13.2.1

If this element is not present, the values Major="3" Minor="0" are implied.

A child <Bir> element shall have the same (major and minor) version ntimber
element.

is implies that the <version> element, if present in a child <BIR> element, has’to carry the

<Version> element in the parent <BIR> element. This is equivalent to omitting the <ver
efore, this element is normally omitted in child <BIR> elements.

hent <CBEFFVersion>

ax
shall have content consisting of the following (in‘opder):

bd <Major> element — the value of this elementsshall be a valid representation of an in
nge 0 tol5 (see 13.26);

bd <Minor> element — the value of this element shall be a valid representation of an in
nge 0 to 15 (see 13.26).

antics

of the CBEFF standard supported by this patron format. The number assigned to the version of (

supported by
13.13.2.2

13.13.2.3

y this patron formatis‘Major=4, Minor=0.
The <Major> element represents the major version number (4 in this version).

The <Minor> element represents the minor version number (0 in this version).

as its

sSame
Eion>

teger

teger

This element representsthe data element CBEFF_version, and carries the version number

BEFF

13.13.2.4

If'this element is not present, the values Major="4" Minor="0" are implied.

13.13.2.5

NOTE
redundant.

42

A child <B1r> element shall have the same CBEFF version number (major and minor) as
its parent <BIR> element.
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13.14 Element <BIRInfo>

13.14.1Syntax

-3:2020(E)

13.14.1.1 This element shall have a content consisting of the following (in order):

a) an optional <creator> element — the content of this element shall be a string of ISO/IEC 10646
characters;

b) an optional <Index> element — the content of this element shall be a valid representation of a
universally unique identifier (see 13.29), and shall not inherit its value from any other level BIR;

c) an optional <Payload> element — the content of this element shall be a valid representation of an
dctet string, and shall not inherit its value from any other level BIR.

d) 4drequired <Integrity>element — the value of this element shall be one of'the’character strings in
the third cell of the corresponding row of Table 15;

e) an optional <CreationDate>element — the value of this element shall'be a valid repredentation of a
date and time of the day (see 13.28);

f) an optional <NotvalidBefore> element — the value of this element shall be a valid representation
df a date and time of the day (see 13.28);

g) an optional <Notvalidafter> element — the value of this element shall be a valid representation of

date and time of the day (see 13.28).
13.14.2Semantics

13.14.2.1 The <BIRInfo> element carries.information about the BIR. In addition, if the
or more child BIRs (the <BIrR> element has:one or more child <B1r> elements), the inform
by the attributes and child elements of:the <BirRInfo> element is inherited by those child
wherg overridden by a corresponding.attribute or child element of the <BIRInfo> element g
The ipformation inherited by a BIR"applies to that BIR, and (if the BIR has itself child BIH
inherjited by its child BIRs in the §ame way (and so on recursively).

NOT Since the Integrity element is required and the <BIRInfo> element is mandatory
elemdnts, inheritance of the \Integrity element can never occur.

IRInfoS element).

This information can consist of a digital signature or MAC, a reference to a key or
tedkey (with or without a reference to the key used to encrypt that key), or other parameter

BIR has one
htion carried
BIRs except
f a child BIR.
s) is further

in all <BIR>

this BIR is
1> element of

rertificate, an
5 of the digital

signing {or MAC) process.:

13.14.2.3
<BIRInfo> element shall have a child <sB> element.

13.14.2.4 Table 15 specifies the correspondence between the child elements of this

If the value of the <Integrity> element is "true", then the parent <BIR> element of this

element and

CBEFF data elements, and specifies the supported abstract values and their encodings (see also 13.10.7).

NOTE This element contains all CBEFF data elements whose names begin with "CBEFF_BIR_".
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Table 15 — BIR information

CBEFF data element name XML element Supported abstract values and encodings
CBEFF_BIR_creator <Creator> Al ISO/IEC 10646 character strings are supported.

The character string shall be encoded as the string itself.
CBEFF_BIR_index <Index> All well-formed UUIDs are supported.
The UUIDs shall be encoded as specified in 13.29.

Shall not inherit its value from any other BIR level.

CBEFF_BIR_payload <Payload> All octet strings are supported.

The actet strings shall he encoded as specifiedin 13 27

Shall not inherit its value from any other BIR level.

CBEFF_BIR _integrity_options <Integrity> The following abstract values are supported.
The abstract values shall be encoded as shown belpw.

NO INTEGRITY:
"false"

INTEGRITY:
"true"

CBEFF_BIR_crfation_date <CreationDate> All date and time-of-the-day abstrdct values permitted by (BEFF
are supported.

The abstract values shall'be‘encoded as specified in 13.28.

CBEFF_BIR_vallidity_period <NotValidBefore> |All date and time-of-the+day abstract values permitted by (BEFF
(lower end) are supported.

The abstract valu€s shall be encoded as specified in 13.28.

CBEFF_BIR _vallidity_period <NotValidAfter> All date and time-of-the-day abstract values permitted by (BEFF
(upper end) are suppoxted.

Theabstract values shall be encoded as specified in 13.28.

13.15 Element <BDBInfo>
13.15.1Synfax

13.15.1.1 This element shall have a content consisting of the following (in order):

a) an optipnal <challengeResponse> element — the content of this element shall be a |valid
representation of an octet string (see 13.27);

b) an optignal <Index>element — the content of this element shall be a valid representation of a
universglly unique identifier (see 13.29).

c) an optiolnal <Format> element (see 13.16);

d) an optional <Encryption>element — the value of this element shall be one of the character strings
in the third cell of the corresponding row of Table 16;

e) anoptional <creationDate>element — the value of this element shall be a valid representation of a
date and time of the day (see 13.28);

f) an optional <NotvalidBefore> element — the value of this element shall be a valid representation
of a date and time of the day (see 13.28);

g) an optional <NotValidafter> element — the value of this element shall be a valid representation of
a date and time of the day (see 13.28);

h) an optional <Type> element — the value of this element shall be one of the character strings in the
third cell of the corresponding row of Table 16;
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i) an optional <subtype> element — the value of this element shall be one of the character strings in
the third cell of the corresponding row of Table 16;

j) an optional <Level> element — the value of this element shall be one of the character strings in the
third cell of the corresponding row of Table 16;

k) an optional <Product> element (see 13.17);
1) an optional <captureDevice> element (see 13.18);

m) an optional <FeatureExtractionAlgorithm> element (see 13.19);

n) TOptional <ComparisonAlgorithms etenrent (see 13:207;

0) an optional <CompressionAlgorithm> element (see 13.21);

p) an optional <Purpose> element — the value of this element shall be one of the character strings in
the third cell of the corresponding row of Table 16;

q) an optional <Quality> element (see 13.22).

13.1%.1.3 If the parent <BIR> element has a child <BDB> element, then the <Encryption> element

shall |be present in this <BDBInfo> element unless it is present(ny'the child <BDBInfo> element of an
ancegtor <BIR> element (see also 13.11.1.4).

13.15.1.4 If the parent <B1R> element has a child <EpB> element, then the <Formatowner> element
shall [be present in this <BDBInfo> element unless it-ds _present in the child <BDBInfo> element of an
ancegtor <BIR> element (see also 13.11.1.4).

13.15.1.5 If the parent <BIR> element hasa child <BDB> element, then the <FormatType> element
shall [be present in this <BDBInfo> element unless it is present in the child <ebBinfo> element of an
anceqtor <BIrR> element (see also 13.11.1.4)

The gqncestor <BIR> elements mentioned in the last three subclauses above need not be the[same.
13.15%.2Semantics

13.15.2.1 If the BIR ltas a BDB (the <BIR> element has a child <BbB> element), then the <BDBInfo>
elem¢nt carries inforrmation about that BDB. Otherwise, the information carried by the aftributes and
child|elements of the.<BDBInfo> element is inherited by all the BIRs that are children of the BIR except
wherg overridden:by a corresponding attribute or child element of the <BDBInfo> element df a child BIR.
The informatietinherited by a BIR with a BDB applies to that BDB, whereas the information|inherited by
that has'itself child BIRs is further inherited by all the BIRs that are children of the BIR in the same
and(so on recursively).

13.15.2.2 If the BIR has a BDB and encryption is applied to that BDB (either by including the
encryption attribute with the value "true" in the <BDBInfo> element or by having the BIR inherit that
attribute value from its parent BIR), then the BDB in the <BDB> element shall be encrypted.

13.15.2.3 If the BDB of a BIR is encrypted, information about the encryption process may be
provided within the security block (SB) of that BIR (the child <sB> element of the parent <BIrR> element
of this <BIRInfo> element).

NOTE This information can consist of a reference to an encryption key, an encrypted key (with or without a
reference to the key used to encrypt that key), or other parameters of the encryption process.

13.15.2.4 Table 16 specifies the correspondence between the child elements of this element and
CBEFF data elements, and specifies the supported abstract values and their encodings (see also 13.10.7).
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NOTE

Table 16 — BDB information

This element contains all CBEFF data elements whose name begins with "CBEFF_BDB_".

CBEFF data element name

XML element

Supported abstract values
and encodings

CBEFF_BDB_format

<Format>

See 13.16

CBEFF_BDB_encryption_options

<Encryption>

The following abstract values are supported.

The abstract values shall be encoded as
shown below.

NO ENCRYPTION:

neal n

ENCRYPTION:
"true"

CBEFF_BDB_cregtion_date

<CreationDate>

All date and time-of-the-day-abstract vhlues

permitted by CBEFF are supported.

The abstract values shall-be encoded a
specified in 13.28:

CBEFF_BDB_validity_period
(lower end)

<NotValidBefore>

All date and time-of-the-day abstract vplues

permitted by CBEFF are supported.

The abstract values shall be encoded a
specifiedhin 13.28.

CBEFF_BDB_indgx

<Index>

Allawell-formed UUIDs are supported.

The UUIDs shall be encoded as specifiefd in

13.29
Shall appear only in BIRs that have a B

CBEFF_BDB_cha}lenge_response

<ChallengeResponse>

All octet strings are supported.

The octet strings shall be encoded as s
fied in 13.27.

Shall appear only in BIRs that have a B

eci-

B.

CBEFF_BDB_validity_period
(upper end)

<NotValidAfter>

All date and time-of-the-day abstract vplues

permitted by CBEFF are supported.

The abstract values shall be encoded a
specified in 13.28.
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Table 16 (continued)
CBEFF data element name XML element Supported abstract values
and encodings
CBEFF_BDB_biometric_type <Type> The following abstract values and all their

unordered combinations are supported.

A single abstract value shall be encoded as
the corresponding string shown below. A
combination of two or more abstract values
shall be encoded as a list of elements (see
XML Schema).

SCENT:
"Scent"

DNA:
"DNA"

EAR:
"Ear"

FACE:
"Face"

FINGER:
"Finger"

FOOT:
"Foot"

VEIN:
"Vein"

HAND GEOMETRY:
"HandGeometry"

IRIS:
HIris"

RETINA:
"Retina"

VOICE:
"Voice"

GAIT:

llGaitll
KEYSTROKE:
"Keystroke"

LIP MOVEMENT:
"LipMovement"

SIGNATURE OR SIGN:
"SignatureSign"

BODY PHOTOGRAPHY:
"BodyPhotography"

FRICTION RIDGE:
"FrictionRidge"

THERMAL:
"Thermal"

PRESENTATION ATTACK DATA

g P Bt 1u
PresenrcacIvnactack
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Table 16 (continued)

CBEFF data element name

XML element

Supported abstract values
and encodings

CBEFF_BDB_biometric_subtype

<Subtype>

The following abstract values are supported.

The abstract values shall be encoded as
shown below. A combination of two or more
abstract values shall be encoded as a list of
elements (see XML Schema).

LEFT
"Left"

RIGHT:
"Right"

THUMB:
" Thumb"

LEFT THUMB:
"LeftThumb"

RIGHT THUMB:
"RightThumb"

INDEX FINGERE
"IndexFinger"

LEFT INDEX FINGER:
"LeftIndexFinger"

RIGHT INDEX FINGER:
“"RightIndexFinger"

MIDDLE FINGER:
"MiddleFinger"

LEFT MIDDLE FINGER:
"LeftMiddleFinger"

RightMIDDLE FINGER:
"RightMiddleFinger"

RING FINGER:
"RingFinger"

LEFT RING FINGER:
"LeftRingFinger"
RIGHT RING FINGER:
"RightRingFinger"
LITTLE FINGER:
"LittleFinger"

LEFT LITTLE FINGER:
"LeftLittleFinger"

RIGHT LITTLE FINGER:
"RightLittleFinger"

PALM:
"Palm"

LEFT PALM:
"LeftPalm"

RIGHT PALM:

"RightPalm"

BACK OF HAND:
"BackOfHand"

LEFT BACK OF HAND:
"LeftBackOfHand"

RIGHT BACK OF HAND:
"RightBackOfHand"

WRIST:
"Wrist"

LEFT WRIST:
"LeftWrist"

RIGHT WRIST:
"RightWrist"
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Table 16 (continued)
CBEFF data element name XML element Supported abstract values
and encodings
CBEFF_BDB_processed_level <Level> The following abstract values are supported.
The abstract values shall be encoded as
shown below.
RAW:
"Raw"
INTERMEDIATE:
"Intermediate"
PROCESSED:
"Processed"
CBEFH BDB_product <Product> See 13.17
CBEFH BDB_capture_device <CaptureDevice> See 13.18
CBEFH BDB_feature_extraction_algorithm <FeatureExtractionAlgorithm> See 13.19
CBEFH BDB_comparison_algorithm <ComparisonAlgorithm> See 13.20
CBEFH BDB_compression_algorithm <CompressionAlgorithm> See 13¢2i
CBEFH.BDB_purpose <Purpose> The following abstract value$ are supported.
The'abstract values shall be ¢ncoded as
shown below.
VERIFY:
"Verify"
IDENTIFY:
"Identify"
ENROL:
"Enrol"
ENROL FOR VERIFICATION (NLY:
"EnrolVerify"
ENROL FOR IDENTIFICATION ONLY:
"EnrolIdentify"
AUDIT:
"Audit"
CBEFH BDB_quality <Quality> See 13.22
13.1p Element <Format>of BDBInfoType
13.16.1Syntax
If present, this element shall have the contents consisting of the following (in order):
a) drequired<organization>element — the content of this element shall be a string of ISD/IEC 10646
aractexs;
b) required <Type> element — the content of this element shall be a string of ISQ/IEC 10646

Chraracters:

13.16.2Semantics

13.16.2.1 This element represents the CBEFF_BDB_format_owner and CBEFF_BDB_format_type
data elements, and carries the organization code and type code, respectively, as registered with the
Biometric Registry Authority.

13.16.2.2 The <organization> element represents the organization/owner/vendor code as
specified in the registry.

13.16.2.3 The <Type> element represents the type code as specified in the registry.
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13.17 Element <Product>

13.17.1Syntax

If present, this element shall have the contents consisting of the following (in order):

a) arequired <organization>element — the content of this element shall be a string of ISO/IEC 10646
characters;

b) a required <Type> element — the content of this element shall be a string of ISO/IEC 10646
characters.

13.17.ZSerrJantics

13.17.2.1

data elemenfts, and carries the organization code and type code, respectively, as registered wit]

Biometric Re

13.17.2.2

specified in he registry.

13.17.2.3
13.18 Elen

13.18.1Synt
If present, th

a)

arequir
charactg

b) a requit
characte

13.18.2Sem

13.18.2.1
capture_devi
registered wj

This element represents the CBEFF_BDB_product_owner and CBEFF_BDBproduct

gistry Authority.

The <organization> element represents the organization|/owner/vendor cod

The <Type> element represents the type code as specified’in the registry.

nent <CaptureDevice>

ax
is element shall have the contents consijsting of the following (in order):

bd <Organization> element — the cpntent of this element shall be a string of ISO/IEC 1
rs;

ed <Type> element — the.coritent of this element shall be a string of ISO/IEC 1
rs.

antics

This element’ represents the CBEFF_BDB_capture_device_owner and CBEFF]
ce_type data-elements, and carries the organization code and type code, respectivg
ith the Biometric Registry Authority.

13.18.2.2

specified in the.registry.

The <organization> element represents the organization/owner/vendor cod

_type
h the

le as

0646

0646

BDB_
ly, as

le as

13.18.2.3

The <Type> element represents the type code as specified in the registry.

13.19 Element <FeatureExtractionAlgorithm>

13.19.1Syntax

If present, this element shall have the contents consisting of the following (in order):

a) arequired <organization>element — the content of this element shall be a string of ISO/IEC 10646
characters;
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b) a required <Type> element — the content of this element shall be a string of ISO/IEC 10646
characters;

13.19.2Semantics

13.19.2.1 This element represents the CBEFF_BDB_feature_extraction_algorithm_owner and
CBEFF_BDB_feature_extraction_algorithm_type data elements, and carries the organization code and
type code, respectively, as registered with the Biometric Registry Authority.

13.19.2.2 The <organization> element represents the organization/owner/vendor code as
specifiedirthe Tegistry:

13.19.2.3 The <Type> element represents the type code as specified in the registry:

13.2Pp Element <ComparisonAlgorithm>

13.20.1Syntax

If present, this element shall have the contents consisting of the following (in order):

required <organization> element — the content of this element shall be a string of ISD/IEC 10646
aracters;

b) required <Type> element — the content of this\element shall be a string of ISQ/IEC 10646
aracters;
13.2().2Semantics

13.20.2.1 This element represents the:€BEFF_BDB_comparison_algorithm_owner and CBEFF_BDB_
comparison_algorithm_type data elements) and carries the organization code and type code|respectively,
as registered with the Biometric Registry Authority.

2.2 The <organizatidn> element represents the organization/owner/vendor code as
specified in the registry.

13.20.2.3 The <Type> element represents the type code as specified in the registry.
13.2l Element <CompressionAlgorithm>

13.2].1Syntax

If prelsent, this element shall have the contents consisting of the following (in order):

a) arequired <organization>element — the content of this element shall be a string of ISO/IEC 10646
characters;

b) a required <Type> element — the content of this element shall be a string of ISO/IEC 10646
characters;

13.21.2Semantics

13.21.2.1 This element represents the CBEFF_BDB_compression_algorithm_owner and CBEFF_
BDB_compression_algorithm_type data elements, and carries the organization code and type code,
respectively, as registered with the Biometric Registry Authority.
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The <organization> element represents the organization/owner/vendor code as
specified in the registry.

The <Type> element represents the type code as specified in the registry.

13.22 Element <Quality>

13.22.1Syntax

Absence of this element indicates that quality is not reported by the appropriate quality algorithm

provider. If g
a) arequir

b) either 4

(see 13.]

4 i B 1 + 1 111 =l & + LI Vol | £ll - L 1 o).
TESCIIL, LIS CICIICIIU STIdITIIdVE LHE CUTILCTILS CUILSIS U S O LIIC TULTOW I g (11T OT'UCT J.
bd <algorithm> element (see 13.23).

<score> element shall be a valid representation of an integer in the range 0 tg
P6), Or a <QualityCalculationFailed> element if there was an error during@the calcu

of a qudllity score. The <QualityCalculationFailed> element must either be/empty or shal

string o
13.22.2Sem

13.22.2.1

system.

13.22.2.2
was unsucce
calculation f:

13.23 Elen

13.23.1Synt
If present, th

a) arequir
charactg

b) a requit
charactg

13.23.2Sem

ISO/IEC 10646 characters.

antics

The <QualityCalculatedFailed> element, if.present, denotes that the quality calcu
ssful for some reason. This element can either be empty or carry a message of wh
hiled.

1ent <Algorithm>

ax
is element shall have the contents consisting of the following (in order):

bd <Organization>elément — the content of this element shall be a string of ISO/IEC 1
rs;

ed <Type> element — the content of this element shall be a string of ISO/IEC 1
rs;

antics

100
ation
be a

The <score> element, if present, represents the CBEFF“BDB_quality data elemenft and
carries an integer score in the range of 0 to 100 specifying the quality score calculated by a bion

hetric

ation
y the

0646

0646

13.23.2.1

This element represents the CBEFF_BDB_quality_algorithm_owner and CBEFF_

BDB_

quality_algorithm data elements, and carries the organization code and type code, respectively, as

registered w

13.23.2.2

13.23.2.3
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ith the Biometric Registry Authority.

The <organization> element represents the organization/owner/vendor code as
specified in the registry.

The <Type> element represents the type code as specified in the registry.
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13.24 Element <SBInfo>

13.24.1Syntax

13.24.1.1

13.24.1.2

-3:2020(E)

The contents of this element shall be limited to an optional <Format> element (see 13.25).

If the parent <BIR> element has a child <sB> element, then the <Format> element shall be

present in this <sBinfo> element unless it is present in the child <sBInfo> element of an ancestor <BIR>
element (see also 13.11.1.5).

The 3
the p
the <
not a

13.24

13.24
elem
elem
<SBIj]
elem

neestor<BIRS clenrents mentioned-imrthe tast twosubctausesabove mreed ot bethe
hrent <BIR> element has a child <sB> element and one omits both children of the <gBin
EBInfo> element will have no attributes and an empty content. Omission of the <§Brnf
lowed in this case (see 13.11.1.5).

.2 Semantics

}.2.1 If the BIR has an SB (the <BIR> element has a child <§B> element), then {
bt carries information about that SB. In addition, if the BIR has«one or more child BIF
ent has one or more child <BIr> elements), the information\carried by the child el
fo> element is inherited by those child BIRs except whe¥re) overridden by a corresp
ent of the <sBinfo> element of a child BIR. The informationinherited by a BIR with an

same. When
fo> element,
b> element is

he <SBInfo>
s (the <BIR>
ement of the
onding child
SB applies to

that §B, and (if the BIR has itself child BIRs) is further inherited by its child BIRs in the samg way (and so

on refursively).

13.25 Element <Format> of SBInfoType

13.25.1Syntax

If present, this element shall have the contents consisting of the following (in order):

a) drequired <organization> element — the content of this element shall be a string of ISD/IEC 10646
characters;

b) 4 required <Type> element — the content of this element shall be a string of ISQ/IEC 10646
characters;

13.2%.2Semantics

13.25.2.1 This element represents the CBEFF_SB_format_owner and CBEFF_SB_format_type data

elem¢nts,and carries the organization code and type code, respectively, as registered with the Biometric

Registry Authority.

13.25.2.2 The <organization> element represents the organization/owner/vendor code as

specified in the registry.

13.25.2.3

The <Type> element represents the type code as specified in the registry.

13.26 Representation of Integers

13.26.1

characters in the range DIGIT ZERO to DIGIT NINE ("o to "9") in decimal notation.

13.26.2

by a HYPHEN-MINUS character ("-").

© ISO/IEC 2020 - All rights reserved
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13.26.3 Arbitrary whitespace is allowed before and after the encoding but is forbidden inside the
encoding.

13.27 Representation of Octet Strings

13.27.1 An octet string shall be represented as a string of the following ISO/IEC 10646 characters:
a) LATIN CAPITAL LETTER A to LATIN CAPITAL LETTER Z;
b) LATIN SMALL LETTER A to LATIN SMALL LETTER Z;

c) DIGIT ZERO to DIGIT NINE;
d) PLUS SIGN;

e) SOLIDUS$;
f) EQUALSYSIGN.

forming the Base64 encoding of the octet string (see IETF RFC 2045), with all-whitespace removed.

13.27.2 Arbitrary whitespace is allowed before and after the encoding, but is forbidden inside the
encoding.

13.28 Representation of Date and Time of the Day

13.28.1 A date and time of the day shall be represented as a string of [ISO/IEC 10646 charactgrs in
the following format, which conforms to the ISO 8601 series.

13.28.2 The encoding shall be the concatenation of all the following components (in order):

a) the ”yea][" component, consisting of the year encoded in four digits ("2000" to "2999");

« n,

b) the hyphen character “-”;

c) the "mofth" component, consisting of the month encoded in two digits ("01" to "12");
d) the hyplen character “-”;

e) the "day|" component, consisting of the day encoded in two digits ("01" to "31");

f) thelettdr "T;

g) the "hoyr" component, consisting of the hour encoded in two digits ("00" to "23");

“«_n,

h) the colon‘character “:”;

i) the "minute" component, consisting of the minute encoded in two digits ("00" to "59");
j)  the colon character “:”;
k) the "second" component, consisting of the second encoded in two digits ("00" to "59");

1) theletter "z".

13.28.3 The "year”, "month", "day", “hour”, “minute”, and “second” components shall be present.
13.28.4 The letter "t shall be present.
13.28.5 The letter "z shall be present whether or not the "hour" component is present.
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NOTE

13.28.6

encoding.

ISO/IEC 19785-3:2020(E)

This letter indicates that the date and time of the day are UTC.

Arbitrary whitespace is allowed before and after the encoding, but is forbidden inside the

13.29 Representation of Universally Unique Identifiers

13.29.1 The following subclauses describe the same representation of a UUID as is specified in
ISO/IEC 9834-8:2014, Clause 8. An example of such a representation is: f81d4fae-7dec-11d0-a765-
00a0c91e6bf6

13.2").2

A universally unique identifier (UUID) shall be represented as a string of IS

D/IEC 10646

chardcters. Each string shall contain exactly 36 characters from the union of the following’s¢ts:

a) DIGIT ZERO to DIGIT NINE ("o" to "9"), each representing a hexadecimal digit:0 through 9;

b)

JATIN CAPITAL LETTER A to LATIN CAPITAL LETTER F ("a"
hexadecimal digit A through F;

c) UATIN SMALL LETTER A to LATIN SMALL LETTER F ("a" to "£"J,edch representing a

Q.

igit A through F; and

d) HYPHEN-MINUS ("-").

13.29.3

Each of the positions 9, 14, 19, and 24 of.an encoding shall contain a chara

(d). Tihe other 32 positions shall contain characters frgmsets (a) through (c).

13.29.4
encodling.

Arbitrary whitespace is allowed before and after the encoding but is forbidd

13.3p XML schema of the patron format

The fpllowing XML schema can be retrieved from http://standards.iso.org/iso-iec/19785/

<?xml version=!"1l.0" encoding="utf-8"7?>

<!--

THE SCHEMA IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,
EXPRESS /OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SCHEMA OR THE USE OR OTHER
DEALINGS IN THE SCHEMA.

to”v®'), each representing a

hexadecimal

cter from set

en inside the

3/ed-3/en.

=

<xs:schema
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns="http://standards.iso.org/iso-iec/19785/-3/ed-3/en"

targetNamespace="http://standards.iso.org/iso-iec/19785/-3/ed-3/en"

elementFormDefault="qualified"
attributeFormDefault="unqualified">

<xs:element name="BIR" type="BIRType"/>

<xs:complexType name="BIRType'">
<xs:sequence>
<xs:element name="Version" type="VersionType"
minOccurs="0"/>
<xs:element name="CBEFFVersion" type="VersionType"
minOccurs="0"/>
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<xs:any namespace="##other" processContents="skip"

minOccurs="0" maxOccurs="unbounded" />

<xs:element name="BIRInfo" type="BIRInfoType"/>

<xs:element name="BDBInfo" type="BDBInfoType" minOccurs="0"/>
<xs:element name="SBInfo" type="SBInfoType" minOccurs="0"/>
<xs:element name="BIR" type="BIRType" minOccurs="0"

maxOccurs="unbounded" />

<xs:element name="BDB" type="xs:base64Binary" minOccurs="0"/>
<xs:element name="SB" type="xs:base64Binary" minOccurs="0"/>

</xs:sequence>
</xs:complexType>

<xs:complexType name="VersionType">
<Xs:sequence>

</xs:sequence>
</xs:complexType>

<xs:complexType name="BIRInfoType">
<xs:sequence>

minOccurs="0"/>

minOccurs="0"/>

minOccurs="0"/>

minOccurs="0"/>
</xs:sequence>

</xs:complexType>

<xs:complexType name="BDBInfoType">
<xs:sequence>

minOccurs="0"/>

minOccurs="0"/>
minOccurs="0"/>
minOccurs="0%/>
minOccufs="0"/>
minOceurs="0"/>

minOccurs="0"/>

minOccurs="0"/>

<xs:element name="Major" type="xs:unsignedInt"/>
<xs:element name="Minor" type="xs:unsignedInt"/>

<xs:element name="Creator" type="xs:string" minOccurs="0"/>
<xs:element name="Index" type="UUIDType" minOccurs="0"/>
<xs:element name="Payload" type="xs:base64Binary"

<xs:element name="Integrity" type="xsfboolean"/>
<xs:element name="CreationDate" type€='"xXs:dateTime"

<xs:element name="NotValidBefore'!“\type="xs:dateTime"

<xs:element name="NotValidAfter" type="xs:dateTime"

<xs:element name=!ChallengeResponse" type="xs:base64Binary"
<xs:element pame="Index" type="UUIDType" minOccurs="0"/>
<xs:element name="Format" type="RegistryIDType" minOccurs="(Q"/>
<xs:element name="Encryption" type="xs:boolean" minOccurs="(Q"/>
<xs:element name="CreationDate" type="xs:dateTime"
<xs:element name="NotValidBefore" type="xs:dateTime"
<xs:element name="NotValidAfter" type="xs:dateTime"
<xs:element name="Type" type="MultipleTypesType"
<xs:element name="Subtype" type="SubtypeType"

<xs:element name="Level" type="ProcessedLevelType"

- .
xs+—elemenrt—mame="Product ty pe= Reg:s tr YEB! YrPe

<xs:element name="CaptureDevice" type="RegistryIDType"

minOccurs="0"/>

<xs:element name="FeatureExtractionAlgorithm"

type="RegistryIDType" minOccurs="0"/>

<xs:element name="ComparisonAlgorithm" type="RegistryIDType"

minOccurs="0"/>

<xs:element name="CompressionAlgorithm" type="RegistryIDType"

minOccurs="0"/>

<xs:element name="Purpose" type="PurposeType" minOccurs="0"/>
<xs:element name="Quality" type="QualityType" minOccurs="0"/>

</xs:sequence>
</xs:complexType>

<xs:complexType name="RegistryIDType">
<xs:sequence>
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<xs:element name="Organization" type="xs:string"/>
<xs:element name="Type" type="xs:string"/>

</xs:sequence>
</xs:complexType>

ISO/IEC 19785-3:2020(E)

<xs:complexType name="SBInfoType'">

<xs:sequence>

<xs:element name="Format" type="RegistryIDType" minOccurs="0"/>

</xs:sequence>
</xs:complexType>

<xs:simpleType name="QualityScoreType'">
<xs:restriction base="xs:unsignedInt">
<xs:maxInclusive value="100"/>

</xs:restriction>
</xs:simpleType>

<xs:complexType name="QualityType'">

<xs:sequence>

<xs:element name="Algorithm" type="RegistryIDType"/>

<xs:choice>

<xs:element name="Score" type="QualityScoreType"/>
<xs:element name="QualityCalculationFailed"

type="xs:string"/>
</xs:choice>
</xs:sequence>
</xs:complexType>

<xs:simpleType name="SingleTypeType'>

<xs:restriction base="
<xs:enumeration
<xs:enumeration
<xs:enumeration
<xs:enumeration
<xs:enumeration
<xs:enumeration
<xs:enumeration
<xs:enumeration
<xs:enumeration
<xs:enumeration
<xs:enumeration
<xs:enumeration
<xs<enumeration
<xswenumeration
<xs:enumeration
<xs:enumeration
<xs:enumeration
<xs:enumeration
<xs:enumeration
</xs:restriction>
</xs:simpleType>

xs:string"X
value="Scent" />
value="DNA" />

value="Ear "/>
value="Face"/>
value="Finger"/>
value="Foot"/>
value="HandGeometry"/>
value="Vein"/>
value="Iris"/>
value="Retina"/>
value="Voice" />
value="Gait"/>
value="Keystroke"/>
value="LipMovement" />
value="SignatureSign"/>
value="BodyPhotography" />
value="FrictionRidge"/>
value="Thermal" />
value="PresentationAttack"/>

<xs:simpleType name="MultipleTypesType">
<xs:list itemType="SingleTypeType"/>

/ .
7 XS~ aa.mplcT_yyc

<xs:simpleType name="SingleAnySubtypeType'">

<xs:restriction base="
<xs:enumeration
<xs:enumeration
<xs:enumeration
<xs:enumeration
<xs:enumeration
<xs:enumeration
<xs:enumeration
<xs:enumeration
<xs:enumeration
<xs:enumeration
<xs:enumeration
<xs:enumeration
<xs:enumeration

© ISO/IEC 2020 - All rights reserved

xs:string">
value="Left"/>
value="Right"/>
value="Thumb" />
value="LeftThumb" />
value="RightThumb" />
value="IndexFinger"/>
value="LeftIndexFinger"/>
value="RightIndexFinger"/>
value="MiddleFinger" />
value="LeftMiddleFinger" />
value="RightMiddleFinger" />
value="RingFinger" />
value="LeftRingFinger" />
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NOTE

value in, for ekample, havingithe following string appear in a record: <level> no value available <level>.

13.31 ASN|1 schiema of the patron format

<xs:enumeration value="RightRingFinger"/>
<xs:enumeration value="LittleFinger"/>
<xs:enumeration value="LeftLittleFinger"/>
<xs:enumeration value="RightLittleFinger"/>
<xs:enumeration value="Palm"/>
<xs:enumeration value="LeftPalm"/>
<xs:enumeration value="RightPalm"/>
<xs:enumeration value="BackOfHand"/>
<xs:enumeration value="LeftBackOfHand"/>
<xs:enumeration value="RightBackOfHand"/>
<xs:enumeration value="Wrist"/>
<xs:enumeration value="LeftWrist"/>
<xs:enumeration value="RightWrist"/>
</xs:-restriction>
</xs:simpleType>

<xs:simpleType name="SubtypeType'>
<xs:list itemType="SingleAnySubtypeType"/>
</xs:simpleType>

<xs:simpleType name="ProcessedLevelType'">
<xs:restriction base="xs:string">
<xs:enumeration value="Raw"/>
<xs:enumeration value="Intermediate"/>
<xs:enumeration value="Processed"/>
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="PurposeType'>
<xs:restriction base="xs:string">
<xs:enumeration value="Verify"/>
<xs:enumeration value="Identify"/>
<xs:enumeration value="Enroll/>
<xs:enumeration value="EnrolVerify"/>
<xs:enumeration value="EnrolIdentify"/>
<xs:enumeration value={Audit"/>
</xs:restriction>
</xs:simpleType>

<xs:simpleType name="UUIDType'">
<xs:restriction base="xs:string">
<xs:pattern (value="[a-fA-F0-9]{8}\- ([a-fA-F0-9]{4}\-) {3}
[a-fA-F0-9] {12} "/>
</xs:restriction>
</xs:simpleType>
<|/xs: schema>

N(Q VALUE AVAILABEE is encoded by the absence of optional fields in the XML encoding. There i$ little

The followinjg”ASN.1 module can be retrieved from https://standards.iso.org/iso-iec/19785/-3/ed13/en.
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XML-FULL-PATRON-FORMAT
{iso (1) standard(0) cbeff(19785) modules(0) xml-full-patron-format(11)}
DEFINITIONS
XER INSTRUCTIONS
AUTOMATIC TAGS ::=
BEGIN
IMPORTS
BiometricDataBlock, Version, RegistryID, ProcessedLevel, Purpose,
SecurityBlock
FROM CBEFF-DATA-ELEMENTS
SBType
FROM SB-DATA-ELEMENTS;

BIR ::= SEQUENCE ({
version Version OPTIONAL,
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cBEFFVersion Version OPTIONAL,
elemlist [UNTAGGED] SEQUENCE OF elem UTF8String (CONSTRAINED BY
{/* Shall conform to the "AnyElementFormat" specified
in ITU-T Rec. X.693 | ISO/IEC 8825-4, clause 19 */}),

bIRInfo BIRInfoType,
bDBInfo BDBInfoType OPTIONAL,
sBInfo SBInfoType OPTIONAL,
birlist [UNTAGGED] SEQUENCE OF bIR BIR,
bDB [BASE64] BiometricDataBlock OPTIONAL,
sB [BASE64] SBType OPTIONAL
}
BIRInfoType ::= SEQUENCE ({
creator = UTF8String OPTIONATL
index UUID OPTIONAL,
payload [BASE64] OCTET STRING OPTIONAL,
integrity BOOLEAN,
creationDate DATE-TIME OPTIONAL,

notValidBefore DATE-TIME OPTIONAL,
notValidAfter DATE-TIME OPTIONAL
}

BDBInfoType ::= SEQUENCE {
challengeResponse [BASE64] OCTET STRING OPTIONAL,
index UUID OPTIONAL,

format RegistryID OPTIONAL,

encryption BOOLEAN OPTIONAL,

creationDate DATE-TIME OPTIONAL

notValidBefore DATE-TIME OPTIONALY

notValidAfter DATE-TIME OPTIQGNAL,

type [LIST] SEQUENCE) OF SingleTypeType OPTIONAL,
subtype Subtype OPTIONAL,

level Processedlievel OPTIONAL,

product RegistryTD' OPTIONAL,

captureDevice RegistryID OPTIONAL,

featureExtractionAlgorithm RegistryID OPTIONAL,
comparisonAlgorithm RegistryID OPTIONAL,
compressionAlgorithm>RegistryID OPTIONAL,
purpose Purpose OPTIONAL,
quality Quality OPTIONAL

}

SBInfoType ::= SEQUENCE ({
format RegistryID OPTIONAL
}

Quality :+=_SEQUENCE {
algorithm RegistryID,
qualityScoreType QualityScoreType
}

QualityScoreType ::= CHOICE {
score INTEGER (0..100),
qualityCalculationFailed UTF8String

3
I

SingleTypeType ::= ENUMERATED {
scent,
dNA,
ear,
face,
finger,
foot,
handGeometry,
vein,
iris,
retina,
voice,
gait,
keystroke,
lipMovement,

© ISO/IEC 2020 - All rights reserved
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signatureSign,
bodyPhotography,
frictionRidge,
thermal,
presentationAttack

}

SingleAnySubtypeType ::= ENUMERATED ({
left,

right,

thumb,

leftThumb,

rightThumb,

indexFinger
leftIndex,
rightIndex,
middleFinger,
leftMiddle,
rightMiddle,
ringFinger,
leftRing,
rightRing,
littleFinger,
leftLittle,
rightLittle,
palm,

leftPalm,
rightPalm,
backOfHand,
leftBackOfHand,
rightBackOfHand,
wrist,
leftWrist,
rightWrist

}
Subtype ::= [LIST] SEQUENCE OF SingleAnySubtypeType

UUYID ::= IA5String (SIZE(36)) (PATTERN "[a-fA-FO-91#(8)\- ([a-fA-FO-91#(4)\-)#(3)
[a-fa-F0-9]{12}™)

ENCODING-CONTROL XER

GLOBAL-DEFAULTS MODIFIED-ENCODINGS

GLOBAL-DEFAULTS CONTROL=NAMESPACE
"hittp://www.w3.0rg/2001/XMLSchema-instance" PREFIX "xsi"

N. SPACE ALL, ALL_IN ALL AS "iso-iec.jtcl.sc37.common" PREFIX '"ns"
N§E2NAMESPACE ALI\IN BIRInfoType, ALL IN BDBInfoType, ALL IN SBInfoType
N. SPACE index)./payload IN BIRInfoType, index, challengeResponse IN BDBInfoType

AS "iso-iec.gtcl.sc37.common”" PREFIX "ns"

TEXT BDBInfoType.type.*:ALL, SingleAnySubtypeType:ALL,
BDBInfoType.level:ALL, BDBInfoType.purpose:ALL
-ELEMENT BIR.elemlist.elem EXCEPT ABSENT
ilsorie¢.jtcl.sc37.common"

T(SingleAnySubtypeType:ALL AS CAPITALIZED

TE >
TEXT PURPOSE:ALL AS CAPITALIZED
NAME AS CAPITALIZED

NAME BIR AS UPPERCASED

END

4
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Imported elements shall be defined prior to compiling the ASN.1 specification. For illustrative purposes
the following example is provided. Implementers shall refer to the relevant standards where the
elements are defined.

/*

-- THE DATA DEFINED BELOW IS AN EXAMPLE FOR ILLUSTRATIVE PURPOSES ONLY
SB-DATA-ELEMENTS
{isq(1l) standard(0) cbeff(19785) part(3)} -- or whatever OID'is registered
DEFINITIONS
AUT TIC TAGS ::=
BEGj;A
SBType ::= OCTET STRING (SIZE(0..4294967295)) ¢5'if primitive (comment 1
-- if not used)
/*
SBType ::= SET -- if constructed, to be defined by the
-- SB~data format provider (comment block
--+if not used)
{
tagAllocationAuthority [APPLICATION 24] CHOICE
{
oid OBJECT IDENTIFIER,
country [APPLICATION 1] OCTET STRING,
issuerID [APPLICATION 2] OCTET STRING,
application [APPLICATION 15] OCTET STRING
}DEFAULT oid: {1 0 24787 2018}, -- or whatever OID is registered
ébData [APPLICATION 16] SET

-- These definitions shall be provided by the SB format provider.
-- In case of being primitive data, these data elements shall be of type
-—- OCTET STRING.

-- In case of constructed data, this/these data elements' complete

- deftmittors—shouidt et h—thre—d 1 . here.

ine

*/

END
*/

{
field0 [0] OCTET STRING (SIZE(l)) OPTIONAL,

fieldl [1] OCTET STRING (SIZE(l)) OPTIONAL,
field2 [2] OCTET STRING (SIZE(1l)) OPTIONAL

}

© ISO/IEC 2020 - All rights reserved
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13.32 An example of a simple BIR in XML encoding (complying with the ASN.1 schema,
the XSD schema, and the normative textual description)

<?xml version="1.0" encoding="utf-8"?>
<BIR xmlns="http://standards.iso.org/iso-iec/19785/-3/ed-3/en">
<Version>
<Major>3</Major>
<Minor>0</Minor>
</Version>
<CBEFFVersion>
<Major>4</Major>
<Minor>0</Minor>
</CBEFFVersion>
<BIRInfo>
<Creator>ABCDE</Creator>
<Index>86CA3100-43F3-0D23-A941-7871E519A00E</Index>
<Payload>UjBsR09EbGhjZ0dTQUxNQUFBUUNBRU1 tQ1p0dU1GUXhEUZzhi

</Payload>
<Integrity>true</Integrity>
<CreationDate>2004-03-02T15:03:152</CreationDate>
<NotValidBefore>2004-03-02T15:00:00Z</NotValidBefore>
<NotValidAfter>2004-03-03T15:00:00Z</NotValidAfter>
</BIRInfo>
<BDBInfo>

<KChallengeResponse>dTQUxNQUFBUUNBRU1 tQ1UjBsRO9EbGhjZ0p0dUl1GUXhEU
zhi</ChallengeResponse>
<Index>86CA3100-43F3-0D23-A941-7871E519A00E</Index>
<Format>
<Organization>51</Organization>
<Type>99</Type>
</Format>
<Encryption>true</Encryption>
<CreationDate>2004-03-02T15:00:00z</CreationDate>
<NotValidBefore>2004-03-02T15:00:00Z</NotValidBefore>
<KNotValidAfter>2004-03-02T15:00:00Z</NotValidAfter>
<KType>Iris</Type>
<KSubtype>Left</Subtype>
<KLevel>Processed</Level>
<Product>
<Organization>16</O¥ganization>
<Type>2</Type>
</Product>
<Purpose>Verify<{/Purpose>
<Quality>
<Algorithm>
<Organization>4</Organization>
<Type>9</Type>
</Algorithm>
<Score>100</Score>
L</Quality>
</BDBInfo>
<SBInfo>
<Format>

i tion>

<Type>99</Type>
</Format>
</SBInfo>
<BDB>Q1UjBSR09EthjZ0p0dU1GUXhEUzhidTQUxNQUFBUUNBRUlt</BDB>
<SB>1tQ1UjBsRO9EbGhjZ0p0dUlGUXhEUzhidTQUxNQUFBUUNBRU</SB>
</BIR>

13.33 An example of a complex BIR in XML encoding (complying with the ASN.1 schema,
the XSD schema, and the normative textual description)

<?xml version="1.0" encoding="utf-8"?>
<BIR xmlns="http://standards.iso.org/iso-iec/19785/-3/ed-3/en">
<Version>
<Major>3</Major>
<Minor>0</Minor>
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</Version>
<CBEFFVersion>
<Major>4</Major>
<Minor>0</Minor>
</CBEFFVersion>
<BIRInfo>
<Creator>ABCDE</Creator>
<Index>86CA3100-43F3-0D23-A941-7871E519A00E</Index>
<Payload>UjBsR09EbGh jZ0dTQUxNQUFBUUNBRU1 tQ1p0dU1GUXhEUzhi</Payload>
<Integrity>true</Integrity>
<CreationDate>2004-03-02T15:03:15Z</CreationDate>
<NotValidBefore>2004-03-02T15:00:00Z</NotValidBefore>
<NotValidAfter>2004-03-02T15:00:00Z</NotValidAfter>
</BIRInfo>
<SBInfo>
<Format>
<Organization>51</Organization>
<Type>99</Type>
</Format>
</SBInfo>
<BIR>
<BIRInfo>
<Creator>ABCDE</Creator>
<Index>310086CA-43F3-0D23-A941-7871E519A00E</Index>
<Payload>09EbUjBsRGhjZ0dTQUxNQUFBUUNBRU1tQ1p0dU1lGUXhEYzhi

</Payload>
<Integrity>false</Integrity>
<CreationDate>2004-03-02T00; 00700Z</CreationDate>
<NotValidBefore>2004-03-02T15:00:00Z</NotValidBefore>
<NotValidAfter>2004-03-02T15:33:00Z</NotValidAfter>
</BIRInfo>
<BDBInfo>

<ChallengeResponse>c2Rmc2RmZHNmMZ zMONmVydGZnZmQ=
</ChallengeResponse>
<Index>310086CAF43F3-0D23-A941-7871E519A00E</Index>
<Format>
<Organization>51</Organization>
<Type>99</Type>
</Format>
<Encryption>true</Encryption>
<CreationDate>2004-03-02T15:00:00Z</CreationDate>
<NotValidBefore>2004-03-02T15:00:00zZ</NotValidBefore>
<NotValidAfter>2004-03-02T15:00:00z</NotValidAfter>
<Type>Iris</Type>
<Subtype>Left</Subtype>
<Level>Processed</Level>
<Product>
<Organization>16</Organization>
<Type>2</Type>
</Product>
<Purpose>Verify</Purpose>
<Quality>
<Algorithm>
<Organization>4</Organization>
T_YH: g /I T_YH:
</Algorithm>
<Score>100</Score>
</Quality>
</BDBInfo>
<SBInfo>
<Format>
<Organization>51</Organization>
<Type>99</Type>
</Format>
</SBInfo>
<BDB>VGhpcyBpcyBhbiBJU08gc3RhbmRhcmQ=</BDB>
<SB>U2VjdXJpdHkgQmxvY2s=</SB>
</BIR>
<BIR>
<BIRInfo>
<Creator>ABCDE</Creator>
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<Index>00130224-0D23-1193-BEAD-7871E519A00E</Index>
<Payload>UGF5bG9hZCBnb2VzIGhlcmU=</Payload>
<Integrity>true</Integrity>
<CreationDate>2004-03-02T15:00:00Z</CreationDate>
<NotValidBefore>2004-03-02T15:00:00Z</NotValidBefore>
<NotValidAfter>2004-03-02T15:00:00z</NotValidAfter>
</BIRInfo>
<BDBInfo>
<ChallengeResponse>Q2hhbGxlbmdlUmVzcG9uc2UgZ291lcyBoZXJl
</ChallengeResponse>
<Index>00130224-0D23-1193-BEAD-7871E519A00E</Index>
<Format>
<Organization>51</Organization>
<Type>88</Type>
</Format>
<Type>Iris</Type>
<Level>Processed</Level>
<Product>
<Organization>51</Organization>
<Type>88</Type>
</Product>
<Purpose>Enrol</Purpose>
</BDBInfo>
<SBInfo>
<Format>
<Organization>51</Organization>
<Type>99</Type>
</Format>
</SBInfo>
<BIR>
<BIRInfo>
<Integrity>false</Intedrity>
</BIRInfo>
<BDBInfo>
<Encryption>true</Encryption>
<CreationDate>2004-03-02T15:00:00Z</CreationDate>
<NotValidBefore>2004-03-02T15:00:00Z</NotValidBefore>
<NotValidAfter>2004-03-02T15:00:00z</NotValidAfter>
<Subtype>Left</Subtype>
<Quality>
<Algorithm>
<Organization>4</Organization>
<Type>9</Type>
</Algorithm>
<Score>90</Score>
</Quality>
</BDBInfo>
<SBInfo>
<Format>
<Organization>51</Organization>
<Type>99</Type>
</Format>
</SBInfo>
<BDB>Qm1vbWVO0cml jRGFOYUJsb2NrIGdvZXMgaGVyZQ==</BDB>
L <SRSHIVdXIpdithgOmxv¥Rs=</SB
</BIR>
<BIR>
<BIRInfo>
<Integrity>false</Integrity>
</BIRInfo>
<BDBInfo>
<Encryption>true</Encryption>
<CreationDate>2004-03-02T15:00:00Z</CreationDate>
<NotValidBefore>2004-03-02T15:00:00Z</NotValidBefore>
<NotValidAfter>2004-03-02T15:00:00z</NotValidAfter>
<Subtype>Right</Subtype>
<Quality>
<Algorithm>
<Organization>4</Organization>
<Type>9</Type>
</Algorithm>
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<QualityCalculationFailed />
</Quality>
</BDBInfo>
<SBInfo>
<Format>
<Organization>51</Organization>
<Type>99</Type>
</Format>
</SBInfo>
<BDB>QmlvbWV0cmljRGFOYUJsb2NrIGdvZXMgaGVyZQ==</BDB>
<SB>QSBTQiBzaG91bGQgz291cyBoZXJ1</SB>
</BIR>
<SB>QW5vdGh1lciBTQiBzaG91bGQgZ291cyBoZXJ1</SB>
</BIR>
<SB>QSBmaW5hbCBTQiBzaG91bGQgz291cyBoZXJ1</SB>
</BIR>

14 Ratron format specification: full-complex patron format

14.1|Patron
ISO/IEC]TC 1/SC 37-

14.2| Patron format owner

257 (0101Hex). The BRA has allocated this identifier for ISOAECJTC 1/SC 37.

14.3|Patron format name

ISO/IEC JTC 1/SC 37 full-complex patron format

14.4|Patron format type

10 (qQooaHex). This has been registered’in accordance with ISO/IEC 19785-2.

14.5|ASN.1 OID for this patren format

{iso(l) registration-authority(l) cbeff (19785) biometric-organization(0) jtcl-sg37(257)
patrgn-format (1) fullscomplex(10)}

or, in[XML value notatjon,

<OBJECT_IDENTIEIER>1.1.19785.0.257.1.10</OBJECT_ IDENTIFIER>

14.6| Domain’of use

plications that

This fladse provides a definition of a patron format that may be of general utility to ap
SiTe-oTMToTe S eitherthesameordiffere ' s;irasingte-complex BIR

need'toea YO v o
structure, with explicit identification of the patron format(s) being used.

This patron format is identical to that specified in Clause 12 except for the addition of twelve new
data elements (capture device owner and identifier, feature extraction algorithm owner and identifier,
comparison algorithm owner and identifier, quality algorithm owner and identifier, PAD mechanism
and PAD mechanism vendor, and compression algorithm owner and identifier) and a "fieldPresence"
field that is one byte longer.
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14.7 Version identifier

This patron format specification has a version identifier of 2.

NOTE

The patron format version was increased from 1 to 2 because the QUALITY NOT SUPPORTED BY BDB

CREATOR and QUALITY SUPPORTED BY BDB CREATOR BUT NOT SET values were modified. Additionally, the
CBEFF_biometric_type and CBEFF_biometric_subtype values were changed.

14.8 CBEFF version

This specific

ation conforms to CBEFF version (major 4, minor 0).

14.9 Genel
14..9.1 Patrd

14.9.2 This
in ISO/IEC
intermediat

in any patrom format.

14.9.3 The {
owner / paf

itself have children), or a different patron format (in which case the €hild BIR is considered a leaf g

patron form

14.9.4 Most
single bit of
optional fiel

the corresponding field is present in the BIR instance,

14.9.5 All ch
or four octet

14.9.6 All in

14.9.7 Datsd
ISO 8601 se

14.9.8 An in
never contai

14.10 Speq

An instance

ral
n Format Structure Type: Complex CBEFF BIR without self-identification.

patron format supports all the mandatory and optional data elements spe
|9785-1. It can support either a simple BIR or a complex BIR stiucture where
e node or leaf of the structure is itself a BIR (called a "child BIR") ahd’can be repres

atron format of each child BIR is explicitly identified in its parent by a pair: patron fi
ron format type, and can be either this patron format (imyWwhich case the child BIR

it although it may be a complex BIR in its own regard).

fields in this patron format are optional. The preSence of each optional field is encode
a 32-bit field ("fieldPresence") at the beginning of the format, which has one bit for
l defined in the patron format. The bit value:1' in a given position of that field mean

aracter strings and octet strings are-preceded by a length prefix, which can be one, t
5 long, as specified for each field.

feger values, including lengths, are encoded in big-endian order.

s and date intervals are‘encoded as character strings in a way conforming tg
Fies.

stance of a BIR archild BIR contains either a BDB or one or more BIR children, but
hs both.

ification

pf a BIR shall contain the fields specified below, in exactly the same order and with ng

cified
each
bnted

rmat
| may
f this

d as a
each
5 that

wo,

the

gaps

between the

fields.
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14.11 Illustrative examples

Table 18 — Simple BIR (one BDB)

Field name Length Abstract value Encoding
patronHeaderVersion 1 2 02ex
cbeffVersion Major 4, Minor 0 4004
fieldPresence bdbFormatOwner and Type E0200020y,
bdbEncryption
bdbBiometricType
bdbOualit
uuuuuuuuu
bdb
bdbFormatOner 2 ISO/IEC]JTC 1/SC 37 257 (01014,
bdbFormatType 2 Face image 0008,
bdbEncryptipn 1 NO ENCRYPTION 00410
birlntegrity 1 NO INTEGRITY 00yex
bdbBiometrifType 3 FACE-IMAGE 00000244
bdbQuality 1 75/100 4By
Bdb 4+ 4096 octet string 00001000y, + 4096 octets
numChildren 1 zero 00ex

Table 19 — Complex BIR fields and abstract values correspending to ISO/IEC 19785-1, Figure 2

1. patropHeaderVersion = 2 (beginning of the root header BIR)
2. cbeffVersion = 4:0

3. fieldPfesence = sbFormatOwner/Type

4, birIntpgrity = INTEGRITY (integrity is applied to the entire compfex

BIR via the SB on line 90)

5. sbFormatOwner = a security vendor

6. sbFormatType = that vendor's seciitity block format  (see the final SB on line 90)

7. numChildren = 2

8. childBirPatronFormatOwner-= SC 37

9. childBirPatronFormatType = 10 (this format)

10. » (denotes the beginhing of the next BIR)

11. patrpnHeader¥ersion = 2

12. cbeffVersion='4:0

13. fieldPresence = bdbBiometricType

14. birI(:lteszritV = NO INTEGRITY

15. bdbBiometricType = FINGER (the next 3 BIRs inherit this value)

16. numChildren = 3

17. childBirPatronFormatOwner = SC 37

18. childBirPatronFormatType = 10 (this format)

19. -

20. patronHeaderVersion = 2

21. cbeffVersion = 4:0

22. fieldPresence = bdbFormatOwner/Type; bdbEncryption; bdbBiometricSubtype; bdb
23. bdbFormatOwner = SC 37

24, bdbFormatType = a standardized BDB format
72 © ISO/IEC 2020 - All rights reserved
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25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.
63.
64.

65.
66.

ISO/IEC 19785

Table 19 (continued)

bdbEncryption = NO ENCRYPTION
birIntegrity = NO INTEGRITY
bdbBiometricSubtype = LEFT INDEX FINGER
Bdb

numChildren=0

|

patronHeaderVersion = 2

-3:2020(E)

1 Covy : PPN
COCIT VCISIOI — .U

fieldPresence = bdbFormatOwner/Type; bdbEncryption; bdbBiometricSubtype;’l

bdbFormatOwner = vendor ABC
bdbFormatType = non standard BDB format A
bdbEncryption = NO ENCRYPTION
birlntegrity = NO INTEGRITY
bdbBiometricSubtype = LEFT MIDDLE FINGER
Bdb

numChildren=0

-

patronHeaderVersion = 2

cbeffVersion = 4:0

fieldPresence = bdbFormatOwner/Type;bdbEncryption; bdbBiometricSubtype; |

bdbFormatOwner = vendor XYZ
bdbFormatType = non standard BDB format B
bdbEncryption = NO ENCRYPTION
birIntegrity = NO INTEGRIFY
bdbBiometricSubtype 2LEFT RING FINGER
Bdb
numChildren=0

-

patronHeaderVersion = 2

cbeffVersion = 4:0

fieldRresence = bdbBiometricType

birintegrity = NO INTEGRITY

bdbBiometricType = IRIS

bhdb

bdb

(the next 2 BIRs inherit this typ

e)

numChildren = 2
childBirPatronFormatOwner = SC 37
childBirPatronFormatType = 10 (this format)

-

patronHeaderVersion = 2

cbeffVersion = 4:0

fieldPresence = bdbFormatOwner/Type; bdbEncryption; bdbBiometricSubtype;

sbFormatOwner/Type;  bdb; sb
bdbFormatOwner = SC 37
bdbFormatType = an iris format
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Table 19 (continued)
67. bdbEncryption = ENCRYPTION
68. birIntegrity = NO INTEGRITY
69. bdbBiometricSubtype = LEFT
70. sbFormatOwner = an encryption vendor
71. sbFormatType = a security block format (see SB on line 74)
72. bdb
73. numChildren=0
74. sb —seeSBformut Tderntifteromtines 7071}
75. >
76. patronHeaderVersion = 2
77. cbeffVersion = 4:0
78. fieldPresence = bdbFormatOwner/Type; bdbEncryption; bdbBiometricSuhtype;
sbFormatOwner/Type;  bdb; sb
79. bdpFormatOwner = vendor PQR
80. bdpFormatType = vendor's format C
81. bdpEncryption = ENCRYPTION
82. birintegrity = NO INTEGRITY
83. bdpBiometricSubtype = RIGHT
84. sbFormatOwner = an encryption vendor
85. sbFormatType = a security block format (see SB on line 88)
86. Bdp
87. numChildren=0
88. Sb (see SB format identifier on lines 84-85)
89. ™
90. Sb (see SB format identifier in root headgr
on line 6)
Tablei20 — BIR wrapped in an enveloping BIR
Fleld Name Length Abstract value Encoding
patronHeaddrVersion 1 2 02hex
cbeffVersion 1 Major 4, Minor 0 40hex
fieldPresenc¢ 4 all optional fields absent in the enveloping BIR ~ [0000000y;,,
birlntegrity 1 NO INTEGRITY 004,
numChildrer t onechitd{theenvetoped BR} (g supen
childBirPatronFormatOwner) 2 patron format owner of the enveloped BIR variable
childBirPatronFormatType 2 patron format type of the enveloped BIR variable
childBir (length of the child BIR) |4 length of the enveloped BIR variable
childBir (octets of the child BIR variable |octets of the enveloped BIR variable

Table 20 shows how the Complex patron format specified in this clause can be used as a simple envelope
around a BIR of an arbitrary patron format in order to provide identification of its format and specify its
length. When using the Complex patron format in this way, the portion of the enveloping BIR preceding
the enveloped BIR can be thought of as a fixed-length prefix to the enveloped BIR. Since all the optional
fields of the enveloping BIR are absent, the length of the prefix is only 16 octets, given by:

a) 8 octets with the fixed values 0120000000000001,,; plus;
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b) 4 octets containing the patron format owner and type of the enveloped BIR; plus;

c) 4 octets containing the length of the enveloped BIR.

14.12 ASN.1 definition (provided for illustrative purposes only)

The following ASN.1 specification provides an abstract description of the patron format and can be
retrieved from https://standards.iso.org/iso-iec/19785/-3/ed-3/en. This ASN.1 specification may be
useful to some readers of this document. It is not intended to provide an alternative specification of the
encodings of this patron format.

¢BEFF-FULL-COMPLEX-PATRON-FORMAT
{iso (1) standard(0) cbeff(19785) modules(0) full-complex(10)}
DEFINITIONS
AUTOMATIC TAGS ::=
BEGIN
IMPORTS
RegistryID, BDBFormat, BiometricType, BiometricSubtype,
ChallengeResponse, BDBIndex, ProcessedLevel, Product, ,Purpose,
Quality, Creator, BIRIndex, Payload
FROM CBEFF-DATA-ELEMENTS;
BIR ::= SEQUENCE
{
patronHeaderVersion INTEGER(O..255),
cbeffVersion INTEGER (0. .255),
fieldPresence SEQUENCE
{
bdbFormat BOOLEAN,
bdbEncryption BOOLEAN,
bdbBiometricType BOOLEAN,
bdbBiometricSubtype BOOLEAN;,
bdbChallengeResponse BOOLEAN,
bdbCreationDate BOOLEAN,
bdbIndex BOOLEAN,
bdbProcessedLevel BOOLEAN,
bdbProduct BOOLEAN,
bdbCaptureDevice BOOLEAN,
bdbFeatureExtAlg BOOLEAN,
bdbComparisonAlg BOOLEAN,
bdbQualityAlg BOOLEAN,
bdbCompressionAlg BOOLEAN,
bdbPurpose BOOLEAN,
bdbQuality BOOLEAN,
bdbValidityPeriod BOOLEAN,
birCreationDate BOOLEAN,
birCreator BOOLEAN,
birIndex BOOLEAN,
birValidityPeriod BOOLEAN,
sbFormat BOOLEAN,
bdb BOOLEANT
children BOOLEAN,
sb BOOLEAN
},
bdbFormat BDBFormat OPTIONAL,
bdbEncryption INTEGER (0. .255) OPTIONAL,
birIntegrity INTEGER (0. .255),
bdbBiometricType BiometricType DEFAULT noValueAvailable,
bdbBiometricSubtype BiometricSubtype DEFAULT noValueAvailable,
bdbChallengeResponse ChallengeResponse OPTIONAL,
bdbCreationDate OCTET STRING (SIZE(8..15)) OPTIONAL,
bdbIndex BDBIndex OPTIONAL,
bdbProcessedLevel ProcessedLevel OPTIONAL,
bdbProduct Product OPTIONAL,
bdbCaptureDevice RegistryID OPTIONAL,
bdbFeatureExtAlg RegistryID OPTIONAL,
bdbComparisonAlg RegistryID OPTIONAL,
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bdbQualityAlg RegistryID OPTIONAL,
bdbCompressionAlg RegistryID OPTIONAL,

bdbPurpose Purpose OPTIONAL,
bdbQuality Quality OPTIONAL,
bdbvalidityPeriod OCTET STRING (SIZE(15..31)) OPTIONAL,
birCreationDate OCTET STRING (SIZE(8..15)) OPTIONAL,
birCreator Creator OPTIONAL,
birIndex BIRIndex OPTIONAL,
birPayload Payload OPTIONAL,
birValidityPeriod OCTET STRING (SIZE(15..31)) OPTIONAL,
sbFormat RegistryID OPTIONAL,
bdb OCTET STRING (SIZE(0..4294967295)) OPTIONAL,
children SEQUENCE (SIZE(0..255)) OF
child SEQUENCE
{
childBirPatronFormat RegistryID,
childBir OCTET STRING (SIZE(0..4294967295))

b,
sb OCTET STRING (SIZE(0..4294967295)) OPTIONAL

END

15 Patron format specification: Biometric application programming interface
(BioAPI 20)

This patron format is to be used in the context of BioAPI 2.0, and is therefore defined in ISO/IEC 19Y84-1
as the ISO/IECJTC 1/SC 37 BioAPI patron format with ASN.1 identifier {iso(1) registration-authorjty(1)
cbeff(19785] biometric-organization(0) jtc1-sc37(257) patron,fotmat(1) bioAPI (8)}}.

16 Patron format specification: Self-identifying Tag-oriented Simple BIR

16.1 Patron
ISO/IECJTC [L/SC 37.

This patror] format was developed from the Simple BIR defined for Object-Oriented BjioAPI
(see ISO/IEC|30106-1), but it is specified and generalized here for use in any environment, even outside
the scope of [SO/IEC 30106-1. The patron format shall be coded in a tagged data format. Specificgtions
for the encodling in a selection of;popular tagged formats are given in Annex C.

16.2 Patron format owner

257 (0101Hex). The BRAhas allocated this identifier for ISO/IEC JTC 1/SC 37.

16.3 Patron format name

ISO/IEC JTC—1/8€ 37 —seltf—identifying—tag-oriented—simpte—bir patromformat——

16.4 Patron format type

12 (000CHex). This has been registered in accordance with ISO/IEC 19785-2.

16.5 ASN.1 OID for this patron format

{iso (1) registration-authority(l) cbeff(19785) biometric-organization(0) jtcl-sc37(257)
patron-format(l) self-id-tagged-simple(12)}

or, in XML value notation,

<OBJECT IDENTIFIER>1.1.19785.0.257.1.12</OBJECT IDENTIFIER>
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16.6 Domain of use

This clause provides a definition of a patron format that may be of general utility to applications that
need to carry BIRs in a complete simple BIR structure, with optional support for the Multiple CBEFF
BIR structure (see 16.9). Regardless of whether the simple BIR or Multiple CBEFF BIR structure is used,

only a single BDB may be included any BIR of this patron format.

16.7 Version identifier

This patron format specification has a version identifier of (major 1, minor 0).

16.8| CBEFF version

This gpecification conforms to CBEFF version (major 4, minor 0).

16.9| General

16.9.1 Patron Format Structure Type: Simple CBEFF BIR with self-identification and opt
for Multiple CBEFF BIR. This patron format includes optional CBEFF dataelements needed {
Multiple CBEFF BIR structures. Specifically, this patron format includés an optional CBEFF]
field which may be used to point to subsequent BIRs.

When subsequent BIRs are included in this patron format, @ linear structure shall be us
each [subsequent BIR points to the next, and the sequencé.is terminated by a BIR whery
BIR_pointer is not included or has a value of 0. This is\also known as the end-to-end st
is depicted in ISO/IEC 19785-1:2020 Figure 3. Since(this patron format is tag-oriented &
suppprt memory location pointers, the CBEFF_BIR:pointer will indicate the location of
using a URL or file path.

Howgver, if the CBEFF_BIR_pointer is not included or has a value of 0, this patron formg
a Sinpple CBEFF BIR. The inclusion of the*optional CBEFF_BIR_pointer field is intende
flexiBility in the use of this patron format:If a Simple CBEFF BIR meets implementation ne
Multiple CBEFF BIR concept can be ingored.

16.9.2 This patron format supports many of the mandatory and optional data elements
ISO/IEC 19785-1. For a complete list of supported fields, see Table 21.

ional support
o implement
| BIR_pointer

ed such that
b the CBEFF_
ructure and
nd does not
he next BIR

t represents
1 to provide
bds, then the

specified in

coded with a
tional. Those

e. Therefore,

be one, two,

or folrs OnE AP ores3 d- agged data
prefix according to the best practices within such data format.

EXAMPLE In TLV data coding, the length will be part of the L sub-field, and not the V sub-field.

16.9.5 All integer values, including lengths, are encoded in big-endian order.

uch a length

16.9.6 Dates and date intervals are encoded as character strings in a way conforming to the

ISO 8601 series.
16.9.7 The BDB field is mandatory in this patron format.
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16.10 Specification

An instance of a BIR shall contain the fields specified below. The order of the fields is not fixed for this
tag-oriented format.
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16.11 Illustrative examples

[llustrative examples of tag-oriented patron formats are included in C.6. The child BIR example uses the
format of the Self-identifying Tag-oriented Simple BIR patron format.

16.12 ASN.1 definition

The following ASN.1 specification provides an abstract description of the patron format and can be
retrieved from https://standards.iso.org/iso-iec/19785/-3/ed-3/en. This ASN.1 specification may
be useful to some readers of this part of ISO/IEC 19785. It is not intended to provide an alternative
specification of the encodings of this patron format.

SELF-IDENTIFYING-TAG-ORIENTED-SIMPLE-BIR-PATRON-FORMAT

{iso (1) standard(0) cbeff(19785) modules (0) self-id-tagged-simple(12)}
DEFINITIONS| AUTOMATIC TAGS ::=

BEGIN

IMPORTS
BDBFormat, BiometricType, BiometricSubtype, ProcessedLevel, Product)\ Purpose,
Quality,| ValidityPeriod, Version, RegistryID, EncryptionOptions, IntegrityOptions,
Creator,| BIRIndex, Payload, BDBIndex, ChallengeResponse

FROM CBEEF[F-DATA-ELEMENTS

-- The following data elements are defined by the BDB format provider
-- (e.lg. ISO/IEC 19794-x)

CardholderChallengeType, StandardBDBType, ProprietaryBDBType
FROM BDB-DATA-ELEMENTS
-- The following data elements are defined by the BDB format provider

-- (e.]g. ISO/IEC 19785-4)
SBTyp
FROM SB-DATA-ELEMENTS;

SBIR ::= |[APPLICATION 96] IMPLICIT SEQUENCE . {
birSelfjid [6] RegistryID,
cbeffVersion [28] Version,
patronHeaderVersion [0] Version,
birInfqg [7] SET
{
birIntegrity [0] IntegrityOptions,
birCrleationDate [24].\_DATE-TIME OPTIONAL,
birVallidityPeriod [27]" ValidityPeriod OPTIONAL,
birCreator [4] Creator OPTIONAL,
birIndex [16] BIRIndex OPTIONAL,
birPayload [1] Payload OPTIONAL,
birPointer [2] OCTET STRING (SIZE(O0..65535)) OPTIONAL
},
bdbInfqg [3] SET
{
bdbFormat [7] BDBFormat,
bdbEncryption [0] EncryptionOptions,
bdbBijoméetric [1] SEQUENCE
{
bdbBiometricType [1] BiometricType,
bdbBiometricSubtype [2] BiometricSubtype OPTIONAL
} OPTIONAL,
bdbProcessedLevel [21] ProcessedLevel OPTIONAL,
bdbPurpose [22] Purpose OPTIONAL,
bdbCreationDate [3] DATE-TIME OPTIONAL,
bdbValidityPeriod [5] ValidityPeriod OPTIONAL,
bdbChallengeResponse [19] ChallengeResponse OPTIONAL,
bdbIndex [20] BDBIndex OPTIONAL,
bdbProduct [6] Product OPTIONAL,
bdbCaptureDevice [2] RegistryID OPTIONAL,
bdbFeatureExtractionAlg [4] RegistryID OPTIONAL,
bdbComparisonAlg [9] RegistryID OPTIONAL,
bdbCompressionAlg [10] RegistryID OPTIONAL,
bdbQuality [23] ConstructedQuality OPTIONAL,
bdbPADMechanism [29] RegistryID OPTIONAL

b,
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sbInfo [4] SET
{
sbFormat [0] RegistryID
} OPTIONAL,
bdbData [APPLICATION 46] SET
{
challengeCardholder [0] CardholderChallengeType OPTIONAL,
-- defined in BDB-DATA-ELEMENTS
standardBDB [1] StandardBDBType OPTIONAL,
-- defined in BDB-DATA-ELEMENTS
proprietaryBDB [2] ProprietaryBDBType OPTIONAL,
-- defined in BDB-DATA-ELEMENTS
referenceQualifier [3] OCTET STRING (SIZE(l1)) OPTIONAL,
_biometricData [APPL.ICATTON 46] OCTET STRING OPTTONAT
} OPTIONAL
b [18] OCTET STRING (SIZE(0..4294967295)) OPTIONAL

END

Imported elements shall be defined prior to compiling the ASN.1 specificatign. For illustratjve purposes
the fpllowing example is provided. Implementers shall refer to the relevant standards where the
elemgnts are defined.

/*
hese definitions shall be provided by the BDB format .provider.

h case of being primitive data, these data elements' shall be of type

T
I

-—- OCTET STRING.
Ih case of constructed data, this/these data‘®elements' complete
d

efiniton should be provided with the data)element names given here.

-—- THE DATA DEFINED BELOW IS AN EXAMPLE FOR ILLUSTRATIVE PURPOSES ONLY

BDB-DATA-ELEMENTS
{iso|(1) standard(0) 19794419794) 2014 (2014)}

DEFINITIONS
AUTOMATIC TAGS ::=

BEGI
CakdholdefChallengeType ::= OCTET STRING -- if primitive (comment line
-- if not used)
/*
CardholderChallengeType ::= SET -- if constructed, to be defined by the

-- BDB data format provider (comment

-- block if not used)
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*/

{

tagAllocationAuthority [APPLICATION 24] CHOICE

{

oid OBJECT IDENTIFIER,
country [APPLICATION 1] OCTET STRING,
issuerID [APPLICATION 2] OCTET STRING,
application [APPLICATION 15] OCTET STRING

}DEFAULT oid: {1 0 24787 2018},

biometrficData [APPLICATION 16] SET

{
fieldp [0] OCTET STRING (SIZE (1)) OPTIONAL,

field] [1] OCTET STRING (SIZE (1)) OPTIONAL,
fieldP [2] OCTET STRING (SIZE (1)) OPTIONAL

}

*/
StandardHDBType ::= OCTET STRING -- if primitive (comment line
-- if not used)
/*
StandardHDBType ::= SET -- if constructed, to be.defined by the

-- BDB data format provider (comment block

-- if not used)

{
tagAllorationAuthority [APPLICATION(24] CHOICE

{

oid OBJECT IDENTIFIER,
countfry [APBLICATION 1] OCTET STRING,
issuefrID [ABPLICATION 2] OCTET STRING,
appligation [APPLICATION 15] OCTET STRING

}DEFAPLT oid: #2°0° 24787 2018},

biometrficData [APPLICATION 16] SET
{

field0 [0] OCTET STRING (SIZE (1)) OPTIONAL,
fieldl [1] OCTET STRING (SIZE (1)) OPTIONAL,
field2 [2] OCTET STRING (SIZE (1)) OPTIONAL

}
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ProprietaryBDBType ::= OCTET STRING -- if primitive (comment line

-- if not used)

/*
ProprietaryBDBType ::= SET -- if constructed, to be defined by the
-- BDB data format provider (comment block
-- if not used)
{
tagAllocationAuthority [APPLICATION 24] CHOICE
{
oid OBJECT IDENTIFIER,
country [APPLICATION 1] OCTET STRING,
issuerID [APPLICATION 2] OCTET STRING,
application [APPLICATION 15] OCTET STRING
}DEFAULT oid: {1 0 24787 2018},
biometricData [APPLICATION 16] SET
{
field0 [0] OCTET STRING (SIZE(1l)) OPTIONAL,
fieldl [1] OCTET STRING (SIZE(1l)) OPTIONAL,
field2 [2] OCTET STRING (SIZE(l1)) OPTIONAL
}
i
*/
END
*/
/*
-- These definitions shall be provided by the SB format provider.
-- Iph case of being primitive data, these data elements shall be of type
-- OFTET STRING-
-- Iph caseOof constructed data, this/these data elements' complete
d

rfinition/s should be provided with the data element type names given here|

-- THE DATA DEFINED BELOW IS AN EXAMPLE FOR ILLUSTRATIVE PURPOSES ONLY

SB-DATA-ELEMENTS

{iso (1) standard(0) cbeff(19785) part(3)} -- or whatever OID is registered
DEFINITIONS

AUTOMATIC TAGS ::=

BEGIN
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SBType ::= OCTET STRING (SIZE(0..4294967295)) -- if primitive (comment line
-- if not used)
/*
SBType ::= SET -- if constructed, to be defined by the
-- SB data format provider (comment block
-- if not used)
{
tagAllpcationAuthority [APPLICATION 24] CHOICE
{
oid OBJECT IDENTIFIER,
country [APPLICATION 1] OCTET STRING,
issuerID [APPLICATION 2] OCTET STRING,
appljication [APPLICATION 15] OCTET STRING
}DEFAULT oid: {1 0 24787 2018}, -- or whatever OID is registefed
sbData [APPLICATION 16] SET
{
field0 [0] OCTET STRING (SIZE(l)) OPTIONAL,
fieldll [1] OCTET STRING (SIZE (1)) OPTIONAL,
field2 [2] OCTET STRING (SIZE(1l)) OPTIONAL
}
}
*/
END
*/
17 Patron format specification: Self-identifying, Tag-oriented Complex BIR
17.1 Patrop
ISO/IECJTC [L/SC37.

This patron
BioAPI (see

format was developed from the Complex BIR defined for its use in Object-Oriented
ISO/IEC 30106-1:2016, 6.3), but it is specified and generalized here for use in any other

environment, even outside the scope of ISO/IEC 30106-1. The patron format is defined to be coded in
any tagged data format. Specifications for the encoding in popular tagged formats are given in Annex C.

17.2 Patron format owner

257 (0101y,,)- The BRA has allocated this identifier for ISO/IEC JTC 1/SC 37.

17.3 Patron format name

ISO/IEC JTC 1/SC 37 self-identifying-tag-oriented-complex-bir patron format
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Patron format type

13 (000DHex). This has been registered in accordance with ISO/IEC 19785-2.

17.5

ASN.1 OID for this patron format

{iso (1) registration-authority(l) cbeff (19785) biometric-organization(0) jtcl-sc37(257)
patron-format(l) self-id-tagged-complex(13)}

or, in

XML value notation,

<OBJECT_IDENTIFIER>1.1.19785.0.257.1.13 </OBJECT_ IDENTIFIER>

17.6

This
need
BIR s

Domain of use

fructure, with explicit identification of each of the patron format(s) beingiused. This p

also includes optional support for the Multiple CBEFF BIR structure.

The §

coding of child BIRs capable of containing BDBs.

17.7|Version identifier

This patron format specification has a version identified avith major 1 and minor 0.

17.8| CBEFF version

This gpecification conforms to CBEFF version (major 4, minor 0).

17.9(General

17.9.]l Patron Format Structure Type:Complex CBEFF BIR with self-identification and opti

for Multiple CBEFF BIR.

This patron format includes(ptional CBEFF data elements needed to implement multipl

strucftures. Specifically, this patron format includes an optional CBEFF_BIR_pointer field w

used [to point to subsequent BIRs.

When subsequent BIRs are included in this patron format, a linear structure shall be us
each [subsequentsBIR points to the next, and the sequence is terminated by a BIR wher
BIR_pointer is-xiot included or has a value of 0. This is also known as the end-to-end sf
is depicted_in-ISO/IEC 19785-1:2020 Figure 3. Since this patron format is tag-oriented 4

supprt,memory location pointers, the CBEFF_BIR_pointer will indicate the location of
using aURL or file path.

Clause provides a definition of a patron format that may be of general utility.to appl
to carry more than one BDB (of either the same or different patron formats)in a simgle complex

elf-Identifying Tag-Oriented Simple BIR patron format, defined in Clause 16, is refere

ications that

htron format

tnced for the

bnal support

e CBEFF BIR
rhich may be

ed such that
b the CBEFF_
ructure and
nd does not
'he next BIR

However, if the CBEFF_BIR_pointer is not included or has a value of 0, this patron format represents a
Complex CBEFF BIR.

NOTE

The inclusion of the optional CBEFF_BIR_pointer field is intended to provide flexibility in the use of

this patron format. If a Complex CBEFF BIR meets implementation needs, then the Multiple CBEFF BIR concept
can be ingored.

17.9.2 This patron format supports some of the mandatory and optional data elements specified in
[SO/IEC 19785-1. For a full list of allowed fields, refer to Table 22. It supports complex BIR structures
(and optional Multiple BIR structures) where each intermediate node or leaf of the structure is itself a
BIR (called a "child BIR"), represented by a self-identifying Simple BIR structure defined in Clause 16 or
another self-identifying Complex BIR as defined in Clause 17 (this clause).
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17.9.3 The patron format of each child BIR is explicitly identified in its own BIR structure, in its
mandatory pair: patron format owner / patron format type.

17.9.4 Some fields in this patron format are optional. In order to allow future backwards
interoperability, this patron format shall be coded with a tagged data format (e.g. TLV, XML or JSON).
Those optional parameters, if absent, will not include their relevant tags in the data structure.

Tagged data formats can be parsed and processed without using the overall BIR length value. Therefore,
this patron format does not include a BIR length field.

17.9.5 All character strings and octet strings are preceded by a length prefix, which can be one, two,
or four octets long, as specified for each field. The tagged data format chosen will adapt such a length
prefix accordling to the best practices within such data format.

EXAMPLE In TLV data coding, the length is be part of the L sub-field, and not the V sub-field.
17.9.6 All integer values, including lengths, are encoded in big-endian order.

17.9.7 Dateq and date intervals are encoded as character strings in a way conforming to the ISO B601
series.

17.9.8 An instance of a BIR contains one or more BIR children, but never contains a BDB from itself.

17.10 Spegification
An instance pf a BIR shall contain the fields specified below.

The structure of the embedded Child BIR shall follow the saméspecification as that of the Self-identifying
Tag-oriented Simple BIR (Clause 16, i.e. patron format type 12), or it may be another instance pf the
patron format specified in this clause.
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Table 22 — Specifications for self-identifying, tag-oriented complex BIR patron format

CBEFF data element name Field name Ler}gth a_nd Abstract values and encodings?
optionality?
The following fields shall occur at most once
SBIR ComplexSBIR container, Container of the whole data format
mandatory

The following fields shall be within SBIR container and shall occur at most once

optional

CBEFF_BIR_self_id_owner BirSelfldOrganization 2, mandatory 0101 ¢4

CBEFH_BIR_self_id_type BirSelfldId 2, mandatory 000Dyex

CBEFH version cbeffVersion 2, mandatory Major '4' and Minor '0": 0400,

CBEFH patron_header_version patronHeaderVersion 2, mandatory Major '1' and Minor |0 0100

CBEFH_subheader_count numChildren 1, mandatory 1..255

The following are fields related to | birlnfo container,

the BI} mandatory

CBEFH_BIR_integrity_options birlntegrity 1, mandatory NO INTEGRITY: 0
INTEGRITY: 1

CBEFH BIR_creation_date birCreationDate 8..15, optional Variable-length ASCII charactgr string. The
string shall represent a date (dr date and a
time of the day)2.

CBEFH_BIR _validity_period birValidityPeriod 17..31, optional Variable-length ASCII charactgr string. The
string shall represent an interyal of two dates
(or date and time of the day)Pb.

CBEFH BIR_creator birCreator 0..65535,/optional Variable-length ISO/IEC 10646 character
string, encoded in UTF-8.

CBEFH BIR_index birIndex 065535, optional Variable-length octet string. Shall not inherit
its value from any other level BIR.

CBEFH_BIR_payload birPayload 0..65535, optional Variable-length octet string. Shall not inherit
its value from any other level BIR.

CBEFH BIR_pointer birPointer 0..65535, optional Variable-length octet string. Shall not inherit
its value from any other level BIR.

The following are conditional sbinfo container,

fields elated to the SB, conditional

manddtory only if a SB is

includégd in the BIR

CBEFH SB_format_owner sbFormatOrganization 2, conditional 1..65535

CBEFH_SB_format_type sbFormatld 2, conditional 1..65535

The following field shall ocqtir as

many fimes as specified in theffield

numCHildren (1..255)

not a sfandard CBEEF.data element | childBir 4 +0..4294967295, Coded either as a complex BIR|(i.e. this patron

mandatory format) or as a simple BIR (chi|d BIR), in what-

ever patron that identifies at the beginning its
patron format owner and typeland its length
(e.g. the SimpleBIR patron forthat defined in
Clatse16)

The following field shall occur at

most once

SB sb 4 +0..4294967295, Variable-length octet string, preceded by a 32-

bit integer field containing the

length (octets).

a The date shall be represented in the ISO 8601 series basic format YYYYMMDDTHHMMSS, where the last 2, the last 4, or the last 7 characters may be
omitted. Examples: 20050103, 20050106T11, 20050106T1230, and 20050106T145504.

b Each date shall be represented in the ISO 8601 series basic format YYYYMMDDTHHMMSS, where the last 2, the last 4, or the last 7 characters may
be omitted. The two dates shall be separated by a SOLIDUS ("/") character, and shall have the same number of digits. Examples: 20050103/20060103,
20050106T11/20050306T11, and 20050106T113300/20050306T113259.

¢ A BIR conforming to this patron format consists of an SBH with numChildren value greater than 0 and does not directly contain a BDB or SB. BDB and
SB information may be contained in child BIRs conforming to the self-identifying tag-oriented simple BIR format defined in Clause 16.
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17.11 Illustrative example

Additional illustrative examples of tag-oriented patron formats are included in C.6.

17.12 ASN.1 definition

The following ASN.1 specification provides an abstract description of the patron format and can be
retrieved from https://standards.iso.org/iso-iec/19785/-3/ed-3/en. This ASN.1 specification may
be useful to some readers of this part of ISO/IEC 19785. It is not intended to provide an alternative
specification of the encodings of this patron format.

SELF—IdENTIFYING—TAG—ORIENTED—COMPLEX—BIR—PATRON—FORMAT

{iso(1l)| standard(0) cbeff(19785) modules (0) self-id-tagged-complex(13)}
DEFINITIIONS AUTOMATIC TAGS ::=

BEGIN

IMPORTS
VallidityPeriod, Version, RegistryID, IntegrityOptions, Creator,
BIRIndex, Payload

FROM [CBEFF-DATA-ELEMENTS
SBIR

FROM [SELF-IDENTIFYING-TAG-ORIENTED-SIMPLE-BIR-PATRON-FORMAT
-- |The following data elements are defined by the BDB format provider
-- [(e.g. ISO/IEC 19785-4)
SBTlype

FROM [SB-DATA-ELEMENTS;

CompllexSBIR ::= [APPLICATION 97] IMPLICIT, SEQUENCE ({
birSelfId [6] RegistrylID,
cbelffVersion [28] Version,
patronHeaderVersion [0] Version,
n hildren [5] INTEGER (1..255),
bidInfo [7] SET
{
irIntegrity [0] IntegrityOptions,
irCreationDate [24], .DATE-TIME OPTIONAL,
irValidityPeriod [27] ValidityPeriod OPTIONAL,
irCreator [4])* Creator OPTIONAL,
irIndex [16] BIRIndex OPTIONAL,
irPayload [1] Payload OPTIONAL,
irPointer [2] OCTET STRING (SIZE(0..65535)) OPTIONAL
},
sbInfo [4] SET
{
Format [0] RegistryID
} OPTIONAL,
chifldren [1] SEQUENCE (SIZE(l..255)) OF
cdhildBir CHOICE
{
simpleBIR [APPLICATION 96] SBIR, -- As per clause 16
complexBIR [APPLICATION 97] ComplexSBIR -- As per clause 17
},
sb [18] SBType OPTIONAL

END
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Imported elements shall be defined prior to compiling the ASN.1 specification. For illustrative purposes
the following example is provided. Implementers shall refer to the relevant standards where the
elements are defined.

/*

-— In

-— In

—— These definitions shall be provided by the SB format provider.
case of being primitive data, these data elements shall be of type

-—- OCTET STRING.

case of constructed data, this/these data elements' complete

——- definiticon/fs-—should be nrovided with +h data coloment 70 name okl
T >T )

sn-_horo

-- THE DATA DEFINED BELOW IS AN EXAMPLE FOR ILLUSTRATIVE PURPOSES ONLY

SB-DATA-ELEMENTS
{iso|(1) standard(0) cbeff(19785) part(3)} -- or whatever OID is, registered
DEFINITIONS

AUTOMATIC TAGS ::=

BEGIN
SBIl'ype = OCTET STRING (SIZE(0..4294967295)) <£» if primitive (comment line
4£- if not used)
/*
SBlype = SET -—- if constmucted, to be defined by the

-- SB datarformat provider (comment block

-- 1f mot used)

tagAllocationAuthority [APPLICATION 24] CHOICE

{

oid OBJECT IDENTIFIER,

country [APPLICATION 1] OCTET STRING,

issuerID [APPLICATION 2] OCTET STRING,
application [APPLICATION 15] OCTET STRING

}DEFAULT oid: {1 0 24787 2018}, -- or whatever OID is registered
bData [APPLICATION 16] SET

*/

END
*/

{
fieldO [0] OCTET STRING (SIZE(1l)) OPTIONAL,

fieldl [1] OCTET STRING (SIZE(1l)) OPTIONAL,
field2 [2] OCTET STRING (SIZE(1l)) OPTIONAL
}
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18 Patron format specification: PAD patron format (Linking BDB with PAD Sample

18.1 Patron
ISO/IEC]JTC 1/SC 37.

18.2 Patron format owner

257 (0101Hex). The BRA has allocated this identifier for ISO/IEC JTC 1/SC 37.

18.3 Patropformatname

ISO/IEC JTd 1/SC 37 PAD patron format.

18.4 Patrop format type

14 (000EHex)). This has been registered in accordance with ISO/IEC 19785-2.

18.5 ASN.1 OID for this patron format

~

{iso(1l) redlistration-authority(l) cbeff(19785) biometric-organization(0) jtcl-sc37(25]
patron-format (1) pad(14)}

or, in XML v3lue notation,
<OBJECT_IDENTIFIER>1.1.19785.0.257.1.14</OBJECT IDENTIFTER>

18.6 Domdin of use

This clause provides a definition of a patron format:that links PAD information with a relevant BDB. In
order to perform such a functionality, a Self-identifying Tag-oriented Complex BIR patron (Clause [L7) is
taken as a basis, implementing a self-identifying/€BEFF BIR structure. This complex BIR will include at
cified
atron

This patron format specification has a version identifier of major 1 and minor 0.

18.8 CBEFF version

This specifidationconforms to CBEFF version (major 4, minor 0).

18.9 Generad

18.9.1 Patron Format Structure Type: Complex CBEFF BIR with self-identification.
18.9.2 This patron is based in the byte and tag-oriented complex BIR patron format (Clause 17).

18.9.3 In order to allow future backwards interoperability, this patron format shall be coded with a
tagged data format (e.g. TLV, XML or JSON). Optional parameters, if absent, will not include their
relevant tags in the data structure.

Tagged data formats can be parsed and processed without using the overall BIR length value. Therefore,
this patron format does not include a BIR length field.
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18.9.4 All character strings and octet strings are preceded by a length prefix, which can be one, two,
or four octets long, as specified for each field. The tagged data format chosen will adapt such a length
prefix according to the best practices within such data format.

EXAMPLE In TLV data coding, the length will be part of the L sub-field, and not into the V sub-field.
18.9.5 All integer values, including lengths, are encoded in big-endian order.

18.9.6 Dates and date intervals are encoded as character strings in a way conforming to the
ISO 8601 series.

18.9.7 An instance of a BIR shall contain at least 2 child BIRs, one with the biometric probe data, and
anotlfer one with the PAD data.

18.1p Specification
An inktance of a BIR shall contain the fields specified below.

The s$tructure of the embedded Child BIR shall follow the same specification as that pf the Self-
identjfying Tag-oriented Simple BIR (Clause 16, i.e. patron format type 12).

Table 23 — Specifications for PAD bir

CBEFF data element name Field name Length and op- Abstract values and EndodingsP
tionality?

The following fields shall occur at most once

SBIR PadSBIR container, Container of the whole data formpt
mandatory

The following fields shall be within ComplexBIR container and shallecur at most once

CBEFH BIR_self id_owner BirSelfldOrganization 2, mandatory 0101 ¢4

CBEFH BIR_self_id_type BirSelfldId 2, mandatory 000Dye4

CBEFH version cbeffVersion 2, mandatory Major '4' and Minor '0": 0400y,

CBEFH patron_header_version patronHeaderVeksion 2, mandatory Major '1' and Minor '0": 0100y,

CBEFH subheader_count numChildren 1, mandatory 2..255

The following are fields related to % birInfo container,

the Bl mandatory

CBEFH BIR_integrity_optioefis birlntegrity 1, mandatory NO INTEGRITY: 0
INTEGRITY: 1

CBEFH _BIR_creation~date birCreationDate 8..15, optional Variable-length ASCII character dtring. The
string shall represent a date (or date and a time
of the day)2.

CBEFH BIR (validity_period birValidityPeriod 17..31, optional Variable-length ASCII character dtring. The

string shall represent an intervallof two dates
(or date and time of the day)P.

CBEFF_BIR_creator birCreator 0..65535, optional |Variable-length ISO/IEC 10646 character string,
encoded in UTF-8.
CBEFF_BIR_index birlndex 0..65535, optional |Variable-length octet string. Shall not inherit its

value from any other level BIR.

CBEFF_BIR_payload birPayload 0..65535, optional |Variable-length octet string. Shall not inherit its
value from any other level BIR.

CBEFF_BIR_pointer birPointer 0..65535, optional |Variable-length octet string. Shall not inherit its
value from any other level BIR.

a The date shall be represented in the ISO 8601 series basic format YYYYMMDDTHHMMSS, where the last 2, the last 4, or the last 7 characters may be
omitted. Examples: 20050103, 20050106T11, 20050106T1230, and 20050106T145504.

b Each date shall be represented in the ISO 8601 series basic format YYYYMMDDTHHMMSS, where the last 2, the last 4, or the last 7 characters may
be omitted. The two dates shall be separated by a SOLIDUS ("/") character, and shall have the same number of digits. Examples: 20050103/20060103,
20050106T11/20050306T11, and 20050106T113300/20050306T113259.

¢ A BIR conforming to this patron format consists of an SBH with numChildren value greater than or equal to 2 and does not directly contain a BDB or SB.
Atleast one child BIR must contain a BDB and another child BIR must contain PAD information.
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Table 23 (continued)

optional

CBEFF data element name Field name Length and op- Abstract values and Encodings?
tionality?

The following are conditional fields | sbinfo container,

related to the SB, mandatory only if conditional

a SB is included in the BIR

CBEFF_SB_format_owner sbFormatOrganization 2, conditional 1..65535

CBEFF_SB_format_type sbFormatld 2, conditional 1..65535

The following field shall occur a

number of times between 1 and

numChildren-1

Not a standard qBEFF data element | biometricdataBir 15..4294967295, Coded either as a complex BIR (i.e., Clause 17)

mandatory or as a simple BIR (i.e., Clause 16), The.content

of such BIRs shall be biometric samples/(The
minimum biometricdataBir lengthjis-€qualto the
minimum length of mandatory-ields for a §imple
BIR in Clause 16)

The following figld shall occur

the number of tifes resulting

of substracting the number

of biometricdatdBirs from

numChildren

Not a standard BEFF data element | padBir 0..4294967295, Coded eitheras’a complex BIR (i.e., clause 17) or

mandatory as a simple)BIR (i.e., clause 16), The contenf of

such BIRsshall be presentation attack detqction
(i.e., ISO/IEC 30107-2).

The following fidld shall occur at

most once

SB sb 0..4294967295, Variable-length octet string.

a The date shg
omitted. Example

be omitted. The t|
20050106T11/20

¢ A BIR confor
Atleast one child

I be represented in the ISO 8601 series basic format YYYYMMDDETHHMMSS, where the last 2, the last 4, or the last 7 characters
:20050103,20050106T11,20050106T1230, and 20050106 T145504.

b Each date shiall be represented in the ISO 8601 series basic format YY¥YMMDDTHHMMSS, where the last 2, the last 4, or the last 7 charact
o dates shall be separated by a SOLIDUS ("/") character, and shall have the same number of digits. Examples: 20050103/20
50306T11,and 20050106T113300/20050306T113259:

ming to this patron format consists of an SBH with numChildren value greater than or equal to 2 and does not directly contain a BD
IR must contain a BDB and another child BIR must contain PAD information.

may be

rs may
60103,

BorSB.
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18.11 Illustrative example

Table 24 — Byte-oriented complex BIR with byte-oriented simple BIR children

1.  sBir = ComplexSBIR

2.  BirSelfldOrganization = 257 (ISO/IEC]TC 1/SC 37)
3. BirSelfldld = 13

4. cbeffVersion = 4.0

5. | patronHeaderVersion = 1.0

6. | numChildren =2

7. birlnfo

8. |»= (denotes the beginning of the BIR Info)

9. birIntegrity = INTEGRITY (integrity is applied to the entire complex'BIR via the SB ¢n line 50)
10. sbinfo

11. |= (denotes the beginning of the SB Info)

12. sbFormatOrganization = a security vendor

13. sbFormatld = that vendor's security block format (see.the final SB on line 50)
14. |= (denotes the beginning of child BIR 1 of 2 containing the BDB)
15. sBir = SBIR

16. BirSelfldOrganization = SC 37

17. BirSelfldId = 12

18. cbeffVersion = 4.0

19. patronHeaderVersion = 1.1

20. numChildren=0

21. birlnfo

22. » (denotes the beginningof the BIR Info)

23. birIntegrity = NO-INTEGRITY

24. bdblInfo

25, » (denotes the-beginning of the BDB Info)

26. bdbEormatOrganization = SC 37

27. bdbFormatld = a standardized BDB format

28. bdbEncryption = NO ENCRYPTION

29. bdbBiometricType = FINGER

30. bdbBiometricSubtype = LEFT INDEX FINGER

31 bdb

32. » (denotes the beginning of child BIR 2 of 2 containing PAD data)
33. sBir = SBIR

34. BirSelfldOrganization = SC 37

35. BirSelfldld = 12

36. cbeffVersion = 4.0

37. patronHeaderVersion = 1.1

38. numChildren =0

39. birlnfo
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40.
41.
42.
43.
44,
45.
46.

47.

48.
49,
50.

18.12 ASN{1 definition

Table 24 (continued)
» (denotes the beginning of the BIR Info)

birIntegrity = NO INTEGRITY
bdbinfo
» (denotes the beginning of the BDB Info)
bdbFormatOrganization = SC37
bdbFormatld = PAD information (according to ISO/IEC 30107-2)
bdbEncryption = NO ENCRYPTION

dbBiometricSubtype = LEFT INDEX FINGER (must be same as line 30)
bd
sb (seq SB format identifier in root header on lines 12-13)

The following ASN.1 specification provides an abstract description of the/patron format and can be
retrieved frlom https://standards.iso.org/iso-iec/19785/-3/ed-3/en. Thisn"ASN.1 specification| may
be useful to|some readers of this part of ISO/IEC 19785. It is not intended to provide an alternative

specificatior] of the encodings of this patron format.

96

BDB-AND-PAD-BIR-PATRON-FORMAT

{iso(1l)| standard(0) cbeff(19785) modules (0) padBIR(14)}
DEFINIT[IONS AUTOMATIC TAGS ::=

BEGIN

IMPORTS
InHegrityOptions, ValidityPeriod, Vexsion, RegistryID
FROM [CBEFF-DATA-ELEMENTS
SBIR
FROM [SELF-IDENTIFYING-TAG-ORIENTED-SIMPLE-BIR-PATRON-FORMAT
ComplexSBIR
FROM [SELF-IDENTIFYING-TAG-ORIENTED-COMPLEX-BIR-PATRON-FORMAT
--| The following data elements are defined by the BDB format provider
-- (e.g. ISO/IEC 19785-4)
SBType
FROM [SB-DATA-ELEMENTS.;

PadSBIR ::= [APPLICATION 97] IMPLICIT SEQUENCE ({
birSelfId [6] RegistrylID,
cbelffVersion [28] Version,
piaéonHeaderVersion [0] Version,
n hildren [5] INTEGER (2..255),
birInfo [7] SET {
bHirIntegrity [0] IntegrityOptions,
birEreationbate————————{241 DATE—FIME—OPTIONAL
birValidityPeriod [27] ValidityPeriod OPTIONAL,
birCreator [4] OCTET STRING (SIZE(0..65535)) OPTIONAL,
birIndex [16] OCTET STRING (SIZE(0..65535)) OPTIONAL,
birPayload [1] OCTET STRING (SIZE(O..65535)) OPTIONAL,
birPointer [2] OCTET STRING (SIZE(0..65535)) OPTIONAL
},
sbInfo [4] SET {
sbFormat [0] RegistryID
} OPTIONAL,
biometricdataBir [1] SEQUENCE (SIZE(1l..numChildren-1)) OF
childBir CHOICE ({
simpleBIR [APPLICATION 96] SBIR, -- As per clause 16
complexBIR [APPLICATION 97] ComplexSBIR -- As per clause 17
},
padBir [9] SEQUENCE (SIZE(l..numChildren-1)) OF

childBir CHOICE {
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simpleBIR
complexBIR

},
sb

END

ISO/IEC 19785-3:2020(E)

[APPLICATION 96] SBIR, -- As per clause 16
[APPLICATION 97] ComplexSBIR -- As per clause 17

[18] SBType OPTIONAL

© ISO/IEC 2020 - All rights reserved
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Imported elements shall be defined prior to compiling the ASN.1 specification. For illustrative purposes
the following example is provided. Implementers shall refer to the relevant standards where the
elements are defined.

/*

—-— These definitions shall be provided by the SB format provider.

-- In case of being primitive data, these data elements shall be of type

—-— OCTET STRING.

-- In case of constructed data, this/these data elements' complete

-- definition/s should be provided with the data element type names given
here.

-- THE DATA DEFINED BELOW IS AN EXAMPLE FOR ILLUSTRATIVE PURPOSES ONLY

SB-DATA-ELHMENTS

{iso(l) stgdndard(0) cbeff (19785) part(3)} -- or whatever OID is registered
DEFINITION
AUTOMATIC TYAGS ::=

BEGIN
SBType ::F OCTET STRING (SIZE(0..4294967295)) -- if primitive (comment line
-- if not used)
/*
SBType ::F SET -- i1f constructedy~tfe be defined by the

-- SB data formak provider (comment block

-— if not used}

{

tagAllocgtionAuthority [APPLICATION 24] CHOICE
{

oid OBJECT IDENTIFIER,

country [APPLICATION 1] OCTET STRING,

issuerIp [APPLICATION 2] OCTET STRING,

applicaltion [APPLICATION 15] OCTET STRING

}DEFAUL oid: {1)0 24787 2018}, -- or whatever OID is registered
sbData [APPLICATION 16] SET

{

field0 [0] OCTET STRING (SIZE (1)) OPTIONAL,
fieldl [1] OCTET STRING (SIZE (1)) OPTIONAL,
field2 [2] OCTET STRING (SIZE (1)) OPTIONAL
}

*/

END
*/

98 © ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=1336efa0c14cf586e7c0f03099e75281

ISO/IEC 19785-3:2020(E)

19 Patron format specification: TLV-encoded patron format for ICCs and other
tokens (with explicit tag allocation authority)

19.1 Patron
ISO/IEC]JTC 1/SC 37.

19.2 Patron format owner

257 (0101Hex). The BRA has allocated this identifier for ISO/IEC JTC 1/SC 37.

19.3|Patron format name

ISO/IEC JTC 1/SC 37 TLV-encoded patron format for ICCs with explicit tag allocatiqn authority

19.4|Patron format type

15 (QOoOFHex). This has been registered in accordance with ISO/IEC 19,785-2.

19.5|ASN.1 OID for this patron format

{iso(l) registration-authority(l) cbeff (19785) biometrie-organization(0) jtcl-sg37(257)
patrgn-format (1) tlv-encoded-explicit(15)}

or, in[XML value notation,
<OBJHCT IDENTIFIER>1.1.19785.0.257.1.15</OBJECT IDENTIFIER>

19.6| Domain of Use

The domain of use is applications complyingiwith ISO/IEC 7816-11 with explicit tag allocatipn authority.
This patron format is applicable for both'en-card and off-card biometric comparison and shiould be used
for ng¢w applications using ICCs. Older version applications may decide to be compliant tp the patron
format defined in Clause 11.

For any other kind of application‘that would like to use TLV coding, patron formats defined |n Clauses 16
and 1f7 shall be used.

19.7| Version identifier

This patron formatspecification has a version identifier of (major 1, minor 0).

19.8| CBEFF'version

This gperification conforms to CBEFF version (major 4, minor 0).

19.9 General

19.9.1 Patron Format Structure Type: Complex CBEFF BIR without self-identification

NOTE This patron format structure type is considered to be Complex CBEFF BIR, because multiple Simple
BIRs (Biometric Information Template DOs) that encapsulate BDB information (BDB Reference Data, BDB

Reference Data Template DOs) with their own SBHs (Biometric Header Template DOs) can be included in the
Biometric Information Template Group DO.

19.9.2 This clause specifies in 19.10:

a) the CBEFF patron format named "ISO/IEC JTC 1/SC 37 TLV-encoded patron format for ICCs with
explicit tag allocation authority", and
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b) a TLV encoding for CBEFF data elements and patron-defined data elements (together with distinct
TLV tags) that can be used by any TLV-encoded application that needs to make reference to such
data elements.

NOTE

The particular form of TLV encoding specified in this clause is that provided by the ASN.1

Distinguished Encoding Rules (see ISO/IEC 8825-1). See ISO/IEC 7816-4 for additional BER-TLV data objects
encoding provisions applied to ICCs.

19.9.3 ISO/IEC 7816-4 and ISO/IEC 7816-11 define the necessary APDU exchanges to support:

a) On-card

biometric comparison

2) Security mechanisms for the protection of the biometric reference data.

1) Reti

con

2) Con

3) Con
4)

exte

b) Off-card

1) Con

exte

19.9.4 This

format for I(

nformationTemplateExplicit (see 19.10) encoded using the ASN.1 Distinguished Encoding Rulej

ISO/IEC 882

NOTE Th
(possibly part
is important.

19.9.5 The
specific tags
for use in 1S(

NOTE Th

info‘[
Secyrity mechanisms for establishing a trusted channel between a smartcard an

ieval of biometric information from a smartcard or other token for valid biometric,j
truction prior to biometric verification process on ICC.

mands for performing a biometric probe verification on a smartcard.

mands for biometric reference and biometric information enrolment (recordi
mation on a smartcard or other token).

rnal system.
biometric comparison

mands for retrieval of the biometric reference data from a smartcard to be used
rnal service system.

version of the CBEFF patron format named "ISO/IEC JTC 1/SC 37 TLV-encoded p
Cs with explicit tag allocation authorjty" is formally defined as the ASN.1 type Biome

b-1). A diagrammatic specification'of this patron format is provided in 19.11.

e term Biometric Information/Template is used in ISO/IEC 7816-11. This term correspond
ial) Biometric Information Reeérd and is used in this clause where the relation with ISO/IEC 79

components of the*ASN.1 type BiometricHeaderTemplateExplicit (with their col
see 19.10), encoded using the ASN.1 Basic Encoding Rules are also defined as Data Ol
JIEC 7816-11:

brobe

hg of

d an

in an

atron
tricIl
(see

s to a
16-11

htext-
hjects

e term Biometric Header Template is used in ISO/IEC 7816-11, together with the abbreviatio) BHT.

This term an
this clause w

?

theabbreviated term are synonymous with Standard Biometric Header and SBH, and are u
eré the relation with ISO/IEC 7816-11 is important.

sed in

19.9.6 The term Biometric Information Data Object is used in ISO/IEC 7816-11 to refer to the TLV-
encoding of a specific ASN.1 type. Table 25 records the Biometric Information Data Objects that are
defined in 19.10 for use in ISO/IEC 7816-11.

NOTE As

100

ISO/IEC 7816-11 normally describes tags by their hex values, these are included here.
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Table 25 — Biometric information DOs specified by the compatible tag allocation authority

with the Biometric Header Template Data Objects defined in 19.10

Biomt;)t;i; i(r)lé;);rtlation ASN.1 type or component name (see 19.10) Tag
Biometric Information Template BiometricInformationTemplateExplicit 7F60y 04
Biometric Information Template Group GroupBIT 7F610y
BDB Data Template bdbReferenceData 5F2E} e
BDB Data Template Template bdbReferenceDataTemplate 7F2E ey
BIR Pqyload (primitive / constructed) birPayLoad 53ex / 73Hex

For use only in Biometric Data Template:
BDE_i Da_ta Template with Standardised Format |standardBDBReferenceData 81
(Prim]tive) Hex
BDB Dpta Template with Standardised Format |standardBDBReferenceDataTemplate A
(Consfructed) Hex
BD}_3 Da_ta Template with Proprietary Format |proprietaryBDBReferenceData 82
(Prim]tive) Hex
BDB Dpta Template with Proprietary Format |proprietaryBDBReferenceDataTemplate A2
(Consfructed) Hex
For use only in Biometric Information Template:
Biomeftric Header Template biometricHeaderTemplateExplicit Alyey
Algorifhm Reference algorithmReference 804
Data Qualifier referenceDataQualifier 83}1ex
For use only in Biometric Header Template (i.e. within DO’A1’):
Tag Aljocation Authority tagAllocationAuthority 7811ex
Biomeftric Information Data Object biometriclnfotmationDO 704Hex
For use only in Biometric Information DOs template (i.e. within DO’70°):

Patron) Header Version (as primitive) patronHeaderVersion 80}yex
BDB Bjometric Type bdbBiometricType 81 e
BDB Bjometric Subtype bdbBiometricSubType 82 Hex
BDB Cfeation Date bdbCreationDate 83}jex
BIR Crjeator birCreator 84y
BDB Vhlidity Period (as primitive) bdbValidityPeriod 85Hex
BDB P|D (as primitive) bdbPID 861164
BDB Fprmat Owner (as constructed) bdbFormat A7 ex
BDB Fprmat Owner f(as‘\primitive) bdbFormatOwner 87 Hex
BDB Fprmat Typé€ (as primitive) bdbFormatType 88}1ex
BIR Inflex birIndex 90hex
Bio_metl_”ic Comparison Parameters comparisonParameters 91y, /Bl
(primfitive/ constructed) ex ex
Bio_me_tt_‘ic Functionality Information functionalityInformation 92,10 / B2y
(primitive / constructed) ex ex

19.9.7 CBEFF-compliance requires the NO VALUE AVAILABLE abstract value to be supported by this
patron format for CBEFF data elements that are not fully supported. To meet this requirement, tags are
assigned and reserved by this document in Table 26 for Data Objects appearing in the Biometric Header
Template. These tag values shall not be assigned by any other tag authority to Data Objects that can
appear in the Biometric Header Template. These Data Objects shall never appear in encodings of this
version of this patron format, and their omission represents the NO VALUE AVAILABLE abstract value of
the corresponding CBEFF data element.

NOTE Subsequent versions of this patron format can define these Data Objects to support the corresponding
CBEFF data element.
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Table 26 — Reserved tag values in DO’70’

ASN.1 tag value Tag value Corresponding CBEFF data elements
[5] A5y CBEFF_BDB_validity_period (as constructed)
[91] A9 ex CBEFF_BDB_comparison_algorithm

[10] AAye, CBEFF_BDB_compression_algorithm

[11] AByo CBEFF_BDB_quality_algorithm

[12] AChoy CBEFF_BDB_capture_device

[13] ADyoy CBEFF_BDB_PAD_mechanisms (as constructed)
[14] Apnex (‘RF‘PF‘_RDR_Fnafnrn_nvfranfinn_qlgnrirhm
[Lo1] 93ex CBEFF_BDB_challenge_response

[RO1] 94 yex CBEFF_BDB_index

[R1] 95 ex CBEFF_BDB_processed_level

[R2] 961ex CBEFF_BDB_purpose

[R31] 97 tex / B7 Hex CBEFF_BDB_quality

[R4] 98ex CBEFF_BIR_creation_date

[R5] 9% ex CBEFF_BIR_patron_fornlat-owner

[Ré] 9Aex CBEFF_BIR_patron_format_type

[R71] 9Byex CBEFF_BIR _validity-period (as primitive)
[R8] 9Chex CBEFF _version‘(@s primitive)

19.10 ASN|1 specification

The ASN.1 module given in 19.10 can be retrieved from http://standards.iso.org/iso-iec/19785/-3/

ed-3/en.

CBEFF-SMARTICARD-BIDO-EXPLICIT

-- The abbrleviation BIDO is used for Biometric Information Data Object
{iso (1) standard(0) cbeff(19785) modules (0) tlv-encoded-explicit(15)}

DEFINITIONS| AUTOMATIC TAGS ::=

BEGIN

IMPORTS

Qualitly, RegistryID, BiemetricType, BiometricSubtype, Creator, BIRIndex

FROM CBEFF-DATA-ELEMENTS

-- Thel following datal elements are defined in ISO/IEC 24787
OCCcomparisonParameters, OCCfunctionalityInformation,

OCCBiometricInformation
FROM OCC-DATA-ELEMENTS

-- The following data elements are defined by the BDB format provider

-- (e.lg. ,ISQ/IEC 19794-x)

CardholdexChallengeType, StandardBDBType, ProprietaryBDBType

FROM BDB-DATA-ELEMENTS :

-- In all cases, omission of an optional component that represents a
-- CBEFF data element is the encoding of the NO VALUE AVAILABLE for

-- that data element.

PatronHeaderVersion ::= OCTET STRING (SIZE(2))
-- CBEFF_patron_header_ version
-- The first octet encodes the major version number

-- The second octet encodes the minor version number

BCDTime ::= OCTET STRING (SIZE (7))
-- BCD encoded timestamp with format 'YYYYMMDDHHMMSS'

BCDDatePeriod ::= OCTET STRING (SIZE(8))
-- Two concatenated BCD encoded dates with format YYYYMMDDYYYYMMDD

102
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-- First date shall always be earlier or equal to the second date

ProductID ::= OCTET STRING (SIZE (4))
-- CBEFF_BDB product owner in the first two octets
-- CBEFF_BDB product_ type in the last two octets

FormatOwner ::= OCTET STRING (SIZE(2))
-- CBEFF_BDB_ format_owner

FormatType ::= OCTET STRING (SIZE(2))
-- CBEFF_BDB format_type

BiometricHeaderTemplateExplicit ::= SET

tagAllocationAuthority [APPLICATION 24] CHOICE
{

oid OBJECT IDENTIFIER,
country [APPLICATION 1] OCTET STRING,
issuerID [APPLICATION 2] OCTET STRING,
application [APPLICATION 15] OCTET STRING

} DEFAULT oid: {1 0 19785 3 1 19},

BiometricInformationDO [APPLICATION 16] SET
{

patronHeaderVersion [0] PatronHeaderVersion DEFAULT'0100'H,
bdbBiometricType [1] BiometricType OPTIONAL}
bdbBiometricSubType [2] BiometricSubtype OPTIONAL,
-- Required to be absent unless bdbBiometricType is present
bdbCreationDate [3] BCDTime OPTIONALj
-- CBEFF_BDB_creation_date
birCreator [4] Creator OPTIONAL,
bdbvValidityPeriod [5] BCDDatePeriod OPTIONAL,
bdbPID [6] ProductID OPTIONAL,
bdbFormatOwner [7] FormatOwner,
bdbFormatType [8] FormatType,
birIndex [16] BIRIndex OPTIONAL
}
)
BigmetricInformationTemplateExplicit ::= [APPLICATION 96] SET
{
glgorithmReference [0] OCTET STRING (SIZE(l)) OPTIONAL,
-- A non-CBEFF data, element, for on-card comparison - see ISO/IEC 24787
feferenceDataQualifier [3] OCTET STRING (SIZE(l)) OPTIONAL,

-- A non-CBEFF data element, for on-card comparison — see ISO/IEC 24787
biometricHeaderTemplateExplicit [1] BiometricHeaderTemplateExplicit,
occBiometricInformation [2] OCCBiometricInformation OPTIONAL,
bdbData [APPLICATION 46] SET

-- A CBEEF BDB, mandatory for off-card-comparison

{

challengeCardholder [0] CardholderChallengeType OPTIONAL,

-- defined in BDB-DATA-ELEMENTS
standardBDB [1] StandardBDBType OPTIONAL,

-- defined in BDB-DATA-ELEMENTS

-- defined in BDB-DATA-ELEMENTS
referenceQualifier [3] OCTET STRING (SIZE(l)) OPTIONAL,
biometricData [APPLICATION 46] OCTET STRING OPTIONAL -- primitive DO only
} OPTIONAL

-- A CBEFF BDB, mandatory for off-card-comparison

birPaylLoad [APPLICATION 19] OCTET STRING OPTIONAL
-- CBEFF_BIR payload, contents defined by ISO/IEC 24787
}

GroupBIT ::= [APPLICATION 97] SET OF BiometricInformationTemplateExplicit

END
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Imported elements shall be defined prior to compiling the ASN.1 specification. For illustrative purposes
the following example is provided. Implementers shall refer to the relevant standards where the
elements are defined.

/*
-— These definitions can be found in ISO/IEC 24787.
-- They are copied here to ease understanding.

-— In case of discrepancy, the information in ISO/IEC 24787 is the one

-—- to be used.

-— THE DATA DEFINED BELOW IS AN EXAMPLE FOR ILLUSTRATIVE PURPOSES ONLY

OCC-DATA-FLEMENTS

{iso (1) standard(0) 24787 (24787) 2018 (2018)}

DEFINITION
AUTOMATIC

S
TAGS ::=

BEGIN
IMPORTS
Qualitly, RegistryID

FROM CBEFE-DATA-ELEMENTS

OCCcomparisonParameters ::=

{

}

miniqumMaximumProbeSize [1] INTEGER OPTIONAL,
ordefingFeatures [2]\NOCTET STRING OPTIONAL,
featyreHandlingIndicator [8] OCTET STRING OPTIONAL,
aligpmentInformation [4] OCTET STRING OPTIONAL,
minifumVerificationQuality [7] OCTET STRING OPTIONAL,
verificationTypes [16] INTEGER (0..255) OPTIONAL,
estifationTime [17] INTEGER (0..65535) OPTIONAL
}

OCCfun¢tiongtityInformation SET
{
maximumProbeSize [0] INTEGER (0..16777215)0OPTIONAL,
maximumReferenceSize [1] INTEGER (0..16777215)0OPTIONAL,
supportedNumberReferences [2] INTEGER (0..255) OPTIONAL,
enrolmentPossibility [3] INTEGER (0..255) OPTIONAL,
minimumVerificationQuality [5] Quality OPTIONAL,
minimumQualityRequirements [7] OCTET STRING OPTIONAL,
proprietaryData [15] OCTET STRING OPTIONAL,
verificationTypes [16] OCTET STRING OPTIONAL,
comparisonAlgID [4] RegistryID OPTIONAL
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OCCBiometricInformation ::= SET

{
tagAllocationAuthority [APPLICATION 24] CHOICE

{

oid OBJECT IDENTIFIER,
country [APPLICATION 1] OCTET STRING,
issuerID [APPLICATION 2] OCTET STRING,
application [APPLICATION 15] OCTET STRING
}DEFAULT oid: {1 O 24787 2018}, ()
biometricInformationDO [APPLICATION 16] SET Q§1/
( o}
comparisonParameters [17] OCCcomparisonParameter /&L IONAL,
functionalityInformation [18] OCCfunctionalityInforrﬁBtion OPTIONAL
: &
| =

END Q e

*

/ QQ

/* 9

O

-—- These definitions shall be provided by\the BDB format provider.

-- I case of being primitive data, Egé%b data elements shall be of type

-— OCTET STRING. O

-— I case of constructed data,\&bis/these data elements' complete

-- d¢finiton should be prov<f§§ with the data element names given here.

-—- THE DATA DEFINED B@IS AN EXAMPLE FOR ILLUSTRATIVE PURPOSES ONLY

BDB-] ATA—ELEMENR@'

{iso|1l) stan 0) 39794 (39794) 2020(2020)} -- or whatever OID is registered

DEFI) ITION%

AUTONA AGS ::=

BEGI \

CardholderChallengeType ::= OCTET STRING -- if primitive (comment line
-— 1f not used)
/*
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CardholderChallengeType = SET -- i1if constructed, to be defined by the
-- BDB data format provider (comment
-- block if not used)
{
tagAllocationAuthority [APPLICATION 24] CHOICE
{
oid OBJECT IDENTIFIER,
country [APPLICATION 1] OCTET STRING,
issuerID [APPLICATION 2] OCTET STRING,
applicktion [APPLICATION 15] OCTET STRING Q
}DEFAULT oid: {1 0 24787 2018}, Q(l/
v
biometrijcData [APPLICATION 16] SET %fb.
{ /\cb
fieldO] [0] OCTET STRING (SIZE (1)) OPTIONAL, '\%
fieldl| [1] OCTET STRING (SIZE(1l)) OPTIONAL, C)
field?| [2] OCTET STRING (SIZE(1)) OPTIONAL \\@
) %O
} N
Ny ®)
StandardB}BType ::= OCTET STRING -- if primitive (commen @Q]e
-- if not used) 0\\Q
$\
/* \QQ)
StandardBIBType ::= SET -- if constructed,$}'be defined by the
-- BDB data fori&@provider (comment block
-- if not ui@
{ N-
tagAllodationAuthority [APPLI@X&&N 241 CHOICE
{ c.
oid @ OBJECT IDENTIFIER,
countrly QO[APPLICATION 1] OCTET STRING,
issuerfID @' [APPLICATION 2] OCTET STRING,
applicption OQ~ [APPLICATION 15] OCTET STRING
}DEFAULT oi(.%l 0 24787 2018},
biometril & [ARRLICATION 161 T
{
field0 [0] OCTET STRING (SIZE (1)) OPTIONAL,
fieldl [1] OCTET STRING (SIZE(1l)) OPTIONAL,
field2 [2] OCTET STRING (SIZE(1)) OPTIONAL
}
}
*/
106 © ISO/IEC 2020 - All rights reserved
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ProprietaryBDBType ::= OCTET STRING -- if primitive (comment line

-- if not used)

/*
ProprietaryBDBType ::= SET -- if constructed, to be defined by the
-- BDB data format provider (comment block
-- 1if not used)
{
tagAllocationAuthority [APPLICATION 24] CHOICE
{
oid OBJECT IDENTIFIER,
country [APPLICATION 1] OCTET STRING,
issuerID [APPLICATION 2] OCTET STRING,
application [APPLICATION 15] OCTET STRING
}DEFAULT oid: {1 0 24787 2018}, -- or whatever OID is registered
iometricData [APPLICATION 16] SET
{
field0 [0] OCTET STRING (SIZE (1)) OPTIONAL,
fieldl [1] OCTET STRING (SIZE (1)) OPTIONAL,
field2 [2] OCTET STRING (SIZE(1l)) OPTIONAL
}
*/
END
*/
19.1[1 Tabular representations for information
19.11.1The Biometric Information Template used for on-card biometric comparison
Table 27 shows the Biometric Information Template (with explicit tag allocation authority ¢oding) used
for on-card biometric comparison. The Biometric Information Template has the following spbstructure:
a) [Data Objects (with tags 80y, and 83y,,) containing values relevant for interindustry commands
used for-biometric verification as defined in ISO/IEC 7816-4;
b) ionietric Header Template (BHT) with tag A1, .. The tag allocation authority for the Data Objects

nested in the DO 70y, within BHT is provided in the preceding DO with tag 78.,;

NOTE

The ASN.1 OID for the appropriate tag allocation authority is defined within Table 27.

c) Data Objects for CBEFF data elements that are relevant for on-card biometric comparison;

d) Biometric Data Objects which are on-card biometric comparison specific and are defined in this
clause and respective clauses of ISO/IEC 7816-11 and ISO/IEC 24787 standards (the biometric
comparison parameters DO with tag Bly,,, and biometric functionality information DO with tag

B2hex)-
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The use of the Biometric Information Template (with explicit tag allocation authority coding) shown in
Table 27, which is intended to be retrieved prior to a subject biometric verification, and the verification
process itself with the related interindustry commands and their security requirements, are specified

in ISO/IEC 7816-11.

19.11.2The Biometric Information Template used for off-card biometric comparison

Table 28 shows the Biometric Information Template (with explicit tag allocation authority coding) used

for off-card biometric comparison. The Biometric Information Template has the following s

a) Biometric Header Template (BHT) with tag Aly,,. The tag allocation authority for the

Ioo

ubstructure:

Data Objects

estedimtie BH T s providedimtag 785

b) Biometric Data Objects for CBEFF data elements that are relevant for off-card bionietric

comparison;

c) A biometric reference Data Object (primitive or constructed) with tags representinig the CBEFF

Hiometric Data Block (BDB);

d) Hayload as the content of an optional Data Object for discretionary data with tag 53, or 73y, as

defined in ISO/IEC 7816-6.

The yse of the data structure shown in Table 28 is not restricted to sniartcards. The data sfructure may

also be used in other types of cards, e.g. magnetic stripe cards;-optical memory cards o
2-dinpensional barcodes.

r cards with
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19.12 The

785-3:2020(E)

Biometric Information Template Group Data Object

Several Biometric Information Templates may be nested in a Biometric Information Template Group
(tag 7F61y,, as defined in ISO/IEC 7816-11). The construction and use of Biometric Information
Template Group Data Objects both for on-card and off-card biometric comparison are specified in
ISO/IEC 7816-11.

19.13 Abstract values and encodings for biometric type and subtype

Values for CBEFF_biometeric_type and CBEFF_biometric_subtype are defined in 6.2 under the
BiometricType ASN.1 definition and the BiometricSubtype ASN.1 definition.

19.14 Illug

trative examples

Examples op the use of this patron format with explicit tag allocation authority catybe fou

ISO/IEC 247

B7 and in ISO/IEC 7816-11.

nd in
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Annex A
(informative)

Guidelines on the specification of patron formats

A.1 General

A.1.1
value]

A.1.2

This document requires that a CBEFF patron format be defined that encodes soniq or all of the
s of some or all of the CBEFF data elements.

For CBEFF data elements defined as mandatory, there is a requirement-te' encode a

the specified abstract values, possibly by a null encoding.

For 1
asay

A.1.3

1y

2)

3)

T
A

T

—n

t least one of

andatory CBEFF data elements, the value NO VALUE AVAILABLE §hall only be used if it is specified
alid value in ISO/IEC 19785-1 (see ISO/IEC 19785-1:2020, 7.1.8);

For CBEFF data elements defined as optional, the patronformat has 3 options:

he data element can be supported only for one abstract value (which may be th
VAILABLE abstract value). In this case, a null encéding is used (zero bits).

he CBEFF data element can be encoded as a mandatory field in the patron format.

The format would then require NO VALKUE AVAILABLE to be encoded as an explici
that field.

e NO VALUE

F encoding of

The format may, but need nof/ define encodings of that field for other CBEFF-defined

abstract values.

The format may, but need not, define encodings of that field for additional abgtract values

defined by the format.

he CBEFF data element can be encoded as an optional field in the patron format.

i)

The abstract value NO VALUE AVAILABLE would then normally be encoded by the absence of

the optienal‘field, but any other abstract value can be chosen as the default.

The (format may, but need not, define encodings of that field for other CBEFF-defined

abstract values.

The format may, but need not, define encodings of that field for additional abgtract values

defined by the format.

iv) The format shall specify how the presence or absence of this optional field is determined.

A.1.4 Patrons that are defining a new patron format should give due consideration to inclusion of
optional CBEFF data elements and abstract values that may be required for the successful processing of
BDB formats that are expected to be associated with the new patron format.

A2.1

A.2 Basic encoding mechanisms

Where only a single value of a CBEFF data element (for example, the NO VALUE AVAILABLE or
NO ENCRYPTION abstract values) is to be supported, this can be encoded using zero bits — that is, by not
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having a field for that data element. This would be the normal support for optional CBEFF data elements
that are to be supported only with the NO VALUE AVAILABLE value.

A.2.2 The simplest form of encoding is a fixed-length field (not necessarily a multiple of eight bits) with
a distinct encoding for each supported value. Any further encodings of the fixed length field can either be
reserved or can be used to carry values that are not CBEFF data element values, but are determined by
the CBEFF patron.

A.2.3 If there are encodings of the fixed-length field that do not correspond to CBEFF data element
values or to values defined by the CBEFF patron then the patron format would normally spec1fy that
such encodings-sh . = : :

(This is equi
ﬂher common form of encoding is to use a single "presence bit" to indicate whetheér a field is
sent, then one of the values being supported is implied. (This will usually be’the NO \jALUE
yalue, but can in principle be any CBEFF-defined or patron-defined value). If presenit, the
gain be fixed length, and would encode the remaining supported valuésy This can genefalize
called a Huffman encoding, in which one bit is used to represent,the most commonly| used
increasing number of bits are used to represent increasingly untcommon values.

alent to saying that these encodmgs are reserved for future use.)

A.2.4 Ano
present. If a
AVAILABLE
field would 3
into what is
value, and ajf

A.3 Octet-alignment

A.3.1 Ther
nor to start ¢

e is no requirement for the fields of a patron formatto be an integral multiple of eighf bits,

n an octet boundary.

A.3.2 Deci
are taken by

sions to include padding bits, or to use octet-alignment in the patron format specificption,

the CBEFF patron.

A.3.3 Ifpa
generated (t

dding bits are included, it will be nermal to require that they be set to a fixed value when

ypically zero), and are ignored on reading.

A.4 Length fields

A4.1 Al

BEFF patron formats are required to be an integral number of octets in the con

encoding, but are not requiged-to be self-delimiting.

A.4.2 Self-
knowledge d
particular te

lelimitinglmeans that the end of an encoding can always be determined using
f the encoding itself. This can be achieved by the use of one or more length fields,
rmigating patterns, or by a combination of these and other mechanisms, or by spec
rmat as being of fixed length. Normally, however, a patron format encoding (a BIR) W

plete

only
or by
fying
rill be

the patron fq
dAatalbhaca o Aot cbsnobiinn o Al it e o s nccaan ratbha dalinas

i 1 d d ] oy = araobhin t hats an ckarac yazha 3
lnc u e ln ddaltdudasye, Cl udia ol u\.\.uu\., Ul UUJ\,\,\.’ vl d 111\400615\, U\,LVV\'\,II D)’DL\—IIID’ VVll\—l\, CIIC ULUIITIIT

of the BIR will be provided by the containing mechanism.

Hation

A.5 CBEFF data element values and patron format fields

A.5.1 There is no requirement for a one-to-one correspondence between CBEFF data elements and
patron format fields.

A.5.2 For example, if five values of one CBEFF data element and three values of a second CBEFF data
element are to be supported, this requires fifteen distinct encodings that can, if desired, be provided
as the values of a single 4-bit field, rather than as the values of two separate 3-bit and 2-bit fields. This
would be a decision taken by the CBEFF patron when defining the CBEFF patron format.
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A.6 Historically used encodings of certain abstract values

Earlier, non-ISO versions of CBEFF specified abstract values and encodings for the data elements
equivalent to CBEFF_BDB_biometric_type and CBEFF_BDB_biometric_subtype. Patron formats
requiring compatibility with these encodings should specify them as described in Table A.1 and
Table A.2.

Table A.1 — Historical abstract values and encodings for biometric type

Abstract value Encoding (hex)
Multiple Biometrics Used 000001y,
Facial Features 000002,
Voice 000004,
Fingerprint 000008y,
Iris 000010y,
Retina 0000204,
Hand Geometry 000040y,
Signature Dynamics 000080y,
Keystroke Dynamics 0001004
Lip Movement 000200454
Thermal Face Image 000400,
Thermal Hand Image 000800y,
Gait 001000,
Body Odour 002000y,
DNA 004000y,
Ear Shape 008000y,
Finger Geometny 0100004,
Palm Print 020000y,
Vein Pattern 040000,
Foot'Print 0800004,
Table A.2 —Historical abstract values and encodings for biometric subtype
b8 b7 b6 b5 b4 b3 b2 bl Biometric subtype
00 000 O0O0OO0 No information given
01 Right
10 Left
000 No meaning
001 Thumb
010 Index finger
011 Middle finger
100 Ring finger
101 Little finger
X X X Reserved for future use
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A.7 Variable length data elements

A.7.1 CBEFF defines certain data elements (for example, CBEFF_BDB_challenge_response and
CBEFF_BIR _creator) that can only be encoded as variable length encodings if all abstract values are to
be supported. These data elements support abstract values that are strings of transparent octets, or of
ISO/IEC 10646 characters.

A.7.2 Patron formats should ensure that when variable length fields are encoded in SBHs it is possible to
easily determine the location of the BDB. This may require a field that encodes the length of the entire SBH.

A.8 Security Blocks

A.8.1 Earlier, non-ISO versions of CBEFF defined abstract values of MAC and SIGNATURE fo
INTEGRITY dlata element. Those versions of CBEFF defined an unstructured "signature¢block”, reqy

that the sped
of use. In ad|
conveying th

A.8.2 This
security infq
parameters)

A.8.3 CBEl
supported b}
for any SB fd
pair identifig

ific message authentication code or digital signature algorithm be inferred from the dd
dition, if encryption was used, those versions of CBEFF did not provide‘a standard w
e parameters of the encryption (such as algorithms, key references, or séssion keys) in th

version of CBEFF defines the security block (SB) as the top-evel of a structure contd
rmation for the BIR, which may include BDB encryption-information (algorithmj
BIR integrity information (algorithms, parameters, and<a signature or MAC), or both.

‘'F also defines data elements for an SB format owner*and an SB format identifier, whig
’ the CBEFF Registration Authority and together\provide a universally unique identific
rmat, analogous with BDB format identifiers."\Each SB format owner / SB format ider
s the specification of the information in the-SB of a BIR and the format of the SB. For exa

if an SB formpat supports the encryption of a BDB using any of several specified encryption algori

that SB form
be able to dg
format supp
that a proces

at would specify encodings of the SB_stich that processes that need to decrypt a BDB ¥
termine which algorithm (with what parameters) and which key to use. Similarly, if
prts the use of MACs to insure the integrity of a BIR, that SB format would specify the SH
sor could use information encoéded in the SB to verify the BIR's integrity.

r the
hiring
main
ray of
e BIR.

ining
5 and

h are
ation
itifier

ple,
hms,
vould
hn SB
such
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Annex B
(informative)

Conformance of the defined patron formats

B.1 Introduction

This |nformative annex collects information for stating conformance of the patron formats defined in
this document. This annex constitutes a patron format conformance statement (PECS)"as|specified by
ISO/IEC 19785-1, Annex A.

B.2 |Identifying information

The fpllowing table reflects where identifying information (required, By I1SO/IEC 19785-1, A.2.1) can be
found in each of the patron formats.

Table B.1 — Sources for conformance/information

. . Patron format referernce
Required Information
Clause X E.g.: Qlause 13
i)  Patron name SeeX.1 Sep13.1
ii) Patron identifier SeeX.2 Sep 13.2
Patron format owner)
iii) Patron format name See X.3 Seg 13.3
iv) Patron format identifier See X.4 Sep 13.
Patron format type)
v) Patron format ASN.1 OID See X.5 Seg 13.
vi) Domain of use description See X.6 Sep 13.
vii) Patron format version See X.7 Sep 13.
Version identifier)
viii) CBEFF version See X.8 Sep 13.
ix) (CBEFF patron fermat structure type See X.9 Sep 13.
x) $upported CBEFF-defined data elements and abstract See Table B.2 See Table B.2
Yalues
xi) Patron-defined data elements and abstract values See Clause B.4 See Clause B.4
NOTH “Fér’Clause 15 — Biometric application programming interface (BioAPI 2.0) — the patron format is defined in ISO/
IEC 1978%~1:

B.3 CBEFF-defined data elements and abstract values

Table B.2 indicates which CBEFF-defined data elements are implemented in each of the patron formats.
[SO/IEC 19785-1 requires that the following fields shall be mandatory and included in all patron format
BIR structures that contain BDBs:

— CBEFF_BDB_format_owner
— CBEFF_BDB_format_type
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