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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.
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Alist of all parts in the ISO/IEC 19785 series can be found on the ISO and IEC websites.

Support was added for additional biometric object types, including presentation attack detection

Other minor technical and editorial changes were made to correct technical requirements and to

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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Introduction

Biometric-based authentication systems and applications are expected to support multiple biometric
devices, multiple biometric data formats and multiple algorithms for feature extraction, comparison,
quality determination, presentation attack detection (PAD) and compression, possibly each from
a different vendor. The Common Biometric Exchange Formats Framework (CBEFF) promotes
interoperability of biometric-based application program and systems developed by different vendors
by facilitating biometric data interchange. This document supports such exchanges by providing
unambiguous identification of biometric organizations, formats and products, with separate registration
of 1dent1f1ers for components of products that are blometrlc products lncludlng spec1allzed products

ident
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A gen

The 1
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be rd

regisg

Biometric Registration Authority (BRA) is the entity that facilitates globally u
fication of biometric objects and biometric organizations by maintaining and publishing a registry

ique ASN.1 object identifiers. This document describes the universal identification
s assignment of unique and unambiguous identifiers, and avoids changes in identifie
eral description of the BRA responsibilities and registration services.s also included

pperability of biometric systems. Registration provides an ddentifier, but registratio
garded as a standardization procedure. Nevertheless, a§-a matter apart from regi

grithms, PAD

nambiguous

scheme that
I's over time.

ublication of the registers promotes compatibility in interchaige of biometric data and improves

n should not
stration, the

ered object may, but need not, be the subject of an intefnational, national or other stdndard.
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INTERNATIONAL STANDARD ISO/IEC 19785
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Information technology — Common Biometric Exchange

Formats Framework —

Part 2:
Biometric registration authority

1 Scope

This |document describes the identification scheme used by the Biometric Registratig

n Authority

(BRA) in preparing, maintaining and publishing registers of identifiers for bigmetric ofganizations

and :riometric objects, and provides a description of BRA responsibilities, and services
requirements and recommendations are not within the scope of this ddeument and are
separnately on the ISO/IEC JTC 1/SC 37 websiteD.

2 ormative references

The following documents are referred to in the text in sueh a way that some or all of t
consflitutes requirements of this document. For dated references, only the edition cited
undafed references, the latest edition of the referenced\document (including any amendme

ISO/IEC 2382-37, Information technology — Vocabulary — Part 37: Biometrics

ISO/IEC 19785-1, Information technology — Comimon Biometric Exchange Formats Framewd
Data plement specification

3 erms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 2
ISO/IEC 19785-1 and the following apply.

Procedural
maintained

heir content
applies. For
nts) applies.

rk — Part 1:

382-37 and

[SO apd IEC maintain terminology databases for use in standardization at the following adfiresses:

3.2

open standard

ered CBEFF

standard that is subject to vetting procedures that ensure that it is technically correct and accurate and

has wide-spread approval

3.3
register
record of assigned identifiers for CBEFF biometric organizations and biometric objects

1) ISO/IEC JTC 1/SC 37 website: https://committee.iso.org/home/jtclsc37. BRA procedural information:

https://committee.iso.org/files/live/sites/jtc1sc37 /files/ABOUT /Procedural_Information_BRA.pdf.
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4 Abbreviated terms

For the purposes of this document, the abbreviated terms given in ISO/IEC 19785-1 and the following

appl
ASN
BDB
BIR

BRA blnmna-mn ragictration anth oy
et eTFegiStatonautnorty

CBEFF  common biometric exchange formats framework

PAD
SB

5

5.1

5.1.1 Biompetric organization identifiers

y.
A Abstract Syntax Notation One
biometric data block

biometric information record

presentation attack detection

sefurity block

General

Identjfiers for biometric organizations and biometric objects

Biometric orfganization identifiers shall be expressible as 16+bit positive integers (see 5.2.4). The value
zero (0000 Hex) and the values in sequence beginning from'61440 (FO0O0 hex) to 65535 (FFFF hex) are

rese

5.1.2 Biorpetric object identifiers

rved andl are not valid biometric organization identifiers.

For a given piometric organization, biometric*objects of the same type shall have unique identifiers.
As with biometric organization identifiers;biometric object identifiers shall be expressible as 16-bit

positive integers.

5.2

5.2.1 ASN/l object identifier components are assigned to:

a)

b)

ASN.1 object identifier components

organizgtions: any/erganization concerned with the specification of biometric formats or| with
biometrjc products that either directly, or through the data that they produce, claim conformance
to or cah berused in conjunction with any international standard that uses registered bioﬂletric
organizjtion identifiers;

biometric objects: objects of various biometric categories and subcategories (see
subclauses 5.2.7 through 5.2.11), including BIR formats, BDB formats, SB formats, and biometric
products. Subcategories of specialized biometric products are defined for: capture device, feature
extraction algorithm, comparison algorithm, quality algorithm, compression algorithm and PAD
mechanism.

5.2.2 ASN.1 object identifiers are a form of worldwide unambiguous identification based on a
hierarchical tree structure and independent hierarchical registration authorities. The ASN.1 object

iden

tifier tree has arootarc, arcs beneath that root arc, arcs beneath each of those arcs, and so on, to any

depth. Arcs are identified by non-negative integer values (zero or greater) that provide unambiguous

iden

tification of an arc within the superior arc. Arcs can also be given names, but these are auxiliary to

the numerical values and are not required. Names shall consist of an arbitrary number (one or more) of
letters, digits, and hyphens. The first character shall be a lowercase letter. The last character shall not

© ISO/IEC 2021 - All rights reserved
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be a hyphen. A hyphen shall not be immediately followed by another hyphen. An object is identified by
the sequence of arc values (numerical, or for early arcs, arc names) from the root to the object.

NOTE For a comprehensive description of the ASN.1 object identifier tree, see ISO/IEC 8824-1.

5.2.3 It is possible in representations of an object identifier to imply (by the context of that
representation) identification of part of the path from the root to a node in the object identifier tree. In
the extreme case, only a single object identifier component from that implied node need be represented.
When context of the object identifier arc is not obvious, the full object identifier value should be given.

EXAMPLE

ISO/IEC 19785-1 and the ISO/IEC 19784 series use a 16-bit field to provide the identification of an

objec

5.2.4
of ur
restr
allow

supp
5.2.5

posit
{iso

}

The 4
ident|

5.2.6
body,
[SO/I

SB formats (see 5.2.9), and biometri¢ products (see 5.2.10 and 5.2.11), but only a CBEF}

regis

5.2.7
ident|
CBEH

{iso
<0rg3

and ¢
The <
of thg

| il 1o £l ot 3 Laodl £l £ i
IUCITILITICT dIt UulitCaltil d1i1 d1C uIiidat 15 lllllJllCu Lly LITCU CUITILTATL.
Components of ASN.1 object identifiers are non-negative integer values-\(z€ro

cted to positive integers, with a minimum value of 1 and a maximum value/ef65535. T
s the use of zero to encode the abstract value NO VALUE AVAILABLE inCBEFF patron
prts standards which restrict the ASN.1 object identifiers component§-to 16-bit positi

ve integer) for an ASN.1 object identifier arc under

1) registration-authority(l) cbeff(19785) biomettic-organization (0)

llocated object identifier value is unambiguous worldwide, but the CBEFF biometric
fier can also be used alone in contexts where'the preceding arcs are implied.

A biometric organization that is a recognized standards development organizatio
working group, or industry consortium) and is a producer of open standards a
EC 19785-1 is a CBEFF patron. AnyBiometric organization may register BDB format

fer a BIR format, or a CBEFF, patron format (see 5.2.7).

Successful registratien of a BIR format by a CBEFF patron records that the B
fied by an arc with &.16-bit BIR format identifier (provided by the CBEFF patron) and
F patron format identifier, under the arc

1) registration-authority(l) cbeff (19785)
nization_ Ad™> patron-format (1)}

biometric-organization (0)

nables publication of a reference to the specification of that BIR format (CBEFF pat
organization id> is either the decimal value of the 16-bit CBEFF patron identifier o
e CBEFF patron format or is an arc identifier followed by the decimal value in pare

limited magnitude. However, object identifier values used for registration .purpo

Successful registration as a biometric organization provides/.that biometric organ
a CBEFF biometric organization identifier. This is a 16-bit binary\value (that can be inte

or greater)
ses shall be
his approach
formats and
ve integers.

ization with
rpreted as a

brganization

h (standards
s defined in
5 (see 5.2.8),
" patron can

IR format is
also called a

ron format).
f the definer
ntheses. The

allocated object 1dentifier value 15 unambiguous worldwide, but the BIR format identifier can also be

used

EXAMPLE

the ar

alone in contexts where the preceding arcs are implied.

The <organization id> for patron formats defined by ISO/IEC JTC 1/SC 37 is jtcl-s
cis 1.1.19785.0.257.1

¢37(257), and

5.2.8 Successful registration of a BDB format by a biometric organization records that the BDB
format is identified by an arc with a 16-bit BDB format identifier (provided by the CBEFF biometric
organization) under the arc

{iso(l) registration-authority(l) cbeff (19785)

<organization id> bdbs (0) }

biometric-organization (0)

and enables publication of a reference to the specification of that BDB format. The <organization id> is
either the decimal value of the sixteen-bit CBEFF biometric organization identifier of the definer of the

© ISO/IEC 2021 - All rights reserved 3
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BDB format, or is an arc identifier followed by the decimal value in parentheses. The allocated object
identifier value is unambiguous worldwide, but the BDB format value can also be used alone in contexts
where the preceding arcs are implied.

5.2.9 Successful registration of an SB format by a biometric organization records that that SB format
is identified by an arc with a 16-bit SB format identifier (provided by the CBEFF biometric organization)
under the arc

{iso(l) registration-authority(l) cbeff (19785) biometric-organization (0)
<organization id > sb-formats(3)}
and enable pnh]irnfinn of a reference to the cpnrifirnfinn of that SB format The <nrgqni7ation

id> is either
arc identifieg
is unambigy
preceding af

5.2.10 Succ

the 16-bit CBEFF biometric organization identifier of the definer of the SB format
r followed by the decimal value in parentheses. The allocated object identifier

ous worldwide, but the SB format value can also be used alone in contexts/ whern
cs are implied.

bssful registration of a biometric product by a CBEFF biometric organization record

the biometric product is identified by an arc with a CBEFF biometric product identifier. This is a

binary valug| (that can be interpreted as a positive integer) for an ASN.1 objectidentifier arc undej
{iso(l) registration-authority(l) cbeff (19785) biometric-organigation (0)
<organizatilon id> products(2)}

The <organi
biometric pr
identifier va
in contexts

5.2.11 Succ
records that
biometric pi
integer) for 3

{iso (1) req
<organizati
capture-dev
{iso (1) regq
<organizati
feature-exy
{iso (1) regq
<organizatil
comparison-
{iso (1) regq
<organizati
quality-alg]
{iso (1) req

zation id> is either the 16-bit CBEFF biometric organization identifier of the owner

pduct or an arc identifier followed by the decimal yaltie in parentheses. The allocated ¢
ue is unambiguous worldwide, but the biometri¢ product identifier can also be used
vhere the preceding arcs are implied.

pssful registration of a specialized biometric product by a CBEFF biometric organiz
the specialized biometric product is identified (within its category) by an arc with a G
oduct identifier. This is a sixteen-bit binary value (that can be interpreted as a po

n ASN.1 object identifier arc under one of the arcs:
istration-authority(l) chkeff (19785)
on id>

ice(4)}
istration-authority{(1l)
on id>
raction-algoritthmt5) }
istration-authority (1)
on id>

2 lgorithm4oy
istratienSauthority (1)
on id>

orithm(7) }
igtration-authority (1)
o i d>

biometric-organization (0)
cbeff (19785) biometric-organization (0)
cbeff (19785) biometric-organization (0)
cbeff (19785)

biometric-organization (0)

cbeff (19785) biometric-organization (0)

<organizati

or an
value
e the

5 that
| 6-bit

bf the
bject
alone

ation
BEFF
sitive

compression
{iso (1) reg
<organizati
pad-mechani

-—algorithm(8) }
istration-authority (1)
on id>

sm(9) }

cbeff (19785) biometric-organization (0)

according to the category of the specialized product. The <organization id> is either the 16-bit CBEFF
biometric organization identifier of the owner of the biometric product or an arc identifier followed by
the decimal value in parentheses. The allocated object identifier value is unambiguous worldwide, but
the biometric product identifier can also be used alone in contexts where the category of the specialized
product (and earlier arcs) is implied.

5.2.12 All the above 16-bit identifiers are represented as four hexadecimal digits. These four
hexadecimal digits can also be considered as a positive integer value and the use of the hexadecimal
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format does not carry any implications of the representation of this value in machine-readable or other
material.

5.3

Biometric object type identifiers

Biometric object types include a name and the decimal value of the object type’s arc. For example,

{iso(l) registration-authority(l) cbeff (19785) biometric-organization (0)
<organization id> object-type (xx) }

where xx is the decimal value of the object type's arc and object-type is the name.

6 H

6.1

The |
This
and i

biometric Registration Authority

Identification

htest versions of CBEFF registers may be found at the web site maintained by the ¢
web site contains all information relevant to applicants, including application proce
hformation on existing CBEFF registrations.

All applications for registration or enquiries about the registers-maintained by the BRA

subje]

The 1

6.2

The H
objed

ct "Re: Biometric Registration Authority".

ame and contact information of the BRA can be found @t https://www.iso.org/mara.

Services and responsibilities

RA is the entity responsible for accepting and'reviewing applications for registration
ts and biometric organizations in a public register for unique identification. Th

the idlentification scheme outlined in this.decument to ensure universally unique regis

inter

Procg

pperability with CBEFF objects.

dural requirements on the operation of the BRA are not within the scope of this docu

urrent BRA.
dures, forms

shall have a

of biometric
e BRA uses
trations and

ment.
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