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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
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Consortium Working Group. The last official non-ISO/IEC release of this document was designated
Version 1.1, the first version of this document (ISO/IEC 19785-1:2006) was designated Version 2.0,
and the ISO/IEC 19785-1:2015 version was designated Version 3.0. This version of the document is
designated Version 4.0 to distinguish the versions of CBEFF products in the marketplace. Version 4.0
is backward compatible with Version 3.0, but the data element names related to PAD have changed.

Alist of all parts in the ISO/IEC 19785 series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

The Common Biometric Exchange Formats Framework (CBEFF) promotes interoperability of biometric-
based applications and systems by specifying standard structures for biometric information records
(BIRs) and a set of abstract data elements and values that can be used to create the header part of a
CBEFF-compliant BIR.

A BIR is a data structure containing biometric data and descriptive data elements in accordance with
the requirements specified in this document. BIRs are typically stored in a database or transmitted
between systems or parts of systems. A BIR always has at least two parts: a standard biometric header

7 also have a

(SBH and atleast one biometric data block (RnR) that contains the biometric data It ma
third|part called the security block (SB). CBEFF places no requirements on the content'q
of a BDB except that its length shall be an integral number of octets. As an example~of‘a
see the ISO/IEC 19794 series and ISO/IEC 39794 series of documents which specify stand
formats for several biometric types. BIRs are typically stored in a database or transmit
systejms or parts of systems.

The
abstr]
BIRs.

rimary purpose of CBEFF is to define abstract data elements (data elements with a s
act values with their semantics) that are expected to be of genefal utility as parts ¢
This document defines these data elements.

CBEH
biom
wher

F requires that a Biometric Registration Authority (BRA)-exists to assign unique i
ptric organizations, BDB formats, SB formats and other, CBEFF entities; to publish th
e appropriate; and to ensure that no conflicts occur between identifiers.

A CB
biom
a bio
an of
grou
are npt CBEFF patrons). A CBEFF patron obtains a biometric organization identifier from t
Regigtration Authority but has privileges’beyond those of ordinary CBEFF biometric orgs
can define, register and publish one oy more CBEFF patron formats.

EFF biometric organization is any organization; public or private, that requests an
btric organization identifier from the BRA. A _CBEFF patron is an organization (r
metric organization) that specifies, or intefids to specify, one or more CBEFF patro
en and public manner. Only public standards organizations such as a standards b

A CBEFF patron format is a full specification of encodings for a particular domain of use and

a CBHFF patron. A CBEFF patfon format implements some or all of the abstract values of the
elem¢nts defined in this document (possibly with additional abstract values determined H
patrdn) and supports one:0r more BDBs containing biometric data. The biometric organizat
of a BEFF patron can\(but need not) be encoded in BIRs conforming to the patron format
that (BEFF patronyAs’new technologies evolve, the need for new encoding rules (or suppo
diffejent CBEFF-data elements) may require new CBEFF patron formats for a given domain

CBEHF alse-defines the concept of a CBEFF BDB format owner. A CBEFF BDB format

nd encoding
BDB format,
ardized BDB
ted between

et of defined
f the SBH in

dentifiers to
e identifiers

d receives a
egistered as
n formats in

y, working

d
, or industry consortium, can register‘as CBEFF patrons (other CBEFF biometric o(ﬁ‘ganizations

he Biometric
inizations: it

leveloped by
e CBEFF data
y the CBEFF
on identifier
s defined by
't of more or
bf use.

owner is an

organization (registered as a CBEFF biometric organization) that specifies one or more
specifications. A BDB format owner obtains a CBEFF biometric organization identifier fro

BDB format
the BRA. A

BDB tormat owner can be a public standards organization (that would also qualify as a CBEFF patron)
or any organization that has a need to define its own vendor-specific BDB formats, whether they are to
be published or not.

A CBEFF BDB format owner defines one or more BDB formats and assigns a unique BDB format identifier.
The combination of the BDB format identifier and the format owner’s biometric organization identifier
unambiguously identifies the BDB format. A BDB format identifier and the corresponding format may,
but need not, be registered with the BRA.

CBEFF also defines the concepts of a CBEFF biometric product owner, as well as owners or vendors
for the following specific product types: capture device, feature extraction algorithm, comparison
algorithm, quality algorithm, compression algorithm and presentation attack detection (PAD)
mechanism. A CBEFF biometric product owner is an organization (registered as a CBEFF biometric
organization) that assigns a biometric product identifier to a biometric product. A biometric product

© ISO/IEC 2020 - All rights reserved vii
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owner can be a public standards organization such as a standards body, working group, or industry
consortium (such an organization would also qualify as a CBEFF patron), or any organization, such as
a vendor or integrator, that has a need to assign biometric product identifiers to biometric products.
A given organization can be the owner of one or more entities in one or more of these categories (also
including BDB formats and SB formats as additional categories), with no restrictions on the number of
entities owned by the organization or to which categories those entities may belong.

A CBEFF biometric product owner assigns biometric product identifiers to one or more biometric
products. The identified products can be hardware or software products or a combination of hardware
and software. Examples of biometric products are biometric service providers (BSPs) as defined by
ISO/IEC 19784-1, biometric transforming applications, and specific product types mentioned in the
previous pa ; i i T i1 i ;i i1 ;i T duct
within those¢ that have been assigned an identifier by the biometric product owner. A biemetric

product ider vners
of specialize
algorithms,

(such as cap
specialized |

tifier can, but need not, be registered with the BRA. Similarly, biometric produict’oy
d biometric products (such as capture devices, feature extraction algorithms; ¢c6mpa
quality algorithms, compression algorithms, or PAD mechanisms) assigh ident
fure device type identifiers, feature extraction algorithm identifiers, gt¢;))"to one or
iometric products. Such biometric product owners may be more specifically referred

rison
ifiers
more
to by

using the name of the specialized biometric product (for example capture device owners and fepture

extraction algorithm owners).

her is
r to a
body,
n), or
to SB

CBEFF also dlefines the concept of a CBEFF security block format owner. A CBEFF SB format ow
an organization registered as a CBEFF biometric organization that assigns a SB format identifie
SB format. A|CBEFF SB format owner can be a public standards orgdnization such as a standards
working gropp, or industry consortium (such an organization would also qualify as a CBEFF patrg
any organizjtion, such as a vendor or integrator, that has a need to assign SB format identifiers
formats. A SB format owner can also, but need not, be a BDB format owner and vice versa.

rmat
er by

A CBEFF SB format owner assigns SB format identifiers to one or more SB formats. A SB fq
identifier unambiguously identifies a SB format witliiir those that have been assigned an identif

the biometri

This documg
CBEFF BIR s
for the speci

This documg
so that the p
patron form

This docum¢

SB format owner. A SB format identifiet may, but need not, be registered with the BRA.

nt specifies a simple CBEFF BIR structure, a complex CBEFF BIR structure, and a mu
'ructure (which allows BIR formats with one or more sub-BIRs) and gives the requirer
fication of a CBEFF patron format based on these abstract data structures.

nt also specifies a self-idéntifying concept that can be applied to all CBEFF BIR strud
htron format can be identified during processing of the SBH without prior knowledge
it type.

ent also specifies transformations of BIRs from one CBEFF patron format into a diff

Itiple
nents

tures
Of the

erent

CBEFF patragn format.

Clause 5 spefifies the Conformance requirements for CBEFF patrons that define CBEFF patron formats.
It also spedifies. the conformance requirements for biometric transforming applications and for
implementations’claiming conformance to a specific patron format.

Clause 9 specifies the CBEFF-defined abstract data elements and the transformation requirements for
each data element. CBEFF permits CBEFF patrons to specify additional abstract data elements.

Annex A is normative. It defines a patron format conformance statement for patrons to complete and
publish as part of their patron format specifications as assurance that the format fully complies with
CBEFF requirements.

Annex B is informative. It explains the naming conventions used for data elements and abstract values
specified in this document and in ISO/IEC 19785-3.

ISO/IEC 19785-2 describes the universal identification scheme used by the BRA (which is identified
on the webpage https://www.iso.org/maintenance_agencies.html). Procedural information for the
BRA is included on the ISO website (https://committee.iso.org/files/live/sites/jtc1sc37/files/ABOUT/
Procedural_Information_BRA.pdf). ISO/IEC 19785-3 specifies several patron formats for which 1SO/
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IEC JTC 1/SC 37 is the CBEFF patron. ISO/IEC 19785-4 specifies several SB formats for which 1SO/
IEC]JTC 1/SC 37 is the CBEFF patron.
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Information technology — Common Biometric Exchange
Formats Framework —

Part 1:
Data element specification

1

S

This

S|

—

<

—

d

This

spec

This

and i
a sec

BIR

integ

This
patrd

The f

t
B

¢

cope
Hocument defines:

tructures and data elements for biometric information records (BIRs);

onforms with CBEFF requirements;

he concept of a CBEFF patron format, which is a published BIR format specification t
yith CBEFF requirements, specified by a CBEFF patron;

he abstract values and associated semantics of a set(of CBEFF data elements to be
efinition of CBEFF patron formats;

document describes methods to define CBEEF“patron formats using CBEFF data

iLy the structure of BIRs, including the standard biometric headers (SBHs).

ocumentalso provides the means for identification of BDB formatsin a BIR, but the sta

urity block (SB) as a means for BIRS to carry information about the encryption of

aJIrlld about integrity mechanisms.applied to the BIR itself. The structure and content
withi

the scope of this document, Further, the specification of encryption mechanisms for
ity mechanisms for BIRs-is' ot within the scope of this document.

document specifies transformations from one CBEFF patron format to a diffe
n format.

bllowing are not within the scope of this document:

he encoding-of the abstract values of CBEFF data elements to be used in the specificat
atron formats; and

he concept of a domain of use to establish the applicability of a standard or speciffication that

hat complies

used in the

elements to

hdardization

hteroperability of BDB formats is notwwithin the scope of this document. This documfent provides

h BDB in the
of SBs is not
BDBs and of

rent CBEFF

ion of CBEFF

roteetion of the privacy of individuals from inappropriate dissemination and use ofbiTmetric data.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 2382-37, Information technology — Vocabulary — Part 37: Biometrics

[SO/IEC 10646, Information technology — Universal coded character set (UCS)
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3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 2382-37 and the
following apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

31

biometric data blocKk Tormat identifier
BDB formatfidentifier

unique (within a biometric organization) identifier of a format for a biometric data block (BBB), where
that format|has been fully defined by a Common Biometric Exchange Format Framework (CBEFF)
biometric organization (3.15) called the BDB format owner (3.3)

Note 1 to entfy: The BDB format identifier value is NO VALUE AVAILABLE when the BDB)does not conforin to a
defined format.

3.2
biometric data block format
BDB forma
format of a piometric data block (BDB) defined by a Common Bioptetric Exchange Format Framework
(CBEFF) biometric organization (3.15)

Note 1 to entr}y: The BDB format value is NO VALUE AVAILABLE whén'the BDB does not conform to a defined fgrmat.

3.3
biometric data block format owner
BDB formatj owner

Common Biometric Exchange Format Framework{CBEFF) biometric organization (3.15) that defines a
BDB format (3.2) and assigns to it a BDB format identifier (3.1)

Note 1 to entfry: The BDB format owner value*is NO VALUE AVAILABLE when the BDB does not conformn to a
defined formgt.

3.4
biometric data block
BDB
block of datq containing biometric information which may or may not conform to a defined format

Note 1 to entfy: The BDB4snormally opaque to the processing of a standard biometric header (SBH) (3.51) pnd is
not required fo be self>delimiting.

3.5
biometric information record
BIR

data structure containing one or more biometric data blocks (BDBs) (3.4) together with information
identifying the BDB formats, and possibly further information, i.e. whether a BDB is encrypted or the
BIR is signed

3.6

biometric object

an entity or concept related to the field of biometrics that fits a category definition as established by an
international standard and that may be registered by the BRA

Note 1 to entry: Examples of biometric object categories include, but are not limited to, biometric data blocks
(BDBs) (3.4), biometric products (3.7), and security blocks (SBs) (3.43). Some international standards which
define types of biometric objects include ISO/IEC 19784-1, ISO/IEC 19785-3, all parts of ISO/IEC 19794 and
ISO/IEC 39794.
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Note 2 to entry: Biometric objects can, but need not, be registered by the BRA. For example, BDBs that do not
conform to a defined format are not registered by the BRA.

3.7

biometric product

software or hardware product or a combination of software and hardware, which is assigned a
biometric product identifier (3.8) by a Common Biometric Exchange Format Framework (CBEFF) biometric
organization (3.15) called the biometric product owner (3.9) of the biometric product

3.8

owner (3.9)

3.9
biometric product owner
Common Biometric Exchange Format Framework (CBEFF) biometric organization (3.15) [that assigns
biomg¢tric product identifiers (3.8) to biometric products (3.7)

Note ] to entry: The organization may or may not be the manufacturer of the products.

3.10
Bionjetric Registration Authority
BRA
registration authority (3.42) that facilitates the globally unambiguous identification of biometric objects
(3.6)[and biometric organizations by maintaining and $publishing a register of unique ASN.1 object
identjfiers

Note ] to entry: The BRA is managed separately from ISQ/IEC JTC 1.

Note 2 to entry: The BRA is responsible for managifig the application process for assignment and rjegistration of
identifiers, including the assurance of identifier,uniqueness.

biomletric transformation

target patron format

Note ] to entry: This can (but'need not) include processing of the content of the biometric data blo¢k (BDB) (3.4).
See 923 and 9.26.

capture device type
hardyvare product or a combination of software and hardware which is assigned a capturg device type
identlifier (3.13Yby a Common Biometric Exchange Format Framework (CBEFF) biometric organization (3.15)

identifier assigned to a capture device by a capture device type owner (3.14) that unambiguously (given
the capture device type owner) identifies the capture device

3.14

capture device type owner

Common Biometric Exchange Format Framework (CBEFF) biometric organization (3.15) that assigns
capture device type identifiers (3.13) to capture devices

Note 1 to entry: The organization may or may not be the manufacturer of the capture devices.
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Common Biometric Exchange Format Framework biometric organization
CBEFF biometric organization

any organization, public or private, that requests and receives a biometric organization identifier from
the Biometric Registration Authority (3.10)

Note 1 to entry: A CBEFF biometric organization can define biometric data block (BDB) formats (3.2), assign
BDB format identifiers (3.1) to them, assign biometric product identifiers (3.8) to biometric products (3.7), assign
capture device identifiers to capture devices, assign feature extraction algorithm identifiers (3.33) to feature
extraction algorithms (3.32), assign comparison algorithm identifiers (3.25) to comparison algorithms (3.24),
assign quality algorithm identifiers (3.40) to quality algorithms (3.39), assign compression algorithm identifiers

(3.29) to compression algorithms (3.28), assign presentation attack detection (PAD) mechanism identifiers (3.

PAD mechanis
the organizat

3.16

Common Bi
CBEFF biom
unique ident
Registration

3.17
Common Bi

ms (3.36), and define security block (SB) formats (3.44) and assign SB format identifiers to-th
on is also accepted as a CBEFF patron, it can also define CBEFF patron formats.

pmetric Exchange Format Framework biometric organization identifier

etric organization identifier

ifier assigned to a CBEFF biometric organization (3.15) when it registérs with the Bion
Authority (3.10)

pmetric Exchange Format Framework patron

CBEFF patron

recognized 9§
industry con
(3.10)asaC

3.18
Common Bi

sortium) that has been accepted for registration with the Biometric Registration Aut
BEFF patron, and that can therefore specify one ermore CBEFF patron formats (3.18)

pmetric Exchange Format Framework patron format

CBEFF patron format

format for a
Note 1 to enty

3.19
Common Bi

piometric information record (BIR) (3.5) that is fully defined by a CBEFF patron (3.22)

y: See 7.2,7.3, 7.4 and 7.5.

pmetric Exchange FormatFramework patron format identifier

CBEFF patron format identifier

identifier fol
identifier (3.

a CBEFF patron format (3.18) that is unambiguous within the context of a CBEFF p
P1)

3.20
Common Bi

pmetric Exchange Format Framework patron format structure type

CBEFF patron format)structure type

CBEFF BIR s

[ructure types that may be used to define a CBEFF patron format (3.18)

37) to
em. If

hetric

tandards development organization (which can be asstandards body, working group, or

hority

atron

Note 1 to entr

y~The possible structure types are Simple CBEFF BIR (3.48), Complex CBEFF BIR (3.27) and M

Lltiple

CBEFF BIR (3.35) (any of which may be self-identifying).

3.21

Common Biometric Exchange Format Framework patron identifier
CBEFF patron identifier
CBEFF biometric organization identifier (3.16) of a CBEFF patron (3.17)

3.22

Common Biometric Exchange Format Framework root header

CBEFF root

header

CBEFF standard biometric header (3.51) that precedes all other standard biometric headers in a complex
CBEFF BIR structure (3.27) or a multiple CBEFF BIR structure (3.35) and which does not have a biometric
data block (BDB) (3.4) associated with it
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3.23

Common Biometric Exchange Format Framework sub-header

CBEFF sub-header

CBEFF standard biometric header (3.51) in a complex CBEFF BIR structure (3.27) that follows the CBEFF
root header (3.22) and that either immediately precedes a biometric data block (BDB) (3.4) or is followed
by further CBEFF sub-headers

Note 1 to entry: See 7.3.

3.24
comparison algorithm

algor Anan AL e e Nne .. 1 0 ., .. 1 AT ALeeln l.ll‘ 1 gleren 2

ASULES S - : S 2 bic s-(or between
etric reference and a biometric probe), and which may be assigned a compafis¢n algorithm
identlfier (3.25) by a CBEFF biometric organization (3.15)

3.25
comparison algorithm identifier
ident|fier assigned to a comparison algorithm (3.24) that unambiguously identifies the algdrithm, given
the cpmparison algorithm owner (3.26)

3.26
comparison algorithm owner
Common Biometric Exchange Format Framework (CBEFF) biometric organization (3.15) that assigns
compfarison algorithm identifiers (3.25) to comparison algorithms(3.24)

Note [1 to entry: The organization may or may not be thédntellectual property owner of the comparison
algorithms (3.24).

3.27
complex Common Biometric Exchange Fermat Framework biometric information record
strugture

compllex CBEFF BIR structure

strucfture for a CBEFF BIR that can contain multiple biometric data blocks (BDBs) (3.4), eath having its
own ftandard biometric header (SBH).(3:51), plus additional SBHs that express the relationships among
the BDBs

Note ] to entry: See 7.3.

3.28
compression algorithm
algorjthm which performs compression of a biometric sample or biometric template fand may be
assighed a compression algorithm identifier (3.29) by a Common Biometric Exchange Formay Framework
(CBEKF) biometxic-organization (3.15)

3.29

ression algorithm identifier
ler assigned to ompression algori

g d LI rithm, given
the compression algorithm owner (3.30)

3.30

compression algorithm owner

Common Biometric Exchange Format Framework (CBEFF) biometric organization (3.15) that assigns
compression algorithm identifiers (3.29) to compression algorithms (3.28)

Note 1 to entry: The organization may or may not be the intellectual property owner of the compression
algorithms (3.28).

3.31

domain of use

application space defined by a Common Biometric Exchange Format Framework (CBEFF) patron (3.17)
where a CBEFF patron format (3.18) specified by that patron is intended to be used
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feature extraction algorithm
algorithm which is assigned a feature extraction algorithm identifier by a Common Biometric Exchange
Format Framework (CBEFF) biometric organization (3.15)

3.33

feature extraction algorithm identifier
identifier assigned to a feature extraction algorithm (3.32) that unambiguously (given the feature
extraction algorithm owner [3.34]) identifies the algorithm

3.34

feature ext
Common Bid
feature extrd

Note 1 to ent
algorithms.

3.35

action algorithm owner
5

metric Exchange Format Framework (CBEFF) biometric organization (3.15) that(ag
ction algorithm identifiers (3.33) to feature extraction algorithms (3.32)

y: The organization may or may not be the intellectual property owner of the fedature extr

multiple C
structure

mmon Biometric Exchange Format Framework biometric information re

multiple CBEFF BIR structure

structure fo
(see 3.27)

3.36

a CBEFF BIR that can contain one or more BIRs and that“is not a complex CBEF

presentation attack detection mechanism

PAD mechal
mechanism
identifier (3.3

nism
for the automated detection of presentationyattacks, that is assigned a PAD mech
7) by a Common Biometric Exchange Formatkramework (CBEFF) biometric organization |

3.37

presentation attack detection mechanism identifier

PAD mechal
identifier ass
the PAD mec|

3.38

hism identifier
igned to a PAD mechanism (3.36) that unambiguously identifies the mechanism when
hanism vendor (3.38)

presentation attack detection.mechanism vendor

PAD mecha;
Common Bio
mechanism i

3.39
quality alga
algorithm t}h

hism vendor
metric Exchange Format Framework (CBEFF) biometric organization (3.15) that assign
Hentifiers (3:87) to PAD mechanisms (3.36)

rithm
atassesses the quality of a biometric sample and may be assigned a quality algo

signs

hction

cord

F BIR

1nism
3.15)

civen

5 PAD

rithm

HANY L CDOT L 2 101

identifier (
3.40

faay 2 { £ L
U Oy a COLTT UTOTITC T TC OT GUTITZU tIont (O L0

quality algorithm identifier
identifier assigned to a quality algorithm (3.39) that unambiguously identifies the algorithm, given the

quality algor
3.41

ithm owner (3.41)

quality algorithm owner
Common Biometric Exchange Format Framework (CBEFF) biometric organization (3.15) that assigns
quality algorithm identifiers (3.40) to quality algorithms (3.39)

Note 1 to entry: The organization may or may not be the intellectual property owner of the quality algorithms (3.39).
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Note 2 to entry: For the purposes of this document, quality algorithm owner is generally synonymous with the

term

3.42

‘quality algorithm vendor” used in some parts of the ISO/IEC 19794 series.

registration authority

RA

entity appointed by ISO to fulfil the registration services in a registration authority standard

Note 1 to entry: See also Biometric Registration Authority (3.10).

3.43

security block

SB
block
data

3.44
secu
form
biom¢

3.45

secu
uniqu
form
orgar

3.46

secu
Comn
secur

3.47

of data with a defined format that contains information concerning the encryption
blocks (BDBs) in a biometric information record (BIR) (3.5) and the integrity of the’BIR

ity block format
it of a security block (3.43) defined by a Common Biometric Exchangé-Kormat Framey
ptric organization (3.15)

ity block format identifier

e (within a biometric organization) identifier of a formratfor a security block (3.43)
it has been fully defined by a Common Biometric Exchange Format Framework (CBE}
ization (3.15), called the security block format ownetA3.46)

ity block format owner

of biometric

bork (CBEFF)

, where that
'F') biometric

hon Biometric Exchange Format Framework (CBEFF) biometric organization (3.15) that defines a

ity block format (3.44) and assigns to itaSecurity block format identifier (3.45)

stru

self-i
struc
self i
by re

Note

3.48

ture

entifying CBEFF BIR structure
ture for a CBEFF BIR thatuicludes the character string “SBIR” and the data elements
d_owner and CBEFF_BIR=self_id_type in the SBH to allow determination of the patron
hding the contents.ofithe header without prior knowledge of the CBEFF patron format

self-{entifying Common Biometric-Exchange Format Framework biometric inform3

| to entry: See 7.5, 9.5 and 9.6.

simp,

e Common Biometric Exchange Format Framework biometric information recoz

simple CBEFF BIR structure
strucfurefor a CBEFF BIR that contains precisely one standard biometric header (SBH) (3.5
morelbiometric data blocks (BDBs) (3.4)

tion record

CBEFF_BIR_
format type
(3.18)

d structure

[) and one or

Note 1 to entry: See 7.2.

3.49

source biometric information record
source BIR

Common Biometric Exchange Format Framework biometric information record (3.5) (CBEFF BIR) that is
the input to a transforming application
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biometric product

biometric product (3.7) which is in one of the categories: capture device, feature extraction algorithm
(3.32), comparison algorithm (3.24), quality algorithm (3.39), compression algorithm (3.28), or PAD
mechanism (3.36)

Note 1 to entry: A specialized biometric product can be registered both as a specialized biometric product of the
appropriate category and as a (general) biometric product.

3.51
standard bi
SBH

ometric header

part of a Co
record (BIR)

mmon Biometric Exchange Format Framework (CBEFF) compliant biometric inforn
(3.5) structure that provides encodings for abstract values of CBEFF data element

enables an application to obtain knowledge about the format of the biometric data blocks'(BDBs)

that are conf

Note 1 to entr
is provided in

3.52

ained in the BIR without having to process the BDBs themselves

y: BDBs are not required to be (and generally are not) self-identifying. Identification of BDB fo
CBEFF data elements.

target biometric information record

target BIR
Common Big
the output B

metric Exchange Format Framework biometric informationtecord (3.5) (CBEFF BIR) t
[R of a transforming application

ation
5 and
(3.4)

rmats

hat is

4 Abbreyiated terms

BDB bipmetric data block

BIR bipmetric information record

BRA bipmetric registration authority

BSP bipmetric service provider

CBEFF  common biometric exchange formats framework
MAC message authentication code

PAD presentation attack detection

PFCS patron forimat conformance statement
SB serurity’block

SBH standard biometric header

UTC Coordinated Universal Time (see the ISO 8601 series)

5 Conformance

5.1 A conforming CBEFF patron:

a) shall define CBEFF patron formats in accordance with the requirements of 7.2 (CBEFF simple BIR
structure) or in accordance with the requirements of 7.3 (CBEFF complex BIR structure) or in
accordance with the requirements of 7.4 (multiple CBEFF BIR structure), any of which may be self-
identifying as described in 7.5; and

© ISO/IEC 2020 - All rights re
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b) shall include in the specification of a patron format:
1) the (human-readable) name of the CBEFF patron,
2) the decimal and hex values of the patron identifier assigned by the BRA,
3) the (human-readable) patron format name,

4) the decimal and hex values of the patron format identifier that the CBEFF patron has assigned
to this patron format,

5) the full ASN.1 object identifier for this patron format in both ASN.1 value notation and in XML

vatue iotatiom formmats;

a description of the intended domain of use,

)

7) the version identifier of the patron format,
) the version of CBEFF under which the patron format is specified,
) the CBEFF patron format structure type,

1§0) the specification of the CBEFF-defined data elements and abStract values that are fupported,

1f1) the specification of any additional, patron-defined data’elements and abstract vaJues that are
supported, and

c) shallinclude a completed patron format conformance'statement in its patron format specification.

5.2 | A conforming biometric transformation impletnentation shall transform a BIR in one JBEFF patron
format into a BIR in the same or a different CBEEF patron format in accordance with the requirements of
Clause 8.

5.3 [An implementation shall claim te~support a CBEFF patron format if and only if it |s capable of
ing abstract values into or decoding abstract values from that CBEFF patron format.

iometric identifiers

Biomgptric systems are expected to support multiple biometric devices, multiple biometric data formats,
and multiple algorithms)for feature extraction, comparison, quality assessment, compressijon, and PAD,
possiply each from a-different vendor. Unambiguous identification of biometric organisatipns, formats,
and products, iichiding specialized products like capture devices, feature extraction| algorithms,
complarison algérithms, quality algorithms, compression algorithms, and PAD mechanisis, supports
the interoperability of biometric components developed by different vendors.

The jdédtification scheme used for registering biometric identifiers with the BRA is addressed by
[SO/I =2: i i i fctdentifiers and
their publication to facilitate use by biometric applications. Details regarding the current BRA are
included at https://www.iso.org/maintenance_agencies.html.

7 Biometric information record (BIR) structures
7.1 General

7.1.1 CBEFF allows the specification of CBEFF patron formats based on several CBEFF patron format
structure types including the simple CBEFF BIR structure (see 7.2), the complex CBEFF BIR structure
(see 7.3), or the multiple CBEFF BIR structure (see 7.4). Each of the BIR structures may be self-identifying
by implementing the requirements in 7.5. CBEFF patrons should select the patron format structure type
that best meets the requirements of their domain of use.
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NOTE The ability for BIR structures other than simple CBEFF BIR to be self-identifying is new to this version
of this document.

7.1.2 CBEFF patron formats may, but need not, be registered and have their patron-assigned identifiers
published by the BRA. Patron formats that are not registered may not be usable in environments where
interoperability or transformation of BIRs is a requirement.

7.1.3 It is intended that a single CBEFF patron format would normally be the only patron format
used in a given domain of use, so its identification could be implicit in that domain of use. Where more
than one CBEFF patron format is needed in a given domain of use (perhaps for historical reasons), the

identificatio

of the multiple patron formats is by local means, which could, but need not, make

se of

a registered
for that dom

patron format identifier, or of an identification issued by a CBEFF patron that is recog

structure. CBEFF Version 4.0 (this version) extends the concept of the self-identifying BIR to a

structures.

7.1.4 ACB
to them. BD
identifier sh
organization
or SB format
the pair “SB

may (but neg

7.1.5 One
The combing

EFF biometric organization can define BDB formats and SB formats and assign ident

B format and SB format identifiers shall be integers within the range 1 to 65535.

hll be unambiguous within the BDB formats or SB formats defined by the CBEFF bion

The biometric organization is called the BDB format owner onSB/format owner of tha
. The pair “BDB format owner — BDB format identifier” thus_identifies the BDB formg
format owner — SB format identifier” identifies the SB format. The BDB or SB format d
d not) register the BDB or SB format identifier with the-BRA.

pf the goals of CBEFF is to uniquely identify the format of every BDB and SB within :
tion of BDB or SB format owner and BDB or SB:format identifier meets this objective.

7.1.6 Another goal of CBEFF is to enable the unigue-identification of the originator of a BDB

a BIR. The c
format, mee
to a softwar
organization

bmbination of BDB product owner and BDB product identifier, when included in a p
s this objective. A CBEFF biometriczorganization can assign a biometric product ider
e or hardware product. The product may (but need not) be produced or specified b}

A biometric product identifier-shall be an integer within the range 1 to 65535 and

be unambigfious within the biometric products that have been assigned an identifier by that

biometric o
product. The
The biometr

'ganization. The biometri¢ organization is called the biometric product owner o
pair “biometric productowner — biometric product identifier” thus identifies the pr¢
¢ product owner may;but need not, register the biometric product identifier with the

nized

ain of use. The previous CBEFF (Version 3.0) added the concept of the self-identifyzinig BIR

1 BIR

ifiers
Each
hetric
t BDB
tand
wner

n BIR.

Uithin
atron
itifier
/ that
shall
BEFF
that
duct.
BRA.

7.1.7 Another goal of CBEFF is to enable the unique identification of specialized biometric proj

(capture de
compression
stages of its
organization

vice types; feature extraction algorithms, comparison algorithms, quality algori

ducts
hms,

algorithims, and PAD mechanisms) that were used to produce a BDB, possibly at different
lifecyele: The combination of specialized biometric product owner identifier (a biometric
identifier) and the specialized biometric product identifier (such as a capture devicg type

identifier) meets this objective. A CBEFF biometric organization can assign an identifier to a specialized
biometric product, which may (but need not) be produced or specified by that organization. The biometric
product identifier shall be an integer within the range 1 to 65535 and shall be unambiguous within the
capture device types that have been assigned an identifier by that CBEFF biometric organization. The
biometric organization is called the owner of that specialized biometric product. The pair of owner and
product identifiers thus uniquely identifies the biometric product. The owner may, but need not, register
the specialized biometric product identifier with the BRA. Referencing an unregistered identifier is not
permitted. The provisions in this subclause (7.1.7) also apply to any specialized biometric products.

7.1.8 For mandatory CBEFF data elements, the abstract value NO VALUE AVAILABLE shall only be used
if specified as a valid abstract value by this document. Otherwise, NO VALUE AVAILABLE may not be
added by patron format specifications to avoid inclusion of mandatory data elements.
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7.1.9 CBEFF defines certain data elements in Clause 9 to be "optional." This means that a patron
format may require such a data element to always be included in an encoding of the patron format, to

never be included, or to be included only under certain conditions. If the patron format

requires the

data element to never be included, then the patron format shall define no abstract values or encodings

for that data element, and any transformations from or to that patron format will assume

value NO VALUE AVAILABLE for that data element. If the patron format requires the data

always or conditionally be included, then an encoding for the abstract value NO VALUE AVA
be specified, and encodings for other abstract values of the CBEFF data element may be

the abstract
element to
ILABLE shall
specified as

options of the patron format. CBEFF patron formats that include data elements marked "Optional” shall

enumerate the CBEFF-defined abstract values that are supported in that patron format.

7.1.1
speci

D CBEFF imposes no requirement regarding the order of data elements in a(pg
fication, except for self-identifying CBEFF BIR structures (see 7.5).

7.1.11 CBEFF imposes the general requirement that an entire SBH shall not be encrypted
in an|environment in which all information is encrypted. One of the important-goals of (
ifations using biometric data be able to easily determine whether they need to process a

a) shall be encrypted using specified* encryption algorithms, specified dynamically i
sftatically in the BIR specification;

b) shall not be encrypted;

c) ay be optionally encrypted using specified encryption algorithms or using ar

(dynamically or statieally) encryption algorithms.

Specifying that encryption or integrity is to be used normally requires identification of a
or infegrity algofithm and agreement between parties on parameters and keys associate
algorjthms. Thi§ document does not predetermine the means of agreement on these e
integfity parameters, but it does provide a CBEFF data element (the SB) for the specifi
encryptionand integrity algorithm(s) used, as well as CBEFF data elements that identify th
contgntof the SB.

tron format

unless used
BEFF is that
BDB without

g to examine the contents of the BDB itself. The data elements encoded’in unencryptedl SBH enable

hta elements
ocessed. See

de) or digital
hature. If the
romplex BIR,

n the SB or

y identified

N encryption
d with those
ncryption or
cation of the
e format and

7.1.14 A BDB shall be an integral multiple of eight bits.

NOTE There is no CBEFF-defined data element for length determination of the BDB, as this i
issue that is not relevant at the abstract (coding-independent) level.

7.2 Defining a CBEFF patron format using the simple CBEFF BIR structure

7.2.1 General

s an encoding

In a CBEFF patron format for a BIR that is specified using the simple CBEFF BIR structure, fields
corresponding to CBEFF data elements shall be included as part of a single SBH (see 7.2.2). The SBH
shall be followed by a field that contains one or more BDBs (see 7.2.3). The BDBs may be followed by a

© ISO/IEC 2020 - All rights reserved
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security block (SB) (see 7.2.4) in some or in all instances of the BIR, as specified by the CBEFF patron
format. Figure 1 illustrates such a BIR. Each section of the BIR is defined in the following sub-clauses.

Figure 1 — Simple BIR structure

SBH One or more BDBs SB (optional)

The simple CBEFF BIR structure permits more than one BDB to be associated with one SBH. This
could be desirable, for example, if several BDBs of different types are generated by a single interaction
between a user and a biometric device (e.g. the captured data of several fingers, the processed templates
and the PAD data) and the application deems it valuable to keep the BDBs together as a group. In some

instances, t

NOTE A4
in a complex
implementati

A patron foi
of locating

information
data elemen
values to pr
but a CBEFF
successful in

7.2.2 Stan

7.2.2.1 Th
BIR specifiec

7.2.2.2 Th
(optionally)

the BDBs to |
specified dat

7.2.2.3
structure:

a)
b)
‘)

Iti

CBEFF_H
CBEFF_J
CBEFF_J

£ 4 £l o PDNDC Lada i f 3 £l ot 1d o+l o 3 Lad 1: £ads
CTOTTITatS OT e D D DS THCTOUCTIITOT TITa CroTT crra e vv oo O TrC T v s T ot o pcatC T Cact

imilar result could be achieved if each BDB had its own SBH and the resulting BIRs were col
BIR structure or multi-BIR structure, but CBEFF supports the application designér maki
bn decision based on the specific situation.

mat that supports more than one BDB associated with an SBH shallptrovide the n
pach BDB, the means of knowing how many BDBs there are, and-suitable descr
about each BDB, including the CBEFF_BDB_format_owner and £BEFF_BDB_format
s for each BDB. It is not in the scope of this document to specify/data elements and ab:
ovide such means (except for CBEFF_BDB_format_owner and>CBEFF_BDB_format_
patron has the authority to specify suitable data fields and-values as needed to ach
hplementation.

dard biometric header (SBH)

s subclause specifies the requirements for CBEFF patrons that define an SBH for us
using the simple CBEFF BIR structure.

e SBH shall be a fully specified encoding of abstract values of CBEFF data elements, tog
with additional data elements and abstract values specified by the CBEFF patron. If 3
pe used with a patron format aremot self-delimiting, that patron format shall include pa
a elements and values as needed to fully parse the entire BIR encoding.

DB_format_owner (see 9.1)
DB_format.type (see 9.2)

DB_encryption_options (see 9.3)

d) CBEFF |

SBH.

ected
hg the

heans
ptive
[ type
tract

ype),
eve a

b in a

ether
ny of
tron-

5 mandatory that the follewing CBEFF data elements be encoded in the SBH of a simple BIR

R{integrity_options (see 9.4)

If a patron format requires either that all BDBs be encrypted or that all BDBs not be encrypted, then,
because only one abstract value is possible, the patron format may specify the encoding of CBEFF_BDB_
encryption_options as a zero length field, and similarly for CBEFF_BIR _integrity_options of the BIR.

7.2.3 The biometric data block (BDB)

The BDB is a block of data that contains one or more biometric samples, features, or other biometric
data. The values of the mandatory CBEFF data elements CBEFF_BDB_format_owner (see 9.1) and
CBEFF_BDB_format_type (see 9.2) encoded in the SBH identify the format of the BDB.

The BDB format may be vendor-specific, defined by a standard or other technical document, or not
conform to any given format. A standards body, consortium, vendor, or other biometric organization
who created the BDB format may register with the BRA to obtain a CBEFF biometric organization

12 © ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=b991cb013f499b5a2a0b336dfc73f066

ISO/IEC 19785-1:2020(E)

identifier (providing the CBEFF_BDB_format_owner value) and may assign a BDB format identifier
(forming the CBEFF_BDB_format_type value) to the BDB.

EXAMPLE A BDB that complies with the ISO/IEC 19794 or ISO/IEC 39794 series of standards. Alternatively,
a BDB that contains a biometric sample that does not conform to any specific standard.

7.2.4 Security block (SB)

7.2.4.1 CBEFF defines the SB as the top level of a structure that is fully specified by a SB format owner
and is identified by a unique, to that owner, SB format identifier.

7.2.42 The specification of the CBEFF patron format shall make provision for the presengde of the SB if
either or both of the following abstract values are supported:

a) the CBEFF_BIR_integrity_options abstract value INTEGRITY
b) the CBEFF_BDB_encryption_options abstract value ENCRYPTION

7.3 |Defining a CBEFF patron format using the complex CBEFF,BIR structure

7.3.1] The complex CBEFF BIR structure allows a CBEFF patron to' define a CBEFF patron format that
supp¢rts multiple BDBs each with its own SBH of the same or different biometric data types (e.g. fingerprint,
face gnd voice, or fingerprint BDBs from more than one fingerj-in a single BIR. While the simp|]e CBEFF BIR
structure also allows multiple BDBs, it does not allow multiple SBH within the same BIR.

Figurne 2 is an example of a patron format based on the complex CBEFF BIR structure that ipcludes both
finger minutiae data and iris data.

Root Biometric Header

Subheader count = 2 BiometricType: (Multiple biometrics used)

Biometric Header (sub-header)

Subheader count = 3 BiometricType: (Type=Finger minutia)

Biometric Header,(sub-header) (Standard BDB) Biometric Data Block
Subhéader_count = 0

BiometricHeader (sub-header) (Non-Standard A) Biometric Data Block
Subheader_count = 0

Biemetric Header (sub-header) (Non-Standard B) Biometric Data Block
Subheader_count = 0

Biometric Header (sub-header)

Subheader count = 2 BiometricType: (Type=Iris)

Biometric Header (sub-header) (Standard BDB) Biometric Data Block Security block
Subheader_count = 0

Biometric Header (sub-header) (Non-Standard C) Biometric Data Block Security block
Subheader_count =0

Security block

Figure 2 — Example of a patron format based on the complex CBEFF BIR structure
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7.3.2 A CBEFF patron format based on the complex CBEFF BIR structure shall consist of:

a) Aninitial single CBEFF root header (an SBH);

b) followed by either:

1) one or more sub-header blocks, or
2) one or more level-zero sub-header blocks;

c) and, optionally, a SB. If a patron format includes this SB, then the root header shall support the
abstract value INTEGRITY of the CBEFF data element CBEFF_BIR _integrity_options. The scope of
this SB igtheentite comptex BIR:

The CBEFF |data element CBEFF_BDB_encryption_options shall not be supported in a root’hgader

(see 7.3.7).

7.3.3 A qub-header block that is not level-zero shall consist of an initial single CBEFF sub-headé¢r (an

SBH) followdd by either:

a) one or njore level-zero sub-header blocks, or

b) one orn

ore sub-header blocks that are not level-zero.

7.3.4 A lgvel-zero sub-header block shall consist of:

a) an SBH|that shall have the abstract value ZERO encoded in its CBEFF_subheader_count| data
element

b) aBDB; and

c) (optiong
then the
shall su
options.

A level-zero
become parf
whether the
acceptable.

should supp

Even if a ley
header bloc}
value is not |
SBH if the BI

1ly) a SB. If a patron format includes this SB to support integrity on this level-zero |

sub-header of this level-zero blocksor a higher level sub-header, but not the root hg
pport the abstract value INTEGRITY of the CBEFF data element CBEFF_BIR_inte
The scope of this SB is only thi§ one level-zero block.

sub-header block conformsto the simple CBEFF BIR structure. Because a simple BIR

of a complex BIR, CBEFF patrons specifying simple BIR patron formats should coq
inheritance (see 7:3.9) of abstract values from higher levels of a complex BIR w
f inheritance of seie values will not be acceptable then the simple BIR patron fg
brt data elements;and abstract values that will override inheritance of those values.

el-zero block*inherits (see 7.3.9) its INTEGRITY abstract value from a higher level
[, the scope of its SB is only the level-zero block. Inheritance of the ENCRYPTION ab;
permitted (see 7.3.7), so the ENCRYPTION abstract value shall be encoded in the leve
DB/isencrypted.

block,
bader,
prity_

could
sider
ill be
rmat

sub-
tract
-Zero

7.3.5 Root header and sub-header blocks shall support encodings of all abstract values of the data
element CBEFF_subheader_count. The abstract values of this CBEFF data element are integers in the
range 0 to 255. The complex CBEFF BIR structure can support any number of levels, but the maximum
number of sub-header blocks in one level is 255. If necessary, more than 255 items can be accommodated
in a level by inserting a next-higher level sub-header block to start a new count.

7.3.6 The CBEFF data elements CBEFF_BDB_format owner and CBEFF_BDB_format_type are
mandatory in at least one SBH at or above the level of each BDB in a BIR. If the hierarchy of SBHs above
a BDB includes either of these data elements at more than one level, then the value at the level closest to
the BDB is interpreted as the value applicable to that BDB.

7.3.7 The CBEFF data element CBEFF_BDB_encryption_options shall be encoded in every level-zero
SBH and shall not be encoded in SBHs at other levels of the BIR.
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NOTE This requirement reinforces the CBEFF goal to allow encryption only for BDBs, not for entire SBHs.

7.3.8 A CBEFF sub-header that is not a level-zero sub-header shall encode in CBEFF_subheader_count
the abstract value corresponding to the number of sub-header blocks that follow in the next lower level.

7.3.9 The CBEFF patron format shall place the following requirements on the encoding of a BIR whose
CBEFF patron format was specified using the complex (CBEFF) BIR structure:

a) By default, each data element of a lower level shall inherit the abstract value of its corresponding
data element of the next-higher level (but see 7.3.7).

b) Ifanencodingfora data elementis presentin a substructure, that encoding overrides its flefault value.

7.4 |Defining a CBEFF patron format using the multiple CBEFF BIR structure

The multiple CBEFF BIR structure provides an alternative to the complex CBEFF BIR dtructure for
CBEHF patrons that have a requirement to specify a BIR structure that can\include one of more BIRs.
The multiple CBEFF BIR structure provides the patron with the ability to define their own $tructure for
organizing and navigating linked BIRs. This may be useful if the hierarchical structure of|the complex
CBEHF BIR structure does not meet the CBEFF patron’s requirementsAor their domain of uge.

A patron format that conforms to the multiple CBEFF BIR strueture shall specify one pr more BIR
formats that support inclusion in a data structure that hascohe or more BIRs and that specifies data
elem¢nts in SBHs or elsewhere that support navigation between the BIRs encoded in that dafta structure.

NOT This document does not define any specific requirements on the BIRs that are to be|included in a
multiple BIR structure. One type of multiple BIR structure might borrow the concept of the CBEFF root header
from the complex CBEFF BIR structure (see 7.3), and navigation between the different BIRs could bejaccomplished
by somne type of linkage data elements within SBHs.of one or more of the included BIRs. Alternativiely, a patron’s
domajn of use might be such that an index record{eptionally specified as a BIR’s SBH) would simply point to the
locatipns within the domain where the included BIRs are found.

A pafron format specification that conforms to the multiple CBEFF BIR structure shall include in its
patrdn format conformance statemént (as per Annex A) affirmations that the specificatjon supports
access to every BIR that is assigned to an instantiation of the multiple BIR structure.

BIR] [1] 2]  |BIR2 [3] |BIR3 [4] [5]
SBH BDB SB SBH BDB SBH BDB SB
Pointer to BIR2{[6] [7] Pointer to BIR3|[8] Pointer x00|[9] [10]

Figure'3 — First example of a BIR based on the multiple CBEFF BIR structure

EXAMPLE 1. Fhis example illustrates a possible multiple CBEFF BIR structure in which the BIRs are linked
“end tfo end” »ia pointers from one SBH to the next. Any existing or new patron format can be adapfed to support
this straeture with the addition of the pointer data element (see 9.37). If it would be useful, the “pointing” SBH

casdantifythn by Lo ot ALl b d + oY DID 1o g it arbh A d Con ki oy Sl e 41 t BIR th t
can alsetdentify-the patronformatotthe —pointed-to" BlRalongwithotherinformationaboutthe nex a

would help the application decide whether to examine that SBH for more than the pointer to a third BIR. Notice
that in BIR3 the pointer value is zero, representing the encoding of the abstract value NO SUBSEQUENT BIR. If a
fourth BIR were added, the only change needed in the prior BIRs would be to revise the pointer in BIR3’s SBH.
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Multiple BIR structure
Root SBH
Number of BIRs 3 [1]
BIR1 Pointer 1 Biometric Type |BDB Validity Period
BIR2 Pointer 2 Biometric Type |BDB Validity Period
BIR3 Pointer 3 Biometric Type |BDB Validity Period
2] [3]
BIR1 SBH BDB SB
BIR2 SBH BDB SB
BIR3 SBH BDB SB
Figure 4 — Second example of a BIR based on the multiple CBEFF BIR structure

EXAMPLE 2

includes data
SBH). This is
data element
pointer data
the specific B
total structurn
can use the dg

field shalll encode a patron-defined data element enabling determination of the BIR length. Hoy

This informative example illustrates a possible multiple BIR structuré\in which a “root
elements that point directly to other BIRs in the structure (there is no BDB associated with th
imilar to the complex CBEFF BIR structure, but simpler to constructand process. With appro
5, the root SBH can be updated as BIRs are added to or removed-from the overall structuy
tlements can be part of a replicated data structure in the root(SBH that carries information
R to which it points. For example, if the multi-BIR structure nepr€sents a single user, each BIR
e can contain one type of biometric data from that user (e.g.)iris, finger, voice) and the appli
scriptive data in the root SBH to decide which specific BIR to access and process.

ing the self-identifying concept to a CBEFF patron format structure

itifying concept may be applied to any CBEFF BIR patron format structure defined
py adhering to the following additional requirements:

L 4 bytes of the SBH shall encode tlié characters “SBIR” as ASCII binary representat
Live bytes (Hex bytes 53, 42, 49,and 52).

t 2 fields of the SBH followirnig the “SBIR” character string shall encode the CBEFF
5 CBEFF_BIR _self_id_owner and CBEFF_BIR _self_id_type.

edge of the BIR length is required to process the patron format structure, then thg

R length is not kequired or is inherent in the encoding (for example in tagged data for
an XML) thenithe patron format is not required to define a BIR length field.

ming BIR transformations

" SBH
e root
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7.5 Apply
The self-idey
through 7.4 1
a) The firs
consecu
b) The firs
element
c) If know
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8 Perfor
8.1 Genel

-al

Applications are permitted to transform BIRs from one patron format (a source BIR) into a new BIR (a
target BIR) that uses either the same patron format or a different patron format. Such transformations
shall be performed as follows.

8.2 Transformations of enumerated abstract values

Mandatory or optional CBEFF data elements that have an enumerated list of abstract values shall be

mapped as s

NOTE 1

pecified in a) and b), except where Clause 9 specifies a different requirement.

Clause 9 normally specifies a different requirement only when the abstract value to be encoded in

the target BIR is provided as local input (not specified by CBEFF) to the transforming application, rather than

depending on

16

the abstract value in the source BIR.
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a) If the target BIR patron format supports the abstract value in the source BIR, then the abstract
value shall be mapped to the target BIR.

b) If the abstract value in the source BIR is not supported by the target BIR patron format, then the
abstract value shall be mapped to the abstract value NO VALUE AVAILABLE for that CBEFF data
element in the target BIR.

NOTE 2  If the data element is not supported, then the value is lost in the transformation, unless the patron
format defines specific instructions to handle such a case. See also Annex A for information on patron format
conformance statements, which can be used to identify incompatible formats and avoid loss from transformations.

=
8 3 F'rancfoarmationcaoafnaon-anumaratad data alamant vzaliziac
. TIOIIJTUT IO CIUTIO UT ITUTT CITOIIICTO T O OO toa CTICTIIICTIC vOIacTy

For CBEFF data elements (mandatory or optional) whose abstract values are a range of.chafacter string,
octet|string, date, or decimal values, data element value mappings shall be as specified by the definition
of thq data element in Clause 9.

9 (BEFF data elements

9.1 |General

Definjitions and abstract values for each of the CBEFF-defined data elements are specified ih this clause.
The subclauses of Clause 9 are ordered as follows:

a) mandatory data elements in alphabetical order by data element name (9.2 to 9.8);

b) dptional data elements in alphabetical ordertby data element name (9.9 to 9.43), except that
BEFF_BDB_biometric_type precedes CBEFE<BDB_biometric_subtype because _type gnd _subtype
omprise a hierarchical structure of infofmation, so it is more natural to define _type before _

ubtype.

w. .o OO0

Except for self-identifying BIRs, CBEFF imposes no requirement regarding the order of datg elements in
a patron format specification (see 7.1:10).

9.2 |CBEFF_BDB_format_owmner

9.2.1| Attributes
Inclusion: Mandatory

Abstract values:

—

htege<0(NO VALUE AVAILABLE)

—

htegers 1 to 65535

Content: Encodings of this data element identify the standards body, working group, industry
consortium, or other CBEFF biometric organization that has defined the format of the BDB associated
with the SBH in which the encoding appears. CBEFF requires that organizations defining CBEFF BDB
formats register with the BRA to obtain a unique identifier that shall be encoded in this data element.
This unique identifier is a 16-bit non-negative integer. The abstract values of this data element are
the set of all possible values of this identifier, all of which are required to be supported by all patron
formats. The CBEFF_BDB_format_owner value shall be set to NO VALUE AVAILABLE only when the BDB
does not conform to a defined format (and therefore has no owner), and otherwise shall be an integer
from 1 to 65535.
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ISO/IEC 19785-2 requires that the BRA shall not assign the value zero to any biometric organization
which is reserved to encode NO VALUE AVAILABLE.

NOTE

The CBEFF biometric organization identifier used in the CBEFF_BDB_format_owner data element

together with the BDB format identifier used in the CBEFF_BDB_format_type (see 9.3) uniquely identify the
specific format of a BDB.

9.2.2 Transformation requirements

When transforming a source BIR to a target BIR, the abstract values of the CBEFF_BDB_format_owner
and the CBEFF_BDB_format_type data elements shall be copied unless the BDB is also transformed, in

which case tg

NOTE It

9.3 CBEFI

9.3.1 Gen
This data el

9.3.2 Attr
Inclusion:

Abstract va

— integer ( (NO VALUE AVAILABLE)

integers

Content:
biometric ox
format that
body or indy
the BDB fory
integer that
of this data
supported. ]

BDB does nojt conform to a defined format, and otherwise shall be an integer from 1 to 65535.

9.3.3 Trampsformatienrequirements

See 9.2.2.

anarand format funa
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e-target BHR-shalidentity-the targets BDBtermatev
s an implementation option whether to transform the BDB format.
F_BDB_format_type

bral

ment corresponds to the term defined in 3.1, “BDB format identifier”.

jbutes
Mandatory

Jues:

1to 65535

Encodings of this data element identify the specific BDB format specified by the G
ganization recorded in the CBEFF~BDB_format_owner. This may be a standardized
has been registered and publishied by a CBEFF biometric organization such as a stan
stry consortium, or it may be.anon-standard, unpublished BDB format. The registrat
hat identifier is optional..\Wether registered or not, the identifier is a 16-bit non-neg
is unambiguous within.the CBEFF biometric organization identifier. The abstract v
blement are the set of all possible values of this identifier, all of which are required
'he CBEFF_BDB_format_type value shall be set to NO VALUE AVAILABLE only whe

BEFF

BDB
Hards
on of
rative
alues
to be
n the

9.4 CBEF

F_BDB_encryption_options

9.4.1 Attributes

Inclusion:

Mandatory (but see 9.4.2)

Abstract values:

Content:

18

NO ENCRYPTION: the BDB is not encrypted
ENCRYPTION: the BDB is encrypted

Encodings of this data element specify whether the BDB is encrypted or not.
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Requirements on patron format specifications

The following requirements apply.

a) CBEFF patron formats are required to support at least one of the abstract values. If a patron format
supports only one abstract value for this data element, it may encode that abstract value as a zero-
length field since the value can be implied.

If a patron format supports ENCRYPTION then the CBEFF data elements CBEFF_SB_format_owner
and CBEFF_SB_format_type shall be supported, unless all such information is pre-determined by
the specification of the patron format.

T
|

I

9.4.3

When transforming a source BIR to a target BIR, the abstract value of this'data element sh

unles
BDB
shall

NOTE

9.5

his data element need not be supported in CBEFF patron formats where it is not. 3
'here other means exist to express which security options are used.

h a complex BIR this data element shall only be supported in level-zero sub-header blc

Transformation requirements

s the encrypted state of the BDB is modified, in which case the target BIR shall encod
encryption state. If the target BDB's encryption state is ENCRYPTED, then the targ
conform to 9.4.2.

It is an implementation option whether to transform the'BDB encryption state.
CBEFF_BIR_integrity_options

Attributes
sion: Mandatory
ract values:
O INTEGRITY: integrity is not applied to the BIR.
NTEGRITY: integrity is applied to the BIR.

ent:  Encodings ef'this data element specify whether integrity is applied to the BIR.

Requirements on patron format specifications

bllowingrequirements apply.

BEEF patron formats are required to support at least one of the abstract values. Ifa p

ipplicable or

cks.

all be copied
e the target’s
et BIR's SBH

atron format
nt as a zero-

upports only one abstract value for this data element, it may encode this data eleme
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If a patron format supports the abstract value INTEGRITY, then the CBEFF data elements CBEFF_
SB_format_owner and CBEFF_SB_format_type shall be supported, unless all such information is
pre-determined by the specification of the patron format.

9.5.3

Transformation requirements

When transforming a CBEFF BIR from an initial patron format to a target patron format, the abstract
value of this data element encoded in the target BIR shall specify the integrity option applied to the
target BIR. Further, if the target BIR's integrity state is INTEGRITY, the target BIR's SBH shall conform
to0 9.5.2.
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9.6 CBEFF_BIR self id_owner

9.6.1 Attributes

Inclusion: Mandatory in BIRs applying the self-identifying concept and shall not be included

otherwise.

This data element shall not be included in a patron format unless CBEFF_BIR_self_id_type is also
included (see 9.7).

Abstract values:

integers 1 to 65535

Content:

CBEFF patrag
register wit
unique ident
possible valu

Encodings of this data element identify the CBEFF biometric organization that\i
n responsible for the patron format of the current SBH. CBEFF requires that organiz3
n the BRA to obtain a unique identifier that shall be encoded in this data element
ifier is a 16-bit positive integer. The abstract values of this data element are‘the set
es of this identifier, all of which are required to be supported.

9.6.2 Tramsformation requirements

When transforming a CBEFF BIR from an initial patron format to a target\patron format, the abs
value in the[target BIR shall comply with the patron format requiremefits'placed on the target H
the target BIR is not self-identifying, this data element will not be included.

9.7 CBEFI

9.7.1 Attr

Inclusion:
otherwise.

This data el
included (se

Abstract va

Content:

BIR. The CB
and register
of this data
supported.

9.7.2 Tramsformation requirements

F_BIR _self_id_type

jbutes

Mandatory in BIRs applying the self-:idlentifying concept and shall not be inc

epment shall not be included in a\patron format unless CBEFF_BIR_self_id_owner is
b 9.6).

Jues:  integers 1 to 65535

Encodings of this data element specify the CBEFF patron format identifier of the cu
FFF patron responsible for the patron format assigns the patron format identifier
s it with the BRA.)JThis unique identifier is a 16-bit positive integer. The abstract v
element are the.set of all possible values of this identifier, all of which are required

s the
tions
This
of all

tract
IR. If

uded

also

rrent
value
alues
to be

See 9.6.2

9.8 CBEFF_subheader_count

Inclusion:

Abstract values:

Content:

20

Mandatory in patron formats based on the complex CBEFF BIR structure (see 7.3)

May be absent in patron formats based on the other CBEFF BIR structures (see 7.2 or 7.4)

integers 0 through 255

Encodings of this data element specify the number of sub-header blocks (see 7.3.3) in the
next level below the root header or current sub-header. In the lowest level of a complex BIR structure or
in a simple BIR structure the abstract value of this data element shall be zero.
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9.9 CBEFF_BDB_biometric_type

9.9.1 Attributes
Inclusion: Optional
Abstract values: see Table 1

Content: Encodings of this data element convey the type of biological and behavioural data stored
in the BDB of a simple CBEFF BIR structure, or in the BDBs of level zero sub-header blocks in a complex
CBEFF BIR structure.

Table 1 — Abstract values for BDB_biometric_type
Named abstract value Typi:l.';l]l)lt);ll;gg :(:lslzzsgs.ji)ated
NO VALUE AVAILABLE No
MULTIPLE BIOMETRIC TYPES No
DNA No
EAR Yes
FACE No
FINGER Yes
FOOT Yes
GAIT No
HAND-GEOMETRY Yes
IRIS Yes
KEYSTROKE No
LIP MOVEMENT No
PRESENTATION ATTACK\DATA No
RETINA Yes
SCENT No
SIGNATURESSIGN No
VEIN Yes
VOICE No
BODY PHOTOGRAPHY No
ERICTION RIDGE Yes
THERMAL Yes
NOTH BODY PHOTOGRAPHY, FRICTION RIDGE, and THERMAL are new to this version.

CBEFF patrons are permitted to use any subset of these abstract values and to define additional
abstract values as required by the intended domain of use. These additional abstract values may include
arbitrary combinations of values, possibly represented by a bit-map, to support precise enumeration of
individual types when MULTIPLE BIOMETRIC TYPES is encoded.

9.9.2 Transformation requirements
See 8.2.

If the source patron format uses a bit-map to represent a number of additional abstract values that are
combinations of the above abstract values (see the last paragraph of 9.9.1), and the target patron format
does not use such a bit-map, then the MULTIPLE BIOMETRIC TYPES abstract value shall be set in the
target patron format.
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9.10 CBEFF_BDB_biometric_subtype

9.10.1 Attr
Inclusion:
Abstract va

Content:

CBEFF_BDB_

Combination

ibutes
Optional

lues: see Table 2

The abstract values of this data element are qualifiers that apply to abstract values of

biometric_type.

sof abstract (‘RF‘F'F_RT)R_hinmp’rrir_cnh‘rvpp valuesare pprmi’r‘rpd when the abstract

value

encoded in
multiple su
with any ot
BDB_biomet
ambiguous.

Qualified an|
LEFT INDEX
when the im

EXAMPLE 1
abstract valug

EXAMPLE 2
subject, a BIR
both eyes are

EXAMPLE 3

FRICTION RIPGE and the biometric subtype abstract valuesare PALM and WRIST to indicate the types of fr

ridge data pr¢

ic_subtype should only be included when the relationship to the biometrie type

plementer does not know the precise origin of the BDB data.
e LEFT for the BDB biometric subtype to indicate that the left RETINA is present.

includes the biometric subtype abstract values LEFE and RIGHT to indicate that iris samp
contained in the BDB.

For a collection of friction ridge data in a multiple CBEFF BIR structure, the biometric t

sent.

BEFF_BDB_biometric_type represents a biometric technology that can create a BDBY
ypes are supported, except that NO VALUE AVAILABLE shall not be used in cembin
er abstract value. When multiple CBEFF_BDB_biomeric_type values are present, Cl

d unqualified abstract CBEFF_BDB_biometric_subtype values are specified. For exa
and RIGHT INDEX are qualified and INDEX is not qualified. Unqualified values are 1

For a patron format that supports the BDB biometric type RETINA, the implementor includ|

For an iris biometric device that can produce a single BDB containing data for both eyd

vhere
ation
BEFF_
s not

mple,
seful

es the

s of a
es for

ype is
iction

22

© ISO/IEC 2020 - All rights re

served


https://iecnorm.com/api/?name=b991cb013f499b5a2a0b336dfc73f066

ISO/IEC 19785

Table 2 — Abstract values for CBEFF_BDB_biometric_subtype

Abstract values
NO VALUE AVAILABLE

RIGHT

LEFT

LEFT THUMB

LEFT INDEX FINGER
LEFT MIDDLE FINGER

-1:2020(E)

CBEF
abstr
arbit

LEFT RING FINGER
LEFT LITTLE FINGER
RIGHT THUMB

RIGHT INDEX FINGER
RIGHT MIDDLE FINGER
RIGHT RING FINGER
RIGHT LITTLE FINGER
LEFT PALM

LEFT BACK OF HAND
LEFT WRIST

RIGHT PALM

RIGHT BACK OF HAND
RIGHT WRIST
THUMB

INDEX FINGER
MIDDLE FINGER

RING FINGER
LITTLEFINGER

PALM

BACK OF HAND
WRIST

F patron formats are permitted to use any subset of these abstract values and to defipe additional

act values as required by the intended domain of use. These additional abstract values
rary eombinations of values, possibly represented by a bit-map, to support precise

of in

may include
bnumeration

ividual types. CBEFF patron formats are permitted to define valid combinations of

the abstract

values as required by the intended domain of use.

A BDB format specification determines which (if any) of these CBEFF_BDB_biometric_subtype values
apply to that BDB format. However, certain combinations of values for CBEFF_BDB_biometric_type and

CBEF

F_BDB_biometric_subtype are typically supported, as indicated by an ‘X’ in Table 3.
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Table 3 — Typical CBEFF_BDB_biometric_subtype values supported

CBEFF_BDB_biometric_type values

FINGER IRIS RETINA |HAND-GE-| VEIN EAR FOOT FRIC- THER-
OMETRY TION MAL
CBEFF_BDB_biometric_subtype values RIDGE

LEFT

RIGHT

THUMB

LEFT THUMB
RIGHT THUMB

R > R | <
R > R | <
Rl x| =< <

INDEXTINGER
LEFT INDEX FINGER
RIGHT INDEX FINGER
MIDDLE FINGER

LEFT MIDDLE FINGER
RIGHT MIDDLE FINGER
RING FINGER

LEFT RING FINGER
RIGHT RING FINGER
LITTLE FINGER

LEFT LITTLE FINGER

R e R A e R R R e R R A R R e R

RIGHT LITTLE FINGER

PALM

LEFT PALM

RIGHT PALM

BACK OF HAND

LEFT BACK OF HAND
RIGHT BACK OF HAND
WRIST

LEFT WRIST

RIGHT WRIST X X X

R R R R R R R e R R R R R R R R e R R R R R R R R R R A R A R R R A s A R R e R

R R R R R R R R R R R R S I A e R R R R R R R R R R R A R
R R R R R R R R R R R R R e R R A R A R R e A R R R R A R R R A R e

NOTE CBEFF_BI)B_biometric_types abstract values-not.shown in this table typically do not support biometric subtypes (as indicated by thp “Typ-
ically has an assq¢ciated subtype?” value in Table 1). For example, SCENT and DNA are not shown because they are not capable of supporting any
CBEFF_BDB_bionjetric_subtype abstract values.

9.10.2 Tramsformation requirements

See 8.2.

9.11 CBEFF_BDB_capture_device_type_owner

9.11.1 Attributes

Inclusion: Optional — this data element shall not be included in a patron format unless CBEFF_BDB_
capture_device_type is also included (see 9.12).

Abstract values:
— NO VALUE AVAILABLE
— integers 1 to 65535

Content: This data element identifies the registered biometric organization that owns the capture
device that was used in the creation of the BDB (if any). The content of CBEFF_BDB_capture_device_
owner shall be a biometric organization identifier (a 16-bit positive integer, assigned by the BRA).
ISO/IEC 19785-2 requires the BRA to not assign the value zero (Hex 0000) to any biometric organization.
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However, patron format specifications are permitted to use this value as the encoding for NO VALUE
AVAILABLE.

9.11.2 Transformation requirements

When transforming a CBEFF BIR from an initial patron format to a target patron format, the encoding
of this data element in the target BIR shall comply with the patron format requirements placed on the
target BIR; this may be NO VALUE AVAILABLE.

9.12 CBEFF_BDB_capture_device_type

9.12.1 General

This flata element corresponds to the term defined in 3.13, “capture device type identifier’}

9.12.2 Attributes

Inclusion: Optional — this data element shall not be included in a patronformat unless CBEFF_BDB_
captyre_device_type_owner is also included (see 9.11).

Abstract values:
— NO VALUE AVAILABLE
— integers 1 to 65535

Content:  This data element identifies the capture device that was used in the creation ¢f the BDB (if
any).[The capture device type identifier is a 16-bit\positive integer assigned by the registered biometric
organization that created or owns the capture,device and is identified by the CBEFF_BDB_capture_
devige_type_owner data element.

9.12.8 Transformation requirements

When transforming a CBEFF BIR from an initial patron format to a target patron format, the encoding
of this data element in the targef BIR shall comply with the patron format requirements glaced on the
target BIR; this may be NO VALUE AVAILABLE.

9.13| CBEFF_BDB_challenge_response

9.13.1 Attributes
Inclusion: _‘Optional

Abstract values:

— NO VALUE AVAILABLE
— Zero or more octets of data.

Content: Encodings of this data element contain data to be used to present a challenge or prompt to
the user who is attempting a biometric verification against the biometric template in the BDB. Patron
format specifications may, but are not required to, permit the contents of this data element to be
encrypted using encryption mechanisms specified by the patron format or in an associated SB. Patron
formats that include values of this data element other than NO VALUE AVAILABLE shall specify the
contents of the data.

EXAMPLE If the biometric type is voice for speaker recognition, this data element can be used to store the
phrase the subject will be prompted to speak, or it may store a pointer to a database that contains the phrase.
Transformation requirements.
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The challenge-response data element (and its content) may be specific to the BDB's content. A
transforming application shall copy the content directly from the source BIR to the target BIR unless
the target's patron format supports only NO VALUE AVAILABLE.

NOTE Transformation to NO VALUE AVAILABLE can render the BDB unusable.

9.14 CBEFF_BDB_comparison_algorithm_owner

9.14.1 Attributes

Inclusion: Optional — this data element shall not be included in a patron format unless CBEFF_BDB_

comparison Jalgorithm_type is also included (see 9.15).

Abstract vajues:

— NO VALUE AVAILABLE

— integers|1 to 65535

Content: [This data element identifies the registered biometric orgafiization that own$ the
comparison falgorithm that was used in the creation of the BDB (if any)..Fhie content of CBEFF |BDB_
comparison falgorithm_owner shall be a biometric organization identifier (a 16-bit positive infeger,

assigned by
biometric of
encoding for

Fhe BRA). ISO/IEC 19785-2 requires the BRA to not assign®he value zero (Hex 0000) t
ganization. However, patron format specifications are‘permitted to use this value 3
NO VALUE AVAILABLE.

9.14.2 Tra

When trans
of this data
target BIR; t

9.15 CBEF]

9.15.1 Attr
This data eld

Inclusion:
comparison|

Abstract va

NO VALJ

!

sformation requirements

rming a CBEFF BIR from an initial patron fermat to a target patron format, the enc
tlement in the target BIR shall comply with the patron format requirements placed @
his may be NO VALUE AVAILABLE.

F_BDB_comparison_algorithm_type

jbutes

ment corresponds te the term defined in 3.25, “comparison algorithm identifier”.

Optional — this-data element shall not be included in a patron format unless CBEFF
algorithm_owner is also included (see 9.14).

Jues:

JE AVAILABLE

0 any
s the

bding
n the

BDB_

integer

148 65535

Content:

This data element identifies the comparison algorithm that was used in the creation of the
BDB (if any). The comparison algorithm identifier is a 16-bit positive integer assigned by the registered
biometric organization that created or owns the comparison algorithm and is identified by the CBEFF_
BDB_comparison_algorithm_owner data element.

9.15.2 Transformation requirements

When transforming a CBEFF BIR from an initial patron format to a target patron format, the encoding
of this data element in the target BIR shall comply with the patron format requirements placed on the
target BIR; this may be NO VALUE AVAILABLE.
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CBEFF_BDB_compression_algorithm_owner

9.16.1 Attributes

1:2020(E)

Inclusion: Optional — this data element shall not be included in a patron format unless CBEFF_BDB_

comp

ression_algorithm_type is also included (see 9.17).

Abstract values:

— NO VALUE AVAILABLE

— iptegers 1 to A5535

Cont
com
com
assig
biom

encodling for NO VALUE AVAILABLE.

9.16.

When transforming a CBEFF BIR from an initial patron format‘to a target patron format,

of thi
targe

9.17

9.17.
This

9.17.

Inclu

compression_algorithm_ownep is also included (see 9.16).

Abst
— N

—

Cont

ression algorithm that was used in the creation of the BDB (if any). The content of
ression_algorithm_owner shall be a biometric organization identifier (a 16-<bit pos
hed by the BRA). ISO/IEC 19785-2 requires the BRA to not assign the valueZzero (Hex
btric organization. However, patron format specifications are permitted-to use this

2 Transformation requirements

s data element in the target BIR shall comply with the patron format requirements
t BIR; this may be NO VALUE AVAILABLE.

CBEFF_BDB_compression_algorithm_type

1 General

ata element corresponds to the termtdefined in 3.29, “compression algorithm identif

2 Attributes

sion: Optional — this data’element shall not be included in a patron format unless

ract values:
O VALUE AVAILABLE
htegers 1.t0 65535

ent:  This data element identifies the registered biometric organization th:Jt owns the

CBEFF_BDB_
tive integer,
0000) to any
value as the

he encoding
laced on the

”

ler-.

CBEFF_BDB_

ent: ~ \This data element identifies the compression algorithm that was used in the cy

BDB

BDB

9.17.

1fany) The compressmn algorlthm identifier isa 16- b1t p051t1ve 1nteger a551gned by t

compresswn algorlthm owner data element

3 Transformation requirements

eation of the
le registered
the CBEFF_

When transforming a CBEFF BIR from an initial patron format to a target patron format, the encoding
of this data element in the target BIR shall comply with the patron format requirements placed on the

targe

9.18

9.18.

t BIR; this may be NO VALUE AVAILABLE.
CBEFF_BDB_creation_date

1 Attributes

Inclusion: Optional
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Abstract values:

NO VALUE AVAILABLE

— 2000-01-01T00:00:00Z through 3000-12-31T23:59:59Z

Content: This data element specifies the UTC date and time instant (see the ISO 8601 series) that
the biometric data in the BDB was captured. CBEFF requires that patron format specifications support
abstract values to a precision of one second for this data element.

The UTC date-time instant represents a reasonable approximation to the creation date; CBEFF does not
require that the date-time instant be recorded to a precision of one second. Patron format specifications

may imposel a more stringent requirement for particular domains of use, noting likely applidation
requirements. CBEFF patrons that require a date-time precision of other than one second may specify
their own d4ta element and abstract values. Patron format encodings may use a format other thgn the
[SO 8601 setjies extended date-time format (and in particular may use a binary format) for the abstract
date-time vdlues.

NOTE1 THhe ISO 8601 series extended date-time format is used in CBEFF specifications of datg-time
abstract valups.

NOTE 2  UTC is the abbreviation for Coordinated Universal Time as defined in th€1SO 8601 series. That series
defines the character "Z" as the designator for UTC in date and time representations.

9.18.2 Tramsformation requirements

See 8.2.

If the targef] patron format defines abstract values with-ardifferent time granularity, then thede are
distinct fromh the CBEFF-defined abstract values. However, the target patron format specification may
specify a mgpping from abstract values of greater ordesser granularity to the abstract values that it
provides. If mo such mapping is specified, then NO_ VALUE AVAILABLE shall be used as the mapping.
9.19 CBEFF_BDB_feature_extraction_algorithm_owner

9.19.1 Attrjbutes

Inclusion: |Optional — this data élement shall not be included in a patron format unless CBEFF_|BDB_
feature_extrpction_algorithm_type is also included (see 9.20).

Abstract vajues:

— NO VALUE AVAILABLE

— integers|1 to65535

Content: [ThiS data element identifies the registered biometric organization that owns the fepture

extraction algorithm that was used in the creation of the BDB (if any). The content of CBEFF_BDB_
feature_extraction_algorithm_owner shall be a biometric organization identifier (a 16-bit positive
integer, assigned by the BRA). ISO/IEC 19785-2 requires the BRA to not assign the value zero (Hex
0000) to any biometric organization. However, patron format specifications are permitted to use this
value as the encoding for NO VALUE AVAILABLE.

9.19.2 Transformation requirements

When transforming a CBEFF BIR from an initial patron format to a target patron format, the encoding
of this data element in the target BIR shall comply with the patron format requirements placed on the
target BIR; this may be NO VALUE AVAILABLE.
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9.20.
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CBEFF_BDB_feature_extraction_algorithm_type

1 General

-1:2020(E)

This data element corresponds to the term defined in 3.33, “feature extraction algorithm identifier”.

9.20.2 Attributes

Inclusion: Optional — this data element shall not be included in a patron format unless CBEFF_BDB_
feature_extraction_algorithm_owner is also included (see 9.19).

Abst
— N

—

Cont
of thd
the r
ident

9.20.

When transforming a CBEFF BIR from an initial patron format to a target patron format,

of thi
targe

9.21

9.21.
Inclu
Abst
— N
— A

Cont
the B
enco
the d

Fact values:
O VALUE AVAILABLE
htegers 1 to 65535

ent:  This data element identifies the feature extraction algorithm thatwas used in

BDB (if any). The feature extraction algorithm identifier is a 16-bit positive integer
poistered biometric organization that created or owns the featlize extraction algo
fied by the CBEFF_BDB_feature_extraction_algorithm_owner data element.

3 Transformation requirements

s data element in the target BIR shall comply with the patron format requirements g
t BIR; this may be NO VALUE AVAILABLE.

CBEFF_BDB_index

1 Attributes

sion: Optional

act values:

0 VALUE AVAILABLE
n identifier

bnt:  This_data element carries the identifier of an object that is related to, but se

B with which it is associated. Patron format specifications shall define the abstract]
ed herein! If this data element is included in a complex BIR patron format, the format
hta element's interpretation at the different levels of the complex structure.

the creation
assigned by
Fithm and is

he encoding
laced on the

parate from,
values to be
shall specify

Typig

ally’ this data element would carry an index to a record in a database that corres

bonds to the

person whose biometric data is in the BDB. Patron formats are permitted to define any similar content
for this data element.

9.21.

2 Transformation requirements

When transforming a CBEFF BIR from an initial patron format to a target patron format, the value
encoded in this data element shall correspond to the situation of the target domain of use. The value
depends on the domain of use of the target patron format and on information local to the transforming
application and may be NO VALUE AVAILABLE.
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9.22 CBEFF_BDB_PAD_mechanism_vendor

9.22.1 Attributes

Inclusion: Optional — this data element shall not be included in a patron format unless CBEFF_BDB_
PAD_mechanism is also included (see 9.23).

Abstract values:

integer

NO VALUE AVAILABLE

1ta 65535

Content:

PAD mechar
mechanism
the BRA). IS

NO VALUE A|

This data element identifies the registered biometric organization that dwn
ism that was used in the creation of the BDB (if any). The content of CBEFF| BDB |

_vendor shall be a biometric organization identifier (a 16-bit positive integer, assign
D/IEC 19785-2 requires the BRA to not assign the value zero (Hex 0000)'to any biometric
organization.

However, patron format specifications are permitted to use this valué¢\as’the encodi
VAILABLE.

9.22.2 Tra

When trans
of this data
target BIR; t

!

sformation requirements

rming a CBEFF BIR from an initial patron format to a target patron format, the enc
blement in the target BIR shall comply with the patron format requirements placed d
his may be NO VALUE AVAILABLE.

9.23 CBEFF_BDB_PAD_mechanism
9.23.1 Attrjbutes
Inclusion: [Optional — this data element shall ngt be included in a patron format unless CBEFF |

PAD_mechanism_vendor is also included (see 9:22).

Abstract va

NO VALL

integers

Content:
(if any). The
organization

Jues:
JE AVAILABLE
1 to 65535

This data elemént-identifies the PAD mechanism that was used in the creation of the

identified by the CBEFF_BDB_PAD_mechanism_vendor data element.

9.23.2 Tray

sformation requirements

When transiic

5 the
PAD_
ed by

hg for

bding
n the

BDB_

BDB

PAD mechanism identifier is a 16-bit positive integer assigned by the registered biometric

bding

of this data element in the target BIR shall comply w1th the patron format requlrements placed on the
target BIR; this may be NO VALUE AVAILABLE.

9.24 CBEFF_BDB_processed_level

9.24.1 Attributes

Inclusion:

Optional

Abstract values:

30

NO VALUE AVAILABLE
RAW (see ISO/IEC 2382-37, captured biometric sample)
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Content:

ISO/IEC 19785-

INTERMEDIATE (see ISO/IEC 2382-37, intermediate biometric sample)
PROCESSED (see ISO/IEC 2382-37, processed biometric sample)

templates stored in the BDB (see ISO/IEC 19784-1).

9.24.2 Transformation requirements

1:2020(E)

Encodings of this data element convey the processed state of the biometric samples or

When transforming a CBEFF BIR from an initial patron format to a target patron format, the abstract

has

9.25

9.25.

Inclu

CBEFF_BDB_product_owner

1 Attributes

sion: Optional — this data element shall not be included in a patron format unless

prodiict_type is also included (see 9.26).

Abst

\

— i
Cont
(i.e.,

conte
integ
to an
the e
data

the nf

9.25.

act values:
O VALUE AVAILABLE
htegers 1 to 65535

ent:  This data element identifies the registered biometric organization that owns
the Biometric Service Provider (BSP) or transforming application) that created t
nt of CBEFF_BDB_product_owner shall b€é’a biometric organization identifier (a 16
b1, assigned by the BRA). ISO/IEC 19785-2 requires the BRA to not assign the value zer
y biometric organization. However, patron format specifications are permitted to use
hcoding for NO VALUE AVAILABLE."The biometric organization identifier encoded in

value in the target BIR shall Convey the processed level of the target BDB lfthe transformmg application

ed from the

CBEFF_BDB_

the product
he BDB. The
-bit positive
b (Hex 0000)
this value as
the optional

blement CBEFF_BDB_productowner (if present) may or may not be the same as that encoded in

andatory data element CBEEE BDB_format_owner.

2 Transformation requirements

Whe

transforming d CBEFF BIR from an initial patron format to a target patron fd

trangforming application modifies the BDB's content (for example, by changing its process
raw fo intermediate), then CBEFF_BDB_product_owner in the target BIR shall identify t
organization that owns the transforming application itself, unless the transforming a
required to eneode NO VALUE AVAILABLE in this target data element. If the transformin
does |not (modify the BDB, then the source BIR's abstract value shall be mapped into the
eleménix

rmat, if the
ed level from
he biometric
pplication is
b application
target data

9.26

9.26.

CBEFF_BDB_product_type

1 Attributes

Inclusion: Optional — this data element shall not be included in a patron format unless CBEFF_BDB_
product_owner is also included (see 9.25).

Abstract values:

NO VALUE AVAILABLE

— integers 1 to 65535
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Content: This data element identifies the product (i.e., the Biometric Service Provider (BSP) or
transforming application) that created the BDB. The product identifier is a 16-bit positive integer
assigned by the registered biometric organization that created or owns the product and is identified by
the CBEFF_BDB_product_owner data element.

9.26.2 Transformation requirements

If the transforming application changes the value in CBEFF_BDB_product_owner, then this data element
in the target BIR shall identify the transforming application itself or shall be NO VALUE AVAILABLE.
Otherwise, the source BIR's value shall be mapped into the target BIR or shall be NO VALUE AVAILABLE.

9.27 CBEFF_BDB_purpose

9.27.1 Attrjbutes
Inclusion: |Optional
Abstract vajues:

— NO VALUE AVAILABLE
— VERIFY
— IDENTI{Y
— ENROLL
— ENROLL FOR VERIFICATION ONLY
— ENROLI FOR IDENTIFICATION ONLY
— AUDIT

Content: [This data element specifies the intended use of the BDB (see ISO/IEC 19784, BioAPI arjd the
ISO/IEC 7816 series).

9.27.2 Tramsformation requireménts

When transforming a CBEFF BIR'from an initial patron format to a target patron format, the value
in the targef BIR shall convey the purpose of the target BDB (for example, a transforming applidation
may procesg a raw BDBnte a processed BDB that has one of the above abstract purposes). [f the
transforming applicatienthas not done such processing, the value in the target BIR shall be copied|from
the source BJR or shallibe NO VALUE AVAILABLE if not supported in the target BIR.

9.28 CBEFF_BDB_quality

9.28.1 Attributes

Inclusion: Optional

Abstract values:

— NO VALUE AVAILABLE

— QUALITY NOT SUPPORTED BY BDB CREATOR

— QUALITY SUPPORTED BY BDB CREATOR BUT NOT SET

— Aninteger quality value in the range 0 to 100 where 100 is the highest quality
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Content: This data element specifies the quality of the biometric data in the BDB (see ISO/IEC 19784,
BioAPI).

9.28.2 Transformation requirements

See 8.2.
9.29 CBEFF_BDB_quality_algorithm_owner

9.29.1 Attributes

Inclusion: Optional — this data element shall not be included in a patron format unless,CBEFF_BDB_
quality_algorithm_type is also included (see 9.30).

Abstract values:
— NO VALUE AVAILABLE
— integers 1 to 65535

Content:  This data element identifies the registered biometriciefganization that owng the quality
algorjthm that was used in the creation of the BDB (if any){ The content of CBEFF_BDB_quality_
algorjthm_owner shall be a biometric organization identifier{a 16-bit positive integer,|assigned by
the BRA). ISO/IEC 19785-2 requires the BRA to not assign the value zero (Hex 0000) to ahy biometric
organization. However, patron format specifications are permitted to use this value as the [encoding for
NO VALUE AVAILABLE.

9.29.2 Transformation requirements

When transforming a CBEFF BIR from an initial patron format to a target patron format, the encoding
of this data element in the target BIR shallkkcomply with the patron format requirements glaced on the
target BIR; this may be NO VALUE AVAILABLE.

9.30( CBEFF_BDB_quality_algorithm_type

9.30.1 General

This flata element corresponds to the term defined in 3.40, “quality algorithm identifier”.

9.30.2 Attributes

Inclusion: _‘Optional — this data element shall not be included in a patron format unless CBEFF_BDB_
quality_algorithm_owner is also included (see 9.29).

Abstractvalues:

— NO VALUE AVAILABLE
— integers 1 to 65535

Content: This data element identifies the quality algorithm that was used in the creation of the BDB
(if any). The quality algorithm identifier is a 16-bit positive integer assigned by the registered biometric
organization that created or owns the quality algorithm and is identified by the CBEFF_BDB_quality_
algorithm_owner data element.
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9.30.3 Transformation requirements
When transforming a CBEFF BIR from an initial patron format to a target patron format, the encoding

of this data element in the target BIR shall comply with the patron format requirements placed on the
target BIR; this may be NO VALUE AVAILABLE.

9.31 CBEFF_BDB_validity_period

9.31.1 Attributes

Inclusion: Optional

Abstract values:
— NO VALUE AVAILABLE
— 2000-0%-01 through 3000-12-31/2000-01-01 through 3000-12-31

Content: his data element conveys the time interval when the BDB is valid. The "/" character
between time representations indicates that the times specify the beginning and end of a time interval.
See 9.18 for CBEFF's requirements on time representations and other relevant considerations.

CBEFF patrgns that require more precise time intervals (e.g. hounly)-may specify their own| data
element and|abstract values. Such abstract date-time values are notgequired to use the ISO 8601 §eries
extended dafe-time format (and in particular may use a binary format).

9.31.2 Tra‘Isformation requirements
System requfirements regarding BDB validity period may-stem from either of two sources:

a) Adminigtrative requirements may specify a, validity period that, for example, corresponds to
the intefval during which a user is authorized for a privilege that is obtained when the BDB is
successfully used for authentication. When that interval expires, the authorization may be renewed
for the next interval with no change to,the biometric template used for verification; or

b) Technical requirements related to(iometric template aging may dictate an interval after Wwhich
matching accuracy is not sufficiently reliable for the BDB to be used.

Patron formpt specifications that'include this data element shall define transformation rules fof this
data element when used in a-target BIR.

9.32 CBEFF_BIR_creation_date

9.32.1 Attrjbutes

Inclusion: Optional

Abstract values:
— NO VALUE AVAILABLE
— 2000-01-01T00:00:00Z through 3000-12-31T23:59:59Z

Content: This data element specifies the UTC date and time instant (see ISO 8601 series) that the BIR
was created by a BSP or a transforming application. CBEFF requires that patron format specifications
support abstract values to a precision of one second for this data element. See 9.18 and its notes for
CBEFF's requirements on time representations and other relevant considerations.
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