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Foreword

ISO (the

International Organization for Standardization) and

IEC (the International

Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and non-gov
technology, |

International
The main ta
Standards ad

an Internation

Attention is d
rights. ISO ar

brnmental, in liaison with 1ISO and IEC, also take part in the work. In the field of inforn
50 and IEC have established a joint technical committee, ISO/IEC JTC 1.

Standards are drafted in accordance with the rules given in the ISO/IEC Directivesy Part 2.
5k of the joint technical committee is to prepare International Standards. Draft Interns
opted by the joint technical committee are circulated to national bodies for'voting. Publicat

al Standard requires approval by at least 75 % of the national bodies gasting a vote.

rawn to the possibility that some of the elements of this document'may be the subject of
d IEC shall not be held responsible for identifying any or all sueh-patent rights.

ISO/IEC 197

Subcommittep SC 37, Biometrics.

ISO/IEC 197
Biometric Ex(

Part 1: D

Part 2: P

Part 3: A

ISO/IEC 197§
Institute of St
Biometric Co
the first versi
products in th

5-1 was prepared by Joint Technical Committee ISO/NEC JTC 1, Information techn
5 consists of the following parts, under the general title Information technology — Co
hange Formats Framework:

ata element specification

Focedures for the operation of the Biometric Registration Authority

atron format specifications

5 is the first International(Standard on CBEFF. Previous versions were published by the N4
nsortium Working Group. Since the last official non-ISO/IEC release was designated Versio

bn of ISO/IEC 19785-1 is designated Version 2.0. This is to distinguish the versions of C
e marketplace,

hation

tional
on as
patent

plogy,

mnmon

tional

pndards and Technology, (an agency of the government of the United States of America) apd the

n 1.1,
BEFF
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Introduction

The Common Biometric Exchange Formats Framework (CBEFF) promotes interoperability of biometric-based

applications and systems by specifying standard structures for biometric information records (Bl

Rs) and a set

of abstract data elements and values that can be used to create the header part of a CBEFF-compliant BIR.

A biometric information record (BIR) is an encoding in accordance with a CBEFF patron format

is a upit of biometric data for storage in a database or for interchange between systems or parts
Iways has at least two parts: a standard biometric header (SBH) and at least one biomet
. It may also have a third part called the security block (SB). CBEFF places no (fequire
contept and encoding of a BDB except that its length shall be an integral number of octéts; the sg
ISO/IEC 19794 specify standardized BDB formats for a number of biometric types.

The primary purpose of CBEFF is to define abstract data elements (data glements with a s
abstract values, with their semantics) that are expected to be of general utility as parts of the SB
information records. This part of ISO/IEC 19785 defines these data elements:

A CBEFF patron format is defined for a particular domain of use,~A-CBEFF patron format is
specification of encodings that can carry some or all of the abstract-values of some or all of the
elemgnts defined in this part of ISO/IEC 19785 (possibly withcadditional abstract values deter
CBERF patron), together with one or more biometric data/blocks (BDBs) containing biomet
intended that there be a limited number of CBEFF patronsfofmats in any given domain of use. H
technplogies may evolve that need new encoding rules.(or support of more or different CBEFF d
and hence may require new CBEFF patron formats fora given domain of use.

CBEHF also has a requirement that a Biomettic Registration Authority exist to assign unique)
biometric organizations, to biometric data block (BDB) formats, to security block (SB) formats, g
patrom format specifications (see above);:i1@’ publish them where appropriate; and to ensure thg
occur| between identifiers. ISO/IEC 19785-2 specifies the procedures under which the Biometri
Authdrity operates.

CBEH
organ
identi

F introduces the concept-ofiassigning a unique identifier to a biometric organization. A CBI
ization is any organization, public or private, that requests and receives a biometric|
ier from the Biometric\Registration Authority.

CBE-R
biome
and p
consg
CBE-R
privilg

F also introducesithe concept of a CBEFF patron. A CBEFF patron is an organization (re
tric organization) that specifies, or intends to specify, one or more CBEFF patron forma
ublic manner: Only public standards organizations such as a standards body, working grou
rtium, can'register as CBEFF patrons (other CBEFF biometric organizations are not CBER
F patron obtains a biometric organization identifier from the Biometric Registration Auth
ges beyond those of ordinary CBEFF biometric organizations: it can define, register and

see below). It
Df systems. A
ric data block
ments on the
veral parts of

et of defined
H in biometric

h full bit-level
CBEFF data
mined by the
fic data. It is
lowever, new
hta elements)

identifiers to
nd to CBEFF
t no conflicts
Registration

FFF biometric
organization

gistered as a
S in an open
p, or industry
F patrons). A
prity, but has
ublish one or

morelCBEEE patron formats_The biometric arganization identifier of a CBEFEE patron can (hllf

need not) be

encoded in BIRs conforming to the patron formats defined by that CBEFF patron.

CBEFF also defines the concept of a CBEFF biometric data block (BDB) format owner. A CBEFF BDB format
owner is an organization (registered as a CBEFF biometric organization) that specifies one or more BDB
format specifications. A BDB format owner obtains a CBEFF biometric organization identifier from the
Biometric Registration Authority. A BDB format owner can be a public standards organization (that would,
coincidentally, also qualify as a CBEFF patron) or any organization that has a need to define its own
vendor-specific BDB formats, whether they are to be published or not.

© ISO/IEC 2006 — All rights reserved


https://iecnorm.com/api/?name=3a58441017569190321a70dc7af7bb8a

ISO/IEC 19785-1:2006(E)

A CBEFF BDB format owner defines one or more BDB formats and assigns a BDB format identifier that
unambiguously identifies that BDB format within those defined by the BDB format owner. A BDB format
identifier (and the corresponding format) may, but need not, be registered with the Biometric Registration
Authority.

CBEFF also defines the concept of a CBEFF biometric product owner. A CBEFF biometric product owner is
an organization (registered as a CBEFF biometric organization) that assigns a biometric product identifier to a
biometric product. A biometric product owner can be a public standards organization such as a standards
body, working group, or industry consortium (such an organization would, coincidentally, also qualify as a
CBEFF patron), or any organization, such as a vendor or integrator, that has a need to assign biometric
product identifiers to biometric products. A biometric product owner can also, but need not, be a BDB format

owner and vi

e versa

A CBEFF bid
The identified
Examples of
biometric tran
within those
identifier may

CBEFF also
format owner
format identif
organization
coincidentally
need to assig
also, but nee

A CBEFF se
formats. A seé
have been 4
identifier may

This part of 19
gives the req
abstract data

This part of
different CBH

Clause 2 spe
also specifieq
claiming conf

Clause 6.5 s
each data elg

metric product owner assigns biometric product identifiers to one or more biometric pro

products can be hardware or software products or a combination of hardware and” sof
biometric products are biometric service providers (BSPs as defined by ISO/IEC\19784-1
sforming applications. A biometric product identifier unambiguously identifies-abiometric p
that have been assigned an identifier by the biometric product owner/'/A~biometric p
, but need not, be registered with the Biometric Registration Authority.

defines the concept of a CBEFF security block (SB) format owner.”A CBEFF security
is an organization (registered as a CBEFF biometric organizatien)‘that assigns a security
er to a security block format. A CBEFF security block format.owner can be a public stan
such as a standards body, working group, or industry consortium (such an organization
, also qualify as a CBEFF patron), or any organization, such‘as a vendor or integrator, that

il not, be a BDB format owner and vice versa.

curity block format owner assigns security blogk format identifiers to one or more security
curity block format identifier unambiguouslyzidentifies a security block format within thos
ssigned an identifier by the biometric security block format owner. A security block f
, but need not, be registered with the Biometric Registration Authority.

BO/IEC 19785 specifies a simple CBEFF BIR structure and a complex CBEFF BIR structur
uirements for the specification of"a CBEFF patron format based on one or the other of
structures.

SO/IEC 19785 also specifies transformations of BIRs from one CBEFF patron format
FF patron format.

cifies the conformance requirements for CBEFF patrons that define CBEFF patron form
the conformance requirements for biometric transforming applications and for implement
brmance to@specific patron format.

pecifies the CBEFF abstract data elements and the biometric transformation requiremer
ment.

Hucts.
ware.
) and
oduct
oduct

block
block
dards
vould,
has a

n security block format identifiers to security block formats. A security block format owngr can

block
e that
ormat

p, and
these

nto a

ats. It
htions

ts for

Annex A is normative. It defines a patron format conformance statement that patrons are to complete and
publish as part of their patron format specifications as assurance that the format fully complies with CBEFF
requirements.
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Information technology — Common Biometric Exchange
Formats Framework —

Part 1:

Dat

a element specification

1

S
J

11

(BIRS).

1.2
stand

1.3

format specification that complies with CBEFF requirements, spécified by a CBEFF patron.

14

data ¢lements to be used in the definition of CBEFF patron formats.

1.5
conte

1.6

block
part @
encry|
struct
part

mech

1.7
CBER

1.8

jcope

This part of ISO/IEC 19785 defines structures and data elements for biometric inform

brd or specification that complies with CBEFF requirements.

This part of ISO/IEC 19785 defines the concept of a CBEFF-patron format, which is a

This part of ISO/IEC 19785 defines the abstract values (and associated semantics) of a

This part of ISO/IEC 19785 specifies the userof CBEFF data elements by a CBEFF patror

This part of ISO/IEC 19785 provides the means for identification of the formats of the 4
5 (BDBs) in a BIR, but the standardization and interoperability of BDB formats is not in the
f ISO/IEC 19785. It also proyvides a means (the security block) for BIRs to carry informat
btion of a BDB in the BIRvand about integrity mechanisms applied to the BIR as a W
Lre and content of security blocks is the responsibility of CBEFF patrons and is not in the
pf ISO/IEC 19785. Eurther, the specification of encryption mechanisms for BDBs an
Bnisms for BIRs is(not in the scope of this part of ISO/IEC 19785.

This part ofiISO/IEC 19785 specifies transformations from one CBEFF patron format
F patron.format.

The encoding of the abstract values of CBEFF data elements to be used in the specificat

patrorr fermats is not in the scope of this part of ISO/IEC 19785.

ation records

This part of ISO/IEC 19785 defines the concept of a domain of use-to establish the applicability of a

ublished BIR

set of CBEFF

to define the

ht and encoding of a standard biometric header (SBH) to be included in a biometric information record
(i.e. the definition of a CBEFF patron format).

iometric data
scope of this
on about the
hole, but the
scope of this
j of integrity

to a different

on of CBEFF

1.9

forma

ISO/IEC 19785-2 specifies the operation of the Biometric Registration Authority for the issuing of
biometric organization identifiers and the registration of BDB formats, CBEFF patron formats, security block

ts, and biometric products.

1.10 A future part of ISO/IEC 19785 (ISO/IEC 19785-3) will specify several patron format specifications for

which

ISO/IEC JTC 1 SC 37 is the CBEFF patron.

1.11 Protection of the privacy of individuals from inappropriate dissemination and use of biometric data is not

in the

scope of this part of ISO/IEC 19785, but may be subject to national regulation.
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2 Conformance

21 A conforming CBEFF patron

a) shall define CBEFF patron formats in accordance with the requirements of 6.2 (CBEFF simple BIR

structure

) or in accordance with the requirements of 6.3 (CBEFF complex BIR structure);

b) shall include in the specification of a patron format

1) the (human-readable) name of the CBEFF patron,

2) the decimal and hex values of the patron identifier assigned by the Biometric Registration Authority

for IBO/IEC 19785-2,

3) the (human-readable) patron format name,

4) the
patr

5) the {ull ASN.1 object identifier for this patron format in both ASN.1 value notation and in XML

notation formats,

6) a description of the intended domain of use,

7) the Yersion identifier of the patron format,

8) the yersion of CBEFF under which the patron format is specified,

9) the $pecification of the CBEFF-defined data elements.and abstract values that are supported,

10) the |specification of any additional, patron-defined”data elements and abstract values thg
supported

11) trangformation requirements for the CBEEFABDB_quality and the CBEFF_BIR_validity period
elements,

12) the | abstract values and semantics of the content of the CBEFF_BDB_index ang

CBH

c) shall inc
accordar

2.2 A conf
format into a
and 6.5.

23 Animp
encoding abg

ecimal and hex values of the patron format identifier that the CBEFF patron has assigned
bn format,

FF_BIR _index (if used)”;
ude a completed patron format conformance statement in its patron format specificat
ce with Annex A.

BIR in the same or a different CBEFF patron format in accordance with the requirements

emeéntation shall claim to support a (specified) CBEFF patron format if and only if it is capg
tract values into or decoding abstract values from that (specified) CBEFF patron format.

o this

value

t are

data

the

on in

brming biometrie_transformation implementation shall transform a BIR in one CBEFF patron

of 6.4

ble of

3 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO 8601:2004, Data elements and interchange formats — Information interchange — Representation of
dates and times

ISO/IEC 10646:2003, Information technology — Universal Multiple-Octet Coded Character Set (UCS)
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ISO/IEC 19784-1, Information technology — Biometric application programming interface — Part 1: BioAPI
specification

ISO/IEC 19785-2, Information technology — Common Biometric Exchange Formats Framework — Part 2:
Procedures for the operation of the Biometric Registration Authority

4 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

41
BDB atormat
formgt of a BDB defined by a CBEFF biometric organization

4.2
BDB
uniqu
defing

4.3
BDB
CBER

4.4

biometric (adj.)

pertai

4.5
biom
auto

4.6

biom
BDB
block
6.2.2

NOTE

4.7

biometric information record

BIR
data
possi

format identifier
b (within a biometric organization) identifier of a format for a BDB, whefe, that format h
d by a CBEFF biometric organization called the BDB format owner

format owner
F biometric organization that defines a BDB format and assighs)a BDB format identifier to i

hing to the field of biometrics

trics
ated recognition of individuals based on their behavioural and biological characteristics

btric data block

of data with a defined formatithat contains one or more biometric samples or biometric tg

The parts of ISOAEC 19794 specify internationally standardized BDB formats for several biome

structure.containing one or more BDBs together with information identifying the BDB
ply further information such as whether a BDB is encrypted or the BIR is signed

as been fully

mplates (see

ric types.

formats, and

NOTE

4.8

I'nis I1s a general detinition applying 1o all BIRS. See 4.2Z and 4.31 1or complex BIK and simple BIR.

biometric product
software or hardware (or a combination of software and hardware) which is assigned a biometric product
identifier by a CBEFF biometric organization, called the biometric product owner of the biometric product

4.9

biometric product identifier
identifier assigned to a biometric product that unambiguously identifies the biometric product within the
biometric products that have been assigned an identifier by a biometric product owner

© ISO/IEC 2006 — All rights reserved
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410
biometric product owner
CBEFF biometric organization that assigns biometric product identifiers to biometric products

NOTE The organization may or may not be the manufacturer of the products.
4.1
biometric sample

information obtained from a biometric device, either directly or after further processing

cf. raw biometric sample, intermediate biometric sample, processed biometric sample

412
biometric template

biometric sarpple or combination of biometric samples that is suitable for storage as a reference for
comparison

413
biometric trgnsformation

transformatioh of a BIR in an source patron format into a BIR in a target patron format

NOTE This can (but need not) include processing of the content of the BDB (see,6.5.11 and 6.5.14).

414
CBEFF bio

etric organization

future

organization fhat is accepted for registration with the Biometric Régistration Authority in accordance with

ISO/IEC 19785-2

CBEFF biometric organization identifier
unique identifier assigned to a CBEFF biometric organization when it registers with the Biometric Regist
Authority in apcordance with ISO/IEC 19785-2

416
CBEFF patrgn
recognized sfandards development organization (which can be a standards body, working group, or in
consortium) that has been‘accepted for registration with the Biometric Registration Authority in accor
with ISO/IEC|19785-2 as/a°CBEFF patron, and that can therefore specify one or more CBEFF patron for

417
CBEFF patrqn format

pssign
If the
patron

ration

justry
Hance
mats

format for a BIR.that is fully-defined by a CBEFF patron (see 6.2 and 6.3)

418
CBEFF patron format identifier
identifier for a CBEFF patron format that is unambiguous within the context of a CBEFF patron identifier

419
CBEFF patron identifier
CBEFF biometric organization identifier of a CBEFF patron

4.20

CBEFF root header

CBEFF standard biometric header that precedes all other standard biometric headers in a complex C
BIR structure

BEFF

4 © ISO/IEC 2006 — All rights reserved
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4.21

CBEFF sub-header

CBEFF standard biometric header in a complex CBEFF BIR structure that follows the CBEFF root header and
that either immediately precedes a BDB or is followed by further CBEFF sub-headers (see 6.3)

4.22

complex CBEFF BIR structure

structure for a CBEFF BIR that can contain multiple BDBs, each having its own SBH, plus additional SBHs
that express the relationships among the BDBs (see 6.3)

4.23

domain of use
applidation space defined by a CBEFF patron where a CBEFF patron format specified by llhat patron is
intended to be used

4.24
intermediate biometric sample
biometric sample obtained by processing a raw biometric sample, intended for further processing

4.25
procgssed biometric sample
biometric sample suitable for comparison

4.26
raw hiometric sample
biometric sample obtained directly from a biometric device

4.27
security block
SB
block|of data with a defined format that contains(information concerning the encryption of BDBs|in a BIR and
the infegrity of the BIR

4.28
security block format
format of a security block defined byla CBEFF biometric organization

4.29
security block format identifier
unique (within a biometrictorganization) identifier of a format for a security block, where that forinat has been
fully defined by a CBEFF-biometric organization (called the security block format owner)

4.30
security block-format owner
CBEHF biometric organization that defines a security block format and assigns a security |block format
identifier,t0 it

4.31
simple CBEFF BIR structure
structure for a CBEFF BIR that contains precisely one SBH and one BDB (see 6.2)

4.32
source BIR
CBEFF BIR that is the input to a transforming application

4.33

standard biometric header

SBH

part of a CBEFF compliant BIR structure that provides encodings for abstract values of CBEFF data elements
and enables an application to obtain knowledge about the format and other properties (such as creation date)
of the BDBs that are contained in the BIR without having to process the BDBs themselves
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NOTE BDBs are not required to be (and generally are not) self-identifying. Identification of BDB formats is provided in
CBEFF data elements.

4.34

target BIR

CBEFF BIR that is the output of a transforming application
5 Symbols and abbreviated terms

BDB biometric data block

BIR biomeifric information record

BSP Biometric Service Provider (see ISO/IEC 19784-1)
CBEFF Common Biometric Exchange Formats Framework
MAC megsage authentication code

PFCS  pation format conformance statement

SB seclirity block

SBH stapdard biometric header

uTC coofdinated universal time (see ISO 8601)

6 Requirements

6.1 General

6.1.1 CBEKF allows the specification of CBEFF patton formats based on either the simple CBEFF BIR
structure (seg 6.2) or the complex CBEFF BIR structure (see 6.3).

6.1.2 CBEFKF patron formats may, but need hot, be registered and have their CBEFF patron format
identifiers (alssigned by the CBEFF patron) published by the Biometric Registration Authority| (see
ISO/IEC 19785-2).

NOTE Patron formats that are not “registered may not be usable in environments where interoperablflity or
transformation|of BIRs is a requirement;

6.1.3 It is iptended that a single CBEFF patron format would normally be the only patron format used in a
given domain of use, so its‘identification could be implicit in that domain of use. Where more than one CBEFF
patron formaf is needed)in a given domain of use (perhaps for historical reasons), the identification pf the
multiple patrgn formats'is by local means, which could, but need not, make use of a registered patron format
identifier, or df an jdentification issued by a CBEFF patron that is recognized for that domain of use.

6.1.4 A CHBEFEF biometric organization can define BDB formats and SB formats and assign identifiers to
them. BDB format and SB format identifiers shall be integers within the range T 10 65535. Each identifier shall
be unambiguous within the BDB formats or SB formats defined by the CBEFF biometric organization. The
biometric organization is called the BDB format owner or SB format owner of that BDB or SB format. The BDB
format is thus identified by the pair “BDB format owner - BDB format identifier” and the SB format is identified
by the pair “SB format owner - SB format identifier”. The BDB or SB format owner may (but need not) register
the BDB or SB format identifier in accordance with ISO/IEC 19785-2.

6.1.5 One of the goals of CBEFF is to uniquely identify the format of every BDB and SB within a BIR. The
combination of BDB or SB format owner and BDB or SB format identifier meets this objective.

6.1.6  Another goal of CBEFF is to enable the unique identification of the originator of a BDB within a BIR.
The combination of BDB product owner and BDB product identifier, when included in a patron format, meets
this objective. A CBEFF biometric organization can assign a biometric product identifier to a software or
hardware product. The product may (but need not) be produced or specified by that organization. A biometric
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product identifier shall be an integer within the range 1 to 65535 and shall be unambiguous within the
biometric products that have been assigned an identifier by that CBEFF biometric organization. The biometric
organization is called the biometric product owner of that product. The product is thus identified by the pair
“biometric product owner - biometric product identifier’. The biometric product owner may, but need not,
register the biometric product identifier in accordance with ISO/IEC 19785-2.

6.1.7 CBEFF defines certain of the data elements in Clause 6.5 to be “optional.” This means that a patron
format can require such a data element to always be included in an encoding of the patron format, to never be
included, or to be included only under certain conditions. If the patron format requires the data element to
never be included, then the patron format shall define no abstract values nor encodings for that data element,
and any transformations from or to that patron format will assume the abstract value NO VALUE AVAILABLE
for that data_element. If the patron format requires the data element to always or conditionally be included,
then an encoding for the abstract value NO VALUE AVAILABLE shall be specified, and encodjngs for other
abstract values of the CBEFF data element may be specified as options of the patron format,"GBEFF patron
formats that include data elements marked “Optional” shall enumerate the CBEFF-defined)abstrdct values that
are syipported in that patron format.

6.1.8| There is no CBEFF abstract value NO VALUE AVAILABLE for data elements defined 4§s mandatory,
and sljich an abstract value shall not be added by patron format specifications for'such data elempnts.

6.1.9| CBEFF imposes no requirement regarding the order of data elements in a CBEFF patron format
specification.

6.1.10 CBEFF imposes the general requirement that an entire SBH-shall not be encrypted, unless used in an
envirgnment in which all information is encrypted. One of the important goals of CBEFF is that applications
using| biometric data be able to easily determine whether they need to process a particular|BDB without
having to examine the contents of the BDB itself. The datayelements encoded in unencrypted [SBHs enable
this determination to be made.

NOTE] CBEFF permits the encryption of certain CBEFF-defined data elements that will not be procefgsed until after
the application has determined that the BDB is to be processed. See 6.5.8 and 6.5.22.

6.1.11 If a simple BIR has integrity applied io\it, either via MAC or digital signature, then the SBH and BDBs
shall pe included in the data covered by the“MAC or signature. If the BIR is a complex BIR, then integrity can
optionally be applied to the entire complex BIR, and integrity can also, optionally, be separatgly applied to
indivigual simple or complex BIRs that\are in the complex BIR.

6.1.12 The specification of the" CBEFF patron format can require that the BDBs in a BIR shall|be encrypted
using| specified encryption algorithms (specified dynamically in the SB, or statically in the patron format
specification), or that they.shall not be encrypted, or that encryption of the BDBs is optional (u$ing specified
encryption algorithms, or using any identified (dynamically or statically) encryption algorithms).

NOTE] Specifying that encryption or integrity is to be used normally requires identification of an encryption or integrity
algorithm and agreement between parties on parameters and keys associated with those algorithms. Thjs International
Standard does ot predetermine the means of agreement on these encryption or integrity parameters, but it does provide
a CBHFF data-element (the SB) for the specification of the encryption and integrity algorithm(s) used, as ell as CBEFF
data gJlements that identify the format and content of the SB.

6.1.13 A BDB shall be an integral multiple of eight bits, but is not required to be self-delimiting.

NOTE There is no CBEFF-defined data element for length determination of the BDB, as this is an encoding issue
that is not relevant at the abstract (coding-independent) level.

6.2 Defining a CBEFF patron format using the simple CBEFF BIR structure

In a CBEFF patron format for a BIR that is specified using the simple CBEFF BIR structure, fields
corresponding to CBEFF data elements shall be included as part of a single SBH (see 6.2.1). The SBH shall
be followed by a field that contains a single BDB (in any standardized or vendor-defined format — see 6.2.2).
The BDB may be followed (in some or in all instances of the BIR, as required by the CBEFF patron format
specification) by a security block (SB) (see 6.2.3). Figure 1 illustrates such a BIR. Each section of the BIR is
defined in the following sub-clauses.
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SBH BDB

SB (optional)

6.2.1

Figure 1 — Simple BIR structure

Standard biometric header (SBH)

This clause specifies the requirements on CBEFF patrons that define an SBH for use in a BIR specified using
the simple CBEFF BIR structure.

6.2.1.1

The SBH shall be a fully-specified encoding of abstract values of CBEFF data elements, together

(optionally) with additional abstract values specified by the CBEFF patron, and shall provide length

determination

6.2.1.2
structure:

a) CBEFF_|

b) CBEFF_|

c) CBEFF_|

d) CBEFF_
NOTE If
format may

p
[«
g
J

for the BDB and the SB.

is mandatory that the following CBEFF data elements be encoded in the SBH of @ 'simpl

BDB_format_owner (see 6.5.1)
BDB_format_type (see 6.5.2)
BDB_encryption_options (see 6.5.3)

BIR_integrity_options (see 6.5.4)

patron format requires either that all BDBs be encrypted or that all BDBs not be encrypted, then the
pecify the encoding of CBEFF_BDB_encryption_optiohs)as a zero length field, and simila

CBEFF_BIR_integrity_options of the BIR.

6.2.2 TheBE

The BDB is
templates. T
CBEFF_BDB

NOTE Th
consortium wh

a CBEFF biom
and assigned 4

6.2.3 Secu

6.2.3.1 (
format owner

6.2.3.2 T

!

iometric data block (BDB)

block of data with a defined format that contains one or more biometric samples or bio
e values of the mandatory CBEFF :data elements CBEFF_BDB_format_owner (see 6.5.1
| format_type (see 6.5.2) encoded inthe SBH identify the format of the BDB.

b BDB format can be vendor-specific, or it can be a format defined by a standards body, or in
bre the standards body, consortiim or vendor has registered in accordance with ISO/IEC 19785-2 to
etric organization identifier (providing the CBEFF_BDB_format_owner value) and has defined a BDB
BDB format identifier (ferming the CBEFF_BDB_format_type value) to it.

ity block (SB)

BEFF defines the SB as the top level of a structure that is fully specified by a security
and is identified by a unique, to that owner, security block format identifier.

he_specification of the CBEFF patron format shall make provision for the presence of the

either or both

e BIR

patron
ly for

metric

) and

dustry
obtain
format

block

SB if

afithe fnllnwing abstract values are Qllplnnrfpd'

a)

b)

the CBEFF_BIR _integrity _options abstract value INTEGRITY

the CBEFF_BDB_encryption_options abstract value ENCRYPTION

6.3 Defining a CBEFF patron format using the complex CBEFF BIR structure

6.3.1

A CBEFF patron may define a CBEFF patron format that supports multiple BDBs of the same or

different biometric data types (e.g., fingerprint, face and voice, or fingerprint BDBs from more than one finger)
in a single BIR. The complex CBEFF BIR structure supports such requirements. Figure 2 is an example of a
patron format based on the complex CBEFF BIR structure that includes both finger minutiae data and iris data.
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Root Biometric Header

Subheader_count = 2 BiometricType: (Multiple biometrics used)

Biometric Header (sub-header)

Subheader_count = 3 BiometricType: (Type=Finger minutia)

Biometric Header (sub-header) (Standard BDB) Biometric Data Block
Subheader_count =0

Biometric Header (sub-header) (Non-standard BDB A) | Biometric Data Block
Subheader_count =0

BIoMetric Header (sub-header) (Non-standard BDB B) | Blometric Data BIockK
Subheader_count =0

Biometric Header (sub-header)

Subheader_count = 2 BiometricType: (Type=lris)

Biometric Header (sub-header) (Standard BDB) Biometric Data BlocK Security block
Subheader_count =0

Biometric Header (sub-header) (Non-standard BDB C) | Biometric Datar Block Security block
Subheader_count =0

Security block

Figure 2 — Example of a patron format baséd'on the complex CBEFF BIR structiire

6.3.2| A CBEFF patron format based on the complex CBEFF BIR structure shall consist of:
a) Aninitial single CBEFF SBH (the root header) followed by

b) either

1) one or more level-zero sub=header blocks, or

2) one or more sub-header blocks that are not level-zero;

)
-~
Q

nd, optionally, a security block. If a patron format includes this security block then the root header shall
upport the abstracdt value INTEGRITY of the CBEFF data element CBEFF_BIR _integrity| options. The
cope of this security block is the entire complex BIR.

(7))

NOTE] 6.3.5_requires that the CBEFF data element CBEFF_BDB_encryption_options shall not be supported in a root
header.

6.3.24 A level-zera sub-header block shall consist of-

NOTE A level-zero sub-header block conforms to the simple CBEFF BIR structure. Because a simple BIR could
become part of a complex BIR, CBEFF patrons specifying simple BIR patron formats should consider whether the
inheritance (see 6.3.7) of abstract values from higher levels of a complex BIR will be acceptable. If inheritance of some
values will not be acceptable then the simple BIR patron format should support data elements and abstract values that will
override inheritance of those values.

a) An SBH that shall have the abstract value ZERO encoded in its CBEFF_subheader_count data element
and

b) aBDB,
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c)

and, optionally, a security block. If a patron format includes this security block to support integrity on this

level-zero block, then the sub-header of this level zero block (or a higher level sub-header block that is
not the root header) shall support the abstract value INTEGRITY of the CBEFF data element
CBEFF_BIR _integrity_options. The scope of this security block is only this one level-zero sub-header

block.

NOTE

Even if a level-zero block inherits (see 6.3.7) its INTEGRITY abstract value from a higher level sub-header

block, the scope of its security block is only the level-zero block. Also, note that 6.3.5 prevents inheritance of the
ENCRYPTION abstract value, so the ENCRYPTION abstract value has to be encoded in the level-zero SBH if the BDB is

encrypted.

6.3.2.2

A sub-header block that is not level zero shall consist of:

a) A CBEFF

b) either
1)

2)

one
one

6.3.3 Root
CBEFF_subh

NOTE Th
structure can 4
255. If necess
higher level su

6.3.4 The

mandatory in
BDB includes
BDB shall be

6.3.5 The
and shall not
NOTE Th

6.3.6 A CH
the abstract v

6.3.7 The
CBEFF patro

a) By defau

F SBH with a sub-header count that is not zero followed by

or more level-zero sub-header blocks or
or more sub-header blocks that are not level-zero.

header and sub-header blocks shall support encodings of all abstract values of the data el
eader_count.

b abstract values of this CBEFF data element are integers in therange 0 to 255. The complex CBEH
upport any number of levels, but the maximum number of sub-header blocks (thus BDBs) in one |

b-header block to start a new count.

CBEFF data elements CBEFF_BDB format owner and CBEFF_BDB format type
at least one SBH at or above the level of\eaeh BDB in a BIR. If the hierarchy of SBHs ab
either of these data elements at more than one level, then the value at the level closest
interpreted as the value applicable to that BDB.

CBEFF data element CBEFF_BDB_encryption_options shall be encoded in every level 0
be encoded in SBHs at other levels of the BIR.

s requirement reinforces the . CBEFF goal to allow encryption only for BDBs, not for entire SBHs.

EFF sub-header that'is not a level-zero sub-header shall encode in CBEFF_subheader |
alue corresponding-to the number of sub-header blocks that follow in the next lower level.

CBEFF patfon format shall place the following requirements on the encoding of a BIR
h formatwas specified using the complex (CBEFF) BIR structure:

t, ,each data element of a lower level shall inherit the abstract value of its corresponding

element

bment

F BIR
pvel is

bry, a patron format requiring more than 255 sub-header<blocks in a level can specify the use of g next-

are
ove a
to the

SBH,

count

Vhose

data

f'the next higher level (but see 6.3.5).

b)
value.

6.4 Performing BIR transformations

If an encoding for a data element is present in a sub-header block, that encoding overrides its inherited

Applications are permitted to transform BIRs from one patron format (a source BIR) into a new BIR (a target
BIR) that uses either the same patron format or a different patron format. Such transformations shall be

performed as

10

follows.
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6.4.1 Transformations of enumerated abstract values

CBEFF data elements (mandatory or optional) that have an enumerated list of abstract values shall be
mapped as specified in a) and b), except where Clause 6.5 specifies a different requirement.

NOTE Clause 6.5 normally specifies a different requirement only when the abstract value to be encoded in the target
BIR is provided as local input (not specified by CBEFF) to the transforming application, rather than depending on the
abstract value in the source BIR.

a) If the abstract value in the source BIR is supported by the target BIR patron format, then the abstract
value shall be mapped to the target BIR.

b) Ifihe abstract value In the source IS Ot supporied by the targe patron tormat, thep the abstract
lue shall be mapped to the abstract value NO VALUE AVAILABLE for that CBEFF data-glement in the
target BIR.

6.4.2| Transformations of non-enumerated data element values
For JBEFF data elements (mandatory or optional) whose abstract values are’a range of character string,

octet ptring, date or decimal values, data element value mappings shall be as specified by the dgfinition of the
data ¢lement in 6.5.

6.5 |CBEFF Data Elements
Definitions and abstract values for each of the CBEFF-defined data elements are specified in thig clause.

NOTE] The sub clauses of 6.5 are ordered as follows: Mandatory data elements in alphabetical order ly data element
name,| then optional data elements in alphabetical order by data element name, except that CBEFF_BDB_|biometric_type
precedes CBEFF_BDB_biometric_subtype because _typé'anhd _subtype comprise a hierarchical structure|of information,
so it is more natural to define _type before _subtyper, CBEFF imposes no requirement regarding the| order of data
elemepts in a patron format specification (see 6.1.9):

6.5.1| CBEFF_BDB_format_owner

6.5.1.1 Attributes

Inclusion: Mandatory
Abstiract values: Integers\0 through 65,535

Contént: Encodings of this data element identify the standards body, working grpup, industry
consgrtium, or othenCBEFF biometric organization that has defined the format of the BDB assodiated with the
SBH |n which thé/encoding appears. CBEFF requires that organizations defining CBEFF BDB formats register
with the Biometric Registration Authority to obtain a unique identifier (see ISO/IEC 19785-2)[that shall be
encoded ip-this data element. This unique identifier shall be a 16-bit non-negative integer. The abstract values
of thi$ data“element are the set of all possible values of this identifier, all of which shall be supported by all
patrom formats

NOTE The CBEFF biometric organization identifier used in the CBEFF_BDB_format_owner data element together
with the BDB format identifier used in the CBEFF_BDB_format_type (see 6.5.2) uniquely identify the specific format of a
BDB. The format of a BDB is “owned” by a biometric organization. The BDB format specification may be published (public)
or unpublished (non-public). Its identifier may (but need not) be registered (see 6.5.2).

6.5.1.2 Transformation requirements

When transforming a source BIR to a target BIR, the abstract values of the CBEFF_BDB_format_owner and
the CBEFF_BDB_format_type data elements shall be copied unless the BDB is also transformed, in which
case the target BIR shall identify the target's BDB format owner and format type.

NOTE It is an implementation option whether to transform the BDB format.
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6.5.2 CBEFF_BDB_format_type

6.5.2.1  Attributes
Inclusion: Mandatory
Abstract values: Integers 0 through 65,535

Content: Encodings of this data element identify the specific BDB format specified by the CBEFF
biometric organization recorded in the CBEFF_BDB_format_owner. This may be a standardized BDB format
that has been registered and published by a CBEFF biometric organization such as a standards body or
industry consortium, or it may be a non-standard, unpublished BDB format. The registration of the BDB format
identifier is optional. Whether registered or not, the identifier shall be a 16-bit non-negative integer-that is
unambiguoud within the CBEFF biometric organization identifier. The abstract values of this data element are
the set of all possible values of this identifier, all of which shall be supported.

6.5.2.2 Transformation requirements

See 6.5.1.2.
6.5.3 CBEHRF_BDB_encryption_options

6.5.3.1  Attributes
Inclusion: Mandatory (but see 6.5.3.2)

Abstract values:
NO ENCRYPTION: the BDB is not encrypted

ENCRYRTION: the BDB is encrypted

Content: Encodings of this data element specify whether the BDB is encrypted or not.

6.5.3.2 Requirements on patron format:specifications

The following|requirements apply.
a) CBEFF patron formats shall'support at least one of the abstract values.

NOTE If a patron forfat supports only one abstract value for this data element, it may encode that abstracj value
as a zero [ength field,

CBEFF_PBB, format_type shall be supported, unless all such information is pre-determined by the
specificafion of the patron format.

b) If a patrgn format.supports ENCRYPTION then the CBEFF data elements CBEFF_SB_format_own%r and

c) This data element need not be supported in CBEFF patron formats where it is not applicable or where
other means exist to express which security options are used.

d) In acomplex BIR this data element shall only be supported in level-zero sub-header blocks.

6.5.3.3 Transformation requirements

When transforming a source BIR to a target BIR, the abstract value of this data element shall be copied
unless the encrypted state of the BDB is modified, in which case the target BIR shall encode the target BDB’s
encryption state. If the target BDB's encryption state is ENCRYPTED, then the target BIR shall conform to a
patron format that satisfies the requirements of 6.5.3.2 b).

NOTE It is an implementation option whether to transform the BDB encryption state.
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CBEFF_BIR_integrity_options

1 Attributes

Inclusion: Mandatory

Abstract values:

NO INTEGRITY: integrity is not applied to the BIR.

INTEGRITY: integrity is applied to the BIR.

Contjant: Encodings of this data element specify whether integrity is applied to the BIR.

6.5.4

The f

[V

b) I

Q

q

4

6.5.4.

Wher
this d
if the
the re

6.5.5

2 Requirements on patron format specifications

bllowing requirements apply.
BEFF patron formats shall support at least one of the abstract values.
OTE If a patron format supports only one abstract value for this data.element, it may encode th

5 a zero length field.

BEFF_SB_format_owner and CBEFF_SB_format_type shall be supported, unless all sug
pre-determined by the specification of the patron format.

3  Transformation requirements

transforming a CBEFF BIR from a source(patron format to a target patron format, the abs

hta element encoded in the target BIR shall’specify the integrity option applied to the target|
target BIR's integrity state is INTEGRITY, the target BIR shall conform to a patron format
quirements of 6.5.4.2 b).

CBEFF_subheader_count

Inclu

Abst

Sion:

andatory in all SBHs"in patron formats based on the complex CBEFF BIR structure (see 6.

S5 data element

a patron format supports the abstract value INTEGRITY, then the CBEFF data elements

h information

tract value of
BIR. Further,
that satisfies

B)

ay be presentior absent in patron formats based on the simple CBEFF BIR structure (see §.2)

act values: Integers 0 through 255

B) in the next

BIR structure the abstract value of this data element shall be zero.

6.5.6

6.5.6.

CBEFF_BDB_biometric_type

1 Attributes

Inclusion: Optional

Abstract values: see Table 1
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Content:

Encodings of this data element convey the type of biological or behavioural data stored in the
BDB of a simple CBEFF BIR structure, or in the BDB of a level zero sub-header block in a complex CBEFF
BIR structure.

Table 1 — Abstract values for BDB_biometric_type

Named abstract value Typically has an
associated subtype?
(see 6.5.7)

NO VALUE AVAILABLE No

MULTIPLE BIOMETRIC | No

6.5.6.1.1

TYPES

Biological type abstract values

BODY ODOR No

DNA No

EAR Yes
FACE No

FINGER Yes
FOOT Yes
HAND (FINGERS) Yes
HAND (PALM) Yes
HAND (VEIN) Yes
IRIS Yes
RETINA Yes

Behavioural type abstract values

GAIT No
KEYSTROKE No
LIP MOVEMENT No
SIGNATURE/SIGN No
VOICE No

BEFFE patrons are allowed to use any subset of these abstract values and to define add

abstract valu

s\ as required by the intended domain of use. These additional abstract values may in

tional
clude

arbitrary combinations of values, possibly represented by a bit-map, to support precise enumeration of
individual types when MULTIPLE BIOMETRIC TYPES is encoded.

6.5.6.2 Transformation requirements

See 6.4.1.

If the source patron format uses a bit-map to represent a number of additional abstract values that are
combinations of the above abstract values (see 6.5.6.1.1), and the target patron format does not use such a

bit-map, then

14

the MULTIPLE BIOMETRIC TYPES abstract value shall be set in the target patron format.
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6.5.7 CBEFF_BDB_biometric_subtype

6.5.7.1 Attributes
Inclusion: Optional
Abstract values: see Table 2.

Content: The abstract values of this data element are qualifiers that apply to abstract values of
CBEFF_BDB_biometric_type.

EXAMPLE—ifthepatrom formmat supportsthe BBBbiometric type RETHINA, themthat patrom formatwquld be likely to
(but n¢ed not) specify the use of the abstract values LEFT and RIGHT for BDB biometric subtype.

Table 2 — Abstract values for CBEFF_BDB_biometric_subtype

Abstract values

NO VALUE AVAILABLE
RIGHT

LEFT

LEFT THUMB

LEFT POINTER FINGER
LEFT MIDDLE FINGER
LEFT RING FINGER
LEFT LITTLE FINGER
RIGHT THUMB

RIGHT POINTER FINGER
RIGHT MIDDLE FINGER
RIGHT RING FINGER
RIGHT LITTLE FINGER

NOTE 1 A BDB format specification determines which (if any) of
these qualifiers apply to that BDB format.

6.5.72 Transformation requirements

See §4.4.1.

6.5.8 | \CBEFF_BDB_challenge_response

6.5.8.1  Attributes
Inclusion: Optional
Abstract values:
NO VALUE AVAILABLE
Zero, one, or more octets of transparent data.

Content: Encodings of this data element contain data to be used to present a challenge or prompt to the
user who is attempting a biometric verification against the biometric template in the BDB. Patron format
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specifications may, but are not required to, permit the contents of this data element to be encrypted using
encryption techniques specified by the patron format or in an associated SB.

If the biometric type is voice for speaker recognition, this data element may be used to store the phrase the
system is to ask the subject to utter, or it may store a pointer to a database that contains the phrase. Patron

formats that include values of this data element other than NO VALUE AVAILABLE shall specify the contents
of the transparent data.

6.5.8.2 Transformation requirements
The challenge-response data element (and its content) may be specific to the BDB's content. A transforming
application sipattcopythe—content—directty fromthe—source BtiRtothetarget BiR—untessthetarget'spatron
format suppofts only NO VALUE AVAILABLE.

NOTE Transformation to NO VALUE AVAILABLE may render the BDB unusable.
6.5.9 CBEHRF_BDB_creation_date

6.5.9.1  Atfributes
Inclusion: |Optional
Abstract valtes:

NO VALUE AVAILABLE

2000-01401T00:00:00Z through 3000-12-31T23:59:59Z
Content: This data element specifies the UTC date and time instant (see ISO 8601) that the biometric
data in the BPB was captured. CBEFF requires that patron format specifications support abstract values to a

precision of gne second for this data element.

NOTE 1 The ISO 8601 extended date-time format is used in this part of ISO/IEC 19785 for specification of dafe-time
abstract valueg.

NOTE 2 UTIC is the abbreviation for Coordinated Universal Time as defined in ISO 8601. That standard defines the
character “Z” as the designator for UTC in date and time representations.

NOTE 3 Fof practical reasons,-€BEFF intends the UTC date-time instant to be interpreted as a reaspnable
approximation [to the creation date;CBEFF does not require that the date-time instant be precisely recorded as an|actual
UTC instant tq a precision of one second. Patron format specifications may impose a more stringent requirement for
particular domains of use, noting likely application requirements.

NOTE 4  CHEFF patrops that require a date-time precision of other than one second may specify their owp data
element and abstract values.

NOTE 5 Pafronvformat encodings may use a format other than the 1SO 8601 extended date-time format (pnd in
particular may use a binary format) for the abstract date-time values.

6.5.9.2 Transformation requirements

See 6.4.1.

If the target patron format defines abstract values with a different time granularity, then these are distinct from
the CBEFF-defined abstract values. However, the target patron format specification may specify a mapping

from abstract values of greater or lesser granularity to the abstract values that it provides. If no such mapping
is specified, then NO VALUE AVAILABLE shall be used as the mapping.
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6.5.10 CBEFF_BDB_index

6.5.10.1 Attributes
Inclusion: Optional

Abstract values:
NO VALUE AVAILABLE

An identifier

Content: This data element carries the identifier of an object that is related to, but separate-fom, the BDB
with which it is associated. Patron format specifications shall define the abstract values to be.engoded herein.
If this| data element is included in a complex BIR patron format, the format shall specify) the dpta element's
interpretation at the different levels of the complex structure.

NOTE| Typically, this data element would carry an index to a record in a database“that correspondg to the person
whosg biometric data is in the BDB. Patron formats are permitted to define any similar content for this data ¢lement.

6.5.10.2 Transformation requirements

When transforming a CBEFF BIR from a source patron format to actarget patron format, the valjye encoded in
this data element shall correspond to the situation of the target domain of use. The value depends on the
domajn of use of the target patron format and on information loc¢al to the transforming applicatior], and may be
NO VALUE AVAILABLE.

6.5.11 CBEFF_BDB_processed_level

6.5.11.1 Attributes
Inclusion: Optional

Abstract values:

NO VALUE AVAILABLE
RAW (see 4.23)
INTERMEDIATE (see 4.21)
HROCESSED. (see 4.22)

Contént: Encodings of this data element convey the processed state of the biometri¢ samples or
templptes stored in the BDB (See 7.9.1a) of ISO/IEC 19784-1:2006).

6.5.112—Fransformationrequirements

When transforming a CBEFF BIR from a source patron format to a target patron format, the abstract value in
the target BIR shall convey the processed level of the target BDB. If the transforming application has not done
any processing of the BDB, the value in the target CBEFF BIR shall be copied from the source CBEFF BIR, or
shall be NO VALUE AVAILABLE if the value to be copied is not supported.

6.5.12 CBEFF_BDB_product_owner

6.5.12.1 Attributes

Inclusion: Optional — this data element shall not be included in a patron format unless
CBEFF_BDB_product_type is also included (see 6.5.13).
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Abstract values:

NO VALUE AVAILABLE

integers 1 through 65,535

Content:

NOTE 1
present) may o

This data element identifies the registered biometric organization that owns the product (i.e., the
BSP or transforming application) that created the BDB. The content of CBEFF_BDB_product_owner shall be
a biometric organization identifier (a 16 bit positive integer, assigned by the Biometric Registration Authority).

r may not be the same as that encoded in the mandatory data element CBEFF_BDB_format_owner.

NOTE2 CH
biometric orga
AVAILABLE.

6.5.12.2 Transformation requirements

When transfq
application m
then CBEFF|
transforming
AVAILABLE
source BIR's

6.5.13 CBERF_BDB_product_type

6.5.13.1 At

Inclusion:
CBEFF_BDB

Abstract val
NO VAL
integers

Content:
the BDB. TH
organization
element.

6.5.13.2 Transformation Requirements

EFF has required the Biometric Registration Authority to not assign the value zero (Hex 0000)
hization. Patron format specifications may find it useful to use this value as the encoding for NO

rming a CBEFF BIR from a source patron format to a target patron_format, if the transfo
pdifies the BDB's content (for example, by changing its processed levelfrom raw to interms
| BDB_product_owner in the target BIR shall identify the biometricvorganization that owr
application itself, unless the transforming application is required to encode NO V|
n this target data element. If the transforming application does not modify the BDB, thg
Abstract value shall be mapped into the target data element.

ributes

Optional — this data element shall\>not be included in a patron format
| product_owner is also included (see 6:512).

les:

UE AVAILABLE

1 through 65,535

e product identifier shall be a 16 bit positive integer assigned by the registered bio
that createdwor owns the product and is identified by the CBEFF_BDB_product_owne

The biometric organization identifier encoded in the optional data element CBEFF_BDB_product_owner (if

o any
ALUE

rming
diate),
s the

ALUE

n the

nless

This data element identifies the product (i.e., the BSP or transforming application) that cijeated

metric
data

If the transfo

ming application changes the value in CBEFF_BDB_product_owner, then this data elem

ent in

the target BIR shall identify the transforming application itself or shall be NO VALUE AVAILABLE, otherwise

the source Bl

R's value shall be mapped into the target BIR or shall be NO VALUE AVAILABLE.

6.5.14 CBEFF_BDB_purpose

6.5.14.1

Inclusion:

Attributes

Optional

Abstract values:

NO VALUE AVAILABLE
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VERIFY

IDENTIFY

ENROLL

ENROLL FOR VERIFICATION ONLY
ENROLL FOR IDENTIFICATION ONLY
AUDIT

Content:

This data element specifies the intended use of the BDB (see 7.12 of ISO/IEC 19784-1:2006).

NOTE] CBEFF_BDB_purpose and BioAPI_BIR_PURPOSE are semantically equivalent.

6.5.14.2 Transformation requirements

When transforming a CBEFF BIR from a source patron format to a target patron format, the valu

BIR §

BDB
not d
VAL

6.5.1

nto a processed BDB that has one of the above abstract purposes). If the transforming a
bne such processing, the value in the target BIR shall be copied from’the source BIR, o
E AVAILABLE if not supported in the target BIR.

CBEFF_BDB_quality

6.5.15.1 Attributes

Inclu

ion: Optional

Abstract values:

G
q
A

Contént:

BioAHR

6.5.1¢

See 4

NO VALUE AVAILABLE

UALITY NOT SUPPORTED BY BDB CREATOR
UALITY SUPPORTED BY BbB CREATOR BUT NOT SET

n integer quality value in the range 0 through 100 where 100 is the highest quality

|_Quality in cladse 7 of ISO/IEC 19784-1:2006).

).2 Transformation requirements

4.1

b in the target

hall convey the purpose of the target BDB (for example, a transforming application may grocess a raw

bplication has
shall be NO

This data €lement specifies the quality of the biometric data in the BDB (see the @lata structure

6.5.1

CBEFF_BDB_validity_period

6.5.16.1 Attributes

Inclusion: Optional

Abstract values:

NO VALUE AVAILABLE

2

000-01-01 through 3000-12-31/2000-01-01 through 3000-12-31
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Content:

This data element conveys the time interval (not before through not after) when the BDB is

valid.

See 6.5.9 and its notes for CBEFF's requirements on time representations and other relevant considerations.

NOTE 1
time interval.

NOTE 2

and abstract values.

NOTE 3
particular may

use a binary format) for the abstract date-time values.

The “/” character between two time representations indicates that the times specify the beginning and end of a

CBEFF patrons that require a date-time precision of other than one day may specify their own data element

Patron format encodings may use a format other than the ISO 8601 extended date-time format (and in

6.5.16.2 Transformation requirements

System requi

a) Administ
during w
authentic
change t

b) Technics

accuracy

Patron form
element whe

6.5.17 CBEHRF_BIR_creation_date

6.5.17.1 At

Inclusion:

Abstract val
NO VAL
2000-014

Content:

created by a
abstract valu
requirements

rements regarding BDB validity period may stem from either of two sources:

rative requirements may specify a validity period that, for example, corresponds to the in
hich a user is authorized for a privilege that is obtained when the BDB is-Suecessfully us
ation. When that interval expires, the authorization may be renewed for,the next interval w
b the biometric template used for verification; or

| requirements related to biometric template aging may dictate aninterval after which ma
is not sufficiently reliable for the BDB to be used.

t specifications that include this data element shall define transformation rules for this
used in a target BIR.

ributes
Optional

les:
JE AVAILABLE
01T00:00:00Z through 3000-12-31T23:59:59Z

This data element_specifies the UTC date and time instant (see 1SO 8601) that the BIH
BSP or a transferming application. CBEFF requires that patron format specifications s
s to a precision of one second for this data element. See 6.5.9 and its notes for CB|
on time representations and other relevant considerations.

6.5.17.2 Tr

nsformation requirements

terval
ed for
ith no

ching

data

R was

pport
FF's

When transforming a CBEFF BIR from a source patron format to a target patron format, the abstract value of
this data element in the target BIR shall be the date and time that the target BIR is created or shall be NO
VALUE AVAILABLE.

6.5.18 CBEFF_BIR_creator

6.5.18.1

Inclusion:

Attributes

Optional

Abstract values:
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NO VALUE AVAILABLE
A human-readable name consisting of a string of characters from the ISO 10646 character set.
NOTE The encoding of those characters in an actual BIR is determined by the patron format.

Content: This data element identifies, by its human-readable name, the organization that is responsible
for the application that created the CBEFF BIR.

EXAMPLE Biometric data in machine readable travel documents might be created by “US Dept of State” or
“Passport Australia”.

6.5.1&.2 Transformation requirements
When transforming a CBEFF BIR from a source patron format to a target patron format, the abgtract value of

this data element in the target BIR shall identify the organization that is responsible: for the| transforming
applidation or shall be NO VALUE AVAILABLE.

6.5.19 CBEFF_BIR_index

6.5.19.1 Attributes
Inclusion: Optional

Abstract values:
NO VALUE AVAILABLE

An identifier

Contént: This data element is analogous“to CBEFF_BDB_index, except that the idenfjffied external
object's relationship is to the entire BIR ratherthan a single BDB. See 6.5.10.

6.5.19.2 Transformation requiremehts

When transforming a CBEFF BIRfrom a source patron format to a target patron format, the valde of this data
elemg@nt shall correspond to the-situation of the target domain of use. The value depends on infgrmation local
to theltransforming application; and may be NO VALUE AVAILABLE.

6.5.20 CBEFF_BIR_patron_format_owner

6.5.20.1 Attriblutes

Inclusiont

ptional. This data element shall not be included m a patron format unless
CBEFF_BIR patron_format_type is also included (see 6.5.21).

Abstract values:
NO VALUE AVAILABLE
integers 1 through 65,535

Content: Encodings of this data element identify the CBEFF biometric organization that is the CBEFF
patron responsible for the patron format of an SBH external to the current SBH. CBEFF requires that
organizations register with the Biometric Registration Authority to obtain a unique identifier (see
ISO/IEC 19785-2) that shall be encoded in this data element. This unique identifier shall be a 16-bit positive
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integer. The abstract values of this data element are the set of all possible values of this identifier, all of which
shall be supported.

NOTE It is not possible for a patron format to be self-identifying by use of this data element, because without
knowledge of the format itself, the header cannot be decoded.

6.5.20.2 Transformation requirements

When transforming a CBEFF BIR from a source patron format to a target patron format, the abstract value in
the target BIR shall comply with the patron format requirements placed on the target BIR; this may be NO
VALUE AVAILABLE.

6.5.21 CBEFIF_BIR_patron_format_type

6.5.21.1 Atfributes

Inclusion:

Optional]{ This data element shall not be included in a _patron format unless
CBEFF_BIR_patron_format_owner is also included (see 6.5.20).

Abstract valties:
NO VALUE AVAILABLE
integers [l through 65,535

Content: Encodings of this data element specify the CBEFRF "patron format identifier of a BIR external to
the current BIR. The CBEFF patron responsible for the referenced patron format assigns the patron format
identifier value and registers it with the Biometric Registration Authority. This unique identifier shall be a|16-bit
positive integer. The abstract values of this data element are the set of all possible values of this identiffer, all
of which shal| be supported.

6.5.21.2 Transformation requirements

See 6.5.20.2
6.5.22 CBEHF_BIR_payload

6.5.22.1 Atfributes
Inclusion: |Optional

Abstract valties:

NO VALUEAVAILABLE

A string of transparent octets

Content: Encodings of this data element contain arbitrary data. The form and use of this data is not
specified by CBEFF.

NOTE The arbitrary data may be, for example, a text string; it may be encrypted; it may have integrity applied within
the data element; it may represent a structure. CBEFF places no constraints on the encoding of this data element, nor
does it require a CBEFF patron format specification to provide further definition or constraints.
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