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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.
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ISO/IEC 19785 consists of the following parts) under the general title Information technology — Common

Biometric EX|
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Introduction

The Common Biometric Exchange Formats Framework (CBEFF) promotes interoperability of biometric-
based applications and systems by specifying standard structures for biometric information records
(BIRs) and a set of abstract data elements and values that can be used to create the header part of a
CBEFF-compliant BIR.

A biometric information record (BIR) is an encoding in accordance with a CBEFF patron format (see
below). It is a unit of biometric data for storage in a database or for interchange between systems or
parts of systems. A BIR always has at least two parts: a) a standard biometric header (SBH); b) at least
one hiometric data hlack (RDR) It may alsa have a third part called the security hlack (SB). CBEFF
placep no requirements on the content and encoding of a BDB except that its length is té-be an integral
number of octets; the several parts of ISO/IEC 19794 specify standardized BDB formats forf a number of
biometric types.

The grimary purpose of CBEFF is to define abstract data elements (data elements with a set of defined
abstrpct values, with their semantics) that are expected to be of general utility as parts ¢f the SBH in
biometric information records. This part of ISO/IEC 19785 defines these data elements.

A CBEFF patron format is defined for a particular domain of use. A(GBEFF patron format is a full bit-
level |specification of encodings that can carry some or all of the\abstract values of the| CBEFF data
elemgnts defined in this part of ISO/IEC 19785 (possibly withzadditional abstract valueqd determined
by the CBEFF patron), together with one or more biometriec.data blocks (BDBs) containihg biometric
data.|lt is intended that there be a limited number of CBEFF{patron formats in any given d¢main of use.
Howgver, new technologies may evolve that need new_ericoding rules (or support of morg or different
CBEFJF data elements) and hence may require new CBEFF patron formats for a given domain of use.

CBEFJF also has a requirement that a Biometric Registration Authority exists to assign uniqyie identifiers
to bigmetric organizations, to biometric data block (BDB) formats, to security block (SB) formats, and
to CBEFF patron format specifications (see below), to publish them where appropriate, and to ensure
that rjo conflicts occur between identifiers:

CBEFF introduces the concept of assighing a unique identifier to a biometric organization. A CBEFF
biometric organization is any organization, public or private, that requests and receiveqd a biometric
orgaijization identifier from the Biometric Registration Authority.

CBEFFF also introduces the concept of a CBEFF patron. A CBEFF patron is an organization (registered
as a Biometric organization) that specifies or intends to specify one or more CBEFF patrdgn formats in
an ogen and public manner. Only public standards organizations such as a standards b¢dy, working
group, or industry, _censortium can register as CBEFF patrons (other CBEFF biometric c;t‘ganizations
are npt CBEFF patrons). A CBEFF patron obtains a biometric organization identifier from the Biometric
Regidtration Authority but has privileges beyond those of ordinary CBEFF biometric ofganizations:
it can defineyregister, and publish one or more CBEFF patron formats. The biometric prganization
ident|fierlof a CBEFF patron can (but need not) be encoded in BIRs conforming to the patron formats
definpd by that CBEFF patron.

CBEFF also defines the concept of a CBEFF biometric data block (BDB) format owner. A CBEFF BDB
format owner is an organization (registered as a CBEFF biometric organization) that specifies one or
more BDB format specifications. A BDB format owner obtains a CBEFF biometric organization identifier
from the Biometric Registration Authority. A BDB format owner can be a public standards organization
(that would, coincidentally, also qualify as a CBEFF patron) or any organization that has a need to define
its own vendor-specific BDB formats, whether they are to be published or not.

A CBEFF BDB format owner defines one or more BDB formats and assigns a BDB format identifier
that unambiguously identifies that BDB format within those defined by the BDB format owner. A BDB
format identifier (and the corresponding format) may, but need not, be registered with the Biometric
Registration Authority.

© ISO/IEC 2015 - All rights reserved vii
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CBEFF also defines the concepts of CBEFF biometric product owner as well as owners or vendors for
the following specific product types: a) capture device; b) feature extraction algorithm; c) comparison
algorithm; d) quality algorithm; e) compression algorithm; f) presentation attack detection (PAD)
technique. A CBEFF biometric product owner is an organization (registered as a CBEFF biometric
organization) that assigns a biometric product identifier to a biometric product. A biometric product
owner can be a public standards organization such as a standards body, working group, or industry
consortium (such an organization would, coincidentally, also qualify as a CBEFF patron), or any
organization, such as a vendor or integrator, that has a need to assign biometric product identifiers
to biometric products. A given organization can be the owner of one or more entities in one or more
of these categories (also including BDB formats and SB formats as additional categories) with no
restrictions on the number of entities owned by the organization or on which categories those entities

may belong {o:

A CBEFF bigmetric product owner assigns biometric product identifiers to one or moré bion
products. The identified products can be hardware or software products or a combination of hard
and softwarg. Examples of biometric products are biometric service providers (BSPs as defin
ISO/IEC 19784-1) and biometric transforming applications, as well as the spegific” product

mentioned i
biometric pr
biometric pr

A CBEFF cap
quality algo
device type

types (or fedture extraction algorithms, etc.), respectively. A capture device type identifier (or fe

extraction 3
extraction a
capture dev
registered W

CBEFF also dlefines the concept of a CBEFF security block (SB) format owner. A CBEFF security

format owng
block format
standards o
organization
or integrato
security blod

A CBEFF sec
block format
those that h
block format

This part of
be inferred

ture device type owner, feature extraction algorithm owner, comparison algorithm o

the previous paragraph. A biometric product identifier unambiguously identi
pduct within those that have been assigned an identifier by the biomeétric product ow
bduct identifier may, but need not, be registered with the Biometri¢’'Registration Auth

Fithm owner, compression algorithm owner, or PAD techhique vendor assigns ca
dentifiers (or feature extraction algorithm identifiersetc.) to one or more capture d

lgorithm identifier, etc.) unambiguously identifies a capture device type (or fe
gorithm, etc.) within those that have been assigned an identifier by the owner/ven
ce type identifier (or feature extraction algorithm identifier, etc.) may, but need n
ith the Biometric Registration Authority.

r is an organization (registered as. &CBEFF biometric organization) that assigns a seq

rganization such as a standards body, working group, or industry consortium (su
would, coincidentally, alsoqualify as a CBEFF patron) or any organization, such asa v
, that has a need to asgign security block format identifiers to security block form
k format owner can also, but need not, be a BDB format owner and vice versa.

Lrity block formdt ewner assigns security block format identifiers to one or more seg
s. A security black format identifier unambiguously identifies a security block format w
hve been assigried an identifier by the biometric security block format owner. A se
identifieray, but need not, be registered with the Biometric Registration Authority

ISO/IEC 19785 specifies a simple CBEFF BIR structure (the format of which can
from the domain of use in which such a BIR is encountered) and a complex CBEF

netric
ware
ed by
types
ies a
ner. A
ority.

Wner,
pture
evice
ature
ature
dor. A
bt, be

block
urity

identifier to a security block format. A CBEFF security block format owner can be a public

rh an
bndor
ats. A

urity
rithin
urity

only
F BIR

structure (th

e format of which can alsa nn]y he inforred fram the domain of use inwhich such 2

BIR is

encountered) and gives the requirements for the specification of a CBEFF patron format based on either
of these abstract data structures.

This part of ISO/IEC 19785 also specifies a self-identifying simple CBEFF BIR structure that includes
mandatory data elements that identify the format of the structure.

This part of ISO/IEC 19785 also specifies a multiple CBEFF BIR structure upon which patrons can
specify BIR formats that support one or more sub-BIRs. BIR formats conforming to this structure may
or may not be self-identifying.

This part of ISO/IEC 19785 also specifies transformations of BIRs from one CBEFF patron format into a
different CBEFF patron format.
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Clause 2 specifies the conformance requirements for CBEFF patrons that define CBEFF patron formats.
It also specifies the conformance requirements for biometric transforming applications and for
implementations claiming conformance to a specific patron format.

Clause 9 specifies the CBEFF-defined abstract data elements and the transformation requirements for
each data element. CBEFF permits CBEFF patrons to specify additional abstract data elements.

Annex A is normative. It defines a patron format conformance statement that patrons are to complete
and publish as part of their patron format specifications as assurance that the format fully complies
with CBEFF requirements.

Annex B is informative. It explains the naming conventions used for data elements and abstract values
specified in this part of ISO/IEC 19785 and in ISO/IEC 19785-3.

Annek C is informative. It identifies the CBEFF Registration Authority.

© ISO/IEC 2015 - All rights reserved ix
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Information technology — Common Biometric Exchange

Formats Framework —

Part 1:
Data element specification

This part of ISO/IEC 19785 defines structures and data elements for biometric information re|

This part of ISO/IEC 19785 defines the concept of a domain of use to establish the appl
standard or specification that complies with CBEFF requirements.

This part of ISO/IEC 19785 defines the concept of a CBEFF patron format, which is a p
format specification that complies with CBEFF requirements, specifiéd by a CBEFF patron,

This part of ISO/IEC 19785 defines the abstract values (and asséciated semantics) of a set o
elemgnts to be used in the definition of CBEFF patron formats,

This part of ISO/IEC 19785 specifies the use of CBEFE data elements by a CBEFF patron
contgnt and encoding of a standard biometric headef(SBH) to be included in a biometric
record (i.e. the definition of a CBEFF patron format).

This jpart of ISO/IEC 19785 provides the means for identification of the formats of th
BIR Hut the standardization and interoperability of BDB formats are not in the scope of
ISO/IEC 19785. It also provides a means.(the security block) for BIRs to carry informati
encryption of a BDB in the BIR and abeut integrity mechanisms applied to the BIR as
strucfure and content of security blocks are not in the scope of this part of ISO/IEC 19785
specification of encryption mechanisms for BDBs and of integrity mechanisms for BIRs
scopd of this part of ISO/IEC 19785.

This part of ISO/IEC 19785.specifies transformations from one CBEFF patron format t

the CBEFF patron.

cords (BIRs).

icability of a

hblished BIR

f CBEFF data

to define the
information

e BDBs in a
this part of
bn about the
n whole; the
Further, the
is not in the

b a different

on of CBEFF

SC 37 is the

TC1SC37is

Protection of the privacy of individuals from inappropriate dissemination and use of biometric data is

not in the scope of this part of ISO/IEC 19785 but may be subject to national regulation.

2 Conformance

2.1 A conforming CBEFF patron
a)

shall define CBEFF patron formats in accordance with the requirements of 7.2 (C

BEFF simple

BIR structure) or in accordance with the requirements of 7.3 (CBEFF complex BIR structure) or
in accordance with the requirements of 7.4 (self-identifying simple CBEFF BIR structure) or in

accordance with the requirements of 7.5 (multiple CBEFF BIR structure),
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lude in the specification of a patron format

the (human-readable) name of the CBEFF patron,

Authority,

the (human-readable) patron format name,

to this patron format,

o : . . " . . . . )
Vallje notation formats,

Scription of the intended domain of use,

Version identifier of the patron format,

ersion of CBEFF under which the patron format is specified,

pecification of the CBEFF-defined data elements and abstract values'that are supporte

specification of any additional patron-defined data elementsJjand abstract values th

b) shallinc
1y
2)
3)
4)
5) th
6) ade
7) the
8) the
9) thes
10) the
sup
c)
2.2 A con
patron form
requirement
2.3 Animgp
of encoding 3
3 Norma

The followin

references, t

ISO/IEC 238

4 Terms

shall include a completed patron format conformance statemient in its patron format specificg

orted, and

orming biometric transformation implementation shall transform a BIR in one C
at into a BIR in the same or a different CBEFF patron format in accordance wit]
5 of Clause 8.

bstract values into or decoding abstract values from that (specified) CBEFF patron form

tive references

he latest editiop-0fthe referenced document (including any amendments) applies.

P-37, Information technology — Vocabulary — Part 37: Biometrics

and definitions

acaoc acunan

the decimal and hex values of the patron identifier assigned by the Biometric Registration

the decimal and hex values of the patron format identifier that the CBEFF patron has assigned

XML

1, and

ht are

tion.

BEFF
h the

lementation shall claim to support a (specified) CBEFF patron format if and only if it is capable

at.

g documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application:'For dated references, only the edition cited applies. For un

dated

For the pur

TS T o Ot U T OIITCTIIC,  CIte T cCT It o et SeHHHHERS

following apply.

4.1
BDB format

identifier

the

unique (within a biometric organization) identifier of a format for a BDB, where that format has been

fully defined

4.2
BDB format

by a CBEFF biometric organization called the BDB format owner (4.2)

owner

CBEFF biometric organization that defines a BDB format and assigns a BDB format identifier to it

© ISO/IEC 2015 - All rights re
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biometric
pertaining to the field of biometrics

Note 1 to entry: “biometric” should never be used as a noun.

4.4

biometrics
automated recognition of individuals based on their behavioural and biological characteristics

4.5
biom
BDB
block

Note ]

4.6

etric data block

of data conforming to a defined format

to entry: The BDB is normally opaque to the processing of an SBH and is not requined-to be s

biomjetric information record

BIR
data
and p

4.7

structure containing one or more BDBs together with informatien identifying the
ossibly further information such as whether a BDB is encrypted'or the BIR is signed

biomletric product

softw
biom
theb

4.8

ometric product

biomletric product identifier

ident
theb

49

fier assigned to a biometric product that unambiguously identifies the biometric pr

biomletric product owner

CBEF
Note

4.10

to entry: The organization may or may not be the manufacturer of the products.

biometric sample

analod
EXAM

411

PLE Arecord containing the image of a finger is a biometric sample.

ometric products that have been assigned an identifier by a biometric product owner

plf-delimiting.

BDB formats

are or hardware product or a combination of software and hardware, which i§ assigned a
btric product identifier by a CBEFF biometric organization called the biometric product owner of

bduct within

F biometric organization'that assigns biometric product identifiers to biometric products

g or digitalrepresentation of biometric characteristics prior to biometric feature extraction

biom!'

faaz o & lai
L IC TTTIIPIAlT

set of stored biometric features comparable directly to probe biometric features

412
biom
trans

etric transformation
formation of a BIR in an initial patron format into a BIR in a target patron format

Note 1 to entry: This can (but need not) include processing of the content of the BDB (see 9.23 and 9.26).

4.13

capture device type
hardware product or a combination of software and hardware which is assigned a capture device type
identifier by a CBEFF biometric organization
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capture device type identifier
identifier assigned to a capture device by a capture device type owner that unambiguously (given the

capture devi

4.15

ce type owner) identifies the capture device

capture device type owner
CBEFF biometric organization that assigns capture device type identifiers to capture devices

Note 1 to entry: The organization may or may not be the manufacturer of the capture devices.

4.16

captured bi
biometric sa

4.17
CBEFF biom
organization

Note 1 to en
them, assign
devices, assig
algorithm ide
assign compr

pmetric sample
ple resulting from a biometric capture process

etric organization
that is accepted for registration with the Biometric Registration Authority

ry: A CBEFF biometric organization can define BDB formats, assign-BDB format identifi
biometric product identifiers to biometric products, assign capture-device identifiers to ca
n feature extraction algorithm identifiers to feature extraction dalgerithms, assign comp
ntifiers to comparison algorithms, assign quality algorithm _identifiers to quality algor
ession algorithm identifiers to compression algorithms, assign”PAD technique identifiers t

techniques, aid define SB formats and assign SB format identifiers to them#lIf the organization is also accep

a CBEFF patr(

4.18

CBEFF biom
unique idenf
Registration

4.19

n, it can also define CBEFF patron formats.

etric organization identifier
ifier assigned to a CBEFF biometric organization when it registers with the Bion
Authority

CBEFF patr¢n

recognized s
industry con
as a CBEFF p

4.20

sortium) that has been accepted for registration with the Biometric Registration Aut}
atron and that can therefore specify one or more CBEFF patron formats

CBEFF patron format

format for a
Note 1 to entr

4.21
CBEFF root
CBEFF stand

BIR that is fully-defined by a CBEFF patron

y: See 7.2, 73524, and 7.5.

header

ers to
pture
hrison
thms,
b PAD
ted as

hetric

tandards development organization (which can be a standards body, working grotyip, or

jority

4.22

CBEFF sub-header
CBEFF standard biometric header in a complex CBEFF BIR structure that follows the CBEFF root header
and that either immediately precedes a BDB or is followed by further CBEFF sub-headers

Note 1 to entry: See 7.3.

4.23

comparison algorithm
algorithm which is assigned a comparison algorithm identifier by a CBEFF biometric organization
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4.24

comparison algorithm identifier

identifier assigned to a comparison algorithm that unambiguously (given the comparison algorithm
owner) identifies the algorithm

4.25
comparison algorithm owner
CBEFF biometric organization that assigns comparison algorithm identifiers to comparison algorithms

Note 1 to entry: The organization may or may not be the intellectual property owner of the comparison algorithms.

4.26

compjlex CBEFF BIR structure ‘Il

strucfure for a CBEFF BIR that can contain multiple BDBs, each having its own SBH,pliis additional
SBHs|that express the relationships among the BDBs

Note ] to entry: See 7.3.

4.27
compression algorithm
algorjthm which is assigned a compression algorithm identifier by a £BEFF biometric orgapnization

4.28
compression algorithm identifier
ident|fier assigned to a compression algorithm that unambjguously (given the compressipn algorithm
owngr) identifies the algorithm

4.29
compression algorithm owner
CBEFJF biometric organization that assigns compression algorithm identifiers to compression algorithms

Note ] to entry: The organization may or may notbethe intellectual property owner of the compressipn algorithms.

4.30
domain of use
appli¢ation space defined by a CBEFF patron where a CBEFF patron format specified by that patron is
intenfed to be used

4.31
feature extraction algorithm
algorjthm which is agsigned a feature extraction algorithm identifier by a CBEFF biometric prganization

4.32
feature extraction algorithm identifier
identjfier assighed to a feature extraction algorithm that unambiguously (given the feature extraction
algorjthm owner) identifies the algorithm

4.33
feature extraction algorithm owner

CBEFF biometric organization that assigns feature extraction algorithm identifiers to feature
extraction algorithms

Note 1 to entry: The organization may or may not be the intellectual property owner of the feature extraction
algorithms.

4.34
intermediate biometric sample
biometric sample resulting from intermediate biometric sample processing
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EFF BIR structure

structure for a CBEFF BIR that can contain one or more BIRs and that is not a complex CBEFF BIR

Note 1 to entry: complex CBEFF BIR structure (4.26).

4.36

PAD technique

technique th
4.37

atis assigned a PAD technique identifier by a CBEFF biometric organization

PAD technique identifier
identifier asgigned to a PAD technique that unambiguously (given the PAD technique vendor) iden

the techniq
4.38

I

PAD technique vendor

CBEFF biom

4.39
processed b
biometric sa

4.40

btric organization that assigns PAD technique identifiers to PAD technique’s

iometric sample
mple suitable for comparison

quality algdrithm

algorithm w

4.41

hich is assigned a quality algorithm identifier by a GBEFF biometric organization

quality alggrithm identifier

identifier as
identifies th¢

4.42

signed to a quality algorithm that unambiguously (given the quality algorithm oy
b algorithm

quality algarithm owner

CBEFF biom
Note 1 to entr]

Note 2 to entr
with the term

4.43
security blo
SB

block of datg
BIR and the

btric organization that assigns«quality algorithm identifiers to quality algorithms

y: The organization may or«may not be the intellectual property owner of the quality algorith
y: For the purposes of this part of ISO/IEC 19785, quality algorithm owner is generally synony
“quality algorithm vendor” used in some parts of ISO/IEC 19794.

ck

with.audefined format that contains information concerning the encryption of BDB
ntegrity of the BIR

tifies

vner)

ms.

mous

S in a

4.44

security block format identifier
unique (within a biometric organization) identifier of a format for a security block, where that format
has been fully defined by a CBEFF biometric organization (called the security block format owner)

4.45

security block format owner
CBEFF biometric organization that defines a security block format and assigns a security block format
identifier to it
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4.46

self-identifying simple CBEFF BIR structure

structure for a CBEFF BIR that contains one SBH and one or more BDBs and includes the character
string “SBIR” in the SBH’s first four bytes and includes the data elements CBEFF_BIR_self_id_owner and
CBEFF_BIR_self_id_type in the SBH

Note 1 to entry: See 7.4, 9.5, and 9.6.

4.47
simple CBEFF BIR structure
structure for a CBEFF BIR that contains precisely one SBH and one or more BDBs

Note ] to entry: See 7.2.

4.48
sour¢e BIR
CBEFJF BIR that is the input to a transforming application

4.49
standard biometric header
SBH
part pf a CBEFF compliant BIR structure that provides encodings for abstract values off CBEFF data
elem¢nts and enables an application to obtain knowledge about the format of the BI)Bs that are
contdined in the BIR without having to process the BDBs themselves

Note ] to entry: BDBs are not required to be (and generally arenot] self-identifying. Identification of BDB formats
is proyided in CBEFF data elements.

4.50
targgt BIR
CBEFF BIR that is the output BIR of a transforming application

5 Symbols and abbreviated terms

BDB biometric data block
BIR biometric information record
BSP Biometric Serwice Provider

CBEFF = Common Biometric Exchange Formats Framework

MAC message authentication code

PAD presentation attack detection

SB seetrity-bloek

SBH standard biometric header

UTC Coordinated Universal Time (see ISO 8601)

6 Biometric Identifiers

Biometric-based authentication systems and applications are expected to support multiple biometric
devices, multiple biometric data formats, and multiple algorithms for feature extraction, comparison,
quality determination and compression, and PAD (Presentation Attack Detection) techniques, possibly
each from a different vendor. The Common Biometric Exchange Formats Framework (CBEFF) promotes
interoperability of biometric-based application programs and systems developed by different vendors
by facilitating biometric data interchange. Such exchanges are supported by providing unambiguous
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identification of biometric organizations, formats and products, with separate registration of identifiers
for components of products that are biometric products, including specialised products like capture
devices, feature extraction algorithms, comparison algorithms, quality algorithms, compression
algorithms, or PAD techniques.

The Biometric Registration Authority (RA) exists to insure unambiguous assignment of biometric
identifiers to organizations, products, algorithms and techniques. The RA publishes registries of these
identifiers to facilitate their use by biometric applications.

The registration process is universal, assigns unique and unambiguous identifiers, and avoids changes
in identifiers over time.

roves
d not

The publicatfion of the registers promotes compatibility in interchange of biometric data and imp
interoperability of biometric systems. Registration provides an identifier, but registration shetl

be regarded
registered o

6.1 Assigl

The Biometr
such values
integers (seé
65535 (FFFH
Values assig
(0101 hex) t
sequence be

ASN.1 object]

as a standardization procedure. Nevertheless, as a matter apart from registratio
bject may, but need not, be the subject of an international, national, or other standard

1ment of identifiers to biometric organizations and biometric objects

c Registration Authority shall assign identifiers to biometric organizations and shall r

6.2.4). The value zero and the values in sequence beginning from 61440 (FO00 h

rinning from one (0001 hex) to 256 (0100 hex), and 512 (0200 hex) to 61439 (EFFF).

identifier components are assigned to:

in the biometric organization register. Identifiers shall be expressible as 16-bit po|

n, the

ccord
sitive
bX) to

hex) shall be reserved in the register of biometric organizations and shall not be assigned.
hed to Subcommittees of ISO IEC JTC 1 shall be assigned in sequence beginning fron
p 511 (01FF hex). Values assigned to all other biometric organizations shall be assigy]

n 257
ed in

ducts
ed in

a)

Organiz
that eith

htions concerned with the specification 0f’biometric formats or with biometric pro
er directly, or through the data that they produce, claim conformance to or can be uj;

conjunction with ISO/IEC 19785, ISO/IEC 19784, or one of the parts of ISO/IEC 19794;

b) Biometrfc objects of various types where the relevant ISO/IEC Subcommittee has formally ddfined
each type in an International Standard*and has requested the Biometric Registration Authorjity to
establish and maintain a register-fdothat type.

NOTE Infernational Standards, do not require the registration of biometric objects, but registration is

possible if a CBEFF biometric organization considers that registration would be beneficial.

ek to
bject
1S 16-

Individual bjometric organizations shall assign identifiers to the biometric objects that they se
register. Biometric organizations shall not assign duplicate identifiers to objects of the same
type. As with biometrig 0rganization identifiers, biometric object identifiers shall be expressible 4
bit positive iptegers:

6.2 Identifier attributes

6.2.1 ASN.1 object identifiers are a form of worldwide unambiguous identification based on a
hierarchical tree structure, and independent hierarchical registration authorities. The ASN.1 object
identifier tree has a root arc, arcs beneath that root arc, arcs beneath each of those arcs, and so on, to
any depth. Arcs are identified by positive integer values (zero upwards) that provide unambiguous
identification of an arc within the superior arc. Arcs can also be given names, but these are subsidiary to
the numerical values and are not required. (Names shall consist of an arbitrary number (one or more) of
letters, digits, and hyphens. The first character shall be a lower-case letter. The last character shall not be
a hyphen. A hyphen shall not be immediately followed by another hyphen.) An object is identified by the
sequence of arc values (numerical, or for early arcs, arc names) from the root to the object.

NOTE For a fuller description of the ASN.1 object identifier tree, see ISO/IEC 8824-1.
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6.2.2 It is possible in representations of an object identifier to imply (by the context of that
representation) identification of part of the path from the root to a node in the object identifier tree. In
the extreme case, only a single object identifier component from that implied node need be represented.

NOTE This is the approach taken by ISO/IEC 19785-1 and by ISO/IEC 19784. These use a sixteen-bit field
to provide the identification of an object identifier arc beneath an arc that is implied by the context. In other
contexts, the full object identifier value should be given.

6.2.3 Components of ASN.1 object identifiers are positive integers (including zero) of unlimited
magnitude. However, there are standards, for example ISO/IEC 19784-1, using the components allocated
by this RA that use a simple 16-bit positive integer encoding for such components. The RA is therefore

requi
relev

NOTE
under]

6.2.4
CBEF
posit

{iso

The 4
ident

6.2.5
(stan
accur
is the
ident
6.2.8]

edto attocate vatues forarcs that camr be represented as a t6=bit positive Tteget, amn
int [SO/IEC Subcommittee before making allocations with any of the top three bits;sét

It is expected that allocations will normally start at zero and proceed incrementally uf
exceptional requirements.

Successful registration as a biometric organization provides that biometric organij
F biometric organization identifier. This is a sixteen-bit binary value (that can be intg
ve integer) for an ASN.1 object identifier arc under

pgistration-authority cbeff(19785) biometric-organization(0)}

llocated object identifier value is worldwide unambiguous, but the CBEFF biometric
fier can also be used alone in contexts where the préceding arcs are implied.

A biometric organization that is recognized“by the RA as the producer of ope
lards that are subject to vetting proceduresythat ensure that they are technically
ate and have wide-spread approval) will bexecorded as having open standardization p
n called a CBEFF patron, and its CBEFF<biometric organization identifier is called a G
fier. Any registered biometric organization can register BDB formats (see 6.2.7), SB
, and biometric products (see 6.2.9:d1d 6.2.10), but only a CBEFF patron can register a

1 to alert the
ito one.

wards except

ration with a
brpreted as a

brganization

n standards
correct and
[ivileges, and
BEFF patron
formats (see
BIR format -

a CBHFF patron format (see 6.2.6).

6.2.6
by an
patro

L is identified
lled a CBEFF

Successful registrationof'a BIR format by a CBEFF patron records that the BIR forma
arc with a sixteen-bit BIRformat identifier (provided by the CBEFF patron) and also c3
format identifier, under the arc

{iso registration-authority cbeff(19785) biometric-organization (0) <organization id > bird(1)}

and epables publication of a reference to the specification of that BIR format (CBEFF patron{format). The
<orggnization id> is either the decimal value of the sixteen-bit CBEFF patron identifier of the definer
of the¢ CBEEFpatron format, or is an arc identifier followed by the decimal value in pareptheses. The
allocgted'object identifier value is worldwide unambiguous, but the BIR format identifief can also be
used plene in contexts where the preceding arcs are implied.

6.2.7 Successful registration of a BDB format by a biometric organization records that the BDB
format is identified by an arc with a sixteen-bit BDB format identifier (provided by the CBEFF biometric
organization) under the arc

{iso registration-authority cbeff(19785) biometric-organization (0) <organization id> bdbs(0)}

and enables publication of a reference to the specification of that BDB format. The <organization id> is
either the decimal value of the sixteen-bit CBEFF biometric organization identifier of the definer of the
BDB format, or is an arc identifier followed by the decimal value in parentheses. The allocated object
identifier value is worldwide unambiguous, but the BDB format value can also be used alone in contexts
where the preceding arcs are implied.
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6.2.8 Successful registration of an SB format by a biometric organization records that that SB
format is identified by an arc with a sixteen-bit SB format identifier (provided by the CBEFF biometric
organization) under the arc

{iso registration-authority cbeff(19785) biometric-organization (0) <organization id > sb-formats(3)}

and enables publication of a reference to the specification of that SB format. The <organization id>
is either the sixteen-bit CBEFF biometric organization identifier of the definer of the SB format, or is
an arc identifier followed by the decimal value in parentheses. The allocated object identifier value
is worldwide unambiguous, but the SB format value can also be used alone in contexts where the

preceding arcs are implied.

6.2.9 Succ
the biometri
Registration
an ASN.1 obj

{iso registra

The <organi
the biometri
object identi
alone in cont

6.2.10 Succ
records that
biometric pr
(that can be

{isoregistra

{iso registy
extraction-a

{iso registr3
algorithm(6)

{iso registy
algorithm(7

{iso registr3
algorithm(8]

{iso regist
technique(9]

pssful registration of a biometric product by a CBEFF biometric organization record
C product is identified by an arc with a CBEFF biometric product identifier allocated |
Authority. This is a sixteen-bit binary value (that can be interpreted as a positive ihtegd
pct identifier arc under

fion-authority cbeff(19785) biometric-organization (0) <organizationid> products(2

vation id> is either the sixteen-bit CBEFF biometric organization(identifier of the ow
C product, or is an arc identifier followed by the decimal value inparentheses. The allo
fier value is worldwide unambiguous, but the biometric product identifier can also bd
exts where the preceding arcs are implied.

bssful registration of a specialised biometric proddet by a CBEFF biometric organiz
the specialised biometric product is identified (within its category) by an arc with a
oduct identifier allocated by the Registration:Authority. This is a sixteen-bit binary
nterpreted as a positive integer) for an ASN¢k.object identifier arc under one of the arg

ion-authority cbeff(19785) biometric-otganization (0) <organization id>capture-devi

ation-authority cbeff(19785) bigmetric-organization (0) <organization id>fed

gorithm(5)}

ition-authority cbeff(19785)-biometric-organization (0) <organization id>compaj

}

ation-authority cbeff(19785) biometric-organization (0) <organization

}

tion-authority ;cbeff(19785) biometric-organization (0) <organization id>compre;s

id>qu

—
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}
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}
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en-bit

CBEFF biometric organization identifier of the owner of the biometric product, or is an arc identifier
followed by the decimal value in parentheses. The allocated object identifier value is worldwide
unambiguous, but the biometric product identifier can also be used alone in contexts where the
category of the specialised product (and earlier arcs) is implied.

6.2.11 All the above 16 bit identifiers are notified to applicants, and recorded in the registers as four
hexadecimal digits. These four hexadecimal digits can also be considered as a positive integer value, and
the use of the hexadecimal format does not carry any implications of the representation of this value in
machine-readable or other material.
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7 Biometric Information Record (BIR) structures
7.1 General

7.1.1 CBEFF allows the specification of CBEFF patron formats based on the simple CBEFF BIR structure
(see 7.2), the complex CBEFF BIR structure (see 7.3), the self-identifying simple CBEFF BIR structure
(see 7.4), or the multiple CBEFF BIR structure (see 7.5).

7.1.2 CBEFF patron formats may, but need not, be registered and have their patron-assigned identifiers
published by the Biometric Registration Authority.

NOTE Patron formats that are not registered may not be usable in environments where interpperability or
transformation of BIRs is a requirement.

7.1.3| It is intended that a single CBEFF patron format would normally be<the only patron format
used [in a given domain of use, so its identification could be implicit in that domain of use.[Where more
than pne CBEFF patron format is needed in a given domain of use (perhaps)for historical reasons), the
ident|fication of the multiple patron formats is by local means, which ceuld, but need not, make use of a
registered patron format identifier, or of an identification issued by a CBEFF patron that is r¢cognized for
that domain of use. CBEFF Version 3.0 (this version) adds the concept\of the self-identifying BIR structure.

7.1.4| A CBEFF biometric organization can define BDB formats and SB formats and assign identifiers
to them. BDB format and SB format identifiers shall be’integers within the range 1 to [65535. Each
ident]fier shall be unambiguous within the BDB formats or SB formats defined by the CBEFF biometric
orgarjization. The biometric organization is called the BDB format owner or SB format owneJr of that BDB
or SB| format. The pair “BDB format owner - BDB format identifier” thus identifies the BDB format and
the pair “SB format owner - SB format identifier” identifies the SB format. The BDB or SB fprmat owner
may ((but need not) register the BDB or SB forifiat identifier with the Biometric Registration|Authority.

7.1.5| One of the goals of CBEFF is to whiquely identify the format of every BDB and SB Wwithin a BIR.
The combination of BDB or SB format-owner and BDB or SB format identifier meets this objective.

7.1.6] Another goal of CBEFE.is-to enable the unique identification of the originator of § BDB within
a BIR[ The combination of BBB product owner and BDB product identifier, when included in a patron
format, meets this objective.”A CBEFF biometric organization can assign a biometric prodfyict identifier
to a dJoftware or hardware product. The product may (but need not) be produced or spegified by that
orgarjization. A bionmetric product identifier shall be an integer within the range 1 to 65535 and shall
be urjambiguous.within the biometric products that have been assigned an identifier by that CBEFF
biometric organization. The biometric organization is called the biometric product owner of that product.
The pair “biometric product owner - biometric product identifier” thus identifies the product. The
biometrigproduct owner may, but need not, register the biometric product identifier with the Biometric
Registration Authority.

7.1.7 Another goal of CBEFF is to enable the unique identification of the capture device type, feature
extraction algorithm, comparison algorithm, quality algorithm, compression algorithm, and PAD
technique that were used to produce a BDB (possibly at different stages of its lifecycle). The combination
of capture device type owner and capture device type identifier (or feature extraction algorithm owner
and feature extraction algorithm identifier, etc.) meets this objective. A CBEFF biometric organization can
assign a capture device type identifier to a capture device type. The capture device may (but need not)
be produced or specified by that organization. A capture device type identifier shall be an integer within
the range 1 to 65535 and shall be unambiguous within the capture device types that have been assigned
an identifier by that CBEFF biometric organization. The biometric organization is called the capture
device type owner of that capture device type. The pair “capture device type owner and capture device
type identifier” thus identifies the capture device type. The capture device type owner may, but need
not, register the capture device type identifier with the Biometric Registration Authority. Referencing an
unregistered capture device type identifier is not permitted. The provisions in this subclause also apply
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to feature extraction algorithms, comparison algorithms, quality algorithms, compression algorithms,
and PAD techniques and to their respective owners and identifiers, by replacement of the term “capture
device” with “feature extraction algorithm”, etc., wherever it occurs in this subclause.

7.1.8 There is no CBEFF abstract value NO VALUE AVAILABLE for data elements defined as mandatory,
and such an abstract value shall not be added by patron format specifications for such data elements.

7.1.9 CBEFF defines certain of the data elements in Clause 9 to be “optional.” This means that a patron
format can require such a data element to always be included in an encoding of the patron format, to
never be included, or to be included only under certain condltlons If the patron format requires the
data elementte . or-encodings
for that data element and any transformatlons from or to that patron format w1ll assume the abptract
value NO VAILUE AVAILABLE for that data element. If the patron format requires the data €lemégnt to
always or copditionally be included, then an encoding for the abstract value NO VALUE AVAILABLH shall
be specified|and encodings for other abstract values of the CBEFF data element may be specified as
options of thie patron format. CBEFF patron formats that include data elements marked-*Optional’| shall
enumerate the CBEFF-defined abstract values that are supported in that patron format.

7.1.10 CBEKF imposes no requirement regarding the order of data elefments in a patron format
specification] except for self-identifying CBEFF BIR structures (see 7.4).

7.1.11 CBEKF imposes the general requirement that an entire SBH shall not be encrypted, unlesq used
in an environment in which all information is encrypted. One of thé important goals of CBEFF i§ that
applications [using biometric data be able to easily determine whether they need to process a partjcular
BDB withoutthaving to examine the contents of the BDB itself<The data elements encoded in unencrjypted
standard bicBTnetric headers enable this determination to be.made.

NOTE CBEFF permits the encryption of certain CBEFE*defined data elements that will not be progessed
until after theq application has determined that the BDB,is\to be processed. See 9.12 and 9.36.

7.1.12 If a pimple BIR or self-identifying BIR"has integrity applied to it, either via MAC (Message
Authenticatipn Code) or digital signature, thien the SBH and BDBs shall be included in the data coyered
by the MAC pr signature. If the BIR is a*¢emplex BIR or multiple BIR, then integrity can optionally be
applied to thle entire complex BIR, and-integrity can also, optionally, be separately applied to indiyidual
simple or complex BIRs that are combined into the complex BIR.

7.1.13 The [specification of-the CBEFF patron format can require that the BDBs in a BIR shall be
encrypted using specified, encryption algorithms (specified dynamically in the SB, or statically in the
BIR specification), or that:they shall not be encrypted, or that encryption of the BDBs is optional (jusing

parameters, but it does provide a CBEFF data element (the SB) for the specification of the encryption and integrity
algorithm(s) used, as well as CBEFF data elements that identify the format and content of the SB.

7.1.14 A BDB shall be an integral multiple of eight bits.

NOTE There is no CBEFF-defined data element for length determination of the BDB, as this is an encoding
issue that is not relevant at the abstract (coding-independent) level.

7.2 Defining a CBEFF patron format using the simple CBEFF BIR structure

In a CBEFF patron format for a BIR that is specified using the simple CBEFF BIR structure, fields
corresponding to CBEFF data elements shall be included as part of a single SBH (see 7.2.1). The SBH
shall be followed by a field that contains one or more BDBs (in any standardized or vendor-defined
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format - see 7.2.2). The BDBs may be followed (in some or in all instances of the BIR, as specified by the
CBEFF patron format) by a security block (SB) (see 7.2.3). Figure 1 illustrates such a BIR. Each section
of the BIR is defined in the following sub-clauses.

‘ SBH ‘ One or more BDBs ’ SB (optional)

Figure 1 — Simple BIR structure

7.2.1 Standard biometric header (SBH)

This ¢lause specifies the requirements on CBEFF patrons that define an SBH for use in a BIR specified
using the simple CBEFF BIR structure.

7.2.111 The SBH shall be a fully specified encoding of abstract values of CBEFF, data elements, together
(optigpnally) with additional data elements and abstract values specified by-the CBEFF patron. In
partiqular, if any of the BDBs to be used with a patron format are not self-delimiting, that pptron format
shall nclude patron-specified data elements and values as needed to fully parse the entire BIR encoding.

7.2.1}12 It is mandatory that the following CBEFF data elements\be’encoded in the SBH of a simple
BIR sfructure:

a)
b)

(BEFF_BDB_format_owner (see 9.1)
(BEFF_BDB_format_type (see 9.2)
c¢) ({BEFF_BDB_encryption_options (see 9.3)
d) (BEFF_BIR _integrity_options (see 9.4)
NOTE If a patron format requires eithertthat all BDBs be encrypted or that all BDBs not be encrypted,

then, pecause only one abstract value is pessible, the patron format may specify the encoding of CBEFF_BDB_
encryption_options as a zero length field, and similarly for CBEFF_BIR _integrity_options of the BIR|

7.2.113 The CBEFF data elements CBEFF_BIR_self_id_owner and CBEFF_BIR_self_id_type| shall not be
encoded in the SBH of a simple BIR structure (see 9.5 and 9.6).

7.2.2| The Biometricdata block (BDB)

The BDB is a block of data with a defined format that contains one or more biometri¢ samples or
biometric templates or other biometric data. The values of the mandatory CBEFF data elenjents CBEFF_
BDB_format_owner (see 9.1) and CBEFF_BDB_format_type (see 9.2) encoded in the SBH|identify the
format of the BDB.

NOTE|I\." The BDB format can be vendor-specific, or it can be a format defined by a standards body, or industry
consortium where the standards body, consortium or vendor has registered with the Biometric Registration
Authority to obtain a CBEFF biometric organization identifier (providing the CBEFF_BDB_format_owner value) and
has defined a BDB format and assigned a BDB format identifier (forming the CBEFF_BDB_format_type value) to it.

EXAMPLE A BDB may be a 19794 “record”.

NOTE 2  The simple CBEFF BIR structure permits more than one BDB to be associated with one SBH. This
could be desirable, for example, if several BDBs of different types are generated by a single interaction between a
user and a biometric device (e.g. the captured data of several fingers, the processed templates and the PAD data)
and the application deems it valuable to keep the BDBs together as a group, and the formats of the BDBs include
information that would otherwise be duplicated in an SBH. Of course, a more or less equivalent result could be
achieved if each BDB had its own SBH and the resulting BIRs were collected in a multi-BIR structure. CBEFF
supports the application designer making that decision based on the specific situation.
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NOTE3 A patron format that supports more than one BDB associated with an SBH obviously must provide
the means of locating each BDB, of knowing how many BDBs there are, and suitable descriptive information
about each BDB, including the CBEFF_BDB_format_owner and CBEFF_BDB_format_type data elements for each
BDB. It is not in the scope of this part of ISO/IEC 19785 to specify data elements and abstract values to provide
such means (except for CBEFF_BDB_format_owner and CBEFF_BDB_format_type), but a CBEFF Patron has the
authority to specify suitable data fields and values as needed to achieve a successful implementation.

7.2.3 Security block (SB)

7.2.3.1 CBEFF defines the SB as the top level of a structure that is fully specified by a security block
format owner and is identified by a unique, to that owner, security block format identifier.

7.2.3.2 Th
either or bot

a) the CBE
b) the CBE

7.3 Defin

e specification of the CBEFF patron format shall make provision for the presenceof'thg
h of the following abstract values are supported:

‘F_BIR_integrity_options abstract value INTEGRITY
FF_BDB_encryption_options abstract value ENCRYPTION

Ing a CBEFF patron format using the complex CBEFF BIR structure

own SBH) off the same or different biometric data types (e.g., fingerprint, face and voice, or fingel

731 A CTFF patron may define a CBEFF patron format that suppotts multiple BDBs (each w

BDBs from
requirementy

Figure 2 isa
finger minut

ore than one finger) in a single BIR. The complex CBEFF BIR structure supports
5.

h example of a patron format based on the complex CBEFF BIR structure that includeq
jae data and iris data.

Roof]

biometric header

Subheader_count = 2 BiometricType: (Multiple biometrics used)

Biometric header (sub - header)

Subheader count = 3 BiometricType: (Type=Finger minutia)

Biometric header (sub <header) (Standard BDB) Biometric data block
Subheader ount = 0

Biometric header’/(sub-header) (Non-Standard A) Biometric data block
Subheader_count =0

Biométrie-header (sub-header) (Non-Standard B) Biometric data block
Subheader_count =0

Biometric header (sub-header)

SBif

th its
rprint
such

both

Subheader count = 2 BiometricType: (Type=Iris)

Biometric header (sub-header) (Standard BDB) Biometric data block Security block
Subheader_count =0

Biometric header (sub -header) (Non -Standard C) Biometric data block Security block
Subheader_count =0

Security block

Figure 2 — Example of a patron format based on the complex CBEFF BIR structure
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7.3.2 A CBEFF patron format based on the complex CBEFF BIR structure shall consist of:
a) Aninitial single CBEFF root header (an SBH) followed by
b) either

1) one or more sub-header blocks, or

2) one or more level-zero sub-header blocks;

c) and, optionally, a security block. If a patron format includes this security block then the root header
shall support the abstract value INTEGRITY of the CBEFF data element CBEFF_BIR_integrity_

ptioms- Thesctopeof thissecurity block s theemntire compiex BIR:

NOTE 7.3.5 requires that the CBEFF data element CBEFF_BDB_encryption_options shall@et'bg supported in
arootlheader.

7.3.2{1 A sub-header block that is not level zero shall consist of:
a) Aninitial single CBEFF sub-header (an SBH) followed by

b) ejither

1)) one or more level-zero sub-header blocks or

2l) one or more sub-header blocks that are not level-zefo:

7.3.2]2 Alevel-zero sub-header block shall consist of:

NOTE|1  Alevel-zero sub-header block conforms to the'simple CBEFF BIR structure. Because a simple BIR could
beconpe part of a complex BIR, CBEFF patrons specifying simple BIR patron formats should considdr whether the
inheﬂltance (see 7.3.7) of abstract values from higher levels of a complex BIR will be acceptable. If [nheritance of
some [alues will not be acceptable then the simiple BIR patron format should support data elementy and abstract
value$ that will override inheritance of thosevalues.

a) An SBH that shall have the absttaet value ZERO encoded in its CBEFF_subheader_count ata element

and
b) a/BDB,
) d, optionally, a security block. If a patron format includes this security block to suppgort integrity

this level-zero plock, then the sub-header of this level-zero block or a higher leve| sub-header,
t not the root header, shall support the abstract value INTEGRITY of the CBEFF ¢ata element
BEFF_BIR(integrity_options. The scope of this security block is only this one level-zeto block.

NOTE|2 Even if a level-zero block inherits (see 7.3.7) its INTEGRITY abstract value from a higher level sub-
headéjr bloek, the scope of its security block is only the level-zero block. Also, note that 7.3.5 prevents inheritance
of the| ENCRYPTION abstract value, so the ENCRYPTION abstract value must be encoded in the leylel-zero SBH if
the BDB is encrypted.

7.3.3 Root header and sub-header blocks shall support encodings of all abstract values of the data
element CBEFF_subheader_count.

NOTE The abstract values of this CBEFF data element are integers in the range 0 to 255. The complex CBEFF
BIR structure can support any number of levels, but the maximum number of sub-header blocks in one level
is 255. If necessary, more than 255 items can be accommodated in a level by inserting a next-higher level sub-
header block to start a new count.

7.3.4 The CBEFF data elements CBEFF_BDB_format_owner and CBEFF_BDB_format_type are
mandatory in at least one SBH at or above the level of each BDB in a BIR. If the hierarchy of SBHs above
a BDB includes either of these data elements at more than one level, then the value at the level closest to
the BDB is interpreted as the value applicable to that BDB.
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7.3.5 The CBEFF data element CBEFF_BDB_encryption_options shall be encoded in every level 0
and shall not be encoded in SBHs at other levels of the BIR.

NOTE This requirement reinforces the CBEFF goal to allow encryption only for BDBs, not for entire SB

SBH,

Hs.

7.3.6 A CBEFF sub-header that is not a level-zero sub-header shall encode in CBEFF_subheader_count
the abstract value corresponding to the number of sub-header blocks that follow in the next lower level.

7.3.7 The CBEFF patron format shall place the following requirements on the encoding of a BIR whose

CBEFF patron format was specified using the complex (CBEFF) BIR structure:

a) By defaylt, each data element of a lower level shall inherit the abstract value of its correspo
data element of the next higher level (but see 7.3.5).

b) Ifanencpding for a data elementis presentin a substructure, that encoding overrides its default

7.4 Defining a CBEFF patron format using the self-identifying simple CBEFF BIR strug

The requirements for specifying a self-identifying simple CBEFF BIR patron fermat are identical {
requirements for the simple CBEFF BIR structure as defined in 7.2, except fep the following.

a) The first 4 bytes of the SBH shall encode the characters “SBIR” as ASCII binary representat
consecufive bytes (Hex bytes 53, 42, 49, and 52).

b) The first 2 fields of the SBH following the “SBIR” charactér string shall encode the CBEFH
elements CBEFF_BIR_self_id_owner and CBEFF_BIR_self_id_type.

c) The next field shall encode a patron-defined data elemerit enabling determination of the BIR le

7.5 Definjng a CBEFF patron format using the multiple CBEFF BIR structure

The multiplel CBEFF BIR structure provides an alternative for Patrons that have a requirement to sy
a BIR structfyire that can include one or more BIRs, but find that the complex CBEFF BIR structur
not meet thejir needs.

A patron fofmat that conforms to the*multiple CBEFF BIR structure shall specify one or mor
formats thaff support inclusion in a data structure that has one or more BIRs and that specifieq
elements in §BHs or elsewhere that support navigation between the BIRs encoded in that data stru

NOTE1 Thiis part of ISO/IEC) 19785 does not define any specific requirements on the BIRs that are
included in a] multiple BIR ‘structure. One type of multiple BIR structure might borrow the concept

CBEFF root hgader from(the complex CBEFF BIR structure (see 7.3), and navigation between the differen
could be accomplished by some type of linkage data elements within SBHs of one or more of the included
Alternatively,|a Patrén’s domain of use might be such that an index record (which might or might not be spe
as a BIR’s SBH) would simply point to the locations within the domain where the included BIRs are to be fo

hding

ralue.

cture

o the

on in

data

ngth.

ecify
e will

e BIR
data
rture.

to be
bf the
[ BIRs
BIRs.
cified
ind.

A patron format specification that conforms to the multiple CBEFF BIR structure shall include

in its

patron format conformance statement (see Annex A) affirmations that the specification supports access

to every BIR that is assigned to an instantiation of the multiple BIR structure.

BIR1 [1] [2] | BIR2 [3] BIR3 [4] [5]
SBH BDB SB SBH BDB SBH BDB | SB
Pointer to BIR2 | [6] [7] Pointer to BIR3 | [8] Pointer x00 | [9] [10]

Figure 3 — First example of a BIR based on the multiple CBEFF BIR structure
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NOTE 2  This informative example illustrates a possible multiple BIR structure in which the BIRs are linked
“end to end” via pointers from one SBH to the next. Any existing or new patron format could be adapted to support
this structure with the addition of the pointer data element (see 9.37). If it would be useful the “pointing” SBH
could also identify the patron format of the “pointed to” BIR, along with other information about the next BIR that
would help the application decide whether to examine that SBH for more than the pointer to a third BIR. Notice
that in BIR3 the pointer value is zero, representing the encoding of the abstract value NO SUBSEQUENT BIR. If a

fourth BIR were added, the only change needed in the prior BIRs would be to revise the pointer in BIR3’s SBH.

Note ]
data €
SBH.
data 4
pointg
the sp
the to

applid
8 F
Appli

targe|
shall

8.1

CBEF
mapp

NOTE

the talcge aslocaling ot sy
depending on the abstract value in the source BIR.

Multiple BIR structure
Root SBH
Number of BIRs 3 [1]
BIR1 | Pointer 1 Biometric Type | BDB Validity period
BIR2 | Pointer 2 Biometric Type | BDB Validity period
BIR3 | Pointer 3 Biometric Type | BDB Validity period
[2] [3]
BIR1 SBH BDB SB
BIR2 SBH BDB SB
BIR3 SBH BDB SB

Figure 4 — Second example of a BIR based on the multiple CBEFF BIR struct

This informative example illustrates a possible multiple BIR structure in which a “root’
lements that point directly to other BIRs in the structure;note that there is no BDB associated
'his is similar to the complex CBEFF BIR structure, buit'simpler to construct and process. Wit
lements the root SBH could be updated as BIRs are added to or removed from the overall s
r data elements could be part of a replicated datastructure in the root SBH that carries infoj
ecific BIR to which it points. For example, if the multi-BIR structure represented a single us
tal structure could contain one type of biethetric data from that user (e.g., iris, finger, voice

erforming BIR transformations

rations are permitted to-transform BIRs from one patron format (a source BIR) into
t BIR) that uses either the same patron format or a different patron format. Such trar
be performed as follows.

Transformatiens of enumerated abstract values

I data eleménts (mandatory or optional) that have an enumerated list of abstract va
ed as specified in a) and b), except where Clause 9 specifies a different requirement.

ure

SBH includes
with the root
h appropriate
tructure. The
mation about
br each BIR in
etc.) and the

ation could use the descriptive data in the\root SBH to decide which specific BIR to access angl process.

a new BIR (a
1sformations

lues shall be

be encoded in

Clause 9 normally specifies a different requirem

ent only when the abstract value to |
BIR a) ala) B 1 1 1

h, rather than

a) If the target BIR patron format supports the abstract value in the source BIR, then the abstract
value shall be mapped to the target BIR.

b) If the abstract value in the source BIR is not supported by the target BIR patron format, then the
abstract value shall be mapped to the abstract value NO VALUE AVAILABLE for that CBEFF data
element in the target BIR.

8.2 Transformations of non-enumerated data element values

For CBEFF data elements (mandatory or optional) whose abstract values are a range of character string,
octet string, date or decimal values, data element value mappings shall be as specified by the definition
of the data element in Clause 9.
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9 CBEFF Data Elements
Definitions and abstract values for each of the CBEFF-defined data elements are specified in this clause.

NOTE The subclauses of 9 are ordered as follows: Mandatory data elements in alphabetical order by data
element name (9.1 - 9.7), then optional data elements in alphabetical order by data element name (9.8 - 9.42),
except that CBEFF_BDB_biometric_type precedes CBEFF_BDB_biometric_subtype because _type and _subtype
comprise a hierarchical structure of information, so it is more natural to define _type before _subtype. Except
for self-identifying BIRs, CBEFF imposes no requirement regarding the order of data elements in a patron format
specification (see 7.1.10).

9.1 CBEF E BDB fnrmaf_nurnpr

9.1.1 Attrjbutes

Inclusion: Mandatory
Abstract values: Integers 0 to 65535
Content: Encodings of this data element identify the standards body,orking group, industry

consortium, jor other CBEFF biometric organization that has defined the format of the BDB assogiated
with the SBH in which the encoding appears. CBEFF requires that orgamnizations defining CBEF§ BDB
formats register with the Biometric Registration Authority to obtain(aytinique identifier that shpll be
encoded in this data element. This unique identifier is a 16-bit non-negative integer. The abstract yalues
of this data element are the set of all possible values of this identifier, all of which are required|to be
supported by all patron formats.

NOTE Thie CBEFF biometric organization identifier used:n the CBEFF_BDB_format_owner data elpment
together witl the BDB format identifier used in the CBEFF<BDB_format_type (see 9.2) uniquely identify the

specific formdt of a BDB. The format of a BDB is “owned” by alBiometric organization. The BDB format specififation
may be publighed (public) or unpublished (non-public). Itsiidentifier may (but need not) be registered (see D.2).

9.1.2 Trapsformation requirements

When transforming a source BIR to a target BIR, the abstract values of the CBEFF_BDB_format_dwner
and the CBEFF_BDB_format_type data.élements shall be copied unless the BDB is also transformgd, in
which case the target BIR shall identify the target’s BDB format owner and format type.

NOTE Itils an implementation®option whether to transform the BDB format.

9.2 CBEFF_BDB_format_type

NOTE Thiis data element corresponds to the term defined in 4.1, “BDB format identifier”.

9.2.1 Attrjbutes

Inclusion: Mandatory
Abstract values: Integers 0 to 65535
Content: Encodings of this data element identify the specific BDB format specified by the CBEFF

biometric organization recorded in the CBEFF_BDB_format_owner. This may be a standardized BDB
format that has been registered and published by a CBEFF biometric organization such as a standards
body or industry consortium, or it may be a non-standard, unpublished BDB format. The registration of the
BDB format identifier is optional. Whether registered or not, the identifier is a 16-bit non-negative integer
that is unambiguous within the CBEFF biometric organization identifier. The abstract values of this data
element are the set of all possible values of this identifier, all of which are required to be supported.
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9.2.2 Transformation requirements

See 9.1.2.

9.3

CBEFF_BDB_encryption_options

9.3.1 Attributes

Inclusion: Mandatory (but see 9.3.2)

Abstract values:

Content: Encodings of this data element specify whether the BDB is encrypted or nof.

9.3.2[ Requirements on patron format specifications

b)

A

d)

9.3.3| Transformation requirements

When transforming a source BIR to a target BIR, the abstract value of this data element sh
unlegs the encrypted state of the BDB is modified, in which case the target BIR shall encod

BDB
shal

NOT

9.4

-1:2015(E)

No ENCRYPTION: the BDB is not encrypted
EINCRYPTION: the BDB is encrypted

fpllowing requirements apply.

(UBEFF patron formats are required to support at least one©fthe abstract values.

=z

OTE If a patron format supports only one abstract value for this data element, it ma
apstract value as a zero length field.

If a patron format supports ENCRYPTION then-thie CBEFF data elements CBEFF_SB_fq
and CBEFF_SB_format_type shall be supported, unless all such information is pre-de
he specification of the patron format.

—

This data element need not be supported in CBEFF patron formats where it is not
'here other means exist to express.which security options are used.

<

In a complex BIR this data element shall only be supported in level-zero sub-header blq

bncryption state) If the target BDB’s encryption state is ENCRYPTED, then the targ
| ronform to 9.3:2 b).

E It is.an implementation option whether to transform the BDB encryption state.

y encode that

rmat_owner
termined by

ipplicable or

cks.

all be copied
e the target’s
et BIR's SBH

CBEFF_BIR_integrity_options

9.4.1 Attributes

Inclusion: Mandatory

Abstract values:

NO INTEGRITY: integrity is not applied to the BIR.
INTEGRITY: integrity is applied to the BIR.

Content: Encodings of this data element specify whether integrity is applied to the B

© ISO/IEC 2015 - All rights reserved
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9.4.2 Requirements on patron format specifications

The following requirements apply.

a) CBEFF patron formats are required to support at least one of the abstract values.
NOTE If a patron format supports only one abstract value for this data element, it may encode this data
element as a zero length field.

b) If a patron format supports the abstract value INTEGRITY, then the CBEFF data elements CBEFF_

SB_format_owner and CBEFF_SB_format_type shall be supported, unless all such information is
pre-determined by the specification of the patron format.

9.4.3 Tranpsformation requirements

btract
arget
1.2 b).

When transforming a CBEFF BIR from an initial patron format to a target patron format, the ab
value of this flata element encoded in the target BIR shall specify the integrity option applied to the {
BIR. Further]if the target BIR’s integrity state is INTEGRITY, the target BIR’s SBH shallcenform to 9.1

9.5 CBEFF_BIR_ self id_owner

9.5.1 Attrjbutes

Inclusion: e and

shall not be

Mandatory in BIRs conforming to the self-identifying simple CBEFF BIR structur
cluded in a simple CBEFF BIR structure.

N
:lement shall not be included in a patron format unless CBEFF_BIR_self id_type i§ also

 9.6).

This data e
included (se¢

Abstract values: integers 1 to 65535

Content:

CBEFF patr
register wi
in this data
element are

h

Encodings of this data element identify the CBEFF biometric organization that

responsible for the patron formatof the current SBH. CBEFF requires that organizz
the Biometric Registration Authority to obtain a unique identifier that shall be en
blement. This unique identifier'is a 16-bit positive integer. The abstract values of thig
The set of all possible values-of this identifier, all of which are required to be supporte

s the
tions
roded

data
d.

9.5.2 Tranpsformation requiréements

stract
; this

When transforming a CBEKF BIR from an initial patron format to a target patron format, the ab
value in the target BIR shall-comply with the patron format requirements placed on the target BIR
may be NO VALUE AVAILABLE.

9.6 CBEFF_BIR;self id_type

9.6.1 Attributes

Inclusion: Mandatory in BIRs conforming to the self-identifying simple CBEFF BIR structure and
shall not be included in a simple CBEFF BIR structure.

This data element shall not be included in a patron format unless CBEFF_BIR_self_id_owner is also
included (see 9.5).

Abstract values: integers 1 to 65535

Content: Encodings of this data element specify the CBEFF patron format identifier of the current
BIR. The CBEFF patron responsible for the patron format assigns the patron format identifier value and
registers it with the Biometric Registration Authority. This unique identifier is a 16-bit positive integer.
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The abstract values of this data element are the set of all possible values of this identifier, all of which
are required to be supported.

9.6.2 Transformation requirements

See 9.34.2.

9.7 CBEFF_subheader_count

Inclusion:

— May be absent in patron formats based on the other CBEFF BIR structures (see 72} 7.4|or 7.5)
Abstract values: Integers 0 through 255

Content: Encodings of this data element specify the number of sub-hedder blocks (se¢ 7.3.3) in the
next level below the root header or current sub-header. In the lowest levelofa complex BIR|structure or
in a sjmple BIR structure the abstract value of this data element shall ye zero.

9.8 (CBEFF_BDB_biometric_type

9.8.1| Attributes

Inclufsion: Optional
Abstract values: see Table 1
Content: Encodings of this data element¢onvey the type of biological or behavioura| data stored

in thg BDB of a simple CBEFF BIR structurejor in the BDBs of level zero sub-header blocks|in a complex
CBEFFF BIR structure.

Table 1 —"Abstract values for BDB_biometric_type

Named abstractvalue Typically has an associated subtype?
(see 9.9)
NO VALUE.AVAILABLE No
MULTIRLEBIOMETRIC TYPES No
DNA No
EAR Yes
FACE No
FINGER Yes
FOOT Yes
GAIT No
HAND GEOMETRY Yes
RIS Yes
KEYSTROKE No
LIP MOVEMENT No
PRESENTATION ATTACK DATA No
RETINA Yes
SCENT No
SIGNATURE-SIGN No
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Table 1 (continued)

Named abstract value Typically has an associated subtype?
(see 9.9)

VEIN Yes

VOICE No

CBEFF patrons are allowed to use any subset of these abstract values and to define additional abstract
values as required by the intended domain of use. These additional abstract values may include
arbitrary combinations of values, possibly represented by a bit-map, to support precise enumeration of

individual ty

pes when MULTIPLE BIOMETRIC TYPES is encoded.

9.8.2 Tranpsformation requirements

See 8.1.
NOTE Ifq
combinations

use such a bit
9.9 C(CBEF]

9.9.1 Attr
Inclusion:
Abstract va

Content: Th
BDB_biomet

Combination
biometric_ty
supported, e
value, and th
combination|
combination|

EXAMPLE 1
likely to (but

EXAMPLE 2
subject’s eyes|

he source patron format uses a bit-map to represent a number of additional abstract values th
of the above abstract values (see the last paragraph of 9.8.1), and the target'patron format do|
map, then the MULTIPLE BIOMETRIC TYPES abstract value shall be set in the target patron f¢

*_BDB_biometric_subtype

butes
Optional

ues: see Table 2.

e abstract values of this data element are qualifiers that apply to abstract values of Cl
Fic_type.

s of abstract values are permittéd when the abstract value encoded in CBEFF]
pe represents a biometric technology that can create a BDB where multiple subtypsg
xcept that NO VALUE AVAILABLE shall not be used in combination with any other ab
at RIGHT and LEFT may_b€,used in combination with each other but shall not be ug
with any other abstract value (note that LEFT THUMB is a single abstract value, it is
of LEFT and THUMB):

If the patron format 'supports the BDB biometric type RETINA, then that patron format wo
heed not) specifythe use of the abstract values LEFT and RIGHT for BDB biometric subtype.

If a hypothetical iris biometric device can produce a single BDB that contains data for bof
then thé abstract values LEFT and RIGHT would be used in combination to describe that BD

atare
es not
rmat.

BEFF_

BDB_
S are
btract
ed in
not a

hld be

h of a
B.
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Table 2 — Abstract values for CBEFF_BDB_biometric_subtype

Abstract values Combination permitted with...
NO VALUE AVAILABLE Combination not permitted
RIGHT LEFT

LEFT RIGHT

LEFT THUMB Any except LEFT or RIGHT
LEFT POINTER FINGER ditto

LEFT MIDDLE FINGER ditto

LEFT RING FINGER ditto

LEFT LITTLE FINGER ditto

RIGHT THUMB ditto

RIGHT POINTER FINGER ditto

RIGHT MIDDLE FINGER ditto

RIGHT RING FINGER ditto

RIGHT LITTLE FINGER ditto

LEFT PALM ditto

LEFT BACK OF HAND ditto

LEFT WRIST ditto

RIGHT PALM ditto

RIGHT BACK OF HAND ditte

RIGHT WRIST ditto

NOTE A BDB format specification determines which (if any) of these qualifiers
apply to that BDB format.

9.9.2( Transformation requirements

See 8l1.
9.10|CBEFF_BDB_capture_device_type_owner

9.1OI;E Attributes

Inclulsion: Optional - this data element shall not be included in a patron format unless CBEFF_BDB_
captyre_device_type is also included (see 9.11).

Abstract'values:

— NO VALUE AVAILABLE
— integers 1 to 65535

Content: This data element identifies the registered biometric organization that owns the capture
device that was used in the creation of the BDB (if any). The content of CBEFF_BDB_capture_device_
owner shall be a biometric organization identifier (a 16 bit positive integer, assigned by the Biometric
Registration Authority).

NOTE CBEFF has required the Biometric Registration Authority to not assign the value zero (Hex 0000) to

any biometric organization. Patron format specifications may find it useful to use this value as the encoding for
NO VALUE AVAILABLE.
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9.10.2 Transformation requirements

When transforming a CBEFF BIR from an initial patron format to a target patron format, the encoding
of this data element in the target BIR shall comply with the patron format requirements placed on the
target BIR; this may be NO VALUE AVAILABLE.

9.11 CBEFF_BDB_capture_device_type

NOTE

This data element corresponds to the term defined in 4.14, “capture device type identifier”.

9.11.1 Attributes

Inclusion:
capture_dev

Abstract va

integers

Content:

BDB (if any)
biometric or
capture_dev

9.11.2 Tra

Optional - this data element shall not be included in a patron format unless CBEFF/
ce_type_owner is also included (see 9.10).

ues:

NO VALUE AVAILABLE

1to 65535

This data element identifies the capture device that was\used in the creation
The capture device type identifier is a 16 bit positive integer assigned by the regis
ganization that created or owns the capture device and'is identified by the CBEFF]
ce_type_owner data element.

formation Requirements

S
When trans:[)rming a CBEFF BIR from an initial patron format to a target patron format, the enc

of this data {
target BIR; t

9.12 CBEFI]

9.12.1 Attr
Inclusion:

Abstract va

Zero, on

Content:

tlement in the target BIR shall comply with’ the patron format requirements placed g
his may be NO VALUE AVAILABLE.

F_BDB_challenge_response

butes
Optional

ues:

NO VALYE AVAILABLE

b, or mokeloctets of transparent data

Eneodings of this data element contain data to be used to present a challenge or pr

to the user W

BDB_

f the
tered
BDB_

bding
n the

ompt

ho'is attempting a biometric verification against the biometric template in the BDB. P|

ptron

format specifications may, but are not required to, permit the contents of this data element to be
encrypted using encryption techniques specified by the patron format or in an associated SB.

EXAMPLE

If the biometric type is voice for speaker recognition, this data element may be used to

store

the phrase the system is to ask the subject to utter, or it may store a pointer to a database that contains the
phrase. Patron formats that include values of this data element other than NO VALUE AVAILABLE shall specify
the contents of the transparent data.
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The challenge-response data element (and its content) may be specific to the BDB’s content. A
transforming application shall copy the content directly from the source BIR to the target BIR unless
the target’s patron format supports only NO VALUE AVAILABLE.

NOTE Transformation to NO VALUE AVAILABLE may render the BDB unusable.

9.13 CBEFF_BDB_comparison_algorithm_owner

9.13.1 Attributes

IncluLion: Optional - this data element shall not be included in a patron format unlessCBEFF_BDB_
compparison_algorithm_type is also included (see 9.14).

Abstract values:

— NO VALUE AVAILABLE

— integers 1 to 65535

Content: This data element identifies the registered bipmietric organization that owns the
complarison algorithm that was used in the creation of the BDB(if any). The content of CBEFF_BDB_
complarison_algorithm_owner shall be a biometric organization identifier (a 16 bit posjtive integer,
assighed by the Biometric Registration Authority).

NOTE CBEFF has required the Biometric RegistratiomAuthority to not assign the value zero [Hex 0000) to
any bjometric organization. Patron format specifications may find it useful to use this value as th¢ encoding for

NO VA

9.13.

Wher
of thi
targe|

9.14

NOTE

LUE AVAILABLE.

P Transformation requirements

transforming a CBEFF BIR from atinitial patron format to a target patron format,
s data element in the target BIR-shall comply with the patron format requirements
t BIR; this may be NO VALUEAVAILABLE.

CBEFF_BDB_comparison_algorithm_type

This data elemrent corresponds to the term defined in 4.24, “comparison algorithm ident

9.14.

Incl
com

Abstract'values:

Attributes

ion: Optional - this data element shall not be included in a patron format unless
risenalgorithm_owner is also included (see 9.13).

the encoding
laced on the

ifier”.

CBEFF_BDB_

— NO VALUE AVAILABLE

— integers 1 to 65535

Content: This data element identifies the comparison algorithm that was used in
of the BDB (if any). The comparison algorithm identifier is a 16 bit positive integer assigned by the
registered biometric organization that created or owns the comparison algorithm and is identified by
the CBEFF_BDB_comparison_algorithm_owner data element.

© ISO/IEC 2015 - All rights reserved
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9.14.2 Transformation Requirements

When transforming a CBEFF BIR from an initial patron format to a target patron format, the encoding
of this data element in the target BIR shall comply with the patron format requirements placed on the
target BIR; this may be NO VALUE AVAILABLE.

9.15 CBEFF_BDB_compression_algorithm_owner

9.15.1 Attributes

Inclusion: Optional - this data element shall not be included in a patron format unless CBEFF_BDB_
compression_algorithm_type is also included (see 9.16).

Abstract values:
— NO VALUE AVAILABLE
— integers|1 to 65535

Content: This data element identifies the registered biometric organization that ownpg the
compression algorithm that was used in the creation of the BDB (if any)..Fhe content of CBEFF [BDB_
compression_algorithm_owner shall be a biometric organization identifier (a 16 bit positive integer,
assigned by the Biometric Registration Authority).

NOTE CBEFF has required the Biometric Registration Authority to not assign the value zero (Hex 00P0) to
any biometrid organization. Patron format specifications may find it-uSeful to use this value as the encoding for
NO VALUE AVAILABLE.

9.15.2 Tranpsformation requirements

When transforming a CBEFF BIR from an initial patron format to a target patron format, the encpding
of this data ¢lement in the target BIR shall comply with the patron format requirements placed dn the
target BIR; this may be NO VALUE AVAILABLE!

9.16 CBEFF_BDB_compression_algorithm_type

NOTE Thiis data element corresponds to the term defined in 4.28, “compression algorithm identifier”.

9.16.1 Attrjbutes

Inclusion: Optional«this data element shall not be included in a patron format unless CBEFF |BDB_
compression_algorithin_"owner is also included (see 9.15).

Abstract values:

— NO VALUEAVAILABLE

— integers 1 to 65535

Content: This data element identifies the compression algorithm that was used in the creation
of the BDB (if any). The compression algorithm identifier is a 16 bit positive integer assigned by the
registered biometric organization that created or owns the compression algorithm and is identified by
the CBEFF_BDB_compression_algorithm_owner data element.

9.16.2 Transformation Requirements

When transforming a CBEFF BIR from an initial patron format to a target patron format, the encoding
of this data element in the target BIR shall comply with the patron format requirements placed on the
target BIR; this may be NO VALUE AVAILABLE.
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CBEFF_BDB_creation_date

9.17.1 Attributes

Inclu

sion: Optional

Abstract values:

2

NO VALUE AVAILABLE

000-01-01T00:00:00Z through 3000-12-31T23:59:59Z

1:2015(E)

Contg
biom
abstr]
NOTE]

NOTE
the ch

NOTE

ent: This data element specifies the UTC date and time instant (see ISO 86
btric data in the BDB was captured. CBEFF requires that patron format specificat
hct values to a precision of one second for this data element.

1 TheISO 8601 extended date-time format is used in CBEFF specifications of{date-time ah

2
aracter “Z” as the designator for UTC in date and time representations.

3 For practical reasons. CBEFF intends the UTC date-time instant'to be interpreted as

approkimation to the creation date; CBEFF does not require that the date-time instant be precisel

an acf
requi

NOTE
eleme

NOTE
partid

9.17.
See 8
NOTE]
distin|
mapp
mapp

9.18

ual UTC instant to a precision of one second. Patron format specifications may impose a n
ement for particular domains of use, noting likely application requirements.

4  CBEFF patrons that require a date-time precision,afother than one second may specify 4
nt and abstract values.
5 Patron format encodings may use a formatether than the ISO 8601 extended date-time

ular may use a binary format) for the abstract-date-time values.

P Transformation requirements

1.

If the target patron format-defines abstract values with a different time granularity,
ct from the CBEFF-defined-abstract values. However, the target patron format specification

ng from abstract values of-greater or lesser granularity to the abstract values that it provid
ng is specified, then NQ VALUE AVAILABLE shall be used as the mapping.

CBEFF_BDB _feature_extraction_algorithm_owner

9.18.

Incl

Attributes

ion: Optional - this data element shall not be included in a patron format unless

01) that the
ons support

stract values.

UTC is the abbreviation for Coordinated Universal Time as defined in ISO'8601. That stajndard defines

a reasonable
v recorded as
ore stringent

heir own data

ormat (and in

then these are

may specify a
les. If no such

CBEFF_BDB_

featufeextraction_algorithm_type is also included (see 9.19).

Abstract values:

NO VALUE AVAILABLE

— integers 1 to 65535

Content:

This data element identifies the registered biometric organization that owns the feature

extraction algorithm that was used in the creation of the BDB (if any). The content of CBEFF_BDB_
feature_extraction_algorithm_owner shall be a biometric organization identifier (a 16 bit positive
integer, assigned by the Biometric Registration Authority).

NOTE

CBEFF has required the Biometric Registration Authority to not assign the value zero (Hex 0000) to
any biometric organization. Patron format specifications may find it useful to use this value as the encoding for
NO VALUE AVAILABLE.
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9.18.2 Transformation requirements
When transforming a CBEFF BIR from an initial patron format to a target patron format, the encoding

of this data element in the target BIR shall comply with the patron format requirements placed on the
target BIR; this may be NO VALUE AVAILABLE.

9.19 CBEFF_BDB_feature_extraction_algorithm_type

NOTE This data element corresponds to the term defined in 4.32, “feature extraction algorithm identifier”.

9.19.1 Attributes

Inclusion: Optional - this data element shall not be included in a patron format unless CBEFF/(BDB_
feature_extrpction_algorithm_owner is also included (see 9.18).

Abstract values:
— NO VALUE AVAILABLE
— integers|1 to 65535

Content: This data element identifies the feature extraction algerithm that was used ip the
creation of the BDB (if any). The feature extraction algorithm identifier is a 16 bit positive irfteger
assigned by the registered biometric organization that created or ownsthe feature extraction algorithm
and is identified by the CBEFF_BDB_feature_extraction_algorithm_owner data element.

9.19.2 Tra:[)sformation Requirements

When transforming a CBEFF BIR from an initial patron format to a target patron format, the encpding
of this data ¢lement in the target BIR shall comply with'the patron format requirements placed dn the
target BIR; this may be NO VALUE AVAILABLE.

9.20 CBEFF_BDB_index

9.20.1 Attrjbutes
Inclusion: Optional
Abstract values:

— NO VALUE AVAILABLE
— An idenffifier.

Content: This data element carries the identifier of an object that is related to, but separate [from,
the BDB with which it is associated. Patron format specifications shall define the abstract values|to be
encoded herein. If this data element is included in a complex BIR patron format, the format shall specify
the data element’s interpretation at the different levels of the complex structure.

NOTE Typically, this data element would carry an index to a record in a database that corresponds to the
person whose biometric data is in the BDB. Patron formats are permitted to define any similar content for this
data element.

9.20.2 Transformation requirements

When transforming a CBEFF BIR from an initial patron format to a target patron format, the value
encoded in this data element shall correspond to the situation of the target domain of use. The value
depends on the domain of use of the target patron format and on information local to the transforming
application, and may be NO VALUE AVAILABLE.
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CBEFF_BDB_PAD_technique_vendor

9.21.1 Attributes

-1:2015(E)

Inclusion: Optional - this data element shall not be included in a patron format unless CBEFF_BDB_
PAD_technique is also included (see 9.22).

Abstract values:

— NO VALUE AVAILABLE

— integers1to 65535

Content: This data element identifies the registered biometric organization that“ow
techrlique that was used in the creation of the BDB (if any). The content of CBEFF_BDB-PA]]

vend
Regis

NOTE

any b
NO VA

9.21.

Wher
of thi
targe|

9.22

r shall be a biometric organization identifier (a 16 bit positive integer, assigned by t
tration Authority).

CBEFF has required the Biometric Registration Authority to not assign the value zero

ometric organization. Patron format specifications may find it useful te use this value as thg
LUE AVAILABLE.

P Transformation requirements

transforming a CBEFF BIR from an initial patron format to a target patron format,
s data element in the target BIR shall comply with-the patron format requirements
t BIR; this may be NO VALUE AVAILABLE.

CBEFF_BDB_PAD_technique

Incl
PAD

Abst)
— N
— i

Contg

any).
orgaf

9,22 UE Attributes

ion: Optional - this data element shall not be included in a patron format unless
fechnique_vendor is also included (see 9.21).

ract values:
O VALUE AVAILABLE
itegers 1 to 65535

The PAD~technique identifier is a 16 bit positive integer assigned by the register
izationudentified by the CBEFF_BDB_PAD_technique_vendor data element.

ns the PAD
D_technique_
he Biometric

(0000Hex) to
e encoding for

the encoding
laced on the

CBEFF_BDB_

ent: This data element identifies the PAD technique that was used in the creation of the BDB (if

bd biometric

9.22.2 \Transformation Requirements

When transforming a CBEFF BIR from an initial patron format to a target patron format, the encoding
of this data element in the target BIR shall comply with the patron format requirements placed on the

targe

9.23

9.23.

t BIR; this may be NO VALUE AVAILABLE.
CBEFF_BDB_processed_level

1 Attributes

Inclusion: Optional

Abstract values:

— NO VALUE AVAILABLE
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e 4.16, Captured biometric sample)

EDIATE (see 4.34)

PROCESSED (see 4.39)

Encodings of this data element convey the processed state of the biometric samples or
templates stored in the BDB (See ISO/IEC 19784-1).

9.23.2 Transformation requirements

When transforming a CBEFF BIR from an initial patron format to a target patron format, the abstract

value in the {
has not don{
initial CBEF[

9.24 CBEFI]

9.24.1 Attr

Inclusion:
product_typ

Abstract va

integers

Content:

product (i.e.
The content
integer, assig

NOTE1 Th
owner (if pre

format_owner.

NOTE 2
any biometrid
NO VALUE AV]

9.24.2 Tranpsformationrequirements

When trans
transformin

NO VALUYE AVAILABLE

CBEFF has required the Biometric Registration Authority to not assign the value zero (Hex 00
organization. Patfonformat specifications may find it useful to use this value as the encoding for

arget BIR shall convey the processed level of the target BDB. If the transforming applid
e any processing of the BDB, the value in the target CBEFF BIR shall be copied. frof
BIR, or shall be NO VALUE AVAILABLE if the value to be copied is not supported:

*_BDB_product_owner

butes

Optional - this data element shall not be included in a patrogformat unless CBEFF
e is also included (see 9.25).

ues:

1to 65535

This data element identifies the registered biometric organization that own
the Biometric Service Provider (BSP) or transforming application) that created the
pbf CBEFF_BDB_product_owner shallbe'a biometric organization identifier (a 16 bit po
ned by the Biometric Registration Authority).

e biometric organization identifier encoded in the optional data element CBEFF_BDB_pr
sent) may or may not be the(same as that encoded in the mandatory data element CBEFF

AILABLE.

forming a CBEFF BIR from an initial patron format to a target patron format,

r dpplication modifies the BDB’s content (for example, by changing its processed level

ation
m the

BDB_

s the
BDB.
sitive

duct_
| BDB_

D0) to

f the
from

raw to inter

A IR WS | RO DNOD | i H +] i + DIND 1 A | 3L +] L
llellClLCJ, LIICTIT GD LT I_UUU_PI UUUCLL_UWIITT 111 UIIT LQISCL DIIN SlIall 1ucuLu_y L1ICT UIUIL

etric

organization that owns the transforming application itself, unless the transforming application is
required to encode NO VALUE AVAILABLE in this target data element. If the transforming application does
not modify the BDB, then the source BIR’s abstract value shall be mapped into the target data element.

9.25 CBEFF_BDB_product_type

9.25.1 Attributes

Inclusion:

Optional - this data element shall not be included in a patron format unless CBEFF_

product_owner is also included (see 9.24).

30
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Abstract values:

NO VALUE AVAILABLE

— integers 1 to 65535

Content:

-1:2015(E)

This data element identifies the product (i.e., the Biometric Service Provider (BSP)

or transforming application) that created the BDB. The product identifier is a 16 bit positive integer
assigned by the registered biometric organization that created or owns the product and is identified by
the CBEFF_BDB_product_owner data element.

9,25 Transformation qunirpmpnfc
If the[transforming application changes the value in CBEFF_BDB_product_owner, then-this

in the target BIR shall identify the transforming application itself or shall be NO VALUE
othernwise the source BIR’s value shall be mapped into the target BIR or shall be NO.VALUE

9.26|CBEFF_BDB_purpose

Incl

Abstract values:

— VERIFY

— AUDIT

Content: This datatelement specifies the intended use of the BDB (see ISO/IEC 19784
ISO/IEC 7816).

9.26.2 Transformation requirements

When transforming a CBEFF BIR from an initial patron format to a target patron form
in the tdrget BIR shall convey the purpose of the target BDB (for example, a transformin

may

9.2 6I;E Attributes
i

NO VALUE AVAILABLE

IDENTIFY

ion: Optional

HNROLL;
HNROLL FOR VERIFICATION ONLY
HNROLL FOR IDENTIFICATION-ONLY

Hata element
AVAILABLE,
AVAILABLE.

, BioAPI and

ht, the value
b application

process a raw BDB into a processed BDB that has one of the abave ahstract pury

oses). If the

transforming application has not done such processing, the value in the target BIR shall be copied from
the source BIR, or shall be NO VALUE AVAILABLE if not supported in the target BIR.

9.27 CBEFF_BDB_quality

9.27.1 Attributes

Inclusion: Optional

Abstract values:

NO VALUE AVAILABLE
QUALITY NOT SUPPORTED BY BDB CREATOR
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QUALITY SUPPORTED BY BDB CREATOR BUT NOT SET

— An integer quality value in the range 0 to 100 where 100 is the highest quality

Content:

This data element specifies the quality of the biometric data in the BDB

ISO/IEC 19784 BioAPI).

9.27.2 Transformation requirements

See 8.1.

~

(see

9.28 CBEF

9.28.1 Attr

Inclusion:
quality_algo

Abstract va

integers

Content:

quality algof
algorithm_oy
Biometric R¢

NOTE
any biometrid
NO VALUE AV

NO VALUE AVAILABLE

CBEFF has required the Biometric Registration @uthority to not assign the value zero (Hex 00
organization. Patron format specifications.may find it useful to use this value as the encoding for

F—BDB quatity_algorithm_owmrer

butes

Optional - this data element shall not be included in a patron format unless CBEFF
fithm_type is also included (see 9.29).

ues:

1to 65535

This data element identifies the registered biomeétric organization that own
ithm that was used in the creation of the BDB (if any). The content of CBEFF_BDB_qu
vner shall be a biometric organization identifiet/(a"16 bit positive integer, assigned |
gistration Authority).

AILABLE.

9.28.2 Tra

When transf
of this data
target BIR; t

9.29 CBEF

NOTE T

9.29.1 Attr

Inclusion:

quality_algorithm_owner is also included (see 9.28).

¢lement in the target BIR shall comply with the patron format requirements placed d

sformation requirements

orming a CBEFF BIR from.an'initial patron format to a target patron format, the enc

is may be NO VALUE AVAILABLE.

_BDB_quality_algorithm_type

is data elemert corresponds to the term defined in 4.41, “quality algorithm identifier”.

butes

BDB_

s the
ality_
y the

D0) to

bding
n the

Abstract values:

— integers

Content:

32

NO VALUE AVAILABLE

1to 65535

FIBDB_

This data element identifies the quality algorithm that was used in the creation of the
BDB (if any). The quality algorithm identifier is a 16 bit positive integer assigned by the registered
biometric organization that created or owns the quality algorithm and is identified by the CBEFF_BDB_
quality_algorithm_owner data element.
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9.29.2 Transformation Requirements

When transforming a CBEFF BIR from an initial patron format to a target patron format, the encoding
of this data element in the target BIR shall comply with the patron format requirements placed on the
target BIR; this may be NO VALUE AVAILABLE.

9.30 CBEFF_BDB_validity_period

9.30.1 Attributes

Inclusion: Optional

Abstract values:
— O VALUE AVAILABLE
— 2000-01-01 through 3000-12-31/2000-01-01 through 3000-12-31

Content: This data element conveys the time interval (not before through not after) when the BDB
is valid. See 9.17 and its notes for CBEFF’s requirements on time representations and other relevant
consiferations.

NOTE|1  The “/” character between two time representations indicates that the times specify the beginning
and end of a time interval.

NOTE|2  CBEFF patrons that require a date-time precision‘ef other than one day may specify their own data
element and abstract values.

NOTE|3  Patronformatencodings may use a formatother than the extended date-time format (angl in particular
may use a binary format) for the abstract date-time values.

9.30.2 Transformation requirements
System requirements regarding BDB validity period may stem from either of two sources:

a) Administrative requirements-may specify a validity period that, for example, colfresponds to
he interval during which\a-user is authorized for a privilege that is obtained when the BDB is
uccessfully used for authentication. When that interval expires, the authorization may be renewed
br the next interval with no change to the biometric template used for verification; or

- N

b) Technical requirements related to biometric template aging may dictate an interval after which
atching accutacy is not sufficiently reliable for the BDB to be used.

Patrgn format specifications that include this data element shall define transformation fules for this
data ¢lement'when used in a target BIR.

9 31 CEBEELE BRIPR crantion-data
. CDLOT I DI Croo

CITUTI_UIoatT

9.31.1 Attributes

Inclusion: Optional

Abstract values:

— NO VALUE AVAILABLE

— 2000-01-01T00:00:00Z through 3000-12-31T23:59:59Z

Content: This data element specifies the UTC date and time instant (see ISO 8601) that the BIR
was created by a BSP or a transforming application. CBEFF requires that patron format specifications
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